Dell Data Security
Endpoint Security Suite Pro Basic Installation Guide v1.8




Notes, cautions, and warnings

@| NOTE: A NOTE indicates important information that helps you make better use of your product.
A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid the problem.

A| WARNING: A WARNING indicates a potential for property damage, personal injury, or death.
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Introduction

This guide details how to install and configure the application using the Endpoint Security Suite Pro master installer. This guide gives basic
installation assistance. See the Advanced Installation Guide if you need information about installing the child installers, Security
Management Server/Security Management Server Virtual configuration, or information beyond basic assistance with the Endpoint
Security Suite Pro master installer.

All policy information, and their descriptions are found in the AdminHelp.

Before You Begin

1 Install the Security Management Server/Security Management Server Virtual before deploying clients. Locate the correct guide as
shown below, follow the instructions, and then return to this guide.

Dell Security Management Server Installation and Migration Guide
Dell Security Management Server Virtual Quick Start Guide and Installation Guide

Verify that polices are set as desired. Browse through the AdminHelp, available from the ? at the far right of the screen. The
AdminHelp is page-level help designed to help you set and modify policy and understand your options with your Security
Management Server/Security Management Server Virtual.



{DeL) Dell Data Security AdminHelp

Home » Manage Policies » Manage Security Policies

Manage Security Policies

f::| You can apply security policies at the Enterprise, Domain, User Group, User, Endpoint Group,
and Endpoint levels. The initial deployment of your Security Management Server or Security
Management Server Virtual has default policy settings that allow your enterprise to get started

HH with Dell Security, but you can customize the security and configuration settings. If you've
rigrated from an earlier version of Security Management Server or Security Management Server
Virtual, your policy settings have been migrated for you.

Security policies are grouped by technology. Click a Technology Group to view its policies and

policy descriptions.
Windows Encryption Threat Prevention Mac Encryption
ERErT R Advanced Threat Aid Pty
self-Encrypting Drive (SED] 5 - i = Dell Volume Encryption
Policy-Based Encryption Threat Protection Mac Global Settings
Bitlocker Encryption Web Protection
Server Encryption Client Firewall

Protection Settings
2 Thoroughly read the Requirements chapter of this document.
8 Deploy clients to end users.

Using This Guide

Use this guide in the following order.

See Requirements for client prerequisites.
Select one of the following:

Install Interactively Using the Master Installer

or

Install by Command Line Using the Master Installer

Contact Dell ProSupport

Call 877-459-7304, extension 4310039 for 24x7 phone support for your Dell product.

Additionally, online support for Dell products is available at dell.com/support. Online support includes drivers, manuals, technical advisories,
FAQs, and emerging issues.

Be sure to help us quickly connect you to the right technical expert by having your Service Code available when you call.

For phone numbers outside of the United States, check Dell ProSupport International Phone Numbers.

6 Dell Data Security Endpoint Security Suite Pro
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Requirements
All Clients

IT best practices should be followed during deployment. This includes, but is not limited to, controlled test environments for initial tests,
and staggered deployments to users.

The user account performing the installation/upgrade/uninstallation must be a local or domain administrator user, which can be
temporarily assigned by a deployment tool such as Microsoft SMS or Dell KACE. A non-administrator user that has elevated privileges is
not supported.

Back up all important data before beginning installation/uninstallation.
Do not make changes to the computer, including inserting or removing external (USB) drives during installation.

Ensure that outbound port 443 is available to communicate with the Security Management Server/Security Management Server
Virtual if your master installer clients will be entitled using Dell Digital Delivery (DDD). The entitlement functionality will not work if port
443 is blocked (for any reason). DDD is not used if installing using the child installers.

Be sure to periodically check www.dell.com/support for the most current documentation and Technical Advisories.

All Clients - Prerequisites

Microsoft .Net Framework 4.5.2 (or later) is required for the Endpoint Security Suite Pro master installer and child installer clients. The
installer does not install the Microsoft .Net Framework component.

All computers shipped from the Dell factory are pre-installed with the full version of Microsoft .Net Framework 4.5.2 (or later).
However, if you are not installing on Dell hardware or are upgrading the client on older Dell hardware, you should verify which version of
Microsoft .Net is installed and update the version prior to installing the client to prevent installation/upgrade failures. To verify the
version of Microsoft .Net installed, follow these instructions on the computer targeted for installation: http://msdn.microsoft.com/en-
us/library/hh925568(v=vs.110).aspx. To install Microsoft .Net Framework 4.5.2, go to https://www.microsoft.com/en-us/download/
details.aspx?id=42643.

Drivers and firmware for ControlVault, fingerprint readers and smart cards (as shown below) are not included in the Endpoint Security
Suite Pro master installer or child installer executable files. The drivers and firmware must be kept up-to-date, and can be downloaded
from http://www.dell.com/support and selecting your computer model. Download the appropriate drivers and firmware based on your
authentication hardware.

ControlVault

NEXT Biometrics Fingerprint Driver
Validity Fingerprint Reader 495 Driver
0O2Micro Smart Card Driver

All Clients - Hardware

The following table details supported computer hardware.

Hardware

Minimum hardware requirements must meet the minimum specifications of the operating system.


http://www.dell.com/support/my-support/us/en/19/product-support/product/dell-data-protection-encryption/manuals
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=42643
https://www.microsoft.com/en-us/download/details.aspx?id=42643
http://www.dell.com/support/home/us/en/19/Products/?app=drivers

All Clients - Localization

The Encryption, Threat Protection, and BitLocker Manager clients are Multilingual User Interface (MUI) compliant and are localized in
the following languages.

Language Support
EN - English - JA - Japanese
ES - Spanish - KO - Korean
FR - French - PT-BR - Portuguese, Brazilian
IT - Italian - PT-PT - Portuguese, Portugal (Iberian)
DE - German

Encryption Client

The client computer must have network connectivity to activate.

Turn off sleep mode during the initial encryption sweep to prevent an unattended computer from going to sleep. Encryption cannot
occur on a sleeping computer (nor can decryption).

The Encryption client does not support dual boot configurations since it is possible to encrypt system files of the other operating
system, which would interfere with its operation.

The Encryption client has been tested and is compatible with McAfee, the Symantec client, Kaspersky, and MalwareBytes. Hard-coded
exclusions are in place in for these anti-virus providers to prevent incompatibilities between anti-virus scanning and encryption. The
Encryption client has also been tested with the Microsoft Enhanced Mitigation Experience Toolkit.

If your organization uses an anti-virus provider that is not listed, see http://www.dell.com/support/article/us/en/19/SLN288353/ or
Contact Dell ProSupport for help.

Operating system re-install is not supported. To re-install the operating system, perform a backup of the target computer, wipe the
computer, install the operating system, then recover the encrypted data following established recovery procedures.

Encryption Client Prerequisites

The master installer installs the following prerequisites if not already installed on the computer.

Prerequisite

Visual C++ 2012 Update 4 or later Redistributable Package (x86 and x64)
Visual C++ 2015 Update 3 or later Redistributable Package (x86 and x64)

Encryption Client Operating Systems

The following table details supported operating systems.

Windows Operating Systems (32- and 64-bit)

Windows 7 SPO-SP1: Enterprise, Professional, Ultimate
Windows Embedded Standard 7 with Application Compatibility template (hardware encryption is not supported)
Windows 8: Enterprise, Pro


http://www.dell.com/support/article/us/en/19/sln288353

Windows Operating Systems (32- and 64-bit)

Windows 8.1 Update 0-1: Enterprise Edition, Pro Edition

Windows Embedded 8.1 Industry Enterprise (hardware encryption is not supported)
Windows 10: Education, Enterprise, Pro through Creators Update (Redstone 2)
VMware Workstation 5.5 and higher

® | NOTE:
When using UEFI mode, the Secure Hibernation policy is not supported.

Encryption Client Operating Systems with Deferred Activation

Deferred activation allows the Active Directory user account used during activation to be independent of the account used to login to
the endpoint. Instead of the network provider capturing the authentication information, the user instead manually specifies the Active
Directory-based account when prompted. Once the credentials are entered, the authentication information is securely sent to the Dell
Server which validates it against the configured Active Directory domains. For more information, see http://www.dell.com/support/
article/us/en/19/sIn306341.

The following table details supported operating systems with deferred activation.

Windows Operating Systems (32- and 64-bit)

Windows 7 SP0O-SP1: Home Basic, Home Premium, Enterprise, Professional, Ultimate

Windows Embedded Standard 7 with Application Compatibility template (hardware encryption is not supported)
Windows 8: Home Basic, Home Premium, Enterprise, Pro

Windows 8.1 Update 0-1: Enterprise Edition, Pro Edition

Windows Embedded 8.1 Industry Enterprise (hardware encryption is not supported)

Windows 10: Home Basic, Home Premium, Education, Enterprise, Pro through Creators Update (Redstone 2)
VMware Workstation 5.5 and higher

Encryption External Media Operating Systems

The following table details the operating systems supported when accessing media protected by Encryption External Media.

®|[NoTE:
External media must have approximately 55MB available plus open space on the media that is equal to the largest file to be
encrypted to host Encryption External Media.

®|NoTE:
Windows XP is supported when using Encryption External Media Explorer only.

Windows Operating Systems Supported to Access Encryption External Media-Protected Media (32- and 64-bit)

Windows 7 SP0O-SP1: Home Basic, Home Premium, Enterprise, Professional, Ultimate

Windows Embedded Standard 7 with Application Compatibility template (hardware encryption is not supported)
Windows 8: Home Basic, Home Premium, Enterprise, Pro

Windows 8.1 Update 0-1: Enterprise Edition, Pro Edition

Windows Embedded 8.1 Industry Enterprise (hardware encryption is not supported)

Windows 10: Home Basic, Home Premium, Education, Enterprise, Pro through Creators Update (Redstone 2)


http://www.dell.com/support/article/us/en/19/sln306341
http://www.dell.com/support/article/us/en/19/sln306341

Mac Operating Systems Supported to Access Encryption External Media-Protected Media (64-bit kernels)

Mac OS X Yosemite 10.10.5
Mac OS X El Capitan 10.11.6

macOS Sierra 1012.5 and 10.12.6

Threat Protection Client

The Threat Protection clients cannot be installed without the Encryption client being detected on the computer. Installation will fail if

attempted.

To successfully install Threat Protection, the computer must have network connectivity.

Uninstall other vendors' anti-virus, anti-malware, anti-spyware, and firewall applications before installing the Threat Protection clients to
prevent installation failures. Conflicting software does not include Windows Defender and Endpoint Security Suite Pro.

The Web Protection feature is supported with Internet Explorer only.

Threat Protection Client Operating Systems

The following table details supported operating systems.

Windows Operating Systems (32- and 64-bit)

Windows 7 SPO-SP1: Enterprise, Professional, Ultimate

Windows 8: Enterprise, Pro

Windows 8.1 Update 0-1: Enterprise Edition, Pro Edition
Windows 10: Education, Enterprise, Pro through Creators Update (Redstone 1)

Threat Protection Client Ports

To ensure that Threat Protection clients receive the most current Threat Protection updates, ports 443 and 80 must be available for the
client to communicate with the various destination servers. If the ports are blocked for any reason, anti-virus signature updates (DAT
files) cannot be downloaded, so computers may not have the most current protection. Ensure that client computers can access the

URLs, as follows.

Use Application Transport Port Number Destination Direction Notes
Protocol Protocol
Anti-virus Updates HTTP TCP 443/fallback  vs.mcafeeasap.com QOutbound
80

Anti-virus Engine/ SSL TCP 443 vs.mcafeeasap.com Outbound

Signature Updates

Anti-Spam Engine HTTP TCP 443 vs.mcafeeasap.com QOutbound

Anti-Spam Rules  HTTP TCP 80 vs.mcafeeasap.com QOutbound Packet types:

and Streaming

Updates X-SU3X-SU3-
Component-Name
X-SU3-Component-
Type X-SU3-Status

Reputation SSL TCP 443 tunnel.web.trustedsource.org  Outbound

Service



Use Application Transport Port Number Destination Direction Notes

Protocol Protocol
Reputation SSL TCP 443 gtifeedback.trustedsource.or  Outbound
Service Feedback g
Quarantine HTTP TCP 80 Your Security Management Bi-directional
Manager Server/Security

HTTPS 443 Management Server Virtual
URL Reputation HTTP TCP 80 list.smartfilter.com Qutbound
Database Update
URL Reputation ~ SSL TCP 443 tunnel.web.trustedsource.org  Outbound

Lookup

SED Client

The computer must have a wired network connection to successfully install SED management.
IPv6 is not supported.
Be prepared to shut down and restart the computer after you apply policies and are ready to begin enforcing them.

Computers equipped with self-encrypting drives cannot be used with HCA cards. Incompatibilities exist that prevent the provisioning of
the HCA. Dell does not sell computers with self-encrypting drives that support the HCA module. This unsupported configuration would
be an after-market configuration.

If the computer targeted for encryption is equipped with a self-encrypting drive, ensure that the Active Directory option, User Must
Change Password at Next Logon, is disabled. Preboot Authentication does not support this Active Directory option.

Dell recommends that you do not change the authentication method after the PBA has been activated. If you must switch to a different
authentication method, you must either:

Remove all the users from the PBA.
or

Deactivate the PBA, change the authentication method, and then re-activate the PBA.

®| IMPORTANT:

Due to the nature of RAID and SEDs, SED management does not support RAID. The issue with RAID=0On with SEDs is that
RAID requires access to the disk to read and write RAID-related data at a high sector not available on a locked SED from start
and cannot wait to read this data until after the user is logged on. Change the SATA operation in the BIOS from RAID=0On to
AHCI to resolve the issue. If the operating system does not have the AHCI controller drivers pre-installed, the operating system
will blue screen when switched from RAID=0n to AHCI.

Configuration of self-encrypting drives for Dell’s SED management differ between NVMe and non-NVMe (SATA) drives, as follows.

Any NVMe drive that is being leveraged as an SED — The BIOS’ SATA operation must be set to RAID ON, as Dell's SED
management does not support AHCI on NVMe drives.

Any NVMe drive that is being leveraged as an SED — The BIOS's boot mode must be UEFI and Legacy option ROMs must be
disabled.

Any non-NVMe drive that is being leveraged as an SED — The BIOS' SATA operation must be set to AHCI, as Dell's SED
management does not support RAID with non-NVMe drives.

RAID ON is not supported because access to read and write RAID-related data (at a sector that is not available on a locked non-
NVMe drive) is not accessible at start-up, and cannot wait to read this data until after the user is logged on.

The operating system will crash when switched from RAID ON > AHCI if the AHCI controller drivers are not pre-installed. For
instructions on how to switch from RAID > AHCI (or vice versa), see http://www.dell.com/support/article/us/en/19/
SLN306460.

Supported OPAL compliant SEDs require updated Intel Rapid Storage Technology Drivers, located at http://www.dell.com/support/
home/us/en/19/product-support/product/dell-dp-endpt-security-suite/drivers. Dell recommends Intel Rapid Storage Technology
Driver version 15.2.0.0 or later, with NVMe drives.


http://www.dell.com/support/article/us/en/19/SLN306460
http://www.dell.com/support/article/us/en/19/SLN306460
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SED Management is not supported with Server Encryption.

SED Client Prerequisites

The Endpoint Security Suite Pro master installer installs the following prerequisites if not already installed on the computer.

Prerequisites

Visual C++ 2012 Update 4 or later Redistributable Package (x86 and x64)
Visual C++ 2015 Update 3 or later Redistributable Package (x86 and x64)

SED Client Hardware

SED Client International Keyboards

The following table lists international keyboards supported with Preboot Authentication on UEFI and non-UEFI computers.

International Keyboard Support - UEFI
DE-CH - Swiss German

DE-FR - Swiss French

International Keyboard Support - Non-UEFI

AR - Arabic (using Latin letters)
DE-CH - Swiss German

DE-FR - Swiss French

SED Client Localization

The SED and Advanced Authentication clients are Multilingual User Interface (MUI) compliant and are localized the following languages.
UEFI Mode and Preboot Authentication are supported in the following languages except Russian, Traditional Chinese, or Simplified Chinese.

Language Support
EN - English - KO - Korean
FR - French - ZH-CN - Chinese, Simplified
IT - Italian - ZH-TW - Chinese, Traditional/ Taiwan
DE - German - PT-BR - Portuguese, Brazilian
ES - Spanish - PT-PT - Portuguese, Portugal (Iberian)



Language Support

JA - Japanese - RU - Russian

SED Client Operating Systems

The following table details the supported operating systems.

Windows Operating Systems (32- and 64-bit)

Windows 7 SPO-SP1: Enterprise, Professional (supported with Legacy Boot mode but not UEFI)

® | NOTE:
Legacy Boot mode is supported on Windows 7. UEFI is not supported on Windows 7.

NVMe self-encrypting drives are not supported with Windows 7.

Windows 8: Enterprise, Pro,
Windows 8.1: Enterprise Edition, Pro Edition
Windows 10: Education, Enterprise, Pro through Creators Update (Redstone 2)

Advanced Authentication Client

When using Advanced Authentication, users will be securing access to the computer using advanced authentication credentials that are
managed and enrolled using Advanced Authentication. Advanced Authentication will be the primary manager of the authentication
credentials for Windows Sign-in, including Windows password, fingerprint, and smart cards. Picture password, PIN, and fingerprint
credentials enrolled using the Microsoft Operating System will not be recognized at Windows Sign-in.

To continue using the Microsoft Operating System to manage user credentials, do not install Advanced Authentication or uninstall it.

Advanced Authentication Client Hardware

The following table details supported authentication hardware.

Fingerprint and Smart Card Readers

Validity VFS495 in Secure Mode

ControlVault Swipe Reader

UPEK TCS1 FIPS 201 Secure Reader 1.6.3.379
Authentec Eikon and Eikon To Go USB Readers

Contactless Cards

Contactless Cards using Contactless Card Readers built-in to specified Dell laptops

Smart Cards

PKCS #11 Smart Cards using the Actividentity client

® | NOTE:
The Activildentity client is not pre-loaded and must be installed separately.

CSP Cards


http://portal.actividentity.com/

Smart Cards

Common Access Cards (CACs)
Class B/SIPR Net Cards

Advanced Authentication Client Operating Systems

Windows Operating Systems

The following table details supported operating systems.

Windows Operating Systems (32- and 64-bit)

Windows 7 SPO-SP1: Enterprise, Professional, Ultimate

Windows 8: Enterprise, Pro

Windows 8.1 Update 0-1: Enterprise Edition, Pro Edition

Windows 10: Education, Enterprise, Pro through Creators Update (Redstone 2)

® | NOTE: UEFI mode is not supported on Windows 7.

BitLocker Manager Client

Consider reviewing Microsoft BitLocker requirements if BitLocker is not yet deployed in your environment,

Ensure that the PBA partition is already set up. If BitLocker Manager is installed before the PBA partition is set up, BitLocker cannot be
enabled and BitLocker Manager will not be operational.

The keyboard, mouse, and video components must be directly connected to the computer. Do not use a KVM switch to manage
peripherals as the KVM switch can interfere with the computer's ability to properly identify hardware.

Turn on and enable the TPM. BitLocker Manager will take ownership of the TPM and will not require a reboot. However, if a TPM
ownership already exists, BitLocker Manager will begin the encryption setup process (no restart is required). The point is that the TPM
must be "owned" and enabled.

BitLocker Manager Client Prerequisites

The Endpoint Security Suite Pro master installer installs the following prerequisites if not already installed on the computer.

Prerequisites

Visual C++ 2012 Update 4 or later Redistributable Package (x86 and x64)
Visual C++ 2015 Update 3 or later Redistributable Package (x86 and x64)

BitLocker Manager Client Operating Systems

The following table details supported operating systems.

Windows Operating Systems

Windows 7 SPO-SP1: Enterprise, Ultimate (32- and 64-bit)

Windows 8: Enterprise (64-bit)

Windows 8.1: Enterprise Edition, Pro Edition (64-bit)

Windows 10: Education, Enterprise, Pro through Creators Update (Redstone 2)
Windows Server 2008 R2: Standard Edition, Enterprise Edition (64-bit)
Windows Server 2012



http://technet.microsoft.com/en-us/library/ee449438%28WS.10%29.aspx#BKMK_HSRequirements

Windows Operating Systems

Windows Server 2012 R2: Standard Edition, Enterprise Edition (64-bit)
Windows Server 2016



Install Using the Master Installer

Command line switches and parameters are case-sensitive.
To install using non-default ports, use the child installers instead of the master installer.
Endpoint Security Suite Pro master installer log files are located at C:\ProgramData\Del\Dell Data Protection\Installer.

Instruct users to see the following document and help files for application assistance:

See the Dell Encrypt Help to learn how to use the feature of the Encryption client. Access the help from <Install dir>:\Program Files
\Dell\Dell Data Protection\Encryption\Help.

See the Encryption External Media Help to learn how the features of Encryption External Media. Access the help from <Install dir>:
\Program Files\Del\Dell Data Protection\Encryptionr\EMS.

See the Endpoint Security Suite Pro Help to learn how to use the features of Advanced Authentication and Threat Protection.
Access the help from <Install dir>:\Program Files\Del\Dell Data Protection\Client Security Framework\Help.

Users should update their policies by right-clicking the Dell Encryption icon in the system tray and selecting Check for Policy Updates
after installation completes.

The master installer installs the entire suite of products. There are two methods to install using the master installer. Choose one of the
following.

Install Interactively Using the Master Installer
or

Install by Command Line Using the Master Installer

Install Interactively Using the Master Installer

o N NN -

The Endpoint Security Suite Pro master installer can be located at:

From Your Dell FTP Account - Locate the installation bundle at Endpoint-Security-Suite-Pro_Ent-1.x.x.xxx.zip

Use these instructions to install Endpoint Security Suite Pro interactively using the Endpoint Security Suite Pro master installer. This
method can be used to install the suite of products on one computer at a time.

Locate DDSSuite.exe in the Dell installation media. Copy it to the local computer.
Double-click to launch the installer. This may take several minutes.

Click Next in the Welcome dialog.

Read the license agreement, accept the terms, and click Next.

In the Enterprise Server Name field, enter the fully qualified host name of the Security Management Server/Security Management
Server Virtual that will manage the target user, such as server.organization.com.

In the Device Server URL field, enter the URL of the Device Server (Security Server) with which the client will communicate.
The format is https://server.organization.com:8443/xapi/ (including trailing forward slash).

Click Next.
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6  Click Next to install the product in the default location of C:\Program Files\Dell\Dell Data Protection\. Dell recommends installing in
the default location only, as problems may arise when installing in other locations.

7 Select the components to be installed.

Security Framework installs the underlying security framework and Advanced Authentication, the advanced authentication client that
manages multiple authentication methods, including PBA and credentials such as fingerprints and passwords.

Advanced Authentication installs the files and services required for Advanced Authentication.

Encryption installs the Encryption client, the component that enforces security policy, whether a computer is connected to the
network, disconnected from the network, lost, or stolen.

Threat Protection installs the Threat Protection clients, which are malware and antivirus protection to scan for viruses, spyware, and
unwanted programs, client firewall to monitor communication between the computer and resources on the network and the Internet,
and web filtering to display safety ratings or block access to websites during online browsing.

BitLocker Manager installs the BitLocker Manager client, designed to enhance the security of BitLocker deployments by simplifying
and reducing the cost of ownership through centralized management of BitLocker encryption policies.

Advanced Threat Prevention installs the Advanced Threat Prevention client, which is next-generation antivirus protection that uses
algorithmic science and machine learning to identify, classify, and prevent both known and unknown cyberthreats from executing or
harming endpoints.

(D| NOTE: Threat Protection and Advanced Threat Prevention cannot reside on the same computer. The installer
automatically prevents the selection of both components. Should you wish to install Advanced Threat Prevention,
download the Endpoint Security Suite Enterprise Advanced Installation Guide for instructions.

®

NOTE: If the installer detects a Windows version later than Anniversary Update (Redstone 1), the Threat Protection
option does not display.

Click Next when your selections are complete.
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8  Click Install to begin the installation. Installation will take several minutes.

Dell Endpoint Security Suite - InstallShield Wizard x
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Installation is complete.

Install by Command Line Using the Master Installer

The switches must be specified first in a command line installation. Other parameters go inside an argument that is passed to the /v
switch.

Switches

The following table describes the switches that can be used with the Endpoint Security Suite Pro master installer.

®| NOTE: If you attempt to install the optional Threat Protection features on a Windows 10 Anniversary Update (Redstone 2)
or later, an incompatibility warning displays.

Switch Description
-y -gm2 Pre-extraction of Endpoint Security Suite Pro master installer. The -y and -gm2 switches must be used
together.

Do not separate the switches.

/S Silent installation
/z Pass variables to the .msi inside the DDSSuite.exe
Parameters

The following table describes the parameters that can be used with the Endpoint Security Suite Pro master installer. The Endpoint
Security Suite Pro master installer cannot exclude individual components but can receive commands to specify which components
should be installed.



Parameter Description

SUPPRESSREBOOT Suppresses the automatic reboot after the installation completes. Can be used in SILENT mode.

SERVER Specifies the URL of the Security Management Server/Security Management Server Virtual.
InstallPath Specifies the path for the installation. Can be used in SILENT mode.
FEATURES Specifies the components that can be installed in SILENT mode.

DE-TP = Threat Protection and Encryption
DE = Drive Encryption (Encryption client)
BLM = BitLocker Manager

SED = SED Management (EMAgent/Manager, PBA/GPE Drivers)

BLM_ONLY=1 Must be used when using FEATURES=BLM in the command line to exclude the SED Management plugin.

Example Command Line
Command line parameters are case-sensitive.

This example installs all components using the Endpoint Security Suite Pro master installer on standard ports, silently, in the default
location of C:\Program Files\Del\Dell Data Protection\, and configures it to use the specified Security Management Server/Security
Management Server Virtual.

"DDSSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com\""

This example installs Threat Protection and Encryption enly using the Endpoint Security Suite Pro master installer on standard ports,
silently, in the default location of C:\Program Files\Dell\Dell Data Protection\, and configures it to use the specified Security
Management Server/Security Management Server Virtual.

"DDSSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP\""

This example installs Threat Protection, Encryption, and SED Management using the Endpoint Security Suite Pro master installer, on
standard ports, silently, with a suppressed reboot, in the default location of C:\Program Files\Dell\Dell Data Protection\, and configures
it to use the specified Security Management Server/Security Management Server Virtual.

"DDSSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP, SED,
SUPPRESSREBOOT=1\""



Uninstall Using the Endpoint Security Suite Pro
Master Installer

Each component must be uninstalled separately, followed by uninstallation of the Endpoint Security Suite Pro master installer. The
clients must be uninstalled in a specific order to prevent uninstallation failures.

Follow the instructions in Extract the Child Installers from the Master Installer to obtain child installers.

Ensure that the same version of Endpoint Security Suite Pro master installer (and thereby clients) is used for uninstallation as
installation.

This chapter refers you to other chapters that contain detailed instructions of how to uninstall the child installers. This chapter explains
the last step only, uninstalling the master installer.

Uninstall the clients in the following order.

a Uninstall Threat Protection Clients.

b Uninstall Encryption Client.

¢ Uninstall SED and Advanced Authentication Clients.
d  Uninstall BitLocker Manager Client.

Proceed to Uninstall the Master Installer.

Uninstall the Endpoint Security Suite Pro Master
Installer

Now that all of the individual clients have been uninstalled, the master installer can be uninstalled.

Command Line Uninstallation

The following example silently uninstalls the Endpoint Security Suite Pro master installer.

"DDSSuite.exe" -y -gm2 /S /x
Reboot the computer when finished.

Dell Data Security Endpoint Security Suite Pro 21
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Uninstall Using the Child Installers

To uninstall each client individually, the child executable files must first be extracted from the Endpoint Security Suite Pro master
installer, as shown in Extract the Child Installers from the Master Installer Alternatively, run an administrative installation to extract
the .msi.

Ensure that the same versions of client are used for uninstallation as installation.
Command line switches and parameters are case-sensitive.

Be sure to enclose a value that contains one or more special characters, such as a blank space in the command line, in escaped
quotation marks. Command line parameters are case-sensitive.

Use these installers to uninstall the clients using a scripted installation, batch files, or any other push technology available to your
organization.

Log files - Windows creates unique child installer uninstallation log files for the logged in user at %temp%, located at C:\Users
\<UserName>\AppData\Local\Temp.

If you decide to add separate a log file when you run the installer, ensure that the log file has a unique name, as child installer log files do
not append. The standard .msi command can be used be create a log file by using /I C:\<any directory>\<any log file name>.log. Dell
does not recommend using "/I*v" (verbose logging) in a command line uninstallation, as the username/password is recorded in the log
file.

All child installers use the same basic .msi switches and display options, except where noted, for command line uninstallations. The
switches must be specified first. The /v switch is required and takes an argument. Other parameters go inside an argument that is
passed to the /v switch.

Display options can be specified at the end of the argument passed to the /v switch to achieve the expected behavior. Do not use
both /g and /gn in the same command line. Only use ! and - after /gb.

Switch Meaning

/v Pass variables to the .msi inside the setup.exe. The content must always be enclosed in
plain-text quotes.

/s Silent mode

/X Uninstall mode

/a Administrative install (will copy all files inside the .msi)
®|NoTE:

With /v, the Microsoft default options are available. For a list of options, see https://msdn.microsoft.com/en-us/library/
windows/desktop/aa367988(v=vs.85).aspx.

Option Meaning

/q No Progress dialog, restarts itself after process completion

/qb Progress dialog with Cancel button, prompts for restart

/qb- Progress dialog with Cancel button, restarts itself after process completion
/qb! Progress dialog without Cancel button, prompts for restart



Option Meaning

/qb!- Progress dialog without Cancel button, restarts itself after process completion

/gn No user interface

Uninstall Threat Protection Clients

Command Line Uninstallation

Once extracted from the Endpoint Security Suite Pro master installer, the Threat Protection client installer can be located at C:
\extracted\Threat Protection\ThreatProtection\WinXXR\DellThreatProtection.msi.

Go to Add/Remove Programs in the Control Panel and uninstall the following components in this order.

McAfee Endpoint Security Firewall

McAfee Endpoint Security Threat Prevention
McAfee Endpoint Security Web Control
McAfee Agent

Then:

The following example uninstalls the Threat Protection client .

MSIEXEC.EXE /x "DellThreatProtection.msi"

Uninstall Encryption Client

To reduce decryption time, run the Windows Disk Cleanup Wizard to remove temporary files and other unneeded data.

Plan to decrypt overnight, if possible.

Turn off sleep mode to prevent an unattended computer from going to sleep. Decryption cannot occur on a sleeping computer.
Shut down all processes and applications to minimize decryption failures because of locked files.

Once the uninstall is complete and decryption is in progress, disable all network connectivity. Otherwise, new policies may be acquired
that re-enable encryption.

Follow your existing process for decrypting data, such as issuing a policy update.

Windows Encryption clients update the Security Management Server/Security Management Server Virtual to change the status to
Unprotected at the beginning of a Encryption client uninstall process. However, in the event that the client cannot contact the Security
Management Server/Security Management Server Virtual, regardless of the reason, the status cannot be updated. In this case, you will
need to manually Remove Endpoint in the Remote Management Console. If your organization uses this workflow for compliance
purposes, Dell recommends that you verify that Unprotected has been set as expected, either in the Remote Management Console or
Compliance Reporter.

Process

The Key Server (and Security Management Server) must be configured prior to uninstallation if using the Encryption Removal Agent's
Download Keys from Server option. See Configure Key Server for Uninstallation of Encryption Client Activated Against Security
Management Server for instructions. No prior action is needed if the client to uninstall is activated against a Security Management
Server Virtual, as Security Management Server Virtual does not use the Key Server.

You must use the Dell Administrative Utility (CMGAd) prior launching the Encryption Removal Agent if using the Encryption Removal
Agent's Import Keys from a file option. This utility is used to obtain the encryption key bundle. See Use the Administrative Download
Utility (CMGAd) for instructions. The utility can be located in the Dell installation media.



Command Line Uninstallation

Once extracted from the Endpoint Security Suite Pro master installer, the Encryption client installer can be located at C:\extracted

\Encryption\DDPE_XXbit_setup.exe.

The following table details the parameters available for the uninstallation.

Parameter

Selection

CMG_DECRYPT

CMGSILENTMODE

Required Properties

DA_SERVER

DA_PORT

SVCPN

DA_RUNAS

DA_RUNASPWD

FORENSIC_ADMIN

FORENSIC_ADMIN_PWD
Optional Properties

SVCLOGONUN

SVCLOGONPWD

Property for selecting the type of Encryption Removal Agent
installation:

3 - Use LSARecovery bundle
2 - Use previously downloaded forensics key material
1 - Download keys from the Dell Server

0 - Do not install Encryption Removal Agent

Property for silent uninstallation:
1- Silent

0 - Not Silent

FQHN for the Security Management Server hosting the negotiate
session.

Port on the Security Management Server for request (default is
8050).

Username in UPN format that the Key Server Service is logged
on as on the Security Management Server.

Username in SAM compatible format under whose context the
key fetch request will be made. This user must be in the Key
Server list in the Security Management Server.

Password for the runas user.

The Forensic Administrator account on the Dell Server, which can
be used for forensic requests for uninstalls or keys.

The password for the Forensic Administrator account.

Username in UPN format for Encryption Removal Agent Service
log on as parameter.

Password for log on as user.

The following example silently uninstalls the Encryption client and downloads the encryption keys from the Security Management

Server.



DDPE XXbit setup.exe /s /x /v"CMG DECRYPT=1 CMGSILENTMODE=1 DA SERVER=server.organization.com
DA PORT=8050 SVCPN=administrator@organization.com DA RUNAS=domain\username
DA RUNASPWD=password /gn"

MSI Command:

msiexec.exe /s /x "Dell Data Protection Encryption.msi" /gn REBOOT="ReallySuppress"
CMG_DECRYPT="1" CMGSILENTMODE="1" DA SERVER="server.organization.com" DA PORT="8050"
SVCPN="administrator@domain.com" DA RUNAS="domain\username" DA RUNASPWD="password" /gn

Reboot the computer when finished.

The following example silently uninstalls the Encryption client and downloads the encryptions keys using a Forensic Administrator
account.

DDPE XXbit setup.exe /s /x /v"CMG DECRYPT=1 CMGSILENTMODE=1
FORENSIC ADMIN=forensicadmin@organization.com FORENSIC ADMIN PWD=tempchangeit /gn"

MSI Command:

msiexec.exe /s /x "Dell Data Protection Encryption.msi" /qn CMG DECRYPT=1 CMGSILENTMODE=1
FORENSIC ADMIN=forensicadmin@organization.com FORENSIC ADMIN PWD=tempchangeit
REBOOT=REALLYSUPPRESS

Reboot the computer when finished.

@® | IMPORTANT:

Dell recommends the following actions when using a Forensic Administrator password on the command line:

1 Create a Forensic Administrator account in the Remote Management Console for the purpose of performing the silent
uninstallation.
Use a temporary password for that account that is unique to that account and time period.

3 After the silent uninstallation has been completed, remove the temporary account from the list of administrators or change its
password.

| NOTE:
Some older clients may require escape characters of \" around the values of parameters. For example:

DDPE_XXbit setup.exe /x /V"CMG_DECRYPT=\"1\" CMGSILENTMODE=\"1\" DA_SERVER=
\"server.organization.com\" DA PORT=\"8050\" SVCPN=\"administrator@organization.com\"
DA RUNAS=\"domain\username\" DA RUNASPWD=\"password\" /qn"

Uninstall SED and Advanced Authentication Clients

Network connection to the Security Management Server/Security Management Server Virtual is required for PBA deactivation.

Process

Deactivate the PBA, which removes all PBA data from the computer and unlocks the SED keys.
Uninstall the SED client.
Uninstall the Advanced Authentication client.

Deactivate the PBA

As a Dell administrator, log in to the Remote Management Console.
In the left pane, click Protect & Manage > Endpoints.

Select the appropriate Endpoint Type.

Select Show > Visible, Hidden, or All.

DN



5  If you know the Hostname of the computer, enter it in the Hostname field (wildcards are supported). You may leave the field blank to
display all computers. Click Search.

If you do not know the Hostname, scroll through the list to locate the computer.

A computer or list of computers displays based on your search filter.
6  Select the Details icon of the desired computer.
7 Click Security Policies on the top menu.
8  Select Self-Encrypting Drives.from the Policy Category drop-down menu.
9  Expand the SED Administration area and change the Enable SED Management and Activate PBA policies from True to False.
10  Click Save.
1 Inthe left pane, click Actions > Commit Policies.
12 Click Apply Changes.

Wait for the policy to propagate from the Security Management Server/Security Management Server Virtual to the computer
targeted for deactivation.

Uninstall the SED and Authentication clients after the PBA is deactivated.

Uninstall SED Client and Advanced Authentication Clients

Command Line Uninstallation
Once extracted from the master installer, the SED client installer can be located at C:\extracted\Advanced Authentication\<x64/x86>
\setup.exe.
The following example silently uninstalls the Advanced Authentication client.

setup.exe /x /s /v" /gn"
Shut down and restart the computer when finished.

Once extracted from the master installer, the SED client installer can be located at C:\extracted\Encryption Management Agent
\EMAgent_XXbit_setup.exe.

The following example silently uninstalls the SED client.

EMAgent XXbit setup.exe /x /s /v" /gn"
Shut down and restart the computer when finished.

Uninstall BitLocker Manager Client

Command Line Uninstallation

Once extracted from the Endpoint Security Suite Pro master installer, the BitLocker client installer can be located at C:\extracted
\Encryption Management Agent\EMAgent_XXbit_setup.exe.

The following example silently uninstalls the BitLocker Manager client.

EMAgent XXbit setup.exe /x /s /v" /gn"
Reboot the computer when finished.



Extract the Child Installers from the Endpoint
Security Suite Pro Master Installer

The master installer is not a master uninstaller. Each client must be uninstalled individually, followed by uninstallation of the master
installer. Use this process to extract the clients from the master installer so that they can be used for uninstallation.

1 From the Dell installation media, copy the DDSSuite.exe file to the local computer.
2 Open a command prompt in the same location as the DDSSuite.exe file and enter:

DDSSuite.exe /z"\"EXTRACT INSTALLERS=C:\extracted\""
The extraction path cannot exceed 63 characters.

The extracted child installers are located at C:\extracted\.

A | etracted - o %
m Home Share View [7]
— - o Local Disk {C:] » extracted v & Search extracted B
o Mame Date mipdified Type e
# Quick access
Advanced Authentication &1 File folder
B Deskiop ¢
Advanced Threat Preventson &l Filz folder
1 +
‘- B Encryption & File folder
5| Documents Encrypten Management Agent Bg972m File folder
&= Pictures * Prerequisites B195207 Fil= folder
J\ Music Threat Pratection B19r2017 B File foider
l Videos | DOPSutelnstaller G 1972017 B:10 Text Document w
L »
7 terms |: = | -
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Configure Key Server for Uninstallation of
Encryption Client Activated Against Security
Management Server

This section explains how to configure components for use with Kerberos Authentication/Authorization when using an Security
Management Server. The Security Management Server Virtual does not use the Key Server.

If Kerberos Authentication/Authorization is to be used, then the server that contains the Key Server component will need to be part of
the affected domain.

Because the Security Management Server Virtual does not use the Key Server, typical uninstallation is affected. When an Encryption
client that is activated against a Security Management Server Virtual is uninstalled, standard forensic key retrieval through the Security
Server is used, instead of the Key Server's Kerberos method. See Command Line Uninstallation for more information.

Services Panel - Add Domain Account User

1
2

On the Security Management Server, navigate to the Services panel (Start > Run... > services.msc > OK).
Right-click Key Server and select Properties.

Start
Stop
Pause
Fesurme

Restart

&)l Tasks b
Refresh

Properties

Help

Select the Log On tab and select the This account: option.

In the This account: field, add the domain account user. This domain user must have at least local administrator rights to the Key
Server folder (must be able to write to the Key Server config file, as well as the ability to write to the log.txt file).

Enter and confirm the password for the domain user.

Click OK.
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i Local Systemn account
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k. ][ Cancel ][ Apply

4 Restart the Key Server Service (leave the Services panel open for further operation).
5  Navigate to <Key Server install dir> log.txt to verify that the Service started properly.

Key Server Config File - Add User for Security
Management Server Communication

1 Navigate to <Key Server install dir>.
Open Credant.KeyServer.exe.config with a text editor.
Go to <add key="user" value="superadmin" /> and change the "superadmin" value to the name of the appropriate user (you may also
leave as "superadmin").

4 Go to <add key="epw" value="<encrypted value of the password>" /> and change "epw" to "password". Then change "<encrypted
value of the password>" to the password of the user from Step 3. This password is re-encrypted when the Security Management
Server restarts.

If using "superadmin” in Step 3, and the superadmin password is not "changeit", it must be changed here. Save and close the file.

Services Panel - Restart Key Server Service

Go back to the Services panel (Start > Run... > services.msc > OK).

Restart the Key Server Service.

Navigate to <Key Server install dir> log.txt to verify that the Service started properly.
Close the Services panel.

DNy -



Remote Management Console - Add Forensic
Administrator

If needed, log on to the Remote Management Console.
Click Populations > Domains.

Select the appropriate Domain.

Click the Key Server tab.

In the Account field, add the user that will be performing the administrator activities. The format is DOMAIN\UserName. Click Add
Account.

O N NN

e Dell Data Secunty suparadmin =

Dashboard Domains
Populations © o K
Damain Mame Location
Clomains
dan-Damian Lisers
Endp
|
Reporting

Click Users in the left menu. In the search box, search for the username added in Step 5. Click Search.
7 Once the correct user is located, click the Admin tab.

Select Forensic Administrator and click Update.

The components are now configured for Kerberos Authentication/Authorization.
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Use the Administrative Download Utility
(CMGAd)

This utility allows the download of a key material bundle for use on a computer that is not connected to an Security Management
Server/Security Management Server Virtual.

This utility uses one of the following methods to download a key bundle, depending on the command line parameter passed to the
application:

Forensic Mode - Used if -f is passed on the command line or if no command line parameter is used.

Admin Mode - Used if -a is passed on the command line.

Log files can be located at C:\ProgramData\CmgAdmin.log

Use the Administrative Download Utility in Forensic
Mode

1 Double-click cmgad.exe to launch the utility or open a command prompt where CMGAd is located and type cmgad.exe -£ (or
cmgad. exe).

2 Enter the following information (some fields may be pre-populated).
Device Server URL: Fully qualified Security Server (Device Server) URL. The format is https://securityserver.domain.com:8443/xapi/.

Dell Admin: Name of the administrator with forensic administrator credentials (enabled in the Remote Management Console), such as
jdoe

Password: Forensic administrator password
MCID: Machine ID, such as machinelD.domain.com

DCID: First eight digits of the 16-digit Shield ID

®|TIP:

Usually, specifying either the MCID or DCID are sufficient. However, if both are known, it is helpful to enter both. Each
parameter contains different information about the client and client computer.

Click Next.
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Dell Administrative Download 4

@ Encryption

Device Server ]https:;’fsec:ur’rtf,fsewer.dn:lmain.cnm:E-ﬂ’rd?:-f)-:apif

Dell Admin: 1:Drensi|: admin name
Password: j““““

MCID: 1machineID.dnman.mm
DCID: |adigitID|

Mead = Cancel

In the Passphrase: field, type a passphrase to protect the download file. The passphrase must be at least eight characters long, and
contain at least one alphabetic and one numeric character. Confirm the passphrase.

Either accept the default name and location of where the file will be saved to or click ... to select a different location.

Click Next.

Dell Administrative Download pl4

@ Encryption

The download will be saved to a file, protected by a passphrase. Please enterthe
passphrase below.

Fassphrase:

Confirm ]"“““‘1

11—..--..-“-..-.

Download To: |C:"xLlsers"-.Defaurt'&Desktnp"-man:hineID.dn:nmain.n:n:nm

< Back Next > Cancel ]

A message displays, indicating that the key material was successfully unlocked. Files are now accessible.
Click Finish when complete.



Use the Administrative Download Utility in Admin
Mode

The Security Management Server Virtual does not use the Key Server, so Admin mode cannot be used to obtain a key bundle from a
Security Management Server Virtual. Use Forensic mode to obtain the key bundle if the client is activated against a Security Management
Server Virtual.

1 Open a command prompt where CMGAd is located and type cmgad.exe -a.
2 Enter the following information (some fields may be pre-populated).
Server: Fully qualified hostname of the Key Server, such as keyserver.domain.com

Port Number: The default port is 8050

Server Account: The domain user the Key Server is running as. The format is domain\username. The domain user running the utility
must be authorized to perform the download from the Key Server

MCID: Machine ID, such as machinelD.domain.com

DCID: First eight digits of the 16-digit Shield ID

®|TIP:

Usually, specifying either the MCID or DCID are sufficient. However, if both are known, it is helpful to enter both. Each
parameter contains different information about the client and client computer.

Click Next.

Dell Administrative Download x

Encryption

Server: ike:.'senrer.dnmain com

Port Number: |8050

Server Account: ]Dnmain"xLlsemame

MCID: 1machine |0 damain com

DCID: |8digitiD

¢ Back Mesdt = Cancel

3 Inthe Passphrase: field, type a passphrase to protect the download file. The passphrase must be at least eight characters long, and
contain at least one alphabetic and one numeric character.

Confirm the passphrase.

Either accept the default name and location of where the file will be saved or click ... to select a different location.
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Click Next.

Cell Adrministrative Download >

@ Encryption

The download will be saved to a file, protected by a passphrase. Flease enterthe
passphrase below.

14-..-“-..-..-..-..

Passphrase:

Conrfirm 1“““*1

Download To: 1(3:"-.Ll5ers'nDefault"-.[lesktn:up'uﬂachineID.n:Iurnain.u:nm

< Back Mext = Cancel ]

A message displays, indicating that the key material was successfully unlocked. Files are now accessible.
Click Finish when complete.



Troubleshooting

All Clients - Troubleshooting

Endpoint Security Suite Pro master installer log files are located at C:\ProgramData\Del\Dell Data Protection\Installer.

Windows creates unique child installer installation log files for the logged in user at %temp%, located at C:\Users\<UserName>
\AppData\Local\Temp.

Windows creates log files for client prerequisites, such as Visual C++, for the logged in user at %temp%, located at C:\Users
\<UserName>\AppData\Local\Temp. For example, C:\Users\<UserName>\AppData\Local\Temp
\dd_vcredist_amd64_20160109003943.log

Follow the instructions at http://msdn.microsoft.com to verify the version of Microsoft .Net that is installed on the computer targeted
for installation.

Go to https://www.microsoft.com/en-us/download/details.aspx ?id=30653to download the full version of Microsoft .Net Framework
4.5.2 or later.

See this document if the computer targeted for installation has (or has had in the past) Dell Access installed. DDP|A is not compatible
with this suite of products.

All Clients - Protection Status

A new method for deriving a device's protected status has been implemented in the Dell Security Management Server v9.8.2. Previously,
the Endpoint Protected Status area in the management console's Dashboard would only denote the state of Encryption per device.

Protected status is now denoted if any of the following criteria have been met:

Advanced Threat Prevention is installed and enabled.

Dell Data Guardian is installed and enabled.

Self-Encrypting Drive Management is installed, enabled, and the Pre-Boot Authentication (PBA) is enabled.
BitLocker Manager is installed, enabled, and encryption has completed.

Dell Encryption (Mac) is installed and enabled, and policy-based encryption has been enforced.

Dell Encryption (Windows) is installed, enabled, Policy-Based Encryption has been set for the endpoint, and the most recent policy has
been applied for the last logged on user.

Encryption Client Troubleshooting

Upgrade to the Windows 10 Creators Update

To upgrade to the Windows 10 Creators Update version, follow the instructions in the following article: http://www.dell.com/support/
article/us/en/19/SLN298382.

Encryption External Media and PCS Interactions

To Ensure Media is Not Read-Only and the Port is Not Blocked


http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=30653
http://downloads.dell.com/Manuals/all-products/esuprt_software/esuprt_endpoint_security_soln/dell-data-protection-security-tools_Connectivity%20Guide3_en-us.pdf
http://www.dell.com/support/article/us/en/19/SLN298382
http://www.dell.com/support/article/us/en/19/SLN298382

The Encryption External Media Access to unShielded Media policy interacts with Port Control System - Storage Class: External Drive
Control policy. If you intend to set the Encryption External Media Access to unShielded Media policy to Full Access, ensure that the Storage
Class: External Drive Control policy is also set to Full Access to ensure that the media is not set to read-only and the port is not blocked.

To Encrypt Data Written to CD/DVD

Set Windows Media Encryption = On.
Set EMS Exclude CD/DVD Encryption = not selected.
Set Subclass Storage: Optical Drive Control = UDF Only.

Use WSScan

WSScan allows you to ensure that all data is decrypted when uninstalling the Encryption client as well as view encryption status and
identify unencrypted files that should be encrypted.

Administrator privileges are required to run this utility.

Run WSScan

1 From the Dell installation media, copy WSScan.exe to the Windows computer to scan.

2 Launch a command line at the location above and enter wsscan.exe at the command prompt. WSScan launches.

3 Click Advanced.

4 Select the type of drive to scan from the drop-down menu: All Drives, Fixed Drives, Removable Drives, or COROMs/ DVDROMs.

5  Select the desired Encryption Report Type from the drop-down menu: Encrypted Flles, Unencrypted Flles, All Flles, or Unencrypted

Flles in Violation:

Encrypted Flles - To ensure that all data is decrypted when uninstalling the Encryption client. Follow your existing process for
decrypting data, such as issuing a decryption policy update. After decrypting data, but before performing a restart in preparation
for uninstall, run WSScan to ensure that all data is decrypted.

Unencrypted Flles - To identify files that are not encrypted, with an indication of whether the files should be encrypted (Y/N).
All Flles - To list all encrypted and unencrypted files, with an indication of whether the files should be encrypted (Y/N).
Unencrypted Flles in Violation - To identify files that are not encrypted that should be encrypted.

6  Click Search.



B WSScan Utility = x

@ Encryption

Click Search to begin scanning for Encrypted Fles on the specified Fixed Drives.

Clear Search ‘ Advanced >>
Drive Types to Search: [Fuu:d Drives ﬂ
Encryption Report Type: ]Eﬂcrmttd Fies E‘

OR

1 Click Advanced to toggle the view to Simple to scan a particular folder.

2 Go to Scan Settings and enter the folder path in the Search Path field. If this field is used, the selection in the drop-down box is
ignored.

3 If you do not want to write WSScan output to a file, clear the Output to File check box.

4 Change the default path and filename in Path, if desired.

5 Select Add to Existing File if you do not want to overwrite any existing WSScan output files.

6  Choose the output format:

Select Report Format for a report style list of scanned output. This is the default format.

Select Value Delimited File for output that can be imported into a spreadsheet application. The default delimiter is "|", although it
can be changed to up to 9 alphanumeric, space, or keyboard punctuation characters.

Select the Quoted Values option to enclose each value in double quotation marks.
Select Fixed Width File for non-delimited output containing a continuous line of fixed-length information about each encrypted file.
7 Click Search.

Click Stop Searching to stop your search. Click Clear to clear displayed messages.



b WS5Scan Utility e *

Encryption

Click Search to begin scanning for Encrypted Fles on the specified Fixed Drives.

Clear | Search ] << Simple
Drive Types to Search: [Fixed Drives B
Encryption Report Type:  |Encrypted Files ~|

[2017-06-15 15:55:40] SysData. f7h31811. SDEMCR_: "C:¥Program Files\{Tunes\Tunes.Resourcesy »
[2017-06-15 15:59:40] SysData.f7h31811. _SDENCR_: "C:'Program Files {TunesTunes. Resourcas
[2017-06-15 15:59:40] SysData.f7h31811. _SDENCR_: "C:'\Program Files§Tunes\Tunes. Resourcesy
[2017-06-15 15:59:40] SysData.ffh31811. SDENCR_: "C:'\Program Files\Tunes\Tunes. Resourcesy
[2017-06-15 15:59:40] SysData.f7h31811. _SDENCR_: "C:Program Files{Tunes\Tunes.Resources
[2017-06-15 15:59:40] SysData.f7h31811._SDENCR_: "C:\Program Files\Tunes\Tunes.Resourcesy
[2017-06-15 15:59:40] SysData.fTh31811._SDENCR_: “C:'\Program Files{TunesTunes. Resourcesy
[2017-06-15 15:59:40] SysData.f7h31811._SDEMNCR_: "C:'\Program Fles\Tunes\Tunes. Resourcesy
[2017-06-15 15:59:40] Scan sborting.

[2017-06-15 15:59:40] Scan complete,

L
< »
Scan Settings
Search Path: |

W Cutput to File
Fie
Path: [C:‘usersH,Ttmﬁ.ﬂ.ppﬂataﬁmcdﬂmpk'rﬁicm.lng
& Overwrite Existing File (™ Add to Exsting File
Format

* Report Format
" value Delimited Fie |
" Fixed Width File

WSScan Output
WSScan information about encrypted files contains the following information.
Example Output:

[2015-07-28 07:52:33] SysData.7vdIxrsb._SDENCR_: "c:\temp\Dell - test.log" is still AES256 encrypted

Output Meaning
Date/time stamp The date and time the file was scanned.
Encryption type The type of encryption used to encrypt the file.

SysData: SDE Encryption Key.



Output Meaning

User: User Encryption Key.
Common: Common Encryption Key.

WSScan does not report files encrypted using Encrypt for Sharing.

KCID The Key Computer ID.
As shown in the example above, "7vdIxrsb"

If you are scanning a mapped network drive, the scanning report does not return a KCID.

UCID The User ID.
As shown in the example above, "_SDENCR_"

The UCID is shared by all the users of that computer.

File The path of the encrypted file.

As shown in the example above, "c:\temp\Dell - test.log"

Algorithm The encryption algorithm being used to encrypt the file.
As shown in the example above, "is still AES256 encrypted"
RIJNDAEL 128
RIJNDAEL 256
AES 128
AES 256

3DES

Check Encryption Removal Agent Status

The Encryption Removal Agent displays its status in the description area of the Services panel (Start > Run... > services.msc > OK) as
follows. Periodically refresh the Service (highlight the Service > right-click > Refresh) to update its status.

Waiting for SDE Deactivation - The Encryption client is still installed, is still configured, or both. Decryption does not start until the
Encryption client is uninstalled.

Initial sweep - The Service is making an initial sweep, calculating the number of encrypted files and bytes. The initial sweep occurs one
time.

Decryption sweep - The Service is decrypting files and possibly requesting to decrypt locked files.

Decrypt on Reboot (partial) - The decryption sweep is complete and some locked files (but not all) are to be decrypted on the next
restart.

Decrypt on Reboot - The decryption sweep is complete and all locked files are to be decrypted on the next restart.

Al files could not be decrypted - The decryption sweep is complete, but all files could not be decrypted. This status means one of the
following occurred:

The locked files could not be scheduled for decryption because they were too big, or an error occurred while making the request to
unlock them.

An input/output error occurred while decrypting files.
The files could not be decrypted by policy.
The files are marked as should be encrypted.



An error occurred during the decryption sweep.

In all cases, a log file is created (if logging is configured) when LogVerbosity=2 (or higher) is set. To troubleshoot, set the log
verbosity to 2 and restart the Encryption Removal Agent Service to force another decryption sweep.

Complete - The decryption sweep is complete. The Service, the executable, the driver, and the driver executable are all scheduled for
deletion on the next restart.
L% Services - O x
File Action View Help
e T D= HE »anp
. Services (Local)

i

Dedl Encryption Remowal Agent Mame Description Status Startup Ty ™

(£ Dell Data Vault Processor DDV Rules B Autematic
tart the service o z

£ Dell Data ault Service API Dell Data Va_. Automatic

1L Dell Digital Delivery Service Downloads - Burtomatic

Description: #3 Dell Encryption Remowal Agent Dell Encrypti Automatsg

Dell Encryption Removal Agent {4 Dell SMA VPN Client Dell SMAVE. Running  Automatic

[Hibermation uninstal failed] £, Dell SupportAssist Agent Dell Support.. Automatic
£} Dell Update Service Downloads .. Automatic
I;l; Dl IpAg mitAgent The Dell Ma..  Running  Automatic ,
< »

|\ Extended X Standard /

Dell ControlVault Drivers

Update Dell ControlVault Drivers and Firmware

Dell ControlVault drivers and firmware that are installed on Dell computers at the factory are outdated and should be updated by
following this procedure, in this order.

If an error message is received during client installation prompting you to exit the installer to update Dell ControlVault drivers, the
message may be safely dismissed to continue with the installation of the client. The Dell ControlVault drivers (and firmware) can be
updated after the client installation is complete.

Download Latest Drivers

1
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Go to support.dell.com.

Dell Data Security Endpoint Security Suite Pro

Troubleshooting



2

dedloamisupganam O = & = supgan | Ddl US
= EfComet = B Selen
Contact Us
@ Shop Support Cammunily My Account
¥ Order Status Fiaihack
il Sl

Welcome to Dell Support

Which product do you need help with?
Enter a Service Tag or product 1D, what's this?

Diagnostics

Drivers

Select your computer model.

Premrees Login

What ean we help you lind?

Warranty Support toplcs

Dell Data Security Endpoint Security Suite Pro
Troubleshooting
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e =3 hitp defl.coen suppoatom 2 = 2 || =) Suppart for Latiude ETEN .. ¥
 BComet + FSedea

Contact Us

@ Shop  Support Community My Account

"!‘ Drder Status Foadoack

o Sugpar Product Suppon

n Support for Latitude E7450 e

Conmiact u

I Diagnostics . . ; L
Diagnose and repair problems without calling tech

Support topics & articles suUp por‘L_

We aller aasy-to-use 1ok that help you Troukleshoot the probiem, get sulaimalic fives, arnd order
Drivers & downloads FREE ir-wiairanty feplacemsnl pans.

———
Manuals & documents Quikle me Choose B disgnogtic test Emor code lookup
Warranty Let us help you find the solution
System configuration 3 Power
Partz & accecoorias » Keyboard, mouse & touchpad

e
e [m] W

G =) it/ v defcommupportrhom B = € |3 Support | Dell US : *

All products / Laptops

Adama Ingiren Precision Mobile
Worksiations

Alierware Legacy Systems Studio

Chromeboak Latitude Vostre

3 Select Drivers & Downloads.
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a :':::' hittpe e dell.comy supporthomn B = 8 || =) Suppont for Latiude E7450 |

% BECommt = B St

Contact Us

(n-t-u. Shop Support
St
¥ Order Status I+ Feadback
Eil Suppor Product Suppon

Premier Login

Community My Account 'E what can we help you find?

n Support for Latitude E7450 s rose

Diagnostics

Support topics & articles
[ Drivers & downloads

Manuals & documents

Warranty

System configuration

Parts & accessories

Optimize your system with drivers and updates. m

Need help with Windows?

We have guides, tubarials and upgrade infarmation o help you .
troubleshoot and use your Windows operaling syslem

Windowe 10 support

Windows B suppaon
Windows 7 sugpan

Gulde me Find i miysad

Automaticallv detect driver updates for vour svstem.

4 Select the Operating System of the target computer.

e it s dellenm ) sppeititeen O = G || S Supsert b Latitods ETAS0 |

% EHComet = iSdec

5  Expand the Security category.

Wiew all available updates for Windows 10, 64-bit, - change o
) BIOS

() Ubwnty 1204

3 Ubunbu 1404

() Windows 10, Z2-bat

™ Windows 10, 64-bat

) Windawa 7, 32-bit

) Windaws 7, b4-hit

) Windaws B.1, Gad-bit

Looking for & different 057 Wiew 1he ke of Dell supponad opanaling eysiems

Refine your results:

Calegory x Irportance e
Wore Reey

View by,  Cotegary  Importance  Aslease date  Installaton onder

Show All |
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a ) it ebcomy suppert/ham 0 = 8|} Suppart for Lattude ERS0 |, % !__.
% WHComed ~ [ Select

» Dparating System (1 fite)

~ Spcurity (2 files)

Dell Controfvault Firmware  View detais

[Filke M

Contralfaul_Setep HTFZM_ 3.4, 10.0_A41_ZPE axe

w (iher formars

Dscripaion:  Havd-Dretve {4.08 ME)
Viersior:  3.4.10.0 241

w (har versions

Impofiance.  Recormmended
Last Updated: 18 Hov 2018

Release Date

16 hov 2016

This fibe wall automatically ssif-install after downioading. [ )

& Downicad B Add to My Downicad List-#1

Dell ControfVaull Driver  View details

Secunty_Driver_ HEXIG_Whe_2 4 8.14_A20EXE
Description.  Updale Package for Microscfi B Windows 8

G480, (206,02 MB)
Versior:  3.4.6.14 AZ0
W Oiher versicns

Impontance:  Recommendad
Last Updated: 17 Hov 2016

Release Date: 16 hov 2076

This fike will automatically self-nstall after downloading. TS )

o, Download [ Ackd b My Downicad List-#1

6 Download and save the Dell ControlVault Drivers.

% 4 Save A5

® > - + [}
Organize e folder

& Security s Date mosdified Type

Neme

# Mo Remd match your search.

m Desktop

[ DLHGN4

| Docurnents

8 Dewnlosds

B Music

& Pectumes

B Videos

s Windows (C:)

ca Dute (F)

o

Lo Woak Computer
L

Save & fypes | Application (".exe)

v#/ Hide Folders

7 Download and save the Dell ControlVault Firmware.

44 Dell Data Security Endpoint Security Suite Pro
Troubleshooting

w| &

Sire

Seanch ControlVault Softweane

= v

B
L]



[+

chogeContraliVaut Softwans

!'E: i 1‘:|.

Organize ~ FMew folder

b Securty A Neme
- & Contrefvault_Setup_2MYIC_AST ZPE e

i Desktep

[ DLH GM4

I Decuments

& Deemlcads

b Music

E Pactumes

B Videcs

s Windows [(C:)

s Data (F:)

=

Lt Work Comparber

W

File name '|' IR\' 5
Save &5 fype | Application (*.exe)

= Hide Folders

Save As
Date mcadified Typee
TN 15 AM  Applicaticr

8  Copy the drivers and firmware to the target computers, if needed.

Install Dell ControlVault Driver

1 Navigate to the folder which you downloaded the driver installation file.

& Boinna .

——r e

Lo b v commioat Sectease
o

WAt T e Ea kL

w15k
]

W Coicap

b Covwniceds

< Hevenl Paces

o Commiiant Setap BNV _ANT_7PT

M Y DAY Setup YYVLTALE S0 SFE

L s
4 Drocurants
A Nia

5 Pctube

N vicers

R ——

Wy N

% VDRV S, YTVIT ATB D 2P ot madoet
Aophrak S

wi Search Controffaul Scftware B
= - @
Sxe
208 kB
W
w
| Save Cancel

Lt P byt beee O

& .
Leiier W KR
Ao L LS RE

Safr crnadat ATIATNILS T30 AN

®|TIP:

ControlVault_Setup_2MYJC_A37_ZPE.exe.

3 Click Continue to begin.

Double-click the Dell ControlVault driver to launch the self-extracting executable file.

Be sure to install the driver first. The filename of the driver at the time of this document creation is

Dell Data Security Endpoint Security Suite Pro
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:
& security: Dell ControlVault Driver

<

Security: Dell Controfault Type: Drver Verson: ALS

For LHFSMLE?EMHL E7450/7450, 7350, ES450/5450, ES550/5550,

ES250/52 50

On Windesws 7 64-bit - Uitimate, Windows 3.1 6Hbit - B, 1 Pro, Windows 8.1 64-bit -
8.1, Windlows T 64-bit - Professional

Language-s: Chinese Simplfied, Danish, French, Fnnish, Hungarian, Korean,
Russian, Crech, ltalian, Chinese Traditional, Japanese, Spanih, Soverian,
Engich, Duwitch, Br Portuguese, Morwegian, Turkish, Arabic, Slovalian, Gresk,
Croatian, Polsh, Chinese Hong Kong, Romanian, German, Swedish, Hebrew

Click Ok to unzip the driver files in the default location of C:\Del\Drivers\<New Folder>.

&p Security: Dell ControlVault Driver o

Select the folder where you want to unzip the files to.

= | [ 5|

gk pit |

Click Yes to allow the creation of a new folder.

Click Ok when the successfully unzipped message displays.

& Security: Dell ControlVault Driver  INES

il | Folder T \pel\Drivers\ W2 daes not exist. Do
M | you want to create it?
|
Yes ]
[ -

& Security: Dell ControlVault Driver IS

ﬂ | &l files were succesfilly unzpped,
1

L —_

The folder which contains the files should display after extraction. If not, navigate to the folder to which you extracted the files. In this

case, the folder is JW22F.

Dell Data Security Endpoint Security Suite Pro

Troubleshooting
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8  Double-click CVHCIB64.MSI to launch the driver installer. [this example is CVHCI64.MSI in this example (CVHCI for a 32-bit
computer)].

9  Click Next at the Welcome screen.

45 Dell ControlVault Host Components Installer 64 bit - InstaliShield Wizard [ty

Welcome to the InstallShield Wizard for
Dell ControlVault Host Components
Installer 64 bit

The InstaliShisld(R) Wizard will install Dell Contralvault Host
Components Installer &4 bit on your computer. To continue, click
Next.

WARNING: This program is protected by copyright law and
international treaties.

10 Click Next to install the drivers in the default location of C:\Program Files\Broadcom Corporation\Broadcom USH Host Components\.

Dell Data Security Endpoint Security Suite Pro 47
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ﬁ Dell ContralVault Host Components Installer 64 bit - InstallShield Wizard

Destination Folder
Click Next to instal to this folder, or click Change to instal to a different

—— Install Dell ControlVault Host Components Installer 84 bit to:

l—-""; C:\Program Files\Broadcom Corporation’Broadeom USH Host
Companantsy,

Instalishieid

Change...

<pock [ mes> ||

Select the Complete option and click Next.

ﬂ Dell ControlVault Host Components Installer 64 bit - [nstallShield Wizard

Setup Type
Choose the satup type that best suits your needs.

Plgase select 2 setup type.

I Custom
™

be inctalled. Recommended for advanced users.

InstallShield

!ﬂ All program features will be installed. (Raquires the most disk space.)

ﬁ Choose which program features you want installed and where they will

<dock [ mex> ||

Cancel |

12 Click Install to begin the installation of the drivers.

48
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ﬁ Dell ControlVault Host Components Instalier 64 bit - InstaliShield Wizard “

InstallShield

Ready te Install the Program
The vazard 15 ready (o begin installation.

Click Install to begin the instaliation.

IF you want 1o review or change any of your installation settings, click Back. Click Caneal ta et
the wizard.

| <peck || Sistol || corcet |

13 Optionally check the box to display the installer log file. Click Finish to exit the wizard.

2
{f Dell ControlVault Host Components Installer 64 bit - InstallShield Wizard i)

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Dell
ControlVault Host Components Installer 64 bit. Chck Finish to ext

the wizard.

I Shows the Windows Installer log

Verify Driver Installation

The Device Manager will have a Dell ControlVault device (and other devices) depending on the operating system and hardware

configuration.

Install Dell ControlVault

Firmware

Dell Data Security Endpoint Security Suite Pro
Troubleshooting
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1 Navigate to the folder which you downloaded the firmware installation file.
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2 Double-click the Dell ControlVault firmware to launch the self-extracting executable file.

3 Click Continue to begin.

ﬁ Security: Dell ControlVault Firmware

.

@ For Lasihuda: E7250,7250, E7450/7450, 7350

32.bit - Uiomabe, Windows 10 32-8it - PRO
Languages: Englsh

Security: Del Controlvault Type: Firmware Yerson: AT

On Windows 7 32-bit - Professional, Windows 8.1 32-bit - 8. 1 Pro, Windows 7
&4-bit - Ulimate, Windows 10 325t - Home, Windows 8.1 64-bit - £, 1 Pro,
‘Windoves B. 1 64+t - 5.1, Windows 7 64t - Professonal, Windows 8.1
32-hit - B. 1, ‘Windows 10 645t - PRO, Windows 10 648k - Home, Windows 7

i

4 Click Ok to unzip the driver files in the default location of C:\Del\Drivers\<New Folder>.

-
@ Security: Dell ControlVault Firmware

v

Select the folder where you want to unzip the files ta, |

=
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5 Click Yes to allow the creation of a new folder.

& Security: Dell ControlVault Firmwa.., SRS

l | Folder Crpelliprisers |24y IC doas not axist. Do
| wou want to create it

50 Dell Data Security Endpoint Security Suite Pro
Troubleshooting




6  Click Ok when the successfully unzipped message displays.

Q Security: Dell ControlVault Firmwa_.“

ﬂ All files veere succesfuly unnpped.

k —

7 The folder which contains the files should display after extraction. If not, navigate to the folder to which you extracted the files. Select

the firmware folder.
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8  Double-click ushupgrade.exe to launch the firmware installer.

9  Click Start to begin the firmware upgrade.
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=t ControlVault Firmware Upgrade v2.2.231 EM

Status

This program will update the ControlVault firmware
from 30.7.27 010 30.7.27.0.

Once started, do not interrupt process.

®| IMPORTANT:

You may be asked to enter the admin password if upgrading from an older version of firmware. Enter Broadcom as the

password and click Enter if presented with this dialog.

Several status messages display.

== ControlVault Firmware Upgrade v22.2.31

| Siatus

This program will update the ControlVault firmware
from 30.7 27 0to 307 27.0.

Once started, do not interrupt process.
Going fo stop Host Senices.
Credentia| Vault Host Storage ... stopped.
Going to stop Host and DCP tasks.
Checking current ControlVault status.

Found ControMVault Chip Type: 5882 BO CustlD 7
Going to update the SBIL

Credential Vault Host Control Service . stopped.
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= ControlVault Firmware Upgrade v2.2.2 31

Stalus

This program will update the ControlVault firmware
from 30.7.27.0 to 30.7.27.0.

Once started, do not intefrupt process.

Going to stop Host Senvces.

Credential Vault Host Control Service . stopped.

Credential Vault Host Storage . stopped.
Going o stop Host and DCP tasks.

Checking current ConlroVault status

Found ControlVault Chip Type: 5882 BO CustiD 7
Gaing to update the SBIL

Going to clear SCD.

Going to reset ControlVault

Waiting for Controfvault to come up. (~5 seconds)

= ControlVault Firmware Upgrade v2.2.2.31

Slalus

This program will update the ControlVault firmware
from 30.7.27.01t0 30.7.27.0.

Once started, do not interrupt process.

Going to stop Host Services.
Credertial Vault Host Control Sernvice _ stopped.
Credential Vault Host Storage . stopped.

Going to stop Host and DCP tasks.

Checking cumrent ControlVault status.

Found ControfVault Chip Type: 5882 BO CustiD 7
Going to update the SBI

Going to clear SCD.

Going to reset ControfVault.

Waiting for ControlVault to come up. (~5 seconds)
Going to update the BCM. (~40 seconds)
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= ControfVault Firmware Upgrade v2.2.2.31

Status
Going to stop Host Services.

Credential Vault Host Control Senvice . stopped.

Credential Viault Host Storage ... stopped.

Going to stop Host and DCP tasks.

Checling current ControlVault status.

Found ControNault Chip Type: 5882 B0 CustiD 7
Going to update the SBI

Going to clear SCD.

Going to reset ControflVault,

Waiting for ControlVauli to come up. (~5 seconds)
Going to update the BCM. (~40 seconds)

Going to reset ControfVaut.

Waiting for ControlVault to come up. (~5 seconds)
Mot going to update PBA

Going to update the RFID parameters.

Going to reset ControlVault.

Waiting for ControlVault to come up. (~5 seconds)

10  Click Restart to complete the firmware upgrade.
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whe ControfVault Finrmware Upgrade v2.2.2.31

Status
Going to stop Host and DCF tasks.

Checking current ControlVault status.

Found ControlVault Chip Type: 5882 BO CustiD 7
Going to update the SBIL

Going to clear SCGO,

Going to reset ControlVautt.

Waiting for ControlVault to come up. (~5 seconds)
Going to update the BCM. (~40 seconds)

Going to reset ControlVault

Whaiting for ControlVault to come up. (=5 seconds)
Mot going 1o update PBA

Going to update the RFID parameters.

Going o resel ControlVault.

Waiting for ControlVault to come up. (-5 seconds)

The ControfVault firmware has been updated successfully.
The system must be restarted lo activate new firmware.

I Restart

ni

The update of the Dell ControlVault drivers and firmware is complete.
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Glossary

Advanced Authentication - The Advanced Authentication product supports login with self-encrypting drives, SSO, and manages user
credentials and passwords. In addition, Advanced Authentication can be used to access not only PCs, but any website, SaaS, or application.
Once users enroll their credentials, Advanced Authentication allows use of those credentials to logon to the device and perform password
replacement.

BitLocker Manager - Windows BitLocker is designed to help protect Windows computers by encrypting both data and operating system
files. To improve the security of BitLocker deployments and to simplify and reduce the cost of ownership, Dell provides a single, central
management console that addresses many security concerns and offers an integrated approach to managing encryption across other non-
BitLocker platforms, whether physical, virtual, or cloud-based. BitLocker Manager supports BitLocker encryption for operating systems,
fixed drives, and BitLocker To Go. BitLocker Manager enables you to seamlessly integrate BitLocker into your existing encryption needs and
to manage BitLocker with the minimum effort while streamlining security and compliance. BitLocker Manager provides integrated
management for key recovery, policy management and enforcement, automated TPM management, FIPS compliance, and compliance
reporting.

Deactivate - Deactivation occurs when SED management is turned OFF in the Remote Management Console. Once the computer is
deactivated, the PBA database is deleted and there is no longer any record of cached users.

Encryption External Media - This service within the Dell Encryption client applies policies to removable media and external storage devices.

Encryption External Media Access Code - This service within the Security Management Server/Security Management Server Virtual
allows for recovery of Encryption External Media protected devices where the user forgets their password and can no longer login.
Completing this process allows the user to reset the password set on the removable media or external storage device.

Encryption Client - The Encryption client is the on-device component that enforces security policies, whether an endpoint is connected to
the network, disconnected from the network, lost, or stolen. Creating a trusted computing environment for endpoints, the Encryption client
operates as a layer on top of the device operating system, and provides consistently-enforced authentication, encryption, and authorization
to maximize the protection of sensitive information.

Endpoint - a computer that is managed by Security Management Server/Security Management Server Virtual.

Encryption Sweep - An encryption sweep is the process of scanning the folders to be encrypted on a managed endpoint to ensure the
contained files are in the proper encryption state. Ordinary file creation and rename operations do not trigger an encryption sweep. It is
important to understand when an encryption sweep may happen and what may affect the resulting sweep times, as follows: - An
encryption sweep will occur upon initial receipt of a policy that has encryption enabled. This can occur immediately after activation if your
policy has encryption enabled. - If the Scan Workstation on Logon policy is enabled, folders specified for encryption will be swept on each
user logon. - A sweep can be re-triggered under certain subsequent policy changes. Any policy change related to the definition of the
encryption folders, encryption algorithms, encryption key usage (common versus user), will trigger a sweep. In addition, toggling between
encryption enabled and disabled will trigger an encryption sweep.

SED Management - SED Management provides a platform for securely managing self-encrypting drives. Although SEDs provide their own
encryption, they lack a platform to manage their encryption and available policies. SED Management is a central, scalable management
component, which allows you to more effectively protect and manage your data. SED Management ensures that you will be able to
administer your enterprise more quickly and easily.

Threat Protection - The Threat Protection product is based on centrally managed policies that protect enterprise computers against
security threats. Threat Protection consists of: - Malware Protection - Checks for viruses, spyware, unwanted programs, and other threats
by automatically scanning items when accessed or based on schedules defined in policy. - Client Firewall - Monitors communication
between the computer and resources on the network and the Internet and intercepts potentially malicious communications. - Web



Protection - Blocks unsafe websites and downloads from those websites during online browsing and searching, based on safety ratings and
reports for websites.
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