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Jb— NEERAREBE (EnTrust =° Verisign 72 &) 12 & o TEA S 72FEEDS EE Server/VE Server 124 VAR — F &N TN D
SFAEOFEEREET = — NI FA4 T har a2 —4& O Microsoft F—Z F TS LTV 5,

EE for Windows MEHEMGEEL AN T 311X, V94T har Ba—F FTCROLVIUZA M= N OfExE O ICEHE L E
7

[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield]
"IlgnoreCertErrors"=dword:00000000
0=fEET 7 — 038 E LI GEICRIRT 5

1= =7 —Z T 5
Windows #GEIC A~ — M A — REMEAT HI21E, 7 74T harBa—ZTROLVY R NIEERET HLERH Y 7,

[HKLM\SOFTWAREN\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1

Encryption Removal Agent 7 77 7 A WV EAERKR T DL, BEbOX—F v b e arBa—2 ETCROLVI AR = R
ZUERRLET, (4732 3) Encryption Removal Agent D12 /"7 7 A LOIER] BB LT EEW,

[HKLM\Software\Credant\DecryptionAgent]

"LogVerbosity"=dword:2

0: \ 7 &kl

1V —EREFT TSR RDLTT—2u 7T 5

2 FERR ZEFEYT DT —2u ZICEET 5 GERL~L)
3: FTRTCOEFMARY 2a—b L7 7 A NCET DHEHRE 7 75T 5

5: 7Ny ZIiERE B JIZRERT D



AVAR—NVFIZT THIV T, VAT AR ATAAVBERINET, WOLTAMNIFREEMFH LT, &OIDOA A h—
NI, v a—H EOTRTOERGROL—PF—ZX LT, VAT LA ML ATA 22 EFRILET, KOLIIZLY
A NYBREEERFEIIEELE9,

[HKLM\Software\CREDANT\CMGShield]

"HIDESYSTRAYICON"=dword:1

77 4V T, c\windows\temp 7 4 L7 F Y NOFTXTO—IET 7 A Vit A VA b= LRICEBIICHIBRESNE T, 7
7 A VOHIRIL, RO SLERmEIL L, KOO S{LAAL —T/IciTbhE T,

L, fRCEBW T \temp T 4 LY M UND T 7 A MR OHERFZ TR T B — KX—F s OT7 7V r—va v aERLT
WOLGEIE. ZOHIREIET 2 0ERH Y F5,

— 7 7 A NVOBIRAENCT DITIE, ROEIICVV A NI RELERETITERE L LT,
[HKLMASOFTWARENCREDANT\CMGShield]
"DeleteTempFiles"=REG_DWORD:0

W7 7 A VEHIBR LR & R AIORESERFR SR LT,

Encryption 7 Z 4 7> bk, B 5 55 Y o—7 » 77— PEHERFBORS 77 v aFoRLET, Zovrr T N
IR L7ene | WOBIENIGEE D £7, FBEOBLET a7 MIF, AUy My T vl LANR=RBERIN, 22— =R
ST D D EIBIE S RGN 22 Y B e n A7 / BEREINRAET HE TR RINTNET,

=P =T u 7 FOEEEER L, B L ZRAEIITEBIEY 5 L 9 LT, 2= =270 7 MRS LR WSS Ol
R ZBLIET D5 2 ENRTEET, ZNETHITE, VLIRAMIZROLVIA MVEIZERELET,

[HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield]
"SnoozeBeforeSweep"=DWORD:1

OUADIEIZT D L, T 74 FOBENAX =BT SNET, 2—F—OBIENRWGE | B S LLPIRBE T2 P A
BIERE TRBIE SN ET, REOEESRFUNICRS & BESLLBRRBSNET,

RORATRERAERFENIIR D X 9 IZRHR L9 (ROBERNE, 2 — P =28 6 pHZRENDBIET v > 7 M1 E SIS LR
BeaiELET),

(R —FHREOTFRAE x FRY =T v 7T — b MBEOEE) + GHx[RY =7 v 75— MEZEOHFREK - 1])
WDV A NUBREEMFHL T, 88HAN2RY > —FH D=9 Encryption 7 7 A 7 > I EE Server/VE Server ~D 7R — 1
THEITOEET, WOLHIICLIP AN REFEREIZIEFE LET,

[HKLM\SOFTWARE\Credant\CMGShield\Notify]
"PingProxy"=DWORD value:1

BERK DD L, LURA NI REITHBIMIZIERRICRY 7,
WROLPAMYREREM LT, b ShizA >~ kU % EE Server/VE Server [Z%ET 50, &Aoo~ kU & EE

Server/VE Server ICE(E 350, 777 4 7fbENTodT _RTO—F—D5ER/A X b U % EE Server/VE Server |25
DO WNTNMNE ., Encryption 7 A 72 MIEFRT LET,

Eaif iz A X b U % EE Server/VE Server IZET 254 ¢

WKOECVVA MY REEAFREIZERLET,

[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield]

"OnlySendInvChanges"=REG_DWORD:1

T MU BEE LR WIRE ., Bk Sni-A X U2 EE Server/VE Server IZEESNVET,



54l X U % EE Server/VE Server (6159 2854 ¢
WROEIZVV A REEEREIIELL LT,
[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield]
"OnlySendinvChanges"=REG_DWORD:0

T2 U BIEE LR WS, b Shi=A X kU2 EE Server/VE Server IZ3XE S E T,
SERRA LRV NV ET 7T 4 TEENTZT_RCO2—F—ZEEFT 255 :

[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield]
"Refreshinventory"=REG_DWORD:1

oy b, MEENBE LTSIV YA N MLEIRENET, EITERERa T HIBREFEENDEZDOT, £ b
VOT v 7 a— RIPTOILENI T Ea— 2 RHETT28HATH, Encryption 7 74 7 ME, RENZA VXU RO
Ty7a— KRR L XL ELZOEREZITANET,

Zox> kU iE, OnlySendinvChanges L%  VEICE & #ib ) £,

2ay N7 7T 4 TblE, KBS AT O EE Server/VE Server D2 — REFZIZT B0, 2 I5A T " OT 7T 4 7{b%
—EOHMII M TED LT HMEETT, 777 4 T2 IRy TE 2 L9112, 777 4« 7 kiE, 743 Y X AT
ERRENT-HR AT v MESWTESE LN ET,

VPN 238 U727 27 7 4 TR B BERa—F—DIFEIE, VPN 7 T4 7 M3 xy N — 7 i A isr T 2R a2 iRt 572
RO T 77 4 T BOEDL X IR, V74T FDOAR Yy b7 7T 4 TELREDLEILRD LR H Y 7,

Olm==: vy 7275 4 Z7IOREIL. Dell ProSupport DF H— FRARVEFTFRERA, BEIZD v NEESTET25E.
28D T T AT FFEIEFIZ EE Server/VE Server (2 LTCT 77 4 bR AD L WIHRRERE  BBABR R T 3 —< VR
ORIENREAET B RERRH VY 7,

INBOLYARNY =2 M) OEHBENCRDITIE, arEa— X 2HESTILERDY 7,
[HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield\SlottedActivation]
20y 87T 4 TAeOAMEE T b
=0 (F7H1})

A5 =1
[HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield\ActivationSlot\CalRepeat]

77T 47 bAe y MBSV RSN AREMOMM, ZOFREEERA LT, 7774 7bAey MNEE BV ESND
MHANOWIMAEF—"—F 4 FLET, 7EMOBIMTOT7T 77 4 _— g 2my MIIZ 25200 WEFERATEES, 7
74V FEREIL 86400 P TH Y, ZNIFERABEVIRINDZEERLET,

[HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield\ActivationSlot\SlotIntervals]

TRTCOT 7T 4 _X— a3 VA EBMThI a0 D K LNORKE (ACTIVATION_SLOT_CALREPEAT), 1Ed
MR NFFA & Ed, ZOREIT 0,<CalRepeat> LT AMLERHY £9, 006047y MITENAORERE AR
FTZERHYET, 774/ FORET 086400 TH, 7 R DM K L 2R ET HI12i%, 025200 #fFH L £,
CALREPEAT %, oa—W =2/ A 457074 7bEnE9,

[HKLM\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield\ActivationSlot\MissThreshold]

DT I T 47N Ar y MEERTWAa—F—RNREIn VA v THLXIC, avEa—ER"T 77 47{bLEH LT 5
BICRDND RO H DT 77 4 7{bAa v v, ZORREOFATHICT 77 4 TR LIZHE, 774 T2k
Z. Ay T 7T 4 TEERIT 2B LET, Xy NI =7 DEEDT-OICT 7 T 4 TR L 72854 . MISSTHRESHOLD
DEZBEBEL TR TYH, Xy NI =7 OFERHICT 77 4 7AERRITENET, 77T 4 7bAo v MERICET S
Fiica——nue 77 v b Lefa, REor 74 UERCHLWAR Yy FREIY B THENET,



[HKCU/Software/CREDANT/ActivationSlot] (—H—Z& D7 —#)

TIT 4 TERITT A1 OOMAE IR, Zhuk, Auy N7 77 4 TR AhC o2 BIX LSO T—F—nRx v b
D—7lu 7 Fr35LEHEINET, 7774 7{bAvy M, 7277 4 7ERITZ L ICHEEINET,

[HKCU/Software/CREDANT/SlotAttemptCount] (—#—Z & D7 —#)

BRI A T » MZEL, 7277 4 TAERRITENTNIR L7 L SRR E T Kb R 708, o8
ACTIVATION_SLOT_MISSTHRESHOLD |Zf%E SN2 EICET D &, a v B a—& i, Xy U — 7 ~OEGRICHIEET 7 5
4 T 1 ERITLET,
IIAT v haryEa—& ECEBRRNAO—YF—2RIET 512X, 7 T4 T harBa—F ETCROLVY A N fEEH
LET,

[HKLMASOFTWARE\Credant\CMGShield\ManagedUsers\]
"UnmanagedUserDetected"=DWORD value:1
Z @ computer=1 TIFEEXI G O 22—V —ZH L £

Z @ computer=0 TITEFBRIRAD 2 —F —ZHH L FEA

A—P—=NIET I T 4 TLEND LW BT —AZBWTCY A L NHEIET 77 4 b2 BN T A 72 FA4 T b=
VEa—HIZROL VA MY EERET HLENRD Y 5,

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CMGShield]
"AutoReactivation"=dword:00000001
0=Disabled (default)

1=Enabled

System Data Encryption (SDE) (. SDE BEE{b/L—/L DR Y ¥ —fHICHESWTElM S ET, SDE B ELAER R U 2 —2 iRk
ENTWD L, BIOFT 4 L7 FUNT 740 F TH#ESHET, SFEMICOWTIE, AdminHelp T SDE B 5 b/ —/L ] &%
LTLEEW, BRALZ SA TV bidT 75 4 TR SDERY —aalheR) o —T v 75— F B L TWA & X, BIED
——7m Ty A NT 4 L7 FUIL, SDE ¥— (T34 AF%—) Tl 74/ FTSDUser ¥— (22— —F—) THE
fb&iET, SDUser ¥—i%, SDE CH b3 T\ —HF—F ¢ L7 b iZabt—Snkz BEIINZHLO0TEIHD £4
) BEBALTZ 7 A NVETLZ T ANV Z I HER SN E T,

SDUser ¥ —%# 4L LT, 2N bDx2—%—F 4 L7 U ORFE(LIZ SDE F—% T 221X, 2 Ea—HXIZROL VA b
Vx> b ZERLET,

[HKEY_LOCAL_MACHINE\SOFTWARE\Credant\CMGShield]
"EnableSDUserKeyUsage"=dword:00000000

COLVIARNY =0 FE LRV, FRE0MAMNIERESN TV DRHA, IbD2—%—F ¢ L7 NV OlF5{kiZid SDUser
FRMEHESRET,
Dell ProSupport (&8 #S L THRZRD D Z LT, ERAL T 77 4 TeEE AN TE E T,

Threat Protection 7 AT FDODL I A R E

7 A 7 > b EE Server/VE Server (Z1%{59 % Threat Protection f X2 MM, 7 I9A4A T ha v Ea—ZICHEI T —h A7
SNFE¥A, 72& 21X, EEServer/VE Server 77 EANFEHTE R WHAIZIE, 77947 ha v Ba—ZTARV "NeT —
NATTHEI, WOLI AR F—%KELET,

[HKLM\Software\Del\Dell Data Protection\ThreatProtection]

"ArchiveEvents"=dword:1

O=1E2h, 1=H%)



07 OFMEIL, T 74V B TIEEBEICRESNTWET, a Z7OFEMELT Ny ZICRET DI, ROV A N $—%5%
ELET,

[HKLM\Software\Del\Dell Data Protection]
"LogVerbosity"=dword:10

10=7"73 > 7 6
ALy MPRHENTZE XL 774 TV Fa L Ea—F TRy 7Ty 7BMERRLET, BHNRRINZNE DT HIC
., ZOLVA R =% 1IHRELET,

[HKLM\Software\Del\Dell Data Protection]

"DDPTPHideToasters"=dword:1

0=M%) (T 7xN 1), 1=F% (BHEIETF)

FAREEE LNV OBEHERTT DL, ROV A M) XF—2RELET,
[HKLM\Software\Del\Dell Data Protection]
"DDPTPEventSeverityFilter"=dword:3

O=TEH (TRTDARY FEFER), N=8E 2=~v(FT—, 3=AV%— (TN}, APy — & EBEEHOALFR), 4= %
o

"DDPTPHideToasters" 78 1 IZFRE STV 5854, "DDPTPEventSeverityFilter" O E XM S v E T,
bt D =2 e
SED 7747 FDLVTANYRE
SED 7 A 7 b & O#E(EIT EE Server/VE Server Z i il C& WA OFHRITHIRZRET 2I121E, ROV YA M xR
LET,
[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]
"CommeErrorSleepSecs"=dword:300

Z DOfEi%, SED 7 7 A 7’/ k & OE{E 12 EE Server/VE Server il TX 72\ A1, SED 7 7 A 7 >~ EE Server/VE Server
k@ﬁm%ﬁﬁét IR A% T4, T 740 MT300F (54y) TT,

H OE4 G &S SED B FLIA T O EE Server/VE Server THEH SN TWBHE, 7 74T b3 B2 —# T SSL/TLS (Z5E%
FAEHOFEFICL TBLLENH Y 9 (SED HH T SSL/TLS EHEMEEITT 7 4V N THZT), V94T hav B
— & T SSL/TLS fZ ML A AN T D 8A 18, ROEMEZRH LTV HLENRSL Y £4,

Jb— FREBARERY  (EnTrust <° Verisign 72 &) (2 & » TEA SNT=FEAEN EE Server/VE Server |21 ' AR— & TW5
EEAEDSEAREET = — NI FA4 T v Ay B a—& O Microsoft ¥ — & M 7 IS T3

SED &HRC SSL/TLS [EfEMEE AR AN T 3%, 7794 T v harva—Z ETHROLIA NI M) OfE%E O IZAEH
Lij—o

[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]
"DisableSSLCertTrust"=DWORD:0
0=H%

1= &%h
Windows ZEFIZ A~ — b H— REFHETHICE, 7947 ha v Ea— X TROLIA N EEZRETILERH D 7,

[HKLM\SOFTWAREN\DigitalPersona\Policies\Default\SmartCards]



"MSSmartcardSupport"=dword:1

EBATREIE CA~Y— M — FZHEHTHIE. ROV A NIEZEZ 7 FA T harv Ea—XIIHELET, /-, VE— M
oy Y — NV TCRRAEFERY) V—% A~ — "I — RIZHEL, E¥F%2aIvy FLET,

[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1
PBAMRT 77 4 TALEN TV E 5 &l 5121%, ROMEBPBRESNTND I E LR LET,

[HKLM\SYSTEMN\CurrentControlSet\services\DellMgmtAgent\Parameters]
"PBAlsActivated"=DWORD (32-bit):1

TOMEIEPBANT 7T 4 TLENTWAEZ &R LET, ODEIZPBANT 7T 4 7ILENTWARWTZ L &R LET,

SED 7 7 A4 7 > k & DI#IEIT EE Server/VE Server Z i T& 72\ & |2 SED 7 A 7 > b4 EE Server/VE Server & O#% &
HADMRBERETDITNE, 7947 v harta—F TROEZRELET,

[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]
"CommeErrorSleepSecs"=DWORD Value:300

Z DffEI%, SED 7 7 A 7/ k & D@15 12 EE Server/VE Server i T 72\ 5A1C, SED 7 71 7 > I 2% EE Server/VE Server
L OB ERA D OIS T 2T, T4V MI300R B4) T,

P 3 teinN PN Security Server IR A R & TTDA VA M=)V OERTHZ N TEET, AA MR, RY —DFR—V
I WITONDTENNC Y FAT v harEa—RIlHEARONET, 7747 hara—X ETROLVU A NV EEEHE
LTL7Z&EW,

[HKLM\SYSTEMN\CurrentControlSet\services\DellMgmtAgent]

"ServerHost"=REG_SZ:<newname>.<organization>.com

MBEIZ I U T, Security Server DR — R MRTEDA L A M—VEENSLEFEINDLZZER”HV £, ZOfEIE. RU—DR—U v
TBToNDT-RNNC I TAT v hara—XilErRonNES, 7747 hary J—““&JZT@(@I//X MUMEAEZE L
TLIEEW,

[HKLM\SYSTEMN\CurrentControlSet\services\DellMgmtAgent]

ServerPort=REG_SZ7:8888

P 3teinN PN %wMﬂMWNNRLﬁﬁ@4VXF—w%ﬁ#%ﬁﬁém5’&ﬁ%@§¢ ZOfEIZ. RY—DR—Y
I DBITONDTENNC I FA T harvEa—RIlHEERONET, 7747 hara—X ETROLVYV A NV EEEH
LTCLE&EN,

[HKLM\SYSTEMN\CurrentControlSet\services\DellMgmtAgent]

"ServerUrl"=REG_SZ:https://<newname>.<organization>.com:8888/agent

Advanced Authentication 7 7 A4 7 FDOD VT A M
’xE

A= I —=FRBLUNA A AN v 7 T3 2 ZBEAT 5T 53— E 2 % Advanced Authentication 7 7 A 7> b
(Security Tools) (2 TEH#Eh EE)Z A FICEFE S RWGEER, Y— AR EZ BN LET, . 2 O L %)
b5 L, FEITENTWRVKMAEY —E R CBEET 25 LMl S E 1,

P35 &, Security Tools IZRDY—ERADELEZFRIT L2 220 £,
SCardSvr - I B 2 —F NEEARD A — M I— R~DT7 782 2EFH LT, 2O —b2ANMEIEENDE L, a0 B a—

ZIIAY— M= REGRARD ZENTERLIBRVET, 20— AREmILIND &, 2O —ERTHERITESFET D
F—EROBRBBRKRBT D L1 £9,



SCPolicySve - A~—h A — RO L= —DT AV by T o200 v TR VAT AERETHIENTETET,

WhbioSrve - Windows ARERFE —E R X, 7 74T b7 7 U r— ailskt L, EFREHEAN— R T = 70V 7 VI EBE
TIRARATHI LR AERERET — % ORS, i, BE. BIXOMRETAMELIRIELET, o — XI5
SVCHOST u vt A TCHRA XN FET,

VYA MY F—=REELRV, E7IEN 0 ICRESN TV DIHE. ZOBEILT 740 b TEENET,
[HKLM\SOFTWARE\DELL\Dell Data Protection]
SmartCardServiceCheck=REG_DWORD:0
0="H7%)
1= M%)
Windows RFEIZA~— b A — REMHEHT DT, 7747 barCa— 2 TROVIANEEZRETDLERH D £7,
[HKLM\SOFTWAREN\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1

SED LEIFTFEGE CA~— M — REFEHTHICIE, SED ZHEH L TWNWD7 T4 T FaryBa—XTROLV VA N UVEEZHTE
LET,

[HKLM\SOFTWAREN\DigitalPersona\Policies\Default\SmartCards]
"MSSmartcardSupport"=dword:1

UE— MEHRa Y=LV TRIAHFERY V=2 A7 — b= RIIREL, £EEaIy FLET,

BitLocker Manager 7 5 A 7’/ FROVIRABNYRE

H &84 FE #728 BitLocker Manager [f]1) @ EE Server/VE Server THEA SN TWAEAIF, 7947 v Ba—4T
SSL/TLS EHMRFEA MO F FIZ L TR LEMNH Y £ (BitLocker Manager Cid SSL/TLS {B#EMRFEIXT 7 4 /L b CTHLT
F)o 7I7AT 2 FALE2—FTSSU/TLS GHMGEE AT 25813, IROBEF 22 L TV DLENDH Y £7,
Jb— NEERAREBE (EnTrust =° Verisign 72 &) 12 & o TEA S 72FEHEDY EE Server/VE Server 124 VAR — FEH TN D
SEAEDERREET = — N7 TA T v ha B2 —F O Microsoft F—Z h TIZHMEN TS,

BitLocker Manager C SSL/TLS {B#EMRFFEE AN T B2, 774 T harvta—4 ETROLVIA M) > Y O
QIZEFELET,

[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]

"DisableSSLCertTrust"=DWORD:0



ESS v AEZ —A VA PM—FHFHEHLZA VAR
— b

AV RITA VDAL v FBIONT A—=Z [ TRILF LN LFEXBILET,
T 7 x N MUSNDOR— P EFEALTA A M= T 5L, ESSYAF—A VA =T DRDOVICFA A M—TZ2MHHLE

o

ESS~vRH—A LA =T 12777 A%, C\ProgramData\Del\Dell Data Protection\Installer. {Z& ¥ ¥ 7,
TV = a VAT AV AR RRRER L ZI RO = a TV E~NT T 7 ANV ESRT L X0 ICa—F =R LE
—d—o
Encryption 7 A 7+ b OEFERED M 715125V Tix. [Dell Encrypt Helpd (Dell Encrypt ~/Vv 7)) #ZRB LTS, =
D~VZIZiE, <Install dir>:\Program Files\Del\Dell Data Protection\Encryption\Help 2>& 7 7 & A L &7,

External Media Shield D& HEEE D T EIZ DWW TIL, TEMS Help] (EMS ~ L) 2B L TL7E &V, 2O~V
<Install dir>:\Program Files\Del\Dell Data Protection\Encryption\EMS 7> 57 7 & 2 L £7,

Advanced Authentication % J T Threat Protection OFEEE D A J71512-2\ Tk, TEndpoint Security Suite Help J (Security
Tools ~/L 77, Endpoint Security Suite ~~/L 77", Endpoint Security Suite Enterprise ~/L ") ZZ&M L T 7ZE W, ~L7 12,
<Install dir>:\Program Files\Del\Dell Data Protection\Endpoint Security Suite\Threat Protection\Help 72>67 7 X LT £ &
U,
Z—=P—F A A= ADET LIk, ¥ AT A b LA T Dell Data Protection 74 2> 2427 U v 7 L, RY =7 v 77—
FOF =y 7 BN, RV —%27 v 77— T 20ERHY ET,
ESS VAL —A VA =T, BEDOAL—FEEEA A=V LET, ESSYAFX—A VA I—FZHPFL TS VA —
NT BT, 2 0DFERHY £, ROWTINEERLET,

ESSvAH—A VA N—TF %A LT3l oA A h—1
F70X NI AR — FERE. onThuriE s Uy s LET,

ESS~¥AS—A VA =T &M LIca~v I 2L A X =)L

ESS ¥~ A7 —A VA b—TF ZH LToREERIDA
A b—)b
ESS v A ¥ —A VA M —FXROHFTIZH Y £7,

BEWODelFTP 7 Uy bk - A A h—/L/3 KL% DDP-Endpoint-Security-Suite-1.x.x.xxx.zip D F 5 B2 £97,
IS DOFNEICHE, ESS v A X —A A h—F &fli ] L T Dell Data Protection | Endpoint Security Suite Z%f35/E=TA > &
—ALET, TOFETHE, 2vEa—FZLIZ-RAS — EAf VA =L LET,

Dell f YA R—N AT 4T 0D ZROTET, Thdr—Ararta—Zilat—LET,

AVAN=TEBRETHNE EZXTINANT Y v 7 LET, ZHIEESG D25 E603H 0 £7°,
EHXATUTTR~NEI Y I LET,

TA B AR BTG, EOFFCFBEL TR~ %Z27 Y v 7 LET,

Dell Enterprise Server & 7 1 —/L FiZ, #—7% v b2 —F—% &85 % EE Server/VE Server D52 2fEAfiR A M4,

(server.organization.com 72 &) Z AH L %7,

Dell Device Server URL 7 t —/L RiZ, 7 A4 7 > sHi8{E7 5 Device Server (Security Server) @ URL # A1 LE7,

o N NN -



D, 74—~ M https://server.organization.com:8443/xapi/ (KR D AT v v 2 & &Te) TY,

We~%271V 27 LET,

6 W~%7VUv7 LT, 774V OEFTTH D C:\Program Files\Del\Dell Data Protection\. {2 Z ®#L & 1 > A h—/L LET,
MDOBZATIZA > A b=/ T2 & BN REAET 2 FREMED 5 72, Dell recommends installing in the default location only.

7 AVAPM—ATERILFE—FRL FNEBIRLET,
Security Framework 1%, A2 T4 7L —ATU =7 725N PBA B X OFERR/RA T — R EOBRIFR E Vo
T ORI B BB A& ERRAE Y T4 7> h T B Security Tools &1 A b —/L L%,

Drivers {Z1X, DDP 77V r—3 a VB RIA NP EENET,

Encryption i, 2> B a—2RN 3y NU—ZIZEBHINTWD, Xy T —Z T8RSN TR, kS, Fmi3ms
SNTZME IO ET, X2 VT 4R —5FfETHa R —x b THD Encryption 7 7 A T haEA A h—
L LUET,

Threat Protection 1%, Threat Protection 7 7 A4 7> &ALV A =L LET, ZHUL, VA NVA, AL D 2T | BLOKRKT
075 hEAXY L TEODINT 2T BIOT U FIANAGE#E, Xy FNT—IBIOA v F—%y FRICBITFSa
2a—H LV Y —AMOBREERTIIIA T 77— 2T BROEWZA Y TA VBRI Y = 7% A N OREFNZ
FoR, TR T 2TV A FNDT VR ET O VT EEODOT 2T T g B T T,

BitLocker Manager 4. BitLocker 55t U v —D—ui7e E AWM U T 2 A M BB L0252 L1tk > T,
BitLocker BMADYE X = U 7 ¢ Z58{bd 5 & 9 IZE%FF S 7= BitLocker Manager 7 7 A4 7> " e A VA h— LET,

Advanced Threat Protection %, Advanced Threat Protection 7 7 A4 7> b & A VA b— L LET, Zhid, 73U X AR
BLOHHFEEZEHA LT, BEAB X ORHOY A N—HBRETINZD, = RARA > b EREST 52 L zilkhl. 5%,
BLOBIET 2, kRO T o F oA L ZREEFETT,

(| # =: Threat Protection 35 J U} Advanced Threat Protection % [f] 2 v b2 —Z (2T 5 Z LIT TX E/ A, AV R b

—FzkoT, AHDayR—R FOBRN HBAIZEIE X E9, Advanced Threat Protection %A > & b —/13 %8
&, FlEIZoV T TEndpoint Security Suite Enterprise Advanced Installation Guide]] (Endpoint Security Suite Enterprise
A VA P—ATAR) 22X E—FLTLKESIN,

BRMPSET L2, %227V v 7 LET,

AVAIN=NVEIT VI LTA A M—NVERBLET, AR M= 0 £,

TV, 593 <arta—22BEHLET 2&IRL, 8¥T22 U v 7 LET,

AVAPM=LANBETLELL,

ESS v AH—A VAT &fEH LT-a~FI4
NCXDA VAR —)

AR RTA A VA=A TIR, BRINCAA v FEEET DLERHY ET, ZOMD AT A—=21F, /v AL vy FICEISN
LEIBICHERELET,

AL v F
WDEIX, ESSYAF—A VA M—TFTHEATEDLAAL vy FITONWTHBHLTNET,

AL vF Bk
-y -gm2 ESS~AH—A LA =T OHEFHIHTT, y A1 vF & -gm2 AA v FIF—HIHEHTILERD
nE9,

INHDAA T EEBNAEH L2 TL EE0,

/S A R N G N %



AAf 2T B
/z DDPSuite.exe N® msi IZZE &L £,

RTGRA—H

WDOFEIL, ESSAH—A VA S—=TF THHATELNRTA—=Z|ZOWTHBALTWVWET, ESSAX—A A b—TF %, Hx
DALVR—=R FeENT D LITTEEEAN,. EDaA L R—R 0 "o VA =L TENEIRETDa~r REZITIT5H
ZEMTEET,

RT A—H B

SUPPRESSREBOOT A VA N—VOETRHRICHBMIZITON 2 PRI ZHIE L EJ, SILENT E— RCTHEHTXET,

SERVER EE Server/VE Server ® URL #f§E L £,
InstallPath A VA PN=NVDONRAERELET, SILENT E— R CHEHATEXET,
FEATURES SILENT E— R CA VA= TEXHarFA—3x hEEELET,

DE-TP = Threat Protection & Encryption
DE = Drive Encryption (Encryption 7 A 7> )

BLM = BitLocker Manager

SED = A8k KT 1 7&H (EMAgent/Manager, PBA/GPE K Z A1 /Y)

BLM_ONLY=1 SED Management O 77 7' A v & ERANT 572 OIZ FEATURES=BLM % 22v > R T A T DS
i, ThefRT20EZ83H0 £9,

awy KIA O

AV RTA U RT AL TIERILFENLCTFERFLET,

ZOBITIE, fZEHER— N TESS v A ¥ —A A b—F % LT C:\Program Files\Del\Dell Data Protection\ ®F 7 #+ /L k O
FHCF RTO AR = b A L M VA b=V L, ZNDBHEE LT EE Server/VE Server ZfE 325 X5 ICRELE T,
"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com\""

ZOFITIE, R — N TESS v A X —A A h—F % {#i ] L T C:\Program Files\Del\Dell Data Protection\ ™ 7 /L k D

FTiZ Threat Protection & Encryption D&% A L' > b A A h—/L L, ZIL13$E7E L 72 EE Server/VE Server 235 XL 51
WELET,

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP\""

ZOBITIE, fZEHER— N TESS vAX —A A M—F % LT, FHiLH)7e LT, C:\Program Files\Del\Dell Data Protection\
DT 7 # )V h DEFIIZ Threat Protection, Encryption, 3 J T8 SED Management % L' > bAoA V2 h—/L L, ZTNNEE LT-
EE Server/VE Server i35 LR ELE T,

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP, SED,
SUPPRESSREBOOT=1\""



ESSAH—A VA N—FHBFEHLET AV
A h—Jb

Lo R—%y FEMEBIZT VA VA =L LEERT, ESSYALX—A LA R—FDT A VA M—IANETILERHH FF,
TI7AT v MI, TUvA VA MN=NVDORBEHIETDTODEEDNEF C7 A A M—LTBHLENRHY 7,

FAUAM=TERET DT, TESSvAY —A LA N—=TNED A A =T O | IZREINTWHD FIEICHENE
j‘o

AVAP=NERIEN—=Ta VDESSVAF—A LV AR—TF (DENVITATURN) T A VAM=NIHHEHTHLIIC
LTL &,

AZTH, T4 LA M=T DT A 2 A = A HEO M TSRS NI O E BB LET, AT, REOFITHD
ESSvAZ—A VA N—=FDT A VA= NDHEHHLET,

IIAT v "L FOIEFRTT VA v A M=V LET,

Threat Protection 7 7 A4 7> sOT A A F—JL,

Encryption 7 7 A4 7> DT A A h—/l,

SED ¥ L O Advanced Authentication 7 7 A 7 > F DT A A F—)L,
BitLocker Manager 7 7 A 72 b DT A A F—)b,

o O T o

RIANR =TT A VA=A TEHLEEH Y THA,
[ESS~AX—A L AN—=TFDT A LA M—)V] ITHEBET,

ESS ~AX —A VA =TDT A A=)V

lxDIFGAT Yy " T RTCT A AR LEL, ESSYALX—A VA RN—FFT VALV AN—NTAHAZLRTXET,

<Y RIA LV TOT A VA R—)
WORHITIL, ESS¥ AL —A LA =T %Y A L NZT A A=V LET,

"DDPSuite.exe" -y -gm2 /S /x
BT Licbarva—X2EiE LET,

Dell Data Protection | Endpoint Security Suite
ESS~AX—A VA N—=F &R LT A A =)L



FA VAT BFERHLA VX =)V

G TAT Y NEMEBNCA VA D= T BT, [ESS v AX—A VA =60 (A A =70l 1D Lo, &
FTIDIZESS ¥ A X —A VA M—=F PO FFATWREY 7 A V& T 2 0ERH Y £7,

aAw Y RTIA VDAL v FBIUORT A—FIRLFL/NLFEXBILET,

aAvy RIA U TREAREDRKITF 4 1o, ELITERETMHEIL. = A5 —7 S5 G THI L 51 LTIV,
INHDA L AN=F%FEHL AT VT b VA R=NNy T 7 7 A NVEFHT 20 M THHTE 2o 7 > > = Hilr
EEMALTC, 2947 AV A M=V LET,

av R4 OFITIE, BEIITEKINTWET, 2720, BRRNICITHER T2 LERH Y 7, ki, 2 Ea—
ZRTREI SN D E THRIATE EHA,

077 7 A L - Windows %, C:\Users\<UserName>\AppData\Loca\Temp. |Z& % %temp% |2, 77 A ¥ Lic2—¥ —HOREH
DFAYAN=TA VA M=l T 7 A VEERLET,

A VA N=TOETRIOO T 7 7 A NEBNTEHZ LI LGS, AV A N0 7 7 7 A VMM LN T, 3%
Dv T 7 A MITMBIZARTE T TL 72 &0, C\<any directory>\<any log file names.log #3425 Lick~T, vr>
7 A IVOVERICIEAED msi == > R4 52 LN TE £,

FTRTOTA LA M=, FRZHD BR720RY, 2w RTA TOA A M=V TR UERHZR msi AL v F & RR-AT
varEFEALET, BUICAAL v TFE2HRETIVLERDHY ET, /V AL v TEMATHY, SIBBLETT, TOMD/Z
A—HIE, WAL o FICET SR ELET,

FrAT v a T, BOMEEZFATSED72012 /v AL v FICESNBIBRORRBIZIEET D2 LN TEET, ALavy
RIA 02/ & /gn Ol FEFH LT 7ZEwn, T BEO -] X T/gb) ORICOBEHL T ZE W,

2L v F B

/v *exe NO msi ICEHZEL£3,

/s FA L hE—F

/i A A R —LFT— K

T av U

/q WATRIS A 7 77 L, WBRSE T2 BB TR

/ab ¥y N RS AT OEBRIS A T v BEBOT 0T N RR
/- X RY AEOEBIRILY A T a s AESE T %I A CREE)
/qp! Fr BNV ARZ R LOEBRNS AT ey BEREO S v 7 FERR
/qb!- FyY /N ARE R LOERRRL A T r T A T H%ICA B CHES)
/gn == H T =R L

TV r—va AT AV AR PBRMEREZII RO RFXa A Ve~V T T 7 ANV ESRT D X0 Ica—F—ITfrRL
i‘ﬁ—o
Encryption 7 7 A 7 > k DEFERED M 712>V Tix, [Dell Encrypt Helpdl (Dell Encrypt ~/Vv7°) 2L T &V, Z

D~NVTIZIE, <Install dir>:\Program Files\Del\Dell Data Protection\Encryption\Help 2>&7 7 - XA L £ 7,

External Media Shield D 45#§RE D F 512>\ Tk, TEMS Helpd (EMS ~ L) 2B L TLEEW, ZO~LFITIT,
<Install dir>:\Program Files\Dell\Dell Data Protection\Encryption\EMS 757 7t A L £,



Advanced Authentication 3 J T Threat Protection ORERE O Fl 577522 Tlid. [Endpoint Security Suite Help J (Security
Tools ~/L 7", Endpoint Security Suite ~~/L' 7", Endpoint Security Suite Enterprise ~/L' 7)) &ML T 1Z& W, ~L 71T,
<Install dir>:\Program Files\Del\Dell Data Protection\Endpoint Security Suite\Threat Protection\Help 72> 57 7 A LT 72 &
Uy,

Driver 7 7 A 7 bDOA VA h—)U

Dell ControlVault XD KT A RBLORT7 7y —2 7 =27, Y —F—, BLOAY— b I—RE, ESS¥AZ—A VA N —F
RTA VAN —=TOIATHRT 7 AMIEENETEA, FIANLT 7= A0 = TIIRFOREICL TBLERSH Y E7,
ZN BT, http//www.dell.com/support 235, BEWO I Va2 —FEFLEBR L THF v — RT&EE4, #Fil— Ko =
TIHESWC, WU FIANE Ty —b =T 24U ra—RNLET,

Dell ControlVault

NEXT Biometrics Fingerprint K< 1 /3

Validity Fingerprint Reader 495 K7 A /3

O2Micro Av— kB — K K7 A
FNLSDNAN—=R T 2T VA b=V LTWBHAIF ZDORE =D T 2T H A NS T v T TF— MNERD RTANE T 7
— LU T X a— RLTLEEN,
ZOA A M=F1F, TPM AOREEAY 7 b v =7 A% v 7 (TSS), BEU Microsoft x> N7 4 v 7 AD KT A Nk A
A R—=LET,
NSO KT AL Encryption 7 7 AT 2 b A VA N—NATDHEEIIA VA F—ATIVLENRSD 7,
RIANAL AN —=FFRDOGFHRIZHY £,

BEEVD Dell FTP 7 71 7 > k55 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T4 > A h—/A3 KL% B Thb, ESS
TAL—A LA =T O A A =T 2l L ET, i, C:\extracted\Drivers T7 7 A /L& ROIF £,

<RIV TDOA A F—)L
WDFRIZ, A VA=V THEHTEE/NTA—ZDOFMERLET,

NI A=H
SUPPRESSREBOOT=1

INSTALLPATH=<change the installation destination>

ARPSYSTEMCOMPONENT=1< [Z2> br— 3370/ F L] UAMIZY MY L7V

vy RIA CTHERARERERNZR msi A4 v FBIOFRA T v a Ao TE, T A v A =T &M L7214 v A b—
v BZRLUTIEEN,

a<wy RS54 o

WOBITIE, FHEE LB, TPM HOEEEAY 7 vy =7 A% v 7 (TSS). BL U Microsoft kY 7 4 v 7 AD KT A
NheA VA=)V L, arviba—XxLv7ar I L) A RMUIZ MY 21E/RET, BEENIFEITLEY A,

setup.exe /S /z"\"InstallPath=<c:\location>, ARPSYSTEMCOMPONENT=1, SUPPRESSREBOOT=1\""

Encryption 7 7 A4 72 F DA VA F—)b

Encryption 7 74 72 M KT A NBBETT, A VA M—AFIEICONTIE [Driver 7 74 72 F DA A h—)b| Z5R
LTLES, TNHD RIANE, TPM HOEEEAY 7 by =7 A% v 7 (TSS), I Microsoft x> b7 4 v 7 2D
HLOTT, TNHDRF A NFEncryption 7 A4 T > A VA RM—=ATHEICA VA M—LTHMENHYET, RTIAN
DA VAR=ABET LD ZZIZRY £9°,

|


http://www.dell.com/support/home/us/en/19/Products/?app=drivers

EnTrust F 7213 Verisign 72 & O /L — FAEBREBEIC & » TEA SN2 AEAZ 2R CEH L TV A 84A1%, TEncryption 7 7 A 77
FOE] HRELET, SEHERIEZANCT A, 7 94T bra v Ea— 2 TLYVA NI REEZERTTAILERHY %
kR

a—P =X, A VA=A BET L%, AT L ML A TDellData Protection 74 222457 Vw7 L, RYI—T v F5—
FOFzwl ZBINL T, RV —%2T 7T — T IHMERHD F9,

Encryption 7 7 A 7o b A VA b —=FIFRDOBATICH Y £,

BEFEVD Dell FTP 7 717 > k55 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T4 > A =/ 3 R % B Thvb, ESS
NTAL—A AN =T AA A =T 2 L ET, i, C:\extracted\Encryption T7 7 A /L& ROTFE T,

A< K742 TDOA A =)V
ORI, A ARV THEATE LT A—ZOFMERLET,

NG A=K
SERVERHOSTNAME=<ServerName>

POLICYPROXYHOSTNAME=<RGKName>
MANAGEDDOMAIN=<MyDomain>
DEVICESERVERURL=<DeviceServerName/SecurityServerName>
GKPORT=<NewGKPort>

MACHINEID=<MachineName>

RECOVERYID=<RecoverylD>

REBOOT=ReallySuppress

HIDEOVERLAYICONS=1

HIDESYSTRAYICON=1

gy RIA4 CHEAMRRIERNR msi AL v TFRBIVERRAET T v a il onTE, T A VA M= 2 LA A F—
V) BBRLTLEEN,

a<wy K74 Ofl

WOFITIL, Encryption 7 Z A 7~ & Encrypt for Sharing, A4 7 a2/ 7L, 7rZ7 VA= L, HEIHES), 771/ F
DT C:\Program Files\Del\Dell Data Protection (2 > A h—/L LN T T4V FDNRTA—=FTIITAT Y " VA R—
NLET,

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://

server.organization.com:8443/xapi /gn"

WDHITIX, Encryption 7 7 4 7> b3 X T Encrypt for Sharing, DDP ' A7 A R LA T A 2 DIERR, A—"—L AT A =2
VOIERR, HATRTIRL, TR A=, BE#Z L, 774/ hOET C:\Program Files\Dell\Dell Data Protection.
WAV A M=V ENIRETI IAT v " VA=V LET,

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ HIDESYSTRAYICON=1 HIDEOVERLAYICONS=1
REBOOT=ReallySuppress /qgn"



Threat Protection 7 74 7 ~FDA A h—)b

Threat Protection ¥ & T Advanced Threat Protection Z B L2 v ¥ a —Z T T 2 Z LI TE EHA, AWMEORENET
DT, INHOWGFOaryR—x FEREILIyEa—X{IlA A M=/ LRNTL EEV, Advanced Threat Protection %

A A =T 584, FNEIZ SV TiE [Endpoint Security Suite Enterprise Advanced Installation Guide] (Endpoint Security Suite
Enterprise £l A h—AHA K) #Fvra—RLTLEED,

A A M=IBEDIEETETTILENDHY £9, 2R R—3 0 h2HEURIEZETA VA F—L LRNE A VA F—/LIZ
KMLET, A1 A P—TFZROIEFTETLTIEEN,

1 \Security Tools (Threat Protection (2%, Dell Client Security Framework = > iR —F% > s NMLETT),

2 \Security Tools\Authentication (Security Tools & Authentication (X2 A A b= B NERH Y £97),

Encryption 7 74 7 2 MZIZ RTA NBRETT, 4 A M= LOFIZONTIE, (2w KT 4 o ofl) Ic#EREST, Zhb
DRTANE, TPM HOEEFRY 7 b7 2T A% v 7 (TSS), BEL U Microsoft iy v 7 4 v 7 ADHL DT, ZhbD R
Z A \L Encryption 7 F A4 7 FaeA VA N—NLTBHERECA A M=V THMLERH D ET,

4 Encryption 7 7 A 7 > ML Threat Protection 2 AR —R > " BMETT, 4 VA R —LOFIZONWTIH T2~ FT74 D
) TR FE T,

5 Tavwr RIA40 42 A =] ITRENS Threat Protection 7 7 A 7> hT9,
SED $ X 0" Advanced Authentication 7 74 7> b A > A b —F IR OBATICH D 9,

BFEVD Dell FTP 771 7 > Fh 5 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip TA > A h =32 KL% B2 THvd ESS
AL = AN =T A A A =T 2 L £, fH# . C:\extracted\Security Tools 35 J Ut C:\extracted
\Security Tools\Authentication T7 7 A /L & B&OlF £,

R ANA X P —=FIXRDGETNCH D £7,

BEVD Dell FTP 7 ¥ > ki - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T4 > A h—/L3 2 RV & BOF Thb, ESS
VAL —A AN =T A A =T E L ET, . C:\extracted\Drivers T7 7 A /L% BOIF £,

Encryption 7 7 A4 7> F VA M —F 3 ROLGHETIZH Y £7°,

BFEWD Dell FTP 7% v > 5 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip TA > A h—/L32 RV & RO Thb, ESS
VAL A VA N—=T DT A A M= T A L ET, i, C:i\extracted\Encryption T7 7 A /L& ROl £,

Threat Protection 7 7 A4 7> b Y A h—F1d, IROGFTCTHRAOITDHZ ENTEET,

BFEWD Dell FTP 74 v o k55 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip TA ¥ A b —/L N2 KL & B THive, ESS
VAL —A AN =T A A A =T 2 L ET, . C:\extracted\Dell Threat Protection T~ 7 A /L % FLDlf
7,

aA<vy RI7A4 2 TDOA VA R—)L
WDFE L, EnsMgmtSdkinstaller.exe 7 7 1 WA TE 537 A —HIZHOWTOFEM T,

INTGA—H Bk
LoadCert BEDT 4 L7 FUICGGEHEZ e — R LT,

W DFIL, setupEP.exe 7 7 A /WZHEH TE H /X7 A —FITOWTOFEM T,

NG RA—F Bk
ADDLOCAL="tp,fw,wc" A VA N—NTBHEY 22— LOIEE :

tp=Threat Protection
W=l IA TV N7 7 AT U —)L

we=U =7 aT sy a



NTA—=H B

O | AE:32F_RTOEYa—NEA VR P—ATHLERDY 7,

override "hips" WA A b= a UPkREE A X PV LEREA
INSTALLDIR T 7 4V NUSDA A S — VT
nocontentupdate Threat Protection (Z, 4 > A h—A 7 rtvAO—& < L TCHEMIZa Ty 774V

DT v T TF—= b EfTPRVE IR LET, AV AP—AETRICTEDLRY T
VT T = DA a—VEITH) LB LET,

nopreservesettings REZRIFLEE A

kDL, DellThreatProtection.msi 7 7 A /VIZHEH TE 5 /37 A —H|ZHOWTOFEMTT,

RS A—& B
Reboot=ReallySuppress FHEBZMEI L ET,
ARP 0=7"m 7' L DM/ HIERICT > R U2 L

1= 7Z L0EM/HIRICE MY

WKL, EnsMgmtSdkinstaller.exe 7 7 A /LIZEH TE 2/37 A —ZIZOWTOFEM T,

NIGA—H PLEA

ProtectProcesses T LT ADT s ANH LG ELE T,

InstallSDK e LS SDK&Z A » A h—/L LET,

RemoveRightClick Ty Ra—H—DFHE 7 Vv I Ama—FTa rEHIBRLET,
RemoveMcTray VAT A RNUAEHIBRLET,

avr R4 vDfl
\Dell Threat Protection\SDK
WDa<wy R4 0%, AEHET 74V bXT A= Eo— R LET,

EnsMgmtSdkInstaller.exe -LoadCert >"C:\ProgramData\Dell\Dell Data Protection\Installer Logs
\McAfeeSDKInstallerBeforeEndPoint.log"

® AE:
Ty T T = RTH58F. ZOL A N—F8AX I THZENTEET,
WOHEAE -

\Dell Threat Protection\EndPointSecurity

WO TIL, A L hE— K, Threat Protection, 7 9A T " 77 AT U4 —)b, U7 70T arDf A=),
BRA AV =2 a VHIERED T —NR—F A R, a T o7 v FF— L, REZRELRD, EWVWITF T 40 hDX
Z A—% T Threat Protection & A > A h—/L L E 7,

setupEP.exe /gn ADDLOCAL="tp, fw,wc" /override"hips" /nocontentupdate /nopreservesettings /gn

WOEAE -

\Dell Threat Protection\ThreatProtection\WinXXR



WOFEITIE, FREOMIEH, X4 T7arlL, 7l L AN—=72L, arvita—AXxLras7 7502 Mz )RRl &
WIOTTHNVEDRTA—=ETITAT Y hef A=V LET,

"DellThreatProtection.msi"™ /gn REBOOT=ReallySuppress ARPSYSTEMCOMPONENT=1

\Dell Threat Protection\SDK

W DB TIE, Threat Protection SDK A > A h—/L L £,

EnsMgmtSdkInstaller.exe —-ProtectProcesses "C:\Program Files\Dell\Dell Data Protection\Threat
Protection\DellAVAgent.exe" -InstallSDK -RemoveRightClick -RemoveMcTray >"C:\ProgramData\Dell
\Dell Data Protection\Installer Logs\McAfeeSDKInstallerAfterEndPoint.log"

SED Management & Advanced Authentication 7 7 A
7Y MDA A M=)V

SED 7 7 A 7 b, v8.x ™ Advanced Authentication (243 T,
EnTrust & 7213 Verisign 72 & OV — FREFIREBIIC L » TEL SN TAEAZEZHERCHEHRA L TWaHEIE, ISED 7 747 b D
Tk ERELET, SSU/TLS BHEMGEZ AT AICE, 7747 harvBa— 2 TLUVRA NI REEZAEETHILERD
DET,
—H—{%, Windows EIEREZHEA L TPBAICR A LET,
SED # X OY Advanced Authentication 27 7 4 7> A > A b —FXROBFATICH D 7,

BEVD Dell FTP 7 41 w7 > kA5 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip CA > A h—/L N> KV & BOF Thvg, ESS

VAR —A A N=T G A A N—T 2 L ET, i, C:\extracted\Security Tools I3 J: U C:\extracted
\Security Tools\Authentication T~ 7 1 /L & BOlF £,

<y RI9ATDOA LA R—)L
WDORIZ, £ VAP NVTHHATEDZRT A=K DOFMERLET,

RTA—B
CM_EDITION=1 <remote management>

INSTALLDIR=<change the installation destination>

SERVERHOST=<securityserver.organization.com>

SERVERPORT=8888

SECURITYSERVERHOST=<securityserver.organization.com>

SECURITYSERVERPORT=8443

ARPSYSTEMCOMPONENT=1< [Z2> br— 3370/ F L] UAMIZY MY L7V

vy RIA CTHEMAREREARNR msi A1 v FRBIVFRA TV a Ao TE, A v A b—=F 2 Lo A v A b —
] BBRLTIESY,

avwy R4 0l

\Security Tools
KOFETE, ALV A A b= HEBRL, 2 ba—ARXxr7un s I 58 YA MIEX I RL, 7740 FOY
Ft C:\Program Files\Dell\Dell Data Protection (Z{ > A h—/L L WHRET, VE— MNEEINDSED A A h—/ L E7,



EMAgent XXbit setup.exe /s /v"CM _EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 ARPSYSTEMCOMPONENT=1 /

norestart /gn"

K DI

\Security Tools\Authentication
WOFETIZ, AL MA A b—)b, FEEIZR L, &9 E T Advanced Authentication &1 > A2 h—/L L £,

setup.exe /s /v"/norestart /gn ARPSYSTEMCOMPONENT=1"

BitLocker Manager 7 7 4 7 > DA A h—)b

EnTrust & 721X Verisign 7¢ & @ L— MEEBREEIIC X - TEA S -FEAE A MM CHEA LT\ a84A 1, [BitLocker Manager 7
TAT RO BRELET, SSUTLS BEMRGEEZ AT 51T, 2 74TV harvEa—F TLYRA M RELLE
THULERDY £7,

BtLocker Manager 7 7 A 7> b A VA b—T 1%, IROBFFTICH Y £7,

BEEVD Dell FTP 741 7 > k55 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip CA > A h—/L3 KL% O Thb, ESS
VAL A LA N=T A A A =T 2 L ET, fifi#%, Ci\extracted\Security Tools T7 7 A /L& [LOF £,

o~ R4 TOA A R—)
WORIZ, A VAN NVTHEHTELNTA—FOFMERLET,

NTA—=H
CM_EDITION=1 <remote management>

INSTALLDIR=<change the installation destination>
SERVERHOST=<securityserver.organization.com>

SERVERPORT=8888

SECURITYSERVERHOST =<securityserver.organization.com>

SECURITYSERVERPORT=8443

FEATURE=BLM <install BitLocker Manager only>

FEATURE=BLM,SED «<install BitLocker Manager with SED>

ARPSYSTEMCOMPONENT=1< [Zv ha—aA 7 a /L] VA RMZIZ RY LAgns>
A=Y RIA THEMTREREARNR msi 24 v FBIVOFRA TV a Ao TE, A v A =T 2 Lo A v A b —
] BBRL TSN,

avr FI4DOf

WOBITIE, FA LY AR b=, FEEARL, a3 br—A R gL Tal T8 VA M MY LAWY, 740
%P C:\Program Files\Del\Dell Data Protection {21 > A k—/L &9 3% T, BitLocker Manager D% % A > A h—/L L £,

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM /norestart /qn"

ROFITIZ, FA L b AR M=, HEBIZL, 22 be— X707 T 5 JANMIEZ Y LRV, TT741 D
57T C:\Program Files\Del\Dell Data Protection {21 A k—/L &9 5% 7E T, BitLocker Manager % SED & —#&124 A h—/L
LET,



EMAgent XXbit setup.exe /s /v"CM _EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM, SED /
norestart /gn"



7

FA VAT EBFERALET VAV A =)L

IIAT Y NEREBNCT A VA M= T DAL, TESSE v AX —A VA F—=TFInLD (A VA h—T Ol OFBICH
HEBY., FTRINCETAREF 7 7 ANE ESS VAL —A VA M= BHIHT A2 0ENH Y £1,

ToUA A=, A VA R=IVELRIE A= a D7 74T MEERTHEIICLTLEE N,

A RIA VDAL v FBILUORT A—=ZIRLFENLTFEZXKRLET,

vy R4 TlE, ZZAREORBRIIF 2 12, FRFEES0MIE. =X —7 S5 G THI L I LTS E SN,
A RTAUNRTA—=FTIHERLTFENLFE2 X LET,

INLDOA AN FHL AT VT M VA R=N0NNy T 77 A NVEFHT L0, M THAHTE 2tho 7 > > = Hilr
EIEHLC, 2947 eT7 oA A=V LET,

0775 A -Windows (Zr 7 A > Lica—F—HIZ, BEOTA LA N—FTT A4 A=/l 7 5 A )% C\Users
\<UserName>\AppData\Local\Temp. |2 % %temp% (Z/ERL L £ 17,

AVADN=TOFATEICHOR T 77 A NEBMTDHZ LW LGS, A VA N—TJal 77 NI Enn, %
Du T T 7 A ITIEMBE OLFTZT 5 X 512 LTLEEV, /1 C:\<any directory>\<any log file name>.log i+ 2 Z L i &
ST, B 77 ANVOIERITIERED msi 2~ REFEATAHAZENTEET, ZTor s 7y A Mia—Y—4 / 78AT— R
RSO, TATEHIAYY RIA T A VA R—=AT [/¥v) GElir X 70) AT LaBEIOLEREA,
TRTOFA A M—=TFF, FHERERRVIRY, a2 RIA L TOT A A =/ TR UKL msi A v F L FRR
FFavEFEALET, AL v FIIRIEETI2HERH D T, /v AL v FIIMETHY | SIEALETT, ToOMmo
RTGA=RIL, IV AL v TFIEEINDFIHICHEE LET,

FRA TV aid, BROEBWEERFITSEL20DIC /v AL v FICESINDFIEORBIIRET I ENTEET, Mavy
RIA42T, /q & /gn DG EFERLRNTLSES WY, T BXO -] 1% I/gb) OBICORMEHAL T EEW,

2L v F B

/v setup.exe N msi ICEEEL £,

/s AL hE—FK

/x TUA VAR LE—R

T av U

/q WATRIS A 7T 77 L, WBRSE T I A8 TR

/ab ¥y RS NPT OEBRIS A T v BEBOT 0T N RR
/qb- Fx BN RY A EOEBRNS A T 7 RS T %I A B TR
/qp! Fx N RS A LOEBRILY A T n s HEBO T m T P RR
/qb!- XY BN ARE R LOERRRL AT v T A T H%ICA B CTHES)
/gn =P Hx T =R L



Threat Protection 7 A4 7 DT A A F—)b

<y RIA LV TOT AV A M—)b

ESS v A X —A A =T LA L=t 1%, C:\extracted\Dell Threat Protection\ThreatProtection\WinXXR
\DellThreatProtection.msi ¢ Threat Protection 7 74 7> hA VA =T FB BT 5 LM TEE T,

WOHF|TIL, Threat Protection 7 7 A4 7> NaT VA A M—/L LET,

MSIEXEC.EXE /x "DellThreatProtection.msi"
IROEAE -

I ha— R T TR T T LAOBMERBRIZEBEIL, RO VF—R N2 ZDIEETT A A M= LET,

McAfee Endpoint Security Firewall

McAfee Endpoint Security Threat Prevention
McAfee Endpoint Security Web Control
McAfee Agent

Encryption 7 A7 DT A VA F—)V

BRI D 2 EHET 2720, Windows T4 227 7 ) —0 T v 7%2FITL T, —H7 7 A NVLRFDMORERT — X %
HIgR L £9,

ARETCTHIVUE, EELITEMICET LTI ZEN,

AV —=FE— FEF 7L CUHELREL TN Ea— 2R 2 —ARBICARLZDOEBEET, 2 —REEDa v a
—Z CIIEF LI TbIERE A,

0y INTET 7 ANADPRNTEEIEDN R T 2 ARt 2 5/ DRI Z 572012, 3T X To T et 2B LT 7Y r—va %
vy v MU LET,

T oA A M= ARET LT, BEEBETFIZR o720, TR_TORy N —JEREBcLET, 29 LTk, Be
ILEHEENTHH LAY O —BEHE SN GERH D £7,

RY =T v 7T = ORTRE, T2 2B AT 272D ODMAFOFIRHENE T,

Windows Shield IZ, Shield 7> A > A b —VALBR D BAIAIFIZ EE Server/VE Server 7 v 75— s LT, AT —HX A% R#EZH
TWEHANERBLET, 7277 L, 7547 b2 EE Server/VE Server IZ8 TX 2 WAL, BHIZH DL, 257 —%
AT v FF—FENERA, TOXIRBAIT VE— NEBa L YT, T2 PR EFETHIRT D BN D Y E
T, MR =TI T AT ZOY— 7 7 —% AT 5561, VE— MEBE oY —/LF 721E Compliance Reporter
T, RSN TOEFEADPTHEBVICRESN TS Z E2HERT LI ERHRINET,

WA B

TyA VAR =NV EBRT BEIC. [ (472 =2 2) Encryption Removal Agent D2 77 7 A JLOVERL ] ZBIRL T 72 &0,
TouTTrA NI T A A R REBAVEBED T TN 2 —T 4 T EAT O BRCER T, T A A h— VAL R
W27 7 A NVOEBLEIT S 2b U B2 EETE, Encryption Removal Agent 2 77 7 A L EVERRT 2 0BT H Y £/ A,
Encryption Removal Agent D) — X—0n oD F —DF v ua— K 7 a VY EERT I 8A1F. 724 A b—/LHIIZ Key
Server (B XWEE Server) ZRETAHMLERH D £9, FNEIZOWTIX, TEE Server (2% LCT 7 7 1 7k =417 Encryption
AT RDT A A =L DTZh D Key Server Dk iE | ML T 7Z SV, VE Server 13 Key Server 2 L7220\ d
T, TUoAVARN—NTDITAT 2 MR VEServer I LCT 7T 4 7L ESNDHBE, FAIOT 7 v a VIFARETT,
Encryption Removal Agent - 7 7 f VinbX—% A VU iR— b 7 a &2 HHT H554E . Encryption Removal Agent & L E) 95
Hi71Z Dell Administrative Utility (CMGAd) #fEAT2M4ERH Y F9, Z02—7 4 VT 41d. B LF— 32 FILORFFIZfE
HEnE+, FIEIZHOWTIEZ TAdministrative Download Utility (CMGAd) Ofif ] ZZMB LT 7ZE&W, Z0a—5 1 VT 11,
Dell £ VA M=/ AT 4 7IZHY ET,

T A VA MR ET Lz, avEa— 4 #FEET SR, WSScan 23T LT, X TOTF—Z B EE{LEhTNE 2
LEMRLET, FIEICOW T, TWSScan O] 22 LT E&EW,

[Encryption Removal Agent A7 —4% ADTF = v 7 | ZEHRINTIT > T 7ZE W, Encryption Removal Agent Service 23 £ 72—
ANRPVIZHFIE L TW DS, T — @5 bix T2 EITH T,



A< RIAL L TOT AR M=)V

ESS v AH —A A b—F M bHiH L%, Encryption 7 4 7> hA > A b —F % C:\extracted\Encryption
\DDPE_XXbit_setup.exe TR OIJHZ LN TXET,

RORIT, 7oA A=V THEMTE DRI A=ZDFMEZRLET,

INTRA—F B’
CMG_DECRYPT Encryption Removal Agent DA > A h—/L X A 7% i&INT 5 7=
DDOFEIRT 4

3 - LSARecovery /X KL% ff

2-PRNCE D ua—R L7 4 b oYy —<T T V%
fif

1- EE Server/VE Server b % —&2 X mo— K

0 - Encryption Removal Agent Z 1 A h—/L L72\»

CMGSILENTMODE YAV T A A M= DT BT 4
1- AL b
0-3FH AL b
WEDTa T 4
DA_SERVER FAvxz—varkyiarERAMNTS EE Server ©
FQHN,
DA_PORT EE Server LOERAR— K~ (F 7 44 M 8050),
SVCPN EE Server T Key Server — bt 2231 74 & Tw5 UPN

RO 2—H—4,
DA_RUNAS F—T v F VI A INPTOND I THFANTOSAM
sHsERD 2 —WF—4, ZO—HF—|%, EE Server ® Key
Server U A MIFEL TWAMLERH Y 7,
DA_RUNASPWD runas L—HW—D/RX T — K,

FORENSIC_ADMIN VEServer L7 Loy VEBET O b, TOTHY
> hiX. Server 73 VE Server TH AL ARV EHEINET,

O | 2w 7x1vovyrBmETHIY Y ME. U E— MNEEaY

V=T ENE T, Y—/3—72 EE Server TH B4
XF A —H X DA_PORT & SVCPN R LT &V,

FORENSIC_ADMIN_PWD TH VI IERET T RONRAT =R, ZDOT Y
> MiX. Server 73 VE Server THALAIZR Y EHENET,

FFaroSaxNT 4

SVCLOGONUN /NF A —4 & LT Encryption Removal Agent — ¥t 21 7 4
YT H7DO UPN JERD 2 —H —4,

SVCLOGONPWD a—P—LLTarlFrd572bD, AU —K,



WoBL, Encryption 7 A 7 v &7 A A h—/L L, EEServer nbigabd—%2F 7 u—RFLET,

DDPE XXbit setup.exe /x /V"CMGfDECRYPTZ\"l\" CMGSILENTMODE=\"1\" DA SERVER=
\"server.organization.com\" DA PORT=\"8050\" SVCPN=\"administrator@organization.com\"
DA RUNAS=\"ORGANIZATION\UserInKeyServerList\" DA RUNASPWD=\"password\" /gn"

KT L-barva—42HEEHLE4,
WOBE, Encryption 7 A 7 bE&T A VA M=V L, 74 LTy 7 EHET I N EMEHA LT VE Server 1 HEF AL
F—mHXyro—RFLET,

DDPE_XXbit_setup.exe /% /V"CMG_DECRYPT:\"I\" CMGSILENTMODE=\"1\" FORENSIC_ADMIN:
\"tempsuperadmin\" FORENSIC ADMIN PWD=\"tempchangeit\" /qn"

KT Llebarva—42HEHLET,

HE:
JIA T RBVEServer IZH LTT 7T 4 7bENTWND X, a~v s RISV T4 LYy VEHERAT— R
THEEIE. ROT 7 v a v EBEDLET,

1 JE— NEHaL VYV — LT, ALY NT oA AN NVETHAO T AL Dy VEBRET Y NERERR LET,
ZOTHUY NRIZ, ThHUY s ERIICEAEO—FR AT — RERELET,

3 HALUITUAVAN=ANETLEL, BHEDY XA ML —ERRT DT FEHIRT 20, ZO/RAT— &%
Ebij—!}

SED 7 7 14 7 > ;¥ XX Advanced Authentication 7
FGAT LV NOT oA VA M—)U

PBA JET 7 7 4 7{kiZi. EE Server/VE Server ~DF v ~ U — 7 $Hi N LE T,

A B

PBAZIET 7T 4 7L LET, ZHUTEY, 2o Ba—FNn5T_TO PBA T — 4 NI &I, SED —2 v v 7 RS E
7,

SED 7 AT T A A= LET,
Advanced Authentication 7 74 7> " &7 A VA h—/L LET,

PBA D3ET 7 T 4 71k

a DN -

© 0 N O

VEe— MEH oL Y — 2 Del BEEE L LTl A LET,
AT, REBLEHES>SZVRRAY N 227U v LET,
Wl RaRA v b OREE AR LET,

FoR > Fo, LR ETNT TNTEBRLET,

A2 —HDEA NGB DONPSTWVDLEAIL, TORA N E FA NG 74—V RICANILET, AN KH— RHEH
TEXFET, TOT A=AV FREZEADEFICTHE, TRTOALE2—FRFRINFET, BE L2277V v LET,

BRA NGB LRWEEIEL, VAR — L L T#YTHarEa—FEHLET,

BT A NZIZHESNT N EOIEa—F, EFhiFarta—420UY A MNRRRINET,

BT AL —FOEM T A 2 ERIRLET,

FfA=2—D¥Fa YT 4RV — %2707 LET,

RV —BF7IY Ry Xy A=ma—nn, HEEBILRIA T 28R LET,

SEDEFH ~ U 7 %#EB L. SED THOFMML RV v —BLUPBADT 7T 4 7L RV o —% True 2°5 False [CEF L E

|



0 BREEX7VyI7LET,
N EXAUT, Trvary>RY—naIiv b7y 7 LET,
2 EEOHEAE7Y v LET,

AU 2 — EE Server/VE Server 02 H3ET 77 4 TGO U B a—H KM END ETRLET,

PBA WNIET 7 7 4 7k &N 7= . SED B X U Advanced Authentication 7 A4 7> F &7 A A =L LE T,

SED 7 7 14 7 > ;¥ X Advanced Authentication 7 1 7
Y ROT A VAR =)L
a<w Y RILVTOT VA VA =)V

ESS v A& —A v A h—F bl L72t%i1%. C:\extracted\Security Tools\EMAgent_XXbit_setup.exe TSED 7 71 7> b A
AP—=T&BHOTLHZLENTEET,

ESS v A & —A A h—T ML L7214, C:\extracted\Security Tools\Authentication\<x64/x86>\setup.exe ¢ SED 7 7 A 7
AU AN=TERDOT LI ENTETET,

ROBNT, SED 7 FA4 7 haeF ALV b7 oA A =)L LET,

EMAgent XXbit setup.exe /x /s /v" /qn"
KTLlLlebarva—Savyy ML THEBLET,

WOHME -
wDFIX, Advanced Authentication 7 7 A4 7> h&EH A Lo v T oA A =L LE T,

setup.exe /x /s /v" /gn"

KTLlebarva—davyy MY LTHEBLET,

BitLocker Manager 7 7 A 7 b DT A A h—)b

& — N N N -
a< RIAL LV TOT A VA R—)L
ESS v A ¥ —A A b—F bR L7-1% 1. C:\extracted\Security Tools\EMAgent_XXbit_setup.exe T BitLocker 7 71 7 > |k
AVAN=TEROTFHZENTEET,
WL, BitLocker Manager 7 A4 7 FaH A LU R T A VA M= LET,

EMAgent XXbit setup.exe /x /s /v" /qn"
KT Llebarva—22/BESHLET,



— B2 A

KT TAT Y FEEBNCA VA =N TBITIE, TESSYAX—A VA N—=TnbLD A A M—=T0O4H] ZHdLHc, F
THDOIZ ESS Y AX —A VA M= MO T EITARE T 7 A VAT 2L ERH D £7°,

SED 7 Z A 7 v M. v8.x T Advanced Authentication (ZHMETH Y, ZD7-ORDHFITa<y K74 D—EIlg>TWET,
Aw Y RIA VDAL v FBIUORT A—ZIRLTF LT 2R LE9,

av RIA4 0 Tid, ZAREORKRITE 1o, EIFEREDEIL. A =7 INBHGTHL L HIZ LTI ZIN,

INHEDOAL A M=FFFEHL AT VT R U A =Ny F 7 7 A NVERAT 20, M TRATE 207 v o = Hiff
FERLC, 2947 e A =L LET,

vy RIA L OFTIE, BFEBNITEAK SN TWET, 72720, BENICIEHEST20ERNH Y £7, KEkid, 20 va—
XRHEEI SN D ETHIATEERA,

077 7 A L — Windows I, C:\Users\<UserName>\AppData\Local\Temp. {Z& % %temp% |2, B 7 A > Liza—H% —HDH
HFA VA I—=FA A =N T T 7 A VEMERLET,

A VA R—=TOETRIRIOR 7 7 7 AN EBNTDHI LI LESLE. FA VA= 777 A WIFMLRnZ <‘:75>% -
DT T 7 AT BE DL EMT 2 LI LTI EEN, C.\<any directory>\<any log file name>.log 3% Z &1
T, BT 7 7 A VOERICERED msi a2~ REEATDZENRTEET,

FTRTOFA A P—FF, BFICERER2WVWEY, a2~ FI7 A2 TOA A M=)V TR LA msi AL v TF R4
varEHEHLET, AL v FIEIRINHEET DHERH D T, /V AL v TFIIHLETHY ., 5IBBLETT, TOMDNT
A—=HE, WAL v FITESNDIEICEELET,

FrAT v a Nt BOBEEZFITIR DD, /v AL vy FIESINDISIBOKRRBIHEET 22N TEET, FALaw
VRIAUT, /ql /an O G EEHLZNTSEE N, T BEW T-) 1% [/gb) ORICOIAEH LTS EEW,

AL v F Bk

/v * exe WO msi ICEE &S

/s HA L hE—FR

/i AU AR—LE—F

FFvav B

/q WATRWS A 7 77 L, PRSE T I B8 CRE®)

/qb Xy oV REAEOEBRNS AT 0 s BERBIOT 0T FERR
/qb- Fx N RY U ALEOBEBRILL A T v s AEESE T %I B CREE)
/qb! Xy BN ARX R LOERRRS AT RS BEBOT v MER
/qb!- XN RE R LOEWIRILY A 7T a s A5 T#%ICHE CHEg)
/gn a—P—A v H Tz =R L

TV —2 g T LY R— FORER L XII RO =2 T A ENT T 7 AN EBRT L L) ICa——ITHERLE
7,

Encryption 7 7 A 7 > b O&HERED M J71%12-oW T, TDell Encrypt Helpd (Dell Encrypt ~/v7) &R LT E&EW, =
D~V IZIE, <Install dir>:\Program Files\Dell\Dell Data Protection\Encryption\Help 7>57 7 A L £ 7,



External Media Shield D& HERE D6 IEIC DV Tik, TEMS Help] (EMS ~ V7)) BB L TLIEEV, 2O~ LTI,
<Install dir>:\Program Files\Del\Dell Data Protection\Encryption\EMS 7>57 7 £ A L £,

Advanced Authentication 35 & T} Threat Protection M#RE D J5 15122V Tl TEndpoint Security Suite Help | (Security
Tools ~/V 77, Endpoint Security Suite ~/L =", Endpoint Security Suite Enterprise ~/V7") Z#ZH L T Z &, ~V7 I,
<Install dir>:\Program Files\Del\Dell Data Protection\Endpoint Security Suite\Threat Protection\Help 2°57 7 A L T £ &
AN

Encryption 7 7 1 7 . . Threat Protection, X
Advanced Authentication

WO TIE, BE LS, TPM HOEHEKEALY 7 vy =T A% v 27 (TSS). BIL O Microsoft kY K7 4 w7 ZAD RS54
NWheA VA=V, arba—A_xrT7as 7 L) A MUT=y MY 2ERET, FEENTIFEITLEREA,

INSD KT AT Encryption 7 T A T hEA VA M=V THEEIIA VA ML THLERH Y 9,

setup.exe /S /z"\"InstallPath=<c:\location>, ARPSYSTEMCOMPONENT=1, SUPPRESSREBOOT=1\""
RO

WOFTIE, YAV A A =)L, FEBIZL, 3 hre—A %1 7r s S5h VA Mz MR L, T74/0 D4
T C:\Program Files\Dell\Dell Data Protection {ZA > A b —/L L NI FRET, VE— MEHINDHSEDZA VA h—/L LET,

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 ARPSYSTEMCOMPONENT=1 /
norestart /gn"

IRDEAE

WOBITIE, A L b VA M=/, HEB/R L, T 74V NEFTO C:\Program Files\Dell\Dell Data Protection\Authentication
\ZA VA R —/LF % L\ 5 FRIE T Advanced Authentication % > A h—/L L £ 77,

setup.exe /s /v"/norestart /gqn ARPSYSTEMCOMPONENT=1"

RO

WOHITIL, Encryption 7 Z A 7 K & Encrypt for Sharing, A4 7 a2 7L, 7rZ7 LAN—/ L, FEEZRL, 771/
DT C:\Program Files\Del\Dell Data Protection (21 > A h—/L &9 F 7 %)L hD/8F A —F T Encryption 7 A 7 b %
A A= LET,

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ /norestart /gn"

Threat Protection\SDK
WDa<wy R4 0%, GEHET 740 G A—Zu— RLET,

EnsMgmtSdkInstaller.exe -LoadCert >"C:\ProgramData\Dell\Dell Data Protection\Installer Logs
\McAfeeSDKInstallerBeforeEndPoint.log"

@ A E:
ToT T = RTHE8EF. ZOL A N—TFEAXy TTIHZLENTEET,

ROBAE

\Threat Protection\EndPointSecurity

WOFTIL, A L hE— K, Threat Protection, 7 9A T " 77 AT U4 —)b, U7 70T 7 arDf A=),
RA RV M= 3 VIR F— =5 A R, avTF oY T v 75— R L, REZRELRV, LI F 7L Foss
Z A—% T Threat Protection &1 > A h—/L L E7,

setupEP.exe /gn ADDLOCAL="tp, fw,wc" /override"hips" /nocontentupdate /nopreservesettings /qn
RDOERIE



\Threat Protection\ThreatProtection\WinXXR

WOBITIE, FRBONE, ¥4 T7as7l, 7as/Las—iL, 2y ha—A s jA7a s a0 A ey R AL, b
WIT T AN RDRTA—ETITAT Y Mo VA R—LLET,

"DellThreatProtection.msi" /gn REBOOT=ReallySuppress ARPSYSTEMCOMPONENT=1
\Threat Protection\SDK
WOFITIL, Threat Protection SDK %A > & b —/L L7,

EnsMgmtSdkInstaller.exe —-ProtectProcesses "C:\Program Files\Dell\Dell Data Protection\Threat
Protection\DellAVAgent.exe" -InstallSDK -RemoveRightClick -RemoveMcTray >"C:\ProgramData\Dell
\Dell Data Protection\Installer Logs\McAfeeSDKInstallerAfterEndPoint.log"

Encryption 7 7 1 7 2 b 3 & U Threat Protection

WOFITIE, FBE LIS, TPM AOEEFEA Y 7 v =7 2% v 27 (TSS)., BLX O Microsoft vy h 7 4 v 7 ZD KF A
NeALVA =L, avbha—A_xL7arT LY A2 MNMUITy M Z2ERET. BEENIETLEEA,

INHD KT AT Encryption 7 A7 e A A M= T LHERICA VA M= VT DHHNERDY £7,

setup.exe /S /z"\"InstallPath=<c:\location>, ARPSYSTEMCOMPONENT=1, SUPPRESSREBOOT=1\""

IROERIE

WOFITIX, Encryption 7 7 A 7> k& Encrypt for Sharing, A4 7 a7 7L, a7 LAA—72 L, BE#h7zlL, 774/ b
DA C:\Program Files\Dell\Dell Data Protection {Zf > A h—/L L\ 5 F 7 4 )L FD/3F A—% T Encryption 7 A 7> b %
AV AR—=LLET,

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ /norestart /gn"

IROBE -

WOHITIL, A L bE— K, Threat Protection, 7 A4 7> " 77 AT Ut —/b, U777 s anDA A=/,
RA RV M= g UBHIEERED A —R—F A4 R, a v T oY T v 7T — R L, REXZRFELRD, EWVWIHITF T 4L hdoS
Z A—H C Threat Protection 7 74 7> & A A =)L LET,

setupEP.exe /qn ADDLOCAL="tp, fw,wc" /override"hips" /nocontentupdate /nopreservesettings
IROERIE

WOFITIE, HRESOMmEl, F47usel, Fus L =21, BEDEHT C:\Program Files\Del\Dell Data Protection {2
VA= arbr—ARXx AT a T A A NI MR, WD T T 4L DT A —F T Threat Protection 7 7 A
Ty hEA AR LET,

MSIEXEC.EXE /I "DellThreatProtection.msi" /gqn REBOOT=ReallySuppress INSTALLDIR="C:\Program
Files\Dell\Dell Data Protection\" ARPSYSTEMCOMPONENT=1 "

ROEAE
WOFITIL, F7 4/ hDs3F A —H T Threat Protection 7 54 7> haA A h—/L LE T,
EnsMgmtSDKInstaller.exe -LoadCert -ProtectProcesses "C:\Program Files\Dell\Dell Data

Protection\Threat Protection\DellAVAgent.exe" -InstallSDK -RemoveRightClick -RemoveMcTray >
"C:\ProgramData\Dell\Dell Data Protection\Installer Logs\SDKInstaller.log"

SED 7 54 7 b (Advanced Authentication % & 3p)
33 & X External Media Shield

WOFITIE, FA LV bA A b=, BEBIZL, 2 be—A <z ra I8 VA M IR L, 7740 D%
T C:\Program Files\Dell\Dell Data Protection {24 > A h—/L L WHRET, VE— MEHEINDHSED &AL A b— L ET,

EMAgent XXbit setup.exe /s /v"CM _EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 ARPSYSTEMCOMPONENT=1 /
norestart /gn"



IROERIE
WOFITIE, A4 L b A b=/, FiEi/2 L, 57 4/ MEFTD C:\Program Files\Dell\Dell Data Protection\Authentication
A A b—F 2% &5 E%E T Advanced Authentication % > A h—/L L £7,

setup.exe /s /v"/norestart /gn ARPSYSTEMCOMPONENT=1"

RDOERIE

ROBITIE, AL AR b—)b, TEE#ZR L, 77 4V FEATD C:\Program Files\Dell\Dell Data Protection |2 > A h—
NTBHEVIZRET, EMS DAEA VA =L LET,

DDPE XXbit setup.exe /s /v"EME=1 SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com DEVICESERVERURL=https://server.organization.com:8443/
xapi/ MANAGEDDOMAIN=ORGANIZATION /norestart /gn"

BitLocker Manager 13 J. U} External Media Shield

KOFETIE, AL A A b= HEBRL, 2 ba—ARXxr7un s I 58 YA MIEX IR L, 7740 FOY
At C:\Program Files\Del\Dell Data Protection (2 > A k—/L &\ 9 3 %E T, BitLocker Manager %A > A b—/L L £,

EMAgent XXbit setup.exe /s /v"CM _EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM /norestart /gn"

WO
WOBITIX, ALV b A R—b, FBEEIZZL, 77 4 /v NEFTO C:\Program Files\Dell\Dell Data Protection {1 > A k—
NTDHEVIRET, EMS DHEA A b=V LET,

DDPE XXbit setup.exe /s /v"EME=1 SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com DEVICESERVERURL=https://server.organization.com:8443/
xapi/ MANAGEDDOMAIN=ORGANIZATION /norestart /gn"



DA LLNAT— K. SED UEFI, BXLW
BitLocker D7 ¥ DERA v A P—/LRE

TPM Ok

O — B NVERE TN —TFEIRRED I N—T DR NR—THAHMLEND Y 7,
a2 —HIITEWBEDH S BIOS BEI N TPM NEH SN TWARENRH Y £7,

DB A LAY =R (OTP) ZEMTD5EE. ZOX A7 BUETT,

http://technet.microsoft.com/en-us/library/cc753140.aspx (2 FE# S N7 FRRITHE > T E &V,

UEFI 2> Y2 —Z FHDOER]A A h—/LE&RE

UEFI EBRIFRFETICBIT AR v VU — 7 8D A ML

UEFI 7 7 — 20 = 7D a v ¥ o — X TREFGRAEEZ IEFIZIT 9 121X, PBAICR Yy MU — 78 NKLETY, T 74/ M T,
UEFI 7 7 — A7 = TH#HHOa L Ea— 2234 —F 4 VIV AT AR — RENEAZE TRy NT—27 80877 <. 2l PBA
T— ROH%TEITENET,

WOFIEIL, UEFI S sna B a—4 Ho PBAHII Xy MU — 72 A LEd, REFEIZUEFl a v B a—FEF /UK
STHRREZOT, WOFIET—HIEE EEA,

1 UERI 77 =20 =T RELZMMBLET,
2 EEPIZ, (T2 A AEBIA =2 —O¥ffT ) O X574y b= REEROS LICRRENDET, F2 ¥ =24 Lt £7
3 IerTIRERENTES, BIOSEHENSAT—RE A LET,

O 2 BE. HLOI L E2—FOBRAIIBIOS SXT— FRRESNTVRNED, AARRDOISEZ Lidhy
}Vo

VAT ARE AEINLET,

HA NIC ZINLE9,

UEFI Xy NI —Z RZ P EBNITD T IRy I A%F NI LET,
%) £721X PXE THZD 28I £,

BH ZRRLET,

®

O N O o N

AE:
UEFI 7 7 — A0 = 7 HEFHD 2 Vo —Z TiF, REIIRETT,

LAY —F 7 a3 ROM OERL

BIOS T Enable Legacy Option ROMs (L L —4 73 5> ROM ZHNCT %) SRENEMEENTWE Z L 2R LET,

1 I Ea—XEHEHLET,


http://technet.microsoft.com/en-us/library/cc753140.aspx

2
3
4
5

BRETIC, YKL F2 2L TUEF 2> Ba— 2 0RBRELFRLET,

TFEJ%%ED%TEP LTCBIOSFRE A7 a & /AT4 h&/RL, Enter L ET,

BRIE > — & > HAEEA 7Y a v OJEICEIRLET,

VH—ATva ROMEFEICT S Fx v /Ry JAOF =y 7% LC, BREZZ ) v 7 LET,

BitLocker PBA 'X—F 4 ¥ g VAR ET A EHIA v &

r—LERTE

BitLocker Manager & A A h—/L 2% BilIZ PBA /X—F 1 3 VAER L TH MERH Y 97,

BitLocker Manager %1 > A k—/L9 % BNZ TPM #4212 LT7 75 4 7{b L £3, BitLocker Manager % TPM O BT A ke % Bt
HLET (FESHOLEITZH Y FHA), 72720, TPM OFTEHEN T TIIFET 285 A1%, BitLocker Manager 235kt » b
Ty Tu A A LET, ZITORA L MEI TPM A TFH] SN THLIRERH D LV /K TT,

BARWCE-TE, TARATONR—=FT 4> a v EFETERTZ2LENDH Y £3, FFEMIZOWTIL, BitLocker K7 A 7 #fl > —
JUZ DWW T D Microsoft IZ L 2B E S L TS &,

BdeHdCfg.exe =~ REFHEH L TPBA /S—7 > a3 Y Z{ER LET, default /8T A —F ZHBETHE, a~v 2 RIAL Y —)b
1% BitLocker &> b7 > 7T 4 Y — R & [E CFIRIZHEWVE T,

BdeHdCfg -target default

®Olevr:

BdeHdCfg =t~ K¢ B2 B INA 7" L 3 22T, [Microsoft @ BdeHdCfg.exe /X7 A —%—1 7 7 L A | %%
LTS ZSW,


http://technet.microsoft.com/en-us/library/ee732026%28WS.10%29.aspx

KAALvayra—FTOGPO ODHREIZLBE
=AY Eille

BEWD Y Z A 7 > b Dell Digital Delivery (DDD) 7> b &K A2 525 AL, ZNHOFIEICHE ST RASL 2 br—FZ GPO
FREL, BREAIICLET (ZOH%—"—%, EE Server/VE Server #E{T L TWA Y — =L TR AR H Y ),

J— 7 25— g 03, GPOREHENTNWDL 00U DAL AR—THILIUENRHY £7°,

| » = EE Server/VE Server & D@IEICEIER— b 443 NERATETH S - L 2RRLET, HK— b 443 BMASPOMEE TS
oy ENTWVBEHRE, BREEIIEELEEA,

IIATV NEERTLE ALy a v ba—F T, AFZ—F>EFBBY > ITNV—TFR)—OFBR DAV v 7 LET,
R —nEHAEND00 L7V w7 L, TORALVTOGPODIER & ZDavTHZY v 735 #RIRLET,
FH LW GPO D4RTEASI L, V—=AAX—4—GPO 1T (Fel) &#&ERL T, OKZZ U vZr LET,

ERRESNIZGPO 247 U v 7 LT HRE IR L E T,

TN—TR) L —EFHT 2Bl n—RRENFET, arPa—FRE>TV 77V ZA>Windows RE> LTV A Y DJEIC
TIEvALET,

6 LYARNIZAZYvZ L, FR>VIURAMIERB OIRISERLET, KOXLIITRELET,

a oDHowNN -

77 var o Bk

A7 HKEY_LOCAL_MACHINE

F—/3Z : SOFTWARE\DelN\Dell Data Protection
B4 | Server

¥ : REG_SZ

EDF — 4 : <EE Server/VE Server ® IP 7 KL A>
7 OK#%ZUwZ LET,
8 mJTUNNLTHI) EU—IAT—variiunl A, £71d gpupdate /force # 34T L T/ NA—7HRY o—%ifH L E T,



ESS v~ AEZ—A VA P—TNOLDFA A K—
7 OfHHY

B ITAT 2 ME@EBNCA A b= BT, FOETHRET 7 A NVEA A =T MnbiH L £,

ESS¥AHX—A VA P—FEITAT—T VA VA I=FTIEHY AL, K7 T7AT 2 "EREZT A A =N
T, ESSAZ—A VA —FDT VA LV AM—NEITIMNEROYET, TV VA —NMMEATEDL LI, 207
T RAEFHLTESS ¥AL —A VA M—F ML 7 I T Mt LET,

Dell f VA R—AAF 4TINS, 77 a—)arta—Filat —LET,
TrANERIUEHICa~ry F7nr 7 halRE, ROXHICASLET,

DDPSuite.exe /z"\"EXTRACT INSTALLERS=C:\extracted\""
SR 63 LFEBALNERT A,

A VA M= NERBT DN, TRTOREEMENE SN TEBY, A VA =L TETFTEDEKEFA A =TI L THLE
BRIRTOI T INT 2T BA VA= VENRTNDZ LR LET, S OTE, TEM 22 L TSN,

HH U727+ > & b—F 1% C\extracted\. ICH Y £7,

Dell Data Protection | Endpoint Security Suite 51
ESS~¥ AKX —A LA N—=FNEDTA A M—T Dl

o
H
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EE Server (2%t L C7 7 7 4 74k L7z Encryption
JIGAT UV NaeT VA VA=)V TBHZDD
Key Server DX E

ARIHTIX, EE Server i HRFIZIS 1T 5 Kerberos RBAE / KB & DFEH D=l a v R —3 Y FERET D HIEICHO W TR LE
9, VE Server Tl Key Server l3fEH L £¥ A,

Key Server X, Y7 v b LT IND IV TA T v v ALV TDHH—ERATY, 7747 MR STz 5, Kerberos
APl LT, EF a7 ERORX I — 3 v #EE, BEMThhET, EXa7H#RARI T — g TERNE
B ITIAT Y R ENE T,

Key Serverix, 7747 v Fa2FITL TS —P =N —(ZT7 7 BATE B0 9 h% Security Server (LLRTD Device
Server) IR LET, ZOT7 7 vAE, MO RKAL L EZRBLEZY = MNMEHa Y — LV ETHAEINET,

Kerberos 383F / AR AT 58813 Key Server 2 R—R v FEEF L TWAYF—R—% R R AL LITEDHZLERH Y
9,

VE Server |Z Key Server ZfiH L2\ T, lBHEDOT A VA M—WIZIZEBEB L EHA, VEServer (IZXLTT 7T 4 7{bEh
TW53 Encryption 7 7 A4 7 M7 A A =)L E NS L. Key Server ® Kerberos £ Y~ RO 0 12, Security Server % i
UTEHER R 7 4+ LYy 72X —ORENMEH SN ET, i WL, Tav > RIA4 D7 A v A R—L] ZBRLT
{TE&EW,

P—ERANRNV - RAAL U TAV Y FOL—F—D
NI

1 EE Server T, —E28%)L (RZ—F > T AN EFELT > services.msc > OK) (2B £,

2 KeyServer &£ 7 Vw7 LT, uXF 0 ZERNLET,
Oy dy ZTERERL, ZOTHU b AT a s EERLET,
ZOTHAT R T4V RIERAAS T HU Y ha—WF—%BMLET, ZORAASa—F—{2iF, P72 b Key
Server 7 4 /VF O u— A VEBEMERNSLE T, DFE V., Key Server D config 7 7 A /LI Z, log.txt 7 7 A /LT b EXATe
ZEMTEDLMERDD 7,
RAAL =P —D/RAT— R&E AN LR LET,

OK%7 Vw7 LET
Key Server —E 22 FEE L ET (I ORHBUEDTD, —EARXRAVERNCEFIILTEEET),
<Key Server £ VA b—/L7 4 L7 FU>logtxt IZBEHI LT, —EANELIBHIBL TS Z L AR LET,

ﬂ? P— N—DFRE T 7 A )V - EE Server DIFED 7=
&50):1.‘—‘5:*—0)3_73[1

1 <KeyServer f VA h—LF 4 L7 N> IZBEILE T,
2  TX A =T 4 ¥ T Credant.KeyServer.exe.config % [ = £,




3 <add key="user" value="superadmin" /> (2 &) L C. lsuperadmin| OfE% . w@8)7e 2 —HF —DARNIEE LE 9, superadmin]
DEFLTHZLELTEET,

l'superadmin] DOERITIE, EE Server OFBFENZ I LN DEBED HIEERETEET, SAIM T > 4, UPN, £720E F A
A NZ—HF—ZIIFRTE ET, Active Directory |2 T HEFBD 2O D2—HF—T B 7 MIUIKRIAEDBKLETH D Z &
%\ EE SerVer ;(‘TI./VCNAL‘uJ‘.E,C% %)jj{ifcﬁgkhf%)'fﬁﬁﬁ‘(%ij‘

BlzIE, =/VF RAAL VERETIT, lidoe] REDSAM T H T v "N DRHEASITH LR THBENHY £4, ZOHEMAIT
EE Server T [ljdoe| #MFETX T, lidoe] ZRFETEXRWNZHTT, vILTF RAL VERETHE, RAL NAZ—F— Z.@ﬂﬁfi
NERABTEETAN, UPN BHEREINE T, H—FAA VRETIZ, SABM T AUy MARKRTEET,

4 <add key="epw" value="<encrypted value of the password>" /> IZ#&E L T, lepw] % [password] [ZEH LF9, TD,
"<encrypted value of the password>" %, FE3 D2 —HP—D /AT — FIZEBTLET, ZDO/SAT— RNiX, EE Server N HEld
95 L HEKSLINET,

FNE 3 @ Tsuperadmin) Z{#H L TWT, superadmin /XA U — K78 [changeit] TRWHEAIL, ZZTERLET, 7741
RGP LCHLET,

Y TIINVERET 7 A IV

<?xml version="1.0" encoding="utf-8" ?>

<configuration>

<appSettings>

<add key="port" value="8050" /> [Key Server 3V v 2> 9% TCP "— bk, 7 7 #/L ;T 8050 TI,]
<add key="maxConnections" value="2000" /> [Key Server THFRISNDT 7T 4 772V 47 v M ERHK)

<add key="url" value="https://keyserver.domain.com:8443/xapi/" /> [Security Server (LLH? Device Server) URL (v7.7 X v #iio> EE
Server Ti, JE=iL 8081/xapi T3]

<add key="verifyCertificate" value="false" /> [true CIFiEBHENHIESNET / ML L2 WGEE., I CELARE S LEHEHT 2
it false IZFE L T 72310

<add key="user" value="superadmin" /> [Security Server & DEFEIZFEH SN D2 —WF—%, ZO=2—H%—{2iF, VE— MEHa Y
— /L CEIR L2 HE 0 — V3B CF, lsuperadmin) OFERUZIE, EE Server OFBFENZIT LN DEED HIEEHBETE 7,
SAM 717 b4, UPN, F7721E FA A A=V —ZIIBHTE £9, Active Directory [T B EBD =D DL —F—T Hh v
MIIIRFENR M ETH D Z D, EEServer IZX L TRBRETE 2 HERL ENTHHEHTEET, HlIiE, v~V F RAA VEREET
X, lidoe) 72 ED SAM T D v NADHZEANTITZ ERT25ERH Y £9, ZOEMIL, EE Server T ljdoe] ZEETET,
ldoe] ZFFLETERWIZHTT, w/VF RAAL VBRETIEH, RAAL NP —LZOEADBFRTEE T, UPN BRI ET,
H—RAALVRETIE, SAIMT VY N ERBTEET,]

<add key="cacheExpiration" value="30" /> [ — %2 ZER CTX p 22—V —%2F—E2ANERT HLERN D H4EE (WEAD), OV —bE

A, Fr v a2 ZMERFLT, Fr v aNENEEEVREBERILET, ¥y v aBIoMEVELRD L HLWY X R
B ET, =—F =083 25 & &2, Key Server [FHERD & 5 = — —% Security Server NWHE U v — RTHULENRS Y
FT, 2= —DF ¥ v VaPNRWGE, FRIERED Ix] BT A MR T ya— RENRP-T2HE1E, BEX TV r— RS
nET. f—UVﬁﬁ%Diﬁhﬁ‘:@@Kiof‘%EKEDTUX%ﬁﬁﬁéhé%K\&ﬁ&fﬁ“)x%ifﬁa?é
DRESNET,]

<add key="epw" value="encrypted value of the password" /> [Security Server & OiB{5IZfEH i H/3A T — K, superadmin /XA T
— FRREEINTHE, T CTEFETALERDHY £77,]

</appSettings>

</configuration>



P—E AR - F—P—N—HP—E XD HEEH)

BRI (RF— K > T 7 ANV EEEL THEIT > servicesmsc > OK) IZREV £7,

Key Server +—bE 2 &2 HiEE LE 4,

<Key Server f VA =T 4 L7 FU>logtxt ICBEL T, yP—EARELLBEHBL TN Z L 2R LET,
= ARV EHALET,

JE— MEEHa VY=L -Tx LUy 7 EHEED
ENI

MEREAT, VE— NEHar Yy —iie st LET,

RE2L—var>FRAL 27V LET,

WY ALV EBIRLET,

Key Server ¥ 7% 7 U w7 LET,

THUY N 74—V KT, BHET 7T 4T 4 2ETL VWL a2—F—%2BMLET, ZDOEXiT DOMAIN\UserName T

I, THUVIOBMEZ Y v LET,

6 E@;;;~'@ a—PF—%27 Vo7 LET, BMBERY 7 AT, FES TENLEa2—YP—L2Z2HBELET, BB 227V v/
LET,

7 FElLhnwa—V—>2mBInes, FHEE T/ 2527 v LET,

TxVUV o IEBRE ABERNL, Ty T—b 27V LET,

ZIT, 2R —FR 2 FDY Kerberos F8FE / AR ESNE LT,

DN -

g DN NN



Administrative Download Utility (CMGAd) Off
M

ZDa—F 4 VT 4 TiE. EE Server/VE Server IZ#i L TWAWa L Ea—F FTHEATL-DICF—~T U T /LD FL
AT — R TEET,

ZO2—T 4 VT 4F, T TV = aAlEINDL A RTA 2 RTA—=H S LT, IROWTNND HiEEFEH L TF—
Ny RvaEAyoa—RLET,

THVL Ty IE—R-avr RIA U TARESINEGE, TRITa~vr RIA R T A= R FEH IR T RNWEAIC
ERENET,
BHEE—RF-a~vU R4 0 TaPEShERSIERINET,

a7 7 7 A WX, C\ProgramData\CmgAdmin.log iZ% ¥ £ 7,

7+ VY y 7 — K TO Administrative Download
Utility O A

1 comgadexe X7 NV7 Vw7 LT, 2—TF 4 V7T 4 Z#RET 55, CMGAd BENPNTWHHEFTTa~vy Ry BN T
cmgad.exe -f (F72ld cmgad.exe) EANLET,

2 WROEREATILET (—ED7 4 —L RIZFERHIIATT SN T DAHRERH Y £9),
T34 AP —,3—D URL : Security Server (Device Server) OZE2Effi URL, FRUI. https://securityserver.domain.com:8443/
xapi/ T9,
Dell HHFE @ jdoe 72 &, T+ Lo ¥y 7 EHEGKIEREFOFEHEEZEOLH (VE— MFHa Y — L THM)
NMAT—R: T3 Lo Py JEMENRAT—FR

MCID : =3 > ID (machinelD.domain.com 73 &)

DCID : 16 #7 Shield ID ® 5 H D 8 #7

@ v ki@, MCID £//2DCID @ ¥H bEHEETIEHSTT, EEL, ¥5bbbhoTWAEAIE, MlEANT
BLEENLET, ERTA=FITZ, 754 TV 753470 barva—FXICET3RR3BEBESENET,
K~EIU v LET,

3 NMATL—R: 74— VR, ¥oora—R77ANVER#ETDHXATL—XEANILET, XAT7L—XF 8 XFLULEOE
L, 2 Eb M 2DT N T 7 RNy MM DOEFEEFLLERHY ET, SRATL—XZHRLET,

T 7 ANVORGEIROT 7 4V OLRTEGFTEZ T AND D, =27V v 7 LCHOSRT 2% LET,
We~%271V 7 LET,

YT UTABELL By /RSN L EFRT A v —UBFRSWET, 77 A MIZNTT 7 £ AW AR D &
j—o
4 SET LD, 8T %227 Vv LET,



E%%‘%>— KT Administrative Download Utility @

VE Server 1Z Key Server Z il L7V D T, EFET— RZH L T VE Server nHF— N0 FLERIGET L2 LI TEERA,
VEServer (IZX LTI ATV BT 7T 4 7ALESNTWDAERIT. 74 L0 Vv 7= REEALTHF =NV RAEZRELTLE
YA
1 CMGAd BEIPNTWAEFTCa~y a7 &, cmgad.exe —a E AN LET,
2 WOEREANLET (—HDO7 4= RIFFEANCATENTWAEERH Y 1),

H—X— : Key Server D52 2Effid A 4 (keyserver.domain.com 72 &),

R— P FES T 74/ FOR— M 8050 TI,

P— =T H b KeyServer #EITTDHEEDRA AL a—P—, ZDOFKIL domain\username T¢, =2—7 4 VT 4 %
FITTD RAA v —HF—Ti%, KeyServer 2B X Ut — REFITTHMRNEZ SN THWAMLERSH Y £97,

MCID : =3 > ID (machinelD.domain.com 73 &)

DCID : 16 #7@ Shield ID @ 9 L&D 8 K

@ v F: @8, MCID #£//2DCID @ EH bA1EHEETIEHSTT, EEL, EbbbbhoTWAEAIE. AHEANT
BLESIBLET, HRTA—FZIE, 7 TAT VNI FAT U hava—2 BT 3825 BRREENET,
Ww~%27 1) w7 LET,

3 NRATZL—X: 74— LRI, oo a—R77 A NERETARZATL—XB AT LET, XZAT7L—XT8 XFLU EOE
2L, 2l b 1207V T 7Ry hENOOETEELLENDY F9°,

NRAT L —X%MER LET,
T 7 ANORGEIDT 7 40 SOLRIEGFTEZ T AND), &7 Uy 7 LTHIOBRET R LET,
W~%27 1) w7 LET,

F—~TUVTARELL By VRENTZZ L ERT Ay E—UNRRINET, 77 A MITNTT 7B ARBRIZRY F
j_o
4 FBTLEL, KT 27V v27 LET,



KNIy a—T 4T

TRCDODIFGATU D INTFT TN a—F 4T

ESS v A ¥ —A VR b—F 17 7 A /i C:\ProgramData\Del\Dell Data Protection\Installer |Z& ¥V 7,

Windows i, C:\Users\<UserName>\AppData\Local\Temp. {2, =2/ A v Lic2—V—{ZTLIMBED FLA A F—F A A b
—nu 77y AN 2fER L ET,

Windows (xw 7' A4 v Lic—W—MIZ, 7 747 v bORiES M (Visual C++ 72 &) v 77 7 A /L% C:\Users\<UserName>
\AppData\Local\Temp. {Z& % %temp% (Z{ERK L £3°, For example, C:\Users\<UserName>\AppData\Local\Temp
\dd_vcredist_amd64_20160109003943.log

AVAP=LHED T E2—F =21 A F—=/LEN TV Microsoft Net D/3— g > ZHEET D I121E, http://
msdn.microsoft.com O FNEIZHE - TL 72 E W,

Microsoft .Net Framework 4.5 D5ER/NN—T 5 & X U e — R4 5|21E, https://www.microsoft.com/en-us/download/
details.aspx?id=30653 {27 7 B A L ¥,

A VA N—)URRD a2 ¥ o — % —|Z Dell Data Protection | Access 731 > A h— L EN T2 (FlilBEIcEnTWE) HE
1%, [Dell Data Protection | Security Tools Compatibility]] (Dell Data Protection | Security Tools A.#f) # &ML T 72 &V, DDP|
AlZiE, ZORMAAL — b ~OHEBETH D FH A,

Encryption 7 A 7V "D ST TNV a—FT 4 VT

Windows 10 Anniversary 7 > 75— h~D7 v 77 L— R

Windows 10 Anniversary 7 v 7T — hX— g U A~T v 7 L— KT BI12E, ROBEORFRIZHENE T,  http://www.dell.com/
support/article/us/en/19/SLN298382

(A7t a3 v) Encryption Removal Agent & 77 7 A /LD YERL,

T A A =)V & BIAET DRI, 472 3 > T Encryption Removal Agent D1t 77 7 A LV OAERREFTWVES, Zon s
TAMIT VA VA N AREFACRIED N T TN a—T 4 VT EATH BRI TY, 7oA VA M= VIEIC T 7 A L
DOEZALEITI OBV BRVGERIE, 20l 7 7 A VEERTILEITZH Y 8 A,

Encryption Removal Agent & 2| Encryption Removal Agent % — E ARNEITFTEND ETIER SN T, ZoH—tX(Tar ' a—
ANBREBEINDETETINETA, 7 IAT U MBEFIZT VA VA M—LEN, a2y Ea—2RNE2ilET bansd L.
077 7 A NMIFEEICHIRS L E T,

0 77 7 A L0/ A% C:\ProgramData\Del\Dell Data Protection\Encryption. T3,

WRADONG LD Ea—FITROV YA RY =2 LET,
[HKLM\Software\Credant\DecryptionAgent]

"LogVerbosity"=dword:2

0: v 7 %&fEkLigwn

1: P —ERAZETTERLLRDT T — 2 n JIZREKT 2

2 ERRT —AEG RS 5T T — 2 n ZICRET 5 (L ~UL)

3: T NTOEGALARY 2— L &7 7 A VT DR E 0 725 T 5


http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=30653
https://www.microsoft.com/en-us/download/details.aspx?id=30653
http://downloads.dell.com/Manuals/all-products/esuprt_software/esuprt_endpoint_security_soln/dell-data-protection-security-tools_Connectivity%20Guide3_en-us.pdf
http://www.dell.com/support/article/us/en/19/SLN298382
http://www.dell.com/support/article/us/en/19/SLN298382

5: F Ny Sl En 7 wmekT b

TSS N— a » DR

TSS X, TPM LB 5 a2 R —r FTY, TSS A=V a V&R T H1E, C \Program Files\Del\Dell Data Protection
\Drivers\TSS\bin > tcsd_win32.exe L BB L ET, 77 A LEL7 ) v 7 LC . TRAAT ¢ ZRINLES, Ml 27 TT7 740
D=V 3 VEHEGRLET,

EMS & PCS OAHHEAEH

AF 4 TRHBRLBOEATIIRL, B— BTy 7 ENTWARWI L E2MEICT S

EMS Access %5 unShielded Media ~® 7 U 2 —{%, Port Control System - Storage Class: External Drive Control 78 U < — L 8 EAEH
L %9, EMS Access 75 unShielded Media ~D R Y L —% 77 27 # XTHETHEEIT. AT 4 7T HRFAR Y HEHICHRE SR
WZE, BXOR—= BT r v 7 ENnI & 2EEICT 57-9IT, Storage Class: External Drive Control 8V > —1%, 7L 7 2 # X
WICRRET DMERH Y E7,

CD/DVD IZE&IAENT=T—F %G F{tT5

IEEA T 4 T D EMS K5 E1E = True IZERTE L E T,
EMS T CD/DVD K51k & R4k = False (Z3%E L F97,
VT TARARL—=VDORE : ¥ RKT7 A 72 ha—)L = UDF Only IZ5%E L £,

WSScan O A

WSScan Zffifi9" 2% &, Encryption 7 9 A T hET A VA M—=LTD L&, TRTOT—EZNEHELENTND Z & 2R
THIENRTEET, Flo, WELAT—XRAZ2HERL, B ban s _XEERFESILREDO 7 7 A VERETHI L TEE
7,

D=7 4 VT 4 OFITITIIEHEMERNLETT,

WSScan

1 Dell £ A RM—IL AT 4 T, A% ¥ %O Windows =2 B = — ¥ |2 WSScan.exe & 2 B — L £,

2 FROEHFTavLy FIAL L EEHHLT, 2~ FFa 7 FZ wsscan.exe & A L3, WSScan 25i2Eh L £,

3 HMREEIZVvILET,

4 WORBYTHTTA=ma—InbAXYy U LEWRTIA TORBEERIRLET : IXTOFNTL T, BEFRFZ17 7. VA=

T N7 7 & 12 1% CDROM/DVDROM,

5 PFayT7H T A=ma—hbRU T oM FLLR— A T 2@ ET LT 7 AL, FEEFLT 7 AL, TXTOT
7 AN ETTERXOEREALT 7 A

2 b7 7 AV -Encryption 7 7 A 7V b2 T oA VA =T BLE TRTOT—EZNESALENTWD Z & 2R
HIOIERALET, HEERY =T v 7T — b ORITRE, T2 2Bl LT 210 ORFEOTFIRIZENET, T—
HuEE R L LT-tkix, T A A =8 E L CHEERIT 21IZ, WSScan Z2FEIT LTI _XTOT —ZBNESLINT
WD EEHERLET,

MG FALT 7 AN - BE AL EN TN T 7 A NV ERFET DDA LET, TNODT 7 A Va2 LT D R&ENE
27 (YN) bRENET,

TRTOT 7 ANV - TRCOMFEBLOHE AT 7 A VDV A M EFRFTLHDICHEMLET, ThboD7 7 1%
R LT 2_ENEI D (YWN) bREINET,

B DI ZALT 7 A v - BT NS G ST 7 AV ERET DI OIEA L ET,
6 BmEEZZUvILET,

F2ix

1 BHMREEZIZI L, Ea—% PN ICHDELZ T, BED T A NTEAX ¥ LET,



2 AXPUREICBEILT, BBNRR 74—V RZTHANERAEANLET, 207 4=V REFERLEZSA, Fey 74
TRy 7 AOBR TR I N E T,

WSScan D 1% 7 7 A MICEHZRERWERIL, Z7ANVCHA Ty /Ry 7 A%A7IZLET,
VEIZIE LT, NAZEENTWAT 74NV MRRET 7 A NHEZERLET,

BEfFD & D WSScan 117 7 A b EEE LARWESIE, BEOT 7 A4 MBI 2R L £,
HEXERIRL 7,

AX XV LTERELVAR— AL A NLOT A NTHATEEEIE, LA FEXZBRLET, BT 740 hoERX
<7,

ATy Ry— R T 7V r—a A v R— b TELEXNTHDT2EEEF. ERUV 7740 28R LET, T 74
AV RORYIY TR M) TR, &K 9 XTFOEKT, 22A, TS A FEORV I Faz— g VTFICERET
=¥,

iz “HES IR THDIZIE, 74— FSNDE ATV a v aBRUET,
- BT 7 A MCET 2 —EHOBEEREREGTXE Y ORWHINE, BEET 7 AV 2RI ET,
7 BRBEZVvILET,

o O N W

BEBEOELL 27V v 7 LTRREELELET, 7T 220y, RRSNTVWDIAyE—VE22Z YT LET,

WSScan =~ K7 A v DfFEH

WSScan [-ta] [-tf] [-tr] [-tc] [drive] [-s] [-o<filepath>] [-a] [-f<format specifier>] [-r] [-
ulal[-1v]] [-d<delimeter>] [-g] [-e] [-x<exclusion directory>] [-y<sleep time>]

S a Bk

N AX Y FTDHRIALT, FBELRWEE, 7 74/ NI, T _XTOr—ILVOEEN N— K KFZ

ATERVET, vy TSNy NI =7 RIATCTHIERTEET,

-ta FTRTCDORIAThAF ¥ LET,

-tf BERTZATEAXFY L LET (F74L 1),

—tr JL—NRTNRIA T ZAF ¥ LET,

-tc CDROM/DVDROM # A% ¥ > L 7,

-s PA L R

-0 W17 7 A WIRA

-a A7 7 AMMUET, 7740 hOBIEIXE 7 7 A V&2 EETET,

i LiR— MEREET (LE— K, BEE, RKY9)

o EPRHHERR 72 LIC WSScan 2 FA(TLE T, Z0E—FEEATIHA. —WMO7 7 A VEEK
RENBVZLRHY ET,

-u A7 7 A BT 7 A V=G ET,

ZDOAA y FIFNERFIZBUERTT, Tul 2Nz, Ta) 22FBIC (F23EK), -] £
V] #FBICTHHLERH D 7,

-U- W17 7 A WVICIEREBAL 7 7 A VIZT 2 EO E T,
-ua BT 7 ANV B HE LETH, T_XTO2—F—RY > —Z2H LT lshoud] 71—/
FaEFRRrLET,



AL vF BIR

-ua- FEREFALT7 7 ANV ERELETH, T _CO2—F =R —%fHHL T lshould] 7 «
— ) ]\\‘%2%% l/i‘g—o

-uv RY —FPTICEX LISt 7 7 A Va2 LAR— K~ LET (Is=No / Should=Y),

-uav FTRTCOZ—F =R —ZHHLT R > —FIOER LB (b7 7 4 L& LAR— b
L %4 (Is=No / Should=Y),

-d R0 AF&EHAOMRE Y 058 LTS 2 X2 HBELE T,

-q XEI0 & AT, BIAG CHOCLEOD AHERELET,

-e XEIO &7 7 A4 2, JERFLT7 4 — LV REEDET,

-X AX XU T 4 L7 M ERILET, BHOBRIADHFATINET,

-y T4 V7 FUMORY =TI (S VMEN), ZOAL v FEEBETDHE, AF v U RiEL
720 FETHR, CPU DISENM ETHRMEEENRH D £77,

WSScan H/)

KL 7 7 A WIZBI9 D WSScan OFEHRIZIT, ROTEFHRNEENTHET,

i

[2015-07-28 07:52:33] SysData.7vdIxrsb._SDENCR_: "c:\temp\Dell - test.log" is still AES256 encrypted

7

Bk

RO S A DRZ T

i L DO FERH

DCID

UCID

77 A

T XA

T 7 AINVIBAX ¥ o I Tz HE,

7 7 A NORESAIEN L 72 b O,

SysData : SDE i =1k —,

User : = —#—Efk¥—,

Common : @Ik F—,

WSScan Tid, Encrypt for Sharing TS LS L2 7 7 A MTHE SN EH A,
T34 A D,

LEEOFITIE, T7vdixrsb ]

OB TENTWDE Ry NU—T RIA T2 AFx vy LI25E. DCDIZAF ¥ LaR— b
IZERREINFER A,

2—H— D,
o<k, [_SDENCR_]
UCIDiF, T0ara—F 0T _XCoOa—F—CHFEINET,

BE{b7 7 A LDINA,

EFEoOBITIE. Te:\temp\Dell - test.log |

77 ANDRE SN L7ei b7 v Y X4,



H Bk
EFEoBITix, Tis still AES256 encrypted |

Rijndael 128
Rijndael 256
AES 128
AES 256

3DES

WSProbe DO fif FH

Probing Utility i%, EMS AR U 3 —#%R& . - XTH/X—T g »®D Encryption 7 74 7 b THEAT 57200 0T, ROHKT
Probing Utility Zf#H L =97,
Bafbshi-arta— 2% 2% v o35, £IEAF Y DRAF YV 2a— IV ERET D729, Probing Utility i, V—2 25—
TaryDAF ¥ AERERY =T NET,
BIEOa2—Y =77V r—va T =25t A M —RERICEZE T ITEINCT 5720,
MERR Y A N T B AL ZBMETZITHIBRT 5729,
Dell ProSupport 235 O RIZHES T N T TNy a—T 4 7T 5728,

T =B~ DT T a—F
Windows 7 /34 A L TTF—H 2B LT 2 LRV v—%BE LEEA. ROT 7Te—FonThnzEHcEEd,

BHIOT 7T a—FX. 7 FAT Y bOT 7NV NOEMEEZ T AND &) bOTT, Ll ST + VWV EliFa—Y —K
(T A NENDOT + VEEIGET A0, [w4 R¥ 2 A b OREE{k. Outlook Personal 7 #+ V& DRk, —IE7 7 A L DK
b, — A 2 —Fy T 7 A LD, £721F Windows ~2— 7 7 A L DI BAL A TRISGRITHE LIS, A0~
7AME, B END & &, 3 (FEARI 22— —DER L7-#%T) BHEMGa—Y—Puer/dr Lzt s bahn
FI, IIAT VNI THNVEDEARNEREINDD, 7 ITAT VIR INHLDRY =T 2EFEEZEL-LXIT, 2
NHEORY —T, FHFINOLORY U —IZHEL THREINTZT7ANVT EAX Y LT, RO S DEL / H 5
RN E S DEFHRET,

Flo, BTV — I AT =2 a v EAF v R T ICRETHZELTEET, B /A UMV —I AT —va V&R
¥ N True DS, 7747 b, 2—V—>ua 4 35L, BERZLINTWD 7 44 L URNICK b T
727 A NVERNDT 7 A VOB TR 22— —R Y —L i LT, NERAETEEITVET,

W SALSIE AT LTV D 7 7 A LV THESALR ) & =3NNS R DRNCAFRL S NT= 7 7 A V& WG AL T 28 BB R A % v (T
Lo TRT 3 —= 0 ZAREEINRLNIIICTHE, Z0a—FT 4 VT4 2EALT, IV Ea—F 522Xy 950, D
AXX VDA a—)VERETDHIENTEET,

[ElIE 7 4

fEH3 2 Windows 7 /31 A& EALT 2 MERNH Y 7,
HET - —0Ra AT ARNERDH D 5,

Probing Utility D

WSProbe.exe I3A > A M=V 2T 4 TIZHV £7,
38

wsprobe [path]

wsprobe [-h]

wsprobe [-f path]



wsprobe [-u n] [-x process names] [-1 process names]

NI A—F

INTG A—H HE

path F T a T, AREMED B DAL / B ERICOWVWT A F ¥ T 558 2 EORED /S
ERELET, NAZBELRVEG, 20a2—7 4 U7 (1%, BESERY v —IZBEE L7
FTRTODT7 AN EFEAFY L LET,

-h a<w L RTA4 ~VTEFRLUET,

TrouDell ProSupport 225 DFERIZES T R I TN a—TFT 4 VT LET,

A—P—T F Y r— g T HEBLY A R ERICESERITAEICLET, 2o
A ME, BEO2—F—1Zx L TR BIL AR IR SN TV D582 T, E|ahicd 2
IZIF 0%, BEANCT D1 ZBELET, 22— =2 > THDRBEORY > —i,
WElDO v 74 RIS E T,

FEFRY 2 Mz 24%28MNMLET, ZOVANEOavEa—3BIOA A M—F7
ok R4 L ZDNT A —H F 21 HKLM\Software\CREDANT\CMGShield
\EUWPrivilegedList ZffH L CEBMT D7 rnt 241X, 77V r—rara—2KEb) A K
THRESNTWIHAICERINET, ar~TT7 e A4 2R 4, VA RMI1oF
TFITEEOZANEGENTWDIEHEEE. —HEIHKFTY A N E2HAET,

DIBTICHERR Y 2 MaBEnz=7a e 24 28R LET (h—Ra—RNMeEhiz7ot 24
IFHIBRCEEHA), ar~TrrEBRALEZXKYIY £9, VR M1 OEHIIEEOZEAN
GENTCVDIEEE, “EHIHETY A NEHAET,

Encryption Removal Agent X7 — % XADF = v 7

Encryption Removal Agent 1Z, KD X 912, $—ERNRL (RAF— | > 77 A VA ERE L THEIT ... > services.mse > OK) D i
Pz TIEDAT = AERRLET, Y—ERADRT—ZA%T v 77— 57200, Y= R EMICEFRLES (V
—ERENATARRTE>EZV w7 > TH),

SED DIET 7 7 4 TILBFHETF — Encryption 7 A4 7 MIELEA VA M= ENTWNDE0, EEREINTWDE, F720T
ZOW G TT, Encryption 7 ZA T FIXT oA VAR =L ENDETESLITRBINETA,

AR —F - P —E R AL =T E4TH> TV, W LINZ7 7 A VEBLUONS MEHELTOET, wIHIA A
— A ERTEITESNET,

BEAMAAL =T -V —CRIT7ANEEBFELTEY, vy SNET7 7 A NVOEBLEERL WD A[REELH Y 7,
FREEHRRIZERL (—8) - HEB AL —TPBET L, —#O (TXTTERY) vy INZT 7 A /VBRREIOFESIRIZ
HEbshET,

HEHRICEEL - HEL AN —TDRET L, TThu v 7 Shi-7 7 A VA REIOFLEICE S LS E T,
TRTCOTZ7ANVEBEEATEEFEATLE -EF AL —TVBRET LELEN, —HO7 7 ANV EEF L TEEHATLE,
TDAT—=H AL, WONTNPDRRE LT EEZERLET,

0y INTET 7 ANBRETER, E2idn v VEROFRFFCZ 7 =03 FBE LT, vy 7 &7 7 A VOEE{L
ATV a— )L TERNST,

77 ANDOEBALTIZ ARSI =T —PHE LT,

AR —IZE 0 77 A NVEE L TE R 2Tz,

77 ANDBEF LR E LTy — 27 TS Tun s,

WEALAA =T HIC= T —PHE LT,

WTNOEETYH, LogVerbosity=2 (F721ZZNLLE) BEEIN TR, B 7 7 7 A ABERINET (7 BHRES
NTWAEHEE), NI TNy a—T 0 7 &.THITIE, v 7 OFEME 4 2 128 E L T, Encryption Removal Agent Service %
EEY L, BEIbAAL — T ZEHlRICHET LET, FIEICOWTIE, [(4 7> 3 ) Encryption Removal Agent D w77 7 A

ILOVERL ZBIRL TS0,



SET —HEACAL—TVRETLE LT, $—ER, FTT7 740, RTIAN, BLORTANETT 7 A4 WF, TTREIO
HREBHCHIRIND LA a— L INTWHET,

SED 7 ATV D NTFT TN a—T 4T

T 78R a— FRY —DfEM

ZORY—iF, XYy NI T 7 EABFEHTERWEAIZ, arYa—RilalZd o350l IET, 2F0,

EE Server/VE Server £ AD D ELHIZH T 7 BATERLS RV ET, FH 72 R =2— FRY —iF, BB ERGEEIZL
MERALRNTL S, TUEIZou s FiEZHRLEYA, 72X 2— PR —Z2RALTH, 22— —4,
RAL Y, BEORRY—REMATI@FEOR A HELERICEX 2 )7 4 LULIZER Y 8 A,

BEMEOERWa T A UV HETHDLIET TR, 2 Ra—Y—NFH 7t Xa2— P LT 7T 0 7L Eh b6, 20
L a—Z TCa—Y—0NT7 7T 4 7L EN7-ie8ki EE Server/VE Server I2137& 0 £H A, L7 -> T, =2 Fa—HF—=n-
AT —= RFBIXOEALT7~VTEMOATZIRE L TY, EE Server/VE Server 7135 L AR Ao — REERTHZ 3T EH
Ao

M7 /e RAa— REFEHATEL0E, 777 4 7LE®Z1ERY T, =2 Ra—WF—»Na 1 LIk, ZH 72 X
Z— PREEFIARREIC A2 L3V ER A, T2 X 2— FOANRBICHD TIThNTE KA a4 Ry v
23N, FHIT 2R 2— FANT7 40—V RIZEFR RSN EE A,

P72 R 2 — ML, RORWT BRET RRENET,
2—PF—=NPBANTYT 77 4 7L ENTZZ & 720,
74T v MIXy hU—27 £ 7213 EE Server/VE Server ~DHEEGE I 720,

7T 72 a2— FoffiH

1

2
3
4
5
6
7

10

M

12

VEe— b EHa L V=L THH7 78 RAa— R R —DEEZRELET,

R —2FFLTaIy LET,

O—Harta—Z B LET,

TR — NHERERINZL, 778X a—RE2 A LET,

FARH 2270 v LET,

BERRAE AR R ENZH, OKE 27 Y w7 LET,

jEU)S VEa—FOa—YP—ERERT Windows It 74 U LET, ZOBKRERIL, RAAL L O—HTHLILERDHD F
A LiEb, BEXa T ary— L ERE, PBAZ—F =D EFIMERINTWEZ L E2HALET,
—FLEDA=a—D v T 27V v L, MENREFEICETLTND I EERT A ytE— [<domain\username> & PBA =z —
P—EESIhFE L) BHRLET,

AV —HEVY Yy MU LUTHERLET,

0 s A EE T, LARINZ Windows (28 7' A U T AR Lz —V—4%&, FAAL Vv, BLORXRT—-FE AN LET,
PBA 2 — W —DIEREFDO 2 — V=4 TENE —FH L TWDIMENH Y £, L7z -> T, domain/username & W9 B A L
7= 8A1%, domain/username & ) IR T —HF—LE AN T HLERH Y 7,

(Credant Manager O 24) B/ / B A v E—IRE LET,

HFORAIZ 7V v 7 LET,
EHEMEEARRENTZL, vl 27 ) v/ LET,

Z 1T Windows SEEN i, BE EFRBVICarYa—FEEHTEET,



NG TNY =T 4 T DD PBA v 77 7 A VOIERK

PLFDO L 12, PBAMEDO T TNy a—T 4 JIZPBA R 7 7 A VBB LERDGENDH Y 97,
Xy NI =8B HIZHEDLLT, Xy N8R T A a U BRERINRY, B2 7 7 AL, BEERRT 57
® O DHCP TR ST ET,

DDP EE Server/VE Server ##ft 7 A 2 L NER IRV, v 7 7 7 A W%, EE Server/VE Server & O#st ORIEE 2
D DIESEDERNP T I N TOET,

ELWEKERE AT L TOHRFECKRKT 5, Z ORBEOZMKIZIZ, DDP EE Server/VE Server 2 7 il &b w77 7 4
IVIIRSL B E T,
PBA (L FI— PBA) &Ko/ oxy 7F ¥

1 USB RIA7IZUSB RTA 7D — KL~ TC7 4V Z%VER L. \CredantSED & 14 L3,
actions.txt & W\ ARTD 7 7 A L Z{ERK L. \CredantSED 7 + /L ¥ WIZA&HHI L £ 97,
actions.txt 12, ROITZEBIML £9°,

get environment

4 Ty ANERFLTCHLET,

I 2 = HDEW AT T DEEIZIFUSB N74 7EFALRINTS S0, Vv ML T REEDORIZ USB K7 A 734
TIFHASHTWDESIE, USB R4 7 Z2H L ET,

5 arvta—FEAIZL,PBAIZRZA Y LET, ZTOFETR I/ BIEIND L HIZ, USB KIS/ T E2ar Ba—X IT@A
LE9,

6 USB RT7A T&MARZ, 5~ MFHEL TOHED RT A 7 ZMY I LET,
credpbaenv.tgz 7 7 A VS, MERR 7T 7 A VHE £ S \CredantSED 7 4 L & IAERL S E T,
PBA (UEFIPBA) EEIRO R /DX v 7F ¥

1 USB KZA 7D — kL2 PBAErTdog &\ D ZRITD T 7 A VEERLET,
2 Arva—ZOEFREZANDHENC, USB FIA 72 ALET,
3 mIPMERMEEFERASEZ K TUSB R4 7 2044 LET,

PBAErrlog 7 7 A VT v 7T — h &, VT NAFA LIEEZAENET,

Dell ControlVault K7 A1 /3

> N> > \ N O —\
Dell ControlVault FZ7 A XBLX VR T7 77— 0T DT 75
THETDel 2o Ba—Z 24 A F—/LENTUVS Dell ControlVault KT A NRNBLORT7 77— AT =T IIHW=O, IROFNEDIE
FIZLERN-TT v 7T — T A 0ERH Y £9°,
TITAT v hDA A R—LDORRIZ, DellControlVault D KT A NET v 7T — T D10 VA =T TTDHILER
TIZT— A E—IUNFRENTZIGEE, TOA Y E—VITEE LTI ITA T hDOA VA =NV ZHITLET, Del

ControlVault RZA N (BEOT7 7 =L 0 =T) Z7 AT MDA VAN AVRET LIEBRIIT v 7T — b5 LRTEE
R

BHDORTARDF Y n—F

1 Support.dell.com (BB L £,
2 BEVwOarva—FEFAERRLET,



RIARBICF Y m— R 28I LET,

A=Ky harta—F—0DFR—F 4 VT VAT h ZRRLET,
EX2UT0 ITITVEEALET,

Dell ControlVault K7 A &X' ra— KLU TRIELET,

Dell ControlVault 7 7 — AU =7 # X 7 u— RLTREFELET,

MENWZJE LT, =7y harvBa—ZIIRIANELTy— AU 2T H2ab—LET,

0 N OO o N W

Dell ControlVault K7 A XD A /R h—/)b

RIANRDA VA N—NT 7 A NEL A= KL+ NVF BB LET,
Dell ControlVault K7 A & X707 U v 7 LTHCMEFEROEITIRET 7 A NV EFEITLET,

"..I' P RIANRNBREA VAR YN LET, BAXEDIERIFIZEITES FTA DT 7 A V&I
ControlVault_Setup_2MYJC_A37_ZPE.exe T3,

BATE 27V v LT LET,

Ok %2 VU wvZ LT, RIA177A/)L% C\Del\Drivers\<New Folder> ®F 7 4 /L s DIFFTIZfRH L £ 9,
W A2 U o7 LTH LW 4 VZOVEREZFFAT LET,

EFICELELIZE VNI A v E—UNREREINEZH0kEZ V7 LET,

W%, 77 AVREENTOD T A NI NERINET, RINZVERIE, 77 AV EEBLEZ7 A XICEBILET,
ZDWE. 7 A VZ 1 IW22F T,

CVHCIBAMSI X 7TV 7 U v 7 LTCRIANA A RN—T%ETLET, [ZOHIOHE1X CVHCIBAMSI T3 (32 By hD
a v a—4%H CVHCH ],

X ZXWE TR~ Z7 Y v LET,

Ww~%27 1V v LTRZA 3% C:\Program Files\Broadcom Corporation\Broadcom USH Host Components\. O 7 # /L k D
FricA v A =L LET,

BT A7 aZ@BRLTCKR~NZZ U 7 LET,
AVAP=NVEIV T LTRIANDA LA = NVEBBELET,

MEWZJS LT, A VA N—TF0O0 T 7 7ANERRTDET 2y 7Ry 7 ARERLET, BT 227V v 7 LT P— K&k
T Li@—o

RS A DA v R M=V DORRIE

IRV =T 4 VT VAT LB LU= N7 =27 ORRIZ L - T, T3 A~ % —Y ¥ 2 Dell ControlVault 7 /34 2 (B X%
DOMDOT N R) BFEREINET,

Dell ControlVault 7 7 — A7 =7 DA VA h—)b

Ty =AU T DA LVAN= NIy ANELZT B — R L7 A NVZIBEHLET,

Dell ControlVault 7 7 — A7 =7 %2 X7 N7 U v 7 LTCHBMBEFRNOEITIREY 7 A NV EFEITLET,

AT 227V v LCERALET,

Ok%7 Vw27 LT, KTA4/37 7 A /L% C\Del\Drivers\<New Folder> ®F 7 /v s OEFHHEE L £,

N E27 Y v 7 LTH LW # A F DR LET,

ERICELELILEWVWI AvE—UREREINTZH0kEZ Uy LET,

M, 77 AAPEENTND T ANIPRRRINET, ERSNBZWVGEEIE, 77 A VEHE L2720 X ICBE L £
T, 77 —AhU=T TN FERIRLET,

ushupgrade.exe % 7V 7 ) v 7 LTCT7 7 =LV T A VA M—J%FATLET,

RE—=br &7 Vw7 L CT7—LbU=T DT v 77— NEefELET,

N o o NN

© 0



).

77*A7:7®EA*V5/ﬁ%?/?&VwF?é Bl EHE R —FREANTDL L OKOoNDZ En3d

) $£9, Broadcom /XA — RN LTASNL,

W ODODDAT—H AR v —UNEREINET,

_®&47E7#§Téht Al Enter 27V v/ LE 1,

10 FEE 27V 7L TCI7—bU=T DT v 7L —RKeEETLET,

Dell ControlVault K7 A NBLOT 77— A0 T DT v 77— MRET LE LI,

UEFI = B = —#

X9 NIT—TEGD N T TN a—T 4T

UEFI 7 7 — A0 = 7H O 2 B 2 — 2 TREWFERREZ EFICAT 10, PBAE—RFTXy M=V HERMNLETT, 774
AT, UEFIl 77— AU = THEHOa L Ea—XI2id, X —FT 4 v TV RATF AR — RENAETHRy MU —7 BN
R ZHUE PBA E— ROBTETENE T, UEFl a2 Ea— X HOFHHIA v A b— L% I s CnwbdarEa—4 F
NEASRZED L, EENCRESND &, I Ea—F B3Ry N =7 1C8kT 5 & & EERGEGREMFEIC R Yy N — 78T A 2

WEIRENFET,

5 5

AR L U CEBIRREEFIC R v N T — 7 857
FLTWAZ EEMRLTSTESN,

Eﬂ ]\/i_gqo

TPM ¥ X OF BitLocker

A AURERENBVIERILI. Ry NI = —T LR TCa s a— Il
B LT\ ehroT2 0, Kb CWEgE, avEa— 4 2HEEH L TPBAET— N2 H

TPM I &L X BitLocker D=5 —2a— R

R/ E

Bl

TPM_E_ERROR_MASK

0x80280000

TPM_E_AUTHFAIL

0x80280001

TPM_E_BADINDEX
0x80280002
TPM_E_BAD_PARAMETER

0x80280003

TPM_E_AUDITFAILURE

0x80280004

I, TPMAN—= R 2T T —% win T7 —|ZEWT 5720
DTS5 —~< AT TT,

FRFEICRI L E LT,
PCR. DIR, £/-i3hDO L 2AEZ DA F v 7 ANRELL HV £
A,

1 OFIIEED/NT A—ZBNEESTOET,

BFIZELS BT L2, ZOHEOEENRB L E LT,



/B

B!

TPM_E_CLEAR_DISABLED

0x80280005

TPM_E_DEACTIVATED

0x80280006

TPM_E_DISABLED

0x80280007

TPM_E_DISABLED_CMD

0x80280008

TPM_E_FAIL

0x80280009

TPM_E_BAD_ORDINAL

0x8028000A

TPM_E_INSTALL_DISABLED

0x8028000B

TPM_E_INVALID_KEYHANDLE

0x8028000C

TPM_E_KEYNOTFOUND

0x8028000D

TPM_E_INAPPROPRIATE_ENC

0x8028000E

TPM_E_MIGRATEFAIL

0x8028000F

TPM_E_INVALID_PCR_INFO

0x80280010

TPM_E_NOSPACE

0x80280011

TPM_E_NOSRK

0x80280012

TPM_E_NOTSEALED_BLOB

0x80280013

7 VTN T T TWERESH, TNTOT Y THEIETHER 2

TR APRKEITRY LT,

TPM &7 77 4 7L LET,

TPM 2B L E T,

=7y ha~y RS> TWET,

BEDRILL £ LT,
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