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<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/
PropertyList-1.0.dtd">
<plist version="1.0">
<dict>

<key>NoAuthenticateUsers</key> [In this sample code, after one user activates the
computer against the Dell Server, other users can log in without being prompted to
activate.]

<dict>

<key>dsAttrTypeStandard:AuthenticationAuthority</key>

<array>

<string>*</string>

</array>

</dict>

<key>NoAuthenticateUsers</key> [In this sample code, users from a specific domain name
can log in without being prompted to activate against the Dell Server.]

<dict>

<key>dsAttrTypeStandard:AuthenticationAuthority</key>
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<array>
<string>;Kerberosv5;; *@domainName.com; domainName.com*</string>
</array>
</dict>
<key>NoAuthenticateUsers</key> [In this sample code, specific users can log in without
being prompted to authenticate against the Dell Server.]
<dict>
<key>dsAttrTypeStandard:AuthenticationAuthority</key>
<array>
<string>;Kerberosv5;;usernamel@domainName.com; domainName.com*</string>
<string>;Kerberosv5; ;username2@domainName.com; domainName.com*</string>
</array>
</dict>
<key>AllowedOSVersions</key> [AllowedOSVersions is not present in the default .plist
file, it must be added to the file. Add from <key> through </array> to allow a newer
version of operating system to be used. See Note above.]
<array>
<string>10.<x.x></string> [Operating system version]
</array>
<key>UseRecoveryKey</key>
<false/> [This value is obsolete since current versions can use both personal and
institutional recovery keys for FileVault encryption.]
<key>SecurityServers</key>
<array>
<dict>
<key>Host</key>
<string>securityserver.organization.com</string> [Replace this value with your
Security Server URL]
<key>Port</key>
<integer>8443</integer> [Beginning in v8.0, the default port number is 8443. However,
port number 8081 will still allow activations. In general, if your Dell Server is v8.0 or
later, use port 8443. If your Dell Server is pre-v8.0, use port 8081.]

<key>UseSSL</key>

<true/> [Dell recommends a true value]
</dict>
</array>

<key>ReuseUniqueldentifier</key>
<false/> [When this value is set to true, the computer identifies itself to the Dell
Server by the same hostname it was activated with, regardless of changes to the computer
hostname. ]
<key>Domains</key>
<array>
<dict>
<key>DisplayName</key>
<string>COMPANY</string>
<key>Domain</key>
<string>department.organization.com</string> [Replace this value with the Domain URL
that users will activate against]
</dict>
</array>
<key>PolicyProxies</key>
<array>
<dict>
<key>Host</key>
<string>policyproxy.organization.com</string> [Replace this value with your Policy
Proxy URL]
<key>Port</key>
<integer>8000</integer> [Leave as-is unless there is a conflict with an existing
port]
</dict>
</array>
<key>Version</key>
<integer>2</integer> [Do not modify]
<key>MaxPasswordDelay</key>
<integer>xxxx</integer> [Number of seconds to apply to the security policy, "Require
password XXXX after sleep or screen saver begins." The acceptable range is 0-32400.]
<key>EMSTreatsUnsupportedFileSystemAs</key>
<string>ignore</string> [For handling Mac OS Extended media. Possible values are ignore,
provisioningRejected, or unshieldable. ignore - the media is usable (default).
provisioningRejected - retains the value in the Dell Server policy, EMS Access to
unShielded Media. unshieldable - If the EMS Access to unShielded Media policy is set to
Block, the media is ejected. If the EMS Access to unShielded Media policy is not set to
Block, it is usable as provisioningRejected. The key and value are case sensitive.]
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<key>ClientActivationTimeout</key>

<integer>120</integer> [Range: 5 to 300, inclusive. The default value is 30. The time in
seconds to give the Security Server time to respond to an activation attempt before giving
up. This plist value is wvalid for clients running v8.6.0.6627 or later.]
</dict>
</plist>
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ece = Endpoint Security Suite Enterprise for Mac
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Utilities

2. Endpoint Security Suite Enterprise If 7| X| MX| T2 Mg F H S2I5tL|CH CHSDF 22 HA|X| 7} ZEA|E L Ct,
Ol WZ| A= 2 ZEROIE S/ + UEX ZEFSF7) g/t ZE2 22 4L/}
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o ¢ Install Endpoint Security Suite Enterprise =

Welcome to the Endpoint Security Suite Enterprise Installer

) This application installs Advanced Threat Prevention, part of
Introduction Endpoint Security Suite Enterprise.

License

Features:

« Protection from threats, including system and memory-based
attacks, malicious documents, zero-day malware, privilege
nstallation Type escalations, scripts and potentially unwanted programs.

« Boost the efficiency of IT resources and reduce user impact
throughout your organization with endpoint security products
Summary that use very little memory, less than 1% of CPU and require
no Internet connection or signature updates.

Configuration

Destination

nstallation

This installer guides you through the steps necessary to install
Endpoint Security Suite Enterprise. To get started, click
Continue.

Continue
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] w= Install Endpoint Security Suite Enterprise =

Configuration

Introduction

License Enter the Dell Security Management Server details

Configuration

Destination Server Host
LIESTINGTION
[ex. sErver.company.com)
1stallation Type
istallation Server Port

Go Back Continue
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HHZES A 310] Advanced Threat Prevention 22H0| 1 E S A X|5}2{H Of2f THA S EAMA| 2.
1. Dell &X| O|C| 0 0f| M Endpoint-Security-Suite-Enterprise-<version>.dmg It 2 € O E$FL|CH Mac® Endpoint Security Suite

Enterprise I{ 7| X| 7} S & L|C}.

o0 @® — Endpoint Security Suite Enterprise for Mac

Utilities
2. 9E2/E| 2 0|A com.dell.esse.plist It 2 S ZZ =210|20f SAFstL|Ct,

o0 ® [ utilities

A 1 of & selected
@ Endpoint Se...e Enterprise Il com.dell esse plist -

R . <?xml version="1.8"
_ | Utilities > & DellAdvancedThreatProtectionUpgrade.pkg enceding="UTF-8"7>
@ DellCSFConfig <!DOCTYPE plist PUBLIC
"—f appleffDTD PLIST
GetLogs.sh 1.8//EN" "http://

ﬂ Uninstall Endpoint Security Suite Enterprise
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3. plist It Gt
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AHE el

<?xml version="1.0" encoding="UTF-8"?>

www . apple.com/DTDs/
PropertylList-1.@0.dtd">
=plist version="1.@8">
<dict=

<key=ServerHost</key=>

=string=deviceserver.co

com.dell.esse.plist

300 bytes

Created Today, 412 PM
Modified Today, 412 PM
Last opened Today, 4:12 PM

Add Tags...

<!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://www.apple.com/DTDs/

PropertyList-1.0.dtd">
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<plist version="1.0">

<dict>
<key>ServerHost</key>
<string>server.organization.com</string>
<key>ServerPort</key>
<string>8888</string>
<array>

</dict>

</plist>
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Current Settings:

ServerHost = deviceserver.company.com

ServerPort = 8888
DisableCertTrust = False
DisablePolicyCheck = False
DumpXmlInventory = False
DumpPolicies = False

4, SMS LS -helpE YHLICL
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About...

Show Notifications
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® 0 ¥ Threat Defense

w Exploits Events

File Name Category Found 1D

osxtargzarchive Quarantined 1 C3DZE3BEB419FDB1ABO74074BEB4EFEOBDS2D...

osxthreatmin Quarantined 1 JE26141BO62ESB52 7BACD1 7CG393AFF2E2Z2F...

os5¥suUspicioust.qua.. Quarantined 1 EBF79520AB9624D03E616639425D034EBECF...

Analyzed: 1357 Quarantined: 3

Inspecting: fusr/sbin/screencapture MacBoo
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Advanced Threat Prevention Service Provisioning Process

Security Server

(8443 )

ATP LEkenses

Certificate
Proviion Request in Aempite HE‘;TE"‘“‘ ATEFHME:D »
Mgt Cansale A e sgigred to

Tenant MName

s sig need
. Tenant Narme Ly Certificate
Uplosd Licenss Previnisly Used Tenank 0 Backiun Availabh
revinushy ke Makthed to ackup Avilable

Tenant MNarme

Update Tenant
Marme in
Application.
Properties

SQL Database (1433)
PostGres (5432)

Security Server

o Certificats
Tenantic, Recarced i Recorded in Confiration
4 - e 5 .~ .
Uplaaded ta . Irfarmation - C::":;Itl:l':tle > af R'E[;E"d in —
Security Server Table of D& Jabie of LB

22
10"



48

3
14

Tenant
Infarmatian
Uplaaded to

Cylance

Endpoint

Previous
Tenant Session

8443 (S5L/TLS)

Informetian

ATF

Evanty

Cylance 5aas {443 55L/TLS)

BE8S (S5L/TLS)

Cylance |-Frames

Dhewibrs
mformateon

ATP
Client

Event)

Thrair ints

(443 55L/TL5)

Generate New Enable Cylance
Tenant Sessian » I-Frames M



HOF M- Dell Encryption d310]| A& E L|Ct,
Policy Proxy- 22I0|1E A EQ|0f0f Cist M S iz st= o ALS & LCH

Management Console - T A AIE{ 20| = H{ZZ 2|5t Dell AH{2| 22| & Y LICE

g0f%

=
Shield - 7t5 2 YAt 20| A E ALE X} 2IE{ 10| 20 A O] O| & & == AFLICL "Shield"= Dell Encryptions LHEFLY = O AHE

[=R—Ne)
£|= O[S LICh

oo
2
2}

49



	Dell Endpoint Security Suite Enterprise for Mac 관리자 가이드 v2.9 
	소개
	개요
	FileVault 암호화
	Dell ProSupport에 문의

	요구 사항
	Encryption 클라이언트
	Encryption 클라이언트 하드웨어
	Encryption 클라이언트 소프트웨어

	Advanced Threat Prevention
	Advanced Threat Prevention 하드웨어
	Advanced Threat Prevention 소프트웨어
	Advanced Threat Prevention 포트
	호환성


	암호화 클라이언트 작업
	Encryption 클라이언트 설치/업그레이드
	대화형 설치 또는 업그레이드
	명령줄 설치/업그레이드
	이동식 미디어에 대해 전체 디스크 액세스 활성화

	Encryption 클라이언트 활성화
	암호화 정책 및 상태 보기
	Management Console에서 정책 및 상태 보기

	시스템 볼륨
	암호화 사용
	암호화 프로세스
	FileVault 복구 키 재활용
	사용자 경험

	복구
	볼륨 탑재
	FileVault 복구

	이동식 미디어
	지원되는 형식
	Encryption External Media 및 정책 업데이트
	암호화 예외
	이동식 미디어 탭의 오류
	감사 메시지

	Endpoint Security Suite Enterprise에 대한 로그 파일 수집
	Encryption 클라이언트 for Mac 제거
	관리자로서 활성화
	활성화
	임시로 활성화

	Encryption 클라이언트 참조
	선택적 펌웨어 암호 보호 정보
	Boot Camp 사용
	Mac OS X Boot Camp 지원
	Boot Camp에서 Windows용 Endpoint Security Suite Enterprise 복구

	펌웨어 암호 검색 방법
	클라이언트 도구


	작업
	Mac용 Advanced Threat Prevention 설치
	Advanced Threat Prevention를 위한 대화식 설치
	Advanced Threat Prevention 클라이언트의 대화형 제거

	Advanced Threat Prevention를 위한 명령줄 설치
	Mac용 Advanced Threat Prevention 명령줄 제거

	Mac용 Advanced Threat Prevention 문제 해결

	Advanced Threat Prevention 설치 확인
	Endpoint Security Suite Enterprise에 대한 로그 파일 수집
	Advanced Threat Prevention 세부 정보 보기
	테넌트 프로비저닝
	테넌트 프로비저닝

	Advanced Threat Prevention 에이전트 자동 업데이트 구성
	Advanced Threat Prevention 문제 해결

	용어집

