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Dell Data Protection | Security Tools & Dell EfSE R S8 AFIRMELZE MBS IRE, DDP | Security Tools RIBZE M FTA Dell
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Administrator Settings TE A EMFTAE A ERE Security Tools , EXRKEEEXTEHRERE. EEERE , URRETAR
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http://www.dell.com/support/my-support/us/en/19/product-support/product/dell-data-protection-security-tools
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TEFT A Dell Latitude. Optiplex 1 Precision B , LAR4ETE Dell XPS EiL BB £ |, B EFEL L DDP | Security Tools , T E&F
ETIREER, BEEEFESFHRE DDP | Security Tools , sBHEREBMMFEELER, FZE www.del.com/support >
Endpoint Security Solutions ( S ZE AR B R ) LUIESFHFHEF.

A& Windows 8.1 T BT MBA IRV RERRME 1 £, BWEERFELETS IR , BA Windows 8.1 B BRED BIEIR
WO, MERGAMATERE PE. 50U Windows 8.1 REERERAUFME 0 MR £ , EAH Windows 8.1 LABEREFER
BEE R

DDP | Security Tools N3z 12 B AR R .

BB RN B ER |, #5EB B Hardware Crypto Accelerator . THBMFIER ISR HCA 2. E= |, Dell Fré8
EMEMIREBZIE HCA REMB R MBI EYE, L AXIRWHERETERE®RERE,

DDP | Security Tools N3z 1% 2 5 B # R iR A 8.

ERERREFRIEERMN , 51E BIOS 5Bk Trusted Platform Module (TPM) RIS F &1 4H.

SED TFE TPM RIBHER BRI INE.

BEENIETN

X IR Opal ##& SED FECEFHM Intel Rapid Storage Technology (TRIEFEZHIT) BRENFEZ , AL http://www.dell.com/
support/drivers/us/en/19/DriverDetails/Product/latitude-e6440-laptop?
driverld=1KX2H&osCode=W764&fileld=3356216042 &languageCode=en&categoryld=SA

@ 5t:
1/ RAID £2 SED MIAE , SED EE A 18 RAID. SED AY"RAID=On,fISETEH , RAID FEFIEINE , LATE High BIEE
¥ RAID HEAE R , (BULTHAEIECHH LAY SED L —BRERTHE , EEZZFINFERAEBTARBEIULER. 7 BIOS $i§
SATA SE{F{# "RAID=On  BE A "AHCI, AT R ILAEIRE., BFERFRTELRTE AHCI #EHIZ5EENFEX , 18 "RAID=On, #E
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Security Tools S8 Z 4 F STZ AR AT Microsoft .Net Framework 4.5 ( LA LARAS ) . FiE B Dell B H BRI E K & T8 £ L2 STEMAY
Microsoft .Net Framework 4.5, fAM , MRAE LT Del FFE L , R EEEE Dell HFEE L F#R Security Tools , R FESLEREE
224 Microsoft .Net IR AL i HE#H B L% Security Tools , A& g / FHRKE, EEZLHETEMR Microsoft .Net Framework
45 , FE3&EEH https://www.microsoft.com/en-us/download/details.aspx?id=30653

EEMEREN Net RE |, FERBEMBELZRLNBMFTREMIETR © http://msdn.microsoft.com/en-us/library/
hh925568(v=vs.110).aspx

EREM EARBWIER CEBEEREE  VERRIRAR. WEEEEA Del SISMEEEI 2 ELR]EE |, FRIE http//
www.dell.com/support/home/us/en/19/Products/ ?app=drivers I AR EASHER , IREMERBMNIFEREME , THTIERAM
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Windows {EZ R (32 #1 64 fiiT)

Microsoft Windows 7 SPO-SP1
- Enterprise

- Professional

(D|5%: Windows 7 XiEE#MEENX. Windows 7 TX1E UEFI.

Microsoft Windows 8

- Enterprise

- Pro

- Windows 8 (SBE¥ )

(D|it: & Windows 8 —#282 Opal % SED # Dell EF&E 5% - UEFI SIE MMM , A1 UEFI 3,

Microsoft Windows 8.1 - 8.1 Update 1

- Enterprise Edition

- Pro Edition
(D|5t: & Windows 8.1 —#28 Opal 1% SED # Dell E[$AI%E - UEFI TIEEAR , T8 UEFI B3,
Microsoft Windows 10 ZARA 151 (11 BE#H/EE2)
Education iR
Enterprise i
Pro i
(D|5%: & Windows 10 —#2E8 Opal 187 SED # Dell B4 %2 - UEFI ZIEE A , ATXIE UEFI X,

TEREFERH

THTEEZE R HXIE Security Tools —K 1t B HEINRE,

TTERREFRERE

Android {FER#

4.0 - 4.0.4 Ice Cream Sandwich
4.1-4.3.1 Jelly Bean

4.4 - 4.4.4 KitKat

5.0 - 5.1.1 Lollipop

iOS {’F%%t L

iOS 7.x
iOS 8.x

Windows Phone {FEZ#:
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TERREFRRE

Windows Phone 8.1
Windows 10 Mobile

131

TRFMBRAIENENERE

L
R IR 2R

Z2=ER Y Validity VFS495

Broadcom Control Vault 12 E1 = ;B EY 28

UPEK TCS1 FIPS 201 Secure Reader 1.6.3.379

Authentec Eikon EZ Eikon To Go USB (&HY 22
O|5t: EAMERBHERSENR , SV EATHRRES TENSHMENSHESHRER.

FEERF

BN RERIEEZ Dell FCEBHAEAIFEBA TEIMS

g2F

PKCS #11 &R Actividentity BB i%

(D|5f: Actividentity FIE S RFALEH A , DABITRE.
EAEEE (CAC)
D|5t: ERHEMEE | LS EREN CAC , {IFEEIRERNER.

CSP&A

Class B/SIPR Net &

TREHARPZIE SIPR Net £ Dell BRSRSE.

Dell EfE A %% - Class B/SIPR R kX8

Latitude E6440 - Precision M2800 - Latitude 14 Rugged Extreme
Latitude E6540 - Precision M4800 - Latitude 12 Rugged Extreme
Precision M6800 - Latitude 14 Rugged

Dell E§EISE - UEFI X1

EETHIT Microsoft Windows 8. Microsoft Windows 8.1 82 Microsoft Windows 10 B& Opal Compliant SEDs 9 Dell Ef$ &L UEFI
BRETEREINRE, EMHIT Microsoft Windows 7. Microsoft Windows 8. Microsoft Windows 8.1 & Microsoft Windows 10 B9 E A%
BEREEER,
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http://portal.actividentity.com/

TRFMRIASIR UEFI B9 Dell BFK.

Dell EfRE %% - UEFI X8

Latitude 7370

Latitude E5270
Latitude E5470
Latitude E5570
Latitude E7240
Latitude E7250
Latitude E7260
Latitude E7265
Latitude E7270

Precision M3510
Precision M4800
Precision M5510
Precision M6800
Precision M7510
Precision M7710
Precision T3420
Precision T3620
Precision T7810

Optiplex 3040 Micro 4R
B /NER (SFF)
Optiplex 3046

OptiPlex 3050 Z&—
OptiPlex 3050 & 37 =/)M
A (SFF) Micro

Optiplex 5040 RRE L H
/NERY (SFF)

OptiPlex 5050 EILIL=/I\i

Venue Pro 11 (BY5%
5175/5179)

Venue Pro 11 (B45% 7139)

1 (SFF) Micro

OptiPlex 7020

Optiplex 7040 Micro 4R
B /NHER (SFF)
OptiPlex 7050 B3 = /) i
A (SFF) Micro

Optiplex 3240 %&—
OptiPlex 5250 Z&—
Optiplex 7440 Z&—
OptiPlex 7450 Z&—
OptiPlex 9020 Micro

Latitude E7275
Latitude E7350
Latitude E7440
Latitude E7450
Latitude E7460
Latitude E7470
Latitude 12 Rugged
Extreme

Latitude 12 Rugged 4R E
B& (B8 7202)
Latitude 14 Rugged
Extreme

Latitude 14 Rugged

()| &%: #1T Windows 8. Windows 8.1 £ Windows 10 Bi&#& Opal Compliant SED HIEM , iR UEFI R AR
g€, HM$11T Windows 7. Windows 8. Windows 8.1 & Windows 10 FYE I = E#BHEE.

® P EXIEN UEFI B E  RETERENENNEZ , SRTEFNE , ARBETRMETENEAEEZ—. EENEAE
HERARERMFAEBHNER, LT PBA ZAETE ; FLHEAZER Windows ZEAEH. MEZAZE—EZ
2,

@ it

TR TRUBESRIE ROMs, SR ER BIOS R E{EMAM.

&= R EREIE ROMs :

RS ERTEARL.

EEMEFEME | EERT F12 820000 HE UEF SREABIMERE.

#ﬁTrEﬂTnuaJ?; , X H BIOS BREEIE , ARZRIZT Enter $,
BIZRTE > —AR > EPERAESEE,

SERR R E#5EE ROMs VS 3 F Y AE |

Opal & SED

B IR SED BHEM Opal 1A SED RIAE |, BB R KB X E : http://www.dell.com/support/article/us/en/19/SILN296720,

PR g2 48

TR HTE UEFI F1IE UEF TS IR BMRIRR R IV B PR AR,

<P NSRS

RRE—TER.

B pRg2 887 1% - UEFI

o DE-CH - BtfEx

BRI


http://www.dell.com/support/article/us/en/19/SLN296720

B PR&2 8257 1% - UEFI

o DE-FR - ¥13£3Z

EFR§288 7 1% - 9F UEFI

o AR-PFIRAEX (ERNTXFH)

o DE-CH -t

o DE-FR - ¥13£3Z

EEXE

DDP | Security Tools EEZFERFEAENE (MU 7 , IR TIEE.

i:
v 7£ UEFI Bl £ , i, BRPXSHGEPIXKREZIE PBA EHIEERL.
BEEXE

EN - 3 - KO- #X

FR - X - ZH-CN - 5889z

IT - |AFI - ZH-TW - BRI/ BE

DE - X - PT-BR- BEBEE&EINX

ES - A¥EFX - PT-PT - B8 (RLLAE) BEFX

JA- B - RU-BX

»

iR I!I E:: IE

THRBEERZERTETERE  Fingerprints (38, Smart Cards (BER). Contactless Cards (IE#ZEMBIK). Class B/SIPR Net Cards
(Class B/SIPR #8-&) #1 authentication on UEFI computers (UEF| B EERFE).

—REEFBENEEEFTER TPM, MEAXERMARES. MEEZSEH , 5526 Clear Ownership and Activate the TPM (BRRFTE R
B TPM)., TPM 2.0 7% 3& OTP,

TRIREERGBETRFSERANMBRERRE | Security Tools IRAAIERFEIEIE,

JE UEFI
PBA Windows B8
A B EMBX | oTP SIPR £ | 1B B BEE |OTP SIPR &£
q2E8£
Windows 7 SPO- | X! X X X X X
SP1
Windows 8 X X X X X X
Windows 8.1- X! X X X X X
Windows 8.1 &8
1
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JE UEFI
PBA Windows B
=i Ei-F5 #@ExX |oTP SIPR £ | %5 iP5 EEF |oTP SIPR £
BEF
Windows 10 X! X X X X X
1. 3488 Opal SED BT .
UEFI
% iEKY Dell Ef& LAY PBA Windows B&&%
B Ei-Fo gggi OTP SIPR & | &5 Ei-Fo gE£F |oTP SIPR £
Windows 7
Windows 8 X2 X X X X X
Windows 8.1- X2 X X X X X
Windows 8.1 &
# 1
Windows 10 X2 X X X X X
2. fEX8HY UEFI BRE 1B/ OPAL SED B AT .

i@t
HUE R K 7 BR & 2 Dell Data Protection | Access

MBEWER LIRECRESBESLRE DDP|A , LS Security Tools Z Bl , HERUSIEM DDP|A EEIELE , REBMEMRLHE
DDP|A, MRTEHE A DDP|A |, BWRIBE R EMRZH DDPA , AR EH B L ERRF.
EUBIRME DDPA EEWIFR EEELGENEE. EEREFH. BIOS BB, TPM RBTMHHIERE.

©) it IR #1T DDPIE MZBER , WBE LT EEMZRFRE. MEHIT Microsoft BitLocker , SHE ILMNZFEl. —B DDP|A bR

#Z% | B Microsoft BitLocker [REICEUEE 1L & , 555818 http://technet.microsoft.com/en-us/library/cc753140.aspx &I
B, ¥k TPM.

HGE IRt DDP|A EEAYTEEE

1. X&) DDP|A 3£32—T Advanced ( B ) 2.

ERGHF "


http://technet.microsoft.com/en-us/library/cc753140.aspx

| mt Data Protection | Acce

Passwards Davices

on | Accass o fingerprint cirl-alt-delete shortout

2. 2! Reset System ( EFRRM ) . ENFECHRATTRENTBURBEENS 2.

HIEE -

1% Dell ControlVault BRI EEBUBIRMHMAE (WRAB)

#% % Dell ControlVault #EE & &5 (INRA)
RRENISSGEREBRATEIREMNIER (RHA)

BIRFTA BIOS &5 (BIOS R#E. BIOS B &8 RIFHFHMETE)
BEREBTFEER

Bk DDP|A REMHEE

ER—BUSMER , DDP|A BEEIRIENBAE , LUEIR Windows FERRBERME.

fRER%Z % DDP|A

EREFEERIVAIRM % | BHEMRZE DDP|A,
1. Fi{®) DDP|A ¥ 11T Reset System ( EFRE# )
IS RFTA S DDPA EEMNRRERE , XSBEREBFEEME (TPM).

2. #—T Uninstall ( k%% ) MEBLERER.
3. BRBRZETHE  E—T Yes (&) EFNRE.

@| it: 1% DDP|A thiS## 84 SED IS IRBIEATEAR.

#0181k TPM

BHARAHAREEESREREIFDETS.
B L ARHEEH BIOS M TPM,

MRFEHA—REREE (OTP) , MAERITEE L.
SHIB1E http://technet.microsoft.com/en-us/library/cc753140.aspx H BIE R,

BIRTBEREREE TPM

7£ DDPJA B8

S =K

RZ piG\AS

2% , DDPA ##ITT

EEBMEERTE TPM BIETERE |, 5528 https://technet.microsoft.com/en-us/library/cc749022%28v=ws.10%29.aspx#BKMK_S2,

HEEZ Installation and Activation (ZZ8EERRELE)).
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REEFHMRAE AL ERSZEE DDP | Security Tools 2T, AEZFERIE) DDP | Security Tools , AW BURKEEEN T 5 &

PN
@ 5t:
TS, BB ERETEMEE , SFEARINEHER (USB) BiERE.

Z2 4% DDP | Security Tools

%8 Security Tools :

1. 7£ DDP | Security Tools ZRRE PR HLEER. BLEERERETHER.

@l 5t REFEELATH www.dell.com/support > Endpoint Security Solutions ( SEER2MBRTR) .

2. EEMTESR, BBrEREN.
3. BEEEMES  ARE—TOK(®E).

Dell Data Protection | Security Tools - InstallShield...

Select the language for the installation from the choices below,

English (United States) (¥

4. FE7R Welcome ( U ) B , 55— T Next ( T —% ) .
5 REREHZE  BEGRR, ABRE—T Next (T—F ).,

6. E—T Next ( T—% ) #& Security Tools ZZEETEERE C: \Program Files\Dell\Dell Data Protection o #EH]
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http://www.dell.com/support/home/us/en/19/product-support/product/dell-data-protection-security-tools/get-started

InstallShield Wizard

Select the features setup will install.

Select the features you want to install, and deselect the features pou do not want to ingtall

[=F  [ell Data Protection | Security Tools Dizserziion
{ L advanced Authentication Files and Services that are

-8 Drivers required ta support Dell Data

E ternal Smart Card Feaders Protection | Security Toolz.
WEF TouchChip Finger Print Reader
Internal Finger Print Readers
Extermal Smart Card Feaders

LT auchChip Finger Print Reader

183.55 MB of zpace required on the C drive
2R005E. 30 MB of space avalable on the C dive
[rztallS higld

< Back Cancel

7. #—T Install (&2 ) BEREE.
8. LTHZHRE K FTEEHREEMN. BE Yes (£ ) EHRE , AA%E—T Finish (MK ) »

ZRFERITE K.

R4E) DDP | Security Tools

BHX#IT DDP &M E 4 WEH Administrator Settings B , RIE) B S5 8T E TR RERF.

MREREE) DDP Z2HEREE , —REAF A EITIL Console. ERKEIEERIE) DDP | Security Tools I BETERER , MRE
RERE—AGEA DDP Z2MEEE WA |, EREKSREA.

B Security Tools :
1. URREEESEFSREEBERZRE Security Tools.

g

DOF Comsole

B MRU—RERAES D EA (FHZELE Windows 1RF ) , Administrator Settings TESEE UAC IRSERF ATRY
. —REAFSELRARKETEESRNE  UWEAIR , MEE-RERERE , BARKEEESNTE ( ZBHER
Administrator Settngs 2% ) .

2. #—T Administrator Settings ( RAEEERTE ) BE.
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3. HEODEME , #&—T Next (T—%),

4, #3I DDP | Security Tools 5 , 33 —T Next ( T—% ) .
R ZBTEERTE Security Tools Z®J , 3L DDP | Security Tools R EE BN ENG. 11T Administrator Settings TEE , A4 /8RR
FRLRE, ZBERENSEE S BFAeE , EbS4EEEEL—EAFE. —E8FR—ESE®RFT.

£ Security Tools - Activation X

Welcome v DDP|ST Password

¥ DDPIST Password Access fo the Dell Data Protection setup portion of this console is protected LI_.-'
an administratar password. Please create a new administrator password that i

g-32 characters in length and includes atleast one letter, cne number, and one

special chamcter

5. 7£ Backup Location ( {B{0LE ) F , IHEEMBARDBERNMLE , RRE—T Next ( T—F ) . BIERLARBFRBRE

BREERARE L. ROERESERLEHERFENEM. Del Support FEFEULIESR , TREHBUEERER.

EREMNSEBRDEIEENVE. FELIUSME (Pl , FRIGEABD USB B#ERH) , DDP | Security Tools ERRAR , 7R
TREERMRDNE. FEERENNFIERS AJRMMKME.



s Security Tools - Acfivation

Welcome W Backup Location

* Backup Location removakle media.

EAST_Backup

DDP|5T Password W Dell Data Protection needs a location to save important
Pleaze enter a directory location that is either on a network drive or on

ISooVEny In

formation.

. £ Summary (FRE) EE , &—T Apply (ER).

16

Security Tools BIB) 52 B
RN EEERFRETRIBEBTERRE , MEMFEA Security Tools B9 & FEThEE.
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Security Tools FERRR EBRREEERFE A B EREI R IENMER Security Tools , |AHEMERTE. FHABFELE Windows ZiFE

ANEREE , BBEHRATER Security Tools EAHE , EFRRREA/TMAZER R Windows 5iFE. MR EREITRENRRRERE
Ho

EEERTE Security Tools TEE , MU EREM ENRKEES.

BERNEESRNEFOME

Security Tools R{B)# , HNERFALERAETESRIFERBHOMNE.

1. URREEBE S D REEERRIE Security Tools.

2. B—TRRBESREEEZ.

3. ERBYEART  RARLENBHBRENRRETEERE , RARIR—THEE.

L Py

13

A Authentication Required

Enter your Ad ministrator Password to access the Administrator
Console.

E—

4. B—TRREESREER.

5. MEBEFRF 6 FEEERREEERRAERA 8 Z 2 AFLHHENR , RPELFEE—RAEXFTE. —EHFZUR—E
BT T
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Change Administrator Password

setancrypting drive Sollawe the auidelines in the fislds below 0 chanoe your Sdminissratse Password | is imnartant 1o
cemernber this nes password. Cimee charosd, the ald passweed s discarded 2md carnot be retrieved
The Adminstrator Password requires an B-3 aracher password that

Authenticalion umber and one special character

Configure siga-in aptiens and cedential settir

Lisars

Add, change crremoye users

Preboot Settngs

arage PEA settings

Adrinistrator Settindgs
1, reCowery and upolak

Change Administratar Password

Change= Backup Location

6. BRBABHBLUER K RgE—TEA.

7. RERFERSBNBELE K SELERPENBERGBME.

8. EEWIRIIMLE , B—TEA.

RBIDERLARBETERREEESERER L. ROERCSERLSHER RN EM. Del ProSupport FHEEFHULER |,
FTrEBMERREN.

BEREMSBEBROZEENME. HEEISME (flan , BRIEEARD USB #EH) , Security Tools ERERAR , BRLIRE
ERRIDLE. FREERENNFIERS ATRBENE,

i

{mn:l L=Te jrit"-,-' Tools - Setup

L

Change Backup Location

Enery pion

darage d self-endrypling drive Enter a nesw VO etk demve OF Fef e media to change t wation of the hackup

Authen ti cation wbackup_st

Configure sig-in options and credent tirg

Users

Preboot Settings

Marage P& setling

Ad ministraton Setlings
Marage pasTward, recovery and upoates
Change Admin istrator Fassword

Change Backup Location
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=% TE N 22 B B 5 py B 58

RN BISEE B RN Z AL (SED) |, RIfF A INZR AR MR BREE (PBA). LiLIhAEES W& Encryption (M%) BHERE. HIEZEH
MR £ ERSEC e B BN B HEEE (SED) B A E R, RUAME PBA B, S—RENRZMA,

BUAANZRER PBA R , Dell BiRFEMI#E Recovery Questions (8/R ™ RE) YE%4 Recovery Option ({RIRIIE) £ , LEZREXEER
BE, WEESEH , 5528 Configure Sign-in Options (FREZ AEIE),

FRE M BB RTEREE

1.

2.

e

£ DDP &M EEAEF , #—T Administrator Settings (RN EEERT) BAEHE.

BEAREMEREDMNE.

©) £+: N R7EFA HN 2285 B8R "Backup Location not found (REBEBAIE) AR , BEMBAEB MM USB i E |, BIRR
AR EERAN R |, ISNEGRESEENEET RN RS ERNIEE. MRETRKAS , BREOAEMNEE RS
F . ARFEEREMEEEREES. MREESFHEDBAE , 551 Administrator Settings (RREEERE) EH
Change Backup Location (2ERHAIE) , SMEEER B aiIGES T EIAEERE. EMERNEHMWE , WEE
BUAmMZENER.

#&—T Encryption (I1%) 2% , A% 1Z—T Encrypt (I1%).
HFEODEM , T Next (T—%),
$51E Preboot Policy (B#RT/RRA)) BEE T , BERERUTHE , A%IZ—T Next (T—F).

FREEAEEANEHARH RAERETERBANKE (LR EAEZMEREABER [FRUARRY
R EATIREN]).

REUE A& ZEANNERRE EHERENEREANRE.

EZEEREENEHRE ERAENERARMALRERNRE.

BLA Crypto Erase Password (Zi5#w:E | SZEXATRLA.
ERETE) ThaE

B A Crypto Erase Password (Z##R:% | £ AR Z 100 BF T FRARNE , ERMIEHEL 2 EHE]. 1 PBA BER
TBRRES) BREEAESBREBRUBMALFTHAE , SMERAEEHERNRERER
AYICEETE SED. k—R , RAEEE SR LRGIMRRETERE.

HEETBERERSBRNETANMNEBRER  FHiHtRuzEL.
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[& Apply Encryption X

Welcome W’ Pre-boot Policy
* Pre-boot Policy Customize access rules for pre-boot.

sttempt]s) at non-rached uzer logon

(=]
L3

v | zttemptis) #t cached userlogon
¥]|| attempts) st answenng recovery questions

Enable Crypto Erase Password

Enter Crypto Erase Passwaord

6. 7E Preboot Customization (F#RIEE]) BEH , M A ZEMAMFEIERE (PBA) EM LBETWBERIXF , AERIE—T Next (T—F).

B R B RERE A 32577 PBA EE L TR, MIRBURUED  ETTRIMMOUEE. XFTEEH
#47 , BB AEIR 17 BF T2 F.

XEEANT WX F7E PBA X IREFAEE LR, Dell EHETAE BT S 0B R MBS THelp
Desk (AR#EH) 3" Security Administrator ) (Z2 R REES) WIS ERR. ERE LB
ANT  SERFAERLINEXRREET. EBRTEETHABRIAT  MEFLE
. flmn , MRE—FHAMNFTIRERBIBY S0 BFT , #TFSRTETSERBE
BEER ARG & 15 VI

EREBANT N FEATERAEEAREBNER. fl0:B—T e, IR RERZESTIESH
ERERARAL . REMBURANFERBEHR X FRAER#E /T BUA  &ill.
BRRTREFABRANT , MIEFTER. fln, MRE—FFNFTREBBH 50
BFx , STFRTHATREREEH , R ERIE.
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sz Apply Encryption

Welcome W Pre-boot Customization
Pre-boot Policy W Customize text displayed ot pre-boot
¥ Pre-boot Enter Freboot Title Text
Customization
Enter Support Informaton Text
ENter Leq Vorice TexT

Mext

7. 7E£ Summary (FEE) BEE , #&—T Apply (ERA).
8. I’REF, 53— Shutdown (EI#).,

VAT EEME T IRFBINER

A\ System Shutdown Required

DHII [h:t.: Protection has initialized and activated the PEA. To complete the

n, this computer must be shut down and then turn-ﬂ-::l back

close all applications and then press the "Shutdown” button.

Shutdown

Systemn will automatically shutdown in 38 seconds

9. BIE K WEFMBEM.
IRFELL Security Tools EIEERFE . FHEXABERKAITEREZEEL Windows ZEEE A,

564 B 2% B2 o) 4 T P R B E

SERUBNZ AR ERMRTRAEBFTR , BIA4E Encryption (M%) REBAT T HIEH1F :

BFRMAREAEERET - 32— Encryption (I177) 2% , A% 3R—T Change (2¥).
#% SED #8%% |, A T #EkR=E - I—T Decrypt (%),

SERY RN ER E BRI R AIEE B ET & |, BIF 1 Preboot Settings (FIMERIERE) IZEE T T~ BN 1E -
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BERMNFEREERT - #2—T Preboot Settings (BA#&RIZ
Logon Policies (FI#ri& AR A,

% F) 25 AL Preboot Customization (B#RIEET) 5 Preboot

WNEEMREEIETR , 5526 Uninstallation Tasks (BEFRZZEE T 1),
‘EE
TE B E =
TRREEESRERE BB LNZHETREERECAEETNEE , YATHEENRE.
[@ Security Tools -
Encryption gn-in Ophon:
IManage a seft-encrypting drive
Apply sign-in options to: | Administratars b
Authenticabion
Configure slgn-in aptions and credental settings Available Options 0 rim
Sign-in Options
assword rd x
Password Manager
Fe=cowery Questions Fingerprint f‘
Fingerprints Senartcard V.
Mabile Device Add ar on
Advanced
Recovery Optians 0
Users }
AT, CRANDE OF TET OV TS + | Recovery Queastions
Preboot 5etting=
Manage PRA settings
®| MR TPM AFE , URAHBHBRAA , —AUBBREITERFRER THHETR.
'J'I- == ﬁA sEE
EENEEEE , BARERARE. AEENRRERIINATHEIE.
BREE B
1. EEERMEBRET  EZENBARAE
2. FEEREERENAG  FEERABAREEREEN  EREIRKEES. BAENEEPHAENETEERISERAEER
HAEeE.,
3. REMBHNEARIE,
KIERR  B—ERFBLIERERMBERNER  BLESEMBREER. BAULLEBUTHXBEERE !

EEREHETREMLAS  FEEARET BT /

&, RBER—THE.

g, AR E ISR BB IEREAF

22 5@ H Administrators

PRsfE. EHFEARSP

EmE—ERESE G EARE WEHRS  BREERE

EEL AR EESEREEANE ZERFEA.



(s',t Available Options X

Specify the combination of credentials required for access, Users will be required to

authenticate using both factors at login if a combinaticn is saved.

Fingerprint v and | Password v

HEAFERGER %ﬁua_/ CEEEREE HEARD,  BE_ERBEAMEEE RE  ARE-THEE.
BEBREAEE , Eri-i“)\ 21 HEM EAEE BT X BREIREL

HEMB A BRFE /Hﬁn , R TATIRERE.

. REERENEREE,  UECAERATR  BRFNEMNER.

FEEFRAECZARNETNEMERN—EMBEEER , FHENERBE.

EEREFAERBE , FEUSERULEIE,

EEAFFEAEFRTHEBEREZIVER , FEN—RAERE. EEFRANBIERNRE (OTP) , EEZBMELER

Windows & AEHNE ARIE,

EEFEA OTP hEEE A |, FEUHEM ERIRIE, PRIRIE, BUELLOTP B ERANE , REEVE—RFHAEL OTP

i, Windows & ABE L {FEEHER OTP #IE,

©) i BARRERES , S —XUEBWNERSN - BRERESER. OTP et AMNEENER , B LiifREIE
ERSTH, RETRIBBHAEE MM, ERABEANRBEZETNRE , YEERNEEREERERETES.

MTEREE, THARIE—RMRERIE , R REMEETRIEEREE. IEFESEN , F2HEK.

EE%EEEFE%‘EE%Z&EEE%AE’BE’&ET%ZE BRKE , FECHREREREE  EREME, B —XUHRE, TENMER

A,

. BERTREEEFAETMARERE , HENERE,

BRREATHAE AT B R E R A MITIIER EZ T2 NIRIE MW B, ERIEEHIBIT R HZAE B ARIE, |, YREAHFRE

MR —ERAEE. REFERAIEIBITIRA,

BERUVAMBERAST BENEE, B SEERMAYEEARPE-T THANEER , RigE HHEEE’JEIH.H B—T BERAL
EFME TR, LWBRAE , AR HYEIWJ:E’JEHH BAIEEAENZ BN EF 201 ABKE

REZIREFEAEETREA Windows B (kFER) SEMIEEMRE , MO JURE—RIZEBA., REEFZHFET NBEE
EiREE R F.
@ 5t:
AERHFERVEETHEEZE , FUANBERIZEERFHH RTE Windows BZAEM , 527 Windows T{EEBRPME.
TEEMRENEEASHE ELHIREE.

=111
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6.

'[;;j. Security Tools - Grace Period »

nforce Logen Palig Immediatety ¥
{:}. security Toaols - Grace Period »
Specify whien Wirdows users of this logon policy must eng
Enforee Logon Policy | Spechied Dele =
Thusday iy 174 @
emingd sz Casnbl=d .
= B T F rell
BIREAMAITHEE

EREENERER , BREAE , IREAZEEREIMFEBEZ BFARE MENWRERE RS RE0RE 8. AR
WEB | BRMBETL.

MRBHEMATAEIRLENRE  AARREERERURER—
B—TBAGELETIER  BURRERBRIME
MREREMEATRE  EERTRERE  BERNEEEEAERETEMNERRE  URERFRIMEERNRE.

IRBREME  B—TRANSE DDP ZEM T REETREREE
EIREABHEI AT RE
Eﬁﬁﬁ BRT  ERABEE  EEAEIEEM BERE, EXRNAE  SELEA. IREAFELATHS EIE /Y
o I'-l.\s R mbyr‘ﬂ A EHQE I—\/\/meWS yuk)\J gﬁ]ﬁi\lﬁﬁnﬂﬁﬂ—_\ﬁg*ﬂm

MR B RINEMERMZE , MEEA Windows.
MRFEABEREDEMERWRE , R2ECERE , BLEIRE Windows & AEMH.

EERTENHBIRE  FR-TEM.

—J'I- E & M\ﬁ% B EEE"‘ MI:I

EI’
'QEF—ZE% EEEJ%&J& .

1.
2.

3.

24

EREES HEHL , BUREEAENTU RBEES BESD.

EEERN BET  ENEBEES.

FEERETERENAL  FEERABAREREEEN  FAEIRRETES. CELEETAENETEERSERASERN
HAtE.

&  ENTRERBZISR , BAERNERAEACTUARMR TR EHEES PHRRE , BHEAMERRERRENER
BRABE LS.
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security 1ools - Setup

r‘ﬁ SEWMOT ". 51 :i,l-.rﬁl"
Emciy plion -
Marage a self-enarypting drive
Apph '.ir_ n-in oetions to Administrators v Do not reguire authertication
Authen tication
anfigure sign-inoptions snd credertial settings P e
Available Options ﬂ
S n-ir i
Fassword ./I K
...... lariag=
Firgerprin rd
Fecowery Questions i
Fingemprints amarcar /
I abile Davice Add an optior
Smartcard
Advanced
Users
A, change ar remsase LEers
Preboot SEUII'I'gS
Manage PBAsettings

4. RRESRFEMY EMAIEIE,
RIER B EREFLERERERER , LG ESEMREBLER. BULLEBUTAXBEERE :
EERERFTERMAS  FEEAERET BT » ERFE-ERESE ETEARE HES RS | RIEERE
*, RBRE-THEE.
i, AR ESEEBB AR ARELR. EHFEARS | BN ARRENREEANE_EREE.

{5’,& Available Options X

Specify the combination of credentials required for access, Users will be required to
authenticate using both factors at login if a combinaticn is saved.

Fingerprint ¥ | and | Password v

OK

BERFHERER %ﬁu&/ CEETEREE HEARS  BE_EREBEMEEE RE  ARE-THEE.
EEBBRENER E”’“‘)\&IEJ HEM EREIE T X BREBEE.
HEMEF A RTE /Hﬁ , R T HIBRE,

5. tEfﬁ%ﬁ EMABHRE  HE—TER.

®| B OBERCIER, R, BREEEREEGRIE,
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=JU r=t= / B

X EEREE

ETERME EEL , BUENEEEEACRMENELSER  SaFRERELRHE, "EREE TEFAEEREINIS
SCRIER |, EREFEINESER.

REEFRMBE

1. EEBEBRMNTEE T, EREREE.

2. ETERME EEL , ENE P =EELAEENERBE,

3. RE , BRZUHE=(EAE;TEAEEFREENMNBE.

4., EEFEFEREE, B—TEH.

Encryplion
Manage a set-=nerypting drive Specify the q " = ing Recoy st Ip. You need
Authenticabon
gure sl nptian redent ting
-
et
| What is your youngsst child's nickname
i} HEH Ll
o is your oldest ct &
Rlerpwvery Cuestions
-l - i [ L d grade t=acher?
Fingerprints
W [ I wihal Ciby o Bl 1 your mother arsd fakher meed?
Mobile Device
| I what City L Pl s Y First job
Smaricard
. | |What 15 vour favarte color?
Advanced
«| |What is your quest?
Users
Adol change or T
Preboot Sattings

AR E R BUR AR
REE IR R

1. EEERHNRET  EEER.
2. ETEM P RECAEBUVEMNELHE LRETR.
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Emrollments

Authenticalion

honee the minimum number of fingarmnnts resuired 10 comalete the snrollment and the
L OrAgUre SR-IRapiicns and e antial settings ! ! _1__ ! 1:‘-- 9= e 1 " t limer:
mum number of fingenaints a user can enrc
Sign-in Options
Minimum number of enolled fingerprints |2 v
F 1 W I
Melasirme, umber of enrgll=d fingempnints | 10 L

Finger Scan Sensitivity

'.-____', g the sensitivity changss the allow ed variance for each scan Less sensitiv Ly L3t mar
ce hlore senciivity lowers false acceptandce rata to 7 in 100000
Fiart i
I ¥ 1shen i i i | Car I
1ced licle
DoSE e tivity settir F T
Users
Add change or remous user I
& e
Prehnut“eﬂlnq:
Marage FEAsCTting s Clear Enrallments from Reader
Fi I I
Administrator Settings credentials stored in Comtralault
word, refovery and updaies Clasr Rrader
Apply

3. REEMIRENBRE.
RESBESEVEINSREAEIR/FENUEES. FHAKS
RESZERKES 10,000 TIFHEE 1 REREZ

4. BERREFRHENEEEBRAI ARG HERES
TIEII{’IEBE”%H.:%T?E’JTE’?EEEEHHEH
5. HERFREE, HE—TEH.

BRE—RMEZGERE

EEFRA— E&E%Iﬂﬁb , BRELUETEHEE £ Security Tools Mobile EARRNELE—RUHE , ART B LRAZE, FiE

ERERA—X , BETEEREEAER.

%%JLEEEWEX%«)\%E BRITHEARINEGS  E—SEAZEML,

E'ITEHEE BEEL  BAUETRESTHEBEE—RNEFRHLEUHNRE

HME—RERERE

1. EEERNTRET  RITEEES.

2. BERFHERAZBELTREFEIRITEIZEM Security Tools Mobile FERER, , FHEMERBARE.
H:ETREENMEMEIRMAELRGAZERE , SERRETOHEEHIVEM. —BERAKREFER , EFRERSEE
M TEIRE,

BENEBRBABBEIMSH  ERELATHBBTHRE , FHEFH Security Tools Mobile FEAEN. BITBRBERKBERE
TheE  MEEMARR.

EE , RETEREBALNEL. REEREL

B

s
i

i}, - TRREMHSE. LESBREEEMENEY. TEMkE—

b=1111]
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EnCrypioen
Marage aseif-ancpting drive

Authenbcxbon

Administrator Sotbngs
Marage peaidwd| . AN U pd ate

3. BEEBRE—AMEE OTP)MRE , & —AEEBRETEEFTERANEZRFTH.

4. FEEZNEAFLERA—AIMBRBNIEERY  FRAFNERESATERBZIRUTR 5 £ 30 HEF.

ERRBED LRE , EEREENEMTHEREZN , &F/H OTP Zhgk.

®

T —RERBZI , Dell BRELRES —HBESGIE.

REBES Tt

DDP|Security Tools TIEMEE ZF M HEIFEE.

ERXFRECABA RTINS RERHY. BB FHERETRBEEMR. CAC £ SIPRNet REREBRXTH

HLHEIIEE  ERAEBAFRE K BEEIRTTEA

PP ERERARERERENEMTIRIFEB AR,
BEFABRFIUEM—REBIEZF , IBEKRFPEMZRIFEBAF,
BEFTXIERMIERE.

(D|t: #EMSREAWIRSBRES R , £ S SRBIVEM.
REEZEREM
7 Administrator Settings T E#Y "E8E  R31IEHK L |, ZEMEEE.
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S

Emcryplion
M :

Authentication
onfigurs sign-in options snd credeartial settings
Sign-in Options

Password Manager

Recowery Cuestions

security 1ools - Setup

Present Contactless Smartcard

Contactless Smartcard is not detected

Fir i
Mobile Deace
Advanced
:l'I- l:ls
aX i i PEFE PR
1. B—TERBUCEREREEE, TELET  EUNEEAFERERTEMER  IREEANEAERITEREEMTE |

WRIBE—LREA.

@ Security - Setup
Encrypton Advan
Klarage a seit-ercrypting drive Hetaricad att sars 1o self-enroll credentials. modify snrolled credentials
Authen tication
o . o | Al wises T eder
T i
- — o | Al Lise f led o i
| Allo = gor ﬂ
5 d hanager
Fingerprints
Mahile Device
2. EIGUBMRZEG R
AFFERHMETE - FRRERERLZEG . AFEREEEENANERT , SEMRE. MRBMEZESHR , KEHRR

mEESEMITE.

ARFFEREBLEMATE - FRRE

HIRREE.

®

IMEBRRILZER T

EBE EHEMAEZRE.
®

3. TREKE—TEM.

, BRECEREEILRE,

BRI, ZNE  AEREEREEEEN
— IR BE B RIS A MIBRERRE | TAHRGEES ERAMBERE.

i FERMMEREFNRE  BE RRATEESRE, TANZAFER ,

RHFE—TRBA - E—LTREAREE—EA (SS0). BRFES/EIULZESGR. BALMRER  £AERE
FEREBEHEA Windows, BRBABKRSR , EAETLEEEAZL.

it RIEtEM AR EREREMRERE

EIERERE—TEM.
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= FHEEYHERE (ER)

MR AFAE Security Tools BEISE S REAL YR L BN E "B 8, RIBEE MRS , 7= A LRS-
=% , Security Tools A2 ERRIEIE=IERT :

SCardSvr - EEEENEZ FHER. NREFILLEERY  EAERMRELEANEER. REERBEER , LERRE0
RENRBEE LS.

SCPolicySve - BRR AR ERENEEERFHEEFAEEM.

WbioSrve - Windows ¥ ##8 AR 7538 A P in e AZ-NAEEEN. LR, BREPEFGTFEMPRER  BEASEFREEMYER
HEAR. EERBHFFFR SVCHOST BFARE.

FRLIETEREERNTZAERBEBNES
=R B ERIERLEN
MRBHUBIAEFERYERR 0, RRREQ/RUBLLINEE

1. #{T Regedit.
2. BREUTEEIER

[HKEY_LOCAL_MACHINE\SOFTWARE\DELL\Dell Data Protection]
SmartCardServiceCheck=REG_DWORD:0
BB OTRA. XA 1TEA.

EEEAENRE

RO EHERERERBUVRERECAEEAEE , AT HRENRE.
EEEAERE

1. URREERES D E—TRATEEREHEE.
2. B—THAEEREEEAFLERAEAETMARAE, RULSEETL

MR E
BB ERE
BRERENDE
Jears
Manage Dl Data Protection | Sscurity Tools users
Users are autoenatically added when they sign in to WA r eder dd User a
you to add existing 'Windows users. Enroll allows the t 0 el its. Remove
delete= the Windows user from accessing Dell Data Protection | Sscurity Tools snncliment options
d Use
Admin name kar name 1 User name 2
Admin Loy Iser
F E W ' v
Fir W
R 1esti v '
w
Orie-time Password
Sign-Ir oK
= 0K
Enrall Enrall Enro
Remove Rernowe Rernoye
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©) EE

'BBEES  MFAERM.

.

g ERH
©

BARTFRERAEATERAENEEMAAREE,
BARBREFER , RREEREAFLHAERHBZTANMGEMR. TEEBRRERLERER , RREEREAELAER

BE-NRERTER , EFRAELSATHE MM, EEREDFETHOEM,
BE. ReKMERTRRTERTREEM. SER—THMEEE , WGRE DS H A EEMARERBABE

1. B—THBERE  FIKREHA Windows E£AENEMER.
2. ERFEATHREARBRE  HEIYM4EE.

£t: #7 Windows &% A Windows it M2:%e; , FEHYMEXBERE.

Select User

Selmct this ohject fype:
Llpar Dbt Types...
From this location:
MBBR0-EN-WINET Locatians
Erter the chiec name o sslect dsampkesh

Check MNamea

Advenced... Ol Canoel

3. EXFHRIPBACHRENYNERE  ARE-—TRERR.

4. TREER—THEE.
FRGEMEER.

BEEEMNBECRAERENGRA.

nt B 54 52 1 Fl & 50 58

RRERETRREAEEIMABECRENRRE  BELEMEDNTEAEES  HINEEERBEERFHEERENER.

AMREBEEAERE

1. ERREEESRE. b, B-THAERE.

2. B EAE EEL , BT
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4,

32

Use rtomatically added when they sign in to Windows or ennall credentials, Add User a
o ta add evisting Windaws users. Enirall allouws laztad user to ann mederti EFIOVE
deletes the Windo er from accessing Dell Data Protection | Security Tools enrcllment optio
Add Use
Fd n e ¥ il Li!.' e L
Admin H= Ilser
Faszaord \,/ VH v’
Fir 1 W
Recowery Questions v, W
[anp—— W
Cne-time o
Hgn-Ir QK
Sessio QK
Enrall Enrall o
Remove Rerncee Rernouve
R ERE , B—TT—%.
[S# Security Toals - Enrall Credentials X
The Dell Data Protection | Security Teals enrollment wizard will guide you through the setup process

ETARERRE I HEARD , UEAEN Windows BIFE AN , RER—THEE.

A Authentication Required
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5. £ HB HE , BERBEEAEN Windows i , 75

EERBRBEINISR , FE-THEB. MRETREAMRE B

6. FERB—HEHMNETR A RAER-—TSENRE . BEBERE,
7. EriﬁgJEEt EEEZ\,J\ HEH:HE,JWLJD_\L IEJEEXHEHH{% B( T%Fﬁ

EERETREEM EEETER , B—TEE

MEEMARRERENFHREN BRI LSREFEED.

*g Bf?\._{E Ea%iH:H'E’J [T n§

BEXEBRERERNERABL.

RALFERFEZE  RARBE—TT—F.
B RERE

1. B—TRREESRERRE.
2. B—THAEERR ARRHLEBENERE.
3. BEREBEEEBRZAEBNEEORIGCRL. ZXEGCHRENER @
4. E—T @ fFR , RARE—T RHEDMER.
()| MREREAEW—EMORE  BRLZBLTABRREE, Lk, FERBBUTEBIRER,
EBRERE MR HOAFIER.
e
Manage Dl Dlsts Protecti =z urity Toals use
L tomaticalby add i sign in w5 ar credent dd User
CIR sting Winda r a5 the salacted o enirall en ials. Raracve
d nodows Fror = Dell Data Protectior urity T ent optio
dd Use
i - _
Fassic d W v v
Fir T W
Recowery Questio v W
R W
Hgn-Ir QK
Seszion QK
Enrall Enrall o
Remicre Rernicee Rermiove

BIRERHFIMOERE

1. B—TRREERERERR.
2. B—TERERR K ARBREBEBRNERE.
3. B—TBR. (BRaSTUMIERREERERENEDN).

Bh&  BRIEENEMR  SARBERAESREIEZASHK.

@ Administrators

FE—TEE,

RERABRGTHE
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EEMERZE DDP | Security Tools , % BZEA 2 local Admin (FAERREEES) FAHE.

fRR 24t DDP | Security Tools

BRI EFRRETEERARER

DDP | Client Security Framework

2. DDP | Security Tools Authentication

3. DDP | Security Tools

MR AR B RNBHEE  FERUTIETHMRRE

1. Deprovision (#BR#MI%E) SED :
a. & Administrator Settings ( REEEERTE ) > #&— T Encryption ( 1% ) Z#.
b. #&—T Decrypt ( ##% ) , FRME.
c. #% SED %  BEFREB B,

2. 7£ Windows ##|& & , #i{E Uninstall a Program ( fERBZHER ) .

O : pase > e > XML > WHREBE,

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall 8 program, select it from the list and
@u Turn Windows features on or then click Uninstall, Change, or Repair.
off
Organize *+  Uninstall  Change =+ @
MName .

: () Dell Data Protection | Client Security Framework
) Dell Data Protection | Security Tools
() Dell Data Protection | Security Tools Authentication

3. FERRZZ Client Security Framework , A& E ¥RV E RS .
4, & Windows 1Z#|& , fRRZ % Security Tools Authentication.

BERETAS  RRCRTERDEATEN.
MBFHEEHELRSMTA , WE—T Yes (£) . FUE—T No (7).
BB RERMRE , BEFHDHEM.
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Dell Data Protection | Security Tools Authentication

You can preserve user data for Dell Data Protection | Security Tools
4 l % Authenticztion and itz applications, in case you want to rzinstall them.
Or you can remove the user data as part of the uninstallation,

Do you want to preserve the user data?
Yes Mo

& Windows $54& , #EBRZ22E Security Tools.
BERRAR  RRERRETEBRILEREXRE T,
B—T Yes ().

ENEE R Uninstallation Complete ( fERRZH TR ) ¥EEH .

#£—T Yes, | want to restart my computer now ( 2 , BEESHRIFHEH ) , AEBIE—T Finish (TR ) .
EISEFHRE , TRBEBRTEEE,
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BIR

EREEAEFEAE AR MREREER
One-time Password (OTP) (—R1Z18) : A& FMAVITEIZEE £ LA Security Tools Mobile FERRRXESE OTP |, MTE
Windows & AZHEA OTP , LAEREIZE#ERR. WAEEAESHER Security Tools TEEM FEHMTEIEER , I A LLEIE,

EEAE OTP I ERERCH , FAFETAEA OTP 2 AEM.
©) i —RMEZEE (OTP) DIRERESR TPM , MBEXERARMESE. I Clear Ownership and Activate the TPM (BERFIE
#EREE TPM) FEIER. OTP ThEEm MR HRER , B LERMELIEERISTH. MEFHER , 552/ Configure

Sign-in Options (FREZEAEH),
Recovery Questions ({fRIR%E) : #AEFREZ—HEEARRE , LREEZWMEKNINGE. WEERERREES XA
Recovery Questions (E/RREIRE) , B A& 25 Recovery Questions ({E/RMRE) %& , FAIFEALEIE, WIRIFAHAEBHE

BIEREE EEEE Windows B AEM , NEIFZEEEHER.
BHAMBERAEEELNSAMERBRE , LB LAY Security Tools SETEIRE |, MIFEREEX R,

HIEER , Windows Z AEREIRE

O ZERBEE , LUEJRE Windows & AZEAYFEVER :
1. EEFAERBE , FR—TEEZFEIVSNIRS ?
A MEREENNERRE,

User Name
poieg
‘Who wai your st smpioyer?

In wehast city or lowen was your it Job?

What was the Last namss of your third grace

Arwear spcurity QuISTond Tor BCOHE MCTYIY.
Sigr-in optiors

2. MATR  RBE-THEE.
BRUYMABEERE  FEAFRRREREN. BT REVENBRICRNKARMZE.

MRREEIMALEFER Windows 285 , AR REERIHTEEH.

,,,,,
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BE&ER , PBA BIRRIE

EZEEREE , LEREREMBIESHNFIER

1. BABWERERS.
2. BEEETH , £B—TRE > BARBE.

Racovary Cusstions
Hetwork Information Challenge Response
Sarvar Syne

SN oo
Kayboad 3 PECE
Support Tool

Suppon Informalion
Aboit
Shut Down

£ oprans 0 2016 Dl me A nghts fegarved =

3. HRBAZHER  FRALEE—RBAR , SREREERREHNEE.

Recovery Questions

Answel cllowing re ¢ questions to gain access to

the Wi

What i your mother's maiden name?

Answer

'R
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Recovery Questions

Answer the following recovery guestions to gain access t
the Windows Operating System.

Who is your favorite T show character?

S 4 - =1
BRER , —REZE
teFE FFER R AN O 6 F — R 2358 (OTP) Zhek |, & Windows BiSBH RS ET  IEBBAFNEAER B LRE , ERFIRE
FERYRERR. —RMEES (OTP) BEMAEEMAECHMITEHRE , B OTP ZRIRB AR E A Windows BFHER.

()| &: —RUEZWBHERES TPM , AL ARMARAS. OTP JHR Windows MESHER , B LEMELFERETH. R
KEESURERAAFH OTP ARNERIARE , SERAILIIEE.

£/ OTP ERIFENERAYTh&E -

1. 7 Windows EAEM , #2E OTP BI’R m o

Administrator
e VAdminsiraton

Enter of s&nd a One-time Pessword from your
mobile deviie.

= @

2. TEITENSEE L |, BARI Security Tools Mobile FEFTER, , REBWMAZE,
3. ENMEFRMNER.

BETHRERBERERESE  TREEEST—BEHR :
THREBEHARECENERFTINWER LM E R,
EEHAZE Windows ERAFEIRS |, AITJRERREBRIFIFERY EREIL R %% DDP | Security Tools , BRF R K4 A A A B
HEMETHRENEABRFEA.
4, % One-time Password (— XM ZHE),
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EWETHERE LT,

® B MERE—-TENEIEAE E , NSHZH. OTP RIMREMEIER , BLE 0 WFEES—E OTP. BIKEETE)
HBYWERS , WERERHEERNZE. METEAEEESE , BEREMEATERELRES , H OTP LT HE
M, MRB|AERE , FERIOYBEMALBEENRS , ABRBH K
5. 7EEREHY Windows B AZH L , MATTEEE LERHNENE | ARIZT Enter.

6. EEMMERFRERNEZELE , ZH | forgot my Windows password (3 S50 Windows Z15) , ARKBEE LB TRERR
5.

@ Recovery mode

| e lost my cand or rmy fingerprint reader no longer woris
Select this option 1o enroll your credentials.
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BUBRM - BURIRA 2 BER PBA EREL A PBA. MR MHEFTEZRMT REEN.

—RMZHE (OTP) - —RMZIBREFA—X , JHAR, OTPEEF TPM , MEXBRARER. 3EiB Security Console (Z& 4
F12E) F Security Tools Mobile FERTER, , BITHEBEBASELE , ENRRUA OTP, Security Tools Mobile FERREXZHETEIRE L
EERE , LEFHENEHN Windows BAZMEA. RIFFEL , EXBBHRSEERE , BFEAEHRERB OTP ZAEBH ,
A OTP EE M AN IR EEIER. OTP RE AMNREIRER , EELEABEANME. OTP FIEEMZRBEREA —X , LN
ERERBHE , AtZ2 SN EaETEREE.

FHRTERRE (PBA) - BI#EATERRE = BIOS BRI , ILZEENRIFB URREERBUNNBRRLZEHENR. ERERE

REIEMERA , PBA SR L EREIRIFERREFRE,

BE—% A (SSO) - 7E AT Windows BARRRAZERZRENELT , SSO BEfLEARF. MRMA , AEFEHRMENER

& AEREAEEHEAE Windows. HREA , AITT8EEZREFE A,

ERFEEE (TPM) - TPM BEE=ZARIEMENLZ MR - R2ffF. AERZH. NEAFHKER TPM RRRBER2/FY
B, TPM Rl BRERIFERMHANBRR. SERLERA—NUENHWE , WL AER TPM.
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