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I'Ipmmeanvm, npeaynpexgeHna n npenocrtepexeHna

NMPUMEYAHUE: NomeTtka MPUMEYAHUE yka3biBaeT Ha BaxxHY MHcopMaLuto, KoTopasi MTOMOXET UCMOoNb30BaTh
AaHHoe usgenue 6onee acppeKTUBHO.

®

Yka3bliBaeT Ha BO3MOXXHOCTb noppexpneHus yc-rpoﬁc-rBa Unn noTepu AaHHbIX U NOACKa3bIBaeT, KakK
nsbexarb 3TOM NpoGnemsbl.

MPEOYNPEXOEHUE: Yka3biBaeT Ha pUCK NOBpeXaeHUs o6opyaoBaHus, NONy4YeHus TpaBM UITU Ha yrpo3y Ans
XKU3HWN.

A

© 2017 Dell Inc. All rights reserved.Dell, EMC n apyrvue ToBapHble 3Haku ABAAIOTCA TOBapHbIMY 3Hakamu koprnopauun Dell Inc. unu
ee Jo4epHMX KOMNaHwui. [lpyrne ToBapHble 3HaKu MOryT GbiTb TOBApHbIMU 3HAKaMU COOTBETCTBYIOLLMX BNafernbLEB.

Registered trademarks and trademarks used in the Dell Data Protection Encryption, Endpoint Security Suite, Endpoint Security Suite
Enterprise, and Dell Data Guardian suite of documents: Dell™ and the Dell logo, Dell Precision™, OptiPlex™, ControlVault™, Latitude™,
XPS®, and KACE™ are trademarks of Dell Inc. Cylance®, CylancePROTECT, and the Cylance logo are registered trademarks of Cylance,
Inc. in the U.S. and other countries. McAfee® and the McAfee logo are trademarks or registered trademarks of McAfee, Inc. in the US
and other countries. Intel®, Pentium®, Intel Core Inside Duo®, Itanium®, and Xeon® are registered trademarks of Intel Corporation in the
U.S. and other countries. Adobe®, Acrobat®, and Flash® are registered trademarks of Adobe Systems Incorporated. Authen Tec® and
Eikon® are registered trademarks of Authen Tec. AMD® is a registered trademark of Advanced Micro Devices, Inc. Microsoft®,
Windows®, and Windows Server®, Internet Explorer®, MS-DOS®, Windows Vista®, MSN®, ActiveX®, Active Directory®, Access®,
ActiveSync®, BitLocker®, BitLocker To Go®, Excel®, Hyper-V®, Silverlight®, Outlook®, PowerPoint®, OneDrive®, SQL Server®, and
Visual C++® are either trademarks or registered trademarks of Microsoft Corporation in the United States and/or other countries.
VMware® is a registered trademark or trademark of VMware, Inc. in the United States or other countries. Box® is a registered trademark
of Box. DropboxSM is a service mark of Dropbox, Inc. Google™, Android™, Google™ Chrome™, Gmail™, YouTube®, and Google™
Play are either trademarks or registered trademarks of Google Inc. in the United States and other countries. Apple®, Aperture®, App
StoreSM, Apple Remote Desktop™, Apple TV®, Boot Camp™, FileVault™, iCloud®SM, iPad®, iPhone®, iPhoto®, iTunes Music
Store®, Macintosh®, Safari®, and Siri® are either servicemarks, trademarks, or registered trademarks of Apple, Inc. in the United States
and/or other countries. GO ID®, RSA®, and SecurlD® are registered trademarks of Dell EMC. EnCase™ and Guidance Software® are
either trademarks or registered trademarks of Guidance Software. Entrust® is a registered trademark of Entrust®, Inc. in the United
States and other countries. InstallShield® is a registered trademark of Flexera Software in the United States, China, European Community,
Hong Kong, Japan, Taiwan, and United Kingdom. Micron® and RealSSD® are registered trademarks of Micron Technology, Inc. in the
United States and other countries. Mozilla® Firefox® is a registered trademark of Mozilla Foundation in the United States and/or other
countries. iIOS® is a trademark or registered trademark of Cisco Systems, Inc. in the United States and certain other countries and is used
under license. Oracle® and Java® are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their
respective owners. SAMSUNG™ is a trademark of SAMSUNG in the United States or other countries. Seagate® is a registered
trademark of Seagate Technology LLC in the United States and/or other countries. Travelstar® is a registered trademark of HGST, Inc. in
the United States and other countries. UNIX® is a registered trademark of The Open Group. VALIDITY™ s a trademark of Validity
Sensors, Inc. in the United States and other countries. VeriSign® and other related marks are the trademarks or registered trademarks of
VeriSign, Inc. or its affiliates or subsidiaries in the U.S. and other countries and licensed to Symantec Corporation. KVM on IP® is a
registered trademark of Video Products. Yahoo!® is a registered trademark of Yahoo! Inc. This product uses parts of the 7-Zip program.
The source code can be found at 7-zip.org. Licensing is under the GNU LGPL license + unRAR restrictions (7-zip.org/license.txt).

2017- 02

Rev. AO1


HTTP://7-ZIP.ORG
HTTP://7-ZIP.ORG/LICENSE.TXT

Contents

I == 7= =Y S 5
L0 1 o] o JE TSSOSO PSPPI 5
D7 I o T=T T o= - 1 T 6
LIDAUIBEPBL.......cuiiiieitiiet ettt ettt bbb bbb he b s bbb bbb Re bR e bbb b ebe bR e bR e bt be b ebe b ebe b seea et et ere e 6
MpenBapuTenbHbIE TPEOOBAHMNS ATIS KITUEHTE.......coviiiieiiiiiii ettt 6
SOTTWAIE. ...ttt bbb bbbt b b h e H £ E bR bbb bRt E e E R E bbb bbb bbbt 7
HAIAWAE. ..ottt ettt ettt et bbb te b s e e b e 4 e b e b ebe b e b e b e s e e b e s b e b e b ebe b eRe b oA e eb e b et et ebe b eRe et re et et ebe b ebe b eters 8
FIBBIKOBAS MOLIEPMKKA. ....vvevervveeeresiateeesesestetesesestesesesessasesesessesesesessasasesessssasesesessesesesessesesesessasasesessasasesesasesesesesasesesensasenes 10
MapamMeTpbl MPOBEPKU MOLATIUHHOCTM. .....c.viverieierietesiarestetesetetestatessasessesessessasessasessasesseseasessasessasessasessessasessesessasessesessens 10
COBMECTUMOCTD. ...ttt ettt ettt ettt ettt ettt 4 4 et 24 e 42 a4 2442424 e 24442242 e 2224242 e 222 et 2ttt ettt ettt ettt ettt ettt M
OtmeHa uHnumnanusaumm n yaaneHme Dell Data ProteCtion | ACCESS......uwiiierierirneenesisieee s sesissesenes 1
OTtmeHa uHnumnanusaumm odopyaoBaHus, ynpaBnsaeMoro DDP|A. ... 12
YOAIEHUE DDP A ... oottt ettt ettt e e 1o e o4 e e te st e b et et e a4 st et et et et et e et e s e et e s b e be b be et et et seeae s 12
VIHULIMATINBALMST TPM .. .ottt ettt ettt ettt e et e et et e e e et e s h e et it e sae et e e e et e saeesaeeatesteesaesetesteesteetessreesteseee e 12
Ounctka cobCTBEHHOCTM N aKTMBaLMSA AOBEPEHHOro NNnatdopMeHHOro Mogyns (TPM) ... 13
3 YCTAHOBKA N @KTUMBALIMS .. cuseueurarmurasassaressssasnssessssasassamssa s as s nm s s s s ko s £ mas R e aa R m R a N £ nmnRa R ms s anmnnnsmnnnrnnen 14
YCTAHOBKA DDP | SECUIMTY TOOIS. . .eutiiietiieiieiete ettt ettt ettt a et e bbbttt n st en e 14
AKTUBALNA DDP | SECUNTY TOOIS..uiuiieeieiiieteietsisieieie sttt tete ettt eesese e s s ese e et esese s nbesese e s enene e sens 15
4 3apa4m HaCTPOMKUN ONA aAMUHUCTPATOPOB. c.cueurururnrarerermrermsnsnssasssasasasasesmsmsmssssssssasasasasasasasnsnsnnsnss 18
Change the Administrator Password and Backup LOCATION..........ccuviiiiiieiiesese s 18
HacTtpoiika LwndpoBaHMs 1 NPOBEPKN NOANUHHOCTU NEPEL 3ATPY3KOM....c.cveereiierieeeererieieesesieieseseseeeeeseseeeenenes 20
M3meHeHmne HacTpoek chyHKum Encryption («LndposaHnes) n Preboot Authentication
(«MpoBepka NOANNHHOCTU NEPEL, BATPYBKOM® )..vuvvrireeereriiseererisessesesesesessesesesessesesessssssesessssesesessssssesessssssesenees 23
Configure AUTNENTICATION OPTIONS. .. ..iieiieieeieestei ettt et st et sae e ete s e te b et e be s e ase st ebe st ate st etesbe e aseseasenes 23
CoNFIGUIE SIGN=IN OPTIONS. ...ttt ettt et £ b b b et b ettt e b et e et e b e e et b e et enene e e s 24
Configure Password Manager AUTNENTICETION. ...ttt 25
CoNTIQUrE RECOVETY QUESTIONS. ... cuiiiiiiieiiiieiete ettt ettt et e te b e te st et e sb et ebe st e be b e se b e ne st e s e et e ere e 27
Configure FIngerprint SCan AUTNENTICATION. ........cioiirieiei ettt ettt nenenenas 28
Configure One-time Password AUTNENTICATION..........cciiiiiiiiee e 29
Configure Smart Card ENFOlIMENT........ciiiiee ettt st b et eetestese st ene st e e eseeenes 30
Configure AQVANCEA PEITNISSIONS. ... .cutiivitereriaieieteieteeeeere ettt ee ettt tes et st beseseasaeesese et aeesesesaeesesesanenesensananas 31
Smart Card and Biometric Services (OPLIONEI)........coioiieiiiciirec et 32
MaNAQE USErS' AUTNENTICATION. ... ..iiiiiiiiiceicesie ettt ettt e be b e te st et et s e et st e be b e te b e te st e e abe e et s 32
AT NEW USETS...c.iiiiiieiteite ettt sttt sttt sttt be e te et e e teabeeteebeebe et e et e e te e R e e s e et e e s e e seeRe et e eseeseeseeReeseaseaseaseaneanaasearaaseanes 33
Enroll or Change USer CredentialS.........cc it 34
Remove ONe ENrolled Credentil.........c ettt et 35
Remove All of a User's Enrolled CredentialS...........cccociieiiiiiiiceicesee ettt 36
EoIRC =1 b L 1 g (o IR 7 B T g LY T o 37
YAANEHNE DDP | SECUMTY TOOIS....c.tuiuiiiririsiriiisisisistsis ettt sttt sttt ettt ettt 37

Contents 3



LS = 2o X oy = 13 Lo =3 5 1= 5 17, - 39

Self-Recovery, Windows LOgon RECOVENY QUESTIONS..........ciiiiiriieiriee ettt saesesaesessenessesees 39
Self-Recovery, PBA RECOVEIY QUESTIONS. .......iiiiiie ettt ettt sttt ettt e et estesetssraesteeteerassteetsereesteeeeareesteeesanes 40
CaMOBOCCTaHOBMNEHNE, OFHOPAZOBBIN MAPOIID. .....cuiieuiteieeaeiieieeaeseeseeeesaeseeaeaseseseasaseseseasassseseasassseseasasasesensasssesenses 41
78 I 2 (oo o T o1 7 44

Contents



BBeaeHue

Dell Data Protection | Security Tools o6ecneunBaeT 6€30MacHOCTb 1 3aLLMTy B MpoLecce naeHTUdrKaLMm agMUHUCTPATOPOB U
none3osaTenen komnbtoTepos Dell. YTunuta DDP | Security Tools npegycTtaHaBnmMBaeTcs Ha Bce Moaenuy KoMmnbioTepos Dell
Latitude, Optiplex n Precision n HekoTopble mogenu HoyToykoB Dell XPS. Ecnu Heobxogumo nepeycmaHosums DDP | Security Tools,
cnepymnTe MHCTPYKLMSAM B HACTOSILLLEM PYKOBOACTBE. [N nony4yeHus AOMNONMHUTENBHOW NOAAEPXKKN CM. BEG-calnT no agpecy
www.dell.com/support > Endpoint Security Solutions.

O630p

DDP | Security Tools — koMnneKCHbIV NpoayKT Ans 6esonacHocTu, paspaboTaHHbIn Ans obecnedyeHns Nogaep K paclumpeHHom
NpPOBEPKM NOANMHHOCTK, NPOBEPKM MOANNHHOCTM Nepeq 3arpy3kon (PBA), a Takke noaaepxkm camoLMdpyOLLMXCS ANCKOB.

DDP | Security Tools obecneurBaeT MHOrohakTOPHYO NOAAEPXKKY ANst MPOBEPKU NoANMHHOCTU Windows ¢ MOMOLLbIO Naponewn,
cyMTbIBaTENew OTNeYaTkoB ManbLEB N CMapPT-KapT, KOHTAKTHbIX U OECKOHTaKTHbIX, @ TakkKe AN CaMOCTOATENbHOW OAHOLLAroBon
pernctpaumm (cuctema eguHoro Bxoga [SSO]), n ogHopasosbix naponen (OTP).

Mepen BHeceHnem cpencTs obecneyeHns 6e3o0nacHOCTM Ans KOHEYHbIX Nonb3oBaTtenemn, agMMHUCTPaTOP MOXET HacTPOUTb
yHKUMM NakeTa Security Tools, C NOMOLLIbIO MHCTPYMEHTa «MapaMeTpbl agMUHUCTpaTopa» koHconu 6esonacHoctn DDP,
HanpvmMep, 4Tobbl BKOYMTL NPOBEPKY MNOANMHHOCTM NEpe 3arpy3kon U NOAUTUKN NPOBEPKU NOAMMHHOCTU. OAHaKO HacTPONKM Mo
YMOMYaHUIo NO3BOMAT aAMUHUCTPATOPaM U Nonb3oBaTeNnsaM HayaTb UCNONb30BaTb cpeacTBa 6e30nacHOCTU cpasy xe nocne ux
YCTaHOBKM U aKTUBaLmu.

KoHconb 6e3onacHoctu DDP

KoHconb 6e3onacHocty DDP - a10 uHTepderic cpeacTs 6esonacHocTn, bnarogapsa KOTOpOMy Nonb3oBaTeny MoryT
3aperncTpupoBaTtbCda U ynpaendaTb CBOUMU Y4E€THbIMU AAHHbIMU, HACTPOUTb BOMNPOCHI AN1A CaMOCTOATENIbHOro BOCCTaHOBIEHUA
AoCTyna B COOTBETCTBUN C TpGﬁOBaHMHMM NOJNTUTUKMN, yCTaHOBﬂeHHOVI aAAMUHNCTPATOPOM. MNMonb3oBaTtenu MOryT NONy4YnTb AOCTYN K
3TUM MPUNOXeHUAM CpeacTB ©e3onacHoCTu:

MHCTpYMeHT WwindpoBaHnsi NO3BONSET NOMb30BaTENSIM NpocMaTpuBaTh CTaTyC LWUNGPOBaHUS AUCKOB KOMMbIOTEPA.
MHCTpyMeHT permctpaumy no3BonseT nonb3oBaTensiM HaCTPOUTb YYeTHbIE AaHHbIE U YyNPaBNATb UMW, HACTPOUTL BOMPOCHI AN
CaMOCTOATENBHOrO BOCCTAHOBMNEHMS AOCTYNa U NpocMaTpmBaTh CTaTyC perncTpaumm CBoMX y4eTHbIX AaHHbIX. DTN npaBa
OCHOBaHbl Ha TpeboBaHUAX MNOMUTUKK, YCTAHOBNEHHON aAMUHUCTPaTOPOM.

OucneTtyep naponen (Password Manager) no3BonsieT Nonb3oBaTeNsM aBTOMaTUYECKM 3anoHATbL DOPMbl U BBOAUTL AaHHbIE,
Heobxoaumble onsa Aoctyna kK Beb-cavitam, npunoxexHuam Windows n ceTeBbiM pecypcaM. Password Manager Takke
npeaocTaBnAeT Nonb30BaTeNnsiM BO3MOXHOCTb M3MEHSITb NApOnyv 41151 BXOAA C MOMOLLBO NpUnoxenus. Takum obpasom, Bce
napornu, KOTopble HAaXOOATCA NOA4 KOHTporeM nNpunoxenns Password Manager, 6yayT CMHXPOHU3MPOBaHbI C NAPONSAMM LieNeBbIX
pecypcosB.

MapameTpbl agMMHUCTpaTOpa

MHCTpYMEHT HacTpoek agMuMHMCTpaTopa UCnornb3yeTcs Ansi HAaCTPOWKN cpeacTs obecneyeHnst 6e3onacHOCTU 4Nsi BCEX
nosnb3oBaTerien KOMNbTEPa, YTO NO3BOMSET agMUHUCTPATOPY HAaCTPOUTL NMONIMTUKMA NPOBEPKM NOASIMHHOCTM, YyNpaBnsaTb
nosnb3oBaTeNsAMN N HACTPOUTL YYETHbIE JaHHbIE, KOTOPbIE MOXHO MCNONbL30BaTh Ans BxoAda B Windows.

C NOMOLLBbIO MHCTPYMEHTa HacTpoeK agMUHUCTpaTopa agMUHUCTPATOP MOXET BKIOUNUTb LWNPOBaHUE U NPOBEPKY NOANNHHOCTA
nepepn 3arpyskou (PBA), a Takke HaCTpouUTb NONUTUKN PBA 1 TeKCT, BbIBOAMMBIN Ha 3KpaHe NpoBepKN NOANIUHHOCTY.

MepenguTte k pasgeny TpeboBaHus.
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http://www.dell.com/support/my-support/us/en/19/product-support/product/dell-data-protection-security-tools

TpeboBaHus

DDP | Security Tools npegyctaHaBnuBaeTcsl Ha Bce mogenu komnbtoTepoB Dell Latitude, Optiplex n Precision n HekoTopble
mogenu HoyToykoB Dell XPS n TpebyeT BbINONMHEHUS NPUBEAEHHbBIX HXKE MUHUManbHbIX TpeboBaHuin. Ecnv BO3HMKHET
HeobxoamnmocTb nepeycrtaHoBuTb DDP | Security Tools, cnepyeT elle pa3 ydoeautbcs, YTO Ball KOMMbIOTEP COOTBETCTBYET 3TUM
TpeboBaHusam. Cm. Bep6-canT www.dell.com/support > Endpoint Security Solutions ons nonyyeHus 4oMoONHUTENbHOM
MHopmaumu.

Windows 8.1 He cneayeT ycTaHaBnMBaTh Ha Aucke 1 Ha caMoLuMdpyoLWmMXcs guckax. Takasa KoHdurypaums onepaumoHHOM
CUCTEMbIl He NnoadepxuBaeTcs, Tak kak Windows 8.1 cosgaeT pasgen BocctaHoBneHus O, KOTOpbI HapyLlaeT NpoBepKYy
NoANMHHOCTM Nepes 3arpy3koi. Moatomy nubo ycrtaHosuTe Windows 8.1 Ha amcke 0, nubo BoccTaHoBMTe 06pa3 Windows 8.1 Ha
OHOM 13 OUCKOB.

DDP | Security Tools He noaaepxvBaeT QUHAMUYECKNE OUCKN.

KomnbloTephbl, OCHaLLeHHble CaMOLLMGPYHOLLMMUCS OUCKaMK, HE MOTYT MCMOMb30BaThCS C annapaTHbIMU KpUMNTOrpadonyecknmm
yckoputenamm (HCA). Ucnonb3oBaHne HCA HEBO3MOXXHO MO NpuUYnHE HecoBMecTMMOocTU. CnegyeTt MMeTb B Buay, 4to Dell He
npoAaeT KOMMNbKTEPbI C CaMOLLMAPYIOLLMMUCS ANCKaMK, KOTopble nogaepXxuBatoT paboty moaynsa HCA. Takue He
noaaepvBaemMble KOHUrypauum MoryT BO3HUKaTb Ha BTOPUYHOM PbIHKE.

DDP | Security Tools He nogaepxuBaeT paboTy KOHUrypaLuin ¢ MHOro3arpy3o4HbIMU ANCKaMW.
Mepepn ycTaHOBKOW HOBOW OnepaLMOHHOM CUCTEMbI Ha KNUEHT ouncTute [JoBepeHHbIn nrnatdopmeHHbin moayrs (TPM) B BIOS.
SED He TpebyeT TPM, 4Tobbl 06ecneynTb pacluMpeHHyo NPOBEPKY NOANMHHOCTY UNK LW pOBaHMeE.

OpanBepbl

[ns nogaepxmBaembix camoLLn@pPYOLLMXCS ONCKOB, COOTBETCTBYOLMX cneumdmkaumm Opal, TpebyroTcst 0OHOBNEHHbIE
npaneepsbl Rapid Storage Technology, pacnonoxeHHble Ha Beb-caiTe http://www.dell.com/support/drivers/us/en/19/
DriverDetails/Product/latitude-e6440-laptop?

driverld=1KX2H&osCode=W764&fileld=3356216042 &languageCode=en&categoryld=SA

@ NMPUMEYAHMUE:

WU3-3a ocobeHHocTen RAID 1 camowumndpyrowmxcsa AUCKOB, yrpaBrieHue camolundpyrowmmmucsa guckaMmm He
nopaepxuBaeT RAID. Mpo6nema c HacTponkon «RAID=0n>» npu paboTte ¢ guckamu SED 3akntoyaeTcs B TOM, YTO
RAID TpebyeT gocTyna K AUCKY ANsi YTeHUs U 3anucu gaHHbix RAID B cekTope BbICOKOro nopsiaka, Kotopble He
[OCTYMNHbI Ha 3a6nokMpoBaHHOM aucke SED ¢ MoMeHTa 3anycka, U He MOXeT XAaTb BO3MOXHOCTU CYUTbIBaHUA
3TUX AaHHbIX, A0 TeX NOp NOoKa Nofib30BaTelNb He BbIMOMHUT BXo4 B cUcTeMy. YToObl pewnTb 3Ty npobnemy,
M3MeHUTe HaCcTPONKy Ans pa6otbl ¢ auckamm SATA B BIOS ¢ «RAID=0n>» Ha «AHCI». Ecnu B onepaunoHHoOmM
cucTeMe npeaBapUTeNibHO He YCTaHOBIEHbI ApanBepbl KoHTponnepa AHCI, To nocne n3aMeHeHUs HAaCTPOWKKU C
«RAID=0On» Ha «AHCI» onepauMoHHasa cucTemMa BbiBeAeT «CUHUM IKPaH».

MpepBapuTenbHbie TPpe6oOBaHUA ONA KIIUEHTA

Ina paboTbl Security Tools TpebyeTcst nonHas Bepcusa Microsoft .Net Framework 4.5 (unu 6onee no3gHsis Bepcus). Ha Bcex
KoMnbloTepax, noctaenaembix Dell, yxxe yctaHoBneHa nonHasi Bepcusi Microsoft .Net Framework 4.5. OgHako ecnu Bbl
ycTtaHaBnueaeTe Security Tools He Ha obopyaoBaHue Dell unm obHoBnsieTe Security Tools Ha ycTapeBLuem obopyaosaHum Dell,
cnepyeT NpoOBEpUTb YCTaHOBMNEHHY Bepcuto Microsoft .Net n o6HOBWTE ee nepef ycTaHoBKoOW Security Tools B Liensix
npenoTBpaLLeHNsi BO3HUKHOBEHMWS HEMONaAoK Npy yCTaHOBKE U o6HOBNEHNN. YTOObI yCTAaHOBUTL MOMHYH BEPCUIO
Microsoft .Net Framework 4.5, nepengute no ccblnke https://www.microsoft.com/en-us/download/details.aspx?id=30653

YT0o6b! Yy3HaTL BEpCUio yCTaHOBMNEHHON cpefpbl .Net Ha KoMnbloTepe, rae NnaHnpyeTcs ycTaHoBKa Security Tools, BbINOMHUTE
yKasaHusi u3 cneaytoLlen cebinku: http://msdn.microsoft.com/en-us/library/hh925568(v=vs.110).aspx

Ha komnbtoTepe JomkHbl ObITh YCTAHOBMEHbI CaMble NOCMNeAHNE BepCuM ApanBepoB U MUKPONporpaMm Ans o6opyaoBaHms
NPOBEPKM NOANMHHOCTK. [nd nonyyYyeHnsa apariBepoB 1 MUKPOMporpammbl Ans komnbiotepos Dell, neperanTe Ha cTpaHuuy
http://www.dell.com/support/home/us/en/19/Products/?app=drivers n BbibepuTe Mogenb Ballero komnetotepa. B
3aBMCUMOCTU OT MMetoLLerocs 060pya0BaHUS NPOBEPKU NOANIMHHOCTU 3arpy3uTe cnegyloLiee:

[pansep anga cumtbiBaHMs oTnedvaTkoB nanbues NEXT Biometrics

TpeboBaHus


http://www.dell.com/support/troubleshooting/us/en/04/Product/dell-data-protection-security-tools
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http://www.dell.com/support/drivers/us/en/19/DriverDetails/Product/latitude-e6440-laptop?driverId=1KX2H&osCode=W764&fileId=3356216042&languageCode=en&categoryId=SA
http://www.dell.com/support/drivers/us/en/19/DriverDetails/Product/latitude-e6440-laptop?driverId=1KX2H&osCode=W764&fileId=3356216042&languageCode=en&categoryId=SA
http://www.dell.com/support/drivers/us/en/19/DriverDetails/Product/latitude-e6440-laptop?driverId=1KX2H&osCode=W764&fileId=3356216042&languageCode=en&categoryId=SA
https://www.microsoft.com/en-us/download/details.aspx?id=30653
http://msdn.microsoft.com/en-us/library/hh925568(v=vs.110).aspx

Opansep Validity FingerPrint Reader 495
[pansep cumtbiBaHMs cMmapT-kapT O2Micro
Dell ControlVault

MpounsBoaunTeENu CTOPOHHEro 0GopyA0OBaHNA MOTYT TpeGoBaTb COGCTBEHHbIX ApaiiBepoB.

Mporpamma ycTaHOBKM MNO3BOSUT YCTAHOBUTb 3TOT KOMMOHEHT, ECIN OH OTCYTCTBYET Ha KOMMbIOTEPE.

MpepnBapuTenbHble TpeboBaHUA

PacnpocTtpaHsieMbiin nakeT Microsoft Visual C++ 2012, o6HoBneHue 4 (unu 6onee nosgHee) (x86/x64)

Software

Windows Operating Systems

The following table details supported software.

Windows Operating Systems (32- and 64-bit)

Microsoft Windows 7 SPO-SP1
- Enterprise

- Professional

®| NOTE: Legacy Boot mode is supported on Windows 7. UEFI is not supported on Windows 7.

Microsoft Windows 8

- Enterprise

- Pro

- Windows 8 (Consumer)

@ NOTE: Windows 8 is supported with UEFI Mode when used with Opal Compliant SEDs and Dell Computer
Models - UEFI Support.

Microsoft Windows 8.1 - 8.1 Update 1
- Enterprise Edition
- Pro Edition

®

NOTE: Windows 8.1 is supported with UEFI Mode when used with Opal Compliant SEDs and Dell Computer
Models - UEFI Support.

Microsoft Windows 10 through Version 1511 (November Update/Threshold 2)

Education Edition
Enterprise Edition
Pro Edition

@‘ NOTE: Windows 10 is supported with UEFI Mode when used with Opal Compliant SEDs and Dell Computer Models -
UEFI Support.

Mobile Device Operating Systems

The following mobile operating systems are supported with Security Tools One-time Password feature.

Mobile Device Operating Systems

Android Operating Systems

TpeboBaHus



Mobile Device Operating Systems

4.0 - 4.0.4 Ice Cream Sandwich
4.1-4.3.1 Jelly Bean

4.4 - 4.4.4 KitKat

5.0 - 5.1.1 Lollipop

iOS Operating Systems

iOS 7.x
iOS 8.x

Windows Phone Operating Systems

Windows Phone 8.1
Windows 10 Mobile

Hardware

Authentication

The following table details supported authentication hardware.

Authentication

Fingerprint Readers
Validity VFS495 in Secure Mode
Broadcom Control Vault Swipe Reader
UPEK TCS1 FIPS 201 Secure Reader 1.6.3.379

Authentec Eikon and Eikon To Go USB Readers

@ NOTE: When using an external fingerprint reader, you must download and install the latest drivers required for
your specific reader.

Contactless Cards

Contactless Cards using Contactless Card Readers built-in to specified Dell laptops
Smart Cards

PKCS #11 Smart cards using the Activldentity client

®| NOTE: The Actividentity client is not pre-loaded and must be installed separately.

Common Access Cards (CAC)

®| NOTE: With multi-cert CACs, at logon, the user selects the correct certificate from a list.

CSP Cards

Class B/SIPR Net Cards

The following table details Dell computer models supported with SIPR Net cards.
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Dell Computer Models - Class B/SIPR Net Card Support

Latitude E6440 - Precision M2800 - Latitude 14 Rugged Extreme
Latitude E6540 - Precision M4800 - Latitude 12 Rugged Extreme
Precision M6800 - Latitude 14 Rugged

Dell Computer Models - UEFI Support

Authentication features are supported with UEFI mode on select Dell computers running Microsoft Windows 8, Microsoft Windows 8.1,
and Microsoft Windows 10 with qualified Opal Compliant SEDs. Other computers running Microsoft Windows 7, Microsoft Windows 8,
Microsoft Windows 8.1, and Microsoft Windows 10 support Legacy Boot mode.

The following table details Dell computer models supported with UEFI.

Dell Computer Models - UEFI Support

Latitude 7370 - Precision M3510 - Optiplex 3040 Micro, Mini - Venue Pro 11 (Models
Latitude E5270 . Precision M4800 Tower, Small Form Factor 5175/5179)

Latitude E5470 - Precision M5510 - Optiplex 3046 - Venue Pro 11 (Model 7139)
Latitude E5570 - Precision M6800 - OptiPlex 3050 All-In-One

Latitude E7240 - Precision M7510 - OptiPlex 3050 Tower, Small

Latitude E7250 - Precision M7710 Form Factor, Micro

Latitude E7260 . Precision T3420 - Optiplex 5040 Mini Tower,

Latitude E7265 . Precision T3620 Small Form Factor

OptiPlex 5050 Tower, Small
Form Factor, Micro

OptiPlex 7020

Optiplex 7040 Micro, Mini
Tower, Small Form Factor

OptiPlex 7050 Tower, Small

Latitude E7270 - Precision T7810
Latitude E7275
Latitude E7350
Latitude E7440
Latitude E7450

Lat?tude E7460 Form Factor, Micro
Lat!tude E7470 - Optiplex 3240 All-In-One
Latitude 12 Rugged - OptiPlex 5250 All-In-One
Extreme

Optiplex 7440 All-In-One
OptiPlex 7450 All-In-One
OptiPlex 9020 Micro

Latitude 12 Rugged Tablet
(Model 7202)

Latitude 14 Rugged
Extreme

Latitude 14 Rugged

()| NOTE: Authentication features are supported with UEFI mode on these computers running Windows 8, Windows
8.1, and Windows 10 with qualified Opal Compliant SEDs. Other computers running Windows 7, Windows 8,
Windows 8.1, and Windows 10 support Legacy Boot mode.

@ NOTE: On a supported UEFI computer, after selecting Restart from the main menu, the computer restarts and then
displays one of two possible logon screens. The logon screen that appears is determined by differences in computer
platform architecture. Some models display the PBA logon screen; other models display the Windows logon screen.
Both logon screens are equally secure.

@ NOTE:

Ensure that the Enable Legacy Option ROMs setting is disabled in the BIOS.

To disable Legacy Option ROMs:

Restart the computer.

As it is restarting, press F12 repeatedly to bring up the UEFI computer's boot settings.
Press the down arrow, highlight the BIOS Settings option, and press Enter.

Select Settings > General > Advanced Boot Options.

Clear the Enable Legacy Option ROMs checkbox and click Apply.

S P NESTESIES
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Opal Compliant SEDs

For the most up-to-date list of Opal compliant SEDs supported with the SED management, refer to this KB article: http://www.dell.com/
support/article/us/en/19/SLN296720.

International Keyboards

The following table lists international keyboards supported with Preboot Authentication on UEFI and non-UEFI computers.

International Keyboard Support - UEFI

DE-CH - Swiss German

DE-FR - Swiss French

International Keyboard Support - Non-UEFI

AR - Arabic (using Latin letters)
DE-CH - Swiss German

DE-FR - Swiss French

73blkoBas nogaepKkKa

YT1unuta DDP | Security Tools coBMeCTMMa C MHOrOS3bl4HbIM MONb30BaTenbCkUM nHTepdencom (Multilingual User Interface, MUI) n
noaaepXuBaeT yKazaHHbIe HUXE A3bIKN.

@ NMPUMEYAHMUE:

B komnbloTepax Ha 6a3e UEFI He nopgaepxuBaeTcs nokanusauna PBA Ha pycckoM, TpaAULMOHHOM U YNPOLLEHHOM
KUTANCKOM fi3blKaxX.

AsbikoBasi nogaepxka

EN - aHrnumnckmn - KO - kopenckun

FR - dopaHuy3ckui - ZH-CN - KuTaricKkunii yNpoLLEHHbIV

IT - nTanbsHCKU - ZH-TW - kuTanickuin TpaguLUMOHHbIA/ TakBaHbCKUIA
DE - Hemeukui - PT-BR - noptyransckui (Bpasnnus)

ES - ncnaxckun - PT-PT - noptyraneckuwn (MopTtyranus) (M6epuincknin)
JA - AnoHcKun - RU - pycckni

MapameTpbl NpoBepKU NOAJIMHHOCTU

B cnepgylowmx napameTpax NpoBepKM NOANIMHHOCTM NOTpebyeTcs cneunansHoe obopyaoBaHne: oTrneyvaTku nanbLeBs, cMapT-
KapTbl, GECKOHTaKTHbIE KapThl, kapTbl knacca B/SIPR Net, u npoBepka noanuHHocTtu Ha UEFI-komnbloTepax.

[ns ucnonb3oBaHWsa yHKLUM OQHOPA30BOro Napossi Heob6xoAMMO Hanuymne BKIOYEHHOro cobecteeHHoro TPM. [ina nony4veHus
[OMONHUTENBHON MHpopMaLMm cM. YaaneHune BnageHus n aktueaumsa TPM. @yHKLMA 0gHOPa30oBOro naponsi He Noa4epXXMBaeTcst
moaynem TPM 2.0.

B Tabnuue Huxe npuBoaATCs napamMeTpbl NPOBEPKU MOANTMHHOCTU, AOCTYMHbIE B Security Tools B COOTBETCTBMU C OnepauOHHOM
cucTemon, oTBevaroLen TpeboBaHmam 060pyaoBaHNSA 1 KOHbUrypauum.
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He UEFI

MpoBepka NOANVMHHOCTY Nepen 3arpy3Komn MpoBepka nognuHHocTn Windows
Maponb OTtneyatr KoHtakt OpgHopa Kapta Maponb OTtneyar Cmapt- OpHopa Kapra
oK Hasa 3oBbin  SIPR oK KapTa 3oBbin  SIPR
nanbua cmapT- naporsb nanbua naponb
KapTa
Windows 7 SPO- X! X X X X X
SP1
Windows 8 X! X X X X X
Windows 8.1- X! X X X X X
Windows 8.1
Update 1
Windows 10 X! X X X X X

1. focTynHo npv noaaepxke camolundpyrowlerocs aucka Opal.

UEFI
PBA - Ha nogaepxuBaemMbix KomnbioTepax Dell MpoBepka nognuHHocTn Windows
Maponb OTtneyatr KoHtakt OpgHopa Kapta Maponb OTtneyar Cmapt- OpHopa Kapra
oK Hasa 3oBbIn  SIPR oK KapTa 3oBbin  SIPR
nanbua cmapT- naporsnb nanbua naponb
KapTa
Windows 7
Windows 8 X2 X X X X X
Windows 8.1- X2 X X X X X
Windows 8.1
Update 1
Windows 10 X2 X X X X X

2. focTynHo ¢ noaaepxkoi camoLumdpytowlerocs ancka OPAL Ha komnbloTepax ¢ noaaepxkon nitepdenca UEFI.

CoBMeCTUMOCTDb

OTmeHa nHnumanunsauum un yaaneHue Dell Data Protection
| Access

Ecnu naket DDP|A ycTaHOBMEH ceryac nnm yxe Obin yCTaHOBMEH Ha Ball KOMMNbIOTEP paHee, nepea yCTaHOBKOM Security Tools,
cnepyeT OTMEHUTb MHMUManusaumo obopyaosaHus, ynpaesnaemoro DDP|A, n yaanute DDP|A. Ecnn DDP|A He ncnonb3yeTcs, Bbl
MoxeTe npocto yaanute DDP|A u nepesanyctntb Nnpouecc yCTaHOBKM.

OTmeHa nHuumanusauum obopynosanms, ynpasnsemoro DDP|A, pacnpocTpaHsieTcst Ha yCTPONCTBO AN CYUTbIBAHUS OTNEYaTKOB
nanbLeB, yCTPOWCTBO AN CYMTbIBAHMSA cMapT-kapT, naponu BIOS, goBepeHHbIN nnaTtdopMeHHbI Moaynb (TPM) n
caMoLnpyoLLNAC OUCK.

@ NMPUMEYAHMUE: Mpu 3anycke npoaykros ans wudgposaHus DDP|E octaHoBUTE Mnu npuocTaHOBUTE yaaneHue npu
wucposaHun. Ecnu pabortaet nporpamma Microsoft BitLocker, npuoctaHoBuTe nonuTtuky wudposaHus. NMocne
yaaneHusi DDP|A u Bo3o6HOBNeHuUs paboTbl nonutuku Microsoft BitLocker, uHnumnanusupyinte TPM, BbinonHAA
yKasaHwusi, npuBeaeHHble Ha Be6-canTe http://technet.microsoft.com/en-us/library/cc753140.aspx.
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OTMeHa MHMUManu3aumm o6opynoBaHuUs, ynpaBnsieMoro
DDPJA

1. 3anyctute DDP|A n nepengute Ha Bknagky Advanced («[JononHUTENbHO).

Diata Protection | Access

Pasgwards Dawices

Protecton | Access o fingerprint cir-alt-delete shortout

ngs from spytem rardware.

'kn.l‘ln-.,h J}Jlﬂjui ire
Backup or restore login and encrystion infarmation

2. BbibepuTte onumio Reset System («C6poc cuctembl»). [Anga aToro notpedyeTcsi BBOA NPeayCMOTPEHHbIX YYETHbIX AaHHbIX,
npeAHasHayeHblX 4ns naeHtudmkaumm none3osatens. lNMocne Toro kak DDP|A npoBepuT ydeTHble AaHHble, DDP|A BbINOMHUT
cneaywowme OencTBUS:

YpanuT Bce NnpeaycMOTpeHHble y4eTHble gaHHble 13 Dell ControlVault (npu Hanu4um).
Ypanut naponb Bnagensua Dell ControlVault (npu Hanuuuwm).

Ypanut Bce NpeayCMOTPEHHbIE OTNeYaTKy nanbLeB U3 BCTPOEHHOIO YCTPOMCTBA CHMTBIBAHUS OTNEeYaTKoB nanbLues (npu
Hanuuun).

Ypanut Bce naponu BIOS (cuctemHbI napornb BIOS, naponb agmuHuctpaTopa BIOS, 1 naponu gocTtyna K XXecTkum
auckam).

Ounctutb [loBEpEHHbIN MNaTOPMEHHbI MOy b.
Ypanut noctasLumKa y4eTHbIX AaHHbIX DDP|A.

Mocne Toro kak 6bin BbINOMHEH OT3bIB 060pYA0BaHNS KOMMNbOTEPa, Nporpamma DDP|A nepe3anycTuT KOMMboTEP, YTOObI
BOCCTaHOBWTb paboTy NOCTaBLUMKa YYETHbIX AaHHbIX Windows.

Yaanexnvne DDP|A

Mocne oTMeHbI MHMLManu3aumm obopyaoBaHus yganute nporpammy DDPJA.
1. Banyctute DDP|A 1 BbINONHUTE Nepesanyck CUCTEMBbI.
OTO NpuBEAET K yaaneHuo BCEX YYETHBIX AaHHbIX, YNpaBreHne KOTOpbIMK ocyLLecTBnsieTcs nporpammoin DDP|A, n naponen, a
TaKkKe K 04MCTKe JoBEPEHHOro nnatdopmeHHoro Mmoayns (TPM).
2. YT0ObI 3anycTUTL NporpamMmmy-ycTaHoBLLMK, BbiGepuTe onumio Uninstall («Yaanutb»).
3. TMocne 3aBepLueHnst yaaneHusi, HaxxmuTe KHornky Yes («[a»), 4ToObl nepesanycTuTb cuctemy.
@ NMPUMEYAHUE: YaaneHue nporpammbl DDP|A Takke pa3bnokupyeT camolwncpyrowmecs QUCKU u yaanur
npoBepKy NOANMHHOCTU Nepepn 3arpy3Kon.

MHuuuymanusauua TPM

Bbl JOMKHbI GbITh YNEHOM NOKanbHO rpynnbl Administrators («ALMUHUCTPATOPbI») UM UMETh IKBUBANEHTHYIO POTib.
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KomnbtoTep gomxkeH ObiTb ocHalleH coBMmecTumMbiM BIOS u mogynem TPM.
BeinonHeHune aTon 3agaymn TpebyeTcs Npu ncnonb3oBaHMM ogHopa3sosoro napons (OTP).

CnepnyiTe MHCTPYKUMAM, NpUBEAEHHBIM MO aapecy http://technet.microsoft.com/en-us/library/cc753140.aspx.

O4yuncTKka cooCcTBEHHOCTU N aKTUBaLUA
aoBepeHHoro nnartdgopmeHHoro moayns (TPM)

YT06b! OYUCTUTL M HACTPOUTEL COBCTBEHHOCTb OBEPEHHOIO NNaTOPMEHHOr0 MoayNsi, cM. Beb-canT https://
technet.microsoft.com/en-us/library/cc/749022%28v=ws.10%29.aspx#BKMK_S2.

Mepengute k pasgeny YcraHoBka 1 akTMBaLys.

TpeboBaHus
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YcTaHOBKa U akTuBauus

B aTom pa3gene onucaH npouecc yctaHoBku yTunutbl DDP | Security Tools Ha nokanbHbIn koMboTep. YToObl yCTaHOBUTL 1
aktusupoBaTtb DDP | Security Tools, criegyeT BOWTU B CUCTEMY KOMMNbIOTEPA C NpaBamMu agMuHUcTpaTopa.

@ NMPUMEYAHMUE:

Bo Bpemsi ycTaHOBKU HE BHOCUTE HUKAKUX U3MEHEHUI B KOMMNbIOTEP, B TOM YUCHEe He BCTaBNAWTE U He BbIHUMaNTe
BHewHue (USB) aucku.

YctaHoBka DDP | Security Tools

[nsa yctaHoBKM nakeTa Security Tools BbINONHANTE cneyoLlme yKkasaHus:

1. Hanpgute yctaHOBOYHbLIN hainn Ha ycTaHoBOYHOM HocuTene DDP | Security Tools. CkonupynTte thain Ha fnokanbHbIN KOMMAbTEP.

®

2. [OBaxgbl WwenkHuTe dann, 4Tobbl 3anyCcTUTb NPOrpamMmmy yCTaHOBKU.

NMPUMEYAHME: YcTaHOBO4YHbIN HOCUTENb MOXHO HanTK no agpecy www.dell.com/support > Endpoint Security
Solutions.

3. Bbibepute HyxXHbIN A3bIK U HaxMuTe OK.

Dell Data Protection | Security Tools - InstallShield...

Select the language for the installation fram the choices below.

English (United States) W

cance

4. Tlocne BbIBOAA HavanbHOW CTpaHuLUbl HaxxMmuTe kKHoMKy Next («[danee»).
5. TlpoytuTe NULEH3NOHHOE cornalleHne, NoaATBEPAUTE CBOE COrnacue C ycrnoBusiMu 1 Haxxmute kHorky Next («[Janee»).

6. Haxmute kHonky Next («[anee»), 4ToObl ycTaHOBUTL Security Tools B manky o ymonyaHuto C: \Program Files\Dell
\Dell Data Protection. Brubepure
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H

InstallShield Wizard

Select the features setup will install.

Select the features you want to install, and deselect the features pou do not want to ingtall

[=F  [ell Data Protection arity T ools Drescription

: L advanced Authentication Files_and Services that are

-8 Drivers required ko support Dell Data
; Frotection | 5 ity Tools.
io[wf] Internal Smart Card Readers heftciion | SzeLl) Vsl

WEF TaouchChip Finger Print Reader
Internal Finger Print R eaders

W[ Extermal Smart Card Readers

LT auchChip Finger Print Reader

183.55 MB of zpace required on the C drive
2R005E. 30 MB of space avalable on the C dive

< Back Cancel

7. Ytobbl HAYaTb YCTAHOBKY, HaXXMuTe KHOMKy Install («YcTaHoBUTL> ).

Mocne 3aBepLueHNs ycTaHOBKM NOTpebyeTca nepesarpyska komnbioTepa. Haxmute kHorky Yes («[a»), yTobbl nepesarpyantb
KOMNbIOTEP, a 3aTeM HaxxmuTe kHonky Finish («oToBo»).

YcTaHoBKa 3aBepLueHa.

AxtuBauus DDP | Security Tools

Mpu nepBom 3anycke koHconu DDP Security n Beibope onummn napameTpoB agMUHUCTpaToOpa, MacTep akTMBaLuum NOMOXeT
Nnonb30BaTerNto BbIMOSHUTL NPOLIECC aKTUBALMK.

Ecnu koHconb DDP Security elue He Oblna akTMBMPOBaHa, KOHEYHbIV NONb30BaTeNb, TEM HE MeHee, MOXET 3anycTutb ee. Ecnu
KOHEYHbI Nonb3oBaTesb ABMNSETCA NepBbiM Nofb3oBaTenem koHconu DDP Security nepep TeM, Kak aAMUHUCTPATOP akTUBUPYET
DDP | Security Tools 1 HacTpouT ero napameTpbl, OyAyT NCMONb30BaTLCHA 3HAYEHMS MO YMOIYaHMIO.

YT06bI akTMBUpOBaTbL Security Tools:

1. BoWigs B cucTeMy C NpaBamu agMUHUCTpaTOpa, 3anycTuTe nporpammy Security Tools, ncnonb3ays Sprblk Ha paboyem cTore.

"y

DOF Comsole

@ NMPUMEYAHUE: Ecnn BXxoAa B CUCTEMY BbINOJIHEH OT MUME@HU OGLIYHOTO NoJib3oBaTensA (C UCMOoJNIb3OBaHNEM
cTaHpgapTHou y4yeTHou 3anucu Windows), ans 3anycka MHcTpymeHTa Administrator Settings notpebyeTcs
NnoBbiWeHne NOJITHOMO4YUI C NOMOLLbI0 hyHKLIMM KOHTPONA y4YeTHbIX 3anucein nonb3oBatens (UAC). O6bIYHbIN
nonb3oBaTenb AOJMKEeH BHavane BBECTU yYeTHbIe AaHHble aAMUHUCTpaTopa, YTOGbl BOWTU B CUCTEMY
MHCTPYMEHTa, a 3aTeM elle pa3, nocrie Nony4YeHUs COOTBETCTBYIOLLEro coobLeHuns, B npoLecce BBoAa napons
agMuHMUCTpaTopa (3TOT Naporsib COXpPaHeH B pasfernie napameTpoB agMMHUCTpaTopa).

2. HaxmuTe Ha nnuTky Administrator Settings («[lapameTpbl agMuHUCTpaTopa ).

YcTtaHOBKa U akTuBauus 15



3.
4,

5.

16

Ha ctpaHuue npusetctBus Haxmunte Next («[danee»).
Cospaiite naponb DDP | Security Tools Next (Janee).
Mepepn Tem kak BbINONHWUTL HACTPOWKY NapaMeTpoB Security Tools, cnegyeTt co3gaTb Nnapornb agMuHucTpartopa B DDP | Security

Tools. 3ToT Naponb noTpebyeTcs B Ntoboe Bpemsi Npu 3anycke MHCTpyMeHTa Administrator Settings. Maponb gomkeH nMeTb
ANVHY OT 8 00 32 CUMBOJIIOB M codepXaTb Kak MUHUMYM OfHY OykBY, OfHY LndpPY U OAWH cneumanbHblin CUMBOS.

£ Security Tools - Activation X

Welcome W DDPST Password

> DDPIST Password Access to the Dell Data Protection setup portion of this console is protected Ll_.'

an administratar password. Please create a new administrator password that i
g-32 characters in length and includes at least one letter, one number, and one
special chamcter

B none Backup Location («MecTononoxeHve pe3epBHOM KONUK» ) YKaXXMTe narky, B KOTOPYto ByaeT 3anucaH cain pesepsHoi
Konuu, n Haxxmute kHonky Next ([Janee). ®ann pesepBHOM KONMM MOXET ObITb COXPaHEH Ha CETEBOM AUCKE UMW Ha8 CbEMHOM
Hocutene. ®ann pe3epBHON KONUN COAEPXUT KIoUM, HeobxoanMble Ansi BOCCTAaHOBMNEHUS AaHHbIX HAa Ballem komnbloTepe.
Cnyx6a nogaepxku Dell fomkHa MMeTb JOCTYN K 3TOMY dharnny, 4Tobbl NOMOYb NONb30BaTEN0 BOCCTAHOBUTL AAHHbIE.

Pe3epBHas konms Bcex BOCCTaHOBMNEHHbIX AaHHbIX OyaeT aBToMaTUyYeckn 3anvMcaHa B ykasaHHyto nanky. Ecnm ykaszaHHoe
MEeCTO pacnosioXXeHUss HeAoCTYMHO (Hanpumep, He BCTasneH pesepBHbl USB-auck), DDP | Security Tools BbiBegeT 3anpoc Ans
BblIbOpa MecTa pacnonoXeHnsi B LLeNsX COXpaHEHUst pe3ePBHON KOMUM AaHHbIX BOCCTAHOBNEHUS. [JOCTyn K AaHHbIM
BOCCTaHOBIEHNst HeobXoaMM ANns Hayana WwndpoBaHus.

YcTtaHoBKa u aktuBaums



s Security Tools - Acfivation X

Welcome W Backup Location

DDP|5T Password W Dell Data Protection needs a location to seve important recovery informistion.
Pleaze enter a directory location that is either on a network drive or on

* Backup Location removakle media.

EAST_Backup

6. Ha ctpanuue Summary («Cofka») Haxxmute kHornky Apply («lMpumeHnTb»).
Tenepb akTMBaUMs Nporpammbl Security Tools BbIMONIHEHA.

A,D.MI/IHMCTpaTOpr 1 nonb3oBaTtenn MoryT HesamennuTesrnbHO Ha4aTb MCNONb30BaTh BCe npenmyLliecTsa nporpamMmmbl Security
Tools, ocHOBaHHbIe Ha NapameTpax no yMosiyaHuio.
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3apayum HaCTPOUKU And agMUHUCTPATOPOB.

MapamMeTpbl NakeTa nporpamMm Security Tools, yCTaHOBMEHHbIE MO YMOJYaHuWio, NO3BONAIOT aAMUHUCTPaTOpaM 1 Nonb3oBaTesnsam
ncnonb3oBath Security Tools cpasy nocre akTuBauuu, 6es 4ONONMHUTENBHON HAaCcTPoKKK. Monb3oBaTenyn aBTOMaTUYECKM
[06aBnsTCS B KayecTBe Nnonb3oBatener naketa Security Tools, MO Mepe TOro Kak OHU BbIMOMHAT BXO4 B CUCTEMY KOMIMblOTepa ¢
ncnonb3oBaHneM cBovx naponen Windows, HO Mo YMOM4aHUI0 MHOTO(haKTOpHas NpoBepka noasiMHHocTu Windows 6yaeT
BbIKMtoyeHa. LndpoBaHue 1 npoBepka NoAIMHHOCTY Nepep 3arpy3kor Takke Nno YMOMYaHuio OTKITHOYEHBI.

YT06b! HACTPOUTL hyHKLMM NakeTa Security Tools, nonb3oBaTenb AOMKEH ABMATLCA aAMUHUCTPATOPOM KOMMNbIOTEPA.

Change the Administrator Password and Backup
Location

After Security Tools activation, the Administrator Password and Backup Location can be changed, if necessary.

1. As an administrator, launch Security Tools from the Desktop shortcut.
2. Click the Administrator Settings tile.
3. In the Authentication dialog, enter the administrator password that was set up during activation, and click OK.

A Authentication Required

Enter yvour Administrator Password to access the Administrator

Console.

E—

4. Click the Administrator Settings tab.

5. In the Change Administrator Password page, if you want to change the password, enter a new password that is between 8-32
characters and includes at least one letter, one number, and one special character.

18 3agaum HaCTPOWNKK ANA agMUHUCTPATOPOB.



Change Administrator Password
Encrypton = '
Marage a s=H-=norypting dive Sollawe the auidelines in the fislds below 0 chanoe your Sdminissratss Passwoms rt
rernernber this new password. Once changad, the old password is discarded and cannot be retrieved
The Adminstrator Password requires am B-32 character password that = at b= e bt e
Authenticalion umber and one special character
Canfigure sigr-in opticns and credential setting
Usars
Add, change crremoye users .
Preboot Settings
Marage PR settings
Adrinistrator Settindgs
Marage | WG, ey and updat
Change &dministator Password
Change= Backup Location
Apphy

6. Enter the password a second time to confirm it, then click Apply.
7. To change the location where the recovery key is stored, in the left pane, select Change Backup Location.
8. Select a new location for the backup, and click Apply.

The backup file must be saved either on a network drive or onto removable media. The backup file contains the keys that are needed

to recover data on this computer. Dell ProSupport must have access to this file to help you recover data.

Recovery data will be automatically backed up to the specified location. If the location is not available (for instance, if your backup USB

drive is not inserted), Security Tools prompts for a location to back up your data. Access to recovery data will be required in order to

begin encryption.

Enciy plion e

Ei\backugp st

Authen ti cation

Configure sign-in cptions and cedent tig

Users

Prebool Setlings
Marage PRAsetting

Ad rministraton Setlings
rManage password, recovery and upoates
skrator Pasoword

Change &dmin

Change Backup Locatian
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Hactpouka wuncdpoBaHuUa n NpoBEpPKU
NOoAJZIMHHOCTU nepepn 3arpy3Kkoun

PyHKLMN LUIMPOBaAHNS 1 MPOBEPKN MNOANMHHOCTN Nepep, 3arpyskor (PBA) AOCTYMNHbLI Npy YCroBUK, 4TO KOMMNbIOTEP 060pyaoBaH
camoLuundppytowmmes auckom (SED). YkasaHHble dyHKLMKM HacTpamBatoTcsa BO Bknaake Encryption («LUndposanues ), kotopas
OyneT 4oCcTynHa TONbKO B TOM Criydae, ecnm KoMnbloTep cHabkeH camowumdpyowmmMes guckom (SED). Mpu BkntoveHnn ogHom u3s
PYHKUMIA — LIMpoBaHMSA NN NPOBEPKM NOANTMHHOCTY Nepes 3arpy3kon, BTopas U3 H1X Takke OyaeT BknoveHa.

Dell pekoMeHayeT 3aperncTpMpoBaThbCs M BKIOYMTL BOMPOCHI AJ151 BOCCTAHOBIEHUS B KA4YECTBE OMNLMU BOCCTAHOBIEHUS Nepes
BKITHOYEHMEM LUMPPOBAHNUA UK (OYHKUMM PBA, 4TOGHI Npu NoTepe naposisi MOXXHO GbiNo ero BOCCTaHOBUTL. [N nonyyeHus
LOMNONHUTENBHOM MHDOPMaLMKU CMOTpUTe pasaen HacTpolika napameTpoB BXoZa.

YT106bI HACTPOUTL LIMPOBaHNE N NPOBEPKY NOANMHHOCTY Nepep 3arpy3kon:

1. B KoHconu 6e3onacHocTtv DDP, Haxxmute Ha nnuTky Administrator Settings («[MapameTpbl agMuHMUCTpaTopa ).
2. Y6eawuTech, 4TO narnka AN pe3epBHON KOMMU Ha KOMMbIOTEPE AOCTYMNHA.

@ NMPUMEYAHUE: Ecnu wncdpoBaHune BkNoveHo, BbiBoAUTCA cooblueHne «Backup Location not found» («[llanka
Ansi pe3epBHOM KONUM He HangeHas ), a nanka Ansa pesepBHOM Konuu HaxoauTtcs Ha USB-HocuTene, To, BeposATHO,
USB-HocuTenb He NOAKIIOYEH K KOMNbIOTEPY UITW NOAKIIOYEH K APYromMy pa3bemy, OTIIMYHOMY OT TOro, KOTOpbIN
ucnonb30Barcs Npu coxpaHeHUn pesepBHOM konuu. Ecnu BbiIBoauTCs ykazaHHoOe coo6LieHre 1 nanka gns
pe3epBHOW KONWU HaXOAUTCA Ha CeTeBOM AMUCKe, 3HAa4YUT, TaKOM CeTeBOW AUCK 3aKpbIT Afsl 4OCTyna c 3Toro
KomnbloTepa. Ecnn Heo6xoanMo N3MeHUTb Nanky Ansa pesepBHOM Konuu, Bo Bknaake Administrator Settings
(«MapameTpbl agMuHucTpaTopa») Bbibepute onumnto Change Backup Location («W3MeHNUTb nanky Ans pesepBHOMN
KOMUM»), YTOGbI U3IMEHUTL NankKy, UCMONb3ys TEKYLMA pa3beM ANA HOCUTENSA UK AOCTYNHbIN Auck. Yepes
HeCKOJIbKO CEKYHA Nnocrie U3MeHeHUs Nanku npouecc BKMYeHUs WwndpoBaHUsa OyaeT NpoaoInKeH.

3. Haxwmute Ha Bknaaky Encryption («lLUudppoBaHue»), a 3atem — Ha kHonky Encrypt («LlUndposaTb»).
4. Ha ctpaHunue npmeeTcTBusA HaxmuTe Next («[daneex).

B. Ha ctpaHuue Preboot Policy («lMonuTtuka npeasarpysku») U3aMeHUTe unu nogTeepanTe cnegyolme 3HadeHus, a 3atem
Haxmute Next («[danee»).

KonnyecTBo nonbITOK BXxoAa KonnyecTBo NonbITOK BXxOAa, CAenaHHbIX HEM3BECTHbIM MOfnb3oBaTenem (T.e.
HEeK3LNPOBAHHOIO NoJjib3oBaTenda nosib3oBaTerieM, KOTOpbI paHee He BbIMOSHSAMN BXO4 B AAaHHbIV KOMMbIOTEP, U
OT KOTOPOro y4YeTHble AaHHble NoJ1y4YeHbl He 6bl]'|lll).

Yucno nonbITOK BXxoAa KonnyecTBo NONbITOK BXOAA, CAEMNaHHbIX M3BECTHLIM NOSIb30BaTENEM
K3LWMPOBAHHOIO Nofib3oBaTtena

Yuncno nonbITOK OTBETA Ha BOMPOCHI KonnyecTBo NonbITOK BBOAA NOMNb30oBaTeENEM NPaBUibHONO OTBETa Ha
Ana BOCCTaHOBNEHUA KOHTPOSbHbIN BONPOC.

BkntounTb napons ¢ BbiGepuTe, YTOGHI BKIOYUTL
KpunTorpacuyeckum yaaneHmem

Beeaute naponb 3T0 CrnoBo UnK Kop, cocTosLmne Makcumym u3 100 CMMBOIOB U UCNONb3yeMble

KpunTorpacuyeckoro yaaneHus B Ka4YeCcTBe 0TKa30yCTOMYMBOro MexaHuama 6esonacHocTu. Mpu BBOAe 3TOro
croBsa Unu kofa B norne MMeHW Nonb3oBaTens UN Napons Bo Bpems
NpoBepKM NOANUHHOCTU PBA TOKeHbI MPOBEPKU NOANMMHHOCTY ANS BCeX
nonb3oBaTenen GyayT yaaneHsbl U camoLLndpyOLMIACS AMCK 3aGNOKMpOBaH.
Mocne aToro, TONbKO aAMUHUCTPATOP MOXET NPUHYAUTENBHO
pa3GrioKMpoBaTh YCTPOWCTBO.

OcTaBbTe 370 Nnorie NycTbIM, €CNY Bbl HE XOTUTE UMETL Naporb C
KpunTorpacpuyecknm yaaneHmeM B 3KCTPEHHOW CUTyaLuu.
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Welcome

[& Apply Encryption X

v Pre-boot Policy

* Pre-boot Policy Customize access rules for pre-boot.

0 sttempt]s) at non-rached uzer logon

(=]
L3

- F"F"IT‘T!':QI #t cached user ogon

- siiempl sl atanswonng recoverny quesions:

Enable Crypto Erase Password

Enter Crypto Erase Passwaord

6. Ha ctpaHnuue Preboot Customization («HacTpolika TekcTa nepepn 3arpy3koii») BBEAUTE TEKCT, KOTOpPbI OyaeT BbIBOAUTLCS Ha
3KpaHe NpoBepKu NOAMNMHHOCTY nepes 3arpy3kon (PBA), n Haxmunte kHonky Next («[danee»).

TekcT 3aronoeka,
oTobpaxkaeMoro nepes
3arpyskomn

TekcT ¢ uHopmaumen o
noaaepxke

TekcT ¢ ropugundeckomn
MHdopmaLmen

ATOT TeKCT ByaeT oToGpaxaTbCsl B BEpXHEN YacTu akpaHa PBA. Ecnu octaBuTb
yKasaHHoe rose nycTbiM, 3arofioBok oTobpaxaTbea He ByaeT. TEeKCT He NepeHocuTcs,
No3TOMy, ecnu BBECTM Gornblue 17 CUMBOSIOB, OH MOXET GbiTh 06pe3aH Npu BeIBOAE.

OTOT TEKCT 0TOBpaKaeTcsa Ha aKpaHe ¢ MHpopMaLmelt 0 NoaaepKe NpoBepKu
noanMHHOCTM nepep 3arpyakon. Dell pekomeHayeT co3aaTh 3To cooblueHne, YToobI
NpeaocTaBnTb OOCTYN K TOYHBIM UHCTPYKLIMSIM MO 06paLLeHmio B CpaBoYHyo Criyxey
UK K aAMUHUCTPATOPY cucTeM B6e3onacHocTu. Ecnu He BBECTU TEKCT B AaHHOM Morne,
KOHTaKTHasi MH(hopMaLmMs O Noaaepke Ans AaHHOro nonb3osartens 6yaeT HeAoCTyNHa.
MepeHoc TekcTa BbINOMHAETCA Ha YPOBHE CroBa, HO He Ha ypoBHe cuMBona. Hanpumep,
€Ccnv AnNnHa OAHOro CroBa npeBbillaeT NpmMbnmnsuTensHo 50 CMMBOSIOB, OHO He GyaeT
nepeHeceHo, a nosioca NPOKPYTKU ByAeT OTCYTCTBOBATL, NO3TOMY TEKCT ByAeT obpesaH.

OT0T TekcT oTobpaxaeTcs nepes TeM, Kak nonb3oBaTento byaeT pa3pelleHo BbINONMHUTL
BXO[ Ha ycTporicTee. Hanpumep, "Haxas kHonky "OK", Bbl cornawaetech cobnogaTs
NONUTUKY JOMYCTUMOrO UCMOSb30BaHNSA KoMnbtoTepa". Ecnv He BBECTU TEKCT B JaHHOM
none, TekcT u kHonkn OK/OTmeHa He ByayT oTobpaxaTbes. [epeHoc TekcTa
BbINOMNHSAETCA Ha YPOBHE CoBa, HO He Ha YpOoBHe cuMBona. Hanpumep, ecnu anvHa
O[HOro croBa npesbilaeT npubnmantensHo 50 CMMBOMOB, OHO He ByaeT NnepeHeceHo, a
nonoca npokpyTku 6yaeT OTCyTCTBOBaTb, MO3TOMY TEKCT OyaeT o6pesaH.
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sz Apply Encryption %

Welcome W Pre-boot Customization
Pre-boot Policy W Customize text displayed ot pre-boot
* Pre-boot Enter PFreboot Title Text
Customization
Enter Support Informabion Text
ENter Leq olice TexXT

Mext

7. Ha ctpanuue Summary («CBogkax) Haxmute kHorky Apply («lMpumeHuTb>»).
8. B oTtBeT Ha 3anpoc HaxxmuTte kHornky Shutdown («3aBepwntb paboTy»).

Mepep Hayanom wudposaHusa TpebyeTcs 3aBepLMTb paboTy CUCTEMBI.

A System Shutdown Required

Dell Data Protection has initialized and activated the PBA. To complete the
activation, this computer must be shut down and then turned back on. Please
ose all applications and then press the "Shutdown" button.

Shiutdown

Systern will automatically shutdown in 38 seconds

9. Tlo 3aBepLueHnn paboTbl Nepe3anycTuTe KOMMNbLITEP.

Tenepb NpoBepka NoAIMHHOCTY ByAeT BbINOMHATLCS C NOMOLLbIO Security Tools. Monb3oBaTenu A0MKHbI BbINOMHUTL BXOA, Ha
3KpaHe NpoBepKW NOANMHHOCTY Nepes 3arpy3koii, MCnonb3ysi CBou naponu B cucteme Windows.
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U3meHeHMe HacTpoek pyHKUMn Encryption
(«lWundgpoBaHue») n Preboot Authentication
(«lpoBepkKa NOANIMHHOCTU Nepen 3arpy3Kon)

[Mocne nepBoro BkNOYEHNs LWNMPOBAHNSA N HACTPONKM MONNTUKM NPOBEPKN NOANMHHOCTU Ha BKnagke Encryption
(«WndposaHnes), 6yayT 4OCTYNHbI cneayoLme AencTBus:

MaMeHeHne nonuTrkn NnpeaBapuTenbHON 3arpy3ku N MHANBUAYanbHbIX HACTPOEK - HAXKMUTE Ha BKragky Encryption
(«lWndpoBaHue»), a 3aTem HaxxmuTe kHOMKy Change («M3meHuTb» ).

PacwumdposaTb camowumdpytowmica anck (SED), Hanpumep, Anga yaaneHus: Haxmnte kHonky Decrypt («PacwmndpoBatss).

[Mocne nepBoro BkNYEHNs LUIMPOBAHUA U HACTPOWMKM MONUTUKM NMPOBEPKU NOAMNMHHOCTU BO BKnagke Preboot Settings
(«MapameTpbl NpoBEPKU NOANMHHOCTU Nepen 3arpy3korn» ) OyayT AOCTYMNHbI criegylowme AeiCTBUS:

MaMeHeHne NonuTrkn NpeaBapuTenbHON 3arpy3kin N MHAMBUAYarnbHbIX HACTPOEK - BblbepuTe Bknaaky Preboot Settings
(«HacTpoiiku npegBaputensHol 3arpy3kus ) u Bbibepute onumio Preboot Customization («/HAnBUOYyanbHble HACTPOWKN
npeasarpysku» ) unu Preboot Logon Policies («[lonutuku Bxoga nepepn 3arpy3skom» ).

WHCTPYKUMM MO yaaneHuio cM. B pasaene 3aiaqv rno yaaneHuio.

Configure Authentication Options

The controls on the Administrator Settings Authentication tab let you set user sign-in options and customize the settings for each.

—~ _
(oess) curity Tools - Setup N

p

Encrypticn
Manage a sef-encrypting drive

Apply sign-in options to: | Adminisratars w
Authentication

Canfgure sigr-In aptions and cradental settings . . I
' Available Options 0 race Per

Sign-in Options

Pa d rd »
Password Manager

Fingerprint rd o
Re=cowvery Ousstions
Fingerprints Srnartcard rd 4
Mabilz Device Add an ootion
Smartcard
Advanced

Recovery Options 0

Users
| Recovery Questions

Add, change or remove Users

Preboot Setting=

fanage PE& sethings

NOTE: The One-time Password option does not display under Recovery Options if the TPM is not present, owned, and
enabled.
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Configure Sign-in Options

On the Sign-in Options page, you can configure logon policies. By default, all supported credentials are listed in Available Options.

To configure sign-in options:

1.
2.

In the left pane, under Authentication, select Sign-in Options.

To choose the role you want to set up, select the role in the Apply sign-in options to list: Users or Administrators. All of the
changes that you make on this page will apply only to the role that you select.

Set Available Options for authentication.

By default, each authentication method is configured to be used individually, not in combination with other authentication methods.
You can change the defaults in the following ways:

To set up a combination of authentication options, under Available Options, click » to select the first authentication method. In the
Available Options dialog, select the second authentication method, then click OK.

For example, you can require both a fingerprint and a password as logon credentials. In the dialog, select the second authentication
method that must be used with fingerprint authentication.

{5';.. Available Options X

Specify the combination of credentials required for access, Users will be required to
authenticate using both factors at login if 2 combination is saved.

Fingerprint ¥ | and | Password v

OK

To allow each authentication method to be used individually, in the Available Options dialog, leave the second authentication
method set to None, and click OK.

To remove a sign-in option, under Available Options on the Sign-in Options page, click X to remove the method.
To add a new combination of authentication methods, click Add an Option.

4. Set Recovery Options for users to recover their computer access, if they become locked out.

To allow users to define a set of questions and answers to be used to regain access to the computer, select Recovery Questions.

To prevent use of Recovery Questions, deselect the option.
To allow users to recover access using a mobile device, select One-time Password. When One-time Password (OTP) is selected
as a recovery method, it is not available as a sign-in option on the Windows logon screen.

To use the OTP feature for logon, deselect the option in Recovery Options. When deselected as a recovery method, the OTP
option appears on a Windows logon page as long as at least one user has enrolled in OTP.

@ NOTE: As administrator, you control how One-time Password can be used - for authentication or for recovery.
The OTP feature can be used either for authentication or for recovery, but not for both. The configuration
affects either all users of the computer or all administrators, based on the selection in the Sign-in Options field,
Apply sign-in options to.

If the One-time Password option is not listed under Recovery Options, your computer's configuration does not support it. For more

information, see Requirements.

To require the user to make a help desk call if they lose or forget logon credentials, clear both check boxes under Recovery
Options: Recovery Questions and One-time Password.

5. To set alength of time to allow users to enroll their authentication credentials, select Grace Period.

24

The Grace Period feature lets you set the date on which a configured Sign-in Option will begin to be enforced. You can configure a
Sign-in Option before the date when it will be enforced and set up a length of time to allow users to enroll. By default, the policy is
enforced immediately.
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To change the Enforce Sign-in Option date from Immediately, in the Grace Period dialog, click the drop-down menu and select
Specified Date. Click the down arrow at the right side of the date field to display a calendar, then select a date on the calendar.
Enforcement of the policy begins at approximately 12:01 AM on the date selected.

Users can be reminded to enroll their credentials required at their next Windows logon (by default), or you can set up regular
reminders. Select the reminder interval from the Remind User drop-down list.

@ NOTE:

The reminder that is displayed to the user is slightly different, depending on whether the user is at the Windows
Logon screen or within a Windows session when the reminder is triggered. Reminders do not appear on Preboot
Authentication logon screens.

E}. Security Tools - Grace Period »
Enforce Logon Polic Immeciatety L4
{i‘)' security Tools - Grace Period b4
Specify when Wirdows users of this logon policy musteng
Enforee Logon Policy: | Speched Dater -
Thueday . Juy 172004 E~
Remind ser | Dissbled -

Functionality During the Grace Period

During a specified Grace Period, after every log on, the Additional Credentials notification displays when the user has not yet enrolled
the minimum credentials required to satisfy a changed Sign-in Option. The message content is: Additional credentials are available for
enrollment.

If additional credentials are available, but are not required, the message displays only once after the policy has been changed.
Clicking the notification has the following results, depending on the context:

If no credentials have been enrolled, the Setup wizard displays, allowing Administrative Users to configure computer-related
settings and offering users the ability to enroll the most common credentials.

After initial credential enroliment, clicking the notification displays the Setup wizard within the DDP Security Console.
Functionality After Grace Period Expires

In all cases, after the Grace Period has expired, users cannot log on without having enrolled the credentials required by the Sign-in
Option. If a user attempts to log on with a credential or credential combination that does not satisfy the Sign-in Option, the Setup
wizard displays on top of the Windows Logon screen.

If the user successfully enrolls the required credentials, they are logged into Windows.

If a user does not successfully enroll the required credentials, or cancels the wizard, they are returned to the Windows Logon
screen.

6. To save the settings for the selected role, click Apply.

Configure Password Manager Authentication

On the Password Manager page, you can configure how users authenticate to Password Manager.
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To configure Password Manager authentication:

1. In the left pane, under Authentication, select Password Manager.

2. To choose the role you want to set up, select the role in the Apply sign-in options to list: Users or Administrators. All of the
changes that you make on this page will apply only to the role that you select.

3. Optionally, select the Do not require authentication check box to allow the selected user role to be automatically logged on to all
software applications and Internet websites with credentials stored in Password Manager.

. Password Manager
Encryplion 4
Maragea seli-enarypting dive
Apply sign-in options to: | Administrators v Do ot require authertication
Autihen tication
onfigure sign-inopticons and credertial settings P -
Available Options lﬂ
BT ir {1
Fassword rd x
Passw d Manag=
Firgerprin d
Recowery Questions i
Fingemrints Smartcar 7
Mohile Device Add an optior
amantcard
Advanced
Users
T S T T
Preboot SEUI"IgS
Manage PEA settings

4. Set Available Options for authentication.

By default, each authentication method is configured to be used individually, not in combination with other authentication methods.
You can change the defaults in the following ways:

To set up a combination of authentication options, under Available Options, click » to select the first authentication method. In the
Available Options dialog, select the second authentication method, then click OK.

For example, you can require both a fingerprint and a password as logon credentials. In the dialog, select the second authentication
method that must be used with fingerprint authentication.
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{;} Available Options X

Specify the combination of credentials required for access, Users will be required to
authenticate using both factors at login if a combinaticn is saved.

Fingerprint v and | Password v

To allow each authentication method to be used individually, in the Available Options dialog, leave the second authentication
method set to None, and click OK.

To remove a sign-in option, under Available Options on the Sign-in Options page, click X to remove the method.
To add a new combination of authentication methods, click Add an Option.
5. To save the settings for the selected role, click Apply.

®| NOTE: Select the Defaults button to restore the settings to their original values.

Configure Recovery Questions

On the Recovery Questions page, you can select which questions will be presented to users when they define personal Recovery
Questions and answers. Recovery Questions allow users to recover access to their computers if their passwords are expired or forgotten.

To configure Recovery Questions:

In the left pane, under Authentication, select Recovery Questions.
On the Recovery Questions page, select at least three pre-defined Recovery Questions.
Optionally, you can add up to three custom questions to the list that the user selects from.

F NN

To save the Recovery Questions, click Apply.
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Configure Fingerprint Scan Authentication

To configure fingerprint scan authentication:

1. In the left pane, under Authentication, select Fingerprints.

2. In Enrolliments, set the minimum and maximum number of fingers that a user can enroll.
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3. Set the Fingerprint Scan sensitivity.

Lower sensitivity increases the acceptable variance and the probability of accepting a false scan. At the highest setting, the system
may reject legitimate fingerprints. The More sensitivity setting lowers the false acceptance rate to 1in 10,000 scan.

4. Toremove all fingerprint scans and credential enrollments from the fingerprint reader's buffer, click Clear Reader. This removes only
data that you are currently adding. It does not delete scans and enrollments stored from previous sessions.

B. To save the settings, click Apply.

Configure One-time Password Authentication

To use the One-time Password feature, the user generates a One-time Password with the Security Tools Mobile application on his mobile
device then enters the password on the computer. The password can be used only once, and it is valid for only a limited length of time.

To further improve security, the administrator can ensure that the mobile application is secure by requiring a password.
On the Mobile Device page, you can configure settings that further increase the security of the mobile device and One-time Password.
To configure One-time Password authentication:

1. In the left pane, under Authentication, select Mobile Device.

2. Torequire the user to enter a password to access the Security Tools Mobile application on the mobile device, select Require
Password.

@ NOTE: Enabling the Require Password policy after mobile devices have been enrolled with a computer causes all
mobile devices to be unenrolled. Users will be required to re-enroll their mobile devices once this policy is enabled.

When the Require Password check box is selected, users must unlock their mobile device to access the Security Tools Mobile app. If
a device lock is not present on the mobile device, the password will be required.
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3. To select the length of the One-time Password (OTP), for One-time Password Length, select number of password characters to
require.

4. To select the number of chances the user has to enter the One-time Password correctly, for User Sign-in Attempts Allowed, select
a number from 5 to 30.

When the maximum attempts is reached, the OTP feature will be disabled until the user re-enrolls the mobile device.

®| NOTE: Dell recommends setting up at least one other authentication method in addition to One-time Password.

Configure Smart Card Enroliment

DDP|Security Tools supports two kinds of smart cards: contacted and contactless.

Contacted cards require a smart card reader into which the card is inserted. Contacted cards are only compatible with domain computers.
CAC and SIPRNet cards are both contacted cards. Due to the advanced nature of these cards, the user will be required to choose a cert
after using inserting his card to log on.

Contactless cards are supported by non-domain computers and by computers configured with domain specifications.
Users can enroll one contacted smart card per user account, or multiple contactless cards per account.
Smart cards are not supported with Preboot Authentication.

@ NOTE: When removing a smart card enroliment from an account with multiple cards enrolled, all cards are unenrolled at
the same time.

To configure smart card enroliment:

On the Administrator Settings tool's Authentication tab, select Smartcard.
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Configure Advanced Permissions

1. Click Advanced to modify advanced end user options. Under Advanced, you can optionally allow users to self-enroll credentials,

optionally allow users to modify their enrolled credentials, and enable one step logon.

@ Security Tools - Setup

Lddvan
Encrypton
hlanage a seit-encrypting drive Srtvanced authentication sattinms 2l
and allow users to use one step lagan
Authen tication .
- w | Allow wsers to enncdl credentia
ar-inopt il tial setting:
o | Al Lise 1 T i
Sign-in Options
| Allow on= skep logor ﬂ

Paszword Manager

sers to self-enrcll credent

2. Select or clear the check boxes:

Allow users to enroll credentials - By default, the check box is selected. Users are permitted to enroll credentials without
intervention by an administrator. If you clear the check box, credentials must be enrolled by the administrator.

Allow user to modify enrolled credentials - By default, the check box is selected. When selected, users are permitted to modify or
delete their enrolled credentials without intervention by an administrator. If you clear the check box, credentials cannot be modified or

deleted by a regular user but must be modified or deleted by the administrator.

Enroll.

NOTE: To enroll a user's credentials, go to the Users page of the Administrator Settings tool, select a user and click

Allow one step logon - One step logon is Single Sign-on (SSO). By default, the check box is selected. When this feature is enabled,
users must enter their credentials only at the Preboot Authentication screen. Users are automatically logged on to Windows. If you

clear the check box, the user may be required to log on multiple times.

®| NOTE: This option cannot be selected unless the Allow users to enroll credentials setting is also selected.
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3. Click Apply when finished.

Smart Card and Biometric Services (Optional)

If you do not want Security Tools to change the services associated with smart cards and biometric devices to a startup type of
"automatic," the service startup feature can be disabled.

When disabled, Security Tools will not attempt to start these three services:

SCardSvr - Manages access to smart cards read by the computer. If this service is stopped, this computer will be unable to read smart
cards. If this service is disabled, any services that explicitly depend on it will fail to start.

SCPolicySvc - Allows the system to be configured to lock the user desktop upon smart card removal.

WhioSrvc - The Windows biometric service gives client applications the ability to capture, compare, manipulate, and store biometric
data without gaining direct access to any biometric hardware or samples. The service is hosted in a privileged SVCHOST process.

Disabling this feature also suppresses warnings associated with the required services not running.
Disable the Automatic Service Startup
By default, if the registry key does not exist or the value is set to O, this feature is enabled.

1. Run Regedit.
2. Locate the following registry entry:

[HKEY_LOCAL_MACHINEASOFTWARE\DELL\Dell Data Protection]
SmartCardServiceCheck=REG_DWORD:0
Set to 0 to Enable. Set to 1 to Disable.

Manage Users' Authentication

The controls on the Administrator Settings Authentication tab let you set user logon options and customize the settings for each.
To manage user authentication:

1. As an administrator, click the Administrator Settings tile.
2. Click the Users tab to manage users and view user enrollment status. From this tab, you can:

Enroll new users
Add or change credentials
Remove a user's credentials
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@ NOTE:

Sign-in and Session show the enroliment status of a user.

When Sign-in status is OK, all enrollments that the user needs to be able to log on have been completed. When
Session status is OK, all enroliments that the user needs to use Password Manager have been completed.

If either status is No, the user needs to complete additional enroliments. To find out which enroliments are still
needed, select the Administrator Settings tool and open the Users tab. Gray check mark boxes represent
incomplete enroliments. Alternatively, click the Enroliments tile and review the Status tab's Policy column, where
the required enrollments are listed.

Add New Users

®| NOTE: New Windows users are automatically added when they log on to Windows or enroll credentials.

1. Click Add User to begin the enrollment process for an existing Windows user.
2. When the Select User dialog displays, select Object Types.

Select User “

Sedect this ohject type:

|ger Dbt Types...
From this location:

MEBD0-EH-WINET Locatiare

Erier the chisct name o sslect (sxampkes)

Criack Name

Advanced... QK Canosl

3. Enter a user's object name in the text box and click Check Names.
4. Click OK when finished.
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The Enrollment wizard opens.

Continue to Enroll or Change User Credentials for instructions.

Enroll or Change User Credentials

The administrator can enroll or change a user's credentials on behalf of a user, but a few enrollment activities require the user's presence,
such as answering recovery questions and scanning the user's fingerprints.

To enroll or change user credentials:

1. In Administrator Settings, click the Users tab.
2. On the Users page, click Enroll.

Uzers
Manage Dl Data Protection | Security Tools users
Users are automatically added when they sign in to Windows or enrall credentials. Add User allows

cted user to enroll credentials. Rermoee

you to add existing 'Windows users. Enroll allows the s

deleb= the Windows user from accessing Dell Data Protection | Sscurity Tools enncllment options
Add User
Ldmin name Lsar name 1 User nam= 2
Lelmin User Uszer
Paszerord \J" v W
Firganarint w
Fecowery Questions \I“ "f‘
Smartcard W

One-time Password

Sign-Ir k. QK (D

Session oK QK 8
Enrall Enrall Enro
Remiove Remnove Rernoue

3. On the Welcome page, click Next.

[S# Security Toals - Enrall Credentials x
The Dell Data Protection | Security Teals enrollment wizard will guide you through the setup process

4. In the Authentication Required dialog, log in with the user's Windows password, and click OK.
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A Authentication Required

On the Password page, to change the user's Windows password, enter and confirm a new password and click Next.

To skip changing the password, click Skip. The wizard allows you to skip a credential if you don't want to enroll it. To return to a page,
click Back.

Follow the instructions on each page, and click the appropriate button: Next, Skip, or Back.
On the Summary page, confirm the enrolled credentials and, when finished with enroliment, click Apply.

To return to a credential enroliment page to make a change, click Back until you reach the page you want to change.

For more detailed information about enrolling a credential, or to change a credential, see the Console User Guide.

Remove One Enrolled Credential

1.
2
3.
4

Click the Administrator Settings tile.

Click the Users tab and find the user to change.

Hover over the green checkmark of the credential you want to remove. It turns into & .
Click the @ symbol and then click Yes to confirm the deletion.

@ NOTE: A credential cannot be removed this way if it is the user's only enrolled credential. In addition, the Password
cannot be removed with this method. Use the Remove command to completely remove a user's access to the
computer.
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Remove All of a User's Enrolled Credentials

36

Click the Administrator Settings tile.
Click the Users tab and find the user you want to remove.
Click Remove. (The Remove command appears in red at the bottom of the user's settings).

After removal, the user will not be able to log on to the computer unless he re-enrolls.
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3agauu no yaaneHuro

YT06b1 ynanute DDP | Security Tools, nonb3oBaTtenb AOMKEH MMETb, Kak MUHMMYM, NMpaBa NoKarbHOro agMMHUCTpaTopa.

YoaneHue DDP | Security Tools

YnaneHue npunoxeHus NponsBoanTCs crneayowmmMm obpasom:
1. DDP | Client Security Framework

2. DDP | Security Tools - lNpoBepka NognmMHHOCTU

3. DDP | Security Tools

Ecnun KOMNbHOTEP CHabxeH CaMOLIJI/I(*)pyI'OLLlI/IMI/ICH Onckamu, BbINONMHUTE creayowne waru anga yoaneHna npunoXxeHusa:

1. OTMeHUTe MHULManu3aLyo caMoLMpyHoLLLEerocs aucka:

a) B pasgene Administrator Settings («lMapameTpbl agMuHucTpaTopa») HaxmuTe Ha Bknaaky Encryption («LudposaHues).
b) YTOObLI OTKNOUUTB WMdPOBaHME, HAXMUTE KHOMKy Decrypt («PacwudpoBatb» ).

c) [Mocne Toro kak camoLumdpyroLwMincsa anck yaeT paclumndpoBaH, nepesarpysnTe KOMNbITep.
2. Ha nanenu ynpaeneHus Windows 3angute B pasgen Uninstall a Program («YganeHue nporpaMmmbis).

@ NMPUMEYAHMUE: Start («Iyck») > Control Panel («lMaHenb ynpaBneHusi») > Programs and Features

(«MporpaMmmbl n KOMNOHEHTBLI») > Uninstall a Program («YpaneHue nporpaMmmbi»).

Contral Panel Home

Wiew installed updates

off

Organize -

Mame

Uninstall or change a program

To uninstall a program, select it from the list and
|ii;| Turn Windows features on or then click Uninstall, Change, or Repair.

= -~ @

: () Dell Data Protection | Client Security Framewaork

() Dell Data Protection | Security Tools
) Dell Data Protection | Security Tools Authentication

3. Ypanute Client Security Framework 1 nepesanyctute KoMnbloTep.

4. Wcnonb3ysa naHenb ynpaenexnus Windows, yaanute Security Tools Authentication.

Ha akpaH 6y/:|,eT BblBeEHO coobLLeHne ¢ BOMpocom o HeobxoanmocTn COXpaHeHNA OaHHbIX NMoJib3oBaTENA.

Ecnu Bbl nnanupyeTte B OyayLiem cHoBa yCTaHOBUTL nakeT Security Tools, HaxxmuTte Yes («[a»). B npoTvBHOM cnyyae,

HaxmMuTe No («HeT»).

[Nocne 3aBepLueHus npouenypbl yoaneHna nepesarpy3nmte KOMnbroTep.

3agauu no yganeHuro
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Dell Data Protection | Security Tools Authentication

You can preserve user data for Dell Data Protection | Security Tools
l L Authentication and it applicatinns, in case you want to reinstall them.
Or you can remove the user data as part of the uninstallation,

Do you want to preserve the user data?

Yes Mo

B. Wcnonbaysa naHenb ynpasneHua Windows, yaanuteSecurity Tools.

Ha akpaH byaeT BbiBeeHO coobLeHne ¢ BOMPOCOM O TOM, NMaHnpyeTe nu Bbl NONHOCTLIO yAanuTe NPUNoXeHue n
KOMMOHEHTbI.
Haxmute kHonky Yes («[ax»).

Ha akpaHe nosBuTcs ananorosoe okHO Uninstallation Complete («YaaneHue 3aBepLUeHO» ).

6. YcraHoBuTe chnaxok B nose Yes, | want to restart my computer now («[la, nepesarpysmTb KOMMbIOTEP CeAYac» ), a 3aTem
HaxxmuTte kHonky Finish («'oToBO»).

7. KomnbioTep ByaeT nepesarpyxeH, U NpoLecc yaaneHus GyaeT 3aBepLueH.
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BoccTtaHoBneHue

B Clly4dyae ecnn y4eTHble aHHble Nofib3oBaTena yTpadeHbl Ui CPOK UX OencTBus UCTEK, OOCTynHbI cnegyouimne onummn
BOCCTaHOBIIEHUA:

OpaHopa3soBbiit naponbk (OTP): [Nonb3oBaTtens reHepupyeT 04HOPa30BbIN Naporib NPy MOMOLLU MOBUNBHOIO NPUMNOXEHNS
Security Tools Mobile, ycTaHOBNEHHOro Ha 3apermcTpMpoBaHHOM MOBUILHOM YCTPONCTBE, ¥ BBOAWUT OAHOPAa30BbLIN Naporib Ha
akpaHe Bxoda B Windows Ansa BOCCTaHOBMNEHUs AocTyna. 3Ta onuusa AOCTYMHa TOMbKO B Cry4vae, ecrnv nonb3oBaTerb
3apervctpupoarn MobunbHoe YyCTPOMNCTBO Ha KOMMbIOTEPE NPy NOMOLLM NporpaMmbl Security Tools. YTo6bl ncnonb3oBaTtb
0[HOPAa30BbI NAaposb AN BOCCTAHOBMEHWS, NOnb3oBaTenb He AOIMKEH NPUMEHATL ero AN BXOAa B KOMMbOTEp.

@ NMPUMEYAHMUE: Onsa ncnonb3osaHus yHKLMN 0QHOPA30BOro Naposisi He06X0AMMO Hanmune BKNIOYEHHOrO
cobcTBeHHoro TPM. CnegynTe MHCTPYKUMAM B pasgene Ouncrtka coO6CTBEHHOCTU U aKTUBaLMA AOBEPEHHOro
nnatcpopmeHHoro moaynsa (TPM). OgHopa3oBbI Naponb MOXET MCNONb30BaThCs A4S NPOBEPKU NOANIMHHOCTH
VN1 BOCCTaHOBIIEHUA AOCTYNa, HO He AN OQHOBPEMEHHOro BbINOMHEHUs yKa3aHHbIX Lenen. nsa nonyyeHus
AononHuTenbHon nHopmauum cMm. pasgen Hactpoiika napameTpoB Bxofa.

KoHTponbHbIe Bonpockl: [Monb3oBaTenb A0MKEeH NpaBUIbHO OTBETUTL Ha Habop NepcoHanM3anpoBaHHbIX KOHTPOMbHBLIX
BOMPOCOB, YTOGLI BOCCTAHOBUTL AOCTYM K KOMMbIOTEPY. Ta OnuMs AOCTYMNHA TONLKO B Clyyae, eCri aAMUHUCTPAToP HAacTpoun
1 BKIOYMN BONPOCHI AN BOCCTAHOBMEHWSA, a NONb30BaTeNb 3apericTpmMpoBan BONpock! Ans BOCCTAHOBMNEHUA B KaYecTBe
onuMu AN BOCCTAHOBIIEHUS 4OCTyna. dTa onums UCMosib3yeTcs AN BOCCTAHOBMEHUSA AOCTYNa K KOMMNbIOTepy MyTem NpoBepKu
NOANMMHHOCTM Nepep 3arpy3Koi UInu ¢ MOMOLLbI0 3kpaHa Bxoaa B Windows.

O6a cnocoba BoccTaHOBMEHWS TPeOYIOT NOArOTOBKM K BOCCTAHOBMEHMIO MO0 NyTeM pernctpaLlum BonpocoB BOCCTAHOBIEHNS,
nmbo nyTem permctpauum MobunbHOro YCTpoMCTBa Npu NOMOLLM NporpaMMbl Security Tools Ha KomMbloTepe.

Self-Recovery, Windows Logon Recovery
Questions

To answer Recovery Questions to recover access at the Windows logon screen:

To use the Recovery questions, click Can't access your account?

The Recovery Questions that you selected during enroliment display.
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‘Whe was your irst smployer?

In wehast city or town was your it Job?

What was the Last nams of your third grace

Argwar spcurhy QuESTIoN 157 BCOHE MICDVITY.
Sigr-in aptiors

2. Enter the answers and click OK.
Upon successful entry of the answers to the questions, you enter Access Recovery mode. What happens next depends upon the
credential that failed.

If you failed to enter the correct Windows password, then the Change Password screen displays.
If a fingerprint failed to be recognized, then the fingerprint enrollment page displays so that you can re-enroll the fingerprint.

Self-Recovery, PBA Recovery Questions

To answer Recovery Questions to recover access at the Preboot Authentication screen:

1. Enter your user name.
2. At the bottom left side of the screen, click Options > Trouble Signing In.

Dell Data Protection

This cor by e

Racovary Qusstions
Hetwork Information Challenge Response . o
Semvsr Syn A
Keyboad »
Suppor Tool E
Suppor Informatian 5 :
s Pattwor
Shut Diown
LF Optons 0 3016 Dall me Al nghts tesard -
8. When the Q&A dialog appears, enter the answers that you supplied when you enrolled in Recovery Questions the first time you signed

n.
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Recovery Questions

Answer the following recovery questions to gain access
the Windows Operating System.

What is your mother's maiden name?

Recovery Questions

Angwer the following recovery guastions to gain access
the Windows Operating System.

is your favorte TV show character?

CamoBoccTaHOBNeHue, 0O4HOPa30BbIA Naposb

3OTa npoueaypa onucbiBaeT, Kak UCMonb3oBaTh (MYHKLMIO ogHopasoBoro napons (OTP) Ans BOCCTaHOBMNEHWS AOCTyNa K
KOMMbIOTEPY, B CIy4Yae, HanpuMep, ecnu naponb Ans Bxoda B Windows yTpayeH, Cpok ero AeicTBusi UCTEK U NPeBbILLEHO
MaKcMmarnbHOe KONMYECTBO MoMnbITOK BxoAa. ®yHkuMs ogHopa3sosoro napons (OTP) gocTynHa ToNbKo B TOM Clyyae, eciu
nosib3oBaTesb 3apercTpupoBan MoGUNbLHOE YCTPOMCTBO, U TOSbKO MNP YCIOBUU, €CINn (hYHKLMS OAHOPa30BOro napons He
ucnonb3oBanach B npeablayLimMii pa3 ans sxoga B Windows.

@ NMPUMEYAHMUE: Onsa ncnonb3oBaHusi yHKLMN OQHOPA30BOro Naposisi He06Xo0AMMO Hanmyne BKIMNOYEHHOro
cob6cTBeHHOro TPM. ®PyHKUMA ogHOPa30BOro Naposisi MOXeT UCMOoNIb30BaTbCA NMO0 AN NPOBepPKU NOANMUHHOCTHU
Windows, nu6o ans BoccTaHOBNEHUs JOCTYyNa, HO He Afisi OGHOBPEMEHHOro BbINOTHEHUs1 06enx Lenen.
AAMUHUCTpPATOP MOXET YyCTaHOBUTbL MOJIMTUKY TakKUM 06pa3om, YTOObI pa3peLmnTb NoNb3oBaTento NpumMeHaTs OTP
nmbo AN BOCCTAaHOBIIEHUsI 4OCTYyNa, NMN6G0 ANA NPOBEePKU NOANMHHOCTU, UMUK OTKIHOUYUTL 3TY (hyHKLMUIO.

YTto6bl Mcnonb3oBaTb dDyHKLI,I/I}O OAHOPAa30BOro napona AnAa BOCCTaHOBMIEHNA AOCTYNa K KOMMNbHOTEPY:
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1. Ha askpaHe Bxoga B Windows BblGepuTte sipnbik OTP m .
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Administrator
e VAdmnesirator

Enter of $end a One-tirme Paiswornd from your
mobile device.

? @

Ha mobunsHom ycTpoicTee 3anycTuTe npunoxenue Security Tools Mobile n BBeanTe napons.
BbibepuTe kOMNbIOTEP, K KOTOPOMY CriegyeT NonyyYnTb AOCTYn.

Ecnu umst komnbtoTepa He oToBpaxkaeTcsl Ha MOBUITbHOM YCTPOMCTBE, BO3MOXHO, MMEET MECTO OfHa U3 YKasaHHbIX HiKe
NpUYNH:

Mo6unbHoe yCTpoNCTBO He ObINo 3aperMcTprpoBaHo nnu He BbINo coeanHEHO C KOMMbIOTEPOM, K KOTOPOMY Bbl nbiTaeTech
nony4mTb JOCTYM.

Mpu Hannunm 6onee ogHon yyeTHow 3anucy Windows npunoxenue DDP | Security Tools nnbo He ycTaHOBNEHO Ha
KOMMNbIOTEPE, K KOTOPOMY Bl NbiTaeTeck nony4nTs Aoctyn, Nnbo Bl NbiTaeTech BOWTH C MCMONb30BaHWEM APYrov Y4ETHON
3anucu nonb3oBaTtens, OTNIMYHON OT TOW, KOTopasi UCMoNb3oBanach Ans COeAUHEHNS KOMMbOTEPa C MOBUIBHBIM
YCTPONCTBOM.

Haxwmute One-time Password («OpaHopa3oBbIv naponb»).

Ha mo6unbHOM ycTpoiicTBe 0ToGpasnTcsa Naporb.

NMPUMEYAHUE: Ecnu Heo6xoanMo, HaXxkMUTe Ha 3Ha4ok Refresh («OBGHOBUTL») E, YTOObI NONY4YNTL HOBbLIN
koa. Nocne AByx nocnepgoBaTenbHbLIX OOHOBMEHU OQHOPA30BOro Naposs NoTpedyeTcsa AOXKAATHCA OKOHYaHUA
30-cekyHAHOro MHTEepBana, nepea TeM Kak 6yaeT creHepMpoBaH eLe OAUMH 0AHOpPa3o0BbIN Naposib. KomnbioTtep n
MOGUNbLHOE YCTPOMUCTBO AOJMKHbI ObITb CUHXPOHU3UPOBaHbI, AN OAHOBPEMEHHOro pacno3HaBaHUs OQHOIO U
Toro e napons. NonbiTka GbICTPON NOcNefoBaTeNbLHOW reHepaLn Naporie MoXeT BbI3BaTb HapyLleHue
CUMHXPOHMU3aL MK KOMMbOTEPa U MOOGUNBLHOIO YCTPOMUCTBA M 0TKa3 pyHKLMKU ogHOpa3oBoro napons. Mpu Hanu4um
TakoW npo6rneMbl NOAOXKAUTE B TeYeHUe TpuaLaTu ceKyHa, Noka o6a ycTponcTBa BHOBb He CUHXPOHU3UPYIOTCS, a
3aTeM NOBTOPMUTE MOMNbITKY.

Ha komneloTepe, Ha akpaHe BBoAa napons Windows, BBeguTe naporib, KOTOpbIN oTobpaxkaeTca Ha MOBUNBLHOM YCTPONCTBE, U
HaxxmuTe kHomnky Enter («BBoa»).

Ha komnbloTepe, Ha akpaHe BoccTaHoBMNeHuUs:, BbibepuTe | forgot my Windows password («f 3a6bin naponb Ansi Bxoaa B
Windows>») 1 cnegyinte akpaHHbIM NoAckaskam, YToObl nepeycTaHOBUTL CBOW Naporib.

BoccTtaHoBneHue



@ Recovery mode

1| have lost my cand or rmy fingerprint reader o longer woris
Selact this option to enroll your credentials.
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7

Tnoccapum

OTmeHa nHuumanusauun: yaanset 6a3y aaHHbix PBA u oTkniodyaeT PBA. VIaMeHeHUs, BHECEHHbIE B CUCTEMY NPU OTMEHE
WHMLManm3aumm, BCTyNatT B CUry nocne 3aBepLueHns paboTbl KoMnbloTepa.

OpHopasosble naponu (OTP). OaHopa3oBbIvi Naponb — 3TO Naposb, KOTOPbIN MOXET ObITb MCMONb30BaH TOMNBLKO OAMH pas3 n
KOTOpbIV JENCTBYET B TEYEHNE OrpaHMYeHHOro nepmuoaa BpemeHun. [ing ncnonb3osBaHMs 04HOPA30BOro naporns Heobxoaumo
Hanuuue BkNoYeHHoro cobecTeeHHoro TPM. [inga aktuBaumm dyHkummn OTP Heobxoaumo, YToObl MOBUbHOE YCTPONCTBO 6bIN0
NOAKIMYEHO K KOMMbIOTEPY C MOMOLLbIO KOHCONM Be3onacHoCcTH 1 NpunoxeHnst Security Tools Mobile. MpunoxeHune Security Tools
Mobile reHepupyeT Ha MOBMNBHOM YCTPOMCTBE Naponb, KOTOPbIA UCNONb3yeTCs Ans BXOoAa B KOMMNbIOTEP Ha 3KpaHe Bxo4a B
Windows. CornacHo yctaHoBneHHbIM TpeboBaHusam dyHKuma OTP moxeT ObITb CNonb3oBaHa ANd BOCCTaHOBEHUS JOCTyna K
KOMMbIOTEPY, B CriyYae ecrnv CpoK AeNCTBMS Napons UCTEK UMK ecnu Nonb3oBaTenb 3abbin naponb, Npu yCroBmm YTo yHKUNS
OTP He ncnonb3oBanack A5 BxoAa B komnbtotep. PyHkunsa OTP MoxeT ObiTb MCnonb3oBaHa Anst NPOBEPKU MNOANTMHHOCTM Unu ang
BOCCTaHOBMNEHMWS AOCTYNa, HO He Ans OAHOBPEMEHHOTO BbINOMHEHWS YKa3aHHbIX 3a4ad. YpoBeHb 6e30nacHOCTM 04HOPAa30BbIX
naponen aensietcst 6onee BbICOKUM, YeM YpOBEHb 6€30NacHOCTM HEKOTOPLIX APYrMX METOAOB MPOBEPKU NOASIMHHOCTU, NOCKOMbKY
CreHepunpOoBaHHbIV NApOrb MOXHO UCMOMb30BaTh TOMNbKO OAWH pas3, U OH UMEEeT KOPOTKUIA CPOK AENCTBUS.

MpeasarpysoyHas nposepka noanuMHHocTh (Preboot Authentication, PBA) crnyxuT B kKayecTBe paclumperus BIOS nnmn BcTpoeHHoro
3arpy3o4Horo MO v rapaHTupyeT Hannune 6e30NacHoO 1 3aLLMLLIEHHON OT HECAHKLMOHMPOBAHHOMO AOCTYNa cpefbl, BHELLHEN No
OTHOLLIEHVIO K ONepaLnoHHON cnucTeme, KoTopasi obecneunBaeT HageXHYH0 NPOBEPKY NoaAnnHHOCTU. PBA npegoTBpallaeT YTeHue
noBbIX AaHHBIX C AUCKA, B TOM YMCHe AaHHbIX ONepaLyoHHON CUCTEMBI, MOKa NONb30BaTeNb HE MOATBEPAUT HANMYNE KOPPEKTHBIX
YYETHbIX JaHHbIX.

EanHein Bxopa (Single Sign-On, SSO) - Mpoueaypa SSO ynpolaeT npouecc BXoAa B CUCTEMY B Criydae, ecnu Ans npeasarpysku n
ans Bxoga B Windows paspeLueHo Ucnonb3oBaHue MHOroakTopHOM NpoBepKN NOANMHHOCTU. B aTom cnyyae nposepka
noanMHHOCTU TpebyeTcsa NuLb Nepeq 3arpy3kown, a Bxoq nonb3osatenen B Windows BbINonHsaeTCa aBTomatmdeckn. Ecnvn eguHein
BXOZ, HE BKIIOYEH, MOXET NoTpeboBaTbCA HEOAHOKPATHAA NpoBepKa NOAMMHHOCTY.

[oBepeHHbI NnatdopmeHHbIn Mogynb (TPM). TPM — 3To unn ¢ Tpemsi OCHOBHbIMU (pyHKUMAMY: Be3onacHoe XpaHeHwue,
U3MepeHNe 1 yaoCToBEpEeHUE NOANMHHOCTU. KnneHT wudposaHusa ncnonbayet TPM ana obecnedeHns 6e3onacHoro xpaHeHumsl.
TPM Takke MOXeT NPeAoCTaBNATb 3alMEPOBaHHbLIE KOHTEMHEPbI A1 XpaHUIULLA NporpaMmMHoro obecnevennsi. TPM Takke
Heo6XxoaMM AN UCMOMNb30BaHNS OYHKLMN OOHOPA30BOro Napons.
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