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Select the features setup will install.
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Adminlstrator
settings
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f#. Security Tools - Activation X
Welcome v DDP|ST Password
*> DDP|ST Password Access to the Dell Data Protection setup portion of this conzole is protected by
an administrator password. Please create a new administrator password that is
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Summary
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s Security Tools - Acfivation X

Welcome W Backup Location

DDP|5T Password v Dell Data Protection needs a location to seve important recovery informistion.

Pleaze enter a directory location that is either on a network drive or on
* Backup Location removable media.

ENST_Backup
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Change Administrator Password

quidelines in the fiskds below ta change your Administrator Password | is important to
rernernber this nevs password, Once changed, the ald passwoed is discarded 2nd cannst be retrieved
The Adminstrator Password requires am B-3 aracter pessaord that = at l=ax
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Add, change crremoye users

Preboot Settngs

arage PEA settings
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Change= Backup Location
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Welcome

[& Apply Encryption X

v Pre-boot Policy

* Pre-boot Policy Customize access rules for pre-boot.

sttempt]s) at non-rached uzer logon

(=]
L3

- F"F"IT‘T!':RI #t cached user ogon

¥]|| attempts) st answenng recovery questions

Enable Crypto Erase Password

Enter Crypto Erase Passwaord
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sz Apply Encryption

Welcome W Pre-boot Customization
Pre-boot Policy W Customize text displayed ot pre-boot
¥ Pre-boot Enter Freboot Title Text
Customization
Enter Support Informaton Text
ENter Leq lolice TexT

Mext
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A\ System Shutdown Required

Dell Data Protection has initialized and activated the PBA. To complete the
activation, this computer must be shut down and then turmned back on. Please
close all applications and then press the "Shutdown® button.

Shutdown

Systern will automatically shutdown in 38 seconds
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Apply sign-in options to Adminiatratars bl
Authenticabon
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Available Options 0 e Per

Sign-in Options

Passwond SR
Password Manager
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Re=covery Cusstions
Fingerprints Smartcard !‘ x
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Advanced
Recovery Options 0
Users
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Add Change or rermonse WSers | Recavery LLestions
Preboot Settings
fManage PEA settings
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{s',t Available Options X

Specify the combination of credentials required for access, Users will be required to

authenticate using both factors at login if a combinaticn is saved.

Fingerprint v and | Password v
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Recovery Questions

Answer the following recovery guestions to gain access t
the Windows Operating System.

Who is your favorite T show character?

2tV hNY, DR324 LNZT=F

COFIETIE. BIZE Windows Y2 T— ROEARMTI iz, 27— Fiashfc. FHROTF VORBAHFRENEBBL 58
C. TV R4 LN2AT—R(OTP)HEEAFERALTCI E1— 2 ADT7 0t 22OETAHFEEHBALET., 7024 LNX2AT—FR
(OTP)Y # 7Y arvik. A—F—NMENL LT, 2&ZFLELBE. 1k, OTP M Windows NDFR#ZEDO T4+ VY CFERAINT
WZE WBEICERY. FHATBETY.

@ AE:TVRALN2T—FHEEEC R TPM ATFEEL. BN LUFRBENA TOAMSENSH D £$, OTP IX Windows F2EL
LryssyondhhicFEFRATEEIN MACKERATETIE A, BEBHG. VISV FLERHEOVThhO®IC
OTP:2HFATE3KY Y —%RETA. F LR COMEELEEMMLIZ e hTEF T,

I 1—2ADT7 0+t 25EETALHICOTPEFEATACIR. XOFIEAEETL .

1. Windows @7 # BEETOTP 74 1> ﬂ #BIRLE T,

Administrator
e VAdminsiraton

Enter of s&nd a One-time Pessword from your
mobile deviie.

= @

2. ®/NL W T N{ 2T Security Tools Mobile 7 7' 2B X. N"2T—FKEAHLZT,
3. Tot23320Fa—2%%8RLET,

ENANTAL2LAYEI-2BRRTENEVERR. ROVT WD DRENEFET SHREMNH D E T,
ENANTAA2DT7 2200V Ea-REEFEFLERTY TSN TOEL,

40 VN AN,



B Windows 1—F—7H > b EH->TVWBHEEE. 72€20L5&0LTWW3E a2 Ea—2 LI DDP | Security Tools H
AV2F=LENTVWEWH IVEI—-REENAULTNL2DRTY VT FERALIET AT M ERELRZI-F—TH
DyhcadF L LESIELTVWAHDOVTANTYT,

4 D34 LN2)=F B2y TLET,

ENANT AN ZBEECANZ2T-FHARREN TS,

C>»&M§F$hﬁ\E%9>£»EI&90vabt%bu:—FEm%bi?QEEZEwcwE%&\mwow
EERTERLSCE3FITLIOVDBEANFREELET., IV Ea—REENIMTAL 2, MALEEBCEL S 2
T—FEBEBTEFLSCASEENTOWASENSVET, Y2T—FESFCEKLTERLELS 3L, avE
A=2EENSANT A ZDFEREREL 2. OTPHEENKBTIAFEEAL 4V 3., CORBEMRREL LBEAR. 22
DFENL 2N BEREEIhZFTIONES - Ths. BREITLTEZ W,

5. AYEa1—2D Windows O 774 VEET. TNANLT AL ZACRKRENTWARN2T—FEAHNL. Enter 21 L 7,

6. I>Ea—2DY H,) E—FEHET. Windows Y27 —FEShif: 28RL. BEALOFIBECHKE >TSS 2T-FEY £y b

LET,

@ Recovery mode

| e lost my cand or mmy fingerprint reader o longer woris
Selact this option to enroll your credentials.

VN AN, 41



7

M

TOoEYaz I @R- 7o az y SBRBRICED. PBAT -2 RN—2NBIKREN. PBANET T4 TMbEhd, oy
I TRBEANICTACR. Yy MU UNARETYT,

TR A LNAT—F (OTP) -T2 24 LNX2T—FlF, —EUNMERTELZWAN2T-F T, BYEEHIEEINATVWET,
OTP IClE. TPM BFEFEL. AMba h. FIBESh TWARENLRH D 9, OTP BRI 3 (C 1. Security Console & & U Security
Tools Mobile 7 7Y &#FERAL T. EXNANMT AL 2% E1—-2ERT Y I L FET,. Security Tools Mobile 7 7Y &, Windows
OJF VEETOIAYE2—2A0O07F Y CERINBAN2AT-—REEN VTN, 2ECERLET, 21— ~A007
FUICOTPEFERLENSERIFE. RUYS—CEHIE, "2T—ROHEMINfc & ZIC, FLENN2T-—FEShIZEXIC,
OTPHEEAFER LTI E2A— 2 NDT7 7t 25EETACENTEFEFY, OTPHEEF. R T BREBEOEESMCFEATE £
ThH. MACEATAC L TEERA. ERENWEAN2T-RA—EUNMEATEXT. EEEB TR T S0, OTPL X2V 7T
{IIMORBIAEFELVEEATVWET,

FEBRTEREE (PBA ) - E2BYRIFREE (PBA) 13, BIOS FC 3R 7 7 — L7 = 7 OHLRMEE L L TOREBEZRIC L. FRRI WICERIL
LAXYELT. ARV=FT 4 VTV 2AT LAt X 27 MR Y NBEERIEL T T, PBAlZ. 2—%—hIEL WERFRER
STWATEENITARET. N—RTA2IDSFRV—TFT A VIV AT LEEERMLFEAMACENTEENELESCLET,
YTV A YA Y (SSO) -SSO F. EEIRTE Windows O 74 > OWlA CHRFRIANENCE>TWAEX, O+ v EE
BEKLET. BNCE->TWABE. RIMFREHWOATHEL LY, 2—%—[F Windows CEHEWICO A > ash s, BX
TlEVBEEIE. BECHIZABAINMBBELEZEIENHD ET,

Trusted Platform Module (TPM ) —=TPM 3. £+ 272 b L=V, BIE. S LUBRIBRE WS 3 20T EMESRAT- XY

F4FvTTY. Encrypton 2 74 7 bld. £ F¥2a7 82 L —VH#EEDLDICTPMEFEALET. TPME. VI b D27 K-
VDSt ahtzd T HFHEBMULET, TPMIE. T2 24 L2 )—FHBEDFERICHLMEAETT,

42 AiE



	Dell Data Protection | Security Tools Security Tools のインストールガイド Dell Data Protection | Security Tools インストールガイド インストール ガイドv1.12 
	はじめに
	概要

	要件
	ドライバ
	クライアントの前提条件
	ソフトウェア
	ハードウェア
	言語サポート
	認証オプション
	相互運用性
	Dell Data Protection | Access のプロビジョニング解除とアンインストール
	DDP|A 管理対象ハードウェアのプロビジョニング解除
	DDP|A のアンインストール

	TPM の初期化
	所有権のクリアと TPM のアクティブ化

	インストールとアクティブ化
	DDP | Security Tools のインストール
	DDP | Security Tools のアクティブ化

	管理者向けのタスクの設定
	管理者パスワードおよびバックアップ場所の変更
	暗号化と起動前認証の設定
	暗号化および起動前認証設定の変更

	認証の設定オプション
	サインインオプションの設定
	Password Manager 認証の設定
	リカバリ質問の設定
	指紋スキャン認証の設定
	ワンタイムパスワード認証の設定
	スマートカード登録の設定
	詳細な許可の設定
	スマートカードとバイオメトリックサービス（オプション）

	ユーザー認証の管理
	新規ユーザーの追加
	ユーザー資格情報の登録または変更
	1 つの登録済み資格情報の削除
	ユーザーのすべての登録済み資格情報の削除


	アンインストールタスク
	DDP | Security Tools のアンインストール

	リカバリ
	セルフリカバリ、Windows ログオンリカバリ質問
	セルフリカバリ、PBA リカバリ質問
	セルフリカバリ、ワンタイムパスワード

	用語集

