Encryption Enterprise
BEARADAM=IVHA R V0]




I
i

X%\ \;I%\ ==

®| AE: RRZEEVWPICTILODEERFHRZHBLTVET,
N=RII7 DIRIEPRT —H DIREDAIHENEZ R, COREEZEIRIBHDHEZHRALTVET .
A\ | ZE: MIIRE, I FREFFECOREERBALEEIBILERLTVET,

© 2012-2018 Dell Inc. IELEHZZEUET . Dell. EMC, BLUZOMOERIE, Dell Inc. FIFZOFEHOEIRTI . 2OMOEIRE. TNE
NOFRIBEEOEETHIHBEDHDET, Dell Encryption. Endpoint Security Suite Enterprise. $&Uf Data Guardian DX — D RF1X> MIAE
AN TVREERFEIES LUPHHIZ ( Dell™. Dell ®OJ. Dell Precision™. OptiPlex™. ControlVault™. Latitude™. XPS®. H&U KACE™ ) (&,
Dell Inc. DFEZET I, Cylance®. CylancePROTECT. LU Cylance ®OJ(E, KEHLUZDMOE(CHIFS Cylance, Inc. DEFKEIETY,
McAfee® HLU McAfee OTE. KEHLUVZDOMDECHIFS McAfee, Inc. DFEFIEXT(IBERFEFIZE T, Intel ® . Pentium ® . Intel Core
Inside Duo®. Itanium®. HLU Xeon ® (EKEHIUZDMODECHIFS Intel Corporation DEFRFHIE €. Adobe®. Acrobat®. HLU
Flash® (. Adobe Systems Incorporated DEFRFHIZTY ., Authen Tec® H LU Eikon® (&, Authen tec DEEREIZTI . AMD® (.
Advanced Micro Devices, Inc. DEEREIR T » Microsoft®. Windows®. $&U' Windows Server®. Internet Explorer®. Windows
Vista®. Windows 7®. Windows 10®. Active Directory®. Access®. BitLocker®. BitLocker To Go®. Excel®. Hyper-V®. Outlook®.
PowerPoint®. Word®. OneDrive®. SQL Serve®. H&LU Visual C++® (&, KEH LY / £e(FZ2OMOECHF3 Microsoft Corporation
OEHRZEEIFEREBIETT . VMware® (. KEBIUZOMOECHIFS VMware, Inc. DESRFEIZEIZ(EEHIZETT . Box® (&. Box DEERE
ZTY, Dropbox™ [&. Dropbox, Inc. DH—EZXY—4TY . Google™. Android™. Google™ Chrome™. Gmail™. H&Uf Google™ Play (&, K
EHLUVZ2OMDE(CHIID Google Inc. DEAREIZ(EEIREHIETT . Apple®. App Store™. Apple Remote Desktop™. Boot Camp™.
FileVault™. iPad®. iPhone®. iPod®. iPod touch®. iPod shuffle®. iPod nano®. Macintosh®. H&U Safari® (&, KEH LU 7 Feld?
ODECHIFS Apple Inc. DB —EXY—4. R, FZFEIREIRTI, EnCase™ HLU Guidance Software® (&, Guidance Software D&
EE(IEREIETT, Entrust® (T, KEBLUZOMDEICHIFS Entrust®, Inc. ODEFREHIE T . Mozilla® Firefox® (&, KEHLUZDA
DE(IHFS Mozilla Foundation DEERFFIET Y, I0S ® (FEITOEEXZ(EIKEH LUZDMOIFEDET Cisco Systems, Inc. DEERFHIZ
THD. FAEVAMEREINET, Oracle® HLU Java® (E. Oracle BELY / Fz(FZOBESHTOBIRFFIECTT, Travelstar® (&, KES LU
TOMDE(CHIFS HGST, Inc. DEERFFIE T UNIX® (&, The Open Group DEERFEIECTI, VALIDITY™ (&, KRESLUZOMMDEICHITS
Validity Sensors, Inc. DFEHET Y, VeriSign® BLUEOMMDOBILERE(L. KEBLUZDMMDEICHIFS VeriSign, Inc. £lFZ2OEESMHD
WEIF S OBIEF(IEEREIZETHD. Symantec Corporation [CF/ 2S5 ENTVET, KYM on IP® (&, Video Products DEEREHET
9, Yahoo!® (. Yahoo! Inc. DEFRFEHIZETY Inc. Bing® (& Microsoft Inc. DEESRFHIZTY . Ask® (& IAC Publishing, LLC OESFEIZTY, €

DIDEIE. TNENDOFIBEDEIR THIHBENHDET .
2018 - 11

Rev. AO1



LT 402 ] R 5
PE B R BT DHUIIC s 5
CDIA RDIEIE .ottt 5
Dell ProSupport ADEBREINVETIIE ..ot 5

D L 6
GRTDTTAT B ettt 6

GRTDITAT IR = BIREEIE oot 6
GRTDITAT IR = JAm RIITT ettt 6
GRTDTTAT IR = TOmTITA R oot 7
BNCIYPTON DTA T2 Bttt 7
ENCryption AT NDBIERERAE ... oottt 7
Encryption DA T I RDARL =T AT AT Lo 7
Deferred Activation HM/EBUTE Encryption D54 T RDARL —F AT AT Lo 8
Encryption External Media A7 —T 4SS ZAT L ..ot 8
TIVT A RITBEEAL oo 9
T ARIBEBACITA T RDBIERERAE ..ot 9
INTARIBEEACTTAT U RDIN=RIIIT oot 10
INTARIBEEACITAT I NDARL =T AT D ZAT oo 10
SED T AT N ettt 10
SED TTA T I RIIIT oottt 1
SED 7347 hOEBEF—R—R SED 7347 bDOO—-H51X SED 517 "MDARL—FA IS AT I......... 1
BItLOCKEr MANAGET TTA T2 P bbb 13
BitLocker Manager 734 72 NDJ\—=RIIIT ..o 13
BitLocker Manager 754 7> MDA =T AT DT La oo 13

IO R Rl 70 4 bk 152 (00 ol (7 S 14
NAD=A VAN =FZAEFIUTEIFEEBLDA D AR oottt 14
NAF=AVAN=FZAERUIEIN Y RIAUNCEBA D AR 15

I R B 70 8 e 110 N 7 4 S | 17
NAT=ADAR=TIDT A DAt 17

OV RTADTDT A DA T et 17

R o V4 ek 1 2= L0 e (7 N S | 18

Encryption 8&U Server Encryption ZZAT7 2 RDT A DZAR=) oo, 19
TTTZR e 19
I 555 B QO 07N s il |2 TR 19
Encryption External Media DT >4 AR =)D ..ottt 21

SED TTATURDT UA DAV oottt 21




PBA DFE T T AT oottt e et e et e et 21

SED ITATIURDT A DZARTI oottt 22
BitLocker Manager 734 7 DT A ARttt 22
R S R Gy O L [ 22

6 Data Security UNINSTallEr.........ccuciiiiiim i rirses s rirses s se s e s s e e e s e s e e maass s e e mnasss s rennasssrrennasssreennasssreennansns 23
Y 0708 Sy | OO 23

A A i 12 B L PPN 24
R o 7.4 ST 11k | « TS 25
O KEY SOIVEE (DR AE ... .uiueireeriereinissiisatessnisseisatsssassessaassssasseastssassssssssessatssssssessesssnsassessessanssseasessassessansessanssnnes 26
H—EZINRIL - RALDT I RD T = DIBIN....ooooeoeeeeeeeeeeeeeeeeeeeee e 26

Key Server %7€ J71 ) - Security Management Server IBEDZHDL—H—DIBIN........co.cooovveveeieeecererern, 26
H—EZJCRIL - Key Server B —E ZMBBRTEN. ..ottt er e ee e n e r e ene s ene s ene 26
BIEADY =)L - TAL DY TEIREDIBN.......cooocoeeeeeee ettt 27

10 Administrative Download Utility ( CMGAd ) D{EF..........ooeiieieeeeeerc e s s sas e e e s smessans e e e s smessaneans 28
TAL > 2w E—RTO Administrative Download Utility OFEFR ..ottt 28
BIEET—RTO Administrative Download Uty O .......o.ooeeeeeeeeeeeeeeoeeeeeeee ettt 29

U S 0 | R L PSR RPT 30
FRTDITATIRDRTT IV DT AT oottt 30
GRTDTTAT U ~ARFERT AR ettt 30
Encryption &&U Server Encryption 74T DRI TILSZ=T AT oo 30
Windows 10 Creators Update ADTYTTL =R ..o 30
UEIACy NS OV 57 & o N QDN 40 b e s b OO 31
Encryption External Media & PCS DAEEAERR ..o 33
WSSCAN DI ..ottt 33
Encryption Removal AGent AT —HAMT I ......ccoeiiirieiieeiieesieeie et 35

DEll CONLIOIVAUIE RTA TN ..ottt ettt e e ee e e s st e e es e e et ee e eneeeeeean 35

Dell ControlVault RSANBEUBTF—LDITDTYTT =B oo 35

P = - =S 38



[FUsIC

RETE. 2ERULTTIT—230%1> AN B LURE T D/5EICDVTEEUGRIBLET . AE (L. BEARA VAN ILOFIENSEEH N TV
F9, FA2AM=3D1> A=) Security Management Server/Security Management Server Virtual DE&TE. Ffzld YAF—1 A R—=3(CEE
IR YR— MERNRERIZ S, (B >R M—ILAA RIZSBULTIZE W,

FRTORIS—1EFREZOFHAIFE AdminHelp TSR TEET.

{EX%ZRIad Sailc

1 I3AT7>MeBATBRIIC, Dell Server ZA Y AR=)LUTIZE W IRITRT LI, IELWAA RZERL. EEBENTVWSFIRICHESIZAE. COH
1 RCRDFT,

e Security Management Server Installation and Migration Guide ( Security Management Server 4 > A R=ILHIUIIATL—3a>H4(
k)

o Security Management Server Virtual Quick Start Guide and Installation Guide ( Security Management Server Virtual 74y A5 —k
HAR/ A2ZAR=IVAAR)

o FEOR)S—EHELTVSNERERLET . 2 OY—IH5 AdminHelp #2880E S, BIEDA _LICHDET . AdminHelp ($7RUS—D5%

EHIUZEE. Del Server TOATZ 3> ZIBERF BDOIARII DL IFRETENAR-SAILT T,
AEOIZTHIDEZINTHA T,
1-Y-IHATMEBALET .

CDOHA FOERE
ZOHA RERDIEFETHERLTZEL,

o DT MORBEAFCOVWTIE, B4 12SBU TR,
o ROVTNHEEIRU TS,

- NRI—A2AP=FZERUIEER DA VAN

FrE
- NRI—APAP=FZERULINIRIAUCEB1V A=)

Dell ProSupport AOSEILWEDhE

TIVELGREIFD 24 BERS 365 BRISESEYR—bB ( 877-459-7304. PR 4310039 ) ([CTHEEELIEE LN,

BB TIEERDOASTA>HIR— MG del.com/support MSTHIBWERFET . AV S HR-TE R34 X227 FOZHhILT RIX1H51)
— KHBTER ( FAQ \ BLURRORBEZEDHEOTVET,

BB YR— MESE(CRRCEDIRETZHICH. BBEOBREIBEROY -E2FTERFIVATVAY-EZXT-ReZ ARV,

KESNDEFEEFES(CDWTIE, Dell ProSupport D& EDEFEESERREHULR-SESBUTIZE,


http://topics-cdn.dell.com/pdf/dell-data-protection-encryption_deployment-guide2_en-us.pdf
http://topics-cdn.dell.com/pdf/dell-data-protection-encryption_deployment-guide5_en-us.pdf
http://www.dell.com/support/home/us/en/04/products/software/dell_data_security
http://www.dell.com/support/article/us/en/19/SLN302833

=24

IATDIFAT7> b

o EADG, IT RZANSSIFARIHEIREBLNHDET , TNICE. DEETFANETOEIEENTANEEY, 1-U—AOBMEEA NS INE
IH ENBICRESNZEDTIEHDFEE Ao

o ADAN=IL, PYTHLU—R PUADAM=NEETIBRI-F—THI> M, O—-HIVEERA O EIBE T - —THINENHDFT, TN
(£, Microsoft SCCM izl Quest KACE REDEAY—)UICL > T—BMICEINY TRIENTEE T, BARSNIAERZIF DIFEREI Y
—([FHR—rENFEEA.

o ADANNEITIA DA BT BRIC. EERT—H2INT\WITVIUETS,

o AZZRIAREAMET (USB) RSATDBAPEDINZE6. IE1—FICEEZNZRVTUIZE,

- BEEQ RERINTOR-MUERTIRETHILZHRLET .

o WY www.dell.com/support T BRITONXEBLUTIZHILT RN H) -z ERRRICHESRL TUZE,

* | %E: Dell Data Security DEE 54 > T2, Windows Insider Preview UU—Z[F#H— FENTVER Ao

IRTDIFAT7>b - pitesH
o HUTORHREMERZIDR—RI M TIIEI-FCA DA R-ILENTORWEE(F. YAV AM=S(CLoTIVAM-ILENEY,

BIfRSAF

—  Visual C++ 2012 B SOJ5 L 4 LB BEMTIEE)/ \Wr—2 (x86 HLU x64 )
—  Visual C++ 2015 BSOS A 3 LIBEBEMAIEE/\Wor—2 (x86 HLU x64 )

Windows 7 [CA X R=)LENTULBI5A. Visual C++ 2015 (C(& Windows Update KB2999226 NAETY,

YA—A I AN=SBELVFAVAN=30DI54 7> M. Microsoft .Net Framework 4.5.2 LABFHHETT, 4> h—3(d. Microsoft .Net
Framework > R—%> MeA YA RM=ILUEE A,

A2 ZM=ILENTWLS Microsoft .Net D)N—Z3VRIREE T BIC(E AV AR—ILFROIVE 1—4T http: //msdn.microsoft.com/en-us/library/
hh925568(v=vs.110).aspx [CECEESN TL\BFIEZZEITUFEY . Microsoft .Net Framework 4.5.2 Z1 >V AR—=JLFBIC(E. hitps: /
www.microsoft.com/ja-jp/download/details.aspx?id=42643 (CPILALET

IRTDISAT7 b - N=FIT7
o RORIC, REROYR- IR E1-9/\- ROV OFMZRUES

N=KR917

— Intel Pentium Ffz(Z AMD JOtzvY
- 10 MB OERTIEET(RIBE
— 512 MB RAM

@ | AE: IYRRAY PTIPAN ST FIBAE. BNOEETF(RAIBEIBEICRDET, COYA XL, KUY —ERSATOHAX
[C&OTRRDIT,


http://www.dell.com/support/my-support/us/en/19/product-support/product/dell-data-protection-encryption/manuals
https://www.microsoft.com/en-us/download/details.aspx?id=49077
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=42643
https://www.microsoft.com/en-us/download/details.aspx?id=42643

IRTDIFA7oh -0-HD34X

«  Encryption. . . 8&U BitLocker Manager 73472 MEZEE1 - —1(>5T1—X (MUl ) ([SHELTHED. ROEEE(CO-HZ1 SN TV
F9, IINTARIBEALIITREEBIROARL —T(2I AT LATDHFYR— NENFET

SEYR-b

- EN-ZGE _ JA-BAE
~ ES-ZRAE _ ko. BEE

- FR-J52A%E — PT-BR- RILMILEE (T590)

- M- A7) ~ PTPT-ARILMILEE (RN (ARUT )

DE - RAY3E

Encryption 25147 > b

o DATIRIDE1-FG TIT1TET BRI Ry NI JiE RN E T,

o RYOBB{EZA(—THRICAU-TE-REATICU T, BBIRIELTORVWIDE 1-ID Y- TIRRE(CRZDEFFEE T, R-TREOTIE1—
ATIIESEEIATONFEA (ESEBITONERA )

« Encryption 347> N3, Ta7I T - MNEEEZYR—- M TOERA. TN B3—BDARL —FTAIITSRTLAOI AT LI7AILHIES b
n. 2OEMEZIAITRBENNGHDIHTI

«  Encryption 954 7> N, #57%)—RIZ37>F I/ AT\ F%ERL THREEEINE S . CNBSOT7>F I/ ZTONAFBEL TR, 7>FD
AIWAZFP OB IVESILCHIIZEIRMEEFER T B, \— RO—F1 I SNEBRIMEETESN TLE T, Encryption 754 7> M.
Microsoft Enhanced Mitigation Experience Toolkit TETANEHTY,

DR MZBOWTSFIA I ZATONNA T DR TSN TVBIBEI. http: //www.dell.com/support/article/us/en/19/SLN288353/ #E1RY
2\ Dell ProSupport (CE#&EL THIR— MR IFTZE L,

o AVTVARTOARL=FA2 IS 2T LADBA AR HYR- RSN TVER Ao ARV =TI ST LEBAV ARV BICE A=y hI>
E1-5%)\wo7yTUTHBEDIVE1—H%ZTATU ARV =TI AT AV A M=)VUTe# BRI UIEHEFIRICRE > TRES{banfeT
—&EELTLZE,

Encryption 23547 > bD a4+

Encryption 7547 MDARL—=FTA IS AT A
o RORE. HIEARL—FT4T ST LADFFEVWVEREATY,

Windows ARL—F14 YIS AT A (32 EvbhE 64 Evh)

—  Windows 7 SP1 : Enterprise. Professional. Ultimate

- 7IVr—2a>E#7>TL—RTO Windows Embedded Standard 7
— Windows 8 : Enterprise. Pro

— Windows 81 : Enterprise. Pro

—  Windows Embedded 8.1 Industry Enterprise

—  Windows 10 : Education. Enterprise. Pro /{\—</3> 1607 ( Anniversary Update/Redstone 1 ) 15/{—=32 1803 ( April 2018 Update/
Redstone 4 )


http://www.dell.com/support/article/us/en/19/sln288353

Windows ARL—=F1 YIS AT (32 EvbE 64 EVD )
—  VMware Workstation 12.5 LUp#

@ | x%E:
UEFI E—REMERT 3L, F17/ () {R—3a RS —hHR— NN EE A

Deferred Activation M3 /EUJ: Encryption 25147 > MDANRL —
TAIDIAT A

Deferred Activation Tld. 77741t H({ERAZENS Active Directory I—H'—7HD> M, I>RikA> MOOJA IAEREINZTHI> R
([FIRITUIEEDICIRDE T, Ry NI —0TO\( IHERELBEHRZES I 200, TOVT MRRENEFCT-Y-HFEIT Active
Directory "—ADT7HI> MIBELE T . BIRIBIRNI A SIENBE. SRELIBIRIIZE(C Dell Server [OX{ESH. #ASNIZ Active Directory
RALSIXFUT Dell H—/\TEREEHIBHRMREESNE T, ZEHMICDWVTIE. http: /www.dell.com/support/article/us/en/19/sin306341 &8
UTLIZEL,

RORT WIEARL =T 42T S AT MOV TEHUGERALET .
Windows ARL—F12JSAFA (32 EybE 64 EVh )
— Windows 7 SP1 : Enterprise. Professional. Ultimate

- 7 —33>FiFT> I — MNTOH Windows Embedded Standard 7
—  Windows 8 : Enterprise. Pro

— Windows 81 : Enterprise. Pro
— Windows Embedded 8.1 Industry Enterprise

-~ Windows 10 : Education. Enterprise. Pro /{—</3> 1607 ( Anniversary Update/Redstone 1) 1%5/{—=32 1803 ( April 2018 Update/
Redstone 4 )

Encryption External Media AXL—=FT14 IS AT A

IRDZRIC. Encryption External Media [C& > TIRESN TOWBATAT(CTIER S BB E(CHR— N NENBARL -T2 I S AT ADFEM % RUE
3_0

@ »x%:
Encryption External Media 2R Z NI 3(C(d. SMEBXT 17 LD# 55 MB OZEEFEICNNZ T, AT 7 _LICESEHRORKIFAIUCE
LLWEESHFENMRETT,

Encliyption External Media TIRESNIAT 1 PICF I AT BIBAICHKR— MENS Windows ARL—FT1 IS AT (32 Evbe 64
Evh)

— Windows 7 SP1 : Enterprise. Professional. Ultimate

- V-3 BT — MO Windows Embedded Standard 7

—  Windows 8 : Enterprise. Pro

— Windows 81 : Enterprise. Pro
— Windows Embedded 8.1 Industry Enterprise

- Windows 10 : Education. Enterprise. Pro /{\—</3> 1607 ( Anniversary Update/Redstone 1) 15/{—=3> 1803 ( April 2018 Update/
Redstone 4)

Encryption External Media THRESNEATAPICF I EATBIHZAICHR—MENS Mac ARV —FAYI AT A (64 EYRD—RIL)

—  macQOS Sierra 10.12.6
— macOS High Sierra 1013.5 ~ 10.13.6



http://www.dell.com/support/article/us/en/19/sln306341

Encryption External Media TIRESNIEAT A PICFILRA T BIBEICHR— M3 Mac ARL—F1 YIS ATA (64 EYRh—2I))
—  macOS Mojave 10.14

INT 1 AIES4E

IINTAAIEBAEE ANV RIA2A2HTI—R (CLI ) TOHA AR TEET, INTAAIESLEA VAN T35S FIBICOWTE
FEncryption Enterprise 54 > 2 ~—ILHA RIZSD>0— RUTRZ L,

INTARIBESALTIE, v9.8.2 LUBEZEITI S Dell H—/NITHL TT T4 TIENBETT,
INT4RIBESAL(E AR NI E 19 TRIRTEYR—h&ENTLEE A,
SIFRIATBROINT A ZTEESALE, YR—h2NTOER A

AR M=)LENTZ FDE #EET(E, B— RN\ —FEBERTONAFIHEELFE A, PBA ZBRNCI DL - RN-F1EAGIBERIO/N15(F
IRTHEINCBDFT,

D3AT7NIVE 15 PIT1TIET By NI — B F I 77— R ETT,

AN — M- RI-F—DRAECENRIFREE COT 1> T RBEICE BRI -IEFRNIBETT,

INTARAIEEAEMTONTVWRIBE., ARL—T1 IS AT LAOMEE 7Y T T — MIYR— henE A,

PBA ' Dell B —NEIBE T2 DICIBHRIEFRNVETT,

SED (35412 E1—4 LICTFTETBLETEE A

IV 1 ZA7BES1E(E. BitLocker £Jzld BitLocker Manager Tld&HR—~aNTULEE A, BitLocker zld BitLocker Manager Hf > A M—JL&
NTWBIVEI-FICF. INTAAIBESAZA D A R=)LURWTLIZE,

PBA [CFIFENTLS NVMe RIAT - FILOD PBA BIET(E NVMe R31T LD AHCI ZB7R— MU TLVRL s, BIOS M SATA #4F%Z RAID
ON ([CERETRDHNENHDDET .

;)BD/; %fF'JﬁHén'Cb\é NVMe R347 - BIOS OJ—ME—RiE UEFI THAMENHDET . L TS —AT>3>0 ROM (FEEMCTIHEN
PBA (CFIFAENTULSIE NVMe RS51T - Dell @ PBA BIET(EIE NVMe RS4T LD RAID ZHR— KU TLRLZ8, BIOS M SATA #&F%
AHCI [GERET2HENHDET .

- (OwJENIzIE NVMe RSATTRIATERV\EII-TO ) SHZEHRO RAID BET —INOT7 I ANEREIRCHR— MNTH5Y.
I1-HY-P0J1 U ETIOT —I05HFIDEFHETERVHIC. RAID ON BHR—rNERA.

- AHCI O hO—FRSA/)HHBENUSHA VA R=ILENTUVRWZEI(C RAID ON > AHCI MSEIDEEZ 28 ARV -T2 TS AT LNIZYS 1
UF T, RAID IS AHCI ( E£FzldZmiE ) (CHIDE X 3 757A(CDWVTIE. http: /www.dell.com/support/article/us/en/19/SLN306460 #&
BRLTIE&L,

NVMe RSATTE. Intel SEYRZRN —SF749.)03 - RIANDIN—-23> 15.2.00 LIBEEHERLET,
BAIOES LA —TRICRY—TE—-RE2ATICUT, #HBIRELTORVIVE 1—IHRY—FIREE(CRZDEHEF T, A)—TIREEDTIE1—

ATREESEATONERA (EESIEBITONEEA )

INTARIBEEAEI A7 ME TP T - NEEEZDGR— M TVERA. TN B5—BOARL T4 S 2T LADI AT LIPAIVNEES
2N, ZOIEZILITBHEENNHBIHTI .

AZTVARTDARL=TA TS RT ADBA YA HYR— &SN TOER A ARV =TT ST LEBA VARV RICE A=y I
E1-%5%)\wI7yTUTHBEDIVE1-HZTATU ARV =TI AT AV A M=)VUTE# I UIZEHEFIRICRE > TS {banzT
—5&EELTIZE,

® | AE: BENFIEREET /(AT — RIBETT . #REFIVTARUS — [CERU ES/BD/SRA T — REFEZITOCL &2 HEIHLET .

® | AE: TINTAAVESIEDFET (&, BESIEFNIUZX A% AES 256 [, BES{EE—F% CBC [CRRETIHENHDFT

INT A AIBSIEIS14 7> MO EIIRSES

Microsoft .Net Framework 4.5.2 ( £IEZNEE ) (3. YRI—AVARN=SBLVFAVAN=FIF4 T NIHETY , 1V AR—3(3.
Microsoft .Net Framework I>R—%> NeA > A R=)LUFER Ao


http://www.dell.com/support/article/us/en/19/SLN306460

A ZAR=ILENTLS Microsoft .Net DN—Z3>ZIREES B(T(E AV AP=ILHROIDE1—HT http: //msdn.microsoft.com/en-us/
library/hh925568(v=vs.110).aspx (CEEEEN TWSFIEZEITLE T . Microsoft .Net Framework 4.5.2 71 > AR—=ILF3((. https://
www.microsoft.com/ja-jp/download/details.aspx?id=42643 [CPITZALE T,

INVTAAIBSIEISAT > NDN—-RITF

o ROKREG YIR—PENTVB/N\-RIIT DT,

ADSa>DEHFAHFIN—RITTF
- TPM12 Fz(F 20

INFARIBSACISAT I MDANL —FAI TSI AT
o ROERTIE. TEARL =TT AT LANEFEUGRIBENTVET,

Windows ARL—F14YI AT A (64 EVh)

—  Windows 7 SP1 : Enterprise. Professional. Ultimate ( LH>—J— eE—RPHE )

- Windows 10 : Education. Enterprise. Pro /{—2/3> 1607 ( Anniversary Update/Redstone 1) 15/{—=32 1803 ( April 2018 Update/
Redstone 4 ) ( UEFI J—hE—RHWAE )

SED 79547~k

. SED BIEEIEA VAN ILTBICE, IO 1-HICERARY NI —IiEHRINRETY,
o A—MI—RI-Y-HRACERERIEREI COY M2 TRREICE. BiFLY NI -SRI NETY,

« AYZAh=)LENIz SED BETE., Y- RN\—FE8FERI0/\(FIHEELFH AL PBA BRI DL - RN-FT1EAZIBERID/\15(F
IRTENCBOET,

o IPVB [EHR—RENTLERA.

+  SED Manager [#¥VF RSA TR TIEHR— hEnFEt A,

«  SED Manager (FIR7E. IRAE(LRR I E1-FTHBR—FENTLEE A,

o RUS—ZBERAL. RS —ORMZBIIATERIREECROES, IIE1—-9%2 vy NS U TBIRREI I 2% me B I FY,

. BeRES{ERSATMEHINTVSIE1-5Tld HCA h—REERTEERA. HCA OJOES 3= I % ihF2IEERENFIELE S TIL

Tld, HCA EV1—LEHR— NI 3E DL RS TEAVEIE 1-IOIRFEFT>TOEE Ae COIERISABRE. 79— —4r MK
LIRDFEY,

o BEOFMHREBRZIE1-FICEHTIESIERSATHBEHINTUVBIEE. Active Directory A 733001 —H—(ZREIOOH A VEEIC/NRD
—ROZEENUREHERN RO TWBIERERLET . ICBIFIERELIE. CO Active Directory A>a>&HR— MU TVEE A,

« FTILTE PBA B PIT4 TEENIR TR S EZZE B LRV EEBENDL TVET . BIDGRIEAEICINER DN ENHIIZEE. ROWNT
NP OBRIFRATIHENHDFT .

- PBADSINTOI-H-%ZHIBRLET,
Frel
- PBAZIFFIT4IMEL. SRELTEEEE LA, PBA ZBET7IT1ELET.


http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=42643
https://www.microsoft.com/en-us/download/details.aspx?id=42643

BE:

RAID & SED OMEEICELD, SED BT RAID (FH7R— hENFER A, SED @ RAID=0n ([, RAID Tld. T4 AICT7HEALT, SED H'O
WIRBEDZICFIR TERV EAITI9D RAID BET — 4% 5HESITZMENDD, 1-H-H0J A>T BETHFEL TCOT —FEiRH
ERRTENTERVE VSN HDET . CORIEEARRT BIZ(E. BIOS T SATA DEIHE% RAID=0n h'5 AHCI ILEBLFY ., ARL—T4

SIS F AIC AHCI 32 M-S RSA)HTLA DA R=ILENTOWRWEE. RAID=0n h5 AHCI (LEIDBZBEARL —FTA2 IS RT LD
S5v21UEY,

« Dell® SED BIEHOBCIES{L RSAT D&KL, NVMe EIE NVMe ( SATA ) RSATTROLISICERDET,

SED EULTHIFAENTWLWS NVMe R34 T - FILD SED BIETI(E NVMe RS54 T _ED AHCI ZH7R— MU TULVRLZS. BIOS O SATA 184E

%Z RAID ON (GERTEI D ENDDET

SED ELTHIFAENTWLWS NVMe RSAT - BIOS OJ— Me—RiZ UEFI THARENHDET . FeLHS—AT>3>0 ROM (FEXNICITS

MELNHDET,

SED EUTHIFENTULVRWL NVMe R347 - Dell @ SED BIET(EIE NVMe RS1T_ED RAID ZH7R— MU TULRLZ8. BIOS 0 SATA

% AHCI [ERTEI2ENHDET,

o (OWJENIZIE NVMe RSATTHIBTERVEIFI—TO ) A EESHRO RAID BET - IO T I EIFICHR— MaNTHS
9 A-H-H0JAOUREETIOT—IDZHIDEFHETERLZHIC, RAID ON HHR— hanFEE A

o AHCI > RO-FRIA/)XHHSHUSHA VA R—=ILENTVRWMEEI(C RAID ON > AHCI hBHIDE X 3L, ARL—F42 TS AT LISy
2a2UF Y, RAID BM5 AHCI ( Fz(320iE ) (CHINEEZZ755ECDWTIE. http: Z/www.dell.com/support/article/us/en/19/
SLN306460 &L TZEL,

Hik— RN TULS OPAL #HLO SED (ZIE. http: //www.dell.com/support (3 7YTT—MENTz Intel Rapid Storage Technology R34/¢
HMRETY, NVMe RSA4T TR, Intel SEYRAM —SF7./035—R3A)NDON-23> 15.2.00 MR ZHELFY,

i

AE: Intel Rapid Storage Technology K54 /Xi&. 7'5Y R IA—AICEHO>TERDFT HSEVDIVE1I-FDOETFICEIVWESATA
DRFANE, LDV IDSBEBTEEY,

. SED &I2(Z. Server Encryption Tl3HR—reNFEHA.
. ®| AE: RENFISREETR/IIAD— RMRET Y, HREF1UFT RS —[CHERL ER/IMNBD )R T — REEERITOICLEHEIHULE T,

SED 9314 7>M\—-ROI7

SED 795147 > MDERF—K—R

o ROFRIC, UEFI HLU UEFI IERIEOIE 1S TR BIFIFREECLDYR— FaN TV ERERF—R—RERUET,

B+ —R—ROYKR—b - UEFI

DE-FR - ( RARIF>AGE)
DE-CH - ( A1 ARAYEE )
EN-US - 3R5E ( 7XUHZEEE )
EN-GB - 3258 ( 1FURREE)

EN-CA - 3858 ( hF4H%eEE )


http://www.dell.com/support/article/us/en/19/SLN306460
http://www.dell.com/support/article/us/en/19/SLN306460
http://www.dell.com/support

B+ —R— RDYR—b - UEFI JEXIE

- AR-T73EVEE ( STUXFEER )
- DE-FR- (R1RJ3>R5E

- DE-CH- ( A1AR(YEER )

- EN-US - 5585 ( 7AUNZREE

- EN-GB- 3158 (A FURKEE

— EN-CA-3REE ( hFHH::EE)

SED 547> bhO—hF14X

SED A7 NMIEREEI - —1>9-T1( X (MUl ) JIET. ROEEEICO- D51 XN TVWET, UEFI E— RELHEENFIFREE (G, O 7
B BUFOEEE., AT PEEER TOSETHR—MNTVETD,

EE/YR-b

o EN-ZuB o KO-EEEE

e FR-J3VASE o ZH-CN - HI[EEE ( fHRF )

o IT-A9)T7EE o ZHTW - H[EEE ( BHF)

« DE-RAV:EE e PT-BR-MRILMNHILEE (T520)

e« ES-ZARSIEE o PT-PT - RILNHILEE (RILRHIL (ARUT))
o JA-BAEE « RU-0O>7EE

SED 9547 NDANL—=FTA I I IAT
o RORFE WEARL—TATIZFTLAOZFEUWVERETY,

Windows ARL—F1 YD IATA (32 EvhE 64 Evh)

—  Windows 7 SPO-SP1 : Enterprise. Professional. Ultimate ( LY —J—~E—RTOHYR— N, UEFI TldRYHR—N)

@ | 2%
NVMe B2ES1b RS/ T Windows 7 TldHh—haNF A,

—  Windows 8 : Enterprise. Pro
— Windows 81 : Enterprise. Pro

-~ Windows 10 : Education. Enterprise. Pro /{—=/3> 1607 ( Anniversary Update/Redstone 1 ) 15/{—=3> 1803 ( April 2018 Update/
Redstone 4 )



BitLocker Manager 75147 > b

+ BitLocker NEREHEVDIRIBEICEA SN TVRVEE(E. [Microsoft BitLocker DEF | #HEFRL TEEL,

o PBAN—F43a NI TISERESNTVB L EIEZEULE T, PBA N—FT133 %% TE I BRI BitLocker Manager ' > A h=)L&N T35
Bl&. BitLocker ZBRNCTEALV. BitLocker Manager (FEIELFE A

 BitLocker Manager Z{EF33(C(d. Dell Server "MAETY,

o TAR-ANTELIAENMERTEETHREEFERL T FEICDWVTIE. http: /www.dell.com/support/article/us/en/19/
sin307028 Z#&BRL TIZ&L,

o FAR-R YU BLUVETATIR—2D ME. I 1-9(CEEEL I ZUNENDDFT T, BEO#EIROEIRIC KVM Z(YF(HMEARLBNTL
&0\ KVYM ZA9F (. N—ROT7ZIEUGEERI T 2008 1 -S04 R E I 2B NI HBIHTY,

o TPMZAUCLTERCLET . BitLocker Manager (& TPM OFFIBIEZEVSLE I N BREBIOBERHIEFRA. IZL. TPM OFFEIEN
JTITFTEI BB E(E. BitLocker Manager TEES{bzy M7y TUUENFIAENET , BB T IMNEEHDFRA. CCTORA> MNE. TPM
DRENDBEMEEN TV ENHDLVIR T,

+ BitLocker Manager (&, Server Encryption TldHR—rENEH A

BitLocker Manager 2517 > bMDI\—RDJI7

o ROKRE BIR-FENTVS/\-RIT7DFHITY

AT >3 OEHFAHBN—-RITT

- TPM12 F2& 20

BitLocker Manager 7517 NDARLV—=FTA IS AT A
o ROKRTE ARV T4 AT LADEEUGHBAIN TVE T,

Windows ARL—F1 )Y AT A

- Windows 7 SPO-SP1: Enterprise. Ultimate ( 32 Ewk& 64 Ewh )
—  Windows 8: Enterprise (64 Ewh )
—  Windows 8.1: Enterprise Edition. Pro Edition ( 64 Ewk )

—  Windows 10 : Enterprise. Pro /{—<3> 1607 ( Anniversary Update/Redstone 1) H5/{—=3> 1803 ( April 2018 Update/Redstone
4)

-~ Windows Server 2008 R2: Standard Edition . Enterprise Edition (64 Ewk )
—  Windows Server 2012 R2: Standard Edition. Enterprise Edition ( 64 Ewk )
—  Windows Server 2016

BitLocker Manager % Windows 7 L(CA > R—IL 3 3i5E(E. Windows Update KB3133977 H LU KB3125574 1 VA M=) 2 B3 HDFE
Bho


http://technet.microsoft.com/en-us/library/ee449438%28WS.10%29.aspx#BKMK_HSRequirements
http://www.dell.com/support/article/us/en/19/sln307028
http://www.dell.com/support/article/us/en/19/sln307028

NARI=A I AN=5ZERBLIEA VAN

IR DAY FBLVNGA=FEAXFL NI FEXBIVET .

TIANW AT DIR— M2ERL T VA=V BICE YRI—1 2V AR=SORDDICFA >V AN-F%FERLET

DYAF—A>AR=300%T74 )&, C:\ProgramData\Dell\Dell Data Protection\Installer ([C&DET .

TV =23 BT 2HR— MR BREE(C(E, IROIZATIWENNT IrA NSRBI BL5IC1——(IBRUET,

- Encryption 754 7> MOZHEBEDE T ECDWTIE. [DellEncrypt Helpd ( Dell Encrypt ALY ) #ZBBULTLEEW, CONLTC(E,
<Install dir>:\Program Files\Dell\Dell Data Protection\Encryption\Help h'577ZAU% Y.

- Encryption External Media O#EEICDWNTIE. Encryption External Media NV I ESBUTIEEW, CONILTICIE. <Install dir>:
\Program Files\Dell\Dell Data Protection\Encryptior\EMS 577 ALE Y.

- OHBEDERTSAICDWTIE. Encryption Enterprise DAL TES L TEE W ZOALTIZ(E. <Install dir>:\Program Files\Dell\Dell
Data Protection\Client Security Framework\Help B"577ALE Y,

I-Y—F AVAM=)UATE T Ut JBANRRIET Dell Encryption 741> H7U9I0. RUS—FPYIF—MDFIVY ZBIRL T, RIS —%
7YIT -T2 ENGHDET .

NAI=AVAD=3(F HEADIA—bEEEADVAN-IUET , YAI— AV AR=FZERL T VAT B 2 DOTFFENSBDET . IRD
WINNEERLET .

- NRI—ADAP-FZERUIEER DA VAN
Fr(E
- NAI=AYAP=FZERULIN RIA UL A=)

NAI=A 2 AN=5=ERUVEXMFEREDA A=)

g DN NN

NAI—A Y AM=SFROGFRICENMFT .

- support.dell.com M5 - HE(GU T, support.dell.com MEYITRIT7EAFUT, XNAI—AVAR=INSFA VA M=% UET
- BEVDTIFTP 7HIUY IS - 4> ZR= LI RILZ Dell-Encryption-8.x.x.xxx.zip DN RDIFEY,
BUFOFNECHEL. Dell Encryption Enterprise &, YAY—A VAR —F&(ERL THEEFER TI VAN ERETYIT—NET , COFFET
(& IE1-HTECRRRL - ML VAN ILUET
FTIDAZAR=ILAT 17T DDSSetup.exe ZRDIFET . TNZO-NILIE1-HIE-LFET.
AAN=FRBENTBIE ZITINIVILETS . CNICRED DD R IEENBDET
&5 HATOTT RN =DV ILET
SR8 %RH . TOERHCERULT RA #9U0vILFET,
Encryption Enterprise Z:&RU. RN 2JUvIUET,
Encryption External Media &%z 4 > A M—=)LUTEWZE (. [Encryption External MedialF IV IR IR DI ZEIRLET
ASTUIZATIVEIRY — /(4 (C, Dell Server DFERIEMRANZZA LT, 4-4yh1-H—%EIBLET ( server.organization.com %
)
Dell Server (C. 547> MNEIES 2T —D URL ZASILET.

Dell Server DN\—=3>ht v77 KDBHEIDZS. FEZ(E https: //server.organization.com: 8081/xapi ([CiADE T,
Dell Server h' v7.7 LIBEDIHBE . A2 https: /server.organization.com:8443/xapi/ ( KEDASYI 1258 ) TI,

RN 29 ILET,


http://www.dell.com/support/home/us/en/19/Products/?app=drivers

7 RN =D )ILT, TIAI RO TEHS Ci\Program Files\Del\Dell Data Protectior\. (CCORFEZA VAR =ILUET . MMDIZBATICA > A B
=)V 2EEBENFEE T BRI EE NS 128, Dell recommends installing in the default location only.

8 AYAM-INTBI KRR MHEIRUET,
Security Framework (&2 T, BEERZ X 1T IL— LTIV ARN=ILENET,

Encryption (&, A2E1—9h Ry NI —I(TIBHEN TWVS R NI —IITEBHENTULRL RSNz, FEE NN EINTHIHDST,
tF VT RS —%ERET I R—F> NTHS Encryption 517> MeA VA R=ILLET .

BitLocker Manager (4. BitLocker BES{LR)S —D— iR EIRZEL A IA M E{EE LUER I3 L LT, BitLocker BAD
31T 1ZEIE T BEIICERETENTE BitLocker Manager 754 7> NMeA > A R=ILUE T,

BIRNTE TUIZS A 20 WILET,
9 AVAM=N ZIVYIUTA ARV ERIALET o A A R—IUCBEDHHDFET

10 EW SICIVEI-HEBIREILFT TBIRL. BT ZIUYILET,
12ZAM=I5E TUELE.

NAT=AAM=F2ERUVEINY RSAUICLB1 VA D
=Jb
o IRVRFASTOAYAM-ITE RANCAAYFEIEE T DHENDDET . DM/ SA-F(F, /v Z(YFITEENZ5ILIFEELET .

AIYF
o NRI—AVAN-FTHEATEDR(YFZ. ROKRITTRLET .

O] AF: Y= R—F EIRIBWI DN Y EERT ZBEDNH3E(L. Encryption Management Agent 1 > AM=)LT 31\
FEATURE=BLM Jz[& FEATURE=BASIC {5 A—9%i8ELT7YIIL— RTIHELNBDET,

21YF 558

-y -gm?2 RRAI—AVAN=SDOERHIE . y ZA1YFE -gm2 RV FE—HE (BRI ZMENHDET .
INBORAYF 2B B (CERULBVTLEE,

/S HALOM AN
/z DDSSetup.exe D .msi ([(ZEEELET,
KSA=4H

o XAI—AZAR=FTTERTEZ/NIA-FIDOVT, ROXTHALET,

KS5A-4 B

SUPPRESSREBOOT  A>AR=ILOFE TEICEEMIITONSBEIEEIZHIEUET . SILENT E—RTEMBTEET.

SERVER Dell Server @ URL Z38ELEY .
InstallPath AYARN=IDINRA%IBTELEY . SILENT E—RTERHTEEY,
FEATURES SILENT E=RTA VRNV TERIR—X O MIETELEY .

DE = Drive Encryption 754 7> hDd*

EME = Encryption External Media Dd*



NKSA=4 ETL
BLM = BitLocker Manager

SED = SED &1# ( EMAgent / Manager. PBA / GPE R31/()

BLM_ONLY=1 SED Management D344 > %9+ Blzsh(C FEATURES=BLM 2% > R34 IER I BEFICIE. cha(ER
F22MNENDHDET .
IRV RS> DF)

NI RFAUINGA=ATIEFAXFE N FZXBIVET .
COPITE. YRI—A VA M—F%IZ#ER— MNTERLT. C:\Program Files\Dell\Dell Data Protectior\ D7 JA)L MOBAFICIRTOI MR-
2o YA MR RMILU. 38FEUSE Dell Server Z{ERI3LSIGGEELFET .

"DDSSetup.exe" -y -gm2 /S /z"\"SERVER=server.organization.com\""

COBITIE, YRI—A VA N—FZAZHER—- NCERL T, BIEEE)RUT C:\Program Files\Dell\Dell Data Protectior\ M7 J#JL ~cDIZFRIC
SED Management &' Encryption External Media ZH 1L >~ > X h=)LU. $8TEUTE Dell Server Z{ERI3LIICERELET,

"DDSSetup.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=EME-SED,
SUPPRESSREBOOT=1\""

COBITIE, NRA—A VA M—FZ4EHER— NTERL T, BReE)RL T C:\Program Files\Dell\Dell Data Protection\ D7 J#)L ~DIZFRIC
SED Management ZH4L > MM YA M=)LU. ZNHSTE U Dell Server Z{ERT 3LIFEELE T,

"DDSSetup.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=SED,
SUPPRESSREBOOT=1\""

COPITE YRI—A DA N—5%IZHER— NTEALT. C:\Program Files\Dell\Dell Data Protection\ M7 J7)L hDIFFRIC SED
Management Z54L > ~M > ZAR=)LU. ZNHYEEULZ Dell Server ZERAIDLIIRELET .

"DDSSetup.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=SED\""

COPITIE YRI—A A N—5%IZHER— NTEALT. C:\Program Files\Dell\Dell Data Protection\ 07 J7)L MDIFFRIC Encryption 754
7> NS &U BitLocker Manager ( SED Management D59 14>120 ) ZHAL > MU ZAR=ILU. ZNHAHETEUSE Dell Server Z{FRHTBLIIC
RELEY,

"DDSSetup.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-BLM, BLM ONLY=1\""
COBITIE, YRI—A VA N—FZAEHER—- NCERUL T, BREE)RUT C:\Program Files\Dell\Dell Data Protection\ M7 J#JL ~SDIBFRIC
BitLocker Manager ( SED Management 541 >#"1 ) LU Encryption External Media 5L > b > A R—JLU. $8TEULTE Dell Server %
fERTRLIIERTELET

"DDSSetup.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=BLM-EME,
SUPPRESSREBOOT=1\""

COBITIE YRI—A VA N—FZAZHER— NCERL T, BIREE)RLT C:\Program Files\Dell\Dell Data Protectior\ M7 JAJL ~DIZFRIC
BitLocker Manager ( SED Management 541> R0 ) LU Encryption External Media ZH AL > MM >ZR—=JLU. $8TELIZ Dell Server %
FERATBLIGEEELET .

"DDSSetup.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=BLM-EME, BLM ONLY=1,
SUPPRESSREBOOT=1\""



NARI=AD2AN=SDTIAIAN=)

o FTITlE T=AF1UT4 A1 —M2HIBRT B(CI3, Data Security Uninstaller Z{ER I3 L aHENDLET,

o BIVR=FI BRI A S ZAR=NURET, YRI=ADAN=SO7 A AN NEITIRENGDET . V54TV NE PYAAN=ID
KBEPIE TR HDREDIRF TV A VAT I2HENHDFT,

o FIEOFRAZIC HIHLF T YAI—AVAP=INEF DAV AR=3D FOIVA-3ZAFLEFT.
o WY ASZARIEFERIUN =300 YAI—A2ZAR=5 ( BLUZNHEIISFATN ) ZIERLTT AV A M=)LZ T TR,

o AKETE FAYAN-30OT72A AT EOFRRFIENGENAMMOEZSIRUET  COFTHAL TV SFIRDRET DI YRY
—AVAN=3ZTIAVARN=ILET

o DTN TOIRF T A AR=ILUET .

a  Encryption 347> bDT7 AV AN=)bo

b SEDIFAT7NDTIATAN=)b,

¢ BitLocker Manager 73147 hD7 A A R=)bs
[NAA—AVAR=ZDT7 AV A=)V I[SEHFET .

729 AIDAN=FDTPIALIAMN=)

82 DIFA T NeIRTT A DA XA = AV AN=F&T AV XM= FBENTEFT,

ANIRFAITOTIA2AM=N
o ROPITIE NRI=A2ZAM=5DYAL R IASZA M=V EITVET .

"DDSSetup.exe" -y -gm2 /S /x
BTURSIVE1-9%BRELET,



FAOAMN-FZERUVET A2 AN

FITlE. T=AF21UT1 A1 —M2HIBRT B(CIE. Data Security Uninstaller Z{ER I3 L =HENDLET,

EIDFATINEBICT AV AR=IF BRI £\ YR~V AR=TNEDFA Y AR=SDHETRIEBDIC, DIAF—1ZAN=FH5F
ETIPANEHE T 2RENHDFT . HIWV L, BEEEERTO VAN IILZEITUT msi ZHHUETD.

ToADZR=IUC(E AV ARN=IBEERICIN =230 DI 51 7> NefER T 3L(CL TR,

IR DRIV FBLIPINGA=HIAXFE N FEXBIVET .

IXVRIAD T ZZEREDIFIERF R 1D, TRFEHESDMEE. IXT—TENEBIBFTHDLICLTIZEN, AN RIAVIGA-FT
FANXFENIFEXBILET

INBOA Y ARN=FEERL. ZPVT M OZRN=IL0R\yF 7V EFI BT Bh. i THATE3 M0 v 13t EZRUT. 95147 N7
AVARN=IWUET,

04 774)b - Windows (054 >Ule 1-5—FIC. BBOFA Y AN=37>4>Z=IL04T74 )L % C:\Users\<UserName>\AppData
\Local\Temp. (D Y%temp% [CAERRLET .

1> ZR=SOETECROOT IV RIBINT 3T ECUERE . F1YAN=30T T/ IUIIMULBVNZENS, 20O0J T/ IUZFIRE DE
FIEAHIBLICUTEE W, /I Ci\<any directory>\<any log file name>.log Z{ER I 3¢ (CLT. OJ TP IV DIERLITAZEED .msi IV R
EEAT RN TEFT, 2OOT TP~ / NRAD—RIEEREINZIH. TIVTREINIRSAZTIAS ARV Tl /Ixv ] 3E0F>
9 #ERTBEEHENDLEE A

IRTOFA VAN $FIEZEHNBRVED, YRS TOTIA VAR TRIUEARNL msi AAWFERTJATI A #ERLET XA
WFEERIIIEETIVNENDDET . /v ZIYFIIRBTHY. SIEHNETY , ZOMMD/NSA—=(E. /v A YFITEENZ5IEUIBELE
9,

RrRATI (G, BRIOBWEEZEITEIEBEHIC /v ZMWFICESN BB BOKREICIEES BN TEFT, BUIVIRIAOT. /& /on D
WAZERURWTZEWN, [ IBLUT-1ET /gb IDEICDHIHMERL TIZEL,

AMYF =13
N setup.exe D .msi (CBFEELFT, 17 Y 3TV —>F7F A NS BRI CHDHE
H&HDET,
/s HALYME—R
/X TVoADAN=IE-R
/a BIZA>ZAN-)L (.msi ADIARTOTPAINIE-2NZET )
@ x=:

/v &ESE, Microsoft DT JAIN MDA TSIV RERTEFT AT DUZMIDWTIE, https: //msdn.microsoft.com/en-us/library/
windows/desktop/aa367988(v=vs.85).aspx ZEBL TS\,

ATY3> [SUS
/q EITIRRAMTOI L. QIR TRICEE THILE
/qb Frotl RIS AFZOEBIRTS( 70 BEESIOTOV T RNETR

/db- FroI RIATEOEIRRS (707 WIBTE THR(ICEHEN THEILE)



AT¥a> =13

/ab! Frol R RUDEIRRAS( 70 | BEEsI0T0> SRR
/abl- Frol NI RUDEIRRI( 705 . QUBSE TRICB B CHIERE)
/an I1-Y—(2A71-ARU

Encryption & U Server Encryption 7514 7> D7 >
1A=

BE{bICh D BEERIZIEHET 2128, Windows T4 A9 —>7yvT%EITU T, —BI71 I PZOMORERT - % HIBRUE T,
aJgETHNIE, EBMLIERMICEITUTZEL,

A)—TE-REATICUT, SEBRELTORVIDE1- IR - TREECRZDEHEF T, RU-TIREOTIOE1-5TRIES{LIFITHhNER
AJO

OV zI7A WHIRE TEES{EH KRBT B rlE 2 B/ NRISHNZ 2126l IRTOTOCRB LU T T —2a> % vy UEY,
7oA YA INSE T LT, BSENETRICROIS, IATORY N - JHEZECLET . TOLBINE, BES(b2BEBMICT DL
WRUS —HESEN 2SN HDET

RS —T7vT7— NOFITRE, T-9%1ES(L T BRDOEFOFIECHENET .

Encryption 754 7> MOT A > A=) TOTZADBIGEIF(C. Dell Encryption $&U Encryption External Media [C&2TRT—AZAN 1RERL
([CEEENDLD. Dell Server NEFENET, 122U, I54 7> hh' Dell Server (I TERVEE(F EACHNIDST | AT—HR(FEHE
NELA. COLIRMBEE. BEEIDY LT, FETIY AV MHIBFI BN G0E T, (BN 1> T5( 72BN TCOD-7J0-%
ERI3I5EE. BIEI>Y—I)LEE Compliance Reporter TIETEESNIC IRERL (RESN TR L ZER I B L ZHENIDHLET .

JotA

Encryption Removal Agent DY —/\DSDF—DHI>0— K AT 2ERI BB EE 7oA AR ILAIIC Key Server( LU Security
Management Server ) Z5%E I IUNENHDET , FIBICDWTIL. [Configure Key Server for Uninstallation of Encryption Client Activated
Against Security Management Server |( Security Management Server (C3FUTT7974F{b2N Iz Encryption 754 7> "DT7 A VA R—=ILD
Jz6b® Key Server MFRTE ) #SIBL T, Security Management Server Virtual (& Key Server Z{ERURVD T, 721> AM=ILE3
547> b Security Management Server Virtual IS UTT7IT47baN 2545, BRIOT7ISAVERETT,

Encryption Removal Agent - 715+ —%&A Vik— M A>3 %EFI3IHE. Encryption Removal Agent ZF2E1d 2HI(C Dell
Administrative Utility ( CMGAd ) ZfER32ENHDFET . COI1—-T1UF74(3. BSIEF—/\> RILOBSIERENE T, FIECDOWTIE
[ Administrative Download Utility ( CMGAd ) O 1ZB8RLTIEEW, COI—~T1UT4 (3, Dell 1> ZAR=ILATATICHDET

ANIRFAITOTPIAAMN

NAA—=A VAN =SH5IMEENTE Encryption 754 7> b > A =3l C:\extracted\Encryptio"\DDPE_XXbit_setup.exe [CiBHNNET ,
ROTRIC, PoAVZAN=IWTHEATEZ/NIA-IDFFHZRUET

KSA=4 R
CMG_DECRYPT Encryption Removal Agent D4 > A R=)L51 T%#IRI 3izsD 0
JAGEN

3 - LSARecovery \> RILE(EA
2 - IEICAD>O—-RURIAL >S9+ -7 T ) =(E

1 - Dell Server h'3F—#49>0— R



KSA-45

BR

CMGSILENTMODE

WADTONTA

DA_SERVER

DA_PORT

SVCPN

DA_RUNAS

DA_RUNASPWD

FORENSIC_ADMIN

FORENSIC_ADMIN_PWD
AT53>070NT4

SVCLOGONUN

SVCLOGONPWD

0 - Encryption Removal Agent Z1 > X ~=)LUR)
AL A ZRN=IOTONT1

1-9AL2k

0-3IFYALUh

FISI—-33>tw3a>%RARNT S Security Management Server
O FQHN

Security Management Server EOZERER—N ( TIAILME
8050 )

Security Management Server T Key Server H—EZH\0JA> &N
TLW3 UPN Fe1 - -4,

F-JTvFUIIAMMTONZ I TFANTOH SAM IEFEROI—
H—%2., 201—H—(&. Security Management Server M Key
Server UZ NCFFTELTLVDREN DD,

runas 1—H—-0J){XT—-R,

ToA VAN EFF—DTAL O SWIERIERTES Dell
Server LOIAL > SwIEIBETHIN,

TAL DY) EEET I MOIZT—R,

JNSX—=4ELT Encryption Removal Agent HY—EZ0J 4> 9 3128
0 UPN e 1—-H—-4,

I1-Y-£LTOIAYIBIHD/XT—R,

ROBITIE. YL >N Encryption 9547 > M7 >A > X R—)LU. Security Management Server MSES{b+—%47>0—- KUY,

DDPE XXbit setup.exe /s /x /v"CMG_DECRYPT=1 CMGSILENTMODE=1 DA SERVER=server.organization.com
DA PORT=8050 SVCPN=administrator@organization.com DA RUNAS=domain\username

DA RUNASPWD=password /gn"

MSI YR :

msiexec.exe /s /x "Dell Data Protection Encryption.msi" /gn REBOOT="ReallySuppress"
CMG_DECRYPT="1" CMGSILENTMODE="1" DA SERVER="server.organization.com" DA PORT="8050"
SVCPN="administrator@domain.com" DA RUNAS="domain\username" DA RUNASPWD="password" /qn

BT LRSIV E1- 9% BIEEEUET .,

ROBIT(E Encryption VAT NP oA AR=IVU. TAL > Dy EIRETHD> MefEAL TES b+ —%257>0-RUET .

DDPE XXbit setup.exe /s /x /v"CMG_DECRYPT=1 CMGSILENTMODE=1
FORENSIC ADMIN=forensicadmin@organization.com FORENSIC ADMIN PWD=tempchangeit /gn"

MSI YR



msiexec.exe /s /x "Dell Data Protection Encryption.msi" /gn CMG DECRYPT=1 CMGSILENTMODE=1
FORENSIC_ADMIN=forensicadmin@organization.com FORENSIC_ADMIN_ PWD=tempchangeit
REBOOT=REALLYSUPPRESS

BTURBIVE1-9%BiiRELET .,
Q| BE:
FIVTIE X RSAOTITAL DSV BB E ) RD— REHT 355, ROTVIS I EHERUET

1 BEIDVY-IT BALI N ASANIWEITROIAL D DY) EBRE TN M e LET .

TOT7HIYNEIC. PHDY NAABICEB ORI T - RZETELET .

ALK A AN=IRT T UG, BIRBEDOUZ NS —RNR TN MEIBRT 2D TD/NRAT—ReZELET,
O *%:
—EBDHNIFA T RTlE, NGA—FEDRIEICIRT—TXF (\") MUBRIBENHDET . 5 :

DDPE_XXbit setup.exe /x /v"CMG_DECRYPT=\"1\" CMGSILENTMODE=\"1\" DA_SERVER=
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HERP)TAN=23> TOEREROEBDTY

1-H-poJ1oUET,

LW (B ) 12U T, 7974718 91700 RSN S . 1-5—hn Fvol 29UvI0FET,
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O »%:
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IBEBERIERTHIEETERLET,

EiREHRE{ERLT UPN PMBEENET,
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FTHARICEREFLED.
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®| xE:
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FIAZATITANR=23(F, IROESICEREBUET

o FEATOTAR—IAVHRBIUR.

o H-N-tDEFEMI TERNOMR,

o (SHEIIIAEZIRIITERIOR.
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RUET, chld, I-F—PEROJT1> TERTEITHNET,
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3 Dell Server MERESEBAZ 2 Y —/NICEIDH TEE, ZOY—/N(IZOIES/LF - (LT IERATEET,
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®| xE:
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Encryption External Media & PCS OHE{FH

AFATHRHMOEAT R K= M TOYIENTORNILZTHERICTS

EMS Access h'5 unShielded Media ADRYZ —(d. Port Control System - Class: Storage > Subclass Storage: External Drive Control RS
—tHEBVERUEYD . EMS Access 15 unShielded Media ADIRUS —Z I T7IERCERTE T 2IHE L AT T HABDERISGREINT, K-
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o ZO1-TAITADERITICIEREEBNIVETT,
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