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Hardware

The following table details the minimum hardware requirements for Security Management Server see Security Management Server
Architecture Design for additional information about scaling based on the size of your deployment.

Hardware Requirements

Processor

Modern Quad-Core CPU (1.5 GHz+)

RAM

16GB

Free Disk Space

20GB of free disk space
©) | NOTE: Up to 10GB may be consumed for a local event database stored within PostgreSQL

Network Card

10/100/1000 or better
Miscellaneous

IPv4 or IPv6 or Hybrid IPv4/IPv6 environment required

The following table details the minimum hardware requirements for a Security Management Server Front - End / Proxy Server.

Hardware Requirements

Processor

Modern Dual-Core CPU

RAM

8GB

Free Disk Space

20GB of free disk space for log files

Network Card

10/100/1000 or better

Miscellaneous

IPv4 or IPv6 or Hybrid IPv4/IPv6 environment required

Virtualization

The Security Management Server can be installed in a virtual environment. Only the following environments are recommended.

Security Management Server v10.2.4 has been validated on the following platforms.



Hyper-V Server installed as a Full or Core installation or as a role in Windows Server 2012, Windows Server 2016, or Windows Server 2019.

* Hyper-V Server

64-bit x86 CPU required

Host computer with at least two cores

8 GB RAM minimum recommended

Hardware must conform to minimum Hyper-V requirements

4 GB minimum RAM for dedicated image resource

Must be run as a Generation 1 Virtual Machine

See https://technet.microsoft.com/en-us/library/hh923062.aspx for more information

Security Management Server v10.2.4 has been validated with VMware ESXi 5.5, VMware ESXi 6.0, and VMware ESXi 6.5.

(D | NOTE: When running VMware ESXi and Windows Server 2012 R2, Windows Server 2016, or Windows Server 2019, VMXNET3
Ethernet Adapters are recommended.

*  VMware ESXi 5.5

64-bit x86 CPU required

Host computer with at least two cores

8 GB RAM minimum recommended

See http://www.vmware.com/resources/compatibility/search.php for a complete list of supported Host Operating Systems
Hardware must conform to minimum VMware requirements

4 GB minimum RAM for dedicated image resource

See http://pubs.vmware.com/vsphere-55/index.jsp for more information

*  VMware ESXi 6.0

64-bit x86 CPU required

Host computer with at least two cores

8 GB RAM minimum recommended

See http://www.vmware.com/resources/compatibility/search.php for a complete list of supported Host Operating Systems
Hardware must conform to minimum VMware requirements

4 GB minimum RAM for dedicated image resource

See http://pubs.vmware.com/vsphere-60/index.jsp for more information

*  VMware ESXi 6.5

64-bit x86 CPU required

Host computer with at least two cores

8 GB RAM minimum recommended

See http://www.vmware.com/resources/compatibility/search.php for a complete list of supported Host Operating Systems
Hardware must conform to minimum VMware requirements

4 GB minimum RAM for dedicated image resource

See http://pubs.vmware.com/vsphere-65/index.jsp for more information

(D | NOTE: The SQL Server database hosting the Security Management Server must be run on a separate computer for performance
reasons.

SQL Server

In larger environments, it is highly recommended that the SQL Database server run on a redundant system, such as a SQL Cluster, to
ensure availability and data continuity. It is also recommended to perform daily full backups with transactional logging enabled to ensure that
any newly generated keys through user/device activation are recoverable.


https://technet.microsoft.com/en-us/library/hh923062.aspx
http://www.vmware.com/resources/compatibility/search.php
http://pubs.vmware.com/vsphere-55/index.jsp
http://www.vmware.com/resources/compatibility/search.php
http://pubs.vmware.com/vsphere-60/index.jsp
http://www.vmware.com/resources/compatibility/search.php
http://pubs.vmware.com/vsphere-65/index.jsp

Database maintenance tasks should include rebuilding database indexes and collecting statistics.
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i Dell Security Management Server x64 - InstallShield Wizard -

Database and Install-time Credentials
Spedify SQL Server and install-time authentication credentials for the installer to use

The installer uses these credentials to authenticate to the SQL server. These permissions are required: create database, add
user, assign permissions. The installed Dell Security Management Server does not use these credentials. They are used only
during installation.

Database server to use: (i.e. ServerMame\InstanceMame)

| sql2k12| vl | Browse... Port: I

The permissions reguired by the installer depend on whether or not your SQL database catalog and login have already been
created. SQL administrator permissions are needed to create a new database or login. If your DB Administrator has already
created a database catalog and login, then the installer only requires db_owner permission.

Database catalog action

My database catalog has already been aeated
Create new database catalog

SQL login action
Lise existing SOL Server Login
Create new SQL Server login
Instal-time credentials (not run-time);
(®) Windows authentication credentials of current user

() SQL server authentication using the credentials below

Login ID: (CTDEV 2K 12\Administrator

InstallShield

< Back || Mext = | | Cancel

FrelE
o BTO&ERIBIREFEDE SQL server SREE

SQL FREEFERIZHE. FHI2 SQL 7T MI(E SQL H—N—(Cx 933 AT AEBREERNMNETT,

AVAN=3(E TAIR=ZADERL. 1—T—DiEN. BLU 7T HEROEIDE TOFFRIZRD SQL U—/\—(CEREE I 2w EN'S
NFI,
T—AR=ZNIDIRIEELET .
FRT —AIN=-Z2DA0T OERIZEANVET . RICRRENZIATOI T FIHI0T OVEpkER I TOV T MIFRRENET .
RN Z)IIVET .
EW ZIUIU T AV ZAR=3ICT —IN-RZAERRE B 2 ZREFRLET . BIDBIHE(ICRO TEREZEE I 3(C(d. WO 27UyILFE
g-o

15 EENMEAIBHORIEAVY REBIRUET . COXTYTCEDTHI M RENBEMIIBNET,

Windows 23
T o&EEBIHREERLRE Windows SR5E 7#IRU., BRMEAITZERIBHREATILTNS, WA 29 IWILET,

THIRCEEIAT LEBREERNDDCE. SQAL H—N—%2BIB I RN TERLZMERL TILEW,, - =7h> NI, sQL
Server FFRIDT IAINMAF—Y 1 dbo BLUT—IR-ZIKEIX>)\-2vT : db_owner % public (T 2HENGBDET

INBOEEIBIRE Dell H—E XN Security Management Server TY/EX I 3BRICEREINET.
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i) Dell Security Management Server x64 - InstallShield Wizard -

Database and Service Runtime Information
Spedfy database catalog and authentication credentials for the services to use

Mame of database catalog:

DDP_Server| Browse. ..

The Dell services require a logon and password to connect to SQL server. The user account must have the SQL server
permissions Default Schema: dbo and Database Role Membership: db_owner, public. If you choose Windows authentication,
the information will also be used as the “run as™ credentials for service startup.

(®) Windows authentication using the credentials below

() SQL server authentication using the credentials below

User Name:

Password;

InstallShield

< Back || Mext = | | Cancel
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Dell Compliance Reporter MDE%FE

1 EfIORAL>T. Compliance Reporter Z/7UyILE Y,
2 Dell Compliance Reporter hMEEIENTES. T I4) MDEKIEIR superadmin/changeit ZAERLTOJA>ULET .
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BB, BEAERRENZZES T IROGFRON\YI 7y T HIBIBVERKRENDLI(CLTEW, KEEIADETEICRE I D5FHICDOVTIE.
http://www.dell.com/support/article/us/en/04/sIn292355/plan-for-disaster-recovery-and-high-availability-with-dell-security-
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FT=HIPAIBLUOY TP I HH&INENS NTFS JOvIH A XH 64 KB (B> TWBZEEEZELE T, SQL Server IIXF> b (SQL AL
—SOEAREN) ($64KBTY,

SEHICDULTIE. Microsoft @ TechNet 5228, [Understanding Pages and Extents ] (R—SETIHIRTY MIDWT) ERZRLTREL,

¢ Microsoft SQL Server 2008 R2 - http://technet.microsoft.com/en-us/library/ms190969(v=sql.105).aspx
—REHIRA A RSA2EL T, SQL Server DERAAEVE(E. 1A R=ILENTVBXEUD 80 -2 MIERELET.

SEHRICDLTIE. Microsoft M TechNet 5258[ Server Memory Server Configuration Options ] (B —/\XEUICRE T3 —)FREAT>3>)
IRZRL T2V,

¢ Microsoft SQL Server 2008 R2 - http://technet.microsoft.com/en-us/library/ms178067%28v=sqgl.105%29
* Microsoft SQL Server 2012 - https://technet.microsoft.com/en-us/library/ms1/8067(v=sql.110)
¢ Microsoft SQL Server 2014 - https://technet.microsoft.com/en-us/library/ms178067(v=sql.120)
e Microsoft SQL Server 2016 - https://technet.microsoft.com/en-us/library/ms178067(v=sql.130)
¢ Microsoft SQL Server 2017 - https://technet.microsoft.com/en-us/library/ms178067(v=sql.130)

AVRIVADAA—NPYTTONTAT 11222 ZEREL T, TYROVINREUIGECEDBEREIMS TERLICLET,
SEHICDUWTIE. Microsoft M TechNet 5258, [Trace Flags (Transact-SQL)1 (FL—2J3%4 (Transact-SQL)) #IRZRLTEEL,

e Microsoft SQL Server 2008 R2 - http://technet.microsoft.com/en-us/library/ms188396%28v=sql.105%29
«  Microsoft SQL Server 2012 - https://msdn.microsoft.com/en-us/library/ms188396.aspx
¢ Microsoft SQL Server 2014 - https://msdn.microsoft.com/en-us/library/ms188396.aspx
*  Microsoft SQL Server 2016 - https://msdn.microsoft.com/en-us/library/ms188396.aspx
« Microsoft SQL Server 2017 - https://msdn.microsoft.com/en-us/library/ms188396.aspx
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CDETIL, Security Management Server Z{EAU CGERAZEZEUS 92 /57AICDWVWTERBALE T

AN—Mh—REBEFZERTE T D5 EDFFMIC DOV TIE. Thitp://www.dell.com/support/article/us/en/19/sin303783/dell-data-protection-sed-
management-smartcard-setup-guide?lang=en |ZZ8BU TIZEL,

Dell Data Security Server T{EFI 93 SSL/TLS FEBAZZE R I 3/ DE/ NEHCDOWTIE. [http://www.dell.com/support/
article/us/en/19/sIn307037/dell-data-protection-enterprise-edition-and-virtual-edition-dell-security-management-sever-and-virtual-server-
ssl-tls-certificate-minimum-requirements?lang=en J#ZS88L TE& L,

Microsoft DF—A NPRIOBEFDEEBAE %L T Dell Encryption MEEBAZEZ 7Y T — N RIFIRICDWVTIE. http://www.dell.com/support/
article/us/en/19/sIn297240/ #Z8RUTIZE L,

HEERAEOFMEGIASERERDEN

COTI2a> TR, Java R—Z2DTIHR—3> MOBE CEBZIIIAEEERR I 2FIRICOVTEEULGERBALE T, COTOTR(E NET RA—=Z2DI>h—
FMNDECEZFIEAZEDIERK(CIER TEFHA.

ERBRE TRVRIETHE CERIIAZOHEHRELET,

BT SSL U—N—SIRENRBERMES. FBthORHE TIIABZEN I 2V ENHIHE(. DI T. Keytool ZEMUL Java F
—ANT7OYERRTOE AN RSN TVE Y,

HRRENEEEEICANY — M — RE(EA T 2L ZETEIL TLSIB A, Keytool ZEARLT, AN—M—RI-T-0OFIRETHEREINZ TEREAE
ERFI— %A VK- NI I2RENHDET .

Keytool (F. SEBAZELZER (CSR) OFZINT. VeriSign® X° Entrust® REDIIBAMLRES (CA) (CEEINZWEZHERZERRLET . €D, CA (L
IO CSR ICEDWTEBRAURY -/ —SIBREAERRLET, Y-/ —SIBAE. BRKMBEEIBAZELLEICI7IUIII>O-RENFT, 2D, 5
BAZ(L cacerts I71IUICA >R— hENE T,

FILVWF—AR7 LB CELIBBEDER
1 conf 74N (Compliance Reporter. Security Server. Ffzld Device Server) [CBBEILET,
2 FIAWNDIEBRET —AIR-2%Z w7y TIUET

A= > I7AIWNBREIBEUVTERIT £JU9JUT, move cacerts cacerts.old EAALET,
3 Keytool X AT LANRICEMUET ., AN RIOSTRNTROIYY R ADLET

set path=%path%;<Dell Java Install Dir>\bin
4 FERBZERAN T B, ROESCUT Keytool ZEITUET .

keytool -genkey -keyalg RSA -sigalg SHAlwithRSA -alias Dell -keystore .\cacerts
5  Keytool JOYTMIFERENLERDIEHEANILET,
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ST, IREIT BRI \WITYTUTEE W, FBESNINSA—IOHEZEBELTEEWV., INBOIT7AILROZOMBDT—4
(BIRED) #EEITDE. AT LAOIEPEENRAE T ZHENIHNET, TILE. INBOT7AIOFFRISNTRVWEE(ICEER
IBMIREN, Security Management Server OFA AR —JILRU CHERTERERRIE CEF R A

o F-ZANPONZT—R: KAT-RZAAL (HIR-RENTORBUVZFE <>;,&" ) IVIR—F> b conf TP/ IV ARADZEEZROLICEIUIBE(CE
Ebia_o

<Compliance Reporter install dir>\conf\eserver.properties.Set the value eserver.keystore.password =
<Device Server install dir>\conf\application.properties.Set the value keystore.password =

<Security Server install dir>\conf\application.properties.Set the value keystore.password =

o FEREEY-N—&  IREEEDOIR—F MA VAR IENTWEY - N-DZRIEMZZADLET , COTTRIEEAIC(E, RANG
ERXA>Z%EHFT (l : server.domain.com) .

o HEREEAL : EEIIRMEZADLET (B EFaUT1).

o HERE : ZETBREEASLFT (I : Dell)s

o THEXHEAS : @EREZAALEY (B : Dallas) .

. HERR  AEETRVEREREOZRIZANDLET (EXE. Texas) .

o 2XFOEI-R,

o I—TAYTAICED T IBERMELWVCEZTERR T BLO(CROENF T, IBIRMELVIZEE, TV EANDLET,
BIRMIELIRVMEER. no EATILET . Keytool (FUBINCADENEAEZRRLEY . Enter Z0UvIL TEZZ I AN, BZZEL
T Enter Z7UyJULFY,

o BIBOF-/NRT—R : ZZCBIOIZAT— R A DUBIOIEEF. ZO/NZAT—RETIAVRTE-ZRTOIAT—RTBDET,

sIEBREEEAN S DE AT EEIAE DER

ROFNECHEDT, LV F-—R7EE CERAZE QLN I TSN B CBRNESIAZEOIAZZERER (CSR) ZEMLET.

1 <certificatealias> T RIIC{ERAUEERUERZRALET .

keytool -certreq -sigalg SHAlwithRSA -alias <certificate-alias> -keystore .\cacerts -file
<csr-filename>

5 : keytool -certreq -sigalg SHAlwithRSA -alias sslkey -keystore .\cacerts -file Dell.csr
csr I7AIUCIE, CA ETOFERRE O/EREFICERT S BEGIN/END R7HHDET

5 CSRI7LI

fle [t Fomet yew ep

b-====BEGIN MEW CERTIFICATE RECUEST ===== A
MI1BUTCCASTCAGAWET ELMALGAT IEERME dMusT AIBqNVBALT ANAY mnviivmmutwdﬂmﬁpc = TF]

P'IFl..th'O?f m@qrcéﬁ% crmek e S OME Ewlre’ DVOOL Ewh Z2 X3 2 2w ] < ZEmMEgGal ueaxmdd 2 Irmz vudnax
reuys 11 2eFudhr ] e3qubch j aww ZTBWDG Y IKOZT v S HAGEEBCQADGY DAMIG JA0GEAK xarav oI 02/
hxvsooed ki ymd8sTTruu +U¥H|‘=2xdFWESAEGLI K1+SaBGZFAD0A, NCI ITHNONI 2 2 2F SVMEDSgm
vz SohfPycr e vt bIRws /1507 kOEZRFoBdR1G0ITLSELLEDE JovBhgrarcncsdit hHnkxk zbva
1dnk OEVHAGIBAAGTADANSQE El.hHGM!*QEFMQH BEL SAOST QU TORIDZ Tard o IwaZ CNIEVE
s PR FonGREnr UMn | ufybkoge il U SobegwlbBxEmsh TS IcT B.F.-ferU?k-l- eal IFpAE+0 i TaFL+REBUT S
WRCEMS J0VUEPHFRPS IM3 800x 1 hk posk Rg3Qs prRTAZUSS ZALFo Ik e+ FIEDS Nilas=

————— END MEW CERTIFICATE REQUIEST=-====

=

2 EBARLBEINSOD SSL H—/)\—sIBAZ0HEVS(CE. FAIEEMOTOTRICHIEVET . BLH(C <csr-filename> ODRBZEELET
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BREREEER I B 5AEENEDHDFET . 5EDE%, [FEBBEDEKRSZEDH I (RUET,

3 BRMNEIAEZREURS. I7UREFLET.

4 RANTFIFAREL T, AR NTOEATIS-MREUVISECRR. COFEREZ/\vI7yTIUET . 2O0/\WIT7yTZARLTEIFE L
BEPNEIHENBRDET.

JV—BMSEBBE DA ViRk— b

Jb— NEBREDZEBRHERIN Verisign (Verisign Test TIZRL) DIBE(F. COFIEEZZFYTUTROFIRICHEH . BRATEIHAEEA2R-NT
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STRAHLBID)L — NTBAE(C LD, BRAESTPASERIILET,

1 ROWFNDEEITLES.

. EEPAHEBIOIL— NERRZE%EST>O-RUT, I7MIUCIRELET .
o I A-TFAZXFT4LING——0)L— NEFRZEXEELFT .
2 ROWTNbERTLET.

+  Compliance Reporter. Security Server, Device Server (CXUT SSL #BMCTDHmE > IMR—R>bD conf T NICEELE
g_o

«  Security Management Server £ I>4—T54 X5 4LJ NY—)URIOD SSL #B3NCF 335E(L. <Dell install dir>\Java Runtimes
\jrel.x.x_xx\lib\security ((ZELFY (JRE cacerts DT AL ;D/LZAT— RS changeit TY).

3 ROESICUT Keytool ZFRATU IV— MEAEZAVAM-ILLET

keytool -import -trustcacerts -alias <ca-cert-alias> -keystore .\cacerts -file <ca-cert-
filename>

5 : kxeytool -import -alias Entrust -keystore .\cacerts -file .\Entrust.cer

sIEBAE D ERTTEDH!

SEBAZOERFEO—FHIEL T, FEFERICESETEINTULS Microsoft CA Server [ Web I35 %ERLTFIERT35ENHDET .

1 Microsoft CA Server ((BBEILET, IP 7 RLA(THEBEHISIRMEEINE T,
2 FEBAZEDER TEIRL. WA 2H0UVILET,

Microsoft GEBAZE Y —EZ

3 BERERZEIRL. RN EZIIWILET,
ERIL1TDEIR

4 base64 I>J—K PKCS #10 J7A V& ERU GEAEEREZXETS A T3 0E R0 RA 29UyILET,
BERIAEOER

5 CSREROWBZTFANRIRCAEDITIIET . Web Server DiERRET> Tl — Nai#IRL. %48 2IUvILET,
REFEUVEEROXE
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SEFAEZRFLFT . DER I>1—R %&4RU. CA SEBAZEDAD>0O—K 27 vILET,
CAIBREDYY>O—-R

SFFAEZRZLFI . DER I>1—R %&RU. CA SEBAXADAY>0O—-R 29UyIUET
CA SEBA/(ZD4Y>0O- K

N BRI REZ M- &, ANV RIOVTNCRDES . 517

keytool -import -trustcacerts -file <csr-filename> -keystore cacerts
BLHBISERAZE N O R— NENZO T, IR(CH - N —FiEBAEZ A VR— N CEFT (EEFI— 2L TEET) . 917 :
keytool -import -alias sslkey -file <csr-filename> -keystore cacerts

B EZIIRE0RI&ZERUT, CSR BxkeY—/N—SEEAEZRT(CLET,

cacerts 7 LOYZNE, Y —/GERREDFEAZFI—YDREN 2 THBLZRLTWET . N, SEAENESBLINTOR\ILE
~UES. 517 :

keytool -list -v -keystore cacerts

FI—2H0 2 EEOGEABOGEMASERL. >N FNLEREEEIAETT (XY -N-EIRZEOTICEYUAINET)

SEBAEEE 1YY -V ZERUIEERED .PFX ADIY
Ah—p

MMC (C .crt TP IVERDSEEAEN H 215 E (3. Keytool TERTBIZHICEDIEEAEZ pfx J7AIUCEIETZMNENHDET (Security Server
M DMZ E—RTERENZEE, BT Dell Manager SEBIZERY —)GETEY—IUCADR— N 3EE),
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2FYR7OVAFYTA> OB U1> RIT SEBRE %R0, B 20UvILET
AVELI-9FhIY b &R RN 2909 IUET,
IE1-90&RIVRIT O—hNAYE1I—-4S (COIAVY-IHRFTENTVWRIYEL—-Y) %#BIRL. 8T 2I0ILET,
BAU% #0UvILET,

OK ZUwILEY,

IDY=IL—=RIAAT, GEBAE (O-HILIVE1-4) ZREMAULET.
N=YFINIANSZERL. HDERIIBAEZRDIIET,

BMOIIEAZEE/\151 M. TDIRY > TIAR—DM 2B IWWILET,
SEBAZEDIIAR— M- ROEBEVES, IRA 200w ILET,
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Personal Information Exchange - PKCS #12 (.PFX) ZIERUTH'S. HIATS a0 alRERIBEIIEEAE S AICTATOIIAZEE®
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B8 2L T2 RF S D5 ZIEELET.
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SSL (CIE{STaEIBE N RN EIEES DS EAIA
2 Security Server ADBHN

1 Security Server U—EXNRITENTVBIZSIHMELELET

2 <Security Server install dir>\conf\ @ cacerts J71 )\ &/\wH7vFLFT,
Keytool Z{ERAL TROFIEZETUET .

3 {38 PFX ZTFZRI7AIUSROBERICIIZR— N TAU7 R EEUET .
keytool -list -v -keystore "

4 PFX % <Security Server install dir>\conf\ @ cacerts 7/ JUA>R—NLET .
keytool -importkeystore -v -srckeystore "

5  <Security Server install dir>\conf\application.properties T keystore.alias.signing DEZZELEY .
keystore.alias.signing=AliasNamePreviouslyDocumented

Security Server Y—EX&BIIELET .
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