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~Z—H89 DCIM_BootSourceSetting fj|1B8EdEi, DCIM_OrderedComponent [J GroupComponent /& £Z i
DCIM_BootConfigSetting #5118 , T PartComponent /& 4;Z 15 DCIM_BootSourceSetting 118,

DCIM_Smart B

ISR smart BALE | EATATIES -
i

® Get-CimInstance -Namespace root\dcim\sysman DCIM SmartAttributeInfo | Format-Table
e Get-CimInstance -Namespace root\dcim\sysman DCIM_SmartAttributelnfo -Filter "AttributelD like '< Attribute ID Value >'

MEXRFEITME , TUTES :
fian
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e Get-CimInstance -Namespace root\dcim\sysman DCIM_SmartAttributelnfo -Filter "AttributelD like '<Attribute ID Value>"" | Invoke-
CimMethod -MethodName "SetCustomThreshold" -Arguments @{CustomThresholdValue="<custom threshold value to be set>"}

DCIM_Thermallnformation

DCIM_Thermalinformation BEIEBIEAARERRE |, HIMNEER, AAC BEXFEBHEE,
o EEHHREMEBEN , HETLUTES :

Get-CimInstance -Namespace root/DCIM/SYSMAN -ClassName DCIM ThermalInformation
o EJRTEMRAME , FETUTES :

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM ThermalInformation |Where-
Object {$ .AttributeName -eq "Thermal Mode"} | Invoke-CimMethod -MethodName
ChangeThermalMode -Arguments @{AttributeName=@ ("Thermal Mode");AttributeValue=@("2") }

FARRRE

£ Dell Command | Monitor &, £ LA T 7335 RE AR BTFR E M A SHR I RFTATIREE ¢
e SetBIOSAttributes — 5 BIOS 8%

®| fE5E: BAR Linux B9 Dell Command | Monitor B RT{£3%1& SetBIOSAttributes J75%,

e ChangeBootOrder — & F BRI H AE
e RequestStateChange — EAFA R EFTRIE) R
e ManageTime — BRI

£ A 7 Windows B9 Dell Command | Monitor &, EaILUEER winrm, VB 8515, PowerShell #845. wmic 1 WMI wbemtest LUET
EEEE,

£ Windows B Linux FETHIRKEER BIOS ZFEERERTE

ResetBlOSDefaults (55%)

PowerShell (WMI) Command: Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSService |
Invoke-CimMethod -MethodName ResetBIOSDefaults -Arguments @{ DefaultType=<one of the possible
values>}

OMI Command: /omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <ServiceTag> CreationClassName
DCIM BIOSService } ResetBIOSDefaults { DefaultType <one of the possible values> }

AIRERYE -

0-Built-in Safe Defaults—3E2 BIOS BB, EEMAESZEIMOFE , AEETTEE,

1- Last Known Good—iE RFERL ISR POST #R4F# M BIOS BB E4EME, EEEEK BIOS MBS RFMERL, MR Built-in
safe defaults ©183% , A LI Last Known Good R {£18 BIOS,

2-Factory Defaults— R HMATEENERE, EEALEREHEEMEL  SIRBEBERIZHNERBELT.
3-User-Configuration 1—= 2 R EAFMWEREE, FEEXE BIOS RESH F2 EE P #HFBRIAVEEE | LUIEB Dell Command |
Monitor FEF B A,

e 4-User-Configuration 2—iEZREAFMERRE, BHEE BIOS :FEH F2 E@E T #F B alav#RE , LUER Dell Command |
Monitor FEF B4,

5% 1. ResetBlOSDefaults A EERY{E

tipun $55RICHE (SetResult fB)
R 0
WABEN/ RAEBHER 1
BEER 2
TR ERE 3
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7 1. ResetBIOSDefaults A[gEA1E ()

i $55RLTE (SetResult B)
ZEHEAE 4

—RREERRR/ TR/ BRI I R AT I

(D| B3t RHEHRHEE Post ResetBIOSDefaults HIIRIE , LRI HITEE,
DCM IREZE BT AP 1R HRARI R ERRIEN RITHITH AL,

o EHRIBRHM—Get-CimInstance -Namespace ROOT\DCIM\SYSMAN -ClassName DCIM ComputerSystem |Where-
Object {$ .Dedicated -ne 28} | Invoke-CimMethod -MethodName RequestStateChange -Arguments
@{RequestedState ='11"}

o RBIRARM —Get-CimInstance -Namespace ROOT\DCIM\SYSMAN -ClassName DCIM ComputerSystem |Where-
Object {$_ .Dedicated -ne 28} | Invoke-CimMethod -MethodName RequestStateChange -Arguments

4294967295

@{RequestedState ='3"}
U API AT A GNU B Linux YEER#E

e shutdown -r +5
e sudo reboot

()| fmat: ERARIFHATE , M ERTFERRARE, STHRENREER (HIMER) U8 REAMEE (HIMBARSER

Legacy Option ROMs),

BIOS B R H B ERUREFRMIEIRCE,

TRIIBARERBERENTENREBE,

®2. RERPERENTEIIEETE

ik FEHD 1HH

—fx RrER RIS IRE
RmES BEERE
RmES HEREER
FHE FAE
T RS B MR T BUA Legacy OROMS
HHA/ 8 HEA/ B
& NIC & NIC
LS NIC FYUA UEF| #BEH &
SATA 4 SATA 184

Z2M% THEA EEEE
THEA REHBN
THEA AER HDD-x %
TEA FRBETE
SMM 222 [ B P& 1K SMM %22 2 B P& 4K,
Intel SGX B Intel SGX B

Eoge il TR LA
ERERERE FTEHEE

{5 F PowerShell ¥ S 1E&1T Windows IR & L

E%7E BIOS Bt

fif F§ SetBIOSAttributes A TARERIE BIOS B 1% : THRBFEARAEEFEEME (Trusted Platform Module, TPM) FIFEF R &5,
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@|ﬁi§$: BRTHREEME TPM 281 , SHE TPM ZEDE BIOS $5K,

®| {5t A AEEEEERM PowerShell,

A TPM ,
1. ERERME BIOS &, HiGARRE , A TFIH PowerShell 55
Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSService | Invoke-CimMethod

-MethodName SetBIOSAttributes -Arguments
@{AttributeName=@Q ("AdminPwd") ;AttributeValue=@ ("<Admin password>") }

2. FRUTESHERTPMZE .

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSService | Invoke-CimMethod
-MethodName SetBIOSAttributes -Arguments @{AttributeName=@ ("Trusted Platform Module
") ;AttributeValue=@ ("1") ;AuthorizationToken="<Admin password>"}

3. EFREBRMR,
4. ERUTESREA TPM

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSService | Invoke-CimMethod
-MethodName SetBIOSAttributes -Arguments @{AttributeName=@ (" Trusted Platform Module
Activation") ;AttributeValue=@ ("2") ;AuthorizationToken="<Admin password>"}

5. EFRMERM,
BRSEERH

Powershell PSReadline B SR FZMRBRAZNFEERNEBETIZEGT S, RLEKRMEZEFER [Get-Credential] fiSERNRARZ M
BRI,

a. $cred = Get-Credential

b. BTRHRELRE K RARAFEBAER , A0 AdminPWD # Dell_123$,

c. $BSTR = [System.Runtime.InteropServices.Marshal]::SecureString ToBSTR($cred.Password)
d. $plainpwd=[System.Runtime.InteropServices.Marshal]::PtrToStringAuto($BSTR)

e. Get-Ciminstance -Namespace root\dcim\sysman -ClassName DCIM_BIOSService | Invoke-CimMethod MethodName
SetBIOSAttributes -Arguments @{AttributeName=@("AdminPwd");AttributeValue=@(" $plainpwd ")}

E#1T Linux IR E BIOS B

FRTHIES—EHXRKE BIOS Bt :
e fFF OMICLI
e A WinRM
e {FF WSMan

@|ﬁ§§$: FE1R OMI EIBR 38 2 BB it [E 15847,

£ OMICLI %7€ BIOS B4

 F§ SetBIOSAttributes I RELE BIOS B : TERBAFAMAETFEEE (Trusted Platform Module, TPM) BYFE 7 2 85451,
®|ﬁ§§$: RIS TPM 281 , SH#E TPM ZIEEE BIOS BBk,

fEA OMICLI 5% E BIOS B :

1. ERERHM BIOS BB, BEMEKREE , EIT
./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name displayed in

DCIM BIOSService class> CreationClassName DCIM BIOSService } SetBIOSAttributes
{ AttributeName "AdminPwd" AttributeValue “<new Admin Password>” }
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2. ERUTESERR TPMRZE , ET

./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name displayed in
DCIM BIOSService class> CreationClassName DCIM BIOSService } SetBIOSAttributes

{ AttributeName "Trusted Platform Module" AttributeValue “1” AuthorizationToken
“<password>"

3. EFREIRE.
4, BRA TPM , 1T

./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name displayed in
DCIM BIOSService class> CreationClassName DCIM BIOSService } SetBIOSAttributes

{ AttributeName " Trusted Platform Module Activation" AttributeValue “2”
AuthorizationToken “<password>" }

5. EFRERR,
6. EEH:X BIOS &5 , BT

./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name displayed in
DCIM BIOSService class> CreationClassName DCIM BIOSService } SetBIOSAttributes

{ AttributeName "AdminPwd" AttributeValue “” AuthorizationToken “<password>" }

£ WinRM 5%E BIOS Bt

£ A SetBIOSAttributes FIIREXIE BIOS Bt : THEHRASEARMAEETFEEME (Trusted Platform Module, TPM) B2 241,
@|ﬁi§$: RIBTHIRFRUA TPM 23T , ST TPM SEIE O BIOS PEkK,

fiF F WIinRM #5555 %€ BIOS B4 :
1. EBSIE DCIM_BIOSService 38R 2RIERGERESSE, SE1T :

winrm e wsman/DCIM BIOSService? cimnamespace=root/dcim/sysman -auth:basic -r:https://
<system IP or system name>:<Port Number (5985/5986)> -username:<user name>
-password:<password> -skipCAcheck -skipCNcheck -encoding:utf-8 -returnType:epr

{E5E: SBEEE IR EE (SystemName=<system name from DCIM_BIOSService class>winrm i SetBIOSAttributes wsman/
DCIM_BIOSService?SystemName=dt:
+SystemCreationClassName=DCIM_ComputerSystem+Name=DCIM:BiosService+CreationClassName=DCIM_BIOSService+) 7
LB+ AR ERE,

2. FRERBK BIOS i, HREARRE , EATINIES :
winrm i SetBIOSAttributes http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/DCIM BIOSService?
__cimnamespace=root/dcim/
sysman+Name=DCIM:BiosService+SystemCreationClassName=DCIM ComputerSystem+SystemName=<system
name from DCIM BIOSService class>+CreationClassName=DCIM BIOSService -r:https://<system IP or
system name>:5986 -u:<user name> -password:<password> -auth:basic -skipCAcheck -skipCNcheck
-encoding:utf-8 @{AttributeName="AdminPwd";AttributeValue="<Password>"}

3. BEfTUTESERERTPM Z2
winrm i1 SetBIOSAttributes "http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/
DCIM BIOSService? cimnamespace=root/dcim/
sysman+Name=DCIM:BiosService+SystemCreationClassName=DCIM ComputerSystem+SystemName=<system
name from DCIM BIOSService class>t+CreationClassName=DCIM BIOSService -r:https://<system IP or
system name>:5986 -u:<user name> -password:<password> -auth:basic -skipCAcheck -skipCNcheck
-encoding:utf-8 @{AttributeName="Trusted Platform
Module";AttributeValue="1";AuthorizationToken="<Admin password>"}

4, BIFRIBRHE.
5. ERALTIESEHA TPM :
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winrm i1 SetBIOSAttributes "http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/

DCIM BIOSService? cimnamespace=root/dcim/
sysmant+Name=DCIM:BiosService+SystemCreationClassName=DCIM ComputerSystem+SystemName=<system
name from DCIM BIOSService class>+CreationClassName=DCIM BIOSService -r:https://<system IP or
system name>:5986 -u:<user name> -password:<password> -auth:basic -skipCAcheck -skipCNcheck
—encoding:utf-8 @{AttributeName=("Trusted Platform Module

Activation") ;AttributeValue=("2") ;AuthorizationToken="<Admin password>"}

{£F WSMan 5% BIOS EB1i%

ki

WA LAE Al WSMan 384T Linux B R# L3 E BIOS B, THEHRMAFEARMAREEFEEMA (Trusted Platform Module, TPM) #9512
F &,

(D|ﬁ§§$: RIBTHIRRFRA TPM 281 , HHE TPV ZIESE BIOS DBk,
1. EB%IE DCIM_BIOSService 3 BIRERGEIESRE, EIT :

wsman invoke —-a “SetBIOSAttributes” http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/
DCIM BIOSService?Name="DCIM:BIOSService”, SystemCreationClassName="DCIM ComputerSystem”,
SystemName="<system name from DCIM BIOSService class>”, CreationClassName="

DCIM BIOSService” -N root/dcim/sysman -h <system IP/name> -P 5985 -u <user name> -p
<password> -y basic -v -V -k “AttributeName=AdminPwd” -k “AttributeValue=<password>"

2. FRERHH BIOS Fi, BERZE , FATIWES :

wsman invoke —-a “SetBIOSAttributes” http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/
DCIM BIOSService?Name="DCIM:BIOSService”, SystemCreationClassName="DCIM ComputerSystem”,
SystemName="<system name from DCIM BIOSService class>”, CreationClassName="

DCIM BIOSService” -N root/dcim/sysman -h <system IP or system name> -P 5985 -u <user name>
-p <password> -y basic -v -V -k “AttributeName=Trusted Platform Module” -k
“AttributeValue=1"” -k “AuthorizationToken=<password>"

3. EAUTESER TPMZE

wsman invoke —a “SetBIOSAttributes” http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/
DCIM BIOSService?Name="DCIM:BIOSService”, SystemCreationClassName="”DCIM ComputerSystem”,
SystemName="<system name from DCIM BIOSService class>”, CreationClassName="

DCIM BIOSService” -N root/dcim/sysman —-h <system IP or system name> —P 5985 —u <user name>
-p <password> -y basic -v -V -k “AttributeName=Trusted Platform Module Activation” -k
“AttributeValue=2"” -k “AuthorizationToken=<password>"

4, BIFRIBRHE.
5. ERALUTESEHA TPM :

wsman invoke -a “SetBIOSAttributes” http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/
DCIM BIOSService?Name="”DCIM:BIOSService”, SystemCreationClassName="DCIM ComputerSystem”,
SystemName="<system name from DCIM BIOSService class>”, CreationClassName="

DCIM BIOSService” -N root/dcim/sysman -h <system IP/name> -P 5985 -u <user name> -p
<password> -y basic -v -V -k “AttributeName=AdminPwd” -k “AttributeValue=" -k
“AuthorizationToken=<password>"

£ IR 7

MHRBEFRBIET  BRE TSR
1. EANTESMERMIEFRELR (EHZ UEF)

e WMIC % : wmic /namespace:\\root\dcim\sysman path dcim BootConfigSetting get ElementName/
format:1list,

e PowerShell I : Get-WmiObject -namespace root\dcim\sysman -class dcim BootConfigSetting
-Property ElementName,

2. ERUTESREERRAMIEFER (EH#3 UEF ) -
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WMIC 4 : wmic /namespace:\\root\dcim\sysman path dcim ElementSettingData.IsCurrent=1 get
SettingData /format:list .

PowerShell #§% : Get-WmiObject -namespace root\dcim\sysman -class dcim elementSettingData
-Filter "IsCurrent=1" -Property SettingData,

3. ERUTESEXRREIESF

WMIC % : wmic /namespace:\\root\dcim\sysman path dcim bootconfigsetting call
ChangeBootOrder /?:full ,

PowerShell 4 : (Get-WmiObject -namespace root\dcim\sysman -class

dcim bootconfigsetting) .getmethodparameters ("ChangeBootOrder") ,

(D|##5: deim BootConfigsetting BIESAMRKRAMSTHRMMAL — BHSEE 1 (EF ) RER 2 (UEF).
S8

o Authorization Token — iE R RAREIE S FHMERE,
o Source — ERHHE dcim OrderedComponent.PartComponent BHMBEEIEFSE, FHIBEEIERHRFEMES] R
IR B EFFTRE,

4. £ PowerShell 555! 1 BB EIBAKL)ER -

a.

e.

HATUTIESERER 1 BEEEMNBENBE#EIERF : Sbolegacy = Get-WmiObject -namespace root\dcim\sysman
-class dcim orderedcomponent | where {$ .partcomponent -match 'BootListType-1'} | select
-expand partcomponent.

TE £ PowerShell B EURIEEBMIER , LIEEE snewbolLegacy., BEAEIFWEKIER, 50, REBNNEKIEFE
A,

$newbolLegacy = $bolegacy

BITUTIEDSEREEER 1 BEMBEN decim bootconfigsetting fHIIE @ $bcslegacy = Get-WmiObject
-Namespace root\dcim\sysman -ClassName dcim bootconfigsetting | where {$ .ElementName -eqg
'Next Boot Configuration Setting : Boot List Type 1'}.

HITUTESTFARGE : $ besLegacy. changebootorder ($Snewbolegacy, S$AuthorizationToken),
$AuthorizationToken BE(FMEE BIOS i,

5. £ PowerShell 2 F 3 2 BB EMBKIER

a.

HATUTIESERER 2 AEEMN B H#EIERF : SboUefi = Get-WmiObject -namespace root\dcim\sysman
-class dcim orderedcomponent | where {$ .partcomponent -match 'BootListType-2'} | select
-expand partcomponent.

E 2 PowerShell BBURIEEREIER , LIERTE snewboUefi, MEDHMMFEMKIESR, Sl , REBFIHFEKIEFER,
BITUTIESEREEER 2 BMBEEMN dcim bootconfigsetting ffllE : $bcsUefi = Get-WmiObject
-Namespace root\dcim\sysman -ClassName dcim bootconfigsetting | where {$ .ElementName -eq
'Next Boot Configuration Setting : Boot List Type 2'},

HITUATIESFHAASE ¢ $ besUefi.changebootorder ($SnewboUefi, $AuthorizationToken),
$AuthorizationToken EE{FHAER BIOS 5,

i U 8 PA) 36 B8 T RUE) Windows Rt

IR A LAE I RequestStateChange J535%32 %% B B 2 E HTRIEN Windows Rk,
1. FEALTESERRKER Windows R4t :

(gwmi -ComputerName "SYSNAME" -Namespace root\dcim\sysman DCIM ComputerSystem | Where-

Object {$ .Dedicated -ne 28}) .RequestStateChange (3)

2. EALUTESEREME Windows R :

(gwmi -ComputerName "SYSNAME" -Namespace root\dcim\sysman DCIM ComputerSystem | Where-

Object {$_ .Dedicated -ne 28}) .RequestStateChange (11)

=iFHS Windows R LR RFERMHEE

BRI LUBE B ManageTime 7 &EMHEXTS Windows R RREFREE, Hln
FEESIINES , $ITUTHRE
a. Scred = Get-Credential
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b. $session = New-CimSession —-ComputerName "Server(Ol" -Credential S$Scred

C. Get-CimInstance -CimSession $session -Namespace root\dcim\sysman -ClassName DCIM TimeService
| Invoke-CimMethod -MethodName ManageTime -Arguments @{GetRequest="TRUE"}
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{£ A Dell Command | Monitor 10.6 TEAS 14 & I8
Dell AP g %%t

WO EATA T A EEAREERE Dell BEIRRS -
o ¥IFAELT Windows FIR &L , £ F PowerShell,

o HPMELT Linux IR , 24 OMICLI,

E3

e £ H PowerShell FEAREE Windows Rk

o A OMICLI TEA#EIE Linux RH

{£FH PowerShell EAREIE Windows &

RO LLE A PowerShell I S & B EAHEST Windows B9 Dell Fi B iR,
e %8 DCIM $ERIH5I1E

0 Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSEnumeration
0 Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSPassword

o JEH BIOS FREMEM

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSEnumeration | Where-Object
{$_.AttributeName -eg "Num Lock"}

e X BIOS B&E

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM BIOSService | Invoke-CimMethod
-MethodName SetBIOSAttributes -Arguments @{AttributeName=@ ("Num
Lock") ;AttributeValue=@Q ("1") }

o (BAERAGRE

Get-CimInstance -Namespace root\dcim\sysman DCIM NumericSensor | Where-Object {$ .DeviceID
-like "Root/MainSystemChassis/TemperatureObj:3"} | Set-CimInstance -Property
@{UpperThresholdNonCritical="10"}

o FIRETR

$a = 0

Stimespan = New-Object System.TimeSpan (0, 0, 1)

Sscope = New-Object System.Management.ManagementScope ("\\.\root\dcim\sysman")

$query = New-Object System.Management.WQLEventQuery ("Select * from DCIM AlertIndication")
Swatcher = New-Object System.Management.ManagementEventWatcher ($scope, $query)
[array]Salerts=@ ()

do{ S$Swatcher.WaitForNextEvent () }

while ($a -ne 1)

o WM ERERERBRES :
Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM ImprovementProgramConsent
o MWMRECLBERZNES :

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM ImprovementProgramConsent |
Invoke-CimMethod -MethodName Over
rideImprovementProgramConsent -Arguments @{NewValue="1"}

@lfﬁi: Dell Command | Monitor 10.5 F 10.6 x64-bit M A2 B2 =,
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& WMI JEBR Proxy B1ES :

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM ApplicationProxySetting
#® WMI 5% 7E Proxy BI85 :

Get-CimInstance -Namespace root\dcim\sysman -ClassName DCIM ApplicationProxySetting |

Invoke-CimMethod -MethodName Change
ProxySetting -Arguments @{NewAddress="10.0.0.223"; NewPort="8080"}

fEF OMICLI EABEEIR Linux &%

IEAILE A OMICLI FE S EAHEE Linux R#E, EELT Linux BRI L , OMICLI ZEFE /opt/omi /bin,

24

528 DCIM £ BI5I1E
o ./omicli ei root/dcim/sysman DCIM BIOSEnumeration
o ./omicli ei root/dcim/sysman DCIM BIOSPassword

EH BIOS BREN B
./omicli gi root/dcim/sysman { DCIM BIOSPassword InstanceID DCIM:BIOSSetupPassword }

REEEE R

./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name from DCIM BIOSService
class> CreationClassName DCIM BIOSService } SetBIOSAttributes { AttributeName "AdminPwd"
AttributeValue dell }

Eok BIOS &% 7E

o ./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name in DCIM BIOSService
class> CreationClassName DCIM BIOSService } SetBIOSAttributes { AttributeName "Num Lock"
AttributevValue “1” AuthorizationToken "" }

o ./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name from DCIM BIOSService
class> CreationClassName DCIM BIOSService } SetBIOSAttributes { AttributeName "AdminPwd"
AttributeValue <password> }

./omicli iv root/dcim/sysman { DCIM BIOSService Name DCIM:BiosService
SystemCreationClassName DCIM ComputerSystem SystemName <system name from DCIM BIOSService
class> CreationClassName DCIM BIOSService } SetBIOSAttributes { AttributeName "AdminPwd"
AttributeValue <password> }

FIRER

./omicli sub root/dcim/sysman --queryexpr "select * from DCIM AlertIndication"
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7

{£F Dell Command | Monitor 10.6 &I & IE
Dell P iR %

BRI EE A T 5 A EEREE Dell AR IHRRE :

e TEiEST Windows BRI L , #F PowerShell %8 Windows R#2IHE E Windows R4 FA 5 B 25
o TEET Linux IRIEL , FH WinRM i&EiB Windows RESEIHE IR Linux 325 FAE H 25

£

o {8 PowerShell %38 Windows R #iRIFEIE Windows ik
o A WIinRM 3&EiB Windows RFSEHEIE Linux & #k
o A WSMan &8 Linux REERERE Linux R

{£FH PowerShell i£i@ Windows R %R EIE Windows

BB LUE B PowerShell %38 Windows R #5E 7 EU R B4 Windows & #E,

BEE Windows R #HYSTIR IR -
e Windows PowerShell 3.0
o REITEMHIETIHEHERE PowerShell

ZEE Windows RFEHY S RIKM
Dell Command | Monitor

Windows PowerShell 3.0
HEITEIRIE S TEHAE PowerShell
FERYA PowerShell 32 3% I AE

©) fimat:

ERMmFE A Windows PowerShell , AEMRHEMELERRIHEE, EEEHRERNESEF (BRBETRE) | &
PowerShell 85 — Get-Help about_remote_requirements,

{#EFH WinRM iZiB Windows RFIZHRETE Linux R

AT LAE B WIinRM 385153817 Windows B R 7R E5 428 4T Linux B REE.

Windows FR#E Y SR R4

o STIEHY Windows fEE£ R

o REWMEBEIEEITUHRE WinRM IR

Linux FRETHY TSR

RIER

Dell Command | Monitor

R Linux FEE R

£ WM el iR 28 £ BLA 5985 1 5986 ;B #518
RIEHRRERRE

TESHNES , EIT

Bt
i
=\
Bl

winrm enumerate wsman/<DCM class name>? cimnamespace=root/dcim/sysman -auth:basic -r:http://
<system IP or system name:5985> -username:<user name> -password:<password> -skipCAcheck
-skipCNcheck -encoding:utf-8
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{#£F WSMan &8 Linux BB IHEE Linux &K

RO LUE B WSMan 3653817 Linux B R B 7 EUR BS42E 1T Linux BRI,
BEIE Linux RFHISRIGH

o CDLHEZIIEM Linux FERKEH

o &% wsmancl B4

FEE Linux REHRGH

o REHIFEER

o XIEM Linux FER%E

e Dell Command | Monitor

RUED I | IEAT

wsman enumerate http://schemas.dmtf.org/wbem/wscim/1/cim-schema/2/root/dcim/sysman/ <class
name> -N root/dcim/sysman -h <system ip/name> -u <user name> -p <password> -P 5985 -y basic
-v -V
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Dell Command | Monitor 10.6 & R 8

an{a] £ A DCIM_OrderedComponent.AssignedSequence B 4 % ZII B # 4B A8 49 B L JIE /7 2

& DCIM_BootConfigSetting fji18 ( &hiR={ UEFI ) i%iB DCIM_OrderedComponent BRI 5IIE #E5 2 E L2 H AB RA B Y
DCIM_BootSourceSetting {518 ( FI##5E ) i , & DCIM_OrderedComponent.AssignedSequence & 14 1Y 18 F3 58 3 Ef
B , #HE8HY DCIM_BootSourceSetting 5|18 ( B E ) 2 ARPIEFHEIEF, =E DCIM_BootSourceSetting HHEIRY
CIM_OrderedComponent.AssignedSequence B %A 0 iF , S A2 BN S HiR SHABIEFRN—ID,

Fun B IEF ?

& e LA i DCIM_BootConfigSetting.ChangeBootOrder() J55: 5B #/EF %5, ChangeBootOrder() 755450
DCIM_BootSourceSetting f9j|1&£2 DCIM_BootConfigSetting | IEA BB KR EIEF, WA EE—EHRASE , B

Source, Source Z&{2Z DCIM_OrderedComponent %&7 PartComponent &4 )EFFFE%] , /£ DCIM_BootSourceSetting
PIIE ( FA#EE ) £2 DCIM_BootConfigSetting fiIH ( BI#BEEE — Efsk UEFI ) ZBAIEIE,

R=FRABRMEE ?

B FRM)IEFR , 518 DCIM_OrderedComponent 518 £ ) AssignedSequence &4 1E ( Lh{E}#§ DCIM_BootConfigSetting
15|18 B 1ZE2 5k HIR/E Source 2 Bl A% DCIM_BootSourceSetting FIIEEBEIH ) X EH 0, RZEBEEA.

& <what is tying to connect> B wbemtest ;B E @B R |, SSRERKBEATE,

DI SRR B R A E) wbemtest R EMEAAL, HERRNBEERE Internet Explorer , RABUEREZ—TURRER
S B M#ITEIE wbemtest 3 i & I o] 6y & 22 ] A EE A AV S5 ER,

MR BEENEETHTHRERESE ?
LU 2IZ175 Dell Command | Monitor Al EEAIRHA VBS IS IERFMNSER -
1. RIS winrm quickconfig REMK LA winrm,
2. REERXERAGEERRRL , #H2H .
o TEBIOS FETH F2 B,
o A wbemtest ETHE , BMERESHBEENEREEFTFENRK T,
ff5t: Dell ZZ A EH R A BIOS , 0 dell.com/support EE, MEEZEH , 552 M Dell Command | Monitor £
E15% ( 1 dell.com/support ) ,
N[ E% € BIOS B4 ?
BIOS B4 H] £ 1 DCIM_BIOSService.SetBIOSAttributes() 75555k & F, SetBIOSAttributes() T2 EXE
DCIM_BIOSEnumeration 35|t EEZMHIIENE, LA EELERASE, EMEZHEUTRAEARAE, F=E2H
AttributeName 2 ZE#$ 8 A\ ¥1F& DCIM_BIOSEnumeration 8 5IE 4 Z B HIIEME, HEMES 8= AttributeValue FJELZTE
DCIM_BIOSEnumeration 5| F E &M B H A BT TIENE, FHMESE AuthorizationToken B F3E , EAESEEWA
75 BIOS #15, FAHMESEERERK LRE BIOS ZERFEA , RAIAZEH, FAENELESIBUTBRAEZEARR/E,
Dell Command | Monitor & 3z# Windows E2 Linux /E%# R B0 fE1F M ZURISSE5 4% 2
& , Dell Command | Monitor RIZ32 3 X # Windows E2 Linux 132 R K ETZFRBURI S8 BE 12,
TEf#1ZE=12 %, Dell Command | Monitor 3238 AT BEREREE R
o Intel BEINIEHIZE (B2 CSMI V0.8 REFIRAHER )
o LSIEA RAID #5188 ; 1 9217, 9271, 9341, 9361 REMENESHER ( SEMEE )

®|ﬁ§§$: AT Linux VEE RN RM A ZIBEIE Intel BE R IEHEE,

ERVRIZSES# RS |, Dell Command | Monitor TR B, JBE. 215, BEAEE (RE ) MH Rz ek
EREHNMERNEZE , 5528 Dell Command | Monitor %135/ ( & dell.com/support ) ,

Dell Command | Monitor ATABRE B fEAIRN/ EZREEENE ?

AL, Dell Command | Monitor BEERX IR A BEMBACEEE T ITEES, EUUFEATIRAENGEXER T RETE

o &M System Center 2012 B Dell AP IR A EH
o Dell OpenManage Essentials
o M System Center {FZEEIE B Dell Client Management Pack

I
|
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T EAFERIZE SCCM LUBENF?

2# , @5 MOF 5 OMCI_SMS_DEF.mof 182 AJ[E A SCCM E#ZEERBEE
SCCM OMCI_SMS_DEF.mof &R AR ?

OMCI_SMS_DEF.mof #&ZR I} C:\Program Files\Del\Command_Monitor\ssa\omacim\OMCI_SMS_DEF.mof,
Hn{a[ A DCM 10.2.1 42 A€ proxy ?

DCM10.2.1 HCEERREER,

£ A DCIM_ApplicationProxySetting 28 Bli¢ B 2 R IEHAHREE AR proxy BRE

F 40l % Dell Command | Monitor 84 proxy B ?

R ATEiE Dell Command | Monitor A, #RB] LAE 48 B 9 R EE 4T proxy BREE.
Dell Command | Monitor ;R B BRREEHL,

o FAFMARERAEREETEMA,

HITUTESNEEZEBRPALHERESR : Get-CimInstance -Namespace root/DCIM/SYSMAN -ClassName
DCIM AssetWarrantyInformation| Where-Object{$ .InstanceID -eq "Root/MainSystemChassis/
COOObject/COOWarranty:0"} | Invoke-CimMethod -MethodName RefreshWarranty

o FAPFWmRMKIIFHNERMRERE.
#ITLLT$ES , LUE Dell Command | Monitor BER B LR EIARES -

s MER WMIEERE |, BT TES | Get-CimInstance -Namespace root\dcim\sysman -ClassName
DCIM AppllcatlonProxySetting°

s MER WMIRERE , BT TES  Get-CimInstance -Namespace root\dcim\sysman -ClassName
DCIM ApplicationProxySetting | Invoke-CimMethod -MethodName Change ProxySetting
-Arguments @{NewAddress="10.0.0.223"; NewPort="8080"}

MEEZRBERERIELRA NewAddress 1 NewPort ( 205&EF ) ,
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FE

o EERIRGELFZE Windows Management Instrumentation
o TEHIT Windows FYRE L 8t 5k B

+  BIOS BREINEERE RS 1

»  libsmbios FIKTF B Hapi Zd& K EBL

- CIMEREZLAFEH

s #ESKTEIELT Ubuntu Core 16 B R #E LA DCM #ITIES

#5551 iR IR E R Z Windows Management
Instrumentation

W RE AP iR EAREER Common Information Model ( CIM |, SBAFEER ) EMEEIAETEERAEXFER , IRFEATHRT
H¥HIEEL (DCOM) iR BIOS B#TKEL , EH R NYEERAE -
o TFEUEIE
e Win32 : #E{E A RPC faiR25
1. BZAFPRRREEEZNGE, TARBESETHATIAS !
ping <Host Name or IP Address> If#E T <Enter>,
2. MRFERFNMAFHARHER—ERE S , FETNITR .
o FHRAMEEEERFEIMERKHEETEERER,

MREAREMAEHARHERN —BE TR E D (MLIFNRRE—RBE ) , FHET TSR
o MBRMEEIIREEEITHRITA Windows @RS L.,

@lﬁﬁi: BESBEIRAMORRENER, TEREESHUVESEFERRBELA,

3. ERAPHARBREZHREBE, R—THE > 1T , WA regedit , AEZR—THE, TERREEXRES  2ABE vy
Computer\HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa,
4. 7 forceguest H:Z B 0 (TERES 1) . BRIEMEULE  RERERERFNERESE [RE| WER , BMERUNEER
HEGEESERT 2 ML,
a. UHENEREEBNEBERAFPRARLELRS  UE WM BEEREXNRSRL  FREEAIRS,
b. MBI IT Assistant , 5#ATT IT Assistant ConfigServices A A2, ( #E IT Assistant ZZE H# T8
configservices.exe , fUFR /bin B#® ), & IT Assistant ERMRREEEIRE THT , TENIREREGRHPIHINE
B5, ks, #&2 DCOM M CIM ERLA.
c. WREER T Assistant , ERARREEERFRSAFHRMRETBBRE. MAERERBS <clent machine
name>\<account name>, MRERFZRG  FURERZRVSETIBRRES  RERTEFRABRE  AE2BEFRE.
©) f@st: Dell 5% A Dell OpenManage Essentials & 1% IT Assistant, 1T FE % Dell OpenManage Essentials fE& 5 , 552 B
dell.com/support,

5. {SUUEIMERTI RN WM WEREHEREHR , FETUTEER .

B—T B > 1T , A compmgnmt .msc , RER—THEE,
BIBZREMEAEXTH WM 2],

LUBRA#E—T WMI 25 | REE—TRAR,

R—TREURSIEER , AERZNE REHEHIKE TH DCIM/SYSMAN ,
B—TREH.

ENFERSERNSERERERE , XERAFRIEBRE S RAEREER,

~o Q00O
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6. FITTHZEER , LIEER WMI CIM Studio FIRIHRFIELREZE WMI (root \DCIM\SYSMAN) :
a. #& WMl TREE whemtest ZEREARMRM L |, ARERIKRHKZLE Dell Command | Monitor,
b. #HE WM RHERRF LB XS, 0, £ Windows B A& BRRL TCP 218 135 1 445,
c. EAHEZEMFRAIG  BARZEMBRERER — PERERAFUESSHRENRETR . ARFRIEFNEANR S

ito
d. R WMI wbemtest #£32im R FHEFE T AR F LAY WMI (root \DCIM\SYSMAN), 510 , \\[Target remote system IP
Address]\root\DCIM\SYSMAN

e. B, ERABERGRKEESRE.
MEEZHRE WM BWES , 52 B4R msdn.microsoft.com BY3E A Microsoft 5588 34,

E#IT Windows R R L L4 KB

W R R EESE K Windows BY Dell Command | Monitor 228 |, 55T :

o THEBERFKLEEEEERER,

o BERFLAIEH SMBIOS 2.3 IR B FHTARAEY Dell FLE R,

o WAJERARA PowerShell £%&

()| feE: RIRERHAY SMBIOS iRA |, FERIERINE > AT, ABEBIT msinfo32. exe MR , YERKWRAE 1B SMBIOS #
MRAR,

(| iEE: Rt EHT IR Windows HEE R,

®| i RAMAFBRE NET 40 REFHIRA,

BIOS X EFIEERMTAS 1

1. BEEREEARCEAEERZETUTES ;
e 0mi-1.0.8.ssl_100.x64.rom
e srvadmin-hapi-8.3.0-1908.9058.el7.x86_64
e command_monitor-linux-<version number>-<buid number>.x86_64.rpm

2. MEZELTLULIEH , BHEZCNEIESENEAE,
a. BITLLTHES 1smod | grep dcdbas BBFECIMEESHENIELE,
b. NRBHEXNBHEEEER , HETLUTIES modinfo dedbus MEVBREZFFEAER,
c. BITLLTH#S insmod <filename> IEEBHENIELE,

libsmbios HIkFEF Hapi KB

MRLERKFHEBEMARN ,
1T apt-get -f install ABHREMBHRELEMF,

CIM ERE L {EH

IR, MRWRIEERE [COM BRERER] |
BEETEAERARERAT,

#5577 5€1T Ubuntu Core 16 IR K LFH DCM #1THES

BRRFKE LM snap IRAR 2.23 REFRAK,
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H it & n] ge BRI

MRTAFEREREN , CERLFEAR dell.com/support I T FIFRAAS ., #=—T Dell Command | Monitor ( Z R 7%
OpenManage Client Instrumentation ) , R#ZE—T—RZIRIEH P EE W ERRAREL,

BRTYAXREREEEIN , CETUUFIRUTER,

e Dell Command | Monitor 2E 15 R A TR EER., BHRRANFHET.

e Dell Command | Monitor Z#iEFRR M T BRLENWEH.

e Dell Command | Monitor SNMP 2Z15Fg12 £ 78 A Dell Command | Monitor B9 Simple Network Management Protocol (SNMP)
BEEEHNE (MB),

S I

« 1t Dell XEBMUHFE M

fiE Dell 3Z iR 17 HUHF

EINAIE BRI E m R IRB 3,

1. ®I{E www.del.com/manuals,
2. B—TREBHMEER ., B—TERH4 K ARZE—THFRRARERE,
3. EMIRATENH , FE—THEER , ARBR—THERRE,
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& Dell ERUHE. BMIERNETFREERE

1. #EZ Dell.com/support,

BERMA IR,
FEHHERNEZRER/ME T AEE PHRBEFTERRRIE,
BIFENEREZEERE I ERL,

Hoon

32 Bt4& Dell

Bt 4% Dell

fAst: MRLORBARNERBER , AT EERERE REE RESN Dol ZRBHPRIBHEER.
Dell R 4EM LN BEERRBEER, REREFERIRFER/MEMERME ;

RERBARELIELWAELERME, Zi
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