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Introduction

This document provides the steps to update the BIOS on Windows 10 loT Enterprise for Dell Wyse thin clients. You can update the BIOS
by using one of the following methods:
Wyse Management Suite
Wyse Device Manager Server (WDM)
NOTE: You cannot update the BIOS using WDM on Wyse 5070 Thin Client, Wyse 5470 Thin Client, and Wyse 5470
All-in-One Thin Client.
System Center Configuration Manager (SCCM) server
USB drive—Manual update

@ NOTE: The build number of the BIOS is represented as x.x.x. The value of x is not constant and changes with every
update to the build. The build number that is displayed in the images is for reference only, and the build number on your
system may vary.
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Supported thin clients

The following are the list of thin clients that run on Windows 10 loT Enterprise:

Wyse 5470 Thin Client

Wyse 5470 All-in-One Thin Client

Wyse 5070 Thin Client with Celeron processor

Wyse 5070 Thin Client with Pentium processor

Wyse 5070 Extended Thin Client with Pentium processor
Wyse 5060 Thin Client

Wyse 7040 Thin Client

Latitude 3480 mobile Thin Client

Latitude 5280 mobile Thin Client

NOTE: The Wyse 7040 Thin Client support Windows 10 loT Enterprise Threshold 1 operating system and the remaining
thin clients support Windows 10 loT Enterprise Redstone 1 operating system.
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Upgrading BIOS by using Wyse Management
Suite

Prerequisites

Wyse Device Agent version 14.1.0.3 or later must be installed.

Steps

1.
2.

o o & o

o N

10.

1.

12.
13.

14.
15.

16.
17.

18.

19.
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Go to support.dell.com.
Click Product Support, enter the Service Tag of your thin client, and then click Submit.

@ | NOTE: If you do not have Service Tag, manually browse for your thin client model.

Click Drivers and Downloads.
From the Operating system drop-down menu, select the appropriate operating system.
Scroll down the page and download the BIOS package (.exe file) to your system.

Copy the downloaded .exe file (raw installer file) to the Wyse Management Suite server repository.
For example, copy the downloaded file to <drive C>\Share\repository\thinClientApps.

Log in to Wyse Management Suite.
Click Portal Administration, and then click File Repository under Console Settings.
Select the Local Repository check box.

Click Sync Files.
Wait for the synchronization process to complete. The synchronization process copies the package from the repository to Apps and
Data.

Click Apps and Data.
The Apps and Data page is displayed.

Verify the copied package in the Applications list.

To create a group in the Wyse Management Suite server, click Groups & Configs.
The Groups & Configs page is displayed.

Click the Plus sign (+) button and enter the required details to register your client in the same group.

Click Apps and Data.
The Apps and Data page is displayed.

Click Thin Clients under App Policies.
Click Add Policy to add the policy to the required group.

@ NOTE:
+ The silent installation parameteris /s /r /p=<Password>, and the default password is Fireport.
+ For the WDA 14.x.exe files, .msi files, and .msu files, the silent installation parameter is not required.

Update the required fields, and then click Save.
An Alert window is displayed.

Click Yes.

@ | NOTE: The lock screen is displayed during the package installation process on all the thin clients.

The package is deployed immediately.
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Upgrading BIOS by using WDM server

Prerequisites

Ensure that you are using WDM server setup vb.7.2 or later.

Steps

1. Go to support.dell.com.
2. Click Product Support, enter the Service Tag of your thin client, and then click Submit.

@ | NOTE: If you do not have Service Tag, manually browse for your thin client model.

Click Drivers and Downloads.

From the Operating system drop-down menu, select the appropriate operating system.
Scroll down the page and download the respective .exe file.

Extract and store the file in your local repository or the WDM server.

Log in to the WDM server.

Click Applications > Other Packages, and then click the plus icon.
The Dell Wyse Device Manager screen is displayed.

Dell Wyse Device Manager

£ii Dashboard Other Packages. = +

© N oA o

[ Devices

D Applications
Agent Update
Device Configuration
images

Other Packages

PColP Device configuration ©  BootigentUpgradeWETD

P Updates . Reboot

G Repons P—

= Shurdown
= System

WakeOnlaN AL 2011-12-13 125017017

11 Packaga(s) Listed |

Figure 1. Dell Wyse Device Manager
9. Click Download.

10. Double-click the downloaded package.
The WDM Package Registration Utility screen is displayed.
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WDM Package Registration Utility

WDM Task .

WDM server address and credentials
WM Server *
hitps://
Hink hetpes/ 10100214, 103443

RSP Usermame *

Register Rsp [HiAC Adsninisranss
Password ®
LA AL LD L L]}

Allews you ta choose a local .exe, msi, .msu, or bat file,

and upload it to the WDM server. Save credentials (sncrypted)

N |

Figure 2. WDM Package Registration Utility
11. Click EXE, and navigate to the folder where the BIOS package is located.
12. Select the target client operating system, and enter the command line parameters /s/r.

13. Click Upload.
The BIOS package is registered in the Other Packages section.

WDM Package Registration Utility

Select exe, msi, msu or bat to upload WDM server address and credentials
— - — - -
WDM Server *
Number I https://
Description (Hink: https: f10,100.214.103:443)
Operating System WIE1D
Category Other Packages Username *
Image Size 19661 ——— .
Install Path C:\Temp (Hink: Administrator)

Command Parameters Is [r
Password *

Select Operating System % IWindows 10 IoT Enterprise j Save credentils (encrypted)

Install Path on Thin Client * Command Parameters n:l
IC:\Temp I fs il

{Must be a valid path on Thin Client} {Hint: some-file-name, or some-flag)

v Ready to upload

Figure 3. EXE file selected

14. After the upload process is complete, close the window.
The Package details screen is displayed.
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Dell Wyse Device Manager
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Figure 4. Package details
15. Click Devices, and select the devices that require an update.

16. Click Update.
The Devices screen is displayed.

All Devices v c . o e ||| ey S
O Devices = NAME P ADDRESS 33 Distribute Package 1 Devicesls) selected Clear Al
O Applications. W . 1334567wES Select Package
“* updat
1 Updates [ o Package Selected v

{il Reports Schedule Distribution

Distribute  Maw

Retry Falled up dates oft

1 Device(s) Listed 1 oF4

Figure 5. Devices
17. In Select package, click Other Packages, and then select the registered BIOS package.

18. Click Save.
The BIOS Flash Package screen is displayed.

Dell Wyse Device Manager

ashboard All Devicas v Cc - Sae Cancel ¥
O pevices @ S~ 5 » Distribute Packsge B Devices(s) selected Clear All
€ Appications @ . WESSRTSIH2 Select Package
“* Updates ~

4l Reports

Schedule Distribution

= System

Recurring distibution
Disibute  New ¥

Retryfoled updtes off

1 Device(s) Listed oF 1

Figure 6. BIOS Flash Package

Results

The client restarts and upgrades the BIOS.
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Upgrading BIOS by using SCCM server

Prerequisites

Ensure that you are using SCCM server 2016 or later.

Steps

1. Go to support.dell.com.
2. Click Product Support, enter the Service Tag of your thin client, and then click Submit.

@ | NOTE: If you do not have Service Tag, manually browse for your thin client model.

Click Drivers and Downloads.

From the Operating system drop-down menu, select the appropriate operating system.

Scroll down the page and download the respective .exe file.

In Configuration Manager Content Source Share, create a folder with the name Packages.

Copy the installation package to the Packages folder.

Open the System Center Configuration Manager console, and go to Software Library > Application Management > Packages.

©® N DO N o

Click Packages, and select Create Package.
The SCCM screen is displayed.
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Creste Create Package Import Saved Creste Move Set Security Properties.
Package from Definition Searches = Program 7% Delete ints Scopes.
Create Search Package Move | Cussity | Progerses
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Figure 7. SCCM console

The Create Package and Program Wizard screen is displayed.
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1l Create Package and Program Wizard

x

g! Package
Specify information about this package

Program Type

Standard Program
Requirements Enter a name and other details for the new package. To take full advantage of new features that include the
3 Application Catalog, use an application instead.
urnmary

Progress

il M ame: BI0Supdate]
Description:
b anufacturer: |
This package containg source files

Source folder:
|\\ - QU Browse...
% Previous Surmmany [ Cancel
Figure 8. Create Package and Program Wizard
10. Click Next.
The Program Type screen is displayed.
@ Create Package and Pragram Wizard k4

gg Program Type

Package
Standard Program
Reguirements
Summary
Progress

Completion

Choose the program type that you want to create

(@) Standard program
Create a program for a clent computar.

() Prograp for davice
Create a program fora device.

O Do not create a program
Creste a package, but do not create a program. You can use the Create Program Wizard to add a peogram laber.

Cancel

peron

Figure 9. Program Type

1. Select Standard Program, and click Next.

The Standard Program screen is displayed.

Upgrading BIOS by using SCCM server
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Create Package and Prograrm Wizard

@ Standard Program

bectaos Specify information about this standard pragram
Program Type
ahdard Prograrn
Requirerments MName: |EIDSupdate |
Summary LCommand line: | Browse.. I
Progress
Slartup folder: | |
Cormpletion
Bur: !Normal VI
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Recannect to distribution point at lag on
< Previous | ‘ Mext » Cancel |
Figure 10. Standard Program
12. In the Standard Program package, enter the package name.
13. In the Command Line field, navigate to the folder where the BIOS executable file is located, and select it.
14. Click Next.
The Requirements screen is displayed.
@ Create Package and Pragram Wizard
g‘ Requirements
Package Specify the requirements for this standard program
Program Type
Standard Program
[[] Bun anothar program firet
Summery : ;
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1A
mE
ImR vs Embeddad 8 Industry (E25)
] Embeddad 8 Standard (54-bit)
Q 1 Erbeddad 3._1 Ireduistey E:-.".\i‘..l e
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Figure 11. Requirements
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15. Click Next.
The Summary screen is displayed.

85 Summary

Package

Program Type
Standard Program
Requirerments

Progress

Cormpletion

1l Create Package and Program Wizard b8

Confirm the settings

Dietails:

General:
= Name: BIOSupdate
= Description:
= Version:
= Publisher:
= Language:
= Source files: 1\ . y
= Always obtain files from the source folder

Program Type: Standard Program

Program-
= Name: BIOSupdate
= Command line:
= Startin:
= Run: Normal
= Run mode: Run with user's rights
= Program can run: Only when a user is logged on
= Allow users to view and interact with the program installation
= Drive mode: Runs with UNC name

Requirements:
= Platforms supported: Any
» Maximum allowed runtime({minutes): 120

Tao change these settings, click Previous. To apply the settings, click Mext.

< Previous Cancel
Figure 12. Summary
16. Verify the information that you have provided, and click Next.
The Completion screen is displayed.
[l Create Package and Pragram Wizard X

gj Cornpletion

Package

Program Type
Standard Program
Requirerments

Summary

Progress

Io The Create Package and Program Wizard cormnpleted successfully

Dietails:

& Success: General
= MName: BIOSupdate

« Description

= Version:

= Publisher:

= Language:

= Source files: 1\ - W
= Always obtain files from the source folder

” Success: Program Type: Standard Program

@ Success: Program:
= Name: BIOSupdate

= Command line:

= Startin:

= Run: Normal

= Run mode: Run with user's rights

« Program can run: Only when a user is logged on

= Allow users fo view and interact with the program installation
= Drive mode: Runs with UNC name w

& Success: Reqguirements:
= Platforms supported: Any

Ta exit the wizard, click Close.

Nt =

Clase

Figure 13. Completion
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17.

Click Close.

18. Right-click the package, and select Distribute Content.

19. After the package content is distributed, check if the status of the package turns green.
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Figure 14. Distribute Content

20. Add the client to the domain, and verify if it is displayed on the SCCM server.

21. In the target client, go to Assets and compliance > Devices and check the MAC ID of the client.

22. Add the device to the device collection.

23. Deploy the BIOS package to the created device collection.
The client restarts and upgrades the BIOS.

14
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1.

2.
3.

@ | NOTE: The executable file can also be downloaded and run directly on the target thin client.

Upgrading BIOS by using USB drive

To upgrade the BIOS—by using the USB drive—from the operating system, do the following:

Download the BIOS binary file and copy it to a USB drive.
Run the file on the target thin client.
Click Ok.

The client restarts and upgrades the BIOS.

To upgrade the BIOS—by using the USB drive—through the BIOS boot menu, do the following:

1.

2.
3.

© NG

Copy the downloaded executable file to a USB drive.
Plug in the USB drive into a USB port.
During system start-up, press F12.

The Boot Menu is displayed.

In Other Options, select BIOS Flash Update.

Navigate to the downloaded executable file, and click Ok.

Verify the existing system BIOS information, and the BIOS update information.
Click Begin Flash Update.

After you review the warning message, click Yes.

The client restarts and upgrades the BIOS.

Upgrading BIOS by using USB drive
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