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[ 1
Uzername and Password
IDER
Legacy Redirection Mode
KUH
Previous HMenu

[ESCI1=Exit [T4+1=5Select [ENTER1=Access

[ 1 Disabled

[#]1 Enabled

SOL A% Intel AMT & HLIE 9P & A/ 1 S 3TE BB SSa 26 & (IR P RGESCRF SOL) « WARMZ RS SOL,
WTE#: JE PG A

WeIm T B
Enabled (E/5H) B EH soL.
Disabled (B£:f) B2 SOL.

Eq & 294 soL AaiMBritshag, SUZBLIEGEHLIIRE.

IDER

1f SOL/IDER TUH I, #4% IDER, #A/51% <Enter> 4.



Intel(R) Hanagement Engine BIOS Extension v?.H.8.8843-7Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-8H9 Intel Corporation. All Rights Reserved.
[ 1
Uzername and Password
SOL

Legacy Redirection Mode
KUH
Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

[L 1 Disabled

[#]1 Enabled

IDE-R i3 Intel AMT & HE % 7 i o 4 BEAZ ) & 1 IR R A S UG BE T 5 | o APRIZ P 0 R SCHF IDER, ITCH: JE AR .

EIm 1 HH
Enabled (E/3H) 25 IDER.
Disabled (B4:/) B2 H IDER,

Eq & %54 1DER Aaibritoige, SUZBL IR IIRE.

Legacy Redirection Mode ({4458 & i)

1E£ SOL/IDER T F, %% Legacy Redirection Mode ({EGHEERMGR) |, SREH# <Enter> .



Intel(R) Hanagement Engine BIOS Extension v?.H.8.8843-/Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-8B9 Intel Corporatiomn. All Rights Reserved.

[ 1

Uzername and Password

SOL

IDER

KUH

Previous HMenu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

i#id Legacy Redirection Mode (&4 E M) | TJﬂE’Jﬂﬁ’thLT'FﬁT SR E NI, MR TP IEXTERT, 6 S El T
FIFEE MG o A DU XS SRATH B E 1) 1 1 A Az il & 5 SHIEME. FAIH SMB #H & (Intel AMT 6.0 ZRTFIRA) A
SRHTIFEE A O BRE, FrlAfREiEid it Intel MEBX Jiiﬂifﬂﬂﬁﬁtﬂmm

WeREZ RS, RGO R LU EE

Intel(R) Management Engine BIDS Extension v7.8.8.8843-Intel(R) HME v7.8.8. 1892
Copyright(C) ZBB3-A9 Intel Corporation. All Rights Reserved.
[ 1

Uszsername and Password
SOL

IDER

Legacy Redirection Mode
KUM

Previous Menu

[ESCI1=Exit [T+1=Select [ENTER]1=-Access

Redirection Mode must be enabled when using
a legacy SMB Redirection Console

Disabled (&

SR E25f Legacy redirection Mode (A4 EEMMHR) o« (BIAE)




Enabled (0 |4 Intel MEBx "R EERE, i HAHGAAL THTIPRAS. Intel AMT 6.0 ZHTHIRUA ]
IENiD) SMB {1 5 i BN HLAE [ 215 1 s

KVM

£ SOL/IDER TiH F, i%&# KVM, A5 <Enter> 4.

Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £2BB3-H9 Intel Corporatiom. All Rights Reserved.
[ 1
Uzername and Password

SOL
IDER
Legacy Redirection Hode

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER]1=Access

[ 1 Disabled

[#]1 Enabled

PRI Al
Disabled (E2:H) B2 KVM IEE.
Enabled (E/3H) 25 KVM IhfE.

Previous Menu (_—Z¢3 )

{E SOL/IDER T ~, %% Previous Menu (F—Z358) | SRIGH <Enter> #t.
SOL/IDER WE¥I# % Intel AMT Configuration (Intel AMT FlE) T

User Consent (' [FE)

£ Intel AMT Configuration (Intel AMT fit8) TiE F, ## User Consent (FJ'HIE) , A1 <Enter> 4.
ARY¥4 2R User Consent Configuration (/7 RIEECE) B4t

FERMEIZRETT ENLIA AT RN Y. KVM O REE 6 6 216 Z AR A H ZAH T P R T B xR U P2 e IRCE KVM H
FEARN R AT IR

User Opt-in (/T HIEMA)

£ User Consent Configuration (FFEERE) TUE ~, &% User Opt-in (AP BEMA) |, A5 <Enter> 4.



Intel(R) Hanagement Engine BIDS Extenzion v7.8.8.8843-/Intel(R) HE +»7.8.8.1892
Copuright(C) 2883-89 Intel Corporation. All Rights Reserved.
[ ]
Opt-in Configurable from Remote IT
Previous Menu

[ESC1=Exit [T4+]1=3elect [ENTER]1=Access

[=]1 KUM
[ 1All

RIS LA a5

JETH ALl
None (L) IR EAVE S, KVM R 6 & S i A T B A A P R .
KVM TR RALE S, KVM il 6 &b 2 A P A =
All (4F5) SOL. IDER #l KVM #RFFEAMA 7 [F & .

TE: MAETENRMECERN, & omUC ORI RE, AT Al (&80 SO TAE. A REET AR RBCE AN 2 i
MR L., 120 SDK B Activator++ P f1 UCT (P RETR) M.

Opt-in Configurable from remote IT (MUZFE 1T K& HEMA)

1E£ IKVM Configuration (IKVM &) TUHI T, i%£8F Opt-in Configurable from remote IT (MUZf 1T BEEEHEMA) , AF#%
<Enter> 4.

R B JUELE AT R KVM IR IE R G 20m iy, e ST P =7 m] LARCE A A SR o



Intel(R) Hanagement Engine BIOS Extension v?.H.8.8843-7Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-8B9 Intel Corporation. All Rights Reserved.
[ 1
Uszer Opt-in

Jpt—in Configurable from Remote IT

Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

[ 1 Dizable Remote Control of KUM Opt-In Policy

[#]1 Enable Remote Control of KUM Opt-In Policy

MBI it 1A
Disable Remote Control of KVM Opt-in Policy (%t |iZfEf 7 EdidF User OPT-IN (T EEMA) S, 7EXFE M
i KVM B JEIA SR G R ) N, HUAAH R FRT AR ] B AR o

Enable Remote Control of KVM Opt-in Policy (Ji

F KV 3 BT A S R AVHEFEH %% User OPT-IN (I HEMA) Sl .

Previous Menu (_F—ZS¢8)

1E User Consent Configuration (J/[FEHCE) AT, % Previous Menu (E—238H) | A% <Enter> .
ARG 7R Intel AMT Configuration” (Intel AMT Bl &) TUH .

Password Policy (%i55HE§)
1£ Intel AMT Configuration (Intel AMT BCE) TUHE F, %8 Password Policy (C¥RUSENE) |, SAFH <Enter> 4§,
ISR IT R S AT B S P B 45 R Intel MEBX 255

o JUEPIAE AT AT

o Intel MEBX #0278 R G0 v Wy B A7 AE I i A B 2580

o LR RAEBEL ML YT R A Intel ME [ RS0 BT A i 265

TE: BRAEOUT, BRARE L s 28, AR AR Ao I 2R RS, MEEE AR IR S A Intel MEBX il
XS5

DL IR B A B SR P B R4S R Intel MEBX %65

ﬁ ¥ Intel MEBx Zfiln]ilid Intel MEBx JH & FUf S ik .



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £2BB3-B9 Intel Corporatiom. All Rights Reszerved.
[ 1
Manageability Feature Selection
SOL~-IDER-EKUH
Uzer Consent
Hetwork Setup
Unconfigure Network Access
Remote Setup And Configuration
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER]1=Access

[#] DNefault Password Only

[ 1 During Setup And Configuration
[ 1 Anytime

IETELHE :

eI T B

Defautt Password Only (FUR | s s heis, AR ATHTA Intel MEBX 875,

During Setup and R R i T [ 4 LT L Intel MEBX 24H%, TR REAE LM R, — FLse

Configuration (FEEANCHIES | o prpimemis iy, oy M1 AT Intel MEBx #63.

Anytime (fEfITE) ] B s s ] 2 ST R Intel MEBX #515

Network Setup (M5 HE)

1E Intel ME Platform Configuration (Intel ME “F&HECE) KT, % Network Setup (MZXE) , 5% <Enter> .
Z504% 28 Intel ME Network Setup (Intel ME MIZ%i%'E) T .

45 BRI E

1E Intel ME Network Name Settings (Intel ME M£&FRIZEE) T, %% Intel ME Network Name Settings (Intel ME M4 &2FRi%
") , A5t <Enter> f#,



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBB43-Intel(R) HE v7.8.8.1892

Copyright(C) £BB3-B9 Intel Corporatiom. All Rights Reserved.
[ 1

Intel(R) HE Hetwork Hame Settings »
*

TCP-IP Settings
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

1. Host Name (ZFE#14%)

£ Intel ME Network Name Settings (Intel ME MZZFRIGE) T, %% Host Name (FHL4) |, SA51% <Enter> 4.

A Intel AMT HEHOBLENZ . XZC/HA Intel AMT B RZEHEHA.

Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £2BB3-H9 Intel Corporatiom. All Rights Reserved.
[ ]

Domain Hame
Shared~Dedicated FODM
Dynamic DHS Update
Previous Henn

Computer Host Hame

[ESCI1=Exit [ENTERI=Submit

2. Domain Name (J#4%)




£ Intel ME Network Name Settings (Intel ME PIZ5&4 R E) T, #%F Domain Name (3845) , SAE#% <Enter> 4.
AA Intel AMT AL LA o

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-HA9 Intel Corporation. All Rights Reserved.
[ ]
Host Mame
|
Shared-Dedicated FODNM
Dynamic DM3S Update
Previous Menu

Computer Domain name

[ESCI1=Exnit [ENTERI=Submit

3. Shared/Dedicated FQDN (/% H FQDN)

£ Intel ME Network Name Settings (Intel ME MZ5 &5k i%E) T, #4% Shared/Dedicated FQDN (H:=/%H FQDN) , A5
<Enter> .

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-A9 Intel Corporation. All Rights Reserved.

[ ]

Host Mame

Domain Mame

Dynamic DM3 Update

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

[ 1 Dedicated

[=] Shared

B IE Intel ME 582418884 (FQDN) (ElI“HostName.DomainName”) 25 FEH3Z= HSBERSIHTEN LK —2, EEEHT Intel




ME.

JETF i HH
Dedicated (&) FQDN 4% HT ME.
Shared (=) S5FHIL=E FQDN 4.

4. Dynamic DNS Update (3145 DNS #3#)

1£ Intel ME Network Name Settings (Intel ME MZ4FRIXE) T, % Dynamic DNS Update (345 DNS ®¥) |, A%
<Enter> .

Intel(R) Management Engine BIOS Extension v7.H.H.B843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-B9 Intel Corporation. All Rights Reserved.
[ ]
Host Mame
Domain Mame
Shared-Dedicated FODNM

lynamic DNS Update

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

[=]1 Disabled

[ 1 Enabled

W E A A Dynamic DNS Update (307 DNS &1 , WEH2EAZh7 DNS BEHi, F3h3EE DNS it 1P #bhkfl FQDN.
HAL DDNS F3r, WIFEEA2fEH DHCP %51 81 & Dynamic DNS Update (3145 DNS H3#1) 225 Hr DNS. R REE DDNS
HHMRZE (Enabled [C/EH] 8¢ Disabled [CAEH]) , WIEASSIATIHN L2 (RIE A6 H DHCP 1T 81 /it DNS, A< B Al
f DDNS B EH DNS) - Z5 Dynamic DNS Update (37 DNS 1) #4%“Enabled (E/5H) 7, 77 &% E Host Name (FH1

4) 1 Domain Name (3#4%) .

IR i
Enabled (B2/5H) EJa A FW F3hZS DNS BEHT & i
Disabled (T2%H) E25H FW FIZIZS DNS BT & o

5. Periodic Update Interval (EHFEHAEFE)

7E Intel ME Network Name Settings (Intel ME MZ&FriXE) T, ##F Periodic Update Interval CEWIEFAG) , AEH
<Enter> {#.
BAPTFRIIAE, 85 <Enter> .



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBB43-Intel(R) HE v7.8.8.1892
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L ]
Host Hame
Domain Hame
Shared-sDedicated FODN
ODynamic DHS Update
TTL
Previous Menu

Value=8 or >=2Z8

[ESCI=Exit [ENTERI=Submit

ﬂ 1¥: Periodic Update Interval CEMFEBIEG) JESAELISH Dynamic DNS Update (317 DNS B#r) HfEHL AR A

JE LB F DDNS B P i A0 A8 S BT AR T el B o 3 BIBR R HAA 22 W] DNS T EESKIE BT3B . PRl FHZEBOY O AIZEAIE
Bro FrRAELMETERT 20 704 BUBIERBGAED 24 /NI, BT 1440 735,

6. TTL

1E Intel ME Network Name Settings (Intel ME W25 S FRIGEE) T, &% TTL, A5 <Enter> .
BEAFTRRRIIT ] (LARSRERAL) | AAEH% <Enter> 4



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £2BB3-H9 Intel Corporatiom. All Rights Reserved.
[ ]
Host Hame
Domain Hame
Shared-Dedicated FODNM
Dynamic DHS Update
Periodic Update Interwal

Previous Menu

[ESCI1=Exit [ENTER1=Submit

B % TTL AEWi{U/E T Dynamic DNS Update (3745 DNS H#) 150 T4 il

PECE VP LARD O AT ACE TTL ARl BEUENIZ KT % WREZEBNZ, WE AL NEEOAME, B 156 24hek 1/3 19 DHCP ALY
Ii] o

7. Previous Menu (_F—ZE5¢7)

1£ Intel ME Network Name Settings (Intel ME MZ5#FRiI%EE) T, iEF Previous Menu (LE—Z3¢8%) | SA5T% <Enter> 4.
Intel ME Network Name Settings (Intel ME MZ#FRIZE) AT E Intel Network Setup (Intel W45 E) DUl

TCP/IP Settings (TCP/IP &H)

TEMBILEE AT, % TCP/IP Settings (TCP/IP &) , X514 <Enter> .
RG4S IR Intel P45 E A

Intel WIZ% B UK TCP/IP Settings (TCP/IP % &) T .

¥ Intel MEBx A4 %4 IPv6 MR, HIEEE X TCL IPv4 3. Intel MEBx JOZhBf B TL&E D, DIREER BRIk
IPV6 ZEHL,

Wired LAN IPv4 Configuration (5% LAN IPv4 &)

1E TCP/IP Settings (TCP/IP %) F, 4% Wired LAN IPv4 Configuration (%4 LAN IPv4 fit®) |, 985 <Enter> .
A4 or Wired LAN IPv4 Configuration (545 LAN IPv4 FitH) TUE.



tel(R) Management Engine BIOS Extension v6.8.3.H818-Intel(R) HE v6.8.8.1161
Copyright(C) ZBB3-B9 Intel Corporation. All Rights Reserwved.
[ 1

Hired LAN IPU4 Configuratiom g
Hired LAN IPUG Configuratiom W

Hireless LAN IPUG Configuration
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=-Access

1. DHCP Mode (DHCP #%)

1t Wired LAN IPv4 Configuration (fiZk LAN IPv4 i) T, 1&# DHCP Mode (DHCP #=X) , #Af5#% <Enter> .
R4 Lor Wired LAN IPv4 Configuration (545 LAN IPv4 IiEE) T

JHETH i i

Disabled ({'% WA EAEH DHCP Mode (DHCP #55() |, NIFHFEXS Intel AMT #E{TLAT##ZS TCP/IP %

) TNE. WRRGATEAEE, WATRETFEE A IP #blk. 16 IP @HFN Intel ME IP #bdl,
ARES ML 1P Ml A A

Eﬁr;ab'ed (B | yns 2 72/ DHCP Mode (DHCP £ist) . filil DHCP 4 22l TCP/IP 1T .

£ /37 DHCP Mode (DHCP #iz) .



Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
[ 1

JHCP Mode

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[#]1 Enabled

C 2] DHCP Mode (DHCP #%=) -

Intel(R) HManagement Engine BIOS Extension »7.8.8.8843-Intel(R) HE +»7.8.8. 1832

Copuright (C) £2883-89 Intel Corporation. All Rights Reserved.
[ 1

JHCP Mode

IPV4 Address

Subnet Mask Address
Default Gateway Address
Preferred DNS Address
Alternate DNS Address
Previous Menu

[ESC1=Exit [t4+1=Select [ENTER1=-Access

2. IPv4 Address (IPv4 i)

&% IPv4 Address (IPv4 #illh) | SR)5% <Enter> .
TEHHERE R IPv4 HidiE, SRJ5H% <Enter> 4.




Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reszerved.

[ 1

DHCP HMode

IPU4 Address

Subnet Mask Address

Default Gateway Address

Preferred DNS Address

Alternate DNS Address

Previous Henu

IP address (e.q. 123.123.123.18H)

[ESCI1=Exit [EMTER1=Submnit
3. Subnet Mask Address (1 M#ErHL)

15 Subnet Mask Address (FR#EIHLL) |, 851 <Enter> £,
MR A T MRS L, S5 <Enter> 4.

Intel(R) Hanagement Engine BIOS Extenszion v»7.H.H.HBH43-Intel(R) HE +7.B8.8.1892
Copyright(C) £ZBH3-H9 Intel Corporatiom. All Rights Reserved.

[ 1

DHCP HMode

IPVU4 Address

Default Gateway Address

Preferred DNS Address

Alternate DNS Address

Previous Menu

Subnet mask (e.g. 255.255.255.8)

[ESC1=Exit [ENTER1=Submit

4. Default Gateway Address (ERIAM )




1%E#F Default Gateway Address (BRIARISCHILE) | 5% <Enter> 4,
TEHBHERE A N BRIA MR S hE ) SRJ5 1% <Enter> 4.

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-89 Intel Corporation. All Rights Reserved.

[ ]

DHCP Mode

IPU4 Address

Subnet Mask Address

Preferred DNMS Address

Alternate DMS Address

Previous Menu

Default Gateway Address

H.A.H. 8

[ESC1=Exit [ENTER1=Subnit
5. Preferred DNS Address (Hi% DNS i)

%53 Preferred DNS Address (1% DNS Hilit) |, #4851 <Enter> .
FEHIE RSP e AT 18 DNS #illk, 98)57% <Enter> 4.

Intel(R) Management Engine BIOS Extension v7.H.8.8843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-A9 Intel Corporation. All Rights Reserved.
[ 1

DHCP Mode

IPU4 Address

Subnet Mask Address
Default Gateway Address
Alternate DNS Address
Previous Menn

Preferred DNMS address

H.A.H.8

[ESCI1=Exnit [ENTERI=Submit




6. Alternate DNS Address (/7] DNS #ith)

%P Alternate DNS Address (7 DNS i) | 2A5#% <Enter> 4.
FEMBHERZ %S DNS Hidik, J8)51% <Enter> 4,
Intel(R) Management Engine BIOS Extension v7.H.8.8843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1
DHCP Mode
IPU4 Address
Subnet Mask Address
Default Gateway Address
Preferred DN3 Address

Ailternate INS Address

Previous Menu

Alternate DNS Address

H.H.H.8

[ESCI1=Exit [ENTER1=Submit

7. Previous Menu (_F—Z3H)

1E Wired LAN IPv4 Configuration (% LAN IPv4 [ii#) T, i%&#% Previous Menu (L—Z3¢H) | SAET% <Enter> 4.
R84 78 TCP/IP Settings (TCP/IP H) 3.

Wired LAN IPv6 Configuration (5% LAN IPv6 i)

1£ TCP/IP Settings (TCP/IP i%#) T, %% Wired LAN IPv6 Configuration (5% LAN IPv6 BLE) , SA/51% <Enter> £,
A4 Lor Wired LAN IPv6 Configuration (%% LAN IPv6 IEHE) T

Intel ME I1Pv6 Hilitoh % ittt , ALFEYURIEAZIE. B4 1IPve Huhik/i 34 DNS {Eil, 7 ZACE % FQDN.
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[ 1

IPUE Feature Selection

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

E4 & Intel ME MZERSIR 2T 1PVe . G4 I WTRCE LA 1Pve Hilit:

OO0 — MR [ 3hfc & A bkt
O0Od =4 A e p 4 stk
OO0 — 1 ERE DHCPv6 [tk
OO0 —MESECE R 1IPve ik

1. IPv6 Feature Selection (I1Pv6 ThfELTEF)

1£ Wired LAN IPv6 Configuration (%k LAN IPv6 Fii®) T, %4 IPv6 Feature Selection (1Pv6 IHAEIERE) |, X514 <Enter>
g,

] gfk“Disabled (TZEH]) 7, SKEH% <Enter> 4. RIT[25/ IPv6 Feature Selection (IPv6 IHREIEE) .



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-8B9 Intel Corporatiom. All Rights Reszerved.
[ 1

IPUE Feature 3Selection

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[ 1 Enabled

JaH: EEE“Enabled (EJGH) 7, A5 <Enter> 4.
RIFJ5 H IPv6 Feature Selection (IPv6 ZHAEIESR) |, WM ELEE.

Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-B9 Intel Corporatiom. All Rights Reserved.

[ 1
IPUG Interface ID Type

IPUG Address

IPUG Default Router

Preferred DNS IPUG Address
Alternate DHNS IPUG Address
Previous Henn

[ESCI1=Exit [T4+1=5elect [ENTER]1=Access

[#]1 Enabled

2. IPv6 Interface ID Type (IPv6 # I1D 25/)

1E Wired LAN IPv6 Configuration (5% LAN IPv6 &) T, &% IPv6 Interface ID Type (1Pv6 #1 ID 2£7) |

<Enter> 4.
B ER 1Pve Hilt P48 1IPv6 B HEsiX BN IPV6 RIS —E5, 0 ID AE 5 (45018 64 AiL) .

1]




EIR i

f*gnggjggg 1Dy |1 RFC 3041 (A, GEABEHLE FE B4 IPV6 B2 1D BOEBIAE.
Intel 1D fEH MAC Mtk H 304 5% IPv6 # 11 1D,
Manua

ID (F3 1D) FHNE IPv6 £ 0 1ID. BRI M FEMHASERE Manual Interface ID (F3h# 1 ID) o

Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £2BB3-H9 Intel Corporatiom. All Rights Reserved.
[ 1
IPUG Feature Selection

IPUG Interface ID Type
IPUG Address

IPUG Default Router
Preferred DNS IPUG Address
Alternate DNS IPUG Address
Previous Henn

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[#]1 Random ID
[ 1 Intel ID

[ 1 Manual ID

ERFETEIRCE 1D, i

OO0 #%#F“Manual ID (F37 1D) 7.

OO0 #% <Enter=> 4. IPV6 Interface ID Type (IPV6 0 ID 25M) NHEMGERFHIET IPV6 Interface ID (IPV6 #H ID) o
OO0 #&E“IPV6 Interface ID (IPV6 #H ID) ”.

OO0 #% <Enter> 4,

OO0 MwmAEEFI 1D,



Intel(R) Management Engine BIOS Extension v?.H.H.BB5Z/Intel(R) HE v7.HB.H.1146
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[ 1

IPUGE Feature 3election

IPUE Interface ID Type

IPUE Interface ID

IPUE Address

IPUE Default Router

Preferred IINS IPUG Address

Alternate DNS IPUG Address

Previous Menu

Interface II

LESC1=Exit LENTER]1=Submit

3. IPv6 Address (1Pv6 i)

£ Wired LAN IPv6 Configuration (‘5% LAN IPv6 BiE) T, i%# IPv6 Address (IPv6 Hifl) |
BN IPV6 Mitlh, SXEH <Enter> .

SR G 1% <Enter> f#,

Intel(R) Hanagement Engine BIOS Extension v7.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.

[ 1

IPUG Feature Selection

IPUG Interface ID Type

IPUG Default Router

Preferred DNS IPUG Address

Alternate DNS IPUG Address

Previous Henun

IPUE address (e.g. ZBA1:db8::1428:57ab or any other walid IPUG address)

[ESCI1=Exit [ENTERI=Submit

4. 1Pv6 Default Router (1Pv6 ZRiABHI#Y)
£ Wired LAN IPv6 Configuration (A% LAN IPv6 i) ~, #%# IPv6 Default Router (IPv6 ZRIAESHER) |, SAJF1% <Enter> 4.,




B IPV6 ZRIABKHI#R, SAETE <Enter> f#.
Intel(R) Hanagement Engine BIOS Extension v»7.H.H.8843-Intel(R) HE +7.8.8.1892
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[ 1
IPUG Feature Selection
IPUG Interface ID Type
IPUG Address

IPVUG Default Router

Preferred DNS IPUG Address
Alternate DNS IPUG Address
Previous Menu

IPUE address (e.g. ZBH1:db8::1428:57ab or any other walid IPUG addressz)

[ESC1=Exit [ENTER1=Submit

5. Preferred DNS IPv6 Address (&t DNS IPv6 ki)

b

£ Wired LAN IPv6 Configuration (H%: LAN IPv6 fit®) ~, #%# Preferred DNS IPv6 Address (% DNS IPv6 ifih) | #K)51

k8

<Enter> .
A% DNS IPv6 Hillh, SXJ5H% <Enter> 4,
Intel(R) Management Engine BIOS Extension v7.H.8.8843-/Intel(R) HE »7.8.8. 1892

Copyuright (C) ZBB3-HB9 Intel Corporation. All Rights Reserved.
[ 1
IPUE Feature Selection

IPUE Interface ID Type

IPUE Address

IPUE Default Router

Preferred DNS IPUG Address

Alternate DNS IPUG Address
Previous Menu

IPUE address (e.g. Z8B1:dbB8::1428:57ab or any other valid IPUG address)

[ESCI1=Exnit [ENTERI=Submit

6. Alternate DNS IPv6 Address (% DNS IPv6 Hiil)
1E Wired LAN IPv6 Configuration (54 LAN IPv6 &) &, &% Alternate DNS IPv6 Address (£ DNS IPv6 #iht) | S8)54%

<Enter> 4.




B DNS IPv6 Mk, A% <Enter> 4.

Intel(R) Management Engine BIOS Extension v7.H.8.8843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-HA9 Intel Corporation. All Rights Reserved.
[ 1
IPUG Feature Selection
IPUE Interface ID Type
IPUG Address
IPUG Default Router
Preferred DN5 IPUE Address

filternate DNS IPUG Address

Previous Menu

IPUE address (e.g. Z8B1:db8::1428B:57ab or any other valid IPUG address)

[ESC1=Exnit [ENTERI=Submit

7. Previous Menu (_F—Z3EH)

£ Wired LAN IPv6 Configuration (% LAN IPv6 i) T, %% Previous Menu (LE—ZC%H) | SAJF1% <Enter> 4.
ARG Lor TCP/IP Settings (TCP/IP XE) EH.

Wireless LAN IPv6 Configuration (JtZ LAN IPv6 [ilE)

1E TCP/IP Settings (TCP/IP X&) F, ##Wireless LAN IPv6 Configuration (JCZ4 LAN IPv6 ItH) |, SXJEf <Enter> 4,
F40%% 78 Wireless LAN IPv6 Configuration (J£4% LAN IPv6 FlE) TUIA .



Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HH43-Intel(R) HE v7.B8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
[ ]

IPUGE Feature Selection

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

1. IPV6 Feature Selection (I1Pv6 WJREIEE)

f£ Wireless LAN IPv6 Configuration (Jo4é LAN IPv6 L&) i IPv6 Feature Selection (IPv6 IEEikt%) |, SAE#% <Enter>
8
Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
[ ]

IPUGE Feature Selection

IPUG Interface ID Type
Previous Henn

[ESCI1=Exit [T41=5elect [ENTER1=Access

[=]1 Enabled

2. IPv6 Interface ID Type (IPv6 #[ ID 2:)

1E Wired LAN IPv6 Configuration (%k LAN IPv6 L&) T, &8 IPv6 Interface ID Type (IPv6 #[1 1D 28) | SAJA1%




<Enter> 4.
BB 1Pv6e il a8 w4

o IPV6 T4 (H IPV6 EXHARIRE)
o M ID (414 64 1)

T 4

Tg“;;igg 1Dy |1 RFC 3041 sk, (EMBEHLERE AR IPV6 B 1D. BRBIEIL.

Intel 1D i F MAC Huhik B 545 1IPv6 11 1D

Lo 1Dy | T 1Pve 1 1D. SN, G AL Manual Interface 1D (FEIEL ID) .

Intel(R) Management Engine BIOS Extension v7.H.H.BB43-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ ]

IPUGE Feature 3Selection

IPUGE Interface ID Type

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

[=]1 Randomn ID

[ 1 Intel ID
[ 1 Manual ID

HRBFETFIEE 1D, 15

OO0 %% Manual 1D (F3) ID) -

OO0 #% <Enter> 4. IPV6 Interface ID Type (IPV6 [ ID Z5M) NG Z/8FHET IPV6 Interface ID (IPV6 #[1 1D) -
OO0 i%# 1PV6 Interface ID (IPV6 #1 ID) o

OO0 #% <Enter> 4.

OO0 #AE%ETF3h ID.



Intel(R) Management Engine BIOS Extension v7.H.H.BB51-/Intel(R) HE v7.H.H.1146
Copyright(C) ZHA3-H9 Intel Corporatiom. All Rights Reserved.
[ 1

IPUG Feature 3Selection
IPUE Interface ID Type
IPUE Interface ID
Previous Menu

Interface II

LESC1=Exit LENTER1=Submit

3. Previous Menu ( F—Z&3¢5)

1£ Wireless LAN IPv6 Configuration (JCZ& LAN IPv6 BlE) T, %% Previous Menu (L—Z3EH) | RE1E <Enter> #,
A4 Lon TCP/IP Settings (TCP/IP X E) EH.

Previous Menu (_F—Z¢E8)

1E TCP/IP Setting (TCP/IP % HE) M1, i%4F Previous Menu (E—%3EH) | K5 <Enter> .
RE4 R Intel ME Network Setup (Intel ME MIZ%E) 325

Previous Menu (_b—Z¢3%8)

1£ Intel ME Network Setup (Intel ME MZ%i%8) XM, %8 Previous Menu (E—Z2EH) | JAFH <Enter> 4,
REK R AMT B SR,

Activate Network Access (1% Z&3)7A])

1E Intel AMT Configuration (Intel AMT B2#) TUHF, %8 Activate Network Access (IEMZ5IR]) |, SAE1% <Enter> 4.
YRS, BHE N B

WA M2 VT P Intel ME DI#:%] POST WECERAS (WPRCRBEALTRE) o WRAHIEMZTTR, W ME KICIE LM%



Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.B.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
[ 1
SOL~-IDER-EKUH [

Uzer Consent >

Pasz=zword Policy

Hetwork Setup [
Activate Hetwork Access
Unconfigure Network Access

Remote Setup And Configuration W
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[CAUTION]
Activates the current network =zettings
and opens the Intel(R) HE network interface
Continue: (¥-H)

Eq o WSRBCEIRNEL E D PPL, U RSN AS RS 4T [ R B PP2.

Unconfigure Network Access (BUHA & M 2&7(H])

1E Intel ME Platform Configuration (Intel ME “F&ECE) KT, £ Unconfigure Network Access (HUHECEMZSTR) , A5
<Enter> .

Ei & StEAERAE Intel ME I8 HIlLERAS .

WY () WTHGHACE.



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
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[ 1

Manageability Feature Selection

SOL-IDER-EKEUH

Uzer Consent

Pa=z=zword Policy

Hetwork Setup

Unconfigure Network Access

Remote Setup And Configuration

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[CAUTION]
Rezets network =ettings including network ACL=
to factory defaunlts.

Continue: (¥-H)

1R Full Unprovision (GE2HUHTIECE) , AJ51% <Enter> 4.

Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BHB3-H9 Intel Corporationmn. All Rights Reserved.

[ 1

Manageability Feature Selection

SOL~-IDER~EKUH

User Consent

Password Policy

Hetwork Setup

Remote Setup And Configuration

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=Access

ull Unprovision

Partial Unprovision

Full 0 RFC 3041 Hm&, (FHMNSEBIAER IPV6 #0 ID. X 2HINKE.
Unprovision (5e2H |52 RGN & B EHEONTECE AMT, FEIHEATE PID/PPS {5 B B A K AT
THTIALE )

Full 2 AT

L. o FIE TN B BB BEE T S AMT, (2%
npr n (o il N ’
Unprovision GBI | s gese ) 1y pID/PPD £3 61 H.




| E ) \|

IEAEBGH AL E -

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
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[ 1
Manageability Feature Selection
SO0L-IDER-KUM
User Consent
Password Policy
Hetwork Setup
Remnote Setup And Configuration
Previous Menu

[ESC1=Exit [td]1=5elect [ENTER1=Access

Full Unprovision
Partial Unprovision

Un-Configuration in progress..

Remote Setup and Configuration (G2 BEMAE)

1£ Intel AMT Configuration (Intel AMT ) T, %% Remote Setup and Configuration (ZRXEFEE) , /5% <Enter>
g,
A4 2R Intel Automated Setup and Configuration (Intel BahiXEMEE) T,



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiomn. All Rights Reserved.
[ 1
Provisioning Record
RCFG >
Provisioning 3Server IPU4-I1PUG
Provisioning Server FODHN
TLS PSK >
TLS PKI [
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

Current Provisioning Mode (4 /i fifil &)

£ Automated Setup and Configuration (HZIREMEE) T, % Current Provisioning Mode (CYRITRCER) |, A5
<Enter> .
Current Provisioning Mode CYRIFIECEMEN) — B/ SATHTIECE TLS #:: None (J€) . PKI 2 PSK.

Intel(R) Management Engine BIOS Extension v7.H.H.B843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBA3-H9 Intel Corporation. All Rights Reserved.
[ 1
Current Provisioning Mode
Provisioning Record
RCFG >
Provisioning Server IPU4-IPUG
Provizsioning Server FODM
TLS PSE >
TLS PEKI >
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

Provisioning Mode: PKI

Provisioning Record (Fifit &ic%)




TE Automated Setup and Configuration (HZIZEMNELE) T, i£#F Provisioning Record (TRlCEIL) , A% <Enter> 4.,
Provisioning Record (TiE(EICE) — B8 RZEMTECE PSK/PKI T3 5dE. WHRMEAMALSE, W Intel MEBX £ ER1{5
E: “Provision Record not present (TltEICFEAGTIE) 7o

Intel(R) Management Engine BIOS Extension v7.H.H.B843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1

Current Provisioning Mode
Provisioning Record

RCFG >
Provisioning Server IPU4-IPUG
Provisioning Serwver FOIN

TLS PSE >

TLS PEKI >
Previous Menu

[ESCI=Exit [T+1=5elect [ENTER]1=Access

Provision Record is not present

W T AEE, W Provisioning Record (FiEL&EITH) £ BRUMEE:

WeIm i
TLS

provisioning o S o v
mode (TLS Filii WRARGH Y BB None (J€) -« PSK 1{ PKl.
)

Provisioning s » g
P (FIECE 1Py | AEAIRCENS 809 1P bt

Date of
Provision (fiific | W /-TiECE A H AR, HAEHA“MM/DD/YYYY, HH:MM”
BHHED

FOREPUTIERRECER, Intel MEBx /24 EECE“PKI DNS Suffix (PKI DNS J5%%) . 1HM 0 Fn
WA E DNS J54%, WIEGSRET DHCP %I 15, I 105 ST B R 55 85 % 1 Sl B9 11 FQDN
DNS AT {2 1 WFRRCACE DNS, JEHEGS USRS RS 4% 5 imiE 4 1) DNS Je 2Tt

fit. “Host Initiated (FHE3N) "— F#n EEHEVGINEEMRLELRE: “No (&) "ErRAKHFENE
SIS EME BT, “Yes (&) "FREHTVEsIEEMEETRE (X PKI)

Hash Data (M5 | &= 40 4 iiE BEOUEEEE (L PKI) -

{HERE)

Hash

Algorithm (H%] |#idEg a2 Bar, 50 SHAL. (L PKI)

(ER=RG)

IsDefault MR HIMEE RS E AR, MIERYes (V&) 7o WSRBIMEE LA I H A EIAS:, T
AUNo (&) " (fLPKI) -

FQDN HE 4 K THEC B AR 55 4% 1K) FQDN (¥ PKI1) &

Serial

Number (F5 |32 NFREITREH, FORE-A NS A1)
)

dﬂ




Time Validity
Pass (HARUMIE
i)

FONIET S L AR . “

RCFG

1E Intel Automated Remote Setup and Configuration (Intel HzlZfENEMEE) 0N, %% RCFG, A% <Enter> 4.
Z40%% 78 Intel Remote Configuration (Intel ERERCE) TUA .

Intel(R) Management Engine BIOS Extension v7.H.H.B843-Intel(R) HE »7.8.8. 1892
Copyright (C) ZBH3-H9 Intel Corporation. All Rights Reserved.
[ 1

Gtart Configuration

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=Access

Start Configuration (JFIGECE)

1E Intel Remote Configuration (Intel JZfERE) EH K, #%#F Start Configuration (JFAIE) , SRJF1% <Enter> f#.
WSRARROE RS S, WTC I T e il -
HROE () ERRRE, HEREY &) 7.



Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.B.8.1892
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[ 1
Start Configuration
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[CAUTION]
This will activate Remote Configuration.
Continue: (YsN)

Previous Menu (_F—Z5¢EH)

£ Intel Remote Configuration (Intel EEACE) KT, ¥ Previous Menu (LE—Z3%H) | SRJFT% <Enter> 4.
Z5045 278 Intel Automated Setup and Configuration (Intel A3 EMACE) T .

Provisioning Server IPv4/1Pv6 (THAELE R4 IPv4/IPV6)

7£ Intel Automated Setup and Configuration (Intel HZlZEFMEE) KB T, %8 Provisioning Server IPv4/IPv6 (TRt E RS
% IPvA/IPv6e) |, JAG1% <Enter> .
1. fATIECE RS- aedtbhil . SX)EH% <Enter> 42,



Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
[ 1
Current Provizioning Mode
Provisioning Record
RCFG >
Provisioning Server FODHN
TLS PSE [
TLS PKI [
Previous Menu

Provizioning server address

[ESCI1=Exit [ENTER1=Submit

2. BATFCEMR S avdm 15, 4514 <Enter> .
Intel AMT TRC & AR 554 19355 05 (0 - 65535). EKIAuG LS54 9971
Intel(R) Management Engine BIOS Extension v7.H.H.BB43-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBH3-H9 Intel Corporation. All Rights Reserved.

[ 1
Current Provisioning Mode
Provisioning Record
RCFG >
Provizsioning Server FODM
TLS PSE >
TLS PEKI >
Previous Menu

Port number (B-65535)

[ESCI1=Exnit [ENTER1=Submit

Provisioning Server FQDN (Tilit &5 % FQDN)

#£ Intel Automated Remote Setup and Configuration (Intel B3R EFMEE) FHB T, % Provisioning Server FQDN (Tl
EiRks5s4 FQDN) |, #A)51% <Enter> 4.
AT B R 55 %41 FQDN, 4RJ51% <Enter> f#.




Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
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[ 1
Current Proviszioning Mode
Provisioning Record
RCFG [
Provizioning 3erver IPU4-I1PUG
TLS PSE [
TLS PKI >
Previous Menu

Enter FODN of provisioning server

[ESCI1=Exit [ENTER1=Submit

IS PR K I TRAD B AR 55 %210 FODN (¥ PKI) o Xt/ AMT 41X PSK A1 PKI A H A& % e eefs B AL iR 55 4% FQDN.

TLS PSK

£ Intel Automated Setup and Configuration (Intel HalXBMEIE) 8T, %% TLS PSK, A5 <Enter> 4.
ARG R Intel TLS PSK L& TUH .

TSRS T TLS PSK BB R ENIRE .

Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.

[ 1

Set PID and PP3 ==

Delete PID and PPS ===

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

=% — may cause Intel(R) AHMT partial wunprovision




Set PID and PPS (i¥&E PID #1 PPS)

£ Intel TLS PSK BlEH N, 8 Set PID and PPS (IZE PID fl PPS) , X514 <Enter> 4.
B PID, K51 <Enter> .
A PPS, 8)5#H: <Enter> ff.

Intel(R) Management Engine BIOS Extension v?.H.H.8843-/Intel(R) HE »7.8.8. 1892
Copuright (C) ZBB3-HB9 Intel Corporation. All Rights Reserved.
[ 1
Get PID and PPS ==
Delete PID and PPS ==
Previous Menu

Enter PID (e.g. ABCD-1234)

[ESCI1=Exnit [ENTERI=Submit

IR EME S EAE T, NHIGE PID/PPS 2 SEEH M BUHTNCE . PID 1 PPS N UMEHT S48 A .  (#lan, PID: 1234-
ABCD; PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD) -

ﬁ ¥£: PPS {E-4“0000-0000-0000-0000-0000-0000-0000-0000" F /N4t 25 % BB EIRAS o ANSRAEFHIGAE, T35S AT C &R
R Ja g iR A

WREAN T IR H , ARG s — AR R



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v?.1.8.7881
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[ 1

Set PID and PP3 ==

Delete PID and PPS ==

Previous Menu

L ]

Invalid PID Entered - Try Again

[ESCI1=Exit [ENTER1=Submit

Delete PID and PPS (#Hi& PID f1 PPS)

£ Intel TLS PSK B3 T, %% Delete PID and PPS (M4 PID #il PPS) , #RJ5t% <Enter> 4.
MRS MR AL Intel ME FFEI4RT PID 1 PPS. WHRZRIEEHA PID A1 PPS, NI Intel MEBx £:ik& [BI4E1R(E B

ZMER PID A1 PPS 26 H , IR Y OB) , HNEERE N (75) o
Intel(R) Hanagement Engine BIOS Extenszion v»7.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £ZBH3-H9 Intel Corporation. All Rights Reserved.
[ 1
Set PID and PPS ==
Delete PID and PPS ==
Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER1=Access

CAUTION
This will delete the PID and PPS entries.
Continue: (Y-N)

=% — may cause Intel(R) AMT partial unprovi=zion

Previous Menu (_F—Z578)




7E Intel TLS PSK FEKEAT | i%#F Previous Menu (_F—Z3K8) | SK5H#% <Enter> ##.
F40% 78 Intel Automated Setup and Configuration (Intel HZIXBERIEIE) TUH

TLS PKI

1£ Intel Automated Setup and Configuration (Intel HEIXEMALE) 3EE T, %8 TLS PKI, SAF#% <Enter=> .
A5 27~ Intel Remote Configuration (Intel TREACE) TiH .

N

Remote Configuration (GZFEALE)

TE Intel Remote Configuration (Intel JEFENCE) KT, #F Remote Configuration (GEFENCE) , #AE# <Enter> 4.
ISR BRI B R 55 g IEAERES T, WS F/25 ] Remote Configuration (GEREACE) -5 E0ER BGH AL & .

T 1 HH
Disabled (B |EB2%f Remote Configuration (GERME) . HE/~“Remote Configuration GEFEECE) HI“Previous
2H) Menu (b—Z¢3EH) "kIi. BASH IS, HIEFILIET, K51 <Enter> 4.

Enabled (B3 | EJGH Remote Configuration GEREACE) , FHFEAE D B8 B 7B, B8 eI, 5k,
) NG <Enter> 4.

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
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[ 1
PEI DH3 Suffix
Manage Hashes
Previous Menu

[ESC1=Exit [td1=5elect [ENTER]1=Access

=% — may cause Intel(R) AMT partial unprovision

PKI1 DNS Suffix (PKI DNS J5%)

1£ Intel Remote Configuration (Intel IZfEAlE) BT, %% PKI DNS Suffix (PKI DNS /%) , /A% <Enter> £,
BN PKI DNS J5%, SXEte <Enter> . B{EKIABEE EPS H,



Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892

Copyright(C) £BB3-H9 Intel Corporatiomn. All Rights Reszerved.

[ 1
Remote Configuration ==

PKI DNS Suffix

Manage Hashes
Previous Henn

Enter PKI DNS Suffix

[ESCI1=Exit [ENTER1=Submit

Manage Hashes (EHHZIHE)

7E Intel Remote Configuration (Intel :ZfRELE) AT, & Manage Hashes (EHETIMHE) , SAEH% <Enter> .

Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892

Copyright(C) £ZBH3-H9 Intel Corporatiom. All Rights Reserved.

[ 1
Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

Hash Hame Active Default Algorithm Type
erisSign Class 3 Primary CA-G1 [=] L[] SHA1
VUeriSign Class 3 Primary CA-G3 [=] L[] 3HA1
Go Daddy Class £ CH [=1 [=] 3HA1
Comodo AAA CA [=1 [=] 3HA1
Starfield Class Z CH [=1 [=] 3HA1
UeriSign Class 3 Primary CA-GZ2 [=] L[] 3HA1
UeriSign Class 3 Primary CA-G1.5 L[] L[] SHA1
VUeriSign Class 3 Primary CA-G5 [=] L[] SHA1

[ESCI1=Exit [INS 1=Add [DEL1=Del [+1=Active [ENTER1=Uieuw

RPN, MR RE P RIRENIE, JERRREHESATR. TR MRS WER ARG PACESAEMHSIE, M Intel MEBx 2278 F 7R

PTG




Intel(R) Management Engine BIOS Extension +7.8.8.8HBZ6-Intel(R) ME «7.8.8. 18Z8
Copuright (C) Z883-89 Intel Corporation. All Rights Reserwved.

[ 1

Remote Configuration ==

PEI DHS Suffix

Manage Hashes

Previous Menu

[ESCI1=Exit [T4I1=Select [ENTER]1=Access

were no hashes detected in the system.

Do you want to add a hash? (¥Y-N)

=% — may cause Intel(R) AMT partial unprovision

<Enter> ff | TR YT E YIRS AUV (E AV TE2R1R )

AN IE AL IME

f£ Manage Certificate Hash (ELER#YIME) Fraehs <insert> )5, KRG E R TR B4

Intel(R) Management Engine BIOS Extension v7.H.H.BB843-Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1

Remote Configuration ==
PEI DNH3 Suffix
Manage Hashes
Previous Menu

Enter Hash Mame

[ESCI1=Exnit [ENTERI=Submit




BORIESREEGME : EARGIESG (M 32 NFEH) - #% <Enter> 485, REEHERAEE BT PKI BT ERIEAIEE . 1E
IEAEME T SHAL, TSN Y, B N

Intel(R) Management Engine BIOS Extension v7.H.H.BB843-Intel(R) HE »7.1.8. 7881
Copyright (C) ZBH3-HB9 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DNH3 Suffix

Manage Hashes

Previous Menu

SHA1?C(Y/N)

[ESCI1=Exnit [ENTERI=Submit
LRS-

OO0 sHAL
OO0 sHA2-256
000 sHA2-384

WARAIER SHAL, WET—MmF, R AL T2 ) SHA2 SBIEANETR. R IEAMET SHA256, WEEA Y, A No

Intel(R) Management Engine BIOS Extension v7.H.H.B843-/Intel(R) HE »7.1.8. 7881
Copyright (C) ZBB3-HB9 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DN3 Suffix

Manage Hashes

Previous Menu

SHAZ567 (Y-N)

[ESCI1=Exnit [ENTERI=Submit




WRAIER SHA256, WFEF—ThHH, A Y LIEF SHA2-384.

Intel(R) HManagement Engine BIOS Extension »7.8.8.8843-Intel(R) HE »7.1.8.7881
Copuright(C) £2883-89 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DH3 Suffix

Manage Hashes

Previous Menu

SHA3EB47? (Y-N)

[ESCI1=Exnit [ENTER1=Submit
LUESTIPN Fe SRR RE R, RPN
Intel(R) Hanagement Engine BIOS Extenszion v»7.H.H.HBH43-Intel(R) HE v7.1.8.7881

Copyright(C) £ZBH3-H9 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

L ]

Plea=ze Choose a supported Hash Algorithm

[ESCI1=Exit [ENTER1=Submit
TR EOMERE G, REBIRERNIEBHGIE
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[ 1
Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

Enter Certificate (e.g. ABCD-1Z234-ABCD-1Z234-ABCD-1Z34-ABCD-1234-ABCD-1234)

[ESCI1=Exit [ENTER1=5ubmit
HEABANME L — ST GFF SHA-1, A 20 F77; XF SHA-2, 2 32 F) o LAl H IERs U ABIME,
7~“Invalid Hash Certificate Entered - Try Again (R ARHBZMEIEBICH - IEFA) "E8. #% <Enter> #/5, RHS
HANESRTS

Intel(R) HManagement Engine BIOS Extension v7.8.8.8843-/Intel(R) HE »7.8.8. 1892

Copuright (C) Z2B8B3-89 Intel Corporationm. All Rights Reserved.
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Remnote Configuration ==
PEI DH3 Suffix
Manage Hashes
Previous Henu

Set this hash certificate as active? (Y-NH)

[ESCI1=Exit [ENTER1=5ubmit
BT LUK E IR B B LA IR SRS -

e Yes (J) — HEMBIIEIRCATES.
e No () (BUAME) — WERBIERME] EPS, HHALTIHIRES.
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1. Manage Certificate Hash (5HUEFHTIE) Fa 1% <Delete> #J5, RHES BRI TSI 5.
n T MR A Default (BRIME) ITIERHGIME

Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
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Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

Hash Hame Active Default Algorithm Type
GTE CyberTrust Global Root [=] L[] SHA1

Baltimore CyberTrust Root [=] [] SHA1

Cyb
Uer
Ent Delete this certificate hash? (¥-H)
Ent
Ver
PAE Lab Certificate [=1 L1 3HA1

[ESCI1=Exit [INS 1=Add [DEL1=Del [+1=Active [ENTER1=Uieuw
BEIEI AR Bk S HOIE P LS I{E

e Yes () — Intel MEBx [A][E {4 & MBIk iE BOAME I B
e NO (77) — Intel MEBx A& MlsikEMEEIME, IR Remote Configuration (ZFERE)

G EARAS

f£ Manage Certificate Hashes (CEFERHIIME) b i <+> )5, REE RN FRPIER.

Intel(R) Management Engine BIOS Extension w7.8.8.8843-Intel(R) ME »7.8.8. 1892
Copyright(C) £Z883-89 Intel Corporation. All Rights Reserved.
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PEKI DM3 Suffix

Hanage Hashes

Previous Menu

Ha=sh Hame Act ive Default Algorithm Type
GTE CyberTrust Global Root [=1 [=1 SHA1

Baltimore CyberTrust Root [=1 [=1 SHA1

Cub
UVer
Ent Change the active state of this hash? (Y-N)
Ent
Ver
PAE Lab Certificate [2] L 13 SHA1

[ESCI1=Exit LINSI1=Add [DEL1=Del [+1=Active [ENTER1=Vieuw

B Y (&) , 2R 4ETEEERGIETIROE SRS HEMERE G SIIRE, FORTI/E PSK TIACE M F) % H (H.

A IERHIME
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PEKI DNS Suffix
Manage Hashes
Previous Henu

Hash Mame: PRAE Lab Certificate

Hash Data: ABCD-1234-ABCD-1234-ABCD-1Z234-ABCD-1234-ABCD-1234
Defawlt: [ 1

Active: [=]

Hash
GTE C

Balti
Cybertrust Global Root [=] SHA1l
Verizon Global Root [] SHA1
Entrast.net CA (Z26848) [=1] SHA1
Entrast Root CA [=1] SHA1
VeriSign Universal Root CA [=] SHA1l
PAE Lab Certificate [ 1 SHA1

[ESCI1=Exit [INS1=Add [DEL1=Del [+1=Active [ENTER1=View
RGP RS e BRGIENFENEE, HPads:
o HIMEATR

o IETHIEEE
o THBIIREHBRIRGS

Previous Menu ( F—Z3¢8)

1E Intel Remote Configuration (Intel JZfERE) EH K, %8 Previous Menu (E—Z3EH) | SRFH# <Enter> 4,
A4 78 Intel Automated Setup and Configuration (Intel HZIXBERIEIE) TUH

Previous Menu (_F—Z¢578)

T£ Intel Automated Setup and Configuration (Intel B EMELE) 3EHE T, %8 Previous Menu (L—Z3EH) | S4/51% <Enter>
g,
ARG E7R Intel AMT Configuration (Intel AMT B &) SEH.

Previous Menu (_b—Z37 )

1£ Intel AMT Configuration (Intel AMT BCE) EH T, %8 Previous Menu (LE—Z3EH) | SAFIE <Enter> f,
ARE5 58 Main Menu (5388 &

*OKTUE LR B Intel #ft.
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BOR1S Intel PUEPFINHD), REFEL T CHERS. WMRARGFETHEN VPro, W] Intel PREFFIAEL . IR RGELF Intel
Standard Manageability, NI G M Intel Py #ig).

OO0 A3 Intel PPy BIZ 7, 0500 I8 IS Z3R/E ik Intel AMT BRE RS RGN T AR . 18T 1SV WL % H
HHTIEE

OO0 B30 Intel Bl FEBI 2 /T, DA BT REERERRS . F P CHECE BIOS HBFEI 5, [HAEM BIOS JashTiBIIFFI 2 B, 2440
EEEER K. BIOS AR TRSN Intel PydIFn ;s o 1A% .

OO0 MRS IR & R LAEE Intel B iEnyF B, 5 HE IR 20 F DMZ X8,

WL EFTA &R, RERTATEEN Intel HagFiHEE) .

A3 Intel PLEFFILHEH)

AR BEZGER, A =ML RS Intel PUEFFIYHEI 215 X =FI5EE:

o 1 Dell JizhBis L% <Ctrl=<h> .
o 1 Dell HBhpi4 E <F12> 8BSkt 554,
o WERJE—MFEN Intel Fast Call for Help (Intel BuEFFIHBL) AL,
e M Windows &% JH3):
OO0 Ja3h Intel AMT BRFAR AR/ A FE 7 Intel Management and Security Status”.
OO0 viezE“Intel AMTIETR.
OO0 f£“Remote Connectivity” (IZfEER:) EF, HE “Connect” (&) -
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TEIIH T HMIEE I _E Intel Management Engine BIOS Extension (MEBX) 2R E

Password (#h5)

Password (Z#) | admin

Change Intel ME Password (¥ Intel ME %14)

Intel ME #1%)

Change Intel ME Password (Fi§

=H

Set PRTC (i¥H PRTC)

Set PRTC (i%# PRTC)

A

Power Control (HjEH)

Power Control (HiE#Hl)

R THIE Intel ME)

Intel ME ON in Host Sleep (£l

Mobile: ON is SO (#3): 7 SO KA FHIH)
Mobile: ON is SO, ME Wake in S3, S4-5 (AC only) (#3): 7£ SO IRE&TIF)H, 7E S3. S4-
5 RAET ME Wi [(USHHEIE]) *

Idle Time Out (=5 [HiEHT)

1

* BN E
**IHESE Intel AMT B4 BUH T B

1 {y7T7E#47 Management Engine (ME) #(EHERRINE Intel ME “EARAS .
2 (LT B EIZHER, A AEE RO B B R .




AMT Fil'E

THEIIH T AMT ECE A E Intel Management Engine BIOS Extension (MEBx) B E .

Manageability Feature Selection (T INAEIERE)

SOL/IDER

Username and Password (JH &%
)

Disabled (E225/)
Enabled (B 5M) *

SOL

Disabled (T.25H])
Enabled (BJ3H) *

IDER

Disabled (T25H)
Enabled (B JaH) *

Legacy Redirection Mode ({5458 & At
)

Disabled (EZ:H)
Enabled (BJEH) *

KVM

Disabled (EZ:H)
Enabled (B 5M) *

User Consent (JHF[AE)

User Opt-in (M EHEAIA)

None (J©)
KVM *
All (£38)

Opt-in Configurable from remote
IT (AZFE 1T ALE B EmMA)

Disable Remote Control of KVM Opt-In Policy (Z5H KVM H JEHIASKRE Rz RE s i)
Enable Remote Control of KVM Opt-In Policy (i KVM BHIEAASERS 1] *

ﬁ ¥ NfE KVM iB1T,

WS Intel i3/i5/i7/Celeron/Pentium CPU.

Password Policy (M%)

Password Policy (H5g)

Default Password Only ({{ERAFL) *

During Setup and Configuration ({EEMIEELET) Anytime (fEATHT

(3]
Anytime (fEfTIHE)

Network Setup (MWZiXE)

K2 2RI E
Host Name (EH14%) =
Domain Name (J#%%) =

Shared/Dedicated FQDN ($t=/%
FQDN)

Dedicated (%)
Shared (=) *

Dynamic DNS Update (34 DNS &
)

Disabled (BEZEf) *
Enabled (EJg8H)

TCP/IP Settings (TCP/IP %H)

Wired LAN 1Pv4 Configuration (5% LAN 1Pv4 it &)




DHCP Mode (DHCP #x()

Disabled (TZ5)
Enabled (TJ2/) *

DU & TUH U AEEPE Enabled (BEH) ZEA42ER
IPv4 Address (IPv4 Hill) 0.0.0.0
Subnet Mask Address (T RLH, 0.0.0.0
k)
Default Gateway Address (ERi\M 0.0.0.0
Hohk) T
Preferred DNS Address (&% DNS
k) 0.0.0.0
Alternate DNS Address (%5 DNS 0.0.0.0

Hhik)

Wired LAN IPv6 Configuration

(B% LAN I1PV6 [l &)

IPv6 Feature
Selection (IPv6 HREIER)

Disabled (EZ£/H) *
Enabled (B J5H)

AR B T EA AR Enabled (BER) ZEA

IPV6 Interface ID Type (IPv6 ¥

Random ID (B&#L ID) *

Intel ID
K7 .

1D =%7%2) Manual ID (F3) ID)
IPv6 Address (IPv6 Hbtik) =

IPv6 Default Router (IPv6 BRiAEH 22

) -

Preferred DNS IPv6 Address (Fik 2

DNS IPV6 Hithl) -

Alternate DNS IPv6 Address (/1 2

DNS IPv6 Hblil)

Activate Network Access (Ii&E/
2815 [A))

Y/N (G2/1%)

Unconfigure Network Access (Bl
TEHLE 257 (7))

Y/N (J2/15)

Remote Setup and Configuration (2 H5MIALE)

Current Provisioning Mode (4B Hifii &ii=t)

Provisioning Record (Tifit &ids%)

RCFG

Start Configuration (JTIAHCE)

Y/N (G2/1%)

Provisioning Server

BER5%AF FQDN)

IPvA4/IPV6 (TIRCE 554+ s
IPv4/1PVv6)
Provisioning Server FQDN (Tific 2

TLS PSK

Set PID and PPS PID PPS




S at il ) | =5
2/
Delete PID and PPS (i PID # YIN (1)
PPS)
TLS PKI

Disabled (T25H)

Remote Configuration (GZEFEACE) Enabled (CLiff) *
=

PKI DNS Suffix (PKI DNS J5%%) 2

Manage Hashes (&ZHIMH)
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1 (y7T7E#47 Management Engine (ME) #(EHERRINE Intel ME “EARAs#zEH.
2 fElEER, DHCP £ A SIEH AL .
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JTIEREE

N ENECEME T PTE, DAUE TR TECE, Intel AMT IIREA RES B N REF I T30 H e SE B B AR A =Rl (R
BRI NF)

o MUEARS — BB AT LUB RS L GUI & G il B R, AR NFENEEES Intel AMT HRERITTH EHUERE—
Ko MARAFAE USB KA AR P ISCE CEZECERS Q1) |, KIEE PPS Ml PID 5Bt
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MEBX F1H s A dm it il 8 AR 45 G 32 D FAFR 8 M F %4, RIS PPS Ml PID FEL.
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i

Eq & PUA MEBx BREEY ) BIAME admi n ", USB TRCEA AR WIRCHEKED, NT@EdER CMOS KBy Bk
fH.

R USB JREhe N AR E AT B BRI T . A5 Altiris Dell Client Manager (DCM) FUREIRIEL TR, 25 USB %40 B8 T .

OO0 % USB MRahss N Al A B B G S 1T E AL
OO0 EdEH E iR ENIE RS (SCS) i RAM BRI E I,
OO0 SCS BT LA T HAE:
OO0 4 MM %8S, PID F1 PPS &8 .
OO0 F i B TR R E T .
OO0 K5 EAR B 28 HEH & .
OO0 &HEEfl & 2o6%MS. PID fl PPS R ES A USB IKNEHNAET ] setup.bin 3.
OO0 % USB s NFEBE EHA Intel AMT IHEENSHIT BN ERES X K5, AT FoERIE:
OO0 T ENLI TR JENL (A BE)
OO0 % USB Rahss N A THE L.
Qoo T EHL.
OO0 &AL BIOS ¥4 USB RBI# NAT -
o WNRIF| USB WKBNFRINTE, BIOS KAEIKSh# NG M LA, setup.bin XX, iHEELRE 7.
o IMMRAF| USB IKFNERINAEE setup.bin X, WEHEEHTENL. Z0EHASE.
OO0 &8 BIOS Hi¥s s —NIEE., ¥ B shse s Bt E .
000 setup.bin XA — 40T FIC MR AN TF o IZ 3R A0 58 I DA N 584
n IUESCPE KT SR
o B4 AR
o WERZERBA T, NS ETIEsG A8, M C LA Ht s
OO0 SR E A MEBx 243k
OO0 #id#41HH MEBx.
OO0 MEBx AFRZIC %
OO0 MEBx f£E7nds L BIRSERUE B
1000 *FAHENL. 3FE, ZITENEATIRERS, FHalHmgs st EREs i i - .
JO000 mRELGIEN, BEEELE 5.

IHEREHER GV R, THCT USB JKshEr NI ENRCE R E 25 .

USB IXzf#s A 72K

USB X Zh#s N0 2 AN ESR ) A REIR BRI E Intel AMT:

HARMAKT 16 MB.

DR FAT16 B FAT32 Ui RGes et H st 481k

X KNAATR 1 KB

% USB IKENEFINAFE T AR5 S0 .

% USB IREI#INGAUHT AMT Tilic &, AEA1EMA-

% USB INTF AL S AT A SO (TR BRSO BB SO 2 AR SO o
setup.bin JFMUEFAET % USB JRshas NFEH AISE — D3t (BHaH&4 B10OS 5 Wembley)
setup.bin MG TTRZ HFE T (5% UEFI B1OS 5 RAM) -
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Dell Client Management (DCM) M FIF2/7 & Frit b Bl fl 2. AN DCM A EREE Intel AMT AR, WA
B SCHRSERTRIIR 88 = J7 (LR FOE nT 4R A T H A A6

THAMRERT, BADSH AN TECEH T i DNS ssas iz iz it &L, toh, @
Z" U _EFTSIRIESR .
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B4 USB g4, HHLIS & H USB %

Eq & EEEAADEARE, BEiFAER AT ISR, SRR RS RES —URIE, ARG AR

OO0 {4 FAT16 X Rget&A Mt USB AT HANRE R, SARMHBCELE i,

B G TN Too: T Format Removable Disk {E} ed A

@bsk =) - T | Fsearch [ Folders | 3+

Address [ i My Compuber Capaciky:
toame [ Type f243 mE =l
System Tasks & Hard Disk Drives
Eile system
) Wiew system information “eeLiocal Disk (C:) Lacal Disk
Ly Add or removee programs IF":"T j
] Devices with Removable Storage
3 E!-m:::'::tng Allocation unit size
i L0 Drive (D) €0 Dvive
:\m ity Dl IDeFauIt allocation size j

fither Places 2 Open Yolumne |abel

Explore 2
Wy My Metwork Places Search... I
(L3 My Documents AutoPay .
B Control Parel sharing and Secuity... Format options
vetads A T || oo Conpresson
Removable Disk (E) i ™| Create an M5-D05 startup disk
Remawable Disk Cut
File: Syrsbam: FAT Copy |

Create Shorbout

Rename

Properties Skart I Close

OO0 @ E AR el a2 5, FTH“Altiris Dell Client Manager” W F ¥ .

E

OO0 MM SRR f%E“AMT Quick Start” (AMT BuiiHzh) |, FTHF “Altiris Console” (Altiris #&#Hl4)
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G AT ARiis Quick Start Console
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— fi-60-&-

- Bage -

T=10

- 35
£ Tooks -

+ Gattng Staried
= Discover Manageable Resouwoes
=Install the Alfiris Agant
= Canfigure Allifis Agént saltings

¢ Enable Hardware Managpemant

= Digcovir Dall Client Systems

. Configure Agents far 32-ba
Hardwarg Managermant

_Confgure Agents for §4-bi
Hasdweard Manigamvin

Y view Clienl Sysiems Dis OVEry
Resulls

. Vi Client Systams Configurad har
Hardwang Managamant

Hardware Management Tasks
= Sean fod Irnveniony Daa
= Scan for Current BIDS Selings
= Configure BI0S Semings
* Upgrads BIOE Yersion
= Sel Monitoring and Aerts

ASF ancd AMT Sotup and Tasks
= &5F Quick Stad
* AMIT Quick Slat

¥ SLmmanas
k Drail Client Do wiry and
irstallation Swmmeary
= BIOE Configurafian
“BIOS L'I:;I'EGE'E

¢ Rieports
_Dell Client Manager Agent

D€AL Dell Client Manager Standard

=

dDesS80S

Dell Client Manager Standard

Dedl

HARDWARE
MANAGEMENT

Welcome

Welcome 1o Dell Client Manager Standard, This hardware management Solution 188 you manage your Dell
Procision workstations, Opliflex deskiops and Latilude nobebooks froam a rem cle managemen console
anagement cap abiifies for cedtain oldar madeds as well as Dell Inspiron notebooks and Dimension
dasiiops are Bmited 1o discovery only. Sea the Product Guide for a complels list of suppoarted modals.

Dall Client Manager Standard incledes 2 90 day license. If the license is allewed to expira, inventory funclions
will cease funclioning. To obtain a free, wnlimited Boanse you must register vour product Gnoe you have
pltained your wnlimited Beans you will need 1o install it Click hire 1o install 3 licénss

Getting Started

Quck Start Tasks. If you've abready installed the Alfiris management framework - Altins Hobification Sarver
plus management agents on Me systems you wish o manage - you are ready 1o enable hardware
management on your qualified Dell clien? systerns Dy following the Bnks in the Enable Hardwars
Management section al B top of Bhe guick start tagk menu, on the et

Clicking arny ok on the quick Stam Lask meny opens M Larget Lask, policy, o néport in this window, Click the
Vigw Rapodt biion an any of the five hardware management task pages 1o leam Me status of the task
Please nofe hal, depending upon your Nodfication Servar configuralion seftings and ather factors, these
rapodts may take some time to begin retwming data the first ime you enable the policy or task that is being
rapostad on

First Time Setup. I youve just instaBed Allins MoSicalion Seroer Tor the firgt Seme, thare 308 & Tiw thangs pou
naed o do first bafore you can padanm Dell Client Manager tasks. Links to thess tasks are found under the
(Gefmng Started section of tha quick siart task manuw. Also, depending upon your enviranment and
management preferences. you may want to consider adjusting some Noffication Server configuralion
options o betier Suit your naeds.

Laan mofre...

Done
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000 #id <+=> LJEH“Intel AMT Getting Started” (Intel AMT i AT) #55-
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~v altiris console
Heme View HManage Tools Reports Configure  Help >
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1| %a 5 e — t
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& 53 Alert Standard Format Gettrg Started "
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# [ Configraton i S =
i _5 It ANT Gatirg Started Section 1. Provizianing Falder TRVPROWministrator 6142007 11714 PM
= ﬂ &:ks“ Sachon 2. Intak® AMT Tasks  Folder TEVPROWADminisrator 671472007 11713 PM
@0Or
FI\'P\HI)II -
= (& My Favorites
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= 0 B - T
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~v altiris console ;
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£
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o+ a Abert Sandand Format GEttrg Sharied a
il (O] Colectiors Intel® AMT Getting Started
@ [ Corfiguration i S =
B Cl T Sl g it Section 1. Provisioning Faldar TRYPROWAdministratar /1472007 11714 PM
&L Secten §, Provisioning Sechion 2. IntaM® AMT Tasks Falder TRVPROWAdministrator 61472007 11713 PM
W ] Section 2, Iniel® AMT Tasks
# [ Reports
@ 01 Tasks
Favorites -
= & Wy Pavorites
Altris Congole Hom LI to 2af2
r : 'hn:tlr : af I.III Raws par gage: IAII -l
Done T T T @ nteme (R = 2

OO0 ¥ <+> LUEJF“Basic Provisioning (without TLS)” (FEATEE [JC TLS]) #H5.



7 altiris Consale 6.5 - Windoss Intermnet F_:-:|_'||||r|2'r - l!lﬂ
m = [Z3 kg stiisbeo brvpro JocaliAk s ConsokeDet st sspe CorsoleGuid ¥ aBb67-250b-4Zad-81B6-Fei Hude T TeMewdidm ] #7 || %  [Lrve seurch o -

SF S0 %) akins Console 6.5 I |

<1 altiris console ahtirisbone trépen.doca] « TRVARS Administrator
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& T Tasks
Favorites =
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=
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvissonServer” 1P

Resolved Intel@® SC5 IP:

Intels AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS

instances or the server platform has a different name, then CNAME records nesd to be
added to tha DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Tﬂ#—:l
Resolved "ProvisionServer” 1P: 192.168.20.10
Regolved Intel@® SCS1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel®) SCS Server.

Tﬂ#—:'
Resolved "ProvisionServer” IP: 192.168.20.10
Ressclved Intel® SCS 1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requasts and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

1000 Wiz E LA N Enabled” (BEM) - WRN“Disabled” (TZEM) , NikFE“Disabled” (T25H) 520K kEIFHE

di“Apply” () -

Intel® AMT device setup and configurabion requires the presance of a Domam Name System

il

L O v - T

L



Altiris Consale 5.5 - Windoss Intermet Explorer

s

% o £ Akinis Console 6.5
21 altiris console:

Home View HManage Tools Reports Configure  Help =

L%
= 3 outof Band Management

[ 23 bt atiskere, rvore e alf ki Cormsoke/Diek i, aspre?Cormaleduid= i aaBb67- 25042 ad- 5166 Fez43ade M7 bewiid= =] 41

pHirabos repro docal = TRYVSADN Adminrbator

o

= (i Bage = () Tooks i

Out of Band Discovery

: g Alert Standaed Farsat Getting Sterled | & Erabl [cumendy srabie) ||
E g:ﬂm:m‘m Siwrted ﬂarne g
= - Gateng : e _
8 [ Section &, Provisioring (Description:  Detects Out of Band capability of cient system.
= ] Basic Provisoning (wiShout TLS)
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W User Can Run
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& [ Reperts " Manual W Run once ASAP
& ] Tagks = Scheduled | I” Schedule: Mo schedule has been dafined
& Only run at scheduled time
€ Hun as soon as possible after the scheduled tme
F User Can Run
I Notify user when the task is available
I™ Warm bafore running
Favorites - Cancel | JaTha Agent installabion task has been saved successfully
= [E My Favoribes
B Altris Conscle Home
Done. UL R B A~ R =2

1000 AL ERMEE EAE Intel AMT DIRERIFT AL,



ﬁ' & 23 kiis Console 6.5
21 altiris console

Home View HManage Tools Reports Configure  Help =

L N—

= 3 outof Band Management
B B alert siandacd Fansal Getting Staried
i ] Colechons
B [ Configraton
2 B Inted® aMT Gating Sterted
2 O Section 1, Prowisioning
= O] Basic Prevsmoning (veShout TLS)
W@ 5tep 1 Configure RS
& 5Siep 3. Descover Capabilibes
B '5iep 3. view Tnbel® AMT Capabio Comguibers
@) 50 4 Create Profls
@] 5ien 5. Genersie Secunty Keys
Wl 50 6. Configuns Automatic Profls Assignments
%] 5een 7. Morvtor Frovisoning Process
@) 5%e0 5. Monitor Profie Assigneents
[ Eranie Saeusity (115)
# O] Secton 2. Intel® AMT Tasks
@ [ Aepors
# 3 Tasks

= [ My Favortes
§ Ay Conscle Home

'All Intel® AMT Capable Computers
i.pu " in tois ool sre Intel® AMT capable.
Last Upclebed:  6/2T7I007 11:03:00 AM

_'f] This collecton has no members.

T T R

1000 i%#F“Step 4. Create Profile” (B3 4. GIEEEIE ) -



ws Inbernel Explorer

.. e
‘ﬂ' -:I'-'l' Z)akiis Conecle 6.5
<1 altiris console

® B et Standard Forsat Gatbrg Staried
] Colecbons
& [ Configuration
E B3 InfelT AMT Getong Started
2 O Saction 1. Provisioning
& ] Bese Pronesioning (vithout TLS)
@] 5o L Configure DI
& Step 2 Decover Capabiibes
0§ 'step 3. view Intei® AMT Caoable Computers
@) 5ie0 4 Creats Profls
@] S0 5 Gerersts Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
4] 5%ep 7. Montor Prowisioning Process
W] S0 5. Monitor Frofie Assgneants
& [ Erwdis Sty (TLS)
@ () Secton 2. Intel® AMT Tasks
& [ Aeports
B O Tesks

=] mwm:m.mmu.mwmm-wmmmmmﬂ 55 @]L-m Search ol

e bt

= & My Pavorites
B Altris Conscle Home

= 888 O
F | ¥ I'l.-' I_—

Al somput in this tolleticn are Intel® AMT cacable.
wmak Updated:  @27/200T7 1100311 AM

(%) This collection has no members.

1000 a5 A e i E S

I - T [t = 2



7 Altiris Console 6.5 - Windoss Intermet Esplorer - l!lﬂ

m = [0 bt shirsbe. trvpee.bocalikiis|Cormsole/Def it sspcCoraobeGuim3 338b67-250b-42ad 5106 fezi 43800 10 b Mewiuidmt =] #2 || X [Love Soorcn o -
WS Zyans Conscess || Py - & e rewe s Gross -
< altiris console altirighione brépem. loce] « TRVREOLAdminictator f ™ =
Heme View HManage Tools Reports Configure  Help >
i |G —— —
= B Out of Band Management j"ﬁ’ﬁﬁf] * |
® 53 Alert Standard Format Gettrg Startad Manage Profiles
# ] Colechors
® 01 Configraton

il‘:'r'.'rl|ll||:| |F"r1|1|||: Marmae |IZI|:'-r||:r':i .Ihr'.:l:npr.lun

E B Intel® AMT Garitng Started
2 O Saction 1. Provisioning
= ] Base Prenvsioning (washaut TLS)
@ Sten 1. Configure B
& Step I Descover Copsbilves
0} 5:eo 3. view Intel @ AMT Caoable Computers
4T Sten 4 Create Profle
@) Steo 5. Genarabe Sacurily Keye
4 Step B Configure Automatc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks
O] Reperts
B ) Tesks

Favorites -
= [E My Favoribes
B Altris Congole Home

Done T (R = 2

JO00O0 f£<General” (H#) ®wIHF L, & ETESBCE SRR UL E . & EE 5 B DME kg d. 4%
“Manual” (F3)) Bk, REHEATEND.



) Altiris Console -- Webpage Dialog

£ | hittpe Fadtirisbeoe. brvpeo, localfakicts \OOESCE ProfileDig, asp:ractione=add

Configure Intel® AMT Setup & Configuration Service Profile

| General | Network | TLS | AcL | Power Policy |
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Avadable: Mo data exported yet Generate |  Close |

it [ akirtsbor.tr vpr oo ol it O0BEC] Secork yMED SebtingsPags asp g Irkernet =

JO000 Intel ME BHAZMS A“admin”. AR EHTH Intel ME 2565,



:J’.lﬁrlh Consale - Webpage Dialog

€ Oty selected
* [Generate keys before export:

Generate Security Keys

Wurmber of security keys to generate: |50

Factory Default Intek® Management Engine Password
Intel® ME Password: Iau:lrur-

HNew Intel® Management Engine Password

cacted fom WE3 key or wped in mEnually nkg the Manogemant
Engine B[OE Ex O] BTN
Intel@ ME Password: [oel1za
Export Result
To rawts and downlosd USE key We. ot cosfigure astbings and dick Ganarets Nila. and than
shzk Dvanloas USE kay 86 Plece doenlaaded ISe ta ihe LSE Siarigs Deios
Avadable: Mo data sxported yet Generate | Close |
hittai flakirisho brvpee locall Al A OOBSC JSecrkyMER: SebimgsPage. aspi’ ighl Internet | -

J0O000 $BiH“Generate” (4K » —HAEEH, SfFE“Generate” (k) LM HIL— 1458

¥ lGenerate keys before export:

Generate Security Keys

Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password:

Iadrnin

Hew Intel® Management Engine Password
Thizs pesrward ix sithar

upfosded from USE key or tvped in manually into the Manegemant
Enging BIOE ENbangson sreen
Intel® ME Password: [peli1zan
Export Result
To treate and downlond USE bay Ma, Feat confegure satiengs and dick Genarate lile. and than
thisk Cowrload USHE kay Me: Placs dosnlosded Tie ba the USE Stoimgs Davice
Avadable: Mo data exportad yet [ Generate | Close |

=

1000 KSerrtf ULy USB il ATIACE IR 55-4% LAY USB i&8dr.



1000 #ifi“Download USB key file” (T# USB IN{73CfF) %, LUK setup.bin SCHF FHZE USB 4. BIMEN T, R4 AN
A USB 4t HIZ SRR USB 14T o

B & Rkm Ry, WaSUEEREUL USB 4, AR setup.bin AR EIZE A -

Export Security Keys to USB Key O altiris

£ Onty selected

= |Generate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: {admin

Hew Intel® Management Engine Password
Thizs pesrword ix either upfoaded from USE key or typed in manually into the Manegesmant

Engine BIOE Extension sraen

Intel® ME Password: [eni1zar

Export Result
To crapte pnd downlead UED ey Ha, Gt conhgure setiangs and click Ganemats file. and then
dick Downlead USE key file. Place downlosded file to the S8 Storage Devics
Avadable: SRAR IR e Generate |  Close |
it skirishae trvpro. o sl At i OOBSC{SecLrityMERx Sabting=Page. sspi |G Internat |

CIOIOD Wb SO R4 R 0 7
1

E;mmhmlﬁlﬂnwmlnwnmmw

—

@ Hams: sstup,bin
Tups: Unbncwen File Typs, 25,566

Froe: - altirisbe. brvgea.local

s | e | o]

I-" \whder fes: From the Inberred can be urelul, some fls: can potertialy
@ Fum ow comgriter. 1F you do not s the sowece, do not find a
= progiam bo apen this e or save thiz B Whet's the sk

OO0 Sk AR R AL ER A TARIA USB 4. i “fRF.



Savens N £

Savmin | < Removeble Disk [E:) EROnE T

7
:
d
L Lol
1

Savesstwpe |k Document

OO0 Hdre T RGeS EHE b« 5 .

Cowndead complete

23 Doswrdoad Complets
sebup, ki Froes akirisbor, brpro bocal
Bownbaaded:  25.5KEin | sec

Downboadbo: Exjsebup.bin
Tearsfer rabe: 25, SKE[ S

Open | Openposser [ e |

1000 i E ] IR s S B i 1 A 2] setup.bin SCf



L =101 %

Ty

Fil= [Edt “ew Fgvortes Took Help i
] - 25 search Folders | (G-
Agdrass [~ £ El=
M= sae | Type | Diate Pacedified | tpribustes |
File and Folder Tasks ¥ Sl setup.bin H6 KB BN Fle EET2007 LIn12AM A
Other Places =
Details &®

Removahle Disk (E:)
Removsbls Disk

Fila Sysbesm: FAT

JO000 xF“Export Security Keys to USB Key” (K4&%HSHE] USB A7) FIR3NE 7R EHEEE 0, IRIEZE Altiris #5H 6.
1000 #A USB #4, RIGHTHITENL. KRGS RHRAIH USB %4, HHRE
Continue with Auto Provisioning (Y/N (HZHfTHSITRE [ £/ A])

J000 # <vy=> 4.

Intel(R) Hanagement Engine BIOS Extension
Copyright(C) zZBB3-BY Intel Corporation. All Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Press any key to continue with system boot... (IfTEBHLRFETF. ..)



Intel(R) Hanagement Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIOS Extension
Copyright(C) Z883-87 Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...
ME-BIDS Sync - Successful

1000 SEde, HXRAT SR EVEEAR 4

JO000 i%&#F“Step 6. Configure Automatic Profile Assignments” (GBI 6. Fi'E A shid & SCHE L) -



7 Altiris Console 6.5 - Windoss Intermet Esplorer - l!lﬂ

s = [0 Bkt trvpue Joc ks ConsoleDef it acpcCorokeaundm 3 358067-250b-4280-5186-Fe2t 4250 07oMewidmtx] 41| K [l st £ -
U Zpakei Conscle 6.5 — B v B - veage - (oo -
<+ altiris’ console altirinboos trépen. fncn! « TAVERO\Administator f ™ =
Home View Hanage Tools Reports Configure Help >
1l “n e R Ao
= B Dut of and Managarnent e o "I"'@.E"If,ﬁ i [yl |
R T ORI Manage Security Keys
@ ] Colecbors
® 01 Configraton

[FID |PPS |[Foctory Default Password |New Pr

E B Intel® AMT Garitng Started
B [ Section 1. Provisianing
= ] Base Prenvsioning (washaut TLS)
@ Sten 1. Configure B
& Siep 2 Descover Copsbilies
0} 5:e0 3 veew Intel @ AMT Caoable Computers
4T Swp 4, Creste Profe
@ Simn 5. Genarsbe Sacurity Keye
@] Step 8. Configune Automatic Profie Assignments
] Step 7. Monitor Frovisioning Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks

O] Reperts
B [0 Tesks
FIEP\HIJII -
S [ My Favarites ™ Filtar By PID: [ Farbgoes [
B Altris Congole Home
Done T T T O e R = 2

1000 BWIEZEELGCHM. £<Intel AMT 2.0+ TG F, WHEHTOIEZAECE . NIMNERE I E.



B.5 wi Imbernet Expl

£+ ﬁ )Rkt Conscle 6.5
21 altiris console”
- Home View Hanage Tools Reports  Configure

BTN« F—

e [ tpuifatiisbor trvpr Jocel Ak Corsole/Datmi s Cormoledud=Saabbé?-250h-4Zac-§ 188 a2t iada 7B eveidm 2] i @]Lw Search

sHirnboy trepodoeal « TRHYSAD Adminrbator

Help =

= 3 outof Band Management
H 5 alert Standard Farsat Getling Started
i ] Colecbors
B [ Configuration
2 B Inted® AMT Gating Sterted
8 [ Section &, Provisioeing
= ] Basic Provmoning (vehout TLS)
] Step 1 Configurs DRS
#§. St=p 2 Dcover Copabilibes
B seep 3. view Intel @ AMT Capabie Comoutars
4T w04 Create Profls
G Sten 5. Ganerste Secunty Keys
Wl 5t=p 6. Comfigure Automatic Profls Assgnments
#) Sep 7. Monitor Frovisoning Process
@) 5%e0 5. Monitor Profile Assigneents
B [ Eranie Security (TLS)
# (] Secton 2. Intel® AMT Tasks
# 1 Aeporss
B O Tasks

Resource Synchronization

| W Enable {currently enabled) |

Haw profite apsignmanis wil be oaked svromaticelly for all spsterns that s 0 unpoviziooed stete snd hawe
Fully Qualified Domain kame (FZON) found in the Rotification Server database based on the system ULID;

™ Intad® AMT 1.0 to profile: [default_3 =)
FF Intsl@ AMT 2.0+ to profile: | default_3 ¥]

synchronize Inteld SCS and Motification Server resotrces
™ Remove duplicate Intei® AMT resources from Notification Server database

F Enable Schedule: [Dady -~

At 2110 Ak ew-;r-_'r'p 1 days, starting SnlLFrdar'(,. January 01; 2005

Last synchronization statistics

Currant statieg; Inactive

Last Synchromzed: 6/27/2007 2:10:11 AM
Total Devices: a

Assigned resources: o

Craated resources: i}

Clzaned resources: o

[ Run now |

* S
= [ My Favontes
§ Alis Conscle Home

T T @ [

1000 #4%F“Step 7. Monitor Provisioning Process” (3 7. MW &EidfE) .



= Alti » 5.5 = Windows Internet Explorer

S S Z)aes Console 65
<+ altiris’ console

® B et Standard Forsat Gatbrg Staried
i O] Colechons
& [ Corfiguration
B B Intel® ANT Gettng Started
2 O Saction 1. Provisioning
& ] Bese Pronesioning (vithout TLS)
W Sie0 1L Configure DS
& Step 2 Decover Capabiibes
0} 5:eo 3. veew Intel @ AMT Caoable Computers
4T 5ien 2, Create Profie
G S0 5. Generste Secunity KEys
2] Step 8. Configure Automatic Profie Assignments
@) Si=p 7. Monitor Provisoning Process
) 5iep 6. Moniter Profie Assigrents
& [ Erwdis Sty (TLS)
# [0 Section 2. Irtel B AMT Tasks
& [ Aeports
B O Tesks

3 = [ Wtpcifaknbe trepro oAk CoresleDel ks ConeoleGuid=5aaBbiT 2506 47a8 0106 ezt asde 0 e henasdmrs] {es ot fove ses

Resource Synchronization

| W Enable (currently enabled)

Hew protie azsignmenis wil be created svtomatically. for all systerns that are 1n unprovisioned state and have
Fully Qualified Domain Kame (FZON] Found in the Rotificstion Sarver database based on the system LWID.

[ Intal® AMT 1.0 to profila: |l:le-fault_3 1r|
W intebz AMT 2.0+ to profile: Idcl'aultj "I

Synchronize Intel® SCS and Notification Server resources

™ Remove duplicate Intel® AMT resources from Notification Sarver database

¥ Enable Schedula: [Dady |

At 2:10 AM avery 1 days, starting Saturday, Januany 01, 2005

| Last synchronization statistics

Currant Sraties: Inpctive

Last Synchronized: &/27/2007 2:10:11 AM
Total Devices: o

Asszigned resources:
Created resources:

Cleaned resources:

oo oo

[ Run now |

_ Apply | _cancel |

L o v~ T

1000 ENHEANTFENEE N HRERSETI RS ZY), KREN“Unprovisioned” CGRUEE) , BiERGRELA“In

provisioning” (WEEHY) , KEMEZERE RN N “Provisioned” (ETAE) .

[Rio% = 2



7 Altiris Console 6.5 - Windoss Intermet Explorer F i .-.I.ﬂﬂ

w' [ 25 bt sbtisheo, rvpwo o alfakvifCormsole/Dek it sspi?Ceraoledudm 3 88b67-250b-42ad 8186 Fert42a0e 0 Pabeweiisdm ] | #2[| X | [l soorct s
SF I %) Akins Console 6.5 I I i~ 6 - - reace - Gk -

A

21 altiris console ahirinbio bripen ioca! « TRVPEG Administator
Heme View Hanage Tools Reports Configure  Help >

Ay oS LI EBRVYIX |

= m:ﬁmwr

& 3 Alert Standaed Format Gettng Started Intel® AMT Systems

& O] Colechors

B £ Configr

& gmza::nwwsmw [UUID [FADM [Status | Provision De zesion [Profile

B [ Section 1. Provisianing
& ] Basic Provisioning {without TLS)
@l S L Configue DS
. Step 2. Decover Copobilties
B sSten 3 view Intel T AMT Cagatie Computers
4T Swp 4, Creste Profie
5 S0 5 Ganersbs Security KEyS
] Step B Configure Automabc Profie dsagnments
] Step 7. Monibor Prowisioning Process
] Swep B, Monitor Frofile Assigrments
& [ Enabie Sesurity (TLS)
® ] Section 2. Intelf AMT Tasks

# 1 Reporss
H 3 Tegs
Cor . [vanao = 5. [Merevsioning =] [T Recoeds [ =]
Favorites -
T J'_Eirf:f'.“' [defauit = o 1 S | FEem  [s/z7/2006 12100100 AW

= & My Pavorites

B aitis Conscie Home Cordertys [usie =] dirsetion: [facancing =]
Done T T T [ @nemet (w0 =

1000 #4F“Step 8. Monitor Profile Assignments” (A3 8. WinBlE 2B -



/7 Altirts Console 6.5 - Windows Intemet Explorer =50 x|
m = [Z3 kg stiisbeo brvpro JocaliAk s ConsokeDet st sspe CorsoleGuid ¥ aBb67-250b-4Zad-81B6-Fei Hude T TeMewdidm ] #7 || %  [Lrve seurch D

G0 EAE T)arke Conscle 65
1 altiris console

- ED - osh- s - Toss - ™
aitirinbio fripro el & TRVEROUADm infrtrator f

Heme View HManage Tools Reports Configure  Help >

4 | LY
= B Dut of Band Managament
E B Alert Standard Format Gettrg Sterted
i O] Colechors
® 01 Configraton
E B IntelX AMT Getong Started
B [ Section 1. Provisianing
& ] Basic Provisioning {without TLS)
@ Sten 1. Configure B
& Siep 2 Descover Copsbilies
B sten 3. view Intel T AMT Cagabie Comouters
4T Swp 4, Creste Profie
G S0 5. Garersts Security KEyS
@] Step & Configure Automatic Profie dssgnments
] 5%ep 7. Monbor Provisioning Process
R 5ep 5. Monitor Profie Assighnents
# [ Erwnie Seauity (TLS)
M ) Secton 2. Inisl @ AMT Tasks

rol&S LI BES B |
Intel® AMT Systems

il..ll.llll |HIIIJH |5.'ilr|.I||:: | FProwision Dale |Yersion |Frofile

# [ Reports
B [ Teghs
ml [verts = & [erevisioning =] [ Records: [an =]
-
;“'m.““":;mmm rﬂirff.“' [defauit = i [ e FEeT  [e/z7/2006 12100100 AW
B it Conscle Home [ orderbys Juuin =] dirsstions [ascancing =]
Pane T T T T O @intemet R = 2

1000 513 B BB Be & SCeE TS

A AN H“FQDN”. “UUID”fl“Profile Name” (L& ICH4%) S THRIR.



7 Altiris Console 6.5 - Windows Intermet Explorer E =50 x|

m - [‘{;mp:rrm.tm.mwuikwmu.mw-ﬂmr-wzﬁmmwmmwd "r_". s IL-— Seerch .:D_'-
SF S0 %) akins Console 6.5 I I - ED - osh- s - Toss - ™
1 altiris console airinfiou tripen.locn] « TRVROAdministrator ' -1 |
Home View HManage Tools Reports Configure Help =
. I e = P
= B Cut of Band Managament j’ﬁ‘["l‘flﬁﬁ,l?‘-’ i
:t- ? At Siandacd Foresl Galtrng Stried pmﬁla Assignmﬂ“ts
@ ] Colecbors
® 01 Configraton - 3
2 B IntelT AMT Gateng Started [FODN [ULID |Profile Hame

B [ Section 1. Provisianing
& ] Base Prenvesioning (without TLS)
@ Sten 1. Configure B
& Siep 2 Descover Copsbilies
7 50 3 varw Intel T AMT Cagabie Compuibers
4T Swp 4, Creste Profie
gf Gimn 5, Genecabs Sasurly Kaye
@] Step B Configure Automatic Profie dsagnments
] Step 7. Monitor Frovsionng Process
@) Saep 5. Moriter Profle Assigreents
# [ Eranie Sesuity (TLS)
W ) Secton 2. Inisl @ AMT Tasks

& [ Reports
B O Tesks
Favorites - =
= [ My Pavarites ™ gy wuto: | I ey rgon: | I &y Prafile: [eatack_3 =]
B Aitis Conssle Home [ ordertye[ovie 7] direstions [facending =] sy apow
Done N B I 1~ T [Rioo% = g

1000 — Bt SN g, BnfE<All configured Intel AMT computers” (IACEE T Intel AMT A5

H“Collections” (4£6) XL THERTHEL.



.'|||| Wi ]llh itk ru|_||||rl r

'ﬂ' -i'l' 2 alirs Conecle 6.5
21 altiris console

o Alert Standard Format Simrbad —
- E elechions - All Configured Intel® AMT Computers
gi: 21 Broadoom ASE Capable COMOUDETS All computars in this collection are configured Inted® AMT computers.
D | Al confourad Intal A3IT comeniters Last Updated!  F/IL/I00T 11197116 AM
O a0 Intel @ AMT capable computerns L¥ This collection has no members,
L] g Provsnning
& [ Configuration
B B Intel® AMT Gating Started
& [ Rperts
O] Tasks

Dere. I Y [Hiow = -




ARG EE

W A — P E RIS, T AR m e E M. (R Intel 82566DM M4 M-~ (NIC). Intel Active
Management Technology (Intel AMT) TS HAL NIC ey B

FIFFHENE, RS SIS E RS & (SCS). WMRITENIEIMR S &, WEA Intel AMT DIRERT T RATLAE < A1 R 55 32 1]
EEISE

Eq & JirediEdiEit MEBx SEH Intel Activator US4

DHCP 1 DNS WA /7RAEMIZ EFACE RS MRS, DIASIIhEk. R DHCP f1 DNS ANATH, WAZU4G & EFIRCE RG2S (SCS) 1P itk
T ANF| B4 Intel AMT ZURERITHEHLY MEBX .

(e B LA 2

TillE 1D (PID)

A RME—FRIRAF (UUID)

IP Huhik:
ROM FlIfEH (FW) JiiA5

IRl SO e P B Y

OOd £ AMT 7 W GBIIERS) |, iE#E IMSS.
OO0 fE“Advanced” (E) &R T, i&F“Extended System Details” (JEFRZZEIEAEE) -

OO0 #f“Intel ME Information” (Intel ME {55) -

AR TRC EARGCHIRZS“In provisioning” (FFECE ) |, I H AT IR 00 28 17 T0AC BFIR 55 e Ak (Psef S B o IPRSEHF TLS, M SCS nIf#
JOTRMRAE B PRI A, RAEE) TLS ML =Z% 4] (PSK) #HEN:, JHAZRINAS Intel AMT ZURERYTH RN HZ 242 (TLS) &k,

SCS i PID, TETINADE M55 s Bdn e rh & i & %5 5 (PPS), JHH PPS #l PID 42 TLS AT %4 TLS @ T AEN SR . XT&Mm
S, WEELREE AT, WA TLS. WRAERA TLS, W HTTP Digest W T M H4G1E. HTTP Digest AM% TLS AlFE% 4, SCS i

TP AR Intel AMT HHEHL, FFRCE LN L 2EmA -

Py PPS Fil PID (T RATILERINE)
TLS iFH

N

T H AT R

HTTP Digest ik

HTTP Negotiate il

MR ERSH A T ERSS, 58 28E Intel AMT. —BANT OHRCERSS, RVnliefe &8 ital.



BAEARGIRBIRE Y

FEBAER ST, U84 AMT Se— SRR Fr, A REAE B B Ela h RS BRAR A . SZRTIUIOAR 3. 4 505 (NE BRI A, H&w
MANFER HECH Il LMS/SOL S88ife)r) AlF, BfE, ENTEMETFRN“AMT S6 SR Bt 228 7 e ks P it s, €
AR B ATPIRR PCI 35

AMT Z—IRsNiE)7
Intel AMT LAN _EE 4T (SOL)/Local Manageability Service (LMS) 3Ez#2)7 A 7E support.dell.com F1 ResourceCD _L] “Chipset
Drivers” CUH41KEIFEF) FHEl. ZIKSE AR Intel AMT SOL/LMS” . Bt &6 5 il % K shfE 17 o

4 SOL/LMS WEhiEfF s, “PCI Serial Port” (PCI Hi{73iH) 4 HI4E L “Intel Active Management Technology - SOL
(COM3)”4H-

Intel AMT EHRA X FEFIRE D (HECH) IK3IFE 5 7F support.dell.com F1 ResourceCD L “Chipset Drivers” (tHAHIKEIREF) T
HF . ZIKFEFIRA Intel AMT HECI” . XUt 26 e il e 2 R 5h R 5 o

24 HECI IKEIFEF)E, “PCIl Simple Communications Controller” (PCI & Gid 56 & HEBZ N “Intel Management
Engine Interface” (Intel Management Engine #¥H) %H.


http://support.dell.com/

Intel AMT Web GUI

Intel AMT WebGUI Z3T Web WG an 5 H, EA T TERZEREITEYE . WebGUI & AE—M IRy, ki€ 2 EREAETT AN EIE
AT Intel AMT XEMBCE . WMEERTTEYSIET WebGUI INENLZ BIGERIIH T &R, TR EL LT Intel AMT BE R
HIFEH.

AT LUMAENT Web J5%8% (420 Internet Explorer 5 Netscape) /iii Intel AMT WebGUI .
AIRER T HE AR

BRSO
HFix

AR AL
WA 26515 B T A
G i

ﬂ T A webUl FHIE R, 15 H Intel AMT Web 3,

FER 2 OB E L E T AL LR Intel AMT WebGUI, iFHATELUT B8,

OO0 f7TFEA Intel AMT HREH E5EM Intel AMT BEBEFECE T EHL.
OO0 A—&HAATHENL (F05 Intel AMT SHENUL TR — 7R EETENL) 530 Web JIVE#.
000 %+ MEBx HHEER IP Hilk LUK B4 Intel AMT THRER)THENAS O ORIl http://ip_address: 16992 5§
http://192.168. 2. 1: 16992)
o TINFEMT, Wl 16992,

ﬁ e B O 16993 Ml https:// ERER| AR AR T 5 KL EAIZ E 1T EPL_ER Intel AMT WebGUI.

o WHAHHT DHCP, MIXf ME fifisE A M4 (FQDN). % FQDN HEN AT K. CrPFl: http://host_nane: 16992
o http://systenml: 16992)
000 ErEi-EyE S5 B4 Intel AMT ZDRERITFENLE S, TCP 1E#E, JHlid B4 Intel AMT IIRERTHHEANLAY Management Engine 15 1]
Intel AMT # AKX TN Web TUTH

OO0 AP ZREL. BRIAH 4R adm n”, ZE0EE MEBX 1 Intel AMT 1508 [R5 S 1 %65 .

000 &HITENEE, HHRTLZEREY.
T 0T LIE WebGUI PR BGERE ML MEBx %5, 75 WebGUI BEGERRE§] & B s iG-S A Eg. H, 3
i (FRA“IZEFE MEBx 2A57) AU HTX WebGUI s s il 6 M TIm B #AE. T AT ] MEBX HIANH MEBx %A% N5
B EEDARMALITEE MEBX 1Y, LMEMAMALZEEDT A8 MEBx. #AI7E Intel AMT #HE I E MEBx R, %
SERGIE R VR A H 2t AT R AR g e QR SR T i R ARG, XA RS AT IR 25

OO0 i&FE“Exit” GEH) »


http://www.intel.com/technology/vpro/index.htm
http://www.intel.com/technology/vpro/index.htm

AMT HE S

TCIE2 8 & i 5 | RARASF IR, Intel AMT #RETIS RIS IDE B NZE F M mEEREEHEEN 6. Frim e Intel
AMT DHREIIER ML« Intel AMT ZH:EE TCP/IP S2BLHY LAN BT (SOL. SUA/HE#FSE EIR) A IDE ®=iElA (IDER. CD-ROM
HEM) -

T

(89)

LAN A FTHEY

LAN _EHT (SOL) A4 i bk o0 25 e e bl B A 7 (5 Y D RE. SOL T AT T R S HCE BN IRE R, H el o T B A b FR A i 2

fEH Intel AMT EERFEAEHH Intel AMT B % PO R A FRAR H 5 2 [B) 5 3 SOL £ ifly , & ki T8 Z 85T Intel AMT 7E LAN &
B EEEN, HATEAE GG, FRE, BIEAIA T LE LAN S8 GERSIE SR O) Bk BT,

&

IDE /& MM

IDE EE[A (IDER) FITEFRHEM 4R _ LA IDE CD IKBh4E . ERHA L LS-120 W54 . IDER WG H I — A IR Z#E SR
W4 L2 % . FEa7 IDER &5, B RSl il G EEEERE H 51— IDE IR E TR A . SO THERE S| S e i AL
+4>H M. IDER A3 DVD #=.

Ban, i/ IDER K5 SEERZCHIRIIE P in. B8, ARG SEBNEHEH G WEKshas. A5, LEHEHEH)E IDER TCP &
I, K AR S SENSEGHATIEE . TR I RIS E S | SRS T, Intel AMT HBE %45 M % i L IDE %45, HIT
A RETR EHG5 BIOS ERECAMERL IDE #4583 751 S, BRI REFRE R {#EH SOL il IDER-



Intel Management and Security Status WV HEF

Intel Management and Security Status (IMSS) W HRF A 275 &/ Intel Active Management Technology (Intel AMT) #1 Intel
Standard Manageability R&HHE(EE .

IMSS EbriERiZ -4 PR GAEIZTT Intel AMT Fl Intel Standard Manageability . % Ebrf TE A X s BAER T, &% Windows* J53)
I, #ha BoniZdE i E bR

K Intel AMT (4.x+ 5.x~ 6.X) AL TN Intel Management and Security Status T . HAAHBHEERT Intel
AMT 6.x —fRI Intel Management and Security Status ¥ 25 .

¥ &S Windows B, Intel Management and Security Status W FAIfES H B H5h. WAGEFE EEA T Intel AMT 2
Intel Standard Manageability, A &TEEH XA ZE R WRTFIEZ (BEIIFEZER) Intel Management and Security
Status W, MBI AWy, RIEAREHHEMEAR, W@ Az -,

ﬂ ¥£: Intel Management and Security Status 2R FEEHAEEIME R . RESIZ AR B ERIHEGE.
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