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Preferred DNS Address(4% DNS +4)& A 8st1 <Enter> 7] & F5 4t}
2 4ol Preferred DNS Address(4% DNS F4)& 9 83%}il <Enter> 715 F5UT}.

Intel(R) Hanagement Engine BIOS Extenszion v»7.H.H.HBB43-Intel(R) HE v7.8.8.1892
Copyright(C) £ZBH3-H9 Intel Corporatiom. All Rights Reserved.

[ 1

DHCP HMode

IPV4 Address

Subnet Mask Address

Default Gateway Address

Alternate DNS Address

Previous Menu

Preferred DNMS address

[ESCI1=Exit [ENTER1=5Submit




6. Alternate DNS Address(t# DNS F+4)

Alternate DNS Address(J# DNS F+4)& X483l <Enter> 7|5 F5 4t
F2> Aol Alternate DNS Address(th 4 DNS £4)E 9831 <Enter> 7|5 F5 4t}
Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1

DHCP Hode

IPU4 Address

Subnet Mask Address

Default Gateway Address

Preferred DN3 Address

Alternate DNS Address

Previous Menu

Alternate DNS Address

H.A.H.8

[ESCI1=Exnit [ENTERI=Submit

7. Previous Menu(°] 4 ™37)

Wired LAN IPv4 Configuration(+%1 LAN IPv4 /)4 Previous Menu(¢ld #7) & A8t <Enter> 7| & F5 4t}
TCP/IP Settings(TCP/IP 2 74) vlw7} vebgyth.

Wired LAN IPv6 Configuration(-4 LAN IPv6 T4)

TCP/IP Settings(TCP/IP 274)°l|4 Wired LAN IPv6 Configuration(-% LAN IPv6 T4)<& A ®3}l1 <Enter> 715 F5 Ut}
Wired LAN IPv6 Configuration(F+4 LAN IPv6 T-74) o] %] 7} YERgU T},

Intel ME IPV6 415 &0l T2E 9 AAd T/5A &H5UTH IPv6 40l gt 54 DNS 55& AH4-sleld W4 FQDN=S +/J &

oF ghth,
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[ 1

IPUE Feature Selection

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

ﬂ T Intel ME Y E9 A A8 b5 F IPv6 H o] AS AddUTh U EYA dH o] A= th5 IPv6 T45 AHEet] 748

F 9%

OO0 ¥=a 24 A% 74 F4 10
OOd #s 74 A9 4 370
OO0 DHCPv6 T4 F4 170
ooo g4 4 1Pve 4 174

1. IPv6 Feature Selection(1Pv6 7] A1)

Wired LAN IPv6 Configuration(+% LAN IPv6 7-41) |4 IPv6 Feature Selection(I1Pv6 715 A 8)& A €&l <Enter> 715 +&

Y,

DISABLED(AH& <F 3 : 'Disabled(AF& ¢F 3H)'S A &3l <Enter> 715 ‘F5UYth. IPv6 Feature Selection(IPv6 715 A &)o] A& 5

) e,
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[ 1

IPUE Feature 3Selection

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[ 1 Enabled

ENABLED(AH&): 'Enabled(AH&)'E A ® sty <Enter> 7|5 F5 4T},
IPv6 Feature Selection(IPv6 7|5 A E)o] AbE-¥ 1 By B2 A o] & g-H .

Intel(R) HManagement Engine BIOS Extension »7.8.8.8843-Intel(R) HE +»7.8.8. 1832
Copuright(C) £2883-89 Intel Corporation. All Rights Reserved.

[ 1
IPUVE Interface ID Type

IPVE Address

IPVUG Default Router

Preferred DNS IPUG Address
Alternate DNS IPUGE Address
Previous Menu

[ESC1=Exit [t4+1=Select [ENTER]1=-Access

[#] Enabled

2. IPv6 Interface ID Type(1Pv6 QIEH o]~ ID %)

Wired LAN IPv6 Configuration(-+%1 LAN IPv6 T74J) 14 IPv6 Interface ID Type(IPv6 QIE o]~ ID F3)
715 FE4tt.

s T3 % IPV6 T4 = A RA 528 IPve BH9-El el ol 2 IPve A FARelaL W

IDYYTHZ 2 64H] E).

-




&4 |
Random IPV6 Interface ID(IPv6 QlEIH 0]~ ID)7} RFC 3041°] AW t2 94 HE 5 AE3lo] 2507 A4
ID(YS 1ID) |BYTh 71E sAd Y
Intel ID IPV6 Interface ID(IPv6 Q1EIF|o] 2~ ID)7F MAC 45 ARE-3to] Abz oz AU
Manual ID(5 |IPv6 Interface ID(IPv6 QUEH o)A ID)7F 522 FARE Y. o] F3& Agstd Manual Interface
% ID) ID(F % AEHol A~ ID)7F a3 hoZ A4 Fofof ),

Intel(R) Management Engine BIOS Extension v7.8.8.8843-Intel(R) HE »7.8.8. 1892
Copuright (C) 2B883-89 Intel Corporation. All Rights Reserved.
[ 1
IPUE Feature Selection
IPUE Address
IPUE Default Router
Preferred DNS IPVUE Address
Alternate DNS IPVUE Address
Previous Menu

[ESC1=Exit [t41=Select [ENTER]1=-Access

[«] Random ID

[ 1 Intel ID
[ 1 Hanual ID

Manual ID(5% ID)E Agsted

OOdd "Manual ID(57% ID)"E A&t

000 <Enter> 7|5 *F4Yth. IPV6 Interface ID(IPv6 *1E| #H| o] 1D) 2] Al &4 °] IPV6 Interface ID Type(IPv6 S1E#H o] ID +3)
ol ol EAH Y}

OO0 'IPV6 Interface ID(IPv6 21 E|F o]~ ID)'E A€l g},

000 <Enter> 7] & T8 Ut}

OOdd ¥ste 5 IDE 483
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[ 1

IPUGE Feature 3election

IPUE Interface ID Type

IPUE Interface ID

IPUE Address

IPUE Default Router

Preferred IINS IPUG Address

Alternate DNS IPUG Address

Previous Menu

Interface II

LESC1=Exit LENTER]1=Submit

3. IPv6 Address(IPv6 T4
Wired LAN IPv6 Configuration(-+% LAN IPv6 */4)°l|A IPv6 Address(IPv6 F4)E

=

IPv6 Address(IPv6 T4) 5 23l <Enter> 715 *F

AYsl 1 <Enter> 715 F5 4t}

Intel(R) HManagement Engine BIOS Extension v7.8.8.8843-Intel(R) HE »7.8.8. 1832
Copuright(C) £2883-89 Intel Corporation. All Rights Reserved.

[ 1

IPVUGE Feature Selection

IPUGE Interface ID Type

IPVUE Default Router

Preferred DNS IPVUE Address

Alternate DNS IPVE Address

Previous Menu

IPVE address (e.g. £881:db8::1428:57ab or any other valid IPVU6 address)

[ESCI1=Exit [ENTER1=Submit

4. IPv6 Default Router(1Pv6 71 & &}$-E)

Wired LAN IPv6 Configuration(+4 LAN IPv6 T4)°lA 1Pv6 Default Router(IPv6 71 2}-$-E)E A3l 1 <Enter> 7| &




ot
IPv6 Default Router(1Pv6 7] 2+5-E))E 9] ¥ 3}3l <Enter> 7] & F5UYT}.
Intel(R) Management Engine BIOS Extension v7.H.8.8843-/Intel(R) HE »7.8.8. 1892
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[ ]
IPUG Feature Selection
IPUE Interface ID Type

IPUE Address

IPUG DNefault Router

Preferred DNS IPUG Address
Alternate DNS IPUG Address
Previous Menu

IPUE address (e.g. Z2BH1:db8::1428:57ab or any other valid IPUG address)

[ESCI1=Exit [ENTERI=Submit

5. Preferred DNS IPv6 Address(43% DNS IPv6 T4

Wired LAN IPv6 Configuration(+41 LAN IPv6 %)l 4 Preferred DNS IPv6 Address(s1 & DNS IPv6 4)

<Enter> 7| & ‘FEYth.
Preferred DNS IPv6 Address(% 5 DNS IPv6 F4) 5 $1 9311 <Enter> 7| & “F& 4t
Intel(R) Management Engine BIOS Extension v7.H.8.8843-/Intel(R) HE »7.8.8. 1892

Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1
IPUE Feature Selection

IPUGE Interface ID Type

IPUE Address

IPUE Default Router

Preferred DNS IPUG Address

Alternate DNS IPUG Address
Previous Menu

IPUE address (e.g. Z28B1:dbB8::1428:57ab or any other valid IPUG address)

[ESCI1=Exit [ENTER1=Submit

6. Alternate DNS IPv6 Address(tldl DNS IPv6 F4
Wired LAN IPv6 Configuration(+41 LAN IPv6 7-/d)°ll4] Alternate DNS IPv6 Address(tl#] DNS IPv6 F4) % -




<Enter> 7] & F&4t}.
Alternate DNS IPv6 Address(t1#] DNS IPv6 F4)= 831 <Enter> 7]= FE Yt

Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
[ 1
IPUG Feature Selection
IPUG Interface ID Type
IPUG Address
IPUG Default Router
Preferred DHS IPUG Address

Alternate DNS IPUG Address

Previous Menu

IPUE address (e.g. ZBA1:db8::1428:57ab or any other walid IPUG addressz)

[ESCI1=Exit [ENTER1=Submit

7. Previous Menu(°] & )

Wired LAN IPv6 Configuration(+-4 LAN IPv6 T4d)°lA Previous Menu(°l & Hlw)E A ¥3l1 <Enter> 7] & FF Ut
TCP/IP Settings(TCP/IP “27) w77} vebdth,

Wireless LAN IPv6 Configuration(+4 LAN IPv6 74)

TCP/IP Settings(TCP/IP 417) 4 Wireless LAN IPv6 Configuration(¥4 LAN IPv6 74)<S A ¥ <Enter> 715 FE YT}
t}.

Wireless LAN IPv6 Configuration(541 LAN IPv6 +4J) 3 o] A 7} L EFEY
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[ ]

IPUGE Feature Selection

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

1. IPv6 Feature Selection(I1Pv6 7|5 A1 8)

Wireless LAN IPv6 Configuration(¥4 LAN IPv6 4)°llA IPv6 Feature Selection(IPv6 7|5 A &)& A& 351 <Enter> 715 7

St

Intel(R) Hanagement Engine BIOS Extenszion v»7.H.H.HBH43-Intel(R) HE v7.8.8.1892

Copyright(C) £ZBH3-H9 Intel Corporatiomn. All Rights Reserved.
[ ]

IPVUE Feature 3Selection

IPUG Interface ID Type
Previous Henn

[ESCI1=Exit [T+1=5elect [ENTER1=Access

[#]1 Enabled

2. IPv6 Interface ID Type(IPv6 2 EjF o]~ ID £3)

Wired LAN IPv6 Configuration(+41 LAN IPv6 T-/3) A 1Pv6 Interface ID Type(1Pv6 Q& #H o2~ ID 21 <Enter>




718 FEYt.
s T4 IPv6 FA4olE th T Fio] 2 U

e IPV6 HFAHIPVE ZH-ElolA A H)

o QEHoO| A ID(Z7 641 E)

A i

Random IPV6 Interface ID(IPv6 ¢EIH o]~ ID)7} RFC 3041 A ¥ 2 949 NI 5 A&l A5 07 A4
ID(¥S ID) (Yt 712 S Y
Intel ID IPv6 Interface ID(IPv6 Q1B #H o] 2~ ID)7} MAC T4 & AHE-3te] Absox2 A/ d gt}
Manual ID(<* |IPv6 Interface ID(IPv6 QIE|H o]~ ID)7} 522 T8 YLt ©] £88 49 3shd Manual Interface
% ID) ID(F& AEFo] 2~ ID)7F FaTE ghox A Eofof gt

Intel(R) Management Engine BIOS Extension v7.H.H.BB43-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ ]

IPUGE Feature 3Selection

IPUGE Interface ID Type

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

[=]1 Randomn ID

[ 1 Intel ID
[ 1 Manual ID

Manual ID(5% ID)E A= sleH:

000 Manual ID(55 ID) & A3t

OO0 <Enter= 7] & F&5 YUk IPV6 Interface ID(IPv6 QlEIH 0]~ ID) 2] A} #419] IPV6 Interface ID Type(IPv6 S1E] o]~ ID #3)
ol ol A H YT}

OO0 IPV6 Interface ID(IPv6 ¢lEH o]~ ID)E Ag sy},

000 <Enter> 715 F5 4T},

000 93t % IDE Y8 &y
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[ 1

IPUG Feature 3Selection
IPUE Interface ID Type
IPUE Interface ID
Previous Menu

Interface II

LESC1=Exit LENTER1=Submit

3. Previous Menu(°] 4 m57)

Wireless LAN IPv6 Configuration(¥4l LAN IPv6 14) 2l Previous Menu(®1 X W) & A 8381 <Enter> 7] & FE Ut}
TCP/IP Settings(TCP/IP 2 7%) w77t vebd ol

Previous Menu(°] & )

TCP/IP Settings(TCP/IP A7) W¥o A Previous Menu(°l A HW) = A 838l 1 <Enter> 712 FE Y.
Intel ME Network Setup(Intel ME Y E S = A7) vw7} velgy ).

Previous Menu(©°] % ™)

Intel ME Network Setup(Intel ME WE$ 3 A7)l Previous Menu(¢ld 7)) & A8l <Enter> 7|5 FH Ut}
AMT Configuration(AMT 7)) |77} Yelgy o}

Activate Network Access(HIE T A A2~ &3]

Intel AMT Configuration(intel AMT %)) #lo] %] oA Activate Network Access(UE T A~ A3 E A Es 1 <Enter> 71

TRy ]
ggstste ¥ Y g FEA FHAhsEE NS YT
YES D QS B setd &
oWl MEZFUIEY A A2 5=

T Aol 78 A5 Intel MEZE ZEH[AY ¥ G2 AU M E A AAAE DsehA] &
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[ 1
SOL~-IDER-EKUH [

Uzer Consent >

Pasz=zword Policy

Hetwork Setup [
Activate Hetwork Access
Unconfigure Network Access

Remote Setup And Configuration W
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[CAUTION]
Activates the current network =zettings
and opens the Intel(R) HE network interface
Continue: (¥-H)

Eq = 712 A4 gA0 priz A ¢ @A skshd A9 g Aol pp2 WA gy

Unconfigure Network Access(UE® A AA A~ 4 &) #)

Intel ME Platform Configuration(Intel ME &3 7-4) #3714 Unconfigure Network Access(UEHZ AA2A 74 A
31l <Enter> 71E FE U}

ﬂ F:olgdA st Intel MEZ} &0 A3 Ao AEE AdkgUT).

TAE At E vE A9,

= A

2]
2l
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[ 1

Manageability Feature Selection

SOL-IDER-EKEUH

Uzer Consent

Pa=z=zword Policy

Hetwork Setup

Unconfigure Network Access

Remote Setup And Configuration

Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[CAUTION]
Rezets network =ettings including network ACL=
to factory defaunlts.

Continue: (¥-H)

Full Unprovisioning(d A ZZ8]d 7)) & A8t <Enter> 715 FF UL

Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reszerved.
[ 1

Manageability Feature Selection
SOL-IDER-EUH

Uzer Consent

Pa=z=zword Policy

Hetwork Setup

Remote Setup And Configuration
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

ull Unprovision

Partial Unprovi=sion

IPv6 Interface ID(IPv6 21E{H| o]~ ID)7} RFC 3041° A% o=
Full Unprovision(A | &3t A5 o2 AU 712 24t
A T2 A Full Unprovision(Z A Z 28] | A) & Aejstd AMT ZZH] M-S A3
PID/PPS X Tt w9 A U5 JHE AAT L)

Partial IPv6 Interface ID(IPv6 QIE o] 2~ ID)7F MAC 45 AFEEt] A5 2 AAdHY
Unprovision(F%4 |th. Partial Unprovision(F224 ZZH|H A S A&shd AMT Z 28] 1S A8}




|z A | 128 PiD/PPD AR 9 19 A AT ARE BT A g \|

ZEH A A A FAY

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
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[ 1
Manageability Feature Selection
SO0L-IDER~-KUH
User Consent
Password Policy
Hetwork Setup
Renote Setup And Configuration
Previous Menu

[ESCI1=Exit [t+1=5elect [ENTER]1=Access

Full Unprovision
Partial Unprovision

Un-Configuration in progress..

Remote Setup and Configuration(2 A3 4 +4))

Intel AMT Configuration(Intel AMT %)) °ll4 Remote Setup and Configuration(€2 22 W 74)& A &3t <Enter> 7|5
4tk
Intel Automated Setup and Configuration(Intel A+ A% % -41) o] x| 7} YEb U T},
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[ 1
Provisioning Record
RCFG >
Provisioning 3Server IPU4-I1PUG
Provisioning Server FODHN
TLS PSK >
TLS PKI [
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

Current Provisioning Mode (@Al 2ZZZH[ A EX)

Automated Setup and Configuration(AH& 2] 4 F4) Al Current Provisioning Mode(#A] Z 28] #d HE)E A ¢
<Enter> 71 & F5 Ut
Current Provisioning Mode (A Z2r]AYd 25) — A4 T2H|AY TLS Z5 =, None(3l<), PKI & PSKE ZAI UL}

Intel(R) Management Engine BIOS Extension v7.8.8.8843-Intel(R) HE »7.8.8. 1892
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[ 1
Current Provisioning Mode
Provisioning Record
RCFG >
Provisioning Server IPU4-/IPVUG
Provisioning Server FODM
TLS PSE >
TLS PEI >
Previous Henu

[ESC1=Exit [t41=Select [ENTER]1=-Access

Provisioning Mode: PEKI

Provisioning Record(Z 24| A4 7]




Automated Setup and Configuration(#-% 2 3 F4)elA Provisioning Record(ZZ1] A 7| Z) & A€slil <Enter> 715 +5
Yt}

Provisioning Record(Z 21 A4 7]&) — A|A® 2] T2u]A pSK/PKI 7] & HolE| S ZA gt} doE S dHeA] &2 39 Intel
MEBx = "Provision Record not present(ZZH| 4 7] Zo] QiU elE= wA XS A8

Intel(R) HManagement Engine BIOS Extension »7.8.8.8843-Intel(R) HE »7.8.8. 1832
Copuright(C) £2883-89 Intel Corporation. All Rights Reserved.
[ 1

Current Provisioning Mode
Provisioning Record

RCFG S
Provisioning Server IPU4-IPVUG
Provisioning Server FOIDN

TLS PSE 3

TLS PEI S
Previous Menu

[ESCI1=Exit [t4+1=Select [ENTER1=Access

Provision Record is not present

dlol Bl 5 312 ¢ 4 Provisioning Record (22 H #'d 7] %)= th3 3 o] A gyt
L X 29
H

TLS
provisioning
mode(TLS ZZH]

Ad 2E)

A" dA 4 5 Z, None(fl<), PKI & PSKE EA YT,

Provisioning A=) m SLAd o = 0
IP(ZZHAY 1P) A g T4 A P FAaY YT

Date of
Provision(Z24] |MM/DD/YYYY, HH:MM &2 0 2 S 2u) Ay &xel A 7HS BA g},
A gty

47 Aol 3= 7] Aol "PKI DNS Suffix(PKI DNS A =]AH)"7} Intel MEBx©ll 7 S A=A o7&

LebH YT gho] 0?1 -9 o]i= DNS A uIARF 73 ¥ 4] kil o] 7F DHCP &4 15¢] o] &% o]
T4 AH &) SetolAE QIS A FQDN o] A rAkE Bl wd 219 & Yebdu . gol 191 A4

DNS DNS uAZE T4 E o] 1AL Flol7k 74 A e Eko]AE 154l Qli= DNS gHAlel A3

U eI U TE Host Initiated(EAE 271318) — S AEM AX 9 A ZR2AAE 273 of 3

5 YEFIYTE '"No(etH L)'= SAEA A W A Z2AAE 27]88H] FotsS ey YT

Yes(ol)'©= TAENA AA W 74 ZEAAE 2713355 YEFA Y THPKI ).

Hash Data(3l ]

dloTE) 407N =AFe] R15A s Al HoTH & A FH HH(PKI R,

Hash

AlgorithmEllAl - |34 § 8-S Ad k. dA SHALRE A gy}, (PKIYH.

A8 H)

IsDefault 34 Srae|go] AEE 7] obue el A9 Yes(ol)E EAFUCH dA ae o] AHgH 7] o
TEFo] obd A9 'No(etH ) & EAIF Y TH(PKITH).

FQODN AsA el A =21 A9 A1 9] FQDNS Y THPKI .

Serieal

Number(#d ¥ [T 718 Ad W55 vetd= 3284 A2 Yt




<)

Time Validity
Pass(AF frad | ASA7F AR 84 HAAEE B3R EA o5 YERd YT
A4} 5

i

RCFG

Intel Automated Remote Setup and Configuration(Intel A5 9474 A4 9 F4) Hl57oll4 RCFGE A9 3}il <Enter> 715 54T,
Intel Remote Configuration(Intel ¢2 +4)) o] 7} vebd ),

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.8.8. 1892
Copuright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.
[ 1
Btart Confiquration

Previous Menu

[ESC1=Exit [t+1=5elect [ENTER]1=Access

Start Configuration(74 A%

Intel Remote Configuration(Intel €2 +4)) li79lA Start Configuration(+% A Z) & X831 <Enter> 7|5 FE Ut}
Remote Configuration(7 7/d)¢] @A 3}=#] 94> A5 944 A4S FdeA X& & AFY
A7 A4S A st(AHE) e E YE A8



Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.B.8.1892
Copyright(C) £28B3-H9 Intel Corporationmn. All Rights Reserved.
[ 1
Start Configuration
Previous Menu

[ESCI1=Exit [T4+1=5elect [ENTER1=Access

[CAUTION]
This will activate Remote Configuration.
Continue: (YsN)

Previous Menu(°l & ")

Intel Remote Configuration(Intel €2 +4) #elA Previous Menu(°l# W) & A3t <Enter> 7|5 &Yt}
Intel Automated Setup and Configuration(Intel A+ A% 2 -41) o] %] 7} YEb YT},

Provisioning Server IPv4/IPv6(Z 214 A H IPv4/I1PVv6)

Intel Automated Setup and Configuration(Intel A& 2% 9 5-4) " F<l4 Provisioning Server IPv4/IPv6(Z 28] A A1
IPV4/IPV6) S A3l <Enter> 715 FHU .
1. Z2HAY MH F25 99t <Enter> 715 TEYY
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[ 1
Current Provizioning Mode
Provisioning Record
RCFG >
Provisioning Server FODHN
TLS PSE [
TLS PKI [
Previous Menu

Provizioning server address

[ESC1=Exit [ENTER1=Submit
2. ZEAAY AW LE W33 91l <Enter> 7] S TEYU
Intel AMT Z 214 AH e LE M E = 0~655359 Yt 7|2 LE W5 99713 Yth.
Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.B8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reszerved.
[ 1
Current Provizioning Mode
Provisioning Record
RCFG [
Provisioning Server FODHN
TLS PSE [
TLS PKI >
Previous Menu

Port number (B-65535)

[ESCI1=Exit [ENTER1=Submit

Provisioning Server FQDN(ZZH| A4 AH FQDN)

Intel Automated Remote Setup and Configuration(Intel 25 €
H FQDN) S A1 ®3}1 <Enter> 7] 5 F5 Y
ZEulAY A9 FQDNS ¢l 83tal <Enter> 712 FE1Ut}.

| 2 543) HlFrell A Provisioning Server FQDN(ZZH] A A
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[ 1
Current Proviszioning Mode
Provisioning Record
RCFG [
Provizioning 3erver IPU4-I1PUG
TLS PSE [
TLS PKI >
Previous Menu

Enter FODN of provisioning server

[ESCI1=Exit [ENTER1=Submit

AZA e AFe ZZu)AY ¥ FQDNYYTH(PKIEH). =3, AMTelA PSKSl PKIE- 2.2 Hello IS %3k AH <] FQDNYI Y T

=

TLS PSK

Intel Automated Setup and Configuration(Intel A5 A 9 F4) w5ol4 TLS PSKE A ®3}1l <Enter> 713
Intel TLS PSK Configuration(Intel TLS PSK 7-41) #|°] A7} vreb gy T,

o] 5s] virel = TLS PSK T4 A gl thst Aol £gslo] gzvint.

Intel(R) Management Engine BIOS Extension v7.8.8.8843-Intel(R) HE »7.8.8. 1892
Copuright (C) Z2BB3-89 Intel Corporatiom. All Rights Reserved.

[ 1

Set PID and PP3 =

Delete PID and PP3 ==

Previous Henu

[ESC1=Exit [t4]1=Select [ENTER]1=Access

=% — may cause Intel(R) AMT partial unprovision




Set PID and PPS(PID ¥ PPS A %)

TLS PSK Configuration(TLS PSK 773) "l+7elAl Set PID and PPS(PID 4 PPS 7)) & A 933l <Enter> 715 “F5 4T},
PIDE ¢1938}1 <Enter> 715 F&5Uth
PPSE 9831 <Enter> 715 FEUY .

Intel(R) Management Engine BIOS Extension v?.H.H.8843-/Intel(R) HE »7.8.8. 1892
Copuright (C) ZBB3-HB9 Intel Corporation. All Rights Reserved.
[ 1
Get PID and PPS ==
Delete PID and PPS ==
Previous Menu

Enter PID (e.g. ABCD-1234)

[ESCI1=Exnit [ENTERI=Submit

PID/PPSE A5kl 412 1 pAo] "1 F7l A% F3a wzulzl A4k g PIDS PPSE tA] 34 0% lejslel gyt
(°l: PID: 1234-ABCD, PPS: 1234- ABCD 1234-ABCD-1234-ABCD-1234-ABCD).

ﬁ =: PPS ko] '0000-0000-0000-0000-0000-0000-0000-0000'¢] % A2 14 e S HA3IA &5l o] 3he AFg3hd A X
‘;1 g AbEE AR E A eken o 7 4T,

geo] FREW 25 vAA 7} LAY



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v?.1.8.7881
Copyright(C) ZB83-H9 Intel Corporation

. HAll Rights Reszerwved.
[ 1
et PID and PPS ==
Delete PID and PPS ==
Previous Menu

L ]

Invalid PID Entered - Try Again

[ESCI1=Exit [ENTER1=Submit

Delete PID and PPS(PID % PPS 2}#)

SK 4)) wli7ol A Delete PID and PPS(PID % PPS 2H4) & A ¢ <Enter> 7| & F&5 Ut}
% ﬁHPm“1W84*HPhﬁ}Pmﬂ1wsﬂovwﬂﬁ43ﬂ L2 749, Intel MEBx+ 25 HAA]

A

=]
it

A8 S AAstEW YE Agsty, 78X 2 A9 NS A8 g}
Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.
[

1

Set PID and PPS ==
Delete PID and PPS ==
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=Access

CAUTION
Thi=s will delete the PID and PPS entries.
Continue: (Y-sN)

=% — may cause Intel(R) AMT partial unprovision

Previous Menu(°] & )




Intel TLS PSK Configuration(Intel TLS PSK 4) "7 °llA] Previous Menu(°l& H+) & 4838l <Enter> 7] & F5 Ut}
Intel Automated Setup and Configuration(Intel A5 A %] 2l 4) #|o] %] 7} YebgU T},

TLS PKI

Intel Automated Setup and Configuration(Intel A& A %] 9 F4) ¥4 TLS PKIE A ¥3la <Enter> 7|5 F&5 YU}
Intel Remote Configuration(Intel ¢2 *4)) o] 7} vebd ),

Remote Configuration(¥2 +4)

Intel Remote Configuration(intel ¢2 +4) vl¥°l4 Remote Configu atlon( 17 1A) S el <Enter> 7|15 FE YU
AA FAE AHG/AHEEA] o A 9 74 ATt s Sl A A Zru)E S A7) ”“gbL‘%E}

LA

1= R W

Disabled(AH | €7 FAlo] AH4-5 %] &Yt} 'Remote Configuration(€2 7-4)" 4 'Previous Menu(®] & =)' &=
2k 3hH W A YT AFEEEA] ko o] A4S ekl <Enter> 7|5 ‘FUth

ux
ol

O

Enabled(/\]' AA FA o) AFEE T F7F ey A E YT AR o] AL ety 7] S5,

) -

Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £ZBB3-H9 Intel Corporatiomn. All Rights Reserved.
[ 1
PEI DNS Suffix
Manage Hashes
Previous Menu

[ESCI1=Exit [T41=5elect [ENTER1=Access

=% — may cause Intel(R) AHMT partial wunprovision

PKI DNS Suffix(PKI NDS "4

Intel Remote Configuration(intel €2 7-4) #3714 PKI DNS Suffix(PK1 NDS H V| H) = A &3}l 1 <Enter> 7] F5 Yo
PKI DNS Suffix(PKI NDS Hu2H)E 9931 <Enter> 715 Fv YT 7] 3k EPS°1]/\1 2 #Elg Y.



Intel(R) Hanagement Engine BIOS Extenszion v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiomn. All Rights Reszerved.

[ 1

Remote Configuration ==

Manage Hashes

Previous Menu

Enter PKI DNS Suffix

[ESCI1=Exit [ENTER1=Submit

Manage Hashes (34| #2])

Intel Remote Configuration(Intel €2 +4) w4 Manage Hashes(3lA #2)E A8 31 <Enter> 7] & FE YT}

Intel(R) Hanagement Engine BIOS Extenszion v»7.H.H.HBH43-Intel(R) HE +7.8.8.1892
Copyright(C) £ZBH3-H9 Intel Corporatiom. All Rights Reszerved.

[ 1

Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

Ha=sh Hame Active Default Algorithm Type
erisign Class 3 Primary CA-G1 [=] [=] 3HA1
UeriSign Class 3 Primary CA-G3 [=] L[] 3HA1
Go Daddy Clas=s £ CAH [=] [=] 3HA1
Comodo AAA CA [=] [=] 3HA1
Starfield Clas=s Z CH [=] [=] 3HA1
UeriSign Class 3 Primary CA-GZ2 [=] L[] 3HA1
UeriSign Class 3 Primary CA-G1.5 [=] [=] 3HA1
UeriSign Class 3 Primary CA-G5 [=] L[] 3HA1

[ESCI1=Exit [INS 1=Add [DEL1=Del [+1=Active [ENTER]1=Vieuw

o] FAE& Mgt A" SAI7F UEE 1 Hash Name(31A] o1 5) 2 24 e 2 712 Ael7F SAE YT Al 2 siA] 7} o4 gl A
tel MEBx+ Uhs 3tdS E A g,




Intel(R) Management Engine BIOS Extension +7.8.8.8HBZ6-Intel(R) ME «7.8.8. 18Z8
Copuright (C) Z883-89 Intel Corporation. All Rights Reserwved.

[ 1

Remote Configuration ==

PEI DHS Suffix

Manage Hashes

Previous Menu

[ESCI1=Exit [T4I1=Select [ENTER]1=Access

were no hashes detected in the system.

Do you want to add a hash? (¥Y-N)

=% — may cause Intel(R) AMT partial unprovision

Yes(ol)' S Aelahd AFg-x} A A S| A] F7F Z2 A A7 A2 U T Manage Certificate Hash(Q 54 siA] #2]) 3l o] AJ Ao Q&= 3§
Al B E 93 7R E AEEO] AFH YL S-S Manage Certificate Hash($15 A siA] &) vl fa38 7

SRS

Insert

+

<Enter>
Adding Customized Hash(AH&A A4 sl 4] 3=71)

Manage Certificate Hash(Q154] 1Al #2]) shdelA Insert 715 T2 o shdo] TAH UL

Intel(R) Hanagement Engine BIOS Extension v7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

Enter Hash Name

[ESC1=Exit R1=Subnit

AgA A QFA HAE FksHE R Al ol B-S Qe k(A 3270 £4). <Enter> 718 F 2 PKI L2 Aol A




Intel(R) Management Engine BIOS Extension v7.H.H.BB843-Intel(R) HE »7.1.8. 7881
Copyright (C) ZBH3-HB9 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DNH3 Suffix

Manage Hashes

Previous Menu

SHA1?C(Y/N)

[ESC1=Exit [ENTER1=Submit
15 8 Sanel e et 2gv

OO0 sHAL
000 sHA2-256
000 sHA2-384

SHALS A9 shA & 3¢ v
dEsta 2gA e
Intel(R) HManagement Engine BIOS Extension »7.8.8.8843-Intel(R) HE »7.1.8.7881
Copuright(C) £2B883-89 Intel Corporation. All Rights Reserved.
[ 1
Remote Configuration ==
PEI DNH3 Suffix
Manage Hashes
Previous Menu

SHAZ567 (Y-N)

[ESCI1=Exit [ENTER1=Submit




SHA256& A B84 o5 7% th stiel A ¥ & §¥3ho] SHA2-3845 A= gyt

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.1.8. 7881
Copyright (C) ZBB3-HA9 Intel Corporation. All Rights Reserved.

[ 1

Remnote Configuration ==

PEI DH3 Suffix

Manage Hashes

Previous Menu

SHA3847?(Y-/H)

[ESCI1=Exnit [ENTER1=Submit

WA A7 EA U

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.1.8. 7881
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DH3 Suffix

Manage Hashes

Previous Menu

L ]

Please Choose a supported Hash Algorithm

[ENTER1=Submit




Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HBH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BB3-H9 Intel Corporatiom. All Rights Reszerved.

[ 1
Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

Enter Certificate (e.g. ABCD-1Z234-ABCD-1Z234-ABCD-1Z34-ABCD-1234-ABCD-1234)

[ESCI1=Exit [ENTERI=Submit

CEDENES

Intel(R) Management Engine BIOS Extension v7.H.H.B843-/Intel(R) HE »7.8.8. 1892
Copyright (C) ZBHB3-H9 Intel Corporation. All Rights Reserved.

[ 1
Remote Configuration ==

PEI DNH3 Suffix

Manage Hashes

Previous Menu

Set this hash certificate as active? (Y-N)

[ESC1=Exit [ENTER1=Submit
LGRS Gkl whek g A3 S A 0] B AE 7} et ol 4

e Yes(el) - A7 A B A7 BA AR BAF Y
e No(ohe)(7125t) — AbeAt A 45 a7k EPS ol 78 A uk 84 Abej oyt

Deleting a Hash (&l *] 2H#))




Manage Certificate Hash(*154] A &2]) stHelA Delete 7| & F2H th& gfHo
By = 1eaez 249 A5A s AT 5 sy

Intel(R) Hanagement Engine BIOS Extenszion v»7.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £ZBH3-H9 Intel Corporatiomn. All Rights Reserved.

[ 1

Remote Configuration ==

PEI DNS Suffix

Manage Hashes

Previous Menu

Hash Hame Active Default Algorithm Type
GTE CyberTrust Global Root [=] L[] 3HA1

Baltimore CyberTru=st Root [=] [=] 3HA1

Cyb
Ver
Ent Delete this certificate hash? (¥-NH)
Ent
Ver
PAE Lab Certificate [=] L1 3HA1

[ESC1=Exit [LINS1=Add [DEL1=Del [+1=Active [ENTER1=View
of S AEgh QITA S Al S AAIF Y T
e Yes(dl) — Intel MEBx oA A& &t s o] o] WA RS AEF T},
e No(°tH2) — Intel MEBx°]A Al E—1 3t A E 2 %31 Remote Configuration(d2 74)S% Fokgith.

Changing the Active State(&4 AH W7)

Manage Certificate Hashes(J15 4] 34l #2]) stdolA +& FEW T

Intel(R) Management Engine BIOS Extenzion v7.8.8.8843-Intel(R) ME v7.8.8. 1892
Copyright(C) £Z883-89 Intel Corporation. All Right=s Reserwved.

L 1

Remote Configuration e

PKI DNM3 Suffix

Manage Hashes

Previous Menu

Hash Hame Actiwve Default Algorithm Type
GTE CyberTrust Global Root [] L[] SHA1

Baltimore CyberTrust Root [] [=]1 SHA1

Cub
Ver
Ent Change the active state of this hash? (Y-H)
Ent
Uer
PAE Lab Certificate [=1 L 1 SHA1

[ESCI1=Exit [INSI1=Add [DEL1=Del [+1=Active [ENTER1=Uieuw

st AA A Q1S sl o] &g e dedyd ¢ Agshi PSK L2 A Fet SiAlE AR 5 9

Viewing a Certificate Hash(8154] silA] ®.71)




Manage Certificate Hash(! 54 3iA] #2]) 3}d o <Enter> 7] & F249 v} 3do] EAFH UL},
Intel(R) Hanagement Engine BIDS Extenzion v7.H.H.H843-Intel(R) HE v»7.H.8. 1892
Copuright(C) ZBA3-B9 Intel Corporation. All Rights Reserved.

[ 1
Remote Configuration ==
PEI DHS Suffix
Manage Hashes
Previous Menu

Hazh Mame: PAE Lab Certificate

Hash Data: ABCD-1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD-1234
Default: [ 1

Active: []

Haszh
GTE C
Balti
Cybertrust Global Root [=] SHA1
Verizon Global Root [=] SHA1
Entrast.net CA (2848) [=1] SHA1
Entrast Root CA [=1] SHA1
VeriSign Universal Root CA [=] SHA1l
PAE Lab Certificate [ 1 SHA1

[ESCI1=Exit [INS1=Add [DEL1=Del [+1=Active [ENTER1=View

SEERERE RE R E R L ERA S I S R 45 IR

A
e Hash Name(&lA] ©] &)

« Certificate Hash Data(¢!5 A A dlo]€)
e Active and Default States(Z7J % 7] 2g])

Previous Menu(°] & ™)

Intel Remote Configuration(intel €2 +4)) #li7olA Previous Menu(®l & ®l77) & A€ 1 <Enter> 715 &Yt
Intel Automated Setup and Configuration(Intel A5 %] 4 t4J) # o] x| 7} vpebdy o,

Previous Menu(°l & ™)

Intel Automated Setup and Configuration(Intel A& A %] 9 F+4) ¥4 Previous Menu(°l4 wl7) & A 931 <Enter> 7] &
FEU T
Intel AMT Configuration(intel AMT +4) vl 7} Yebd ol

Previous Menu(°] % ™)

Intel AMT Configuration(Intel AMT 4) "7l A Previous Menu(®l 4 W) & A¥ 33 <Enter> 7] & FH YU

Main Menu(7]+ W 57) 7} YelE Y T},

* o] o] ¢ AuE IntellH ATHL



http://www.intel.com/technology/platform-technology/intel-amt/index.htm

Intel Fast Call for Help(iit& #] ¢ A8 ~)

Intel Fast Call for Help: VPro SKU®l tiall AF-8-8 4= 9l5Uth. Intel Fast Call for Helpoll 92 =W 5 AF4-A= VPro Al 2~ Elo] 3]A}
HET 9 Fe] s AT x9S 23 5 &5t

o

ﬂ ‘l‘ <F12>71 £ ¥ 211 Fast Call for HelpE A8 3= Z10] 54Ut o] 752 1T #E|A7) ©] 758 A PSS A A8 74
Soll vk A3 4= 9l T,

2FAVR
= A Aol A Intel Fast Call A4S A 37] Aol VPro Al 2B & thao] FA = ojof g},
ooo 34 24 A

000924 42 33
OO0 MPS(Management Presence Server)

AA

Intel Fast Call for HelpE AF&-3tel ™ Al Aglo] Z2u] M Zele glojof gyt Al~glel Al Full VProg X 93t %, Intel Fast Call
for Help= AH88 5= 95Utk A~ B9 A Intel Standard Manageability 73 % €5}= 7% Intel Fast call for HelpS AH8-3F & ¢l54
t}.

OO0 Intel Fast Call for Help A1215}7] Aol $7 3142 Abg-slof Fith. o] 7% %3l Intel AMTIA & Al 2 80] 814} W] =92 1)
of LA o35 BAT 4 QlEyrh o] 7S sV S8 ER 19 e Bal LR,

OO0 Intel Fast Call for Help§ A &s7] el A7 Ad A S 2 dllof 3“45} BIOS %7] w& el vl A A2 74 a7t AN,
02 g AL BIOSAA A &5 AlFety] Aol A8 ok ﬂ»] th. BIOS®l Al Intel Fast Call for HelpE Al &ats &5 715 A 93
oF g},

OO0 Intel Fast Call for Helpoll 538 4= 9l == MPS(Management Presence Server) 7} $1o]oF gty th. MPSE= DMZ 7+ ol A58l of
o

o

e

ojE gt BE x7lo] T Al2¥E Intel Fast Call for HelpE A1 23 = 9l

Intel Fast Call for Help A%}

7150l @ds] 74 E ™ Intel Fast Call for Help A& A12ket7] 918 3714 o] slsddh. Wile ta3t 254t

o Dell 2~ZTA] ghiofA <Ctr|><h> 71E FEYth
o Dell ~2Z A 3ldlo A ELQ) 28 vl 7 (One Time Boot Menu)°l thall <F12> 715 FE T},
o Intel Fast Call for HeIp(HH}E A Anj ) ek vpA 2 FAE A9y,
e Windows:
OO0 Intel AMT 7§91 AR ofo] Z/-3-& = 2 731¢l Intel Management Security Status(Intel @2 Bk A ) S A3y,
OO0 Intel AMT HOo 2 Agghch,
000 Remote Connectivity (27 94) &4 Connect(2)E &t



o
ME Rk A7
& Eolli= General Settings(2 1 4 4) #9]1#] 2] Intel MEBx(Management Engine BIOS Extension) ©l| t gt 7] 4 o] 1y = o] 9)

Fu.

Password(% <)

Password(%%) | admin

Change Intel ME Password(Intel ME &% W7)

Change Intel ME Hjo} 9le
Password(Intel ME &% W 73) "

SET PRTC(PRTC 2 74)

Set PRTC(PRTC 24) Hjo} ol

Power Control(d ¥ ZAEE)

Power Control(d Y AEE

Intel ME ON in Host Sleep(Z2~E 2 | Mobile(Z4t2): ON is SO(S0°1A A7)
7oA Intel ME #71) Mobile(Z1FY): ON is SO(S0°14 #A71), ME Wake in S3(S3°l4 ME A7ll), S4-5(ACYH)*

Idle Time Out(#% EFdol%) 1

*7182 A3yt

**Intel AMT ] F-#2 ZZu]d dAE 2T & AdFYth

1intel ME S29E Ad AEZS 78 AQ(ME) 24 sldgo 2w WA g o}
2 meud sl 49 Ak AFE Aol BAHY



AMT T3

obefl Eoll=

Manageability/Feature Selection(&#d/7]15 A 8)

AMT T4 #lo]#] 9] Intel MEBx(Management Engine BIOS Extension) ol o] & 7] &

SOL/IDER

Username and Password(AF&3} o] & 2
*3F)

Disabled(A}-§- <t &)
Enabled(A-8)*

Disabled(A}-§- <t &)

Aol s of g,

SoL Enabled(A}-&)*
Disabled (A8 2t &)
IDER Enabled(AH8)*
Legacy Redirection Mode(2.++ 2/t1 ¥4 | Disabled(AF&- <t 3h)
zre Enabled(AH-&)*
Disabled (A& 2F &)
KVM Enabled(A4)*
User Consent(AH4-7#F 52))
None(&l+)
User Opt-in(AH-&-2F FE<1) KVM*
All(E5F)

Opt-in Configurable from remote IT(¢! | Disable Remote Control of KVM Opt-In Policy(KVM
ANTolA T4 7hsd S ERD)

H
Enable Remote Control of KVM Opt-In Policy(KVM S E2 A& 97 AE S A}-g)*

Ei = Kvmol #3129 Intel i3/i5/i7/Celeron/Pentium CPU® o} ghtt.

Password Policy(%3 4 2)

Default Password Only(7]+& ¢ &Rh)*
Password Policy(%® 4 #) | During Setup and Configuration(: ] 2 14 &¢b)
Anytime (&)

Network Setup(MEH A 4274)

Network Name Settings(WEH = o5 473)

o} 3l

Host Name(Z 2~ E °]§)

Hloj 9l

Domain Name(%=H 3l ©] &)

Shared / Dedicated FQDN(% /78 | Dedicated(%1£)

FQDN)

Shared(&f)*

Dynamic DNS Update(&%] DNS ¢ d|
o]E)

Disabled(A}-& <t 3>
Enabled(*}£)

TCP/IP Settings(TCP/IP 2 7%)

Wired LAN 1Pv4 Configuration(-+4 LAN 1Pv4 +4)

Disabled(AF§ <+ 3)
Enabled(AH)*
& 749 #Ho| A= Enabled(AH) & A8 gt A 9-ollvk Sl ).

DHCP Mode(DHCP X )




IPv4 Address(IPv4 52~) 0.0.0.0

Subnet Mask Address(A 24 wfA~=

By 0.0.0.0
Default Gateway Address(7]+ 7l °] 0.0.0.0
=g]o] F2) -
A& =
Z\_r)eferred DNS Address(41 <= DNS = 0.0.0.0
= =
Alternate DNS Address(t#l DNS & 0.0.0.0

a)

Wired LAN IPv6 Configuration(+4 LAN IPv6 T4)

Disabled (A} <F 3>
Enabled(AF4-)
b 74 #lo] A= Enabled(AH) & AElst A ellwt 35U

IPv6 Feature
Selection(1Pv6 7% A &)

Random ID(% 2] ID)*
Intel 1D
Manual ID(5>% ID)

IPv6 Interface ID Type(IPv6 1E] ¥
o]~ ID #%)

IPv6 Address(IPv6 F22) Hlo] gl

IPv6 Default Router(IPv6 7] 2}$- Ho] 9le
) B

Preferred DNS IPv6 Address(X =

S
DNS IPV6 F24) Aot 9=
Alternate DNS IPv6 Address(t Al Ho] 91

DNS IPV6 F24) ~H
Activate Network Access(UE$)

5 ol 245y Y()/N(eFH £)
Unconfigure Network Access( Ul Yl /N(eH 2)

EQA HA 2 4 siA)

Remote Setup and Configuration(24 A= 4 +4)

Current Provisioning Mode (34 Z2H|AY 2E)

Provisioning Record(Z 28] A4 71%)

RCFG
Start Configuration(7-/3 *12}) Y()/N(OHH 2)
Provisioning Server
IPVA/IPV6(ZZH| A A1 Hlo]
IPv4/1Pv6)

Provisioning Server FQDN (X~ ZH| o] 9
A4 A1¥ FQDN) ”

dlo

TLS PSK

o

Set PID and PPS(PID % PPS A 4) Hlof 9l

Delete PID and PPS (PID ¥ PPS 2}

A Y(el/N(eHH 2)

TLS PKI

| Disabled (A& <t 3h)




i ion(22 A
Remote Configuration(<€2 T4) Enabled(A}4)*
PKI DNS Suffix(PKI DNS 1] A} Hlo] &

Manage Hashes(&1A] #2])

*7]12 A4t

**Intel AMT 2] 24 =20 SAS AT = AFUTh

1 Intel ME Z9E e AEELS ME(Management Engine) %4 1482w WA
2 Enterprise =014 DHCPE AE 07 wHQl 0] 52 2reght

S mauld dA AL A Awd Aol TAFH UG



W Q.

A W T4 e FEelA AER U2 AT AFEL Intel AMT 7153 AFEsto] #2] $4T2 89} 45 485] Aol Tk guich.
SR A TRA2E SRk o 37k o] AHUTHRIEE BN Bd P #4).

o A AW — A AHIAE 7} Intel AMT 7hs ZFFE oA & WA RE 4] & Falsto] dld AW o] GUI Z&olA] ZEu| A 2 A
25 RS Tk PPS 2 PID T =+ USB &% A Ao AgE 74 Aela 235 atd S ARgste] o=yt

e MEBx QlE|H O]~ — 1T 8| A= 7} Intel AMT AFE- 7 FFE] oAl MEBx(Management Engine BIOS Extension) 24 & 5o
s ok FYth PPS W PID == 4 Anj 2o A 28t 322 9l 84F J AL 22k 715 MEBx QlE|Flo] 2~ 183k 2 g H Y]
t}.

e TLS-PKI — dHt& 03 A7 F4(RCFG) T+ A2 B X F+A(ZTC)oletx YT}, o] ZZ M~ of+= ProvisionServer 9} & ¥ 2l
A7 AFEE YT B399 954 A7) Intel MEBx(Management Engine BIOS Extension) ol 1} 5 o o} ghujt),
*TLS-PKI¥ Transport Layer Security - Public Key Infrastructure(A % A% ®.ek - 37 7] Q1 ZehH)E 75U

chepet g Abgel thek A W8S the el Ay F



USB & x| A&

o] oAz USB A FAE AFE-3te] Intel AMTE A4 2 T A= WS 293 E} USB =&lolH 7|15 49_0}04 or%, TRuU|AY
ID(PID) ¥ Z2n A 4Z(PPS) ARE BXstn 24 743 .o £ USB Zzn|Adolel w5 hTh, USB Z2H] A
< 59 % A} A FATE BASHA R FEoE HAFHE AA 9 74 o}E% .

=

= 23 A 7| Egto® g A
o3& A4tz el UsB =ztol B 7] A 4 A AU th, Altiris DCM(Dell Client Manager) AF&-ol th3t zbA 3 A& ysB &3] A X

OO0 USB =z2folB 715 B8] 245 AFEsE AFE o 4 du.

000 24S 53 25 9 74 As(Sscs)olA 24 4x 94 34 7122 233

OOOd scsellA o2 2498 Fa3 U Tt.

OO0 #8423 435, PID 9 PPS A|EE AT Y.
OOOeo] dxe g HlOlEiHﬂ | 2~of A 2dshy oy,
OO0 ARE B £ HJ@?}‘%D}.

OO0 & 242 93, PID U PPS AlES USB =2kl H 7] 9] setup.bin 3o 7153t}

OO0 uUsSB =golH 712 A Intel AMT 7}L AFEZF = o] 9902 P43 YUY, S-S ST,
OOoO o3t A9 AFHe ¥4 21 AFHE 94
OO0 usB EEMH 715 HFE “?J?MD}

OoO AF"E HJuh,

OO0 A ¥ BIOSOIA USB Eio] B 7|5 74X gy},
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Welcome

Welcome 1o Dell Client Manager Standard, This hardware management Solution 188 you manage your Dell
Procision workstations, Opliflex deskiops and Latilude nobebooks froam a rem cle managemen console
anagement cap abiifies for cedtain oldar madeds as well as Dell Inspiron notebooks and Dimension
dasiiops are Bmited 1o discovery only. Sea the Product Guide for a complels list of suppoarted modals.

Dall Client Manager Standard incledes 2 90 day license. If the license is allewed to expira, inventory funclions
will cease funclioning. To obtain a free, wnlimited Boanse you must register vour product Gnoe you have
pltained your wnlimited Beans you will need 1o install it Click hire 1o install 3 licénss

Getting Started

Quck Start Tasks. If you've abready installed the Alfiris management framework - Altins Hobification Sarver
plus management agents on Me systems you wish o manage - you are ready 1o enable hardware
management on your qualified Dell clien? systerns Dy following the Bnks in the Enable Hardwars
Management section al B top of Bhe guick start tagk menu, on the et

Clicking arny ok on the quick Stam Lask meny opens M Larget Lask, policy, o néport in this window, Click the
Vigw Rapodt biion an any of the five hardware management task pages 1o leam Me status of the task
Please nofe hal, depending upon your Nodfication Servar configuralion seftings and ather factors, these
rapodts may take some time to begin retwming data the first ime you enable the policy or task that is being
rapostad on

First Time Setup. I youve just instaBed Allins MoSicalion Seroer Tor the firgt Seme, thare 308 & Tiw thangs pou
naed o do first bafore you can padanm Dell Client Manager tasks. Links to thess tasks are found under the
(Gefmng Started section of tha quick siart task manuw. Also, depending upon your enviranment and
management preferences. you may want to consider adjusting some Noffication Server configuralion
options o betier Suit your naeds.

Laan mofre...
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Resolved "ProvissonServer” 1P

Resolved Intel@® SC5 IP:

Intels AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

J0O000 A A ProvisionServer 2 Intel SCS2 IP 5

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System
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& ] Bese Prenesioning {(without TLS)
5 St 1. Confiqure B0S
ffs S3=p 2. Descover Capabities
0} 5:eo 3. veew Intei @ AMT Caoable Computers
@] 5ie0 4 Create Profie
@] S0 5. Gererste Security KEyE
@] Step 8. Configure Automatic Profle Assgnments
@] Sen 7. Montor Prowisioning Process
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Tﬂ#—:l
Resolved "ProvisionServer” 1P: 192.168.20.10
Regolved Intel@® SCS1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

conhgured FODN from the DHCPR {option B1). This works only if the DNS and DHCP are =
st T et R =2
JOOO Step 2. Discovery Capabilities(297]. A 715)E A8 gy},
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel®) SCS Server.

Tﬂ#—:'
Resolved "ProvisionServer” IP: 192.168.20.10
Ressclved Intel® SCS 1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requasts and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

)T gyt

Intel® AMT device setup and configurabion requires the presance of a Domam Name System
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& Only run at scheduled time
€ Hun as soon as possible after the scheduled tme
F User Can Run
I Notify user when the task is available
I™ Warm bafore running
Favorites - Cancel | JaTha Agent installabion task has been saved successfully
= [E My Favoribes
B Altris Conscle Home
Done. UL R B A~ R =2

JO0O0O ©] B2o= MEY AL 2E Intel AMT 75 AFEI7F ZAE YT



k] ﬁ 21 Akis Conscle 6.5
2r altiris console ™
Home View HManage Tools Reports Configure  Help =

il —
= 3 outof Band Management

B 5 Alert Standacd Forsat Ges Starieg .
i ) Catectirs ot 'All Intel® AMT Capable Computers

@ 1 Corfiguration |.m o in tois ool =ra Intel® AT cacable.
B B3 el AMT Gateng Started Last Updeted:  6/37/2007 11:03i23 AM
2 O Section &, Provisioning 1) Thiz collection has no members.

= O] Basic Prevsmoning (veShout TLS)
W@ 5tep 1 Configure RS
& 5Siep 3. Descover Capabilibes
B '5iep 3. view Tnbel® AMT Capabio Comguibers
@) Step 4 Create Frofls
@] 5ien 5. Genersie Secunty Keys
@] 5tp 6 Configure Automatic Profis Assignments
%] 5een 7. Morvtor Frovisoning Process
&) 5%ep 5. Monitor Profie Assigreents
i [ Emanie Seeurity (TL5)
# ] Secton . Irieb® AMT Tasks
# [ Aeports
& O Tasks

= [ My Favortes
§ Ay Conscle Home

e T T T @neenet [Rtioe =2

J0O00 Step 4. Create Profile(4®7. 231 249) & A el g,



T Eimﬂmmwwumwmmwmmmmmﬂj EE@]L-” Sesrch : |

S S Z)aes Console 65
<+ altiris’ console

® B et Standard Forsat Gatbrg Staried
@ ] Colecbors:
& 3 Configuraton
E B Intel® ANT Getong Started
2 O Saction 1. Provisioning
& ] Bese Pronesioning (vithout TLS)
#] 50 1L Configure DS
& Swmp 2 Descover Capabiities

D3 '5ep 3. view Tnbel®: AMT Capable Compubers

@) 5ie0 4 Creats Profls
@] S0 5 Gerersts Security KEyE

@] Step 8. Configure Automatic Profle Assgnments

4] 5%ep 7. Montor Prowisioning Process
) 50 5. Moniter Profile Assigreents
@ ] Enanis Sesurity (TLS)
B () Secton 2. Intel® AMT Tasks
& [ Aeports
B O Tesks

'All Intel® AMT Capable Computers

||l-liu.n it in this tolleticn are Intel® AMT cacable.

wit Upclated:  @/2T/I00T 110311 AM
(%) This collection has no members.

T T @ AR
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m - [f;h.tp:rrm.tm.lmd.mith.mM-ﬂmr-Wh&Mﬁwmmwnj -‘;r_". b |l-f Smarch » =
U Zpakei Conscle 6.5 — B v B - veage - (oo -
<+ altiris’ console attiriations frvprm.dnchl = TRVRROAdministatoe ' .
Heme View HManage Tools Reports Configure  Help >
. I i
= B Out of Band Management j’ﬁlﬁfIx I
& B alert Standard Farsat Gertrng Started Manage Profiles
# ] Colechors
® 01 Configraton

Il‘:'r'.'rl|ll||:| |F"r1|1|||: Marme |IZI|:'-r||:-':i .Ijlr'.:l:npr.lun

E B Intel® AMT Garitng Started
2 O Sectien 1, Pravisioning
= ] Base Prenisoning (wishaut TLS)
@) 5220 1 Comfgure Dt
& Step I Descover Copsbilves
B 5tep 3. view Tntel @ AMT Cagalle Computers
4T 'Sten 4 Craste Profis
@) Steo 5. Genarabe Sacurily Keye
4 Step B Configure Automatc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
# [ Erinie Sesuity (TLS)
M ) Secton 2. Iriel @ AMT Tasks
O] Reperts
B O Tesks

FI\'P\HIJII -
= (& My Pavortes
B altris Console Home

Bene R T (i =

JO000 General(Q8h) ®oll A #efabs 22914 o5, AW 4 455 $A4E 5 dFUY. delas yaol s 44 #e & fe 2=
FEE AAFUS. 7] Manual(5) 2t @ &5 ddsta A S gy



2 altiris Console -- Webpage Dialog x|
B | hithpe ) adeirtsbaoe . brvpea, bocal ARt \OOESC TE R ProfileDlg, aspacactioneadd ﬂ
% = - - o B
Configure Intel® AMT Setup & Configuration Service Profile <) altiris
| General | Network | TLS | AcL | Power Policy |
General Administrator Credentials
Profie marme: |defau|t_2 User name: |.L|'.-.‘.'|'ri
Prafile descnpbon: Intel® AMT 2.0 password:
Default profile Zl & Random creation
= " Manual:
Paseword |II'I|.I.'I.'|'II|"|II#
Kerhems I— [ nfrm passwWwor |llllil.llilll.llllll
Max clock tolerance: 5
ELCeE Intel® AMT 1.0 password:
|ll LR LR L
LR Raroirgs |'i-'l-fl'l'!"!7'!l
ok | cancel |
it akirishor_trvpre kel A COBSCE b ProfileDlg. snPactionmsdd el Inkernet | =

J0O000 Network(ME 9 )
Redirection(IDE ]t
T AFHTh

ping response(d §9), VLAN, WebUlI, Serial over LAN(LAN %5} 214 A4) 2 IDE

o)
— [e] 3
A g AHEEHE A4S AT FUL Intel AMTE 522 T3k 49 MEBxolA] o83t A& = F &

12}]
H
\'-1_1 T =

2} Altieis Console -- Webpage Dialog

x|
£ htpeTaktvisbor,trvpro, bocali A s [OOBSCERPrOFIeONy. aspcTactionmadd =]

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| Ganeral | Matwiork 1 TS | ACL | Power Policy |

General

[ Enable ping responss
VLAN

™ use vLAN

Enabled Interfaces
™ web Ul
W Serial over LAN
 IDE redirection

oK | cancel |
ikt ks _trvpre Joc s Albris OOESC[EdtProfilDly, sspx T actionmsdd 8 Tkernet =
JOO0OTLS(AF AT B 2 TLSE A3t 715& ATt AFEsh 4 -F 215 7]1(CA) server name(CA A1 ©] &), CA
common name(CA *%— o]%&), CA type(CA +3) ¥ certificate template(3154 HBE3) 55 38t & AT F 3o



) Altiris Console -- Webpage Dialog

£ | hittpe Fadtirisbeoe. brvpeo, localfakicts \OOESCE ProfileDig, asp:ractione=add

Ledjx

Oy altiris

Configure Intel® AMT Setup & Configuration Service Profile

| General [ etwork | Tus | AcL [ Power Policy |

s
I Usa TLS
I:r:|1='x_5|||'|- the Profile Certificates
I
I
IFln::'lp:l'.:- d
- I
QK I Cancel I

ikt akrisho_trvpre Joc s Albris OOESC[EdtProfilDly, sspx P actionmadd €8 Trkernet =5

JO000OACL(H Alo] 55) §2 ojv] o] 22 utd 3} Avke AMEAS HESL A AFEAE F7bstaL ald HAl 2~ Adhs A o sk ol AR

Ayt

8 altiris Console -- Webpage Dialog i
ki

£ | hittpefaltirtshoie. brvpeo, local fakicts \OOESCIE gk ProfileDig. asp:action=add

Configure Intel® AMT Setup & Configuration Service Profile O altiris

| General | Metwark | TLS | ACL | Power Policy |

[ maa ] ome | e

Ok I Cancel I

hitt: Fil b brvpr oo sl Altines \OOBSC FEdit ProfilaDig, aspi T actionsadd _ﬂ Irkernet &

o= Intel AMT®] 23 2 8l Idle Timeout(f EFYobR) 274 & dests 74 4] SlsY]
< Foox dAsks 2o F54Th

1000 Power Policy(:1¢ 4 #) 5l ]
o A7 S A /- edolne

o

E4 +: Power Policy(d9 4 2) 5] 474 E-Star 4.0 288 A8t FFE Y 7ol FAH o dF& & F AdHUrh



5 Altiris Console -- Webpage Dialog

£ | it Tatirisbo brvpe, ke alfARirts ) OOESCTEGRProfileDig, aspe actone=add

Configure Intel® AMT Setup & Configuration Service Profile

| General | Merwork | TLS [ AcL [ Pawer Palicy |

> - b
w ¥ altiris

Configure the Profile Power Policy

Inkel® AMT i ON in the following host sleep stabes:
|intelm AMT is abways ON (S0-55) =

Idle bBmaout:
|'2| mifutas

ok | cancel |
Thetp: akrichas trepes doc lARr: \OOBSCIEAPrafiaDly, asp 7 actionmadd I8 Inkernet e
JO0OO Step 5. Generate Security Keys(5%7. B¢t 7] A4)E A&y



/7 Altirts Console 6.5 - Windows Intemet Explorer =50 x|

m = [0 bt shirsbe. trvpee.bocalikiis|Cormsole/Def it sspcCoraobeGuim3 338b67-250b-42ad 5106 fezi 43800 10 b Mewiuidmt =] #2 || X [Love Soorcn -
5F A Z)akiis Conscle 6.5 I | T - E) - - epage - i Took -
<1 altiris console ttirinbio Erépen. Toca! « TRYSROADmINiEtator ' :

Home View Hanage Tools Reports Configure Help >

. I P e
.:t- :: At Standard Forsat Gettrg Starbed Manage Profiles
@ ] Colechors
® 01 Configraton
E B Intel® AMT Gatong Started
B [ Section 1. Provisianing
& ] Bese Pronesioning (vithout TLS)
@ Sten 1. Configure B
& Step I Descover Copsbilves
B Sten 3. view Intel T AMT Cagabie Comouters
4T Step 4, Creats Frofis
@] S 5. Generabe Sacuity Keye
] Step B Configure Automabc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks
# [ Reports
B O Tesks

il‘:'r'..'fl|ll||:| |F"r1|1|||: Marme |IZI|:'-r||:-':i .H‘lr'.:l:npr.lun

3 detault_3 i} Dedaull profile

Favorites by = i

s cwEl 1ol ol

2 (& My Favontes Fager 1 ofl Rows par page: [40 =]
B Altris Congole Home

o T T o Gnteme AT

1000 sh3%7F Export Security Keys to USB Key(XE3F 715 USB 71 Z R W7]) W& & 71 7] &= ofol & A=},
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s = [0 Bkt trvpue Joc ks ConsoleDef it acpcCorokeaundm 3 358067-250b-4280-5186-Fe2t 4250 07oMewidmtx] 41| K [l st £ -
U Zpakei Conscle 6.5 — B v B - veage - (oo -
<+ altiris’ console altirinboos trépen. fncn! « TAVERO\Administator f ™ =
Home View Hanage Tools Reports Configure Help >
‘ ; ﬁ P ? - ':':‘\ '_:' j b
= B Dut of and Managarnent e o *grlﬁﬁﬁ |
R T ORI Manage Security Keys
@ ] Colecbors
® 01 Configraton

[FID |PPS |[Foctory Default Password |New Pr

E B Intel® AMT Garitng Started
2 O Saction 1. Provisioning
= ] Base Prenvsioning (washaut TLS)
@ Sten 1. Configure B
& Siep 2 Descover Copsbilies
0} 5:e0 3 veew Intel @ AMT Caoable Computers
4T Swp 4, Creste Profe
@) 5imo 5. Ganarsbe Sacurity Keye
@] Step B Configure Automatic Profie dsagnments
@] Step 7. Monitor Frovisionng Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks

O] Reperts
B [0 Tesks
FIEP\HIJII -
S [ My Favarites ™ Filtar By PID: [ Farbgoes [
B Altris Congole Home
Done T T T O e R = 2

1000 Generate keys before export(HEW”] Ao 7] AA) 2o e G55 Ada g},



-« Webpage Dialog

£ Onty selected

" Generate keys before export:
Generale Securly Keyn

umDer o sEcUnity keys Lo generate: |l

Factory Default Intel@ Management Engimne Password

[nteli@ ME Password [adrmn

Hew Intelm M anagement I]l:]iﬁl_‘ Password

T eltrer ualopded fForm UEE kev ar tysed inmenusily ints the Merasement

E Password: peliza

Export Result
To redla and dowmloasd USE Lay e, Fest pamfegure satengs and dick Geanarats lila. ang than

thizk Dorwnloas USE Lay e Placs doanlosded fde b the USE Starages Davice

Avadable: Mo data exported yet f Ganarate | Close i

ke ] akirishose_trvpe boe sl brisOCBSC Sec rity MEB: SeblingsPage asped gl Inkbernet =z

1000849 7] AsE 99 duvh(zzrdd A58 ol wet 24 49). 712 %2 500 Y.

¥ [3enerate keys before sxport:

Generate Security Keys
Wurmber of security keys to generate: |50

Factory Default Inteld Management Engine Password
Intel® ME Password: |adn1|n

New Inteld Management Engine Password

This paszsard m either uglcaded fom L3 ey or voed in manually into the Manogemant

Engine BIOE Extangeoh Brodan

Intel@ ME Password: [oeliiza

Export Result
To rawha and dogwnlesd USE ey Be. Rt cosfiguee agtings and dick Ganerste file, and thar

thick Dovnlsad USE kay Me. Plece domnlaaded e o e LUSE- Storage Device

Avadable: Mo data exported yet Generate |  Close |

w.rfﬁmmmwwﬂwmmﬁ Inkernet | &

JOOO Intel ME 718 45+ admingd Yt g4 2 &3t A Intel ME 45 & T

3

3t
H

Y,



3 Altiris Consale -~ Webpage Dialog

ity selected

 [Generate keys before export:

Generate Security Keys
Wurmber of security keys to generate: |50

Factory Default Inteld Management Engine Password
Intel® ME Password: Ia-:lrur-

HNew Intel® Management Engine Password

atad from LSS key o tvped in manually by the Manogemant

Engine BIOE Extaingeoh SIisad)

Intel@ ME Password: [oel1za

Export Resull
To rawts and downlosd USE Key Ne. Rt cosfigiure asttngs: and dick Genarsts fila. and thar
=k Coanload USE key e Plcts domnizaded fSe ta the LSE Slaregs Dedoe
Avadable: Mo data sxported yet Generate | Close |
Hﬂ:lﬂﬁw.hﬁmwwm.m'-!q Irkernst &

1000 Generate(AB4) & 28 d4th 717 A4 =W Generate(A8A) &5 %ol & 27t Vet

= lGenerate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password: |admin

Hew Intel® Management Engine Password

This pesrward ir sither uploaded from USE key or tvped in manually imbe the Mansgemant

Engine BIOE Exbension soresn

Intel® ME Password: [oeliza

Export Result
To creaie and downlond USE ey ble, Fest corfsgure satngs and dick Genarate lile, and than
thizk Cownload USE kay Ma: Placs desnlosded e ks the USE Stoings Davice

Avadable: Mo data exportad yet [ Generate | close |

JOO0 ol Aol =3 USB &= ProvisioningServer 2 USB A4 E o A4y},



F1 bl #7177} 2

) Altiris Consale -

2% 49 USB Ao setup.bin 3¢S

Webpage Dialog

:’l ¢:1|t'|r::_1

Export Security Keys to USB Key

Export keys
AN

€ Oply selected

¥ lGenerate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password:

|an:1r-1in

Hew Intel® Management Engine Password

Thiz passward v sither upfosded from USE key or tvped in manually into the Mansgemant
Engine BIOE Extangion sraen
Intel® ME Password: [pelirzar
-y e f tzngn and dick Ganemte file. and then
ace downlos the WSE Storage Devies
Ooniosd USONEY 06 [ o] cime |
m;mmmmmmm.m;ﬁ Inkernet | &

A4e17) Aol USB A4 E thA] ElaloF itk

000 File Download (Y thZ =) t 3} Ao A save(A4)E S .

FleDownload xl
E;mmtnm-llilﬂmwhdlmunwﬁumw

Hams: sstup,bin

Tupe: Unbncwen File Typs, 25,566

Froe: - altirisbo. brvpea.local
g |

=0

Save

\wihder fhes From the Inberred can be el some fls: can potertialy
Fvem o comgriter. 1F you do not s the sowce, do not find a
progiam bo open this {he or save this e Whet's the fis?

9

000 Save in: (A% $1) 91171 USB FA &

7714 Bk Save(HH) E 2 YL



savers . 1
Savnine | <o Femovable Disk [E:) =l QW SE:

My Fiecant
[ ity

®©

[heeklop

=

My Dacimends

5

L Lo

OO0 Download complete(tH-2= ¢+2) th3} Axlol A Close(271) &5 8 Yt}

Lownload complete R ] F|
3:?; Dowrload Complete

sabup, bin froe akirisbo v Jocsl

Dcwenloaded: 25.5¢E n | gec
Downoadto:  Exfsstup.bin
Trarher rabe: 25, SKB/Sec

Gpen | Gpenfoiter |[Toie |

1000 dA =ete] B G447 ZelA setup.bin 42 = 5 35U



L =101 %

Ty

Fil= [Edt “ew Fgvortes Took Help i

] - 25 search Folders | (G-
Agdrass [~ £ El=
M= sae | Type | Diate Pacedified | tpribustes |
File and Folder Tasks ¥ Sl setup.bin H6 KB BN Fle EET2007 LIn12AM A
Other Places =
Details &®

Removahle Disk (E:)
Removsbls Disk

Fila Sysbesm: FAT

1000 Export Security Keys to USB Key(X.¢F 715 USB 7|12 WX W7]) 9 =glo]lB g&a7] & @1 Altiris 242 Solgtyo
IIIMBBﬂﬂE”“Hﬂ”“4jW“HE§HWLBB”W@ZNONHIW%ﬂlﬂPQHﬁWW
Continue with Auto Provisioning (Y/N

JO000 <Y=>% ‘F54Yrt.

Intel(R) Management Engine BIOS Extension
Copyright (C) 28B3-B7Y Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y¥/N)

Press any key to continue with system boot. ..



Intel(R) Hanagement Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.
Found USB Key for provisioning Intel(R) AMT

Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIOS Extension

Copyright(C) Z883-87 Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

ME-BIDS Sync - Successful

J000 ¢s¥9d AFEE 3 &8 AW E gA] o5t

JO0O0O Step 6. Configure Automatic Profile Assignments(6%-7]. A5 23}
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7 Altiris Console 6.5 - Windoss Intermet Esplorer l !Iﬂ

m = [0 bt shirsbe. trvpee.bocalikiis|Cormsole/Def it sspcCoraobeGuim3 338b67-250b-42ad 5106 fezi 43800 10 b Mewiuidmt =] #2 || X [Love Soorcn £ -
U Zpakei Conscle 6.5 — B v B - veage - (oo -
1 altiris console airinfiou tripen.locn] « TRVROAdministrator ' .
Home View Hanage Tools Reports Configure  Help >
o I P ST
2 B Cut of Band Managament = H?F'I'@ﬂ"ltﬁ'ﬂﬁ I
R T ORI Manage Security Keys
@ ] Colecbors
® 01 Configraton

[FID [PP5 |Factory Defoult P

E B Intel® AMT Garitng Started
2 O Sectien 1, Pravisioning
& [T Blasic Provisioning {without TLE)
Rl 5220 1. Configure Dhs
& Siep 2 Descover Copsbilies
B 5tep 3 view Tntel T AMT Cagalle Computers
4T Swp 4, Creste Profe
@ Simn 5. Genarsbe Sacurity Keye
@] Step 8. Configune Automatic Profie Assignments
] Step 7. Monitor Frovisioning Process
] 5wep B, Monitor Frofle Assigrments
# [ Erinie Sesuity (TLS)
M ) Secton 2. Iriel @ AMT Tasks

O] Reperts
B [0 Tesks
Fl\'P\HI)II -
S [ My Fanverites I Filesr ey emo: [ [ Fesesgees]
B altris Console Home
Pone R T R

i

v H

bled(AH8) 1A gQlgtyth. Intel AMT 2.0+ =55tk wlgrol A o] ol 243t 22 9t & gy, g7 o #gtete



sale 5.5 - Windows Internet Ex

: ] H:l'.p:H-:ﬂi'is:hmt.tn-nu.hnd.l'ﬂhMﬂ.mw#m—WMMmM?Wﬂ:E”E“Lw Search
k] ﬁ ) Akirs Console 6.5 )
:l ﬂlﬁﬁﬁ' mﬂh 5 phiviabos Frepro Iocal « TRYEAD Adminirbator

- Home View Hanage Tools Reports Configere Help =

Al

Y Yy T— |

H 5 alert Standard Farsat Getling Started H T
= Resource Synchronization

B [ Corfiguraton
= B InielX AMT Geting Started
8 [ Section &, Provisioeing

| W Enable {currently enabled) |

Haw profite apsignmanis wil be oaked svromaticelly for all spsterns that s 0 unpoviziooed stete snd hawe

= ] Basic Provmoning (vehout TLS) Fubly Qualified Domain kame (FZON) found in the Botification Sarver database beced on the system URIID,
Wl 5o L Lanfigure 065 ™ Intel® AMT 1.0 to profile: [default_3 =)

& 5tep 2 Depcover Copablibes = : -
B 55003, v i 4T Caoatie Conontars || 7 InESHD) AMT 2.0+ to profile:  [default_3 ]
4T Sien 2 Create Frofle

A 5180 5. Generate Secunty Keys synchronize Intel® SC5 and Notification Server resources.
#) 5223 . Configure Sutomatic Frofle Assgoments || [~ pamove duplicate Intal® AMT rasources from Notification Server database
-ﬂ Ssep 7. Monitor Frovisioning Process 7 I——j
@) 50 5. Monitor Profie Assigneents W Enable schedula: | Daily =
& [ Erbie Sseurity (115) AL 2110 AM evary 1 daye, starting Snlurda"(,. January 01; 2005
# (] Secton 2. Intel® AMT Tasks
® CIR Last synchronization statistics
® [ Tasks Current statie: nactive
Last Synchromzed: 6/27/2007 2:10:11 AM
Total Devices: o
Assigned resources: o
Craated resources: i}
Clzaned resources: o

[ Run now |

oo | Loy | o |

§ Alis Conscle Home

e T T BN

JOOO Step 7. Monitor Provisioning Process(7 W7, 20 A T2 A~ TUEYP)E A},

— 1 H



5 - Windowss Internet Ex

| - E'l.;ﬁﬁm:m.mwu.mwwm-wm-mmmmﬂ '55]|E|L-m Saerch : |_J3~_j
R S Akris Console 6.5 I | -8 ﬁvﬂm- grg_,.ﬁ--?"‘.-

21 altiris console

® B et Standard Forsat Gatbrg Staried
# ] Colechors

Resource Synchronization

& O Configuration | W Enable (curently enabled)
E B3 intel AMT Gatiing Started

8 O Secton 1, Prenisioning Hew protie azsignmenis wil be created svtomatically. for all systerns that are 1n unprovisioned state and have

& ] Bese Pronesioning (vithout TLS) Fully Qualified Damain Kame (FEON) found in the Rotificstion Sarver detabase based on the system LUID.
W Sizn L Lonfigure U5 ™ Intel® AMT 1.0 to profile: [default_3 =]
& Siep 2 Descover Copsbilves
G Sae0 3. View Tntel T AMT Caoable Computers W intsh® AMT 2.0+ to profile:  [default 3 3]
4T Swp 4, Creste Profe
G 5180 5. Ganecte Security Keye Synchronize Intel® SCS and Notification Server resources
gx:wmmkmm ™ Remove duplicate Intel® AMT resources from Notification Sarver database
@) S5, Moniter Frufle Assgrments W Enable Schedule: [Daty 7]
@ [ Erabis Seaurity (TL5) At 2:10 AM avery 1 days, starting Saturday, Januany 01, 2005
@ () Secton 2. Intel® AMT Tasks
= |:|Dn ; ¢ | Last synchronization statistics
B O Tesks Curment status: Inactive
Last Synchronized: &/27/2007 2:10:11 AM
Total Divices: ]
Asszigned resources: i}
Created resources: 1]
Cleaned resources: 1]
[ Run now |
[l = (—
S (&) My Pavarites __Apply | cancel |
B Altris Conscle Home
Bone. P S et E

1000 717F 488 A5FE 7 A AE S50)A ldo]Efytt. A5 AH= Unprovisioned (22 H] A ¥ %] ¢F5)0]aL b A A6

In provisioning(Z 2R A4 F)°o = AR L2 A A2 npxulo|| Provisioned(ZZH A H) 2 HAFH U
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K . = [ 20 tsifabivebeo.trvors oAb CormsoleDef st s CorecleGuad=3aaBhiT- 2504200 6106 FertsterTieniadmrz] | #1|| X | [oe oo s
SF SR Zharei Console 6.5 I | i B - eee - i Took ~

A

21 altiris console ahirinbio bripen ioca! « TRVPEG Administator
Heme View Hanage Tools Reports Configure  Help >

Ay oS LI EBRVYIX |

= m:ﬁmwr

& 3 Alert Standaed Format Gettng Started Intel® AMT Systems

& O] Colechors

B £ Configr
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