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Executive summary

Executive summary

Data center consolidation by way of x86 virtualization is a trend that has gained tremendous momentum and
offers many benefits. Although the physical nature of a server is transformed once it is virtualized, the
necessity for data protection remains. Virtualization opens the door to new and flexible opportunities in data
protection, data recovery, replication, and business continuity. This document offers best practices for
automated disaster recovery of virtualized workloads using Dell EMC™ SC Series arrays, Replay Manager,
array-based replication, and VMware® Site Recovery Manager™ (SRM) with varying levels of consistency.
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Introduction

1 Introduction

This paper provides configuration examples, tips, recommended settings, and other storage guidelines to
follow while integrating VMware Site Recovery Manager (SRM) with Dell EMC SC Series solutions. In

addition to basic configuration, this document also answers frequently asked questions about VMware
interactions with Site Recovery Manager.

It is recommended to read the Site Recovery Manager documentation provided on vmware.com before
beginning an SRM implementation.
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Setup prerequisites

Verify system requirements prior to building or upgrading your environment. To view the current product
support matrix, see the section, "Storage Replication Adapter for VMware SRM", in the Dell Storage Manager
Administrator’s Guide.

Storage Replication Adapter

The SC Series Storage Replication Adapter (SRA) must be installed on each SRM server. SC Series offers
SRAs for both the Photon operating-system based SRM appliance and the Windows-based SRM installation.
Live Volume stretched storage support was added in Dell™ Storage Manager (DSM) 2016 R1. It is highly
recommended to use the most current version of DSM and SRA.

Note: Refer to the VMware Compatibility Guide for SRA version compatibility.

Dell Storage Manager

A DSM deployment is required for SRM functionality. DSM 2016 R1 or newer is required for stretched storage
supported by Live Volume in SRM. It is highly recommended to use the most current version of DSM and
SRA. The Storage Replication Adapter (SRA) makes calls directly to the DSM Data Collector to manipulate
the storage in order to carry out SRM requested tasks. To ensure compatibility with SRM and the SRA, see
the section, "Storage Replication Adapter for VMware SRM", in the Dell Storage Manager Administrator’s
Guide.

SC Series

SRM and array-based replication requires two SC Series systems licensed with Remote Data Instant Replay
(replication) replicating between each other in one or both directions. SRM using vSphere replication can
leverage any Dell EMC storage certified for use with vSphere including SC Series storage. For the current
product support matrix, see the section, "Storage Replication Adapter for VMware SRM", in the Dell Storage
Manager Administrator’s Guide.

VMware vSphere

Compatible versions of VMware SRM, VMware vCenter™ Server, and vSphere hosts are required. To see a
list of software versions required for SRM to function, check the VMware Product Interoperability Matrix. SRM
is supported with vCenter Server for Essentials, vCenter Server Foundation, and vCenter Server Standard.
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Site Recovery Manager architecture

3 Site Recovery Manager architecture

This section provides array-based replication architecture for single- and dual-protected sites as well as Live
Volume stretched storage. vSphere replication architecture is also included for comparison purposes.

3.1 Array-based replication: single protected site

This configuration (shown in Figure 1) is generally used when the secondary site does not have any virtual
machines that need to be protected by SRM. The secondary site exists solely for disaster recovery purposes.
The DSM Data Collector server is placed at the disaster recovery site because its availability is required by
SRM to perform the recovery plan. Keep this in mind if using the SRM planned migration or reprotect feature
because the DSM Data Collector server may no longer be at the recovery site and could be impacted by an
unplanned outage at the protected site.
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& SRA
Dell Storage
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T rma pma pma pm pms pEa . pme pee pen peme pee pog
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2
Q
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>
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n

VMFS/RDM VMFS/RDM

Figure 1 Architecture for a single protected site with array-based replication
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Site Recovery Manager architecture

3.2 Array-based replication: dual protected site
This configuration (shown in Figure 2) is generally used when both sites have virtual machines that need to
be protected by SRM. In this example, each site has virtual machines that must be protected by SRM. Each
site replicates its virtual machines to the opposing site where they can be recovered. Both a DSM Data
Collector and DSM Remote Data Collector are deployed, which allows one Data Collector to be available for

SRM operations in the event of an unplanned outage.
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Figure 2  Architecture for a dual protected site with array-based replication
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Site Recovery Manager architecture

3.3 Array-based replication: Live Volume stretched storage

Live Volume stretched storage typically depicts two active sites where one site may be impacted by an
unplanned outage. A DSM Data Collector should be available for each recovery site. This could be a data
collector located at each recovery site (see the Data Collector configuration in Figure 2), or a data collector at
a third site which is available by network at the recovery site (see the Data Collector configuration in Figure
3). This ensures that either protected site can be impacted by an unplanned outage and the Data Collector
will be available to SRM for recovery. Live Volumes that are configured for automatic failover, automatic role
swap, uniform storage presentation, or synchronous high consistency replication cannot be protected by
SRM. Live Volume Managed Replications can be used but the Managed Replications are recovered using
Unisphere Central Activate Disaster Recovery and not by the SRM process.
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Site Recovery Manager architecture
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Figure 3  Architecture for sites with array-based replication and Live Volume stretched storage with a single
Data Collector network reachable at a third site.

Note: See the Dell Storage Manager Release Notes for the latest information about stretched storage and
SRM configuration.
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Site Recovery Manager architecture

3.4 vSphere replication: single protected site
vSphere replication can be used in addition to or in place of array-based replication. Two of the main
advantages of vSphere replication over array-based replication are:

e A granular selection of individual powered-on VMs are replicated instead of entire datastores of VMs.

e vSphere datastore objects abstract the underlying storage vendor, model, protocol, and type. This
means that replication can be carried out between different array models and protocols, including to

local storage.

vSphere replication, along with other feature support for vSphere replication added in SRM 5.1, makes SRM
much more appealing and adaptable as a DR solution for small- to medium-sized organizations with
aggressive storage needs or budget constraints.

Protected site Recovery site
vCenter vCenter

2

m . .
uE. Databases Site Recovery Site Recovery Databases
3 Manager Manager

VM & VM VM LIVMI &IVMT & IVM VM| & VM &IVM

® VMware vSphere VMware vSphere

2

0

2

1]

e

£

Protected vSphere Recovery
cluster replication cluster

o

o

o

S VMFS/RDM/NFS/ VMFS/RDM/NFS/

@ Fibre Channel/ Fibre Channel/

FCoE/ FCoE/
Dell EMC storage Dell EMC storage

Figure 4  Configuration for a single protected site with vSphere replication
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Site Recovery Manager architecture

3.5 vSphere replication: dual protected site
The architectural changes with vSphere replication are carried into the active/active site model. In each
vSphere replication architecture diagram (Figure 4 and Figure 5), replication is handled by the vSphere hosts
using the vSphere network stack. An array-based SRA is not present in this architecture. Note that these
figures do not provide representation of all the components of vSphere replication. A deployment of vSphere
replication consists of multiple virtual appliances at each site and on each vSphere host that handles the
movement of data between sites. Go to VMware Documentation for a detailed look at vSphere replication.

Active site A Active site B
vCenter vCenter
o
g Site R Site R
Ite Recovery lte Recovery Databases
§ ilizes Manager Manager
VM| VM| &IVM

° VMware vSphere
5

©

2
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)

o

o

2 VMFS/RDM/NFS/ VMFS/RDM/NFS/
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FCoE/ FCoFE/
Dell EMC storage Dell EMC storage

Figure 5  Configuration for a dual protected site with vSphere replication
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4 Dell Storage Manager configuration

This section provides best practices for configuring Dell Storage Manager (DSM).

4.1 Data Collector configuration

As illustrated in section 3, DSM is a critical piece to the SRM infrastructure because the Data Collector
processes all of the calls from the SRA and relays them to the SC Series arrays to perform the workflow
tasks.

When deciding whether to use one or two DSM Data Collector servers, it depends if virtual machines must be
protected in one or multiple sites.

Single protected site: If protecting virtual machines at a single site, a single Data Collector will suffice; it is
required that it be placed at the recovery site.

Multiple protected sites without Live Volume: If protecting virtual machines at both sites and Live Volume
is not used, a Data Collector must be available at each site. One site would host the primary Data Collector
and the other site would host the Data Collector configured for Remote Data Collector mode.

Multiple protected sites with Live Volume: If protecting virtual machines at both sites and Live Volume is
used, a single Data Collector must be available at a third site.

4.2 Data Collector logins

For SRM to function, the SRA must use Data Collector login credentials that have rights to both SC systems
replicating the virtual machine volumes.

For example, if SC18 is replicating virtual machine volumes to SC19, the credentials that the SRA uses must
have administrator privileges to both systems.

= D&LLEMC ‘ Unisphere Central for SC Series ©Tasks W Telluswhatyouthinkl & jboche~ % 2 ~

Select Storage Center... v
Storage Centers
HOME .
+v Y A
STORAGE Name & Status Host or IP Address % Full Version System Serial Number
Storage Centers * I Storage Centers
Escig Up sc18.techsol local [ ] 5.20% 7.410.27 364352
£5sc19 HEup sc19.techsol.local 1 3.93% 7.410.27 364354
Esc2 Eup sc22 techsol local s 742103 60703
DATA MOBILITY
@sc23 Eup 523 techsol local [ EEEED 7.42.103 60705

MONITORING

REPORTS

DATA COLLECTOR
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4.3

4.4
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Keep in mind that each Data Collector, whether primary or remote, maintains its own user access database.
In a typical active/DR site configuration, a single Data Collector server is configured and deployed, managing
both source and destination site arrays. A single set of credentials is needed to register that Data Collector
server as an array manager for both sites.

In a typical active/active site configuration, two Data Collector servers are configured and deployed with one
managing the source site array and one managing the destination site array. Two sets of credentials are
needed to register each respective Data Collector as an array manager in SRM.

Creating dedicated SRA access accounts

For the SRA to have uninterrupted access to both arrays through the DSM Data Collector, it is recommended
to create dedicated accounts for SRM. Using dedicated accounts on each array ensures that service is not
disrupted due to a user changing their password.

Following the previous example, creating dedicated accounts requires these steps:

1. Create an account named srmadmin on both the protected site array and the recovery site array.
This account needs administrator privileges and the password assigned must be secure. For added
security, create different accounts on both systems with different passwords. The account names and
passwords are arbitrary.

2. Create a new account within Unisphere Central named srmadmin.

Mew User 77X
User Mame * srmadmin
Emzil Address srradmini@techsol local
Rale Administrator ¥
Preferred Language English (US) ¥
Pazsword *

Confirm Mew Password *

Reguires Password Change

m Cancel

The srmadmin account used to access the DSM Data Collector can now be used for configuring the SC
Series credentials within the SRM Array Manager configuration.

Note: Each DSM Data Collector and SC Series array maintains its own user account database. In an
active/active SRM site configuration, two sets of credentials are used to configure the SRM array managers.

Saving restore points manually

Restore points are queried by the SRA to discover the replication state and available recovery points for data
on volumes. Saving the restore points allows the SRA to retrieve the most current information about volumes
replicated between sites.

Dell EMC SC Series: VMware Site Recovery Manager Best Practices | 2007-M-BP-V D<A LTechnologies
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4.5
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Saving restore points should be completed prior to an SRM disaster recovery or planned migration recovery
plan execution. Restore points should also be saved prior to a reprotect operation in SRM.

Save restore points in the following scenarios:

e Prior to a disaster recovery or planned migration recovery plan execution
e After a major SRM event, such as performing a planned migration or disaster recovery
e Prior to a reprotect operation

Note: Prior to performing the reprotect operation in SRM, it is recommended to run the Save Restore Points
operation in DSM or Unisphere Central as well as the Discover Devices operation in SRM for each array in
the pair.

In Unisphere Central, select Save all or Save for individual volume replications.

= D&LLEMC | Unisphere Central for SC Series ©7asks W Telluswhatyouthinkk & jboche~ &% ?

Select Storage Center... v .
Disaster Recovery
OME Restore Points Recovery Progress
STORAGE
Save All | validate All  More Actions * Activate Test Activate Predefine Activate s
Filters Status Type Source Storage Center « | Source Volume Destination Storage Center Destination V.
Up Replication @ SC18 8 srmds1 Esc19 8 Replof
Display
All - Up Replication ~ £ 8018 $ srmds? £sc19 $ Replof
DATA MOBILITY Source Storage Centers Up Live Volume  E5C 19 © LV of Ivafunil Sscis 8 lvafunil
v Storage Centers ] eplication = SC1¢ srmds3 = SC18 Replof:
" g BEup Rep Esc19 S srmds3 Escis S Replof
i £sc18 Eup Live Volume £ 5C 19 S lvafnonuni2 £sc18 8 LVof v
Disaster Recovery
® Ssc19 Bup Replication ~ & 5C 19 8 srmds4 €sc18 € Replof:
£sc22 Eup Live Volume £ 5C19 8 vafuni2 £sc18 S LVof v
5023 Up Live Volume £ 5C 19 $ LV of lvafnonunil $scis S lvafnom
MONITORING Up Live Volume @ 5C22 € MDC-DEV-Applications01 g5 £ LVofSC
Up Live Volume  £5C 22 S MDC-PROD-Datsbases01 2sc23 8 LvofSC
Up Live Volume £8C22 $ MDCDEV-KubernetesTest01 £ SC 23 8 LVofsC
.
| Up Live Volume £3C22 & MDC-PROD-KubemetesDS01 & SC 23 8 LVofsC

Disable automatic restore point saving

As a best practice for all types of replicated storage used with SRM, including Live Volume stretched storage,
disable Automatically save and validate restore points in the Data Collector Replication settings. This will
prevent restore points from becoming degraded after disaster recovery.
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#+ Data Collector

General Environment Monitoring Users & Systems

Summary Security Ports Database Replication Download
Replication
Edit
Allow Select to Lowest Tier on Replication Create  Yes

Allow Select to Lowest Tier on Live Volume Create  Yes

Replication Restore Point Settings

Automatically save and validate restore points  No I

VMware SRM

SRM Selectable Snapshot Use Active Snapshot If Replicating Active Snapshot

4.6 Validating restore points

The validate restore points process reconciles the list of saved restore points with the list of replication jobs
and provides an opportunity to clean up restore points that may be orphaned or no longer needed. Select the
Validate All option to validate restore points.

= D&LLEMC ‘ Unisphere Central for SC Series ©7Tssks W Telluswhatyouthinkl & jboche~ £ 7

Select Storage Center... ~

HOME

Disaster Recovery

Restore Points Recovery Progress

STORAGE
Save All | Validate All | More Actions ¥ Save Activate Test Activate Predefine Activate Y

Filters Status Type Source Storage Center & | Source Veolume Destination Sterage Center Destination V|
T Up Replication @ SC18 8 srmds1 Esc19 8 Replof
isplay
All - Eup Replication ~ £5C18 S srmds2 Esc19 S Replof
DATA MOBILITY Source Storage Centers Up Live Volume £ SC 19 S LV of lvafunil Esci8 2 vafunil
v [ & Storage Centers Eup Replication 2 5C19 8 srmds3 Esc13 S Replof
R 2sc18 Eup Live Volume S 5C 19 £ Ivafnonuni2 £scis 8 Wof v
Disaster Recovery
Esc19 BEup Replication Esc19 8 srmds4 Escis  Replof
gsc22 Eup Live Volume 2 5C 19 & lvafuni? 25c18 8 WWoflw
25c23 Eup Live Volume 2 5C19 8 LV of lvafnonunil Esc18 2 hafnom
MOSIORAG Up Live Volume  ©5C22 € MDC-DEV-Applications0] Esc2 8 LVoisC
up Live Volume £ 5C22 £ MDCPROD-Databases0l Esc23 S LV ofsC
Up Live Volume £ 5C 72 & MDC-DEV-KubemnetesTest01 & SC 23 8 LVofSC
| Up Live Volume S5C22 S MDC-PROD-KubernetesD301 £ 5C 23 8 LVofsC

Validate restore points is performed automatically during a save restore points operation. Therefore, it is not
required to perform a subsequent validate restore points operation after a save restore points operation has
already been performed.

4.7 Modifying SRM settings for larger environments and stretched
storage

VMware Site Recovery Manager ships with a default configuration that is tuned for a large cross-section of
environments. However, each environment is unique in terms of architecture, infrastructure, size, and
recovery time objective (RTO). Larger or more complex SRM environments may require tuning adjustments
within SRM (listed in the following bullet points) in order for SRM to work properly. For more information about
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Dell Storage Manager configuration

making adjustments to accommodate such environments, see VMware KB article, Modify Settings to Run
Large Site Recovery manager Environments.

e storage.commandTimeout — Min: O Default: 300

This option specifies the timeout allowed (in seconds) for running SRA commands in array-based-
replication-related workflows. Increasing this value is typically required for larger environments or
environments with Live Volume stretched storage. Recovery plans with a large number of datastores
to manage may fail if the storage-related commands take longer than five minutes to complete. For
larger environments, increase this value (for example, to 3600 or higher) in the advanced SRM
settings. For environments including Live Volume stretched storage within protection groups, this
value should be increased by 90 seconds for each Live Volume managed by SRM.

e storage.maxConcurrentCommandCnt — Min: 0 Default: 5
This option specifies the maximum number of concurrent SRA operations allowed.
e storageProvider.hostRescanRepeatCnt — Min: 0 Default: 1

This option specifies the number of additional host rescans during test, planned migration, and
recovery workflows. This feature was not available in SRM 5.0 and was re-introduced in SRM 5.0.1.
Increase this value (for example, to 2 or higher) in the advanced SRM settings.

e storageProvider.hostRescanTimeoutSec — Min: 0 Default: 300

This option specifies the timeout allowed (in seconds) for host rescans during test, planned migration,
and recovery workflows. Recovery plans with a large number of datastores and/or hosts will fail if the
host rescans take longer than five minutes to complete. Increase this value (for example, to 600 or
higher) in the advanced SRM settings.

e storageProvider.stretchedDevicesMatchTimeout — Min: 0 Default 300

This option specifies the timeout allowed (in seconds) for local stretched devices to be matched to the
corresponding remote stretched devices. Increase this value (for example, to 1000 or higher) in the
advanced SRM settings. Increasing this value is typically required for environments including Live
Volume stretched storage within protection groups.

o defaultMaxBootAndShutdownOpsPerCluster — Default: off

This option specifies the maximum number of concurrent power-on operations performed by SRM at
the cluster object level. Enable the option globally by specifying a numerical value (such as 32) by
modifying the vmware-dr.xml file. The option can be added anywhere in the <config> section and the
Site Recovery Manager Server service should be restarted after making a change.

<config>

<defaultMaxBootAndShutdownOpsPerCluster>32
</defaultMaxBootAndShutdownOpsPerCluster>
</config>
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The value can also be configured per cluster by editing the srmMaxBootShutdownOps in vSphere
DRS Advanced Options. This value will override a value specified in the vmare-dr.xml file.

o defaultMaxBootAndShutdownOpsPerHost — Default: off

This option specifies the maximum number of concurrent power-on operations performed by SRM at
the host object level. Enable by specifying a numerical value (such as 4) by modifying the vmware-
dr.xml file. The option can be added anywhere in the <config> section and the Site Recovery
Manager Server service should be restarted after making a change.

<config>

<defaultMaxBootAndShutdownOpsPerHost>4
</defaultMaxBootAndShutdownOpsPerHost>
</config>

The vmware-dr.xml file is located in the configuration folder on the SRM server. The specific location varies
depending on the operating system and SRM version.

Windows:
C:\Program Files\VMware\VMware vCenter Site Recovery Manager\config\vmware-dr.xml
Virtual Appliance:

loptivmware/srm/confivmware-dr.xml

4.8 Modifying settings for SRM 8.2 and stretched storage

Internal testing conducted by Dell Technologies revealed a minor change starting with VMware Site Recovery
Manager version 8.2. For SRM planned failover to work smoothly with Live Volume stretched storage, the
vmware-dr.xml file on each SRM server must be modified followed by a recycle of the VMware vCenter Site
Recovery Manager Server service.

<config>
<storage>
<forcePrepareAndReverseReplicationForNoopDevices>true</forcePrepa
reAndReverseReplicationForNoopDevices>
</storage>
</config>

The vmware-dr.xml file is located in the configuration folder on the SRM server. The specific location varies
depending on the operating system and SRM version.

Windows:
C:\Program Files\VMware\VMware vCenter Site Recovery Manager\config\ivmware-dr.xml
Virtual Appliance:

/optivmware/srm/conf/vmware-dr.xml
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5 Configuring replication
SC Series replication, in coordination with Site Recovery Manager (SRM), can provide a robust and scalable
disaster recovery solution. Since each replication method affects recovery differently, choosing the correct

method to meet business requirements is important. A brief summary of the different options is provided in
this section.

5.1 Asynchronous replication

In an asynchronous replication, the /0O must be committed to and acknowledged by the source system in
order for the data to be transferred to the destination in an independent timeframe. There are two different
methods to determine when data is transferred to the destination:

By snapshot schedule: The snapshot (replay) schedule dictates how often data is sent to the destination.
When each snapshot is taken, the SC Series system determines which blocks have changed since the last
shapshot (the delta changes), and then transfers them to the destination. Depending on the rate of change
and the bandwidth, it is entirely possible for the replications to fall behind, so it is important to monitor them
and verify that the recovery point objective (RPO) can be met.

Replicating the active snapshot: This method transfers data in near real time, which usually requires more
bandwidth than replicating only the delta changes in the snapshots. As each block of data is written on the
source volume, it is committed, acknowledged to the host, and then transferred to the destination as fast as
possible. Keep in mind that the replications can still fall behind if the rate of change exceeds available
bandwidth.

Asynchronous replications usually have more flexible bandwidth requirements making this the most common
replication method for organizations which allow an RPO requirement greater than zero (meaning some
amount of data will be lost when recovery from an asynchronous replication). Another benefit of
asynchronous replication is that the snapshots are transferred to the destination volume, allowing for
checkpoints at the source system as well as the destination system.

5.2 Synchronous replication
In a synchronous replication, data is replicated in real time to the destination. An I/O must be committed on
both systems before an acknowledgment is sent back to the host. This limits the type of links that can be
used, since they must be highly available with low latencies. High latencies across the link slow down access
times on the source volume.

5.3 QoS definitions

SRM supports replication from a source to a destination and can reverse the direction of replication after
recovery and reprotect plans have been invoked. As a best practice, maintain consistent QoS definitions on
each SC Series system in a replication pair to provide consistency and prevent unexpected replication
latency. Inconsistent QoS definitions between sites may also cause reprotect or failback workflows to fail.

54 Live Volume replication

Standard asynchronous replication or synchronous replication (either mode) can be leveraged by VMware
vSphere SRM protection groups, recovery plans, and reprotection. Live Volume replications add an
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abstraction layer to the replication to allow mapping of an abstracted volume derived across two SC Series
arrays.

SRM support for stretched storage with Live Volume was added in DSM 2016 R1 and further improved in
DSM 2016 R3.11. Supported configurations are asynchronous replication or synchronous high availability
replication with non-uniform storage mapping to hosts. For more information about use cases and integrating
stretched storage with SRM, see the Site Recovery Manager Administration guide at VMware Documentation.

The use of Live Volume stretched storage in protection groups requires asynchronous or synchronous high
availability replication and non-uniform storage mapping. Live Volume automatic role swap and automatic
failover must be disabled.

The following are not supported in conjunction with SRM: synchronous replication in high consistency mode,
uniform storage mapping, managed replication, consistency groups, Live Volume automatic role swap, and
Live Volume auto failover.

Using Unisphere Central to perform Activate Disaster Recovery of a Live Volume managed replication is a
good use case for remote disaster recovery of a Live Volume. However, Live Volume managed replications
are not explicitly supported with vSphere SRM. Live Volume managed replication volumes are activated using
Unisphere Central.

Data consistency while replicating the frozen snapshot

Figure 6 and the steps that follow describe the consistency states of replications during plan execution while
replicating a frozen snapshot.
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(1) e Source replication volume A

Frozen snapshot (4:00 p.m.)
Deltas transferred from source volume

Frozen snapshot (3:00 p.m.)

Deltas transferred from source volume

Frozen snapshot (2:00 p.m.)
Deltas transferred from source volume

Frozen snapshot (1:00 p.m.)
Deltas transferred from source volume

s View volume
Created by SRM for recovery

s Destination replication volume A

SRM recovery snapshot
9 Taken by SRM at plan execution
Frozen snapshot (4:00 p.m.)

Deltas transferred from source volume

Frozen snapshot (3:00 p.m.)

Deltas transferred from source volume

Frozen snapshot (2:00 p.m.)

Deltas transferred from source volume

Frozen snapshot (1:00 p.m.)
Deltas transferred from source volume

Figure 8  Consistency states of frozen snapshot replications during plan execution

1. Once a snapshot is taken of the source volume, the delta changes begin transferring to the
destination immediately. The consistency state of the data within this snapshot is dependent on
whether or not the application had the awareness to quiesce the data before the snapshot was taken.

2. During a recovery plan test, a new snapshot is taken of the destination volume. This is performed per
the VMware SRM specification to capture the newest data that has arrived at the DR site. This means
that the consistency of the data is dependent on whether or not the previous snapshot was
completely transferred. For example, in Figure 6:

a. Ifthe 4:00 p.m. snapshot taken at the primary site was application consistent, but only 75 percent
of the snapshot data had been transferred, the data is considered incomplete. It may be
necessary to perform a manual recovery in order to present the last complete snapshot to the
application (such as the 3:00 p.m. snapshot in Figure 6).

b. If the 4:00 p.m. primary site snapshot was application consistent and performed at the same time
as the SRM recovery snapshot, then 100 percent of that snapshot would transfer. As a result, a
new snapshot would include all of the 4:00 p.m. snapshot data, and the application consistency of
the data would be preserved.

3. Once the SRM recovery snapshot has been taken, a view volume is created from that snapshot.
4. The view volume is presented to the vSphere host (or hosts) at the DR site for the SRM to begin a
test execution of the recovery plan.

22 Dell EMC SC Series: VMware Site Recovery Manager Best Practices | 2007-M-BP-V D&ALTechnologies



Configuring replication

5.6 Data consistency while replicating the active snapshot

Figure 7 and the steps that follow describe the consistency states of replications during plan execution while
replicating the active snapshot.

(1] Source replication volume B

Active snapshot data
Being written near real-time from source

Frozen snapshot (3:00 p.m.)
Deltas transferred from source volume

Frozen snapshot (2:00 p.m.)

Deltas transferred from source volume

Frozen snapshot (1:00 p.m.)
Deltas transferred from source volume

e View volume
Created by SRM for recovery

Destination replication volume B

SRM recovery snapshot
e Taken by SRM at plan execution
Active snapshot data

Being written near real-time from source

Frozen snapshot (3:00 p.m.)

Deltas transferred from source volume

Frozen snapshot (2:00 p.m.)

Deltas transferred from source volume

Frozen snapshot (1:00 p.m.)
Deltas transferred from source volume

Figure 7  Consistency states of active snapshot replications during plan execution

1. As writes are committed to the source volume, they are almost simultaneously transferred to the
destination and stored in the active snapshot. Consistent snapshots can still be taken of the source
volume, and the check points are transferred to the destination volume when replicating the active
snapshot.

2. During a recovery plan test, a new snapshot is taken of the destination volume that locks in all the
data transferred up to that point. Data stored within the active snapshot is most likely crash
consistent. For example, in Figure 7:

a. Although the 3:00 p.m. primary site snapshot was application consistent at the time of the SRM
recovery snapshot, the data must still be deemed crash consistent because it is highly probable
that writes into the active snapshot occurred after the 3:00 p.m. snapshot was taken.

b. If the application is unable to recover the crash consistent data captured in this snapshot, then
manual steps are required in order to present the last known consistent snapshot to the host
(such as the 3:00 p.m. frozen snapshot).

c. The only time that application data can be considered consistent while replicating the active
shapshot is if all I/O has ceased to the source volume, followed by a complete synchronization of
the data from the source to the destination.
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3. Once the SRM recovery snapshot has been taken, a view volume is created from that snapshot.
4. The view volume is then presented to the vSphere host (or hosts) at the DR site for the SRM to begin
a test execution of the recovery plan.
During an actual disaster recovery or planned migration execution, a view volume from a snapshot is not
mounted to the remote vSphere hosts. Instead, the destination volume itself is mounted to the remote hosts.
This change in behavior from SRM 4.x is to facilitate the reprotect and failback features introduced in SRM
5.x.

Replication dependencies and replication transfer time

If the application has multiple volumes in a data set, it is important to remember that not all volumes may
finish replicating within the same timeframe.

E Destination replication volume A

Frozen snapshot (4:00 p.m.) 100% transferred
Deltas transferred from source volume

Frozen snapshot (3:00 p.m.)

Deltas transferred from source volume

Destination replication volume B

frozen snapshot (4:00 p.m.) 85% transferred
Deltas transferred from source volume

Frozen snapshot (3:00 p.m.)

Deltas transferred from source volume

Destination replication volume C

Frozen snapshat (4:00 p.m.)

Deltas transferred from source volume

45% transferred

Frozen snapshot (3:00 p.m.)
Deltas transferred from source volume

Figure 8 Replication dependencies and transfer times

Due to various factors (such as rate of change, replication network bandwidth, volume size, and replication
QoYS), it is possible for multiple volumes in a backup set to finish replicating frozen snapshots at different
times. In this scenario, SRM does not use incomplete replication snapshots. This means that if the plan is
started before the frozen snapshot replications have completely transferred all of the data (as seen in Figure
8), then the volume A snapshot from 4 p.m. will be mounted, the volume B snapshot from 3 p.m. will be
mounted, and the volume C snapshot from 3 p.m. will be mounted. If all three volumes are part of a
consistency group, and are in use for a tiered application or database application, then the application
volumes presented from different points in time may cause problems with the application. If this happens,
manual intervention may be required to present the previous set of consistent snapshots back to the host (for
example, the 3 p.m. snapshot from volumes A, B, and C may need to be forced).
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SRM selectable snapshot

SRM selectable snapshot is a feature that is built into Unisphere Central. Because multiple methods of
replication are supported by SC Series storage, this feature determines whether the active snapshot or last
frozen snapshot is used when VMware SRM initiates a failover or test failover. There are four globally applied
configuration choices for SRM selectable snapshot:

Always use Active Snapshot (default): Uses the active snapshot (current, unfrozen state of the data
transferred to the destination).

Use Active Snapshot If Replicating Active Snapshot: Uses the active snapshot if Replicate Active
Snapshot is enabled for the replication, otherwise the last frozen snapshot is used.

Always use Last Frozen Snapshot: Uses the most current frozen snapshot that has been 100 percent
transferred to the destination.

Use Restore Point Settings: Uses the pre-configured settings for the restore point of the replication. If Use
Active Snapshot is not selected then the last frozen snapshot is used. This option allows granular selection of
the SRM Selectable Snapshot configuration on a per-volume-replication basis. The default Use Active
Snapshot configuration for each restore point is a cleared checkbox which translates to Use Last Frozen
Snapshot for the restore point.

The DSM default is to always use the active snapshot (the current unfrozen state) of the volume for SRM
purposes. The SRM selectable snapshot feature integrates only with certain SRM actions; in other actions it is
ignored. Table 1 outlines each scenario.

Table 1 When SRM selectable snapshot is honored

SRM action Recovery type SRM selectable snapshot configuration honored
Activate recovery plan Planned migration | No
Activate recovery plan Disaster recovery o If the protected site is down: Yes

If the protected site is up: No

Test activate recovery plan | N/A

If Replicate recent changes to recovery site check
box is cleared in SRM: Yes
If Replicate recent changes to recovery site check
box is selected in SRM: No
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Using application- and data-consistent frozen snapshots with SRM

There are a number of methods available for creating a frozen snapshot (replay) on SC Series storage. Once
replicated, the snapshot may be used by SRM. While some methods of snapshot creation result in crash-
consistent data contained within the snapshot, other methods may be employed that result in application or
data consistency within the snapshot. For example, Replay Manager 7.x can be used with vSphere or the
vSphere Client plug-in to create a snapshot of a datastore, or the workflow feature can be used to quiesce file
systems (if available). Using either of these methods results in a vSphere snapshot with both parent and delta
disks frozen, and the snapshot being replicated to the destination site.

Two important facts to recognize are:

e The VM is replicated to the destination site in a vSphere snapshot state and should be dealt with in
one way or another to prevent the VM from running continuously over a long time in a vSphere
snapshot state.

e The application and data consistency are contained within the frozen parent virtual disk and crash-
consistent data is contained within the delta virtual disk.

When the SRM recovery plan workflow is carried out, SRM registers the VM into inventory at the destination
site and powers on the VM with no special attention given to the current snapshot state of the VM. This
means that SRM will power on the VM using the delta resulting in recovery from a crash-consistent state. In
order to recover the VM from the frozen parent disk with application and data consistency, the VM must be
reverted to the previous snapshot using the vSphere Snapshot Manager before it is powered on. Once this is
done, the snapshot can be deleted (closed) and the VM can be powered on. This process ensures the VM is
powered on from its frozen parent disk and the delta disk along with the crash-consistent data in it is
destroyed.

If manually carrying out the previous process on a large scale, this can quickly erode efforts made toward
meeting the recovery plan RTO and is not the best use of SRM. In such instances, a more efficient and
consistent solution would be to script the snapshot management process using PowerShell and have that
process carried out as a pre-power-on, or potentially a post-power-on, step for the VM. Custom recovery
tasks are discussed in section 5.10.
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Custom recovery tasks

If the environment requires a custom recovery strategy, both Dell EMC storage and VMware have robust sets
of PowerShell cmdlets to customize the recovery steps where needed. The Dell EMC storage cmdlets can
control the snapshot selection, view volume creation, volume mappings, and even modify replications. Within
the same script, the VMware cmdlets can rescan HBAs, manipulate vDisks, add virtual machines to inventory,
and perform most other tasks required for recovery.

Add Pre Power On Step X
Type: o Command on SEM Server
Prompt (requires a user to acknowledge the prompt before the plan continues)
Name: Map Consistent Snapshot
Content:

Timeout: 5 minutes O seconds

See appendix A for examples of REST API and PowerShell scripts that can be used within Site Recovery
Manager.
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6 Site Recovery Manager configuration

This section provides best practices for configuring the Site Recovery Manager.

6.1 Configuring the array managers
To allow SRM to manage SC Series storage, the SRA must be able to communicate with the DSM Data
Collector. Array manager configuration can be performed from the Array Managers module. An array
manager must be added for each site in the unified interface.

8% Site Recovery

Site Pair '\\) Protection Groups |:| Recovery Plans
summary Storage Replication Adapters
Issues X -
vcsite2.techsol.local
v Configure

o RESCAN ADAPTERS
~ Array Based Replication

Storage Replication Adapters Dell EMC Storage Center SRA
Array Pairs
) Status  OK
Network Mappings
Folder Mappings WEED 181173
Resource Mappings Vendor Dell EMC
Storage Policy Mappings Install Location E-\Program Files\VMware\WVMware vCenter Site Recovery Manager\storage\sra...
Placeholder Datastores ) o
Vendor URL http:Afwww.dell.com/learn/us/en19/flatcontentg/ps-compelient
> Advanced Settings
o Supported Array Models Dell Compellent, Storage Center
Permissions
Recovery Plans History Supported Software Dell Storage Manager 181.1.173
Stretched Storage Supported

Figure @  Examine the installed SRAs

A1 Site Recovery  vcsiteltechsol

Site Pair ’(V}' Protection Groups D Recovery Plans

Summary Array Pairs

Issues - ADD

e C‘Dﬁiigure Array Pair T T Array Manager Pair
~ Array Based Replication
Storage Replication A
Array Pairs
Network Mappings

Folder Mappings

Figure 10 Adding an array manager
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The protected site array managers and the recovery site array managers must both be configured for pairing.

Depending on the architecture, either a single DSM Data Collector can be added for both sites, or a Data

Collector and Remote Data Collector model can be deployed.

Single Data Collector: Specify the same single Data Collector for both the protected site array manager and
the recovery site array manager. This Data Collector would typically reside in the recovery site. If Live Volume

stretched storage is protected by SRM, this Data Collector would be located at a third site.

Multiple Data Collectors: A Data Collector and a Remote Data Collector are deployed between the two
sites. Specify the Data Collector for the Site A array manager, and the Remote Data Collector for the Site B

array manager. Or specify the Remote Data Collector for the Site A array manager, and the Data Collector for

the Site B array manager.
Perform the following steps to configure the array manager:

1. Choose the installed DSM SRA type.

Add Array Pair Storage replication adapter

1 Storage replication adapter Select a storage replication adapter (SRA)

Storage Replication Adapter 1 Status
2 Local array manager

(-] > Dell EMC Storage Center SRA + OK
3 Remote array manager

4 Array pairs

5 Ready to complete

Vendor

Dell EMC

Version

1811173

Stretched
Storage

Supported

CANCEL NEXT
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2. Provide the local SC Series serial number (comma separate multiple local serial numbers) and DSM
connection parameters for the local array manager.

Add Array Pair Local array manager X

1 Storage replication adapter @ Array managers allow Site Recovery Manager to communicate with array based replication storage systems.

Enter a name for the array manager on "vcsitel.techsollocal™ protected site

2 Local array manager

Dell Storage Manager
3 Remote array manager

2 Ao Connection Parameters to the Dell Storage Manager

5 Ready to complete IP Address <\WebServerPort> dsm1techsal local

The IP Address and Web Server APl Port of the Dell Storage Manager (default

WebServerPort is 3033)

Storage Center Filter 364352

Enter a comma separated list of storage center serial numbers to include in

discovery This field is optional

Username srmadmin

Enter username for Dell Storage Manager

Password

CANCEL BACK NEXT

Note: To avoid Stretched storage (Live Volume) compatibility and operational issues, it is a best practice to
provide the SC Series System Serial Number in the Storage Center Filter field. The serial number for the local
array is used with the Local array manager. The serial number for the remote array is used with the Remote
array manager. The System Serial Number for each array can be found on the Hardware tab in Unisphere
Central.
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3. Provide the remote SC Series serial number (comma separate multiple remote serial numbers) and
DSM connection parameters for the remote array manager.

Add Array Pair Remote array manager X

1 Storage replication adapter ] Do not create a remote array manager Now.

Enter a name for the array manager on "vcsite2.techsollocal™: recovery site

2 Local array manager

3 Remote array manager Dell Storage Manager
4 Array pairs Connection Parameters to the Dell Storage Manager
5 Ready to complete P Address <\WebServerPort> dsmliechsallocal
The IP Address and Web Server AP Port of the Dell Storage Manager (default
WebServerPort is 3033)
Storage Center Filter 364354
Enter a comma separated list of storage center serial numbers to include in
discovery. This field is optional
Username srmadmin
Enter username for Dell Storage Manager
Password

CANCEL BACK NEXT
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6.2 Creating array pairs

Once an array manager has been added to each of the two sites in SRM, the arrays must be paired so that
replicated volumes can be discovered by SRM as eligible devices. In older versions of SRM, pairing was an
action that was performed after the initial installation of SRM. However, as of SRM 5.8, pairing can be
performed as part of the process of adding array managers to sites.

Add Array Pair Array pairs X
1 Storage replication adapter Select the array pairs to enable:
vesitel.techsollocal vesite2.techsol.local Status

2 Local array manager
SC 18 (protected site) 364354 (recovery site) Ready to be enabled
3 Remote array manager

4 Array pairs

5 Ready to complete

CANCEL BACK NEXT

Arrays cannot be unpaired while downstream SRM dependencies, such as protection groups, exist.

6.3 Array manager device discovery

Whenever a new replicated datastore or RDM is added to the environment, the arrays should be rescanned
within SRM for new devices. The array pair device discovery tool can be found in the Array Based
Replication module > Manage tab. Run the device discovery on both arrays to ensure a consistent list of
devices. Non-replicated volumes will not be discovered and displayed as eligible devices in SRM. Keep this in
mind as a troubleshooting tip if datastores or RDMs are not listed as eligible devices in SRM. Conversely, all
SC Series replicated volumes are discovered as devices in SRM, even if they are not for use by vSphere (for
example, replicated volumes belonging to other storage hosts such as physical Microsoft® Exchange®, SQL
Server®, Oracle®, and file servers).
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Select Discover Devices as shown on the following screen to invoke an SRA query to the DSM Data
Collector to obtain the newest array-based replicated device information.

Array Pairs
L ADD ARRAY PAIR v ARRAY MANAGER PAIR v
Array Pair Array Manager Pair Last An
ﬂ b o SC18 — 364354 protected site «— recovery site W SuUC

W DISCOVER DEVICES

Device (vcsitel.techsol.local) Datastore Status Device (vcsite2.techsol.local)
Repl of srmds3 Femote: [srmds3] ¢ Reverse srmds3

Repl of srmds4 Remote: [srmds4] & Reverse srmds4

srmclsl Local: [srmdsl] > Forward Repl of srmdsi

srmds2 Local: [srmds2] > Forward Repl of srmds2

srmivi Local: [srmivl, srmiwl] Site Preference: Forward (Str. LV of srmivl

Creating protection groups

If not completed already, create a small VMFS datastore at the disaster recovery site as a placeholder for VM
configuration files. For each virtual machine protected, SRM creates a shadow VM at the opposite site serving
as a placeholder for required processor, memory, and network capacity in a disaster recovery or planned
migration scenario.

Although this datastore only needs to be large enough to hold the configuration files for all the recoverable
virtual machines, creating a standard-sized 500 GB datastore will suffice. SC Series Dynamic Capacity thinly
provisions the volume making this a suitable standard which is space efficient.

In most cases, only one placeholder datastore per site is required because the disaster recovery and
migration processes unregister and reregister the recovered virtual machine with the .vmx file on the
recovered volume. The placeholder volume does not need to be replicated because VMware SRM only
places transient data on this volume that can be easily regenerated within the Ul.

With the placeholder datastore ready, protection groups can be created. Replicated or Live Volume stretched
storage datastore volumes are the foundation that protection groups are built upon. A protection group is
effective immediately after being created. Once a VM is protected, it is essentially pinned to the datastore (or
datastores) where the .vmx and .vmdk files reside. Manually moving files that belong to a virtual machine off
of a datastore is not supported with SRM; the VM will not be protected or replicated from its original datastore
or datastores. Automated Storage DRS (SDRS) and VMware Storage vMotion® can be sparingly used with
SRM-protected VMs if certain guidelines are followed. See the VMware Site Recovery Manager
Administration Guide. Dell Storage SC Series arrays offer dynamic block architecture and Data Progression
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which provides automated sub-LUN tiering for virtual machines without interfering with SRM protection

groups.

6.5 Creating recovery plans

When testing or running recovery plans, SRM does not have integrated mechanisms to determine whether

the replication volumes are fully synced before the storage is prepared for recovery. In other words, there may

be in-flight data that is actively replicated to the secondary site influencing the outcome of the recovery. This
will be true if you configure replication to also replicate the active snapshot (replay).

As a best practice, check Replicate recent changes to recovery site when running a test plan to help
ensure that all data is successfully replicated to the secondary site. During an actual disaster recovery
cutover, this option may or may not be available. For planned migrations using SRM, this step is required in

order to proceed.

Test - Exchange Servers

1 Confirmation options

2 Ready to complete

Figure 11

Confirmation options X

Test confirmation

2 Running this plan in test mode will recover the virtual machines in a test environment on the recovery site.

Protected site: vcsitel.techsol.local

Recovery site:

Server connection: Connected

Number of VMs: 2

Storage options

Specify whether changes to the recovery site. This process might take several minutes and is only
available if the s
Replicate recent changes to recovery site

Replicate recent changes to recovery site during test plans

Another best practice to further automate DR failover or planned migration may be to add prompts or SRM
server-side commands to the recovery plan to help ensure that all the data has been replicated before the
subsequent storage section is executed.
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For example, integrate an SC Series REST API or PowerShell script into the recovery plan to take current
shapshots of all the volumes and make sure the most recent data has been replicated (see appendix A for
examples). When the recovery plan executes, it pauses. However, recovery plan execution will not pause at a

command on an SRM server step.
Lk Exchange Servers > MOVE
summary Recovery Steps Issues History Permissions Protection Groups Virtual Machines

[ EXPORT STEPS
Plan status:
Description:

Prompts:

Recovery Step

& 1. Prompt.

W CANCEL
@ waiting for user input Il
The test has paused at a user prompt. Dismiss the prompt to resume the test
A" Press Any Key To Continue ***

Press Any Key To Continue

Status

Press Any Key To Continue - Waiting for user input

> ¥ 2 Synchronize storage

[4 3. Restore recovery site hosts from standby

[ 4 Suspend non-critical VMs at recovery site

> @ 5. Create

table storage snapshot

> {0 6. Configure test networks

[ 7. Power on priority 1VMs

[ 8. Power on priority 2 VMs

> [ 9. Power on priority 3 VMs

@ o Po

B 1. Power on

Figure 12

on priority 4 VMs

priority 5 VMs

Recovery plan prompting to continue

Step Started

Thursday, July 11, 2019 8:59:01 AM
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7 Testing a recovery plan

Testing the recovery plan is not disruptive to the storage replications, production volumes, and VMs because
the test recoveries use SC Series view volumes created from snapshots (replays) when running the recovery
plan tests. This means that when testing a recovery plan, any tests, changes, or updates can be performed
on the recovered virtual machines because they will be discarded when the test recovery plan cleanup takes
place. While the test plan is executing, production virtual machines and replication continues to run normally
without interruption.

To test a disaster recovery plan, right-click the recovery plan, and select Test.

A\] Site Recovery vcsiteltechsollocal - vcsite2 techs
site 7 Brotection Groups .

Site Pair \/ Protection Groups D Recovery Plans

Q, searct Recovery Plans

S Prew | peon suove  x oRere ®ron

[] Exchange Servers Name Ty Status ¥ Protected Site v Recovery Site

Fl saL servers © [ Exchange Servers 5 Ready vesitel.techsol.local vesite2 techsollocal

[ saL servers > Ready vesitel techsol local vesite2 techsol local

When choosing to run a planned migration or disaster recovery plan (as opposed to running a test), keep in
mind this procedure is disruptive and results in virtual machines being powered off at the primary site,
replication mirrors being broken, and virtual machines being recovered at the secondary site.

In the event of a disaster or planned migration, right-click the recovery plan and select Run.

] Site Recovery vcsitel techsol local - vesite2 techsol local v

site Pair () Protection Groups [ ] Recovery Plans

Q

h. Recovery Plans

Recovery Plans fNEW | S EDIT > MOVE X DELETE | - TEST
E] Exchange Servers Name T 1y stews Y Protected Site Y Recovery Site
Bl soL servers © [ Exchange Servers 5 Ready vesitel techsol local vesite2 techsol local
[ saL Servers > Ready vcsitel techsol local vcsite2 techsol local
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Acknowledge the safety precaution message to execute a live plan.

Recovery - Exchange
Servers

1 Confirmation options

2 Ready to complete

Confirmation options

Recovery confirmat

0 Running this plan in recovery mode wi

ion

the recovery site.

Protected site:

Recovery site:

Server connection:

Number of VMs:

vesitel techsol local
vesite2 techsollocal
Connected

2

attempt to shut down the WMs at the protected site and recover the VMs at

| understand that this process will permanently alter the virtual machines and infrastructure of both the protected and

recovery datacenters.

Recovery type

() Planned migration

Replicate recent changes to the recovery site and cancel recovery if errors are encountered. (Sites must be connected
and storage replication must be available.)

© Disaster recovery

Attempt to replicate recent changes to the recovery site, but otherwise use the most recent storage synchronization data.
Confinue recovery even if errors are encountered.

Review the success of the recovery plan after completion.

ks Exchange Servers o

- MOVE X DELETE

Summary Recovery Steps Issues History Permissions Protection Groups

[ EXPORT STEPS
Plan status:

Description:

Recovery Step
> 5 1. Pre-synchronize storage

> W 2. Shut down WMs at protected site

[y REPROTECT

@ Recovery complete

Virtual Machines

Learn more

The recovery has completed. Review the plan history to view any errors or warnings. You can now press Reprotect to configure protection in the reverse direction. Note that if you plan to failback

the virtual machines to the original site, you must first run the plan in reprotect mode, then once protection is configured in reverse, you can run the plan in recovery mode to failback the virtual

machines to the original site

Status
A Warning

o Success

P 3. Resume VMs suspended by previous recovery

[& 4. Restore recovery site hosts from standby

[& 5. Restore protected site hosts from standby
> [} 6. Prepare protected site \VMs for migration
> % 7. Synchronize storage

[l & Suspend non-critical VMs at recovery site
> {8} 9. Change recovery site storage to writable

I 10. Power on priority 1VMs

[ 11. Power on priority 2 VMs
> [@ 12 Power on priority 3 VMs

[ 13. Power on priority 4 VMs

B 14. Power on priority 5 VMs

+ Success
 Success
+ Success

+ Success

+ Success

o Success

Step Started

Thursday, July 11,

Thursday, July 11,

Thursday. July 11,

Thursday, July 11,

Thursday, July 11

Thursday, July 11,

Thursday, July 11

Thursday, July 11

2019 90408 AM

2019 2.04.44 AM

2019 905:07 AM

2019 9.05.08 AM

2019 9:05:08 AM

2019 :05:26 AM

2019 9:06:05 AM

2019 9:06:49 AM

View: &
Step Completed
Thursday. July 11, 2019 9:04:44 AM

Thursday, July 11, 2019 9:05:07 AM

Thursday. July 11, 2019 9:05:07 AM

Thursday, July 11, 2019 9:05:08 AM

Thursday, July 11, 2019 9:05:26 AM

Thursday, July 11, 2019 9:06:05 AM

Thursday, July 11, 2019 9:06:49 AM

Thursday, July 11, 2019 9:06:52 AM
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8

8.1

8.2
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Reprotect and failback

After virtual machines are migrated from one site to another using either the disaster recovery or planned
migration features in SRM, they are in an active running state on the network at the alternate site. However,
they are vulnerable to a site failure with no SRM protection. Previous versions of SRM required a manual
reprotection of the virtual machines at the recovery site. Today, SRM automates the reprotect process and
prepares the virtual machines for failback.

Reprotection

Once protected virtual machines are migrated, or disaster recovery failed over to the secondary site, the VMs
are unprotected. Following the migration of a protected group, SRM offers the ability to automate the
reprotection of the virtual machines. The reprotection is carried out in a series of automated steps.

Note: Prior to performing the reprotect operation in SRM, it is recommended to execute the Save Restore
Points operation in Unisphere Central as well as the Discover Devices operation in SRM for each array in the
pair.

During a reprotect, SRM commands the SRA to reverse storage replication for each of the
datastores/volumes in the protection group in the opposite direction. The protection group originally set up at
the primary site is migrated to the secondary site. Placeholder VMs originally set up at the secondary site are
now created at the opposite site (the new recovery site) on its respective placeholder datastore.

L Exchange Servers > MOVE Leam more (2
Summary Recovery Steps ssues History Permissions Protection Groups Virtual Machines
[ ExPORT STEPS

Plan status:

Description:
View:
Status Step Started Step Completed

 Suceess Thursday, July 11, 2019 Thursday. July 11, 2019 10:11:52 AM

1> Running Thursday, July 11, 2019

1k Running Thursday, July 11, 2019

5.1. Protection Group Exchange Servers

Failback

Failback is an SRM term that describes the ability to perform a subsequent disaster recovery or planned
migration after a successful recovery and reprotect. The benefit that failback introduced in SRM 5.x is the
automated ability to move back and forth between sites with minimal effort. This facilitates a number of use
cases including the ability to run production applications at the disaster recovery site, resource balancing, and
improved disaster recovery infrastructure ROI.

Note: Before executing the Failback recovery plan, it is recommended to first run a Test Recovery of the plan.
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9 Conclusion

VMware vSphere, Site Recovery Manager, and Dell EMC SC Series arrays combine to provide a highly
available business platform for automated disaster recovery with the best possible RTO and RPO, as well as
planned migrations for your virtualized data center.
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A Example scripts

A.l REST API script: TakeSnapshot.py

This is an example REST API script that can be folded into an SRM recovery plan. It leverages the Dell
RESTTful API to take a snapshot (replay) of the source replication system volume to make sure that the most
current snapshot is replicated to the DR site.

#

# main.py

#

# import modules into Python script

import requests, json, http, httplib, urllib, urllib2
import os, sys, subprocess, math

import math, time

import logging

from simplejson import scanner

# setup logging to scapi.log
logging.basicConfig(level=logging.DEBUG, filename='scapi.log',
format="'[%(asctime)s] % (levelname)s % (message)s')

if name == ' main ':

# define env incl. DSM IP addr, port & login credentials

DSM ip = '192.168.1.10" # IP address of DSM instance

DSM port = '3033' # Default port of DSM instance
DSM id = 'Admin' # Login credentials for DSM

DSM pass = 'mmm' # Password

verify cert = False # Default = False

apiversion = '2.0' # Default = 2.0

# disable warnings from requests module
if not verify cert:
requests.packages.urllib3.disable warnings ()

# define base URL for DSM REST API interface
baseURL = 'https://%s:%s/api/rest/' % (DSM ip, DSM port)

# define HTTP content headers
header = {}

header['Content-Type'] = 'application/json; charset=utf-8'
header['Accept'] = 'application/json'
header['x-dell-api-version'] = apiversion

# define the connection session
connection = requests.Session|()
connection.auth = (DSM id, DSM pass)
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# login to DSM instance
payload = {}

REST = '/ApiConnection/Login'
completeURL = '%$s%s' % (baseURL, REST if REST[0] != '/' else REST[1:])

print connection.post (completeURL, data=json.dumps (payload,

ensure_ascii=False) .encode ('utf-8"'), headers=header, verify=verify cert)

stdout[i] ['scSerialNumber'], stdout[i] [

# capture API connection instanceId
payload = {}

REST = '/ApiConnection/ApiConnection’

completeURL = '%s%s' % (baseURL, REST if REST[0] != '/' else REST[1:])

Json data = connection.get (completeURL, headers=header, verify=verify cert)
stdout = json.loads (json data.text)

conn_instanceld = stdout['instanceId']

# capture all SC series arrays managed by this DSM instance
scList = {}
payload = {}
REST = '/ApiConnection/ApiConnection/%s/StorageCenterList' % conn_ instanceld
completeURL = '$s%s' $ (baseURL, REST if RESTI[0] != '/' else REST[1:])
json_data = connection.get (completeURL, headers=header, verify=verify cert)
stdout = json.loads (json data.text)
print "Name\t\tSerial Number\t\tinstanceId\t\tIP"
for i in range(len(stdout)):
print "$s\t\t$s\t\t\t%s\t\t%s" % (stdout[i]['name'],
'instanceId'],

stdout[i] ['hostOrIpAddress'])

scList[stdout[i] ['name']] = {}
scList[stdout([i] ['name']] ['instancelId'] = stdout[i] ['instanceId']
scList[stdout[i] ['name']] ['hostOrIP'] = stdout[i]['hostOrIpAddress']

scName = 'SC 9'
volList = {}
payload = {}

REST = '/StorageCenter/StorageCenter/%s/VolumeList' %
(scList[scName] ['instanceId'])

completeURL = '%$s%s' % (baseURL, REST if REST[0] != '/' else REST[1:])

json _data = connection.get (completeURL, headers=header, verify=verify cert)

stdout = json.loads (json data.text)

for i in range(len(stdout)) :
volList[stdout[i] ['name']] = {}
volList[stdout[i]['name']]['instanceId'] = stdout[i]['instanceId']
volList[stdout[i] ['name']]['path'] = stdout[i] ['volumeFolderPath']
volList[stdout[i] ['name']] ['scName'] = scName
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A.2

42

# create a replay object from Volume Name x volume object
payload = {}

payload['Description'] = 'Replay of Volume Name x'

payload['ExpireTime'] = ‘60’ # in minutes, 0 = Never Expire

REST = '/StorageCenter/ScVolume/%$s/CreateReplay' %
volList['Volume Name x']['instanceId']

completeURL = '%s%s' % (baseURL, REST if RESTI[0] != '/' else REST[1:])

json _data = connection.post (completeURL, data=json.dumps (payload,
ensure_ascii=False) .encode ('utf-8"'), headers=header, verify=verify cert)

#stdout = json.loads(json data.text)

#print stdout

# logout from DSM instance
payload = {}

REST = '/ApiConnection/Logout'
completeURL = '%$s%s' % (baseURL, REST if REST[0] != '/' else REST[1:])

print connection.post (completeURL, data=json.dumps (payload,
ensure_ascii=False) .encode ('utf-8"'), headers=header, verify=verify cert)

This REST API script connects to an SC Series system with an IP address 192.168.1.10, a username Admin,
and a password mmm. It then takes a shapshot of Volume_Name_x with a snapshot expiration set to 60
minutes.

CompCU script: TakeSnapshot.cmd

This is an example CompCU script that can be folded into an SRM recovery plan. It leverages the SC Series
command utility (CompCU) and takes a snapshot of the source replication system volume to make sure that
the most current snapshot is replicated to the DR site.

A

"C:\Program Files\Java\ljre6\bin\java.exe"

A

-jar c:\scripts\compcu.jar
-host 192.168.1.10 *

A

-user Admin
A

-password mmm
-c "replay create -volume 'Volume Name 1' -expire 60"

A

"C:\Program Files\Java\ljre6\bin\java.exe"
-jar c:\scripts\compcu.jar "
-host 192.168.1.10 *

A

-user Admin
A

-password mmm
-c "replay create -volume 'Volume Name 2' -expire 60"

This CompCU script connects to an SC Series system with an IP address 192.168.1.10, a username Admin,
and a password mmm. It then takes a snapshot of Volume_Name_x with a snapshot expiration set to 60
minutes. The carrot (*) symbols in this script are used for line continuation and readability, but could be
excluded if the entire command is placed on one line.
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A.3

A4
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SC Series command set PowerShell script: TakeSnapshot.psl

This script leverages the SC Series command set to take a snapshot of the source replication system volume
in an effort to make sure that the most current snapshot is replicated to the DR site.

$SCHostname = "scl2.techsol.local"
$SCUsername = "srmadmin"
$SCPassword = ConvertTo-SecureString "mmm" -AsPlainText —-Force

$SCConnection = Get-SCConnection -HostName $SCHostname -User $SCUsername -
Password

$sCpPassword

New-SCReplay (Get-SCVolume -Name "lun40" -Connection $SCConnection) -
MinutesToLive 1440 - Description "Snapshot w/ 1 day retention" -Connection
$SCConnection

This PowerShell script will connect to an SC Series system with a host name sc12.techsol.local, a username
srmadmin, and a password mmm to take a snapshot of lun40 with a snapshot expiration set to 1 day. Run
this PowerShell script from the SC Series command set shell to automatically load the
Compellent.StorageCenter.PSSnapin snap-in. This script can also be run from any PowerShell prompt
provided the Compellent.StorageCenter.PSSnapin snap-in is manually loaded or loaded as part of the
PowerShell profile.

Dell Storage PowerShell SDK script: TakeSnapshot.psl

This script leverages the Dell Storage PowerShell SDK to take a snapshot of the source replication system
volume in an effort to make sure that the most current snapshot is replicated to the DR site.

# Import the module for the Dell Storage PowerShell SDK
Import-Module "C:\PS SDK\DellStorage.ApiCommandSet.psdl"

# Assign variables
SEmHostName = "eml.techsol.local"
SEmUserName = "srmadmin"

# Prompt for the password
SEmPassword = Read-Host -AsSecureString
~-Prompt "Please enter the password for $EmUserName"

# Create the connection

$Connection = Connect-DellApiConnection -HostName S$SEmHostName
-User S$EmUserName
-Password SEmPassword

# Assign variables

$ScName = "SC 12"

SVolumeName = "lun40"

$VolumeFolderPath = "VMware/Demo/SRM 6.x/"
$SnapshotDescription = "Created by PowerShell SDK"
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# Get the volume

$Volume = Get-DellScVolume -Connection $Connection
-ScName $ScName
-VolumeFolderPath $VolumeFolderPath
-Name $VolumeName

# Create a Snapshot that will expire in 1 day
$OneDayInMinutes = 1 * 24 * 60 # 1 day * 24 hours/day * 60 minutes/hour
$Snapshot = New-DellScVolumeReplay -Connection $Connection
-Instance $Volume
-Description $SnapshotDescription
-ExpireTime $OneDayInMinutes

This PowerShell script will connect to a DSM which is managing an SC Series system named
scl2.techsol.local with a username srmadmin and prompt for a password to take a snapshot of lun40 with
a snapshot expiration set to 1 day. This script can be run from any PowerShell prompt provided the
DellStorage.ApiCommandSet.psd1 module exists in the specified folder location or has already been
imported.
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B Additional resources

B.1 Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.

Storage technical documents and videos provide expertise that helps to ensure customer success on Dell
EMC storage platforms.

B.2 VMware support

For VMware support, see the following resources:

VMware.com
Education and training
Online documentation
VMware communities
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