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Executive summary

Dell Repository Manager (DRM) is an application that facilitates IT Administrators to effortlessly plan and
manage system updates. Dell Repository Manager enables to create custom software pools known as bundles
and repositories of Dell Update Packages (DUPs). These bundles and repositories allow the deployment of
multiple updates at once. Additionally, the Dell Repository Manager makes it easier to locate specific updates
for a particular platform which saves time.

5 CreatingandupdatingiDRAC repository using DRM 2.0



1

Introduction

Dell Repository Manager (DRM) is an application that allows IT Administrators to easily manage system
updates. Dell Repository Manager provides a searchable interface used to create custom software collections
known as bundles and repositories of Dell Update Packages (DUPs). These bundles and repositories allow for
the deployment of multiple firmware updates at once.

A Dell Update Package (DUP) is a self-contained, executable in a standard package format that

updates a software element on a Dell server such as the BIOS, a device driver, firmware, and other similar
software updates.
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Purpose and scope

The purpose of this white paper is to guide the customers in updating servers with the latest drivers,

firmware and application regularly, which is discovered by iDRAC inventory using Dell Repository Manager
scheduled repository search option.

This paper covers how to use Dell Repository Manager (DRM) to create a custom repository of updates, by
using the system’s inventory provided by iDRAC.
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3 Terminology

The following terms will be used throughout this document

Dell Change Management Terminology

Dell Update Catalog

A metadatafile to define all elements of a Dell update
repository. The catalogfileisin XML formator a .cabfile
containing acatalog XML file. For Dell server platforms,
the Dell online catalogfileis Catalog.cab whilefor Dell
business client systems, itis CatalogPC.cab. Dell
Repository Manager (Repository Manager) can save a
catalog in XML or CAB formats.

Dell Update Package

A self-contained installation package for BIOS, firmware,
drivers, and system application software.

Bundle

A virtual conceptina Dell update catalog. Abundle
definesacontainerthatcontains a group of correlated
Dell update packages. The common bundleis system
bundle whichincludes all update packages forone Dell
platform.

All update packages of a bundle mustbe definedinthe
same catalog.

Component

A Dell update package. Acomponent may or may not be
contained within one or multiple bundles.

Source (Repository)

A source (repository) referstoarepository which alocal
repository caninheritbundles and/or components from.
A source repository can be assigned by a user. By
default, itrefersto the Dell online repository whichis
hosted on ftp.dell.com. Asource will be opened as a
read-only repository in Dell Repository Manager.

Local Repository

A local repositoryis created by a Dell Repository
Manager user. A local repository data are saved ina
local database. The owner of a local repository has full
permissions onalocal repository.

8 CreatingandupdatingiDRAC repository using DRM 2.0




4 Creating and updating iDRAC Repository using DRM

Here, we discuss about the procedure of creating iDRAC repository using DRM.

4.1 Procedure to Create and update iDRAC repository using DRM

You can create iDRAC Repository using DRM with the discovered models.

Go to “Search Dell Support Site” option in "My Repository” tab.

Select the repository and then select "Schedule Repository Search” option in the action pane.
Select the bundles in the repository.

Select the local repository path to save.

Schedule the frequency to check for new updates.

Configure Email settings if required.

No v ks E

iDRAC repository gets updated as per the schedule.
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Create DRM repository using iDRAC inventory

Dell Repository Manager

Application Source Repository Bundle Component Jobs Help

Welcome x '."i My Repositories

Display Welcome tab at application startup

Dell Repesitory Manager (DRM) allows you to create and manage customized repesitories consisting of Dell Update Packages (DUPs, also known as Compenents) and groups of DUPs (also known
as Bundles).

Getting Started

Step 1: Populate your database
In case, you are using the Dell Repository Manager for the first time, you need to pepulate the database before you proceed. If you have installed the latest version on a system that had DRM v1.5

(or greater) the Database should have been populated with the last content synchronization.
"—_" Sync Database with Dell Online Catalog
You can populate the DRM database with the help of the latest Dell Online catalog. If you have updated to the latest DRM version on a system that had DRM v1.5 {or greater), you can
use this function to update the database to the latest version of the catalog.

"__.' Sync Database with Local Source Catalog
If you have a local copy of the Dell Online Catalog, which can be accessed by DRM (via the Applications drop down box, Settings and Source Repository), then use this option to

populate the DRM database.
Step 2: Create a Repository
Often the first thing that you will try with the Dell Repository Manager is to create a Repository with updates, If you have created repositories with the older versions of DRM, those repositories will
be accessible from the My Repositories tab.

+ Create a New Repository
The Mew Repository wizard helps you with the options to create a new Repositery. This function is also available from the My Repository tab once you click Mew. In case, you want to
create custom repositories using Dell OpenManage Essentials {DME]), Dell OpenManage Integration for Viiware vCenter or Dell Modular Chassis. Click My Repaositories tab, and select

MNew. You have the choice to select the appropriate wizard.

Jobs Queue Pending for Confirmation: 0 Queued: 0 Completed: 12 A

Figure1l Dell Repository Manager Data Center Version Wizard

From the Start menu, open All Programs and select Dell Repository Manager Data center Version.
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Dell Repository Manager

Application Source Repository Bundle Component Jobs

i My Repositories

My Repositories
New w B

Create New Repository
Dell OpenManage Essentials (OME) inventary
Dell OpenManage Integration for Wiiware vCenter inventary
Dell Medular Chassis inventory
Dell Generic Inventory

Empty (no inventory)

] Imported Repository: 4,/10/201 1 PM 452
Imported Repository: 4/16/2014 11:48:23 AM 451
Imported Repository: 4/16/2014 4 449
Archived Dell Online: 03/28/2014 14:04:35 452
Imported Repository: 5/21/2014 9: 1 P 455

Imported Repository: 6/1/2014 11:04:03 PM 464
Archived Dell Online: 04/24/2014 08:08:36 455

Imported Repository: 9/1/2014 4:19:09 AM 0

1/2014 4:

Imported Repository. 53 AM 1

Imported Repository: 10/10/2014 1:40:11 AM 485

Imported Repository

1/2014

:07:33 AM 430

Imported Repository: 8/2/2014 12:51:07 AM 158

Archived Source: 4 158
Archived Source: 08/26/2014 18:48:54 -1 74
Archived Source: 08/26/2014 18:48:34 -2 54
Imported Repository: 8/9/2014 5:17:11 PM 479
OME_Repository 12

Imported Repository: 8/22/2014 5:33:13 AM 452

Imported Repositary: 9/26/2014 9:58:14 AM 494

Imported Repesitory: 9/30/2014 9:3.

30PM 494

Imported Repository: 10/4/2014 9:03:02 PM 495

OO0 00000 ODO0DODEOO0O0DOO3

Imported Repository: 10/28/2014 5:20:02 AM 250

Jobs Queue

dles

Help

Components

1774

1617

1234

1346

1191

1432

1436

1434

1034

1547

1622

1g22

1624

1431

Created

10/31/2014

9/29/2014

3/4/2014

/4/2014

3/28/2014

3/28/2014

/4/2014

3/28/2014

4/24/2014

3/29/2014

4/24/2014

6/24/2014

8/23/2014

9/29/2014

8/27/2014

6/19/2014

8/26/2014

8/26/2014

8/26/2014

8/2772014

/772014

9/19/2014

%/19/2014

9/19/2014

©/29/2014

9/29/2014

) View Local Source Catalog

Imported Description
11/3/2014
11/4/2014
471072014
4/10/2014
471072014
471672014
4/18/2014
471772014
5/21/2014
6/1/2014
5/30/2014
9/1/2014
9/1/2014
10/10/2014
£/1/2014
8/2/2014
9/9/2014
©/9/2014
9/9/2014

9/9/2014

872272014
S/26/2014
9/30/2014
10/4/2014

10/28/2014

) View Dell Online Catalog | g Search Dell SupportSite | g} Schedule Automatic Search

Pending for Confirmation: 0 Queued: 0 Completed: 40

~

Figure 2 Launch Dell iDRAC Inventory wizard.

From the New drop-down menu, Select Dell iDRAC inventory option.
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Dell Repository Manager

Name and Description Provide & name and description (optional) for the new repository.
Base Repository Name:
Connect to iDRAC
Summary Description:
I Cancel | Bac ext >
Figure 3 Create Repository for Dell iDRAC Wizard.

Create iDRAC repository by any name.
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Dell Repository Manager

Name and Description Provide & name and description (optional) for the new repository.
Base Repository Name:
Connect to iDRAC Drac Repository
Summary Description:
I Cancel | Back I Mext >
Figure 4 Create Repository for Dell IDRAC Wizard.
Click Next.
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Dell Repository Manager

Mame and Description s/ Choose the repository that you would like to use as a base for your new
repository.

Base Repository
@ Dell Online Catalog

Connect to IDRAC ) Local Scurce Repositery

Summary O My Custom Repositories

| Cancel ] | < Back J | Mext > J

Figure 5 Create Repository for Dell IDRAC Wizard.

Select Dell Online Catalog, and then click Next.
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Dell Repository Manager

Mame and Description ¢ Frovide the host details to access Dell iDRAC
Base Repository v IDRACIP Address: Enter address of Server

— Use different user credentials(Please check if other than default credentials used)
Connect to iDRAC
Summary e

Reset | Connect |
System Model

Connected Hast:

Mew repasitory will contain:

@ Latest updates for all devices

O Latest updates for only out-of-date devices

I Cancel [ Back J ext =

Figure 6 Create Repository for Dell IDRAC Wizard.

Provide iDRAC IP and Credential details.
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Dell Repository Manager

Mame and Description ¢ Frovide the host details to access Dell iDRAC
Base Repository “ iDRAC IP Address: 10.84.171.214

— Use different user credentials(Please check if other than default credentials used)
Connect to iDRAC
Summary e

Reset | Connect |
System Model

Connected Hast:

Mew repasitory will contain:

@ Latest updates for all devices

O Latest updates for only out-of-date devices

| Cancel ] [ Back J ekt =

Figure 7 Create Repository for Dell IDRAC Wizard.

After IP and Credentials of iDRAC provided, click Connect.
The following are the default Dell iDRAC credentials,
Username: root

Password: calvin
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Dell iDRAC Inventory wizard appears once the connection established successfully.

Dell Repository Manager

Please wait while getting inventory ...

Cancel

Figure 8 Dell IDRAC Inventory Wizard.
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Dell Repository Manager

Mame and Description ¢ Frovide the host details to access Dell iDRAC
Base Repository “ iDRAC IP Address: 10.84,171.214
Use different user credentials(Please check if other than default credentials used)
Connect to iDRAC
Summary e
Reset | Connect
System Model
T6305T1 PowerEdge Te30
Connected Host:  10.84.171.214
Mew repasitory will contain:
@ Latest updates for all devices
O Latest updates for only out-of-date devices
I Cancel ] [ Back J | Mext =
Figure 9 Create Repository for Dell IDRAC Wizard.

Discovered machines are listed in the System section.
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Dell Repository Manager

Mame and Description ¢ Frovide the host details to access Dell iDRAC
Base Repository “ iDRAC IP Address: 10.84,171.214
Use different user credentials(Please check if other than default credentials used)
Connect to iDRAC
Summary e
Reset | Connect
System Model
T6305T1 PowerEdge Te30
Connected Host:  10.84.171.214
Mew repasitory will contain:
@ Latest updates for all devices
O Latest updates for only out-of-date devices
I Cancel ] [ Back J | Mext =
Figure 10 Create Repository for Dell IDRAC Wizard.
Click Next.
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Dell Repository Manager

Mame and Description y/ =
- Mame & Description:
Base Repository y/ - .
. Mame: iDrac Repoasitory
Connect to iDRAC ~/ Descriptiom: n/a
L L T e e e e e
Summary
e e e e +
Source Repositony:
e e e e e e e e e e +
Path: fip.dell.com/catalog/catalog.cab
ER R R i AR i R v i R A e R iR
e e e e e e e e e e +
Swetem Inventor:
~ Repository Creation Options
Choose the type of bundles/components that you would like to add in
the repository.
| Windows x32 Bundles and Components 5 )
Windows x64 Bundles and Components 5 ]
| Linux Bundles and Companents 0
I Cancel ] | [ Back J | Finish
Figure 11 Create Repository for Dell IDRAC Wizard.

Click Finish.
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Dell Repository Manager

Please wait while comparing updates ...

Processing update [1/25) .

Figure 12 Comparing Updates wizard.

Dell Repository Manager

H Successfully created repository from inventory

Repositony @ iDrac Repositony

=

Total New bundles added :2
Total Mew components added : 16

Figure 13 New repository from inventory wizard.

Click Close.
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Dell Repository Manager

Application Source Repository Bundle Component Jobs Help

£\ New Local Source
i@m My Repositories [ Drac Repository

iDrac Repository

A save &, Run a comparisen 1¥ Properties
Bundles Inventory
Tasks 4 Add Selected/Tota o2
Tetal selected 0 Bytes
Filter Bundles by: Bundles (filtered resuits):
Select a filter - Mame version | 05 Date Size Auther | Generation Brand
v Keyword Search [DRAC bundle for Powerfdge TE30 1.0 Linux 11/28/2014 26267 ME  User 136 PowerEdge
IDRAC bundle for Powerfdge T630 1.0 Windows x32  11/28/2014  277.04 MB  User 13G Powertdge
> Brand

* Supported Platforms
¥ Operating System

> Release Date

| Manage. || Save..

Jobs Queue

Pending for Confirmation: 0 Queued: 0 Completed: 40 A

Figure 14 New Bundles created on iDRAC repository

iDRAC Repository created with supported bundles for the selected platforms
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Dell Repository Manager

Application Source Repository  Bundle

Ega My Repositories | [ IDrac Repository 3

Component Jobs

Help

My Repositories
New w fa Open I Delete B Schedule Repository Search
(=) Mame Bundles Components
(| Imported Repository: 11/3/2014 8:23:50 AM 516 1774
(=] Imported Repository: 10/28/2014 5:20:02 AM 250 1431
D Imported Repository: 10/10/2014 1:40:11 AM 495 1612
(] Imported Repository: 10/4/2014 2:03:02 PM 435 1624
(] Imported Repository: 9/30/2014 93230 PM 494 1622
[} Imported Repository: 9/26/2014 £:58:14 AM 404 1622
(| Imported Repository: 9/22/2014 533113 AM 452 1547
(] Imported Repository: 9/9/2014 9:17:11 PM 479 1447
= Archived Source: 08/26/2014 18:48:54 -2 34 543
(] Archived Source: 08/26/2014 18:48:54 -1 74 452
(=] Archived Source: 08/26/2014 18:48:54 158 728
=] Imported Repository: 9/2/2014 12:51:07 AM 158 686
= Imported Repository: 8/1/2014 5:07:33 AM 480 1448
= Imported Repositony: 9/1/2014 4:23:03 AM 1 1080
|:| Impeorted Repesitory: 9/1/2014 4:19:09 AM 0 1034
] Imported Repository: 6/1/2014 11:04:03 PM 464 1436
D Archived Dell Online: 04/24/2014 0%:08:36 455 1434
|:| Imported Repository: 5/21/2014 :52:01 PM 455 1432
(=] Archived Dell Online: 03/28/2014 14:04:35 452 1351
= Imported Repositony: 4/16/2014 4:30:48 PM 449 1229
= Imported Repository: 4/16/2014 11:48:23 AM 451 1191
] Imported Repositary: 4/10/2014 24151 PM 452 1346
D Archived Dell Online: 03/04/2014 04:41:49 449 1234
(] Dell Online 03/04/2014 04; 9 443 1228
(] OME_Repositary 12 65
iDrac Repository 2 16

Jobs Queue

Created

10/31/2014

8/29/2014

9/29/2014

8/29/2014

8/18/2014

9/15/2014

8/18/2014

8/27/2014

8/26/2014

8/26/2014

8/26/2014

£/19/2014

8/27/2014

8/25/2014

6/24/2014

5/29/2014

4/24/2014

4/24/2014

3/28/2014

3/4r2014

3/28/2014

3/28/2014

3/ar2014

3/4/2014

8/17/2014

11/28/2014

I View Local Source Catalog

Imported « Description
11/3/2014
10/28/2014
10/10/2014
107472014
5/30/2014

9/26/2014

9/9/2014
5/9/2014
9/9/2014
9/9/2014
5/2/2014
9/1/2014
9/1/2014
9/1/2014
6/1/2014
5/30/2014
5/21/2014
471772014
4/16/2014
471672014
4/10/2014
4/10/2014

471072014

£\ New Local Source

IR View Dell Online Catalog | g Search Dell Support Site | g Schedule Automatic Search

Pending for Confirmation: 0 Queued: 0 Completed: 40

A

Figure 15
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DRM My Repositories wizard.

Select iDRAC Repository, and then select Schedule Repository Search option in Action pane.




Dell Repository Manager

Search — Bundles in Repository
This search will locate updates that are newer than what is
Actions currently in the selected repository. New updates will be placed
in the existing repository (unless other location is set). Option
Schedule to receive an e-mail when new updates have been identified.
Email

~Include the following types of update files in the search results

Update Type Criticality Operating System
V| Application »| Optional W| Windows 32-bit
«| BIOS +| Recommended Windows 64-bit
Driver Urgent %] Linux (32-bit & £4-bit)
w| Firmware
Uilities
| Cancel | | Pravious | | Mext |
Figure 16 Schedule Repository Search Wizard.

Click Next.
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Dell Repository Manager

Search § S 2

Indicate the action(s) to be performed once the updates are retrieved.
Actions Repository Name: iDrac Repository
ST Save updates to & local repositony 0

Save Local Repository options
Email Browse
+| Replace old files with new files in all bundles (DUF Only) 0
| Comesl || Previous | | MNext
Figure 17 Schedule Repository Search Wizard.
Click Next.
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Dell Repository Manager

Search X . §

Indicate the action(s) to be performed once the updates are retrieved.
Actions Repository Name: OME Repository
Schedule Save updates to a local repository

Save Local Repository options
Email Browse
+| Replace old files with new files in all bundles (DUF Only)
| Comesl || Previous | | MNext
Figure 18 Schedule Repository Search Wizard.
Click Next.

26 CreatingandupdatingiDRAC repository using DRM 2.0



Dell Repository Manager

Search
Actions — Set the Frequency to check for new updates
Schedule Indicate the frequency on which updates will be checked.
Email 21450 AM
-
—Settings
@ One Time
Q@ Daily
© Weekly every: Monday -
© Monthly on this day: 1 v
Security Options

@ Run only when user is logged on

(@ Run whether user is logged on or not [requires the Windows credentials)

Mote: Recommended to run the computer on AC power when the task starts.

| Comesl || Previous ]| Next

Figure 19 Schedule Repository Search Wizard.

Click Next.
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Dell Repository Manager

Search Mote : Configure and test your Email settings to get notification on the status of scheduled search.
Actions Email C tion
Schedule Default Email Address: Mot Configured

Email Type : Microsoft Exchange Sernver
Email

Server : Mot Configurad

Configure Email Settings |
Motify Additional Email Accounts
(1] /
Recipient’s Email ID
Remove < <
| Camcel || Previous | | Finish
Figure 20 Schedule Repository Search Wizard.

Click Finish.
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Dell Repository Manager

~ Email Type
. MOTE: Provide email particulars to receive
@ smTP ﬂ © Microsoft Exchange i) email notification for new updates,
~ Configuration Fields
- Sender Details -~ SMTP Options
[C] Use Anonymous authentication 7 ]
Email ID [ Sender's Email Addrass ] SMTP Server [ SMTF Server Address l
User Name [ LUser Mame ] Port Mumber [ 23 l
Password [ ] Prowy Server [ Proxy Add " 80 ]
Domain [ Damair ] u [ Bypass Proxy o [ use s5L [ ]
[ Send Test Email |
| Cancel | | Save J
Figure 21 Email settings wizard.

Use SMTP server IP and credential details to configure SMTP.
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Dell Repository Manager

~ Email Type
. MOTE: Provide email particulars to receive
O smTP ﬂ @ Microsoft Exchange i) email notification for new updates.
~ Configuration Fields
~ Sender Details ~ M5 Exchange Options
[] Use Default Credentials 0 [[] Autodiscover URL [ ]
Email ID [ Sender’s Email Address ] M35 Exchange URL M5 Exchange Server URL
User Name [ User Mame ]
M5 Exchange Version Exchange2007_SP1 -
Fassward [ ]
| Check Availability |
Domain [ Damain ] i ] '
[ Send Test Email |
|. Cancel J |. Save J
Figure 22 Email settings wizard.

Use Microsoft Exchange server IP and credential details to configure Microsoft Exchange.
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Dell Repository Manager

This task will run an executable file,
Do you want to create this task?

Figure 23 Task Creation Wizard.

Click Yes.

Dell Repository Manager

0 Task was created successfully.

Figure 24 Automatic Search Wizard.

Click OK.
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5 Additional resources

Support.dell.com is focused on meeting your needs with proven services and support.

DellTechCenter.com is an IT Community where you can connect with Dell Customers and Dell employees
for the purpose of sharing knowledge, best practices, and information about Dell products and
installations.

Referenced or recommended Dell publications:

e Install Guide :
http://www.delL.com/support/home/us/en/19/Products/software/ent_sys_magmt/ent_sys_magmt_r
epository_mngr

e User Guide
http://www.dell.com/support/home/us/en/19/Products/software/ent_sys_mgmt/ent_sys_magmt_r
epository_mnagr

e Reference Guide:
http://www.delL.com/support/home/us/en/19/Products/software/ent_sys_magmt/ent_sys_magmt_r
epository_mngr

e Dell Repository Manager: Tech center:
http://en.community.dell.com/techcenter/systems -management/w/wiki/1767.dell-repository-
manager

e Dell Repository Manager: Whitepapers
http://en.community.dell.com/tech center/systems -management/w/wiki/5103.dell -repository -
manager-white-papers
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