Technical Report

Windows Command-line

Automation Techniques for
Dell EquallLogic PS Series Arrays

Abstract

This Technical report will describe different
methods of command line automation available
for Windows and Dell EquallLogic PS Series arrays.
Examples are shown with step by step building
guides in order to help administrators create their
own customizable scripts.

GOLD CERTIFIED
Partner

TR1089
V1.0

it



Copyright © 2013 Dell Inc. All Rights Reserved.
EquallLogic is a registered trademark of Dell Inc.
Dell is a trademark of Dell Inc.

All trademarks and registered trademarks mentioned herein are the property of their
respective owners.

Information in this document is subject to change without notice.

Dell Inc. will not be held liable for technical or editorial errors or omissions contained
herein. The information in this document is subject to change.

Reproduction of this document in any manner whatsoever without the written
permission of Dell is strictly prohibited.

Authored By: Chuck Farah

WWW.DELL.COM/PSseries



http://www.dell.com/PSseries

Preface

PS Series arrays optimize resources by automating performance and network load
balancing. Additionally, PS Series arrays offer all-inclusive array management software,
host software, and free firmware updates.

Audience

The information in this guide is intended for storage administrators.

Related Documentation

For detailed information about PS Series arrays, groups, volumes, array software, and
host software, log in to the Documentation page at the customer support site.

Dell Online Services

You can learn about Dell products and services using this procedure:

1. Visit http://www.dell.com or the URL specified in any Dell product information.

2. Use the locale menu or click on the link that specifies your country or region.
Dell EqualLogic Storage Solutions

To learn more about Dell EqualLogic products and new releases being planned, visit
the Dell EqualLogic TechCenter site: http://delltechcenter.com/page/Equallogic. Here
you can also find articles, demos, online discussions, technical documentation, and
more details about the benefits of our product family.

For an updated Dell EqualLogic compatibility list please visit the following URL:
https://support.equallogic.com/compatibility
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Introduction

Dell PS Series Arrays provide powerful command line integration for Windows, Linux
and VMware hosts. Windows PowerShell is the robust scripting interface that will allow
the administrator to customize, automate and optimize their Dell storage operations.
Dell EqualLogic PS series arrays are designed to provide simplicity, advanced
integration and automatic optimization to fully leverage the storage investment.

Dell EqualLogic Host Integration Tools are available for no additional cost and includes
PowerShell Commands unique to the PS Series Arrays as well as storage management
automation through native Windows PowerShell commands for Windows Server 2012
and Windows 8. This document will focus on the Windows interfaces to the PS Series
Arrays.

Executive Summary

The goal of this document is to arm the administrators with skills to help automate
Windows® environments attached to Dell PS Series arrays. Examples and step by step
guides are offered in this document to be used for reference or training to help
demonstrate scripting possibilities with PS Series PowerShell commands (also known
as cmdlets). The document will describe the different forms of application interface
communication available for PS Series arrays as well as some useful Windows specific
commands where appropriate. All of the Dell PS Series software described in this
document is included with the PS Series array.

Available Dell EqualLogic Automation from the command line
Dell PS Series array command line application interfaces available:

e PS Series Group Manager CLI
e Dell EqualLogic Host Scripting tools for Windows, Linux and Unix
e Dell” EqualLogic Host Integration Tools for Windows® includes Auto-Snapshot
Manager/Microsoft Edition (ASM/ME) — enabling the ability to create data- and
application-consistent Smart Copies of NTFS volumes, and
o Dell EqualLogic PowerShell cndlets specific to the PS Series.
o Auto-Snapshot Manager CLI
e SAN HQ management CLI
o Windows® Server 2012 native PowerShell cmdlets through integration with the
Windows® storage architecture and Dell's PS Series Storage Management
Provider (SMP).

In addition to the PS Series specific APIs native Windows utilities such as DISKPART or
WMI provide the ability to match up operating system objects to the physical
properties necessary to manage the Dell EquallLogic PS Series storage. For instance
DISKPART is used to format and partition iSCSI connected volumes on PS Series arrays
to enable the volume for use in Windows® environments.
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PS Series Storage automation: the Goal of this document

This document will use several examples to demonstrate building blocks for advanced
automation with Dell EqualLogic PS Series Windows PowerShell cmdlets, native
Windows PowerShell cmdlets, Windows Management Instrumentation (WMI),
DISKPART and the iSCSI command line interface (CLI) utility.

The Windows PowerShell ISE scripting environment will be used to provide examples
which demonstrate integration with PS Series arrays. The following will be achieved in
this document:

1. How to enable and configure the PowerShell environment for Windows
2. How to list PS Series Array properties such as volumes, members and group
information from PS Series PowerShell cmdlets.
3. How to create, discover, login and initialize a volume to a Windows host
4. How to delete existing volumes from Windows.
5. Show Windows Server 2012 native PowerShell cmdlet integration
a. Automate multiple volume creation
b. Automate multiple volume deletion

Windows PowerShell

Windows PowerShell is quickly becoming the popular scripting tool for advanced
automation. With Windows PowerShell an Integrated Scripting Environment (ISE) is
available to enable rapid development and debugging of the code. The scripting
environment includes small commands which perform specific operations known as
command-lets (crmdlet for short). These cmdlets are the building blocks for the
advanced functionality found in modern Windows scripts today.

Windows® Server 2012 and Windows® 8 have a Storage Management Architecture
that allows for external storage to be managed by native Windows Applications such as
File Services and Systems Center Virtual Machine Manager (SCVMM). The Storage
Management API is available for Dell EqualLogic storage with the Host Integration
Tools for Microsoft® v4.5 (or higher) also known as the HIT for Microsoft. Host
Integration Tools for Microsoft® v4.6 will need to be installed for full support of
SCVMM 2012 SP1.

PS Series Arrays PowerShell

Dell™ EqualLogic Host Integration Tools (HIT) for Microsoft® also includes a suite of
Windows PowerShell cmdlets specific to PS Series arrays. The PowerShell commands
included with the HIT for Microsoft adds specific PS Series Array management
functionality and automation to the Windows PowerShell environment. The PS Series
PowerShell commands include advanced management and discovery of the PS series
Group, Member or Volume and iSCSI Sessions, Replication and Snapshots.
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Other methods of automation available with Dell PS Series Storage (these methods
will not be covered in detail in this document)

PS Series Arrays Group Manager CLI

The PS Series array may be configured or viewed through a standard Telnet/SSH
session to perform diagnostics, initial group configuration or management. The PS
Series Group Manager CLI provides typical support call initiated commands or initial
setup of the array, however further administrative tasks may be automated with the
Host Scripting Tools described below. For further information please download the
"Group Manager CLI Reference Guide” from the PS Series Firmware download section
of https://eqlsupport.dell.com

PS Series Arrays Host Scripting Tools

Host Scripting tools are available to issue PS Series Group Manager command line
interface (CLI) commands from a remote host and capture the output of the
commands for further action. The Host Scripting tools are available for Windows, Linux
and UNIX. These host scripting tools allow for manipulation of the PS Series Group
Manager CLI with Perl or Python scripting languages. For further information please
download the "Host Scripting Tools” from the PS Series Firmware download section of
https://eqglsupport.dell.com

PS Series Arrays Auto-Snapshot Manager (ASM) CLI

Dell™ EqualLogic Host Integration Tools for Windows® with Auto-Snapshot
Manager/Microsoft Edition (ASM/ME) may be installed to provide full application
consistent snapshot capabilities. Although the ASM GUI interface provides advanced
automation functionality the ASM CLI provides an application interface to the PS Series
array for additional customization of Smart Copy™ management.

Note: For Windows Smart Copy™ uses the PS Series arrays protection capability to
create application consistent snapshots, clones and replicas to provide protection and
recovery of important information assets.

For further information please download the “Auto-Snapshot Manager Microsoft®
Edition — User’s Guide” from the Host Integration Tools for Microsoft download section
of https://eqlsupport.dell.com

PS Series Arrays SAN Headquarters CLI

SAN Headquarters (SAN HQ) is an advanced performance, configuration and alert
monitoring system for PS Series arrays. Several tasks may be accomplished with the
SAN HQ cli such as report automation, adding PS Series Groups, creating archives and
exports as well as the ability to launch SAN HQ GUI with specific parameters.

For further information please download the “Installation and User’'s Guide” from the
SAN Headquarters download section of https://eglsupport.dell.com
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Windows® and Dell™ PS Series Automation Techniques

Windows PowerShell ISE Setup

The PowerShell Integrated Scripting Environment (ISE) will be used to enable
development, testing and debugging of PowerShell scripts or modules to configure
Dell EqualLogic Storage to Windows. Alternatively the Dell PS Series PowerShell Tools
interface may be used, however this document will focus on the use of the Windows
Integrated Scripting Environment (ISE) which is included with Windows® 2008 R2 or
higher (Please see Appendix D for more information). All the examples below use
PowerShell v2.0 available with Windows® 2008 R2 SP1 and PowerShell v3.0 for
Windows® Server 2012 and Windows® 8.

Download and install the Host Integration Tool for Microsoft® v4.5 or higher from
https://eqglsupport.dell.com. The kit will include the Dell EqualLogic PowerShell Tools
Reference Guide v4.5 which will provide detailed information about each cmdlet.

Pre-requisites:

¢  Windows PowerShell Integrated Scripting Environment (ISE)
Please see Appendix D for feature information on Windows 2008.

e Host Integration Tools for Microsoft®
Please refer to the Dell EqualLogic PowerShell Tools Reference Guide
https://eqglsupport.dell.com

Warning:

The examples that follow will make changes to your systems and should be
thoroughly tested and modified in a development environment prior to moving to
production. Please use the examples as a reference and be aware that these scripts are
provided as is without warranty of any kind. The PS Series PowerShell cmdlet library
are fully supported through standard Dell agreements.
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Windows PowerShell ISE Environment setup

To setup up our PowerShell Environment the following will need to be performed

1. As indicated above download and Install Dell EqualLogic Host Integration Tools for
Microsoft (HIT/Microsoft v4.5 or higher)

2. Add the Windows PowerShell ISE feature on Windows 2008 hosts
Please see Appendix D for more information.

3. Enable Microsoft® Windows PowerShell script execution
4. Customize the profile for Windows PowerShell ISE

5. Include the Dell EqualLogic PowerShell cmdlets module in the Windows
PowerShell ISE

Graphical representation of the steps involved. The green will indicate tasks that are
completed while the highlighted square will indicate the current process.

Start Install HIT Add
for —> Windows —>|  Enable Import
Microsoft ISE* PowerShell EquallLogic
* Execution modules
. Save and
Customize ISE startup N Test N End
profile .
$profile.psl
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Step — By — Step Setup for Windows 2008 and Windows 2012/Windows 8

Start Install HIT Add
—>

Microsoft ISE* PowerShell
* Execution

Note: HIT/Microsoft and Windows PowerShell ISE should be setup prior to this step in
the instructions

1. Enable Windows PowerShell execution.
By default the execution policy is set to “Restricted” which means you will not be
able to execute any PowerShell Scripts.

a. Open a Windows PowerShell console
Windows Sever 2012\ Windows 8
Server Manager->Tools->Windows PowerShell

Windows 2008/Windows 7
All Programs->Accessories->Windows PowerShell-> Windows PowerShell
b. Determine execution policy: Enter at the command line

PS C:\> Get-ExecutionPolicy

c. If the execution policy is “Restricted” then enter :
PS C:\> Set-ExecutionPolicy RemoteSigned

2. Setup the Windows ISE for PS Series cmdlets module.
a. Open Windows ISE
Windows Server 2012/Windows 8
Server Manager->Tools->Windows PowerShell ISE

Windows 2008/Windows 7
All Programs->Accessories->Windows PowerShell->Windows PowerShell ISE
(Right mouse — Run as administrator)
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Start Install HIT Add
for 7 Windows |~ Enable | Import

Microsoft ISE* PowerShell EqualLogic
k3 Execution modules

b. Import the PS tools (PowerShell cmdlets) module per session:

PS C:\> import-module -name <EqualLogic HIT Install
path>\Eq1PSTools.d11

Example: import-module -name “C:\Program
Files\EqualLogic\bin\Eq1PSTools.d11”

Test the access and list PS Series cmdlets:
PS C:\> Get-Command -Module EqlPSTools

Example partial output:
PS C:\ > Get-Command -module EqlPSTools

CcommandType Name ModuleName

Connect-EqlGroup EqlPSTools
cmdlet convertFrom-EqlTemplatevolume Eq1PSTools

Below are the guidelines to import the PS Tools (PowerShell cmdlets)
permanently and provide persistence between Windows PowerShell ISE
sessions.

c. Create a profile or Open the appropriate profile script: for our example we
will create a profile for all users and all hosts on this machine

d. Edit the profile to include an environmental variable to the path and the
import the EqlPSTools module.
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h.

o — " Customize
SSE £ Enakille ISE Startup
P xecution profile

Create Profile:
Copy the code below to a new PowerShell document and save as

CreateMyProfile.psl
H#H AR AR A AR AR AR R AR AR
if (! (test-path $profile.AllUsersATTHosts))
{new-item -type file -path $profile.AllUsersAlTHosts -force}

=4 Windows PowerShell ISE
File Edit View Debug Help

Lol & =8 9 PaE = | 8BTS

| CreateMyProfile.psl X
1 #This Script creates the PowerShell profile for all Users 1f 1t doesnt exist

2 #for just this user remove the .AllUsersAllHosts

3 #For allusers this Windows PowerShell ISE must be "Run As Administrator™

4 # - Right mouse click on the Windows PowerShell ISE icon...and click "Run as Admi
5 #To execute any Powershell use the dot slash prefix ...7.e. .‘\CreateMyProfile.ps1l
& 1T (!(test-path fprofile.AllUsersAllHosts))

7 {new-1tem -type file -path Sprofile.AllUsersAllHosts -'Fc'r'ce}|

8 #Mewt - edit the profile...= notepad $profile.AlTUsersAllHosts

L

10

PS5 CA\Users\chuck_farah=
» \CreateMyProfile.psl

Execute the PowerShell script from the command prompt:
PS C:> .\CreateMmyProfile.psl

Note: The “.\" (dot slash) prefix is a Microsoft security measure to ensure the
authorized user is running the script.

Edit the profile to add the module:
PS C:> notepad $profile.ATTUsersATTHosts

Add these lines with the appropriate locations for the install path:

$env:PSModulePath = $env:pPSModulePath + ";C:\Program
Files\EqualLogic\bin\Eq1PSTools.d11”

Import-Module -name “C:\Program Files\EqualLogic\bin\EqlPSTools.d11”

Note: Be sure the install path is correct. Further customization is also
available such as “CD" to a default specific working directory.
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Start End
—> n
- ISE Customize |TP] “2eand —>

Setup ISE Startup $;§|}; =

1. Save the profile, Exit the ISE and restart.

j. Once the Windows ISE is re-started test with:
PS C:\> Get-Command -Module EqlPSTools

Name Modu | eName

Connect-EqlGroup EqlPSTools
convertFrom-eEqlTemplatevolume Eq1PSTools

Note: These guidelines will import the EqualLogic PS Tools (PowerShell
cmdlets) permanently and provide persistence between Windows PowerShell
ISE sessions.

See: http://msdn.microsoft.com/en-us/library/dd878326(v=vs.85).aspx for more
information.

Tip: Be sure the install path is correct. Further customization is also available
such as “CD" to a default specific working directory.

Example of a Profile Script:

| profile.ps1 - Notepad
File Edit Format ‘iew Help

Renv:PSModulePath = tenv:PSModulePath + ";C:%Program Files“\Equalloglchbin\EqlP5Tools.dll®
Import-Module -name “C:\Program Files“Equallogicybin\EqlP5Tools.d11”
cd "C:wUsersyAdministrator.SFARTANYDocuments\TechReport FowerShell™
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Windows PowerShell Dell EqualLogic PS Series Group Access

Before being able to execute PowerShell cndlets that will manage PS Series storage

the PS Series Group(s) will need to be registered and connected. This may be achieved
through Auto-Snapshot Manager/Microsoft Edition or through the provided PowerShell

cmdlets. We will use the PowerShell cndlets option for this example. See the "Dell
EquallLogic PowerShell Tools v4.5 Quick Reference” for more information.

The Following steps will be performed:

Check for previous connection to the PS Series Groups
Establish new group access if needed
Connect to the PS series groups

Test Connection

Start

10

Set New
Access

Connect to
the PS Group

Test
Connection

End
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Step — By — Step PS Series Group Access

Start Set New Connect to Test End
Access the PS Group Connection

11

Start the Windows PowerShell ISE
Windows Server 2012/Windows 8
Server Manager->Tools->Windows PowerShell ISE

Windows 2008/ Windows 7
All Programs->Accessories->Windows PowerShell->Windows PowerShell ISE

Check for previous PS Series Group access :
Windows Server 2012

PS C:\> Get-StorageSubSystem

This command uses the SMP integration in Windows Server 2012.
PS C:\ > Get-StorageSubSystem

WARNING: No EqualLogic PS Groups configured on this host. Please use EqualLogic
Powershell Tools or Auto-Snapshot Manager to configure PS Group access.

Windows 2008/ Windows 7

PS C:\> Get-EqlGroupAccess
PS C:\> Get-EqlGroupAccess

WARNING: No connection exists to an

Note: Group access may have been established during the installation of the
Host Integration Tools for Microsoft. Multiple Groups may be registered and
connected to a single host.

All of the commands listed for Windows 2008 will work as well for Windows
Server 2012.

Register PS Series Group access (not necessary if already configured but will
need to verify connection in step 5.).
Syntax:

New-Eq1GroupAccess -Groupname <groupname> -GroupwKaddress
<wellKnownIPaddress> -username <DOMAIN>\<username> —-password <password> -
VSSUserName <chapuserforvss> VSSPassword <chappassword>

Example:

:\> New-EqglGroupAccess -GroupName tekmktlab -GroupwKAddress 10.10.5.50
Username grpadmin -Password eqleql -VSsUsernarme eglsan -VSSPassword equa11og1c123

successfully connected to the group 'tekmktlab'

Note: New-EqlGroupAccess will register the array and connect. This is the
preferred method for connecting to the array as opposed to Connect-EqlGroup.
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Below screen captures will indicate how to locate the input parameters from
the EqualLogic PS Series Group Manager User Interface

kmktlab - EqualLogic PS Series Group Manager - Windows Internet Explorer

= n
@t-: ¥ I'-.“ Fittp:/10.10.5.50/ 'oj 2] e r—".tekmktlab-EquaILog\cPSSe... x {ﬁ 5.0 {ﬁ%

E Group tekmktlab
‘ag Group Configuration
@ Storage Pools

=3 hembers

* Group name:

*Group [P address: [10.10.5.50 (
" GroupWKAddress

Location: |default

seemen Note: -MgmtWKAddress may be
used if a management network
is used on this Groun

(™)
pj H |4 '-l-'_.tekmktla- quallogc P 5e... &

#==tekmktlab - EqualLogic PS Series Group Manager - Windows Internet Explorer

=
@ ) = [/ htitna0.s800

Group Configuration

E Group tekmktlab
ﬁg Group Configurstion
@ Storage Poolg

=3 Members

["Gereral | Administration | Notifications [ iscsl | StwP | wDsSS | Defauts | Firmware | Advanced |

VDS/A/SS Access Control List
VDSNASS management access to the group: restricted

© add [ Modity S Deletq

CHAP user 2 |IP address |iSCSI initiator
egleq| *

s €€ -VSSUserName
exchchap

| Settings
=3 Members| [vame: tekmidlab

pesr 1010550 ISCS! initistor suthentication

dress::

. Enable authentiostion for i initistors
stration Access Enable RADIUS authentication for iSCS! initist
|stration Access
cecs: enabled Consult locally defined CHAP accounts first
access:  enabled
ess enabled RADILIS settings...

eout: dizabled
n banner: disabled
Motifications ISCSI Discovery

lerts: 0 recipient
: lome: disahled

ISMS servers (in ordet of preference) ISCSl dizcovery fiter

1 [¥] proers not configured @ Add hen gelected, initistors can onlNg darasds f lnicathan b
autharization.

== ogs = -

% Group EEB_cipients |:| Prevent unauthorized hosts fir VSSPaSSWOYd
uthentication

B vouumes } disabled
% HAP: enabled

Replica... -

P ettings Lecal CHAP Ar _oUnts

@ Monitor... | (%855 enabled

raps: dizabled ) dadd E[Modiiy 32 Delete

- & D 5S Local CHAP user < [Pasaword / |Status |Accnunt OWTIES
— = : restricted &l chapuser DelEcin enabled grpadmin
2 eqlsan equallogicl 23 enabled grpadmin [+

4]

12
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Set New Connectto ——> Test > End
Access the PS Group Connection

4. Check for all PS Series access and Connection information

PS C:\Get-EqlGroupAccess|Format-Table -property GroupName, SessionID

If the SessionID does not show as <disconnected> please continue to Step 6.

:\> Get-EqlGroupAccess ormat-Table -property groupname,sessionid -AutoSize

GroupName SessionId

TR2ProdGrp 64ED2A45484434AA50FB440000009035

Note: a Sessionld populated indicates a successful connection to the Group.
The Format-Table cmdlet allows for column selection and output format
customization.

Multiple Groups may be connected to this Server (see example below):

PS C:\> Get-EqlGroupAccess|Format-Table -Property GroupName,SessionID -Autosize
GroupName SessionId

ArmyGrouETl 60006585C852CD2A141FE50100002000

tekmktla 6090A02860F2A2B53C6F1483020020C7
tekmktlab-10Gb 6090A09840D4057EA9D5A4000000D086

To select just an individual Group use the following cmdlet:

:\> Get-EqlGroupAccess|Where-Object $_.GroupName -eq "tekmktlab
Table -Property GroupName,SessionID -Autosize

GroupName SessionId

tekmktlab 6090A02860F2A2B53C6F1483020020C7
The Where-Object cmdlet is a handy way to filter selections.

5. *** Only Connect if the Group is currently disconnected ***
PS C:\Get-EqlGroupAccess|Format-Table -property GroupName, SessionID

:\> get-eqlgroupaccess t -property groupname,sessionid -AutoSize

GroupName SessionId

TR2ProdGrp <disconnected>

If <disconnected> Connect to the PS Series array

PS C:\> Set-EqlGroupAccess -GroupName TR2ProdGrp -UserName grpadmin
-Password eqleql

successfully connected to the group 'TR2ProdGrp'

The success statement indicates that the credentials and connection
information is correct. The Set-EqlGroupAccess is the preferred method to re-
establish connections if needed.

Note: In some cases you may need to re-register with the "Remove-
EqlGroupAccess —GroupName $GroupName” and then “New-EqglGroupAccess”.

13
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Set New
Access

—> Connect to
the PS Group

Test
Connection

(=)

To test connection and access to the Group:

PS C:\> Get-EqlGroup

SessionId

groupId

GroupName

GroupAddress
GroupAddressIpPv4
GroupAddressIPv6
ClientAccessSSH
ClientAccessTelnet
wWebAccess
webAccessNoEncrypt
ConnectionBalancing
PerformanceBalancing
GroupbDate

GroupTime

GroupTimeZone
GroupbDescription
UseCHAPForDiscovery
EmailHomeContact
SMTPServers

Emailsender
EmailSenderDomain
EmailsenderName
EmailRecipientList
EmailNotification
FTPService
UseLocalcChapForIscsi
GroupLocation
MembershipPassword
SyslogNotification
NTPServers

SyslogServers
RadiusIscsiAuthentication
RadiusLoginAuthentication
RadiusAuthenticationServers
RadiusAuthenticationSecrets

RadiusAuthenticationTimeoutSeconds :

Ha
: disabled

RadiusAuthenticationRetryCount
RadiusUserAccounting
RadiusAccountingServers
RadiusAccountingSecrets
RadiusAccountingTimeoutSeconds
RadiusAccountingRetryCount
LDAPLOginAuthentication
OptimizedMPIOSessions
UnTimitedMPIOSessions
MinimalMPIOSessions

: 6090A09840D4057EA9D5A4000000D086
: 6090A09840D4057EA9D5A4000000D086
: tekmktlab-10Gb

: 10.10.6.50

: 10.10.6.50

: 0000:0000:0000:0000:0000:0000:0000:0000
: enabled

: enabled

: enabled

: enabled

: enabled

: enabled

: 06/11/13

: 10:22:44

: america_New_York

: 10 Gigabit Storage Group

: disab

: 10.124.4.210
: joe@dell.com
: dell.com

ed

joe

: joe@dell.com;
: disabled

: enabled

: enabled

; 10.124.4.210;10.17.225.67;172.16.213.184
: disabled
: disabled

2

)

H

: disabled
: Enabled
: Disabled
: Disabled

Note: This connection may also be shown with the native Windows Server
2012 PowerShell cmdlets “Get-StorageSubsystem” as well as the Auto-

SnapShot/ME GUI
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W) Dell Equallogic Auto-Snapshot Manager EI@

File  Wiews Launch  Custornize Help

EBac A osts 5 ) Co ect Logs
4= Back = gp fdd H = ' Collect Log

Settings & eFsevmimzki2spl PS Group Access o

4 a tekmktlab (cfscvmmzkl 2spl) Add PS Group
2 WDS/SS access
B rotification Settings \ Smart Copy access o
> & PowershelfSMP access (P35 Authentication)
i a tekmktlab-10Gh (cfscvmmzkiZspl)
& WDS/ES access
L Smart Copy access
2 PowershelfsMP access (P35 Authentication)

General Settings

Cfg@ PS Group Access

Note: Auto-Snapshot Manager/Microsoft® Edition PS Group Access example.

Tip: Any command may be explained with Get-Help cmdlet <options> where
options may be —detailed, -examples etc.
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Windows PowerShell Dell EqualLogic PS Series Volume Creation and Access
Automation

In this section we will demonstrate how to create a new volume, enable access and
connect an iSCSI volume as well as format, partition and bring the volume online to
Windows. This is the method required for Windows operating systems prior to
Windows Server 2012 or Windows 8. Windows Server 2012 and Windows 8 include
additional integration and capabilities with Dell EqualLogic storage. However the
below scripts will work with Windows Server 2012, Windows 8 and Windows 2008.

The following example will use the Dell™ PS Series PowerShell cmdlets, Windows
native PowerShell cndlets, Windows iSCSI CLI (a Windows utility to manage iSCSI
sessions), Windows Management Interface (WMI) as well as the DISKPART utility for
Windows.

To add an EqualLogic volume through a command interface the following steps will be
executed.

1. Create the new volume on the PS Series Array through the PS Series PowerShell
cmdlets.

2. Enable the Access Control List (ACL) for that volume to the host initiator (to
provide access to the volume through the iSCSI network).

3. Connect the volume created on the PS Series array to the host with the
Windows iSCSI CLI (iscsicli.exe).

4. Determine the Physical Disk just created (from the WMI interface for Windows
2008 R2)

5. Bring the new volume online with the Windows DISKPART utility (Windows
2008) which will format a new NTFS volume assigned to the next available drive
letter.
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Step — By — Step Pre-Windows Server 2012

We will test each of these steps individually then provide a complete PowerShell script
for latter modification and automation. See Appendix A for the full script.

Launch ISE —> Test -—> End
Connection

To complete this exercise please perform the following:

1. Launch the PowerShell ISE (Note: if you followed the steps to initialize your
PowerShell environment you will not need to import the PS Series cmdlets)

2. Connect to the appropriate PS Series Group if needed. See the PS Series Group
access section.
To test connection and access to the Group:

PS C:\> Get-EqlGroupAccess|Format-Table -Property GroupName, SessionID

Note: If this command does not produce the connected PS Series arrays please follow
the PS Series Group access instructions. In some cases the PS Group may need to re-
register with the "Remove-EqlGroupAccess —GroupName $GroupName” and then
“New-EqglGroupAccess”.

Start Create Enable Connect
new EQL 1 Access [ to the

volume to the Volume
Volume
Bring Get Partition,
iSCSI | 5] Physical || assignand End
volume Disk Format a
online Number new
Volume
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3. Check to see if enough free space is available on the Pool for the volume. The
following will list all Pools with 15GB or more free.

PS Series Array Cmdlet and pipe to Where-Object to filter the results

)
PS C:\> Get—Eq1Poo1|Where—object {$_.FreeSpacemMB -gt 1506}

In this example the "default” pool is listed.

:\> Get-EqlPool|where-0Object $_.FreeSpaceMB -gt 1500

GroupId : 6090A09840D4057EA9D5A4
GroupName : tekmktTab-10Gb
GroupAddress : 10.124.2.30
StoragePoolName : default
PoolGuid : 08A09006-0900-5D44-004E-40B830BE1F00
Description :
IsbefaultPool . yes
Poo1Borrow : Enabled
onlineMembercCount ;3
InUseMembercCount : 3
TotalSpaceMB : 64421865
FreeSpaceMB 1 24537405
UsedSpaceMB : 24899475
ThinProvisionFreeSpaceMB : 245374050
ISCSIConnectionCount 1 397
PoolActualFreeSpaceMB : 24537405
PoolAvailableBorrowSpaceMB 1 29754795
PoolRecoverableSpaceMB 1 2625
PoolTotalBorrowSpaceMB 1 2625
PoolFreeBorrowSpaceMB : 0
VolumeSubscribedvB 1 45747825
volumeAllocatedvB : 12639375
volumeCount : 122
onlinevolumeCount : 117
InUseVolumeCount ;34
SnapshotReservedMB : 6109830
SnapshotReservedAvailableMB : 6109830
SnapshotSpaceUsedMB 1 275385
SnapshotCount : 48
onlineSnapshotCount ;12
InUseSnapshotCount : 0
PoolSnapshotReserveBorrowSpaceMB : 2625
PoolSnapshotReserveFreeSpaceMB : 6109830
PoolSnapshotTotalBorrowSpaceMB : 0

If your Pool name is different simply change by entering:
PS C:\> $PooIName = 'myPoolName'
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Start Create Enable Connect
new EQL 7 Access [] tothe

volume to the Volume
Volume

4. Initialize variables for your environment within the ISE command prompt (for
ease of testing)

Hint: Change the values below appropriately and copy then paste into the
command input line in Windows PowerShell ISE.
Copy/Paste

$MinFree - 15%*1024 #~15GB free space avail
$volusable 10%1024 #size of volume

$PooTName #NEED TO change to your pool

$GroupName # USE your PS Series Group Name.

$GroupLabel #Reference to PS Group for Tabel on the volume
#Example group label “PSPROD”

$Thisvol #This is the volume name (change appropriately)
$TargetPortal #PS Series Group IP address

Note: PS Series group IP may be located under “Discovery” in the iSCSI Initiator
GUL

Each variable assignment may be typed individually or paste all the commands
into the PowerShell command prompt as demonstrated below:

PS C:\> = 15%1024 #15GB free space avail
= 10%1024 #size of volume

'yourpool' #NEED TO change to your pool
'yourgroup' # USE your PS Series Group ID.

='TM10GB' #Reference to PS Group for label on the volume
= 'MyTestVol' #This is the volume name (change appropriately)
= '127.0.0.0" #Enter you PS Series Group IP address discovery
tab of iscsi initiator tool

Once you hit “enter” these variables will be initialized for this PowerShell ISE
Session.

5. Create the new volume on the PS Series Array with usable of 10GB, Thin
Provisioned and SnapShot Borrowing enabled.

PS Series Array Cmdlet

|

[ |
PS C:\> New-Eglvolume -volumeName $Thisvol -volumeSizeMB $volusable -
ThinProvision yes -StoragePoolName $PoolName -SnapshotBorrowingEnabled
true -GroupName $GroupName

Example output:

Volume "TD1089V1" created successfully
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6. Determine the Host iSCSI Qualified Name (IQN) for Assess Control List (ACL)
association

#Set the hostn variable to this host -using the environmental variable
PS C:\> $hostn = ($env:computername) #This Server or Host

#Set the object variable to the iscsi class for this host- using wMI

PS C:i\> $9bject = Get-WMiObject -namespace root\WMI -class
MSiSCSIInitiator_MethodClass -Computer $hostn

#Set the IQN (iSCSI Qualified Name) to the iSCSI node name from the wMmI
Class

PS C:\ > $IQN = $object.iSCSINodeName

No output from these commands should occur. You may interrogate any
variable simply by entering the variable at the command prompt. For instance:
PS C:\ > $IQN <enter>#this will display your IQN.

Start Create Enable Connect
new EQL T Access 7| tothe

volume to the Volume
Volume

Enable Access from this PS Series volume to this host

PS Series Array Cmdlet

A

[ |
PS C:\> New-EgqlvolumeAc]l -volumeName $Thisvol -InitiatorName $IQN -
AclTargetType volume_and_snapshot

Example Output:

-volumename $ThisVol -InitiatorName 3$IQN -AclTargetType

PSAPI.Cmdlets.NewvolumeAcl TD1089v1l completed successfully.
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7. Verify the status of the volume just created in Group Manager GUI (Optional)

Volume is online

& @ Storagelink--fa52720351a8447 = | 4
@ SyncRepColv r Status rAccass r/Snapshcﬂs r Replication rCUHECﬁDI‘IS rSchedules r Connections | :
SyncRepColy2 .
SyncRepvoll General Yolume Infermation
8 synctesto’ Status: O unline General Settings Replication: disable
@ synctestn2 Cted “olume name: TCr 08941 SyncRep: disabled
8 T 083%1 Access type read write, not shared Reported size: 9.77 GB
8 tempdb-dh I5CE| connections: O
8 tempdh-log -
- testhelloeveryonel3 =
e ) ! VYeolume and Snapshot Space
|| Storage pool default
-

14
[e] |* Volume Space =

Reported size: 9.77 GB

% Group Thin provisioning: enabled .
[ TP warning mode: Mone 10% B0% 100
ﬁ Volumes Yolume reserve: 1005 MB (10%)

Access is by the host iSCSI initiator name

' Volumes

11311417 Pt Sl Lonout

Yolume TD1089v1 @ e e G o

! grpadmin - Logoed in 11

e Storagelink--fa527 20351 af447 ~ |
@ SyncRepCaly! rS‘taius rAccess rSnapshots rRepIicaﬁon rCD\Iec‘tmns rSchedules rCDnnadions ‘
SyncRepColy'2 3
E SyncRepvolt Access Control List
B synctestdt ISCSl access to the volume: restricted
- @ synctestl2 Access type: read-write, not shared )
@ Toioeav @ pdd [ Modity 52 Delets]
g Iemp::'ldb Applies to 2lcHAP user Paddress  |ISCS! intiator
Empab-log — A . - s
8 testheloeveryonen3 = & volume & snapshots ign.1991-05.com.microsoft. cfw2k1 2cc2 spartan Jocal
- a testith
& testitht ||
B ot v, Access cortrol record
Pl g | >| M Applied to; volume & snapshots
CHAP authentication: Mot et
% Group IP acidress: Mot configured ]
(= Intistor: ign.1991-05 com microsoft ctw2k] 2cc2 spartan local
Q Volumes

I=CSl intistor
ign. 1991 -05 com.microsoft cfw2kl 2ocd spatan local

Note: Windows Server 2012 offers native iSCSI PowerShell cmdlets. See the Windows
Server 2012 section for more details.
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8. Now obtain the iSCSI target to the new volume using PS Series cmdlets. A
cmdlet execution status indicator may pop up during processing.

#Get all the properties for this volume
PS C:\> $Myvol = Get-Eqlvolume -volumeName $Thisvol

#we only need the iSCSI Target name
PS C:\> $iTARGET=$MyVvol.ISCSITargetName

Note: the iSCSI Target Name will be used to login to our targets later in this
exercise

9. Refresh the portal with:

Windows PowerShell to call an Windows iSCSI Command line
external program interface utility

Invoke-Expression (iSCSICLILexe RefreshTargetPortal $TargetPortal 3260")

PS C:\> Invoke-Expression ("iscsicli.exe refreshtargetportal $TargetPortal 3260")

Microsoft iSCSI Initiator Version 6.2 Build 9200

Note: The Target Portal can be obtained from the iSCSI Initiator tool under the
“Discovery” tab. This will be the port used to discover all the iSCSI Targets
(volumes).

The iSCSI Target should now show up as “inactive” in the iSCSI Initiator GUL

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then click Quick Connect.

Target: ] Juick Connect...

Discovered targets

Refresh
Status #

15.com.equallogic:0-8a0906-ba3258209-ac0a0fa41834F 7cf-cfssdsasv2  Inactive
15, com.equallogic:0-8a0206-ce05d4409-cc01e649a03506b3-asmvetr0.,.  Inactive
15, com, equallogic: 0-830906-ce35d4409-0f91e649305506b3-asmvetr0, ., Inactive
15, com.equallogic:0-8a0906-cf ae54409-398a2054efb4etE7-holinf 1 Inactive
15.com.equallogic:0-8a0906-e695d4409-4f49246576d502d4-cfsrvdclone  Inactive
15.com.equallogic:0-8a0906-F20736306-4e4 1e5F966650181-cfsyncrepy3  Inactive

15, com.equallogic:0-8a0906-F9d736306-906 1e5F986650181 4 i 3
15, com.equallogic:4-52aed6-04e080a73-5321c034d4750FSbitd1089v1 Inactive
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Start Bring Get Partition,
Create iSCSI  _s| Physical |5 assignand Ead

EqualLogic volume Disk Format a
Volume online Number new
Volume

10. You may also see the properties of the iSCSI session for just the volume created

with this cmdlet:
Windows WMI utility

[
PS C:\ > Get-wMiObject -Namespace root\wmi -Class )
MSiSCSIInitiator_TargetClass|where-object {$_.TargetName -eq $iTARGET}

1

The volume is also known as the “target” in iSCSI terminology. $iTARGET was
assigned earlier.

11. Next we will login the PS Series iSCSI sessions using the WMI interface
This command will retrieve all sessions for the volume we just created.

PS C:\> $objTarget = Get-wMiObject -computername $hostn -namespace
root\wmi -class MSisCSIInitiator_TargetClass | where { $_.TargetName -eq
$iTARGET }

#Initialize the Togin options
PS C:\> $objLoginopts = $null

Login to the target - first is the normal login, second adds it as a persistent
target so that volume will persist between server reboots.

[ : |
PS C:\> S$retnl = $ob%Target.Login($fa1se, $null, $null, 0, $null,
$objLoginopts, 0, $false)

PS C:\> $retn2 = $objTarget.Login($false, $null, $null, 0, $null,
$objLoginopts, 0, $true)

Quick Copy/Paste:

$objTarget = Get-wMiObject -computername $hostn -namespace root\wmi -class
MSiSCSIInitiator_TargetClass | where { $_.TargetName -eq $iTARGET }
$objLoginopts = $null

8re§211= %objTarget.Login($fa1se, $null, $null, 0, $null, S$objLoginopts,

, $false

gregnz =)$objTarget.Login($fa1se, $null, $null, 0, $null, S$objLoginopts,
, $true
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Paste the above into the command prompt. Hit enter. Example output below:

$objTarget = get-wmiobject -computername $hostn -namespace root\wmi -class
MSiSCSIInitiator Targetc1ass | where { $_.TargetName -eq $iTARGET }
$objLoginopts = $null
# Login to the target - first is the normal login, second adds it as a persistent

izrget so that volume will persist between server reboots
$§r$tn% = $objTarget.Login($false, $null, $null, 0, $null, $objLoginopts, O,
alse
$retn2 = $objTarget.Login($false, $null, $null, 0, $null, $objLoginopts, 0, $true)

12. The iSCSI Initiator GUI should now show connected:

iSCS| Initiator Properties | x|
| RADIUS | Configuration | = Dell Equallogic MPIO
Targets | Discovery | Faworite Targets T Yolumes and Devices

Quick, Connect

To discover and log on to a karget using a basic connection, type the IP address or
DS name of the karget and then click Quick Connect,

Target: | Cuick, Connect, .

Discovered targets

| Refresh

Status #
1allogic:0-3a0906-ba32558209-ac0a0f a4 1834F Fof-cf ssdsaswve Inackive
1allogic:0-3a0906-ce05d4409-0001 264920350603 -asmvetr, .. Inackive
1allogic: 0-2a0906-ce35d4409-0F91 ef49a05506b3-asmvetr. .. Inactive
1allogic: 0-8a0906-cf ae54409-a93a2054efbdead7-holinf 1 Inactive
Jallogic: 0-3a0906-e695d4409-4f 492465 76d502d4-cfsrvdclone  Inactive
1allogic:0-3a0206-F207 38306-4e4 1 eSFOE6A50151 -cfsyncre, ., Inackive

1allogic:0-3a0906-Fad7 38306-9061 eSFoE6S50151 -cfsyncre, .. Inackive
Jallngic:4-525&d6-D4EDSDa?3-5321|:I334|:|4?5EIF5I:|:I:|:|1I389V1 Cnnnectedl y

< m >

Note: if the volume is still inactive try clicking on “Refresh”
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Create iSCSI  _s| Physical 5| assign and End
EqualLogic volume Disk Format a
Volume online Number new
Volume

13. Next, bring the volume online:

Execute the WMI command to grab the iSCSI Sessions which will obtain the
device information.

The intent is to map the iSCSI session to the physical disk (WMI)

PS C:\> $go]Sessions = Get-wMioObject -namespace root\wmi -class.
MSiSCSIInitiator_SessionClass|where-object {$_.TargetName -eq $iTARGET}

Note: You may observe the output of the WMI command by removing the
variable assignment at the beginning. We are interested in the Devices property
(collection).

PS C:\> Get-WMIiobject -namespace root\wmi -class .
MSiSCSIInitiator_SessionClass|where-object {$_.TargetName -eq $iTARGET}

__GENUS H
__CLASS : MSiSsCSIInitiator_SessionClass
__SUPERCLASS 5
__DYNASTY : MSiSCSIInitiator_SessionClass
__RELPATH ! MSiSCSIInitiator_SessionClass.SessionId="fffffa8004496020-
4000013700000004"
PROPERTY_COUNT : 8
DERIVATION : {3
SERVER : CFw2K12cCC2
NAMESPACE : root\wmi
__PATH
\\CFW2K12CC2\root\wm1 MS1SCSIIn1t1ator SessionClass.SessionId="fffffa8004496020-
4000013700000004"
Connect1onInformation : {1 0}
Device : {\\?\mpio#disk&ven_eqlogic&prod_1
OO&rev 6.0_; #1&7f6ac24&0&36344544324133354137383 45303435424637354434333443303231353
3#{53f56307-b6bf-11d0-94f
2-00a0c91efb8b}}
InitiatorName : 1iqn.1991-05.com.microsoft:cfw2kl2cc2.spartan.local
ISID : {64, 0, 1, 55...%}
Sessionid : fffffa8004496020 4000013700000004
TargetName : ign.2001-05.com.equallogic:4-52aed6-04e080a73-
5321c034d4750f5b- td1089v1
TargetNodeName
TSID : {160, 30}
PSComputerName : CFw2K12cc2

__GENUS 2

__CLASS : MSiSCSIInitiator_SessionClass

__SUPERCLASS :

__DYNASTY : MSiSCSIInitiator_SessionClass

__RELPATH : MSiSCSIInitiator_SessionClass.SessionId="fffffa8004496020-
4000013700000005"

PROPERTY_COUNT : 8

DERIVATION : {3

SERVER : CFw2K12cc2

NAMESPACE : root\wmi

__PATH

\\CFW2K12CC2\root\wm1 MS1SCSIIn1t1ator SessionClass.SessionId="fffffa8004496020-
4000013700000005"

connectionInformation : {1 0}

Devices : {\\?\mpio#disk&ven_eqlogic&prod_100e-

00&rev_6.0 #1&7f6ac24&0&36344544324133354137383045303435424637354434333443303231353
3#{53f56307-b6bf-11d0-94f
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2-00a0c91eth8b
InitiatorName : 122 1991 05. com ?1crosoft cfw2kl2cc2.spartan.local
ISID :
SessionId : fffffa8004496020 4000013700000005
TargetName ign.2001-05.com.equallogic:4-52aed6-04e080a73-

5321c034d4750f5b- td1089vl
TargetNodeName

TSID : {4, 31}
PSComputerName : CFw2K12CC2

Note: multiple sessions are due to the MPIO connections over NIC ports.

Bring Get Partition,
Start Create iSCSI | | Physical || assignand End
EqualLogic volume Disk Format a
Volume online Number new
Volume

14. Since WMI iSCSI class is a collection of multiple sessions we will need to
interrogate just the first instance to find the Device ID.

PS C:\> $objsession=$colsessions[0] #First instance of the Collection

Note: If only 1 session then remove the element index as so:
$objsession=$colsessions

15. Since the Devices property is embedded in these sessions we will have a
collection as well. We only need the first instance to find the Device Number.

#Assign devices to a collection

PS C:\> $colDevices = $objSession.Devices

#Now we can reference the individual properties of the Devices
PS C:\> $objDevice=$colDevices[0] #Only need the first instance

To See the output simply reference the index of the $colDevices[0]. Good
practice is to check all variables for values as you proceed.

$colDevices

__GENUS H
__CLASS : MSiSCSIInitiator_DeviceOnSession
__SUPERCLASS 5
__DYNASTY : MSiSCSIInitiator_DeviceOnSession
RELPATH :
PROPERTY_COUNT HE
DERIVATION : {3
SERVER :
NAMESPACE

: 53f56307-b6bf-11d0-94f20a0c91efb8b

: \\?\mpio#disk&ven_eqlogic&prod_100e-
00&rev_6.0_#1&7f6ac24&0&36344544324133354137383045303435424637354434333443303231353
3#{53f56307-b6bf-11d0-94f2-0
ga0c91efb8b}

4
InitiatorName : ROOT\ISCSIPRT\0000_0
LegacyName : \\.\Physicalbrivel
PartitionNumber
ScsiLun
ScsiPathid
ScsiPortNumber
ScsiTargetId S
TargetName ign.2001-05.com.equallogic:4-52aed6-04e080a73-
5321c034d4750f5b- td1089v1
PSComputerName 3
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Note: If only one device exists in the collection remove the element index i.e.
[O]. $objpevice=$colDevices

Quick Copy/Paste with logic (Steps 14-15):

Tip: Use “Shift+Enter” to edit each row in the command prompt.
#Need only the single instance from the iSCSI connections

$objsession=$colsessions[0]
If (!$objsSession -eq $Null){
write-Host “Multiple MPIO sessions” $objSession

#0K with the single element

}

Else{

$objSession=$colSessions

Write-Host “Single MPIO session” $objSession

$colDevices=$colDevices = $objSession.Devices

#Now for the single Device element
$objbDevice=$colDevices[0]
#Again Check for single or multiple sessions

If (!$objbevice -eq $Null){
write-Host “Multiple MPIO sessions and device entries” $objDevice

#0K with the single element
Else{
$objDevice=$colDevices

write-Host “Single MPIO session and this is the PhysicalDevice#:”
$objDevice.DeviceNumber

16. Build a meaningful label matching the EQL Volume/Pool and Group
#Example of substring parsing

PS C:\ > $1abel = $objsession.targetname.Substring(63) + $PoolName +
$GroupName

Or:
#Little easier to use the volume properties
PS C:\> $label = $Myvol.volumeName + $PooIName + $GroupLabel
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Bring Get Partition,
Start Create U NN SN Physical - assign and
EquallLogic volume Disk Format a
Volume online Number new
Volume

17. Now reference the "“Device Number” and build the DISKPART script

Copy/Paste block:

$diskID = $objDevice.DeviceNumber #Get the physicaldisk
$dpscript - @"

select disk $diskID

online disk noerr

ATTRIBUTES DISK CLEAR READONLY

clean

convert mbr

create partition primary

select part 1

format fs=NTFS label=""$label " quick nowait noerr'n
- assign letter=E
$dpscript | diskpart #Executes the above commands

Note: Be sure to use a volume letter that is not in use

Copy/Paste into the command line and hit enter as demonstrated below:

= @"
select disk
online disk noerr
ATTRIBUTES DISK CLEAR READONLY
clean
convert mbr
create partition primary
select part 1
format fs=NTFS label=""
assign letter=E

~n

quick nowait noerr n

| diskpart #Executes the above commands

Now 1nitializing g g PS Array volume TD1089v1l to
windows volume td1089vldefaulttekmktlab-10Gb Disk#: 1

Microsoft DiskPart version 6.2.9200

Copyright (C) 1999-2012 Microsoft Corporation.
On computer: CFW2K12CC2

DISKPART>
Disk 1 is now the selected disk.

DISKPART>
DiskPart successfully onlined the selected disk.

DISKPART>
Disk attributes cleared successfully.

DISKPART> ) ) )
DiskPart succeeded in cleaning the disk.

DISKPART> )
DiskPart successfully converted the selected disk to MBR format.
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DISKPART> ] ] e i
DiskPart succeeded in creating the specified partition.

DISKPART>
Partition 1 is now the selected partition.

DISKPART>

The format has been initiated successfully and is currently in progress.
Please wait until format has completed before trying to access the volume.
DISKPART>

DISKPART> ) ) )

DiskPart successfully assigned the drive letter or mount point.

DISKPART>

Note: Occasionally a Format request may prompt. Click “Cancel” since the
volume is already formatted.

Windows Server 2012 offers native Storage PowerShell cmdlets. See the
Windows Server 2012 section for more details.

18. Completed the automation of creating a volume on a PS Series Array and the
volume is now available for use.

NN Computer = | O .
Computer Wiew 0
(" - 1 |_".'i » Computer » v | Search Computer o |
4750 Favorites 4 Hard Disk Drrives (3)
B Desktop Local Disk (C:) £d108% 1 defaulttekmktlab-10Gh
4 Downloads -4 | —a E)
: W0 6.0 GB fres of 006 GB "
= Recent places
System Reserved (F)
_ v I
“ |l Libraries = 100 ME free of 349 ME

3 3 Documents

For the complete PowerShell script please click here copy/paste and make the
appropriate changes to match the PS Series configuration.
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Windows PowerShell Dell EqualLogic PS Series Volume Deletion and iSCSI
Connection removal

In this section we will show how to take the volume offline, disconnect the iSCSI
sessions and remove the volume from the PS Series Array. By providing both the
volume create and volume delete process automation testing will be a simpler task.
This is the method required for Windows operating systems prior to Windows Server
2012/Windows 8. Windows Server 2012/Windows 8 have additional integration and
capabilities with Dell EqualLogic storage.

However the below scripts will work with Windows Server 2012, Windows 8 and
Windows 2008.

The example that follows will use the Dell™ PS Series PowerShell cmdlets, Windows
PowerShell cdlets, Windows iSCSI CLI (iSCSI session management utility), Windows
Management Interface (WMI) as well as DISKPART utility for Windows.

To delete a volume through a command line interface the following steps will be
executed.

Use the Windows DISKPART utility to take the Windows volume “Offline”
Use WMI commands to remove all iSCSI Sessions to the volume

Use PS Series PowerShell cmdlets to take the PS Series volume “"Offline”
Use PS Series PowerShell cmdlets to remove the PS Series volume
Refresh the iSCSI Targets with the Windows “iSCSlIcli.exe” utility

Start Take OS Disconnect Take
F >
volume ] iSCSI EQL

SEEE I A

offline sessions to volume
Delete Refresh
EQL [~ iSCSI End
Volume sessions

30



Windows PowerShell Dell EqualLogic PS Series Volume Deletion and iSCSI Connection
removal Automation

Step — By — Step Pre-Windows Server 2012

Start Take OS N Disconnect
volume iSCSI
offline sessions to
volume

1. For this exercise check the current status of the volume in the PS Series Group
Administrator GUL Launch Group Manager and locate the volume you wish to
remove.

-10Gb - EqualLogic PS5 Series Group Manager - Windows Internet Explorer

7
}Djl@_cl Bl 5] X Fl-'_.tekmktlab-lDGb-EquaILogic... x

=
@_: < [/ hieps: /10,124,230

= Vvolum B “ Yolumes

E Group tekmktig =
-8 E Volumes
------ EQ azm-test . Total volumes: 167 Online volumes: 155 {12 volumes not shown)
-8 AsmvET [] Organize by volume type
------ B asmver
208 8 ASMYET| Wolume Starage Reported|Yolume Snapshj Borrowj Wollme Repl SyncRep(Mumber ofiSCSl
------ @ ASMYET] % v poal fatnd-] rESErve |reserve |space |status party status snapshoﬂconne
""" 8 aswver B To1osevoLt @ defautt 977GE 1005.. 20% OME @ onine I o
g Ezm ig TN gsyn CE © et To oD Soome 100 TWE @ orine in sync 0
______ 8 cForand Ci:a synctestll @ defaut 12GE 390ME  100% OME @ corine in syne 0
______ 8 crrnms g ® s30-385 2001.. 40GB 100% OME @ offine in synG 2
N z J % SyncRepColy2 @ defautt S01GE 1.03GE 100% OME @ online in aync o
e D SyncRepColvd @ default 501GE 1.03GE  100% OME @ oniine in syne o
— - [ StorageLink—fa527 .. @ defaut 2002 .. 2002.. 100% OME @ online 3
=3 Group [ StorageLink--fa527 .. @ defaut 2002.. 2002.. 100% OME @ online i
Q WITITTTeE e rj Staragelink-—-ac3a.. @ defautt 2402 .. 2402 . 100% OME @ online 3
rj Storagelink--ac3a.. & default 2402 .. 2402 .. 100% OME @ online 1]
B Replication B SsDSASEDS @ defaut 2001 .. 2M1GE 0% OME @ onine 0
[ sql02-ssles-log @ defautt 22GEB 22 GE 100% OME @ onlne 1
@ Monitoring ) B sql02-zales-dh @ defautt 20l 321 GE 100% OME @ onine 1
lie B syi0z-it-log @ detaut 2301 .. 231 GB 100% OMB @ online 1
&2 nas ) B =y02-t-db @ defautt I3GE 33 GE 100% OME @ online 1
e SHEE B se02-hr-lag @ detaut 201 .. 211GB 100% OMB @ online 1 =
[«] [ ]
e

A

Alarms  © 0 o To | Operations

Note: This step is intended to familiarize the reader with the scripts and may be
skipped during actual automation executions.

2. For simplicity, set up the variables.

PS C:\> $Thisvol = 'Myvol' #change to volume you created earlier
$TargetpPortal= '127.0.0.1"' #change to the group ip

Note: This step may be skipped if these variables are already set from executing
the steps to create a volume.

3. Retrieve the iSCSI Target to allow the setting of the Windows volume to offline.

Use PS Series cmdlet to get the volume
PS C:\> $Myvol = Get-Eqlvolume -VolumeName $Thisvol
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Associate the iSCSI target to pass to the WMI command.
PS C:\> $iTARGET=$MyVol.ISCSITargetName

Retrieve all MPIO sessions to this volume with WMI.

PS C:\> $colsessions = get-wmiobject -namespace root\wmi -class
MSiSCSIInitiator_SessionClass|where-object {$_.TargetName -eq $iTARGET}

The MPIO sessions may be listed with the Get-WMiObject command as
demonstrated below.

C:\ > Get-WMiObject -namespace root) ]
MSiSCSIInitiator_SessionClass|where-object {$_.TargetName -eq $iTARGET}

__GENUS 1 2
__CLASS : MSiSCSIInitiator_SessionClass
__SUPERCLASS s
__DYNASTY : MSiSCSIInitiator_SessionClass
__RELPATH : MSiSCSIInitiator_SessionClass.SessionId="fffffa8004496020-
4000013700000060"
___PROPERTY_COUNT : 8
__DERIVATION : {3
__SERVER : CFw2K12CC2
__NAMESPACE : root\wmi
__PATH
\\CFw2K12cc2\root\wmi : MSiSCSIInitiator_SessionClass.SessionId="fffffa8004496020-
4000013700000060"
Connect1onInf0rmation : {1 0}
Device : {\\?\mpio#disk&ven_eqlogic&prod_1
OO&rev 6.0_; #1&7f6ac24&0&36303930413039383042413842373639384632353235453542414238343
1#{53f56307-b6bf-11d0-94f2-00a0c91efb8b}}
InitiatorName 1 1qn.1991-05.com.microsoft:cfw2kl2cc2.spartan.local
ISID : {64, 0, 1, 55.
Sessionid : fffffa8004496020 4000013700000060
TargetName : i1gn.2001-05.com.equallogic:0-8a0906-768bba009-
41b8bae525250198- td1089vl
TargetNodeName
TSID : {35, 40}
PSComputerName : CFw2K12cc2

__GENUS Hw
__CLASS : MSiSCSIInitiator_SessionClass
__SUPERCLASS :
__DYNASTY : MSiSCSIInitiator_SessionClass
__RELPATH : MSiSCSIInitiator_SessionClass.SessionId="fffffa8004496020-
4000013700000063"
___PROPERTY_COUNT HI ]
__DERIVATION : {3
__SERVER : CFw2K12cCC2
__NAMESPACE : root\wmi
__PATH
\\CFw2K12cc2\ root\wmi : MS1SCSIIn1t1ator SessionClass.SessionId="fffffa8004496020-
4000013700000063"
ConnectionInformation : {1 O
Devices : {\\?\mpio#disk&ven_eqlogic&prod_100
00&rev_6.0_; #1&7f6ac24&0&36303930413039383042413842373639384632353235453542414238343
1#{53f56307-b6bf-11d0-94f2-00a0c91efb8b}}
InitiatorName : .1991-05.com.microsoft:cfw2kl2cc2.spartan.local
ISID : {64, 0, 1, 55.
Sessionid : fffffag8004496020-4000013700000063
TargetName : ign.2001-05.com.equallogic:0-8a0906-768bba009-
41b8bae525250f98- td1089v1
TargetNodeName
TSID {37, 40}
PSComputerName : CFw2K12CC2

This example shows two MPIO sessions.



Windows PowerShell Dell EqualLogic PS Series Volume Deletion and iSCSI Connection
removal Automation

33

4. Only need one session to take the Windows volume offline with DISKPART.

#Need only the single instance from the iSCSI connections
PS C:\ > $objSession=$colsessions[0]

#For only one nic or session

PS C:\ > $objSession=$colsessions

PS C:\ > $colDevices = $objSession.Devices

#Need to interrogate only the first Devices collection

PS C:\ > $objbDevice=$colDevices[0]

#For only one nic or session

PS C:\ > $objbDevice=$colDevices

Quick Copy/Paste with logic:

Tip: Use "Shift+Enter” to edit each row in the command prompt.
#Need only the single instance from the iSCSI connections

$objsession=%$colSessions[0]
If (!$objsSession -eq $Null){
write-Host “Multiple MPIO sessions” $objSession

#0K with the single element

}

Else{

$objsSession=$colsessions

write-Host “Single MPIO session” $objSession

$colDevices=$colDevices = $objSession.Devices

#Now for the single Device element
$objbDevice=$colDevices[0]
#Again Check for single or multiple sessions

1f (!$objDevice -eq $Null){ ) ) ) ) .
wWrite-Host “Multiple MPIO sessions and device entries” $objDevice

#0K with the single element

}

Else{

$objDevice=$colDevices

Write-Host “Single MPIO session and this is the PhysicalDevice#:”
$objDevice.DeviceNumber

}

Start Get disk
number

Setup for the DISKPART utility. This will identify the device number that is online
to this volume:

PS C:\> $diskID = $objDevice.DeviceNumber
PS C:\> Write-Host "will vary " $Thisvol " Disk#:" $disknum " offline"

Next set the variable for the commands to pipe to DISKPART:

Copy/Paste

$dpscript  @"
select disk $diskib
clean
offline disk noerr
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Select the above and paste into your PowerShell command line and <enter>:
—

PS C:\ > :
select disk

clean
offline disk noerr

"@
Start Take OS N Disconnect
volume iSCSI
offline sessions to
volume

And now to execute DISKPART:
PS C:\> $dpscript | diskpart

Output will look similar to below:
PS C:\ > $dpscript | diskpart
Microsoft DiskPart version 6.2.9200

Copyright (C) 1999-2012 Microsoft Corporation.
On computer: CFW2K12CC2

DISKPART>

Disk 1 is now the selected disk.

DISKPART> ) ) )
DiskPart succeeded in cleaning the disk.

DISKPART>
DiskPart successfully offlined the selected disk.
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Start Take OS L3 Disconnect
volume iSCSI

offline sessions to
volume

6. Next logout of each iSCSI Session connected to the volume. The iSCSI targets
are still associated to the $colSessions variable assigned earlier with the WMI
command (see step 3):

PS C:\> foreach ($objsession in $colsessions)

write-host "Host $hostn - logging out ISCSI target $iTARGET"
$retn = $objSession.Logout()

The entire “ForEach” statement may be pasted and then <enter> into the
command interface as demonstrated. Output will look similar to below:

oreach ($objSession 1n $colSessions)

write-host "Host $hostn - logging out ISCSI target $iTARGET"
$retn = $objsession.Logout()

Host CFW2K12CC2 - logging out ISCSI target ign.2001-05.com.equallogic:0-8a0906-

097bba009-7528bae58ce50f9a-td1089v1 ) )
Host CFW2K12CC2 - logging out ISCSI target ign.2001-05.com.equallogic:0-8a0906-
097bba009-7528bae58ce50f9a-td1089v1

PS C:\ >

Note: ForEach is used by PowerShell to iterate through a collection of objects.
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Start Take OS N Disconnect
volume iSCSI
offline sessions to
volume

Remove the persistent connections — this time the persistent login class will be
used “MSiSCSIlInitiator_PersistentLoginClass” for the WMI command:

PS C:\> $colPersistent = get-wmiobject -computername $hostn -namespace
root\WMI -class MSisCSIInitiator_PersistentLoginClass | where {
$_.TargetName -eq $iTARGET }

Remove the variable to see the assignment. Output will look similar to below:

Get-WMIobject -computername $hostn -namespace root\WMI -class ]
MSiSCSIInitiator_PersistentLoginClass | where { $_.TargetName -eq $i1TARGET
}

i \> ggtjwmmJect.—computeljname $hostn -namespace root\WMI -c a§s
MSiSCSIInitiator_PersistentLoginClass | where { $_.TargetName -eq $iTARGET }

__GENUS Hv
__CLASS ! MSiSCSIInitiator_PersistentLoginClass
__SUPERCLASS :
__DYNASTY : MSiSCSIInitiator_PersistentLoginClass
__RELPATH :
MSiSCSIInitiator_ Pers1stentLog1nC1ass TargetName="1iqgn.2001-05.com.equallogic:0-
8a0906-097bba009- 7528bae58ce50f9a td1089v1"
__PROPERTY_COUNT :
__DERIVATION : {}
__SERVER : CFw2K12CC2
__NAMESPACE : root\WMI

__PATH B
\\CFW2K12CC2\root\WMI:MSiSCSIInitiator_PersistentLoginClass.TargetName="1iqgn.2001-
05.com.equallogic:0- 8a0906 097bba009-7528bae58ce50f9a-td1089v1"
InitiatorInstance : ROOT\ISCSIPRT\0000_0

InitiatorPortNumber 1 4294967295

IsInformationalSession : False

LoginOptions : System.Management.ManagementBaseObject
Mappings H

SecurityFlags : 0

TargetName ign.2001-05.com.equallogic:0-8a0906-097bba009-
7528bae58ce50f9a-td1089v1

TargetPortal : System.Management.ManagementBaseObject
PSComputerName 1 CFW2K12CC2

[terate through all sessions and logout and delete each iSCSI session to the
target.

PS C:\ > foreach ($objPersistent in $colPersistent)
{

write-host "Host $hostn - removing persistent target:"
$objPersistent.TargetName
$objPersistent.psbhase.Delete()

}

Note: $colPersistent was assigned in step 7 using the WMI “Persistent Login
Class”.
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Output will look similar to below:
($objPersistent 1n $colPersistent)
write-host "Host $hostn - removing persistent target:"

$objPersistent.TargetName
$objpPersistent.psbhase.Delete()

Host CFW2K12CC2 - removing persistent target: igqn.2001-05.com.equallogic:0-8a0906-
097bba009-7528bae58ce50f9a-td1089v1

PS C:\ >
Take
e Remove > EQL > Delete End
Windows volume EQL
Volume offline Volume

Next the PS Series Array volume will need to be brought offline then removed.

PS C:\> set-eqlvolume -volumename $Thisvol -oOnlineStatus offline

Command output in the Windows PowerShell ISE

PS C:\ > set-eqlvolume -volumename $ThisVol -OnlineStatus offline

volume 'TD1089VOL1l' changed successfull

Optionally, use EqualLogic Group Administrator GUI to check the volume
status.

ggtekmktlah—ll]lih - EqualLogic PS Series Group Manager - Windows Internet Explorer

= T
> [ fitps: /10124230 B8 | B[4 X | B3 tormbtiab-106b - EqualLogic

= Yolum &= “ Volumes

=i Group
%Q Nolumes i Yolumes
""" U asmtest s Total volumes: 167 Online vol 1154 (12 vol not st
®- B asmver [[] Organize by volume type
B asMvET
4 @ AEMVETI “olume Storage Reported|Volume  |Snapshol Borrows Yolume Repl| SyncRep| Mumber ofiSC
----- @ ASWYET) |d_e“: ™ ppool size reserve |reserve (space |status pam‘status snapshojcon
""" g iFS;‘:(\:ZL L =] 2 clefault 977 GB 1005 .. 2_0 % O0MB @ offline I o
_____ 8 craim . & synctestl2 @ defautt 12GB 390ME 100% OME @ onine in sync o
_____ @ pep— ynctestdl @ defaut 12GB 390MB 100% OME @ onlne In sync 0
_____ 8 crPRs % @ ss0sas 2001 .. 40GE 100% OME @ offine in ync 2
>4 SyncRepColy2 @ defautt SMGE 103GE 100% OME @ onine in =ync a
] Dl SyncRepColv @ defautt S01GE 103GE  100% OME @ orine in syne 0
= == [ StorageLink--fa527... @ defautt 002 2002 100% OME @ onine 3
= Group [0 StorageLink--ta527... @ defaut 2002.. 2002.. 100% OME @ onine 0
@ Yolumes fe [ Storagelink--ac3a.. @ defautt 2402, 2402.. 100% OME @ onine 3
Q StorageLink--ac3a.. @ default 2402... 2402.. 100% OMEB @ onine 1]
&5 Replication  sspsasEns @ defaut 2001.. 201GB 0% OME @ onine o
H =0i02-sales-ogy @ defautt 22GB 221GE  100% OMB @ onine 1
@ Maonitoring ) [ sqi0z-sales-db @ default 320 .. 32106 100%  OME @ onine 1
plicy B sqin2-it-log @ defautt 2301 .. 231GE  100% OME @ onine 1
B2 nas ) B soi02-t-dh @ default 100% OMB @ onine 1
& o) 2 Sjﬂ_llmﬁ a8 Sql‘o_z -l @ defautt 100% OMB @ oni 9 | blz

Operations
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Take
Start Remove > EQL
Windows volume
Volume offline

10. Now remove the volume

> Delete
EQL
Volume

PS C:\> Remove-Eqlvolume -volumeName $Thisvol -Force

Note: “-Force” will bypass the confirmation message

Output will look similar to below:

PS C:\> Remove-Eqlvolume -VolumeName $Thisvol -Force

End

PSAPI.Cmdlets.RemovevVolume TD1089VvOL1 completed successfully.

Notice the deleted volume in the PS Series Group Manager GUI “Volume
recovery bin” available on PS Series firmware v6 and up which provides the
ability to restore the volume if necessary.

$ Volumes

Group tekmktlab-10Gb
Wolumes

Yolumes

m

.AII Logout

Yolumes

= .
. B ssMvETROY B volume recovery bin ot shown)
<: | ::l available for recovery: 1
= “ Crriginal volume name A|St0rage ool |Size |De|eted |Due to he purged
— -
=" Group 010831 default 577 GE  1/G/2013 317 PM 11252013 317 P || [ [S"@psholBar
2 (reserve |spadg
@ Volumes B 100 %
B 100%
ES Replication ——
o B 100%
@ Monitoring
B 100%
E NAS E  100%
B 100%
El B 100%
av B 100%
Tools ’ Restore... ] ’ Purge ] ’ Purge Al ] B 100 %
.. 100%
E| User preferences @ Move to folder fj Storagelink--ac3a... @ default 2402 ... 2402 ... 100%
7 Online hels Access [ Storagelink--fa527... @ default 2002.. 2002. 100%
8 Customer suppart @ Creste access policy ) Storapelink--1a527 ... @ default 2002, 2002 . 100%
% W Snapshots SyncRepColvl @ defautt S01GE 10368 100%
hianual transter utility. ) )
AnuEl rantet U @ Modity snapshot setings SyncRepColy2 @ detautt SO1GE 103GE 100% (o
il " Lemd L

% Fun &= application

Diggnostic reports

L?@ Update firmware
wolume recoyvety bin

Operations = 0

For the complete PowerShell script please click here copy/paste and make the
appropriate changes to match the environment and PS Series configuration.
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Windows Server 2012 Native Windows Storage Management Automation
Techniques

Windows Server 2012 and Windows 8 introduced a new Storage Management
Architecture to help reduce management complexity as well as optimize storage
through native Windows Storage Management Applications.

Host Integration Tools for Microsoft v4.5 and higher (HIT/Microsoft) includes a new
Storage Management Provider (SMP) for Windows 8 and Windows Server 2012. This is
the preferred framework for enabling support for Windows-based storage
management. This new framework utilizes the Windows Storage Management APIs
(SM API) which allows for discovery, provisioning and protection of Dell PS Series
storage.

The Dell EqualLogic SMP allows for management of Dell EqualLogic storage directly
through native Windows storage interfaces such as storage PowerShell cndlets
(Storage Module), the File Services user interface (UI) in the Windows 2012 Server
Manager console, the standard Windows Management Instrumentation API as well as
Systems Center Virtual Machine Manager 2012 SP1 SCVMM (with the HIT for Microsoft
v4.6).

The Storage Management Application Interface (SM API) and SMP infrastructures are
native to Windows 8 and Windows Server 2012.

The Dell EqualLogic SMP is an optional component installed by default by the
HIT/Microsoft installer. The provider is hosted by the Dell EqualLogic SMP Host Service
(EqISMPHost).

Add volumes example with native Windows Server 2012 cmdlets

The following example requires Windows Server 2012 or Windows 8 and the Dell
EquallLogic Host Integration Tools for Microsoft v4.5 or higher.

To add volumes to a PS Series group using native Windows Server 2012 cmdlets the
following steps will be executed.

e Create new volume(s) on the PS Series Array through the native Windows
Server 2012 PowerShell cmdlets.

¢ Enable the masking set for that volume to the host initiator (to provide access
to the volume through the iSCSI network)

e Connect the volume(s) created on the PS Series array to the host with Windows
Server 2012 PowerShell cmdlets

e Bring the new volume online and format a new NTFS volume assigned to the
next available drive letter.

o Introduce some methods of repetitive processing with PowerShell

The steps to create a volume with Native Window Server 2012 are similar to Windows
2008 with EqualLogic cmdlets only the implementation is different because of the
native Windows integration with Dell EqualLogic storage as well as the maturity of
PowerShell with iSCSI and Storage related cmdlets.
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The details we needed in Windows 2008 to just retrieve the Physical disk number to
initialize, partition and format are much easier to obtain with the new Storage
Architecture of Windows Server 2012 Also the new iSCSI Session cmdlets connect and
bring the volume online consolidating some of the steps.

Start Create Enable Connect
[ ] new EQL 1 Access [ 7] tothe

volume to the Volume
Volume
Bring Get Partition,
ISCSL- L of Physical | 5 assignand End
yolume Disk Format a
online Number new
Volume

Launch the Windows ISE and create a new PowerShell script (File -> New) and copy
and paste the automated volume creation script.

Note: Please see the section on PS Series Group Access and the section to delete the
volume if needed. The PS Series group must be connected with appropriate access
(please see the Dell EqualLogic PS Series Group Access section).

Warning:

Below is for Reference only and should only be used with careful consideration of the
impact. Not all exceptions may be captured.

In Windows Server 2012 PowerShell ISE create a new page
o

File Edit View Tools Debug Add-ons Help

F H JEf El 9’*& E4 L

T pjey mlespsl | CopyUtilities.psm1 | SMP_Bulk Add.ps1 | Egl PowerShell_P
T

IMPORTANT: This PowerShell script as shown will create 3 volumes, connect and
bring them online. Automatically creating volumes may have an impact so the
recommendation is to set the $totvolsinitially to 1 so only 1 volume is created (note
the corresponding remove volume script may need to be changed as well).
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Copy/Paste the code below with the appropriate changes into the new page:

#
#
#
# A1l rights reserved. This software may not be copied, disclosed,
# transferred, or used except in accordance with a license granted
# by Dell Inc. This software embodies proprietary information
# and trade secrets of Dell Inc.
#
#

#volume add using_all native windows cmdlets
#Please change below to match your environment

# This script uses a simple for statement to create the number of volumes

# automatically...many other methods could be employed such as have a .csv file
# with all the parameters Tisted

# PLEASE USE WITH CAUTION

#the volume name pattern...a number will be appended
$myTvol="MyEQLvOT"
#The number of volumes starting with 0
$totvols = 0
#This is the group that should have been initialized
# connect-eqlgroup or new-eqlgroupaccess should have already been performed
$myGroup ="MyGroupName"
#will create a thin volume with capacity specified
$useable = "10GB"
$myvol "
#Specify minimium free GB before allocating volumes
$MinFree = 1000
#A?justO}he free to account for the new volumes 10 1is the usable in GB for each
vol + 10%
int]$MinFree=[int]$MinFree ((10*([int]$totvols 1)) 1.1)

$MyPoo "MyPoo1"

#utility functions .
function Get-NextFreeDrivelLetter

return (Get-childItem function:[d-z]: -n ?{ !(test-path $_) } Get-
Random)

Function Div([Parameter(Mandatory=$true) ] [ double]$x
parameter(Mandatory=$true)][doublel$y) { $x / $y 3}

#0ne time grabs for the initiator port
$initaddress=(get-initiatorport)
$tarport=(get-targetportal)

#The -ErrorAction SilentlyContinue would simply give you the ability to decide
what is written to the console
#See the condition checks

$GroupIsOK= get-storagesubsystem -FriendlyName $myGroup -ErrorAction
SilentlyContinue ) . ) )
$Po0TISOK = get-storagepool -FriendlyName $MyPool -ErrorAction SilentlyContinue

#Note: additional Tlogic 1is needed if more than one pool exists with the same

name (i.e. more than one group
#is connected)
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#CHECK ARRAY AND POOL FOR_OPERATIONS AND/OR ACCESS VIA HIT/ME
if ($GroupIsOK.OperationalStatus "oK™)

write-host $GroupIsoK.FriendlyName $GroupIsOK.Firmwareversion $GroupIsOK.Model

}

else

{

#The exit with rc could be interrogated by $LASTEXITCODE

#this method of exit on validation fail is not necessarily a best coding
practice however easy to understand

write-host "Install the EqualLogic Host Integration Tools for Microsoft and set
access and connect to the group.”

exit 33

int] $FreeSpace $Poo1IsoK[0].AllocatedSize int](1024%1024%1024) #GB

if ($PoolIsoK.OperationalStatus "oK"){

if ($FreeSpace $MinFree) {

write-host "Not Enough Free space in the pool " $Pool1IsOK.FriendlyName
$Freespace.Tostring() "GB" $PoolIsOK.HealthStatus

exit 35

#Enough Free space and ok

int] $FreeSpace $Po01Is0OK.AlTocatedsize/1024/1024/1024/1024
write-host $Pool1IsOK.FriendlyName $FreeSpace.ToString() "TB"
$PooTIsOK.Healthstatus

}

else

Write-Host "Please be sure you have access to this pool”
exit 34
}

#0k passed some of the initial tests now for creating the volumes
write-Host "Now we will create " $totvols " volumes to " $mygroup " from
$initaddress.NodeAddress

for ($1=0; %1 $totvols;$i++){

$myvol $myTvol $i
Write-Host "Creating a volume " $myvol
$myGroup

in " $MyPool on EqualLogic group

New-VirtualbDisk -FriendlyName $myvol -Size 10GB -ProvisioningType Thin -
StoragePoolFriendlyName $MyPooT

Write-Host "Now adding the masking set to allow for this volume to be accessed
by this local server:" $initaddress.NodeAddress " to " $mygroup

New-MaskingSet -StorageSubSystemFriendlyName $myGroup -VirtualDiskNames $myvol -
InitiatorAddresses $initaddress.NodeAddress

#The Show-VvirtualDisk cmdlet makes a virtual disk available to a host (by
initiator and target ports).

Show-virtualDisk -FriendlyName $myvol -TargetPortAddresses $tarport.PortNumber -
InitiatorAddress $initaddress.NodeAddress

write-Host "Now we will refresh the iscsi initiator which may take a few
minutes.."

#Below will take a considerable time for many targets....

##Update-IscsiTarget

#The alternative is to update the portal...much more efficient

#This wi;1 work if only one target portal is available...check iSCSI Initiators
GUI on the
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# "Discovery" tab .
Get-iSCSITargetPortal Update-iSscSITargetPortal

write-Host "Now we will connect each new volume to this host:"
$initaddress.NodeAddress " to " $mygroup

$myvol=""

for ($i=0; %1 $totvols;$i++){

$myvol $myTvol $1

write-Host "Connecting" $initaddress.NodeAddress " to " $myvol

#Kinda fancy way to get the target node address

$IQN (Get-virtualbisk -FriendlyName $myvol Get-TargetPort) .NodeAddress

$isCcSISession Connect-iSCSITarget -NodeAddress $IQN

$disk= ($iscCSIisession| Get-Disk) #pipes the isci target to get the physical disk
initialize-disk -InputObject $disk

#partition and assign the next available drive Tletter

$partition New-Partition -InputObject $disk -UseMaximumSize

#format the volume for access ) ]
Format-volume -Partition $partition -FileSystem NTFS -NewFileSystemLabel $myvol
-Confirm:$false

#partition will pop-up format so do that Tatter..
$Letter (Get-NextFreeDrivelLetter)

$partition | Add-PartitionAccessPath -Accesspath S$Letter

#List the volumes

Get-volume

Write-Host "Completed creating volumes on EqualLogic Storage using SMP
integration"

Save the PowerShell script as "EQL_W2K12_BULK_VOL_CREATE.psl” or other name as
appropriate and execute through the ISE or at the command line.

To execute through the Windows PowerShell ISE click the green arrow b or from
the Menu click Debug-> Run Continue. You may set breakpoints at any execution line

for further interrogation.

Explanation of the steps above:

Similar to the Windows 2008 example the array is interrogated for available free space
in the pool for the new volumes we intend to create. Also, we can check for the
communication to the group before the create volume loop which will use: Mew-
VirtualDisk to create the EqualLogic volume, New-MaskingSet to allow for the host to
access this volume from the PS Series perspective and then Show-VirtualDisk to
indicate the access from the Windows host perspective.

Start Create Enable | Refresh
newEQL |~ Access 7| iscsi

volume to the initiators
Volume

Loop
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Add volumes example with native Windows Server 2012 cmdlets

The second part of the script will simply loop through each volume created and
connect the iSCSI sessions with the new iSCSI Session cmdlet Connect-iSCSITarget.
Then the volumes will be initialized with /nitialize-Disk, partitioned with New-Partition
Format-Volume then assign the next drive letter with Add-PartitionAccessPath.

Initialize
Start Create EQL kg C%n&id —> | Partition, End
Volume, Volume assign and
Refresh Format a
new
Volume
Loop

Example Partial Output below:

56010, PSE1l0

oft:cfscwmmzklzspl. s

ResiliencysettingName Operational st 3 Healthstatus IsManualAattach

Healthy

d to by Server: ign.1991-

ge /Providers\BEQL_Maskingse

omput er Name

ng a volume CFSMPwoll in

er: ign.1331-

t~age /ProvidershBQL_MaskingSet.objectId

You will now be able to use the volumes created.
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Removing volumes with native Windows Server 2012 cmdlets

Removing volumes with native Windows Server 2012 cmdlets

This routine will allow you to quickly remove the volumes in bulk using the same
iteration process as the Add volume with native Windows Server 2012 SM API cmdlets.

The following example requires Windows Server 2012 or Windows 8 and the Dell
EquallLogic Host Integration Tools for Microsoft v4.5 or higher.

The steps to remove a volume are:

1. Disconnect the iSCSI connections to the EqualLogic volume.
2. Delete the virtual disk which will delete the EqualLogic volume.
3. Refresh the iSCSI Targets to reflect the change

Start Disconnect Delete Refresh End
> elfres
the iSCSI the [ iscsl

Sessions Virtual targets
Disk

Below is for Reference only and should only be used with careful consideration of the
impact. Not all exceptions are captured.

In Windows Server 2012 PowerShell ISE create a new page

Lo
File Edit View Tools Debug Add-ocns Help
(& A & B » + B s
| T¢ pjayy mlespsl | CopyUtilities.psm1 | SMP_Bulk Add.ps1 | Egl PowerShell_P
]

IMPORTANT: This PowerShell script as shown will delete 3 volumes from the server
and PS Series array. Recommend the $totvols be set to 1 so only 1 volume is deleted
until the script is fully understood.

Copy/Paste the code below with the appropriate variable changes into the new page:

#
#
#
# A1l rights reserved. This software may not be copied, disclosed,
# transferred, or used except in accordance with a license granted
# by Dell Inc. This software embodies proprietary information
# and trade secrets of Dell Inc.
#
#

HRRHHHHBRBHHRRRHHHARRRRHHRRRRRRARREHHRARRHHHARR R AR
# windows Server 2012/8 and EqualLogic HIT/ME v4.6 #
HRBHHHHBRBHHRRRBHHARRRHHARRR R RARRERHARRRRHRRR AR
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Removing volumes with native Windows Server 2012 cmdlets

$myvol
$myTvol="SMpPvol"

$myGroup ="tekmktlab-10Gb"
$totvols = 2

$myGroup ="tekmktlab-10Gb"
$initaddress=(get-initiatorport)
$tarport=(get-targetportal)

#Refresh the target
Get-isCSITargetPortal Update-iSsCSITargetPortal

#Iterate through the volumes using the same pattern used to Create
for ($i1=0;%1 $totvols;$i++){

$myvol $myTvol $i

$iscsiTargetNodeAddr=(Get-virtualbisk -FriendlyName $myvol Get-
TargetPort).nodeaddress o
Write-Host "Disconnecting"” $initaddress.NodeAddress " to " $myvol

#Disconnect the volume
Disconnect-IscsiTarget -NodeAddress $iSCSITargetNodeAddr -Confirm:$false

write-Host "Deleting " $initaddress.NodeAddress " to " $myvol " from " $myGroup
#Delete the volume from the PS Series array
Remove-VirtualDisk -FriendlyName $myvol -Confirm:$false
write-Host “Updating all the iSCSI Targets this may take several minutes”
Update-IscsiTarget
Save the PowerShell script as "EQL_W2K12_BULK_DELETE.psl” or other name as
appropriate and execute through the ISE or at the command line.

B
To execute through the Windows PowerShell ISE click the green arrow b or from
the Menu click Debug-> Run Continue. You may set breakpoints at any execution line
for further interrogation.

Explanation of the script steps above:

Since Windows Server 2012/Windows 8 have fully integrated storage cmdlets the
process to remove disks is simply a matter of disconnecting the iSCSI sessions with
Disconnect-iSCSITarget and then removing the virtual disk with Remove-VirtualDisk
and then finally completely refreshing all the targets with Update-iSCSITarget.

> Disconnect | Delete _&  Refresh End
the iSCSI the iSCSI

Sessions Virtual targets
Disk

Loop
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Removing volumes with native Windows Server 2012 cmdlets

Example Output below:

.\EQL_W2K12_BULK_]

Disconnecting iqn.1991-05

tekmktlab-10Gb
Disconnecting iqn.1991-05

tekmktlab-10Gb
Disconnecting iqn.1991-05

Deleting 1iqn.1991-05.com.

tekmktlab-10Gb
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DELETE.psl

.com.microsoft:cfscvmm2kl2spl.spartan.local
Deleting 1iqn.1991-05.com.

microsoft:cfscvmm2kl2spl.spartan.local to

.com.microsoft:cfscvmm2kl2spl.spartan.local
Deleting 1iqn.1991-05.com.

microsoft:cfscvmm2kl2spl.spartan.local to

.com.microsoft:cfscvmm2kl2spl.spartan.local

microsoft:cfscvmm2kl2spl.spartan.local to

to CFSMPvol0
CFSMPvo10 from

to CFSMPvoll
CFSMPvo11l from

to CFSMPvol2
CFSMPvo12 from




Conclusion

Dell® EqualLogic Host Integration Tools for Microsoft® along with Auto-Snapshot
Manager Microsoft® Edition (ASM/ME) provide robust integration and management
capabilities for Dell PS Series storage. The exercises in this document should provide
some guidelines on how Dell PS series storage environments may be best automated
to improve management simplicity and optimization.

The references in this document to automate creation, deletion of Dell PS Series
volumes and the automation of SAN Headquarters reporting only scratch the surface
on the many capabilities from the suite of tools available to manage your enterprise.

Further capabilities include but are not limited to:

e Over 60 Dell EqualLogic PowerShell cndlets,

e Auto-Snapshot Manager for Microsoft or Linux CLI

e Perl and Python scripts using PSAP] commands

o  Windows Server 2012 Native PowerShell cmdlet automation

e Systems Center Virtual Machine Manager 2012 Native PowerShell cmdlet
integration

Note: references to “Native” simply indicate that the Windows Operating System
PowerShell cmdlets work on Dell EquallLogic storage with the Dell Storage
Management Provider.
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Appendix A: Full Script to add a volume (Windows 2008)

This is the full script built from the step by step guide we introduced in the previous
sections. This script may be run on Windows 2008 or Windows Server 2012/Windows
8.

Note: This script will need access to the PS Series Array Group and the volume must
not exist.

Launch the Windows ISE and create a new PowerShell script (File -> New) and copy
and paste the following. Please see the section on PS Series Group Access and the
section to delete the volume if needed.

<

File Edit WView Tools Debug Add-ocns Help

e d & = B » ) E’ =

| T aw Jlespst | CopyUtiiitiespsm1 | SMP_Bulk Add.ps | Eql_PowerShell_P
T

Copyright (c) 2011-2013 by Dell Inc.

transferred, or used except in accordance with a license granted
by Dell Inc. This software embodies proprietary information

#
#
# A1l rights reserved. This software may not be copied, disclosed,
#
#
# and trade secrets of Dell Inc.

HHARHHBHH AR HRHRHHR AR AR HRH R AR AR AR H R R AR AR AR R

# windows 2008 or windows 2012/8 compatible #

HHARHHH AR AR HRHRHHR AR AR HRH R AR AR AR H R AR AR AR AR R

#Steps:

#1. Create the volume in the appropriate pool

#2. Create the ACL To that volume

#3. Login to the iSCSI target (connects the sessions - MPIO)
#4. Format, Assign and bring the new volume online

#Start with constants

#Change these values to match your environment

#NOTE: These variables COULD BE READ IN FOR MORE Automation or incremented by
some pattern

$MinFree = 15000 #15GB free needs to be tested for min space...
$volusable = 10000 #size of volume

$PooTName 'MyPool' #Please change to your pool

$GroupName= 'MyGroupName' #The group we initiated access.
$GroupLabel="GRPID' #Lable created on volume with a reference to Group
$Thisvol '"Myvol' #case sensitive EQL volume

$Targetportal= '127.0.0.1" #Please change to the IP of your PS Series Array.

#Get the next drive letter
function Get-NextFreeDrivelLetter

return (Get-childItem function:[d-z]: -n ?{ !(test-path $_) } Get-
?andom) Substring(0,1)
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#List only pools with enough free space

#TECH NOTE:the following commands are PS Series cmdlets

#if the volume already exists a warning will be presented

$MyPooTs Get-EqlPool |where-object {$_.FreeSpaceMB $MinFree}
Eoreach ($pool in $MyPools)

int]$Freespace = $pool.FreeSpaceMB/1024/1024
int]$FreeSapceMB =$pool.FreeSpaceMB

write-host $pool.StoragePoolName Free: $FreeSpace.ToString() TB

#Lets just check for for enough free space -

if ($pool.StoragePoolName $PooTName) {
if ($FreeSapceMB $MinFree){
Write-Host "This pool does not have enough free space " $PoolName
exit 86
}
}
}

g g g e g i

#2. Create the New PS Series Volume

##TECH NOTE:the following command is a PS Series cmdlet
write-host "we will now create a new volume in " $PoolName
Group:" $GroupName

$newvolume = New-Egqlvolume -VolumeName $Thisvol -volumeSizeMB $Vvolusable -

ThinProvision yes -StoragePoolName $PoolName -SnapshotBorrowingEnabled true -
GroupName $GroupName
if ($newvolume 0O{

write-host $newvolume

on PS Series

Problem creating the volume"

#IQN and iSCSI Target will need to be retrieved before we can connect this host
RAHHBHHRHHRRARBHARHARH ARG AR R R AR AR B AR B H AR HHRHHRRH AR A AR AR HRRH AR AR AR R H AR H RS
#IQN is the isSCSI Qualified Name - the identifier for the Host

#This is also known as the initiator in iSCSI terminology

#The iSCSI target will represent the volume on the iSCSI SAN
g e

#windows 2003 and above
$hostn ($env:computername)
#Next we need the iscsi initiator (host) for the ign for new acl

#TECH NOTE:the following command is accessing the wWMI api
$object get-wmiobject -namespace root\WMI -class
MSiSCSIInitiator_MethodClass -Computer $hostn

$IQN = $object.iSCSINodeName

#3. Create the ACL from your host to the volume for access. using the IQN from
above

write-Host "New access enabled for " $Thisvol " to " $IQN " Host Name:" $hostn
#TECH NOTE:the following command is a PS Series cmdlet o
new-EqlvolumeAcl -volumename $Thisvol -GroupName $GroupName -InitiatorName $IQN
-AclTargetType volume_and_snapshot

#0btain the new iscsi target (the new volume)

#PS Series cmdlet to get the volume information specifically
#the iscsi target name )
$Myvol Get-EqTvolume -volumeName $Thisvol -GroupName $GroupName

#Get the volume iscsi target name from volume information
$iTARGET=$MyVo1.ISCSITargetName

#Refresh of the portal to update the initator

#TECH NOTE:the following command is using the windows iscsicli command Tine
interface

Invoke-Expression ("iscsicli.exe refreshtargetportal $TargetPortal 3260™)
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G
#Refresh the iscsi sessions
#TECH NOTE:the following commands use the WMI interface
HARHHBHBHBHBHRHHR AR AR AR AR AR R R AR HRHRHHR AR AR AR AR H AR AR AR AR HRH ARG AR AR HRH R AR AR AR H
Write-Host "Now Connecting iscsi session to " $Thisvol " at this address "
$iTarget
$wmimthds wmiclass]"\\$hostn\root\wmi:MSiSCSIInitiator_MethodClass"
$wmimthds .RefreshTargetList #all sessions are refreshed
sleep(3) #sleep 30 seconds to Tet the refresh take place
$objTarget = get-wmiobject -computername $hostn -namespace root\wmi -class
MSi1SCSIInitiator_TargetClass | where { $_.TargetName $iTARGET }
$objLoginopts = $null # This could be filled in with authentication

# options. For this demo we will leave null.
#i#

# Login to the target - first is the normal Togin, second adds it
# as a persistent target so that volume will persist between server reboots
#

$%r$tn% $objTarget.Login($false, $null, $null, 0, $null, S$objLoginOpts, O
alse

$$ret512 $objTarget.Login($false, $null, $null, 0, $null, S$objLoginOpts, O
true

#it

#Refresh after Togin

$wmimthds .RefreshTargetList

Invoke-Expression ("iscsicli.exe refreshtargetportal $TargetPortal 3260")
sleep(10) #Sleep 30 or so for refresh adjust time if needed
#0ccasionally the refresh needs a 1little time to sync

#windows Server 2012 has some alternatives to the iscsicli/wmi
HARHHBHBHBHBHRHHR AR AR HBHBHHBH R AR HHH R R R AR AR HRHH R AR H R AR HHH R AR AR R R R AR AR RS
#Connect-IscsiTarget -NodeAddress $iTARGET

#Update-IscsiTarget -NodeAddress $iTARGET

HHARHHHHHHBHRHRHHR AR AR HRH R AR AR ARHRH R RR AR HRHRHRR AR AR AR R AR AR AR H R RHRR AR HRH AR

#Bring the volume online

#TECH Note: use the wWMI interface to grab the target names for all 1iscsi
#sessions to our volume (multiple with MPIO)

#These sessions contain the Disk information so we know which disk to select
#for the DiskPart utility

HRHARHA RS AR AR AR AR RAA AR AR R AR R
###Restart Point if the DiskNumber is over 1000...adjust sleep if needed

## simply rerun from here to the end###

BARHHBHBHBHBHBHHR AR AR AR HBHHBHBHBHHH R L AR AR AR R BB R HBH R AR HH R R AR R B R R RS AR AR RS
# Grab the PhysicalDisk Objects for this iSCSI target

# - MPIO may have multiple sessions

HHARHHHHH AR HRHRHHR AR AR HRH R AR AR AR HRH R RR AR AR HRH AR ARHRARH R AR AR AR H R R AR AR R AR
$colsessions = get-wmiobject -namespace root\wmi -class
MSiSCSIInitiator_SessionClass|where-object {$_.TargetName $iTARGET?}

#Method to weed out duplicates...

#use this Tist to see if we have seen the iscsi targetname already
#- need only one disk.

$targets @

foreach ($objsession in $colsessions)

# If we've already seen this target,

# skip to the next one

# Note:MPIO creates multiple sessions to the same device
if($targets.Containskey($objsession.TargetName)) { continue }

else
$targets.Add($objsSession.TargetName, $true) }

#Build a meaningful label matching the EQL Volume/Pool and Group
# - helps with mapping resources between array and operating system
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$Tabel $Myvol.volumeName + $PoolName $GroupLabeT

B i R g
#Interrogate the devices property for the physical disk information

HUHBHBHHR AR H R AR R H R R B AR HHB AR B HR AR B AR AR B AR H R AL R R R AR BHR AR B R LA B AR BH BB H R AR A
$colDevices $objsession.Devices
foreach ($objbevice in $colDevices)

#TECH Note: Windows DiskPart utility has to be executed to
#manage the volume the Dispart utility will need the

#disk number which will come from the WMI iscsi initiator
#session class to select and format since the utility

#is not easy to invoke from powershell.

#we will build the commands needed and pipe to the utility

#DiskPart operations:
. Select the newly created disk
bring that disk online (ignore errors)
Clean the disk
Convert to a master boot record type for the volume
Create a Partition on that disk
Format and label the partition
. Assign the next available volume Tletter
$letter= Get-NextFreeDriveLetter
$diskID = $objDevice.DeviceNumber
#creating the commands for the diskpart utility (no powershell
equivalent)
Write-Host "Now initializing and formating (bringing online) PS Array
volume " $Thisvol " to windows volume " $label ™ Disk#:" $diskID
$dpscript = @"
select disk $diskID
online disk noerr
ATTRIBUTES DISK CLEAR READONLY
clean
convert mbr
create partition primary
select part 1
format fs=NTFS label= "$Tabel " quick nowait noerr'n
assign letter=""$letter "

HHHHHHH®
NOYUVT A WN

ll@
#the @ tags contain the commands...no whitespace allowed at the and @.
#pass (aka pipe) the commands as input to the diskpart utilitiy
$dpscript | diskpart
} #End of devices
}#End of sessions
write-Host "You have completed the add volume script for " $Thisvol
volume "$Tetter $Tabel " Disk#:" $diskiD
#End of Add volume Powershell script for windows 2008

to Windows

To execute through the Windows PowerShell ISE click the green arrow 4 or from
the Menu click Debug-> Run Continue. You may set breakpoints at any execution line
for further interrogation.
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Example Output from the script

Execute either from the windows ISE GUI or:
PS C:\> .\MyPath\MyAddvoltoPSA.psl

output:
PS C:\> .\EQLWin2008Addvolume.psl

default Free: 23 TB

SSD-SAS Free: 10 TB

we will now create a new volume in default on PS Series Group: tekmktlab-10Gb

New access enabled for TD1089vl to 1iqgn.1991-05.com.microsoft:cfw2kl2rcc2.spartan.local
Host Name: CFW2K12RCC2

PSAPI.Cmdlets.NewvolumeAcl TD1089v1 completed successfully.

Microsoft iSCSI Initiator Version 6.2 Build 8400

The operation completed successfully.

Now Connecting iscsi session to TD1089vl at this address 1iqn.2001-05.com.equallogic:4-
52aed6-dc9080a73-f661c034d3b50f59-td1089v1

Microsoft iSCSI Initiator Version 6.2 Build 8400

The operation completed successfully.

Now initializing and formating (bringing online) PS Array volume TD1089vl to Wwindows
volume td1089vldefaultTM10GB Disk#: 12

Microsoft DiskPart version 6.2.8400

Copyright (C) 1999-2012 Microsoft Corporation.
Oon computer: CFW2K12RCC2

DISKPART> )
Disk 12 is now the selected disk.

DISKPART> ) )
DiskPart successfully onlined the selected disk.

DISKPART>
Disk attributes cleared successfully.

DISKPART> ) ) )
DiskPart succeeded in cleaning the disk.

DISKPART> )
DiskPart successfully converted the selected disk to MBR format.

D;SKPART> . . L. L
DiskPart succeeded in creating the specified partition.

DISKPART> .
Partition 1 is now the selected partition.

DISKPART>

The format has been initiated successfully and is currently in progress.
Please wait until format has completed before trying to access the volume.

DISKPART>
DISKPART> ) ) )
DiskPart successfully assigned the drive letter or mount point.

DISKPART>
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Appendix B: Full Script to delete a volume (Windows 2008)

In the Windows ISE click the “New” script icon. Copy and paste the code below, and
save with a meaningful name such as PSDeleteVolume.psl.

In Windows PowerShell ISE create a new page

e

File Edit View Tools Debug Add-cns Help

& H 4 = B » | 9 ™ E’] e

| T¢ ey Jlespsl | CopyUtiitiespsm1 | SMP_Bulk Add.ps1 | Eql_PowerShell_P
T

Copy/Paste below with appropriate variable changes into the new script page:

#
#
#
# A1l rights reserved. This software may not be copied, disclosed,
# transferred, or used except in accordance with a license granted
# by Dell Inc. This software embodies proprietary information
# and trade secrets of Dell Inc.
#
#

HHHRHBAH R AR HHRAFHH R AR AR HH B AR HHR AR BAR AR RARAH R AR AH R AR RHRAH R AR B AR AR A
#windows 2008 or windows 2012/8 compatible #
HHHRHBAHRHRHHR AR HH R AR AR HH B AR HHR AR BAR AR R AR AH R A AH R AR RHRAH R AR B AR AR A
#Remove volume from the array works with the TechbDoc Add Vvolume example
#

#Steps

#TAKE the windows VOLUME OFFLINE with DiskPart

#Remove all iscsi sessions

#Take the PS Series volume offline

#Delete the PS Series volume

HAHBHBAH R AR HH R AR HH R AR AR HH R AR RHR AR BAR AR AR AH R AR AH R AR RH R RGBS

#0nly need to match the volume name created...all else is automated.

$Thisvol '"Myvol' #case sensitive EQL volume
$Targetportal= '127.0.0.1"' #Please change to the IP of your PS Series Array.

## This comes from the iSCSI initiators GUI Discovery tab or ASM/ME PS Settings

$myvol Get-EqTvolume -volumeName $Thisvol
$iTARGET=$MyVo1.ISCSITargetName

#Take the one volume offline (filter by iscsi target name)

$colsessions = get-wmiobject -namespace root\wmi -class
MSiSCSIInitiator_SessionClass|where-object {$_.TargetName $iTARGET?}
#only need to disconnect the disk once

$targets @{}

foreach ($objsession in $colsessions)

$colDevices $objsession.Devices .
# If we've already seen this target, skip to the next one (MPIO creates
multiple sessions to the same device) .
if($targets.Containskey($objsSession.TargetName)) { continue }
else
$targets.Add($objSession.TargetName, $true) }

foreach ($objDevice in $colDevices)
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$disknum = $objbDevice.DeviceNumber
$diskiD = $disknum
$diskmodel $disk.model
#creating the commands for the diskpart utility (no powershell equivalent)
write-Host "will vary " $Thisvol "™ Disk#:" $disknum " offline"
$dpscript = @"
select disk $diskiD
clean
"a offline disk noerr
$dpscript | diskpart

}

# Get any sessions associated with the target and Tog them out
#

$hostn = ($env:computername)
$colsessions get-wmiobject -computername $hostn -namespace root\WMI -class
MSiSCSIInitiator_SessionClass where { $_.TargetName $iTARGET }

foreach ($objsSession in $colsessions)

write-host "Host $hostn - logging out ISCSI target $iTARGET"
$retn = $objsession.Logout()

#

# Remove the persistent connection as well

#

$colpersistent = get-wmiobject -computername $hostn -namespace root\WMI -
class MSisCSIInitiator_PersistentLoginClass | where { $_.TargetName $iTARGET

foreach ($objPersistent in $colPersistent)

) write-host "Host $hostn - removing persistent target:"
$objpPersistent.TargetName
$objpPersistent.pshase.Delete()

#TAKE PS Series VOLUME OFFLINE using PS Series Array PowerShell cmdlets

write-Host "Now seting the PS Array volume " $Thisvol " to oOffline"
set-eqlvolume -volumename $Thisvol -oOnlineStatus offline

Write-Host "Now removing PS Array volume " $Thisvol
#Remove the PS Series VOLUME using PS Series Array PowerShell cmdlets
Remove-EqlVolume -volumeName $Thisvol -Force

Write-Host "Now refreshing the target."
#Refresh with the iscsicli.exe windows utility
Invoke-Expression ("iscsicli.exe refreshtargetportal $TargetPortal 3260")

Write-Host "sSuccessfully removed PS Array volume " $Thisvol

#End of Delete volume PowerShell script

To execute through the Windows PowerShell ISE click the green arrow 4 or from
the Menu click Debug-> Run Continue. You may set breakpoints at any execution line
for further interrogation.
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Example Output:

.\PSDeletevolume.psl
will vary TD1089vl Disk#: 12 offline
Microsoft DiskPart version 6.2.8400

Copyright (C) 1999-2012 Microsoft Corporation.
On computer: CFW2K12RCC2

DISKPART>
Disk 12 is now the selected disk.

DISKPART> ) ) )
DiskPart succeeded in cleaning the disk.

DISKPART>
DiskPart successfully offlined the selected disk.

DISKPART>

Host CFW2K12RCC2 - logging out ISCSI target iqgn.2001-05.com.equallogic:4-52aed6-dc9080a73-
£661c034d3b50f59-td1089v1

Host CFW2K12RCC2 - logging out ISCSI target ign.2001-05.com.equallogic:4-52aed6-dc9080a73-
£661c034d3b50f59-td1089v1

Host CFW2K12RCC2 - removing persistent target: ign.2001-05.com.equallogic:4-52aed6-
dc9080a73-f661c034d3b50f59-td1089v1

Now seting the PS Array volume TD1089vl to offline

volume 'TD1089Vv1' changed successfully

Now removing PS Array volume TD1089v1

PSAPI.Cmdlets.RemovevVolume TD1089v1l completed successfully.

Now refreshing the target.

Microsoft iSCSI Initiator Version 6.2 Build 8400

The operation completed successfully.

56



Appendix C: Troubleshooting Techniques

Occasionally problems with scripting occurs which may be the result of different
environments, sequence of events or other errors.

Below is a table to help identify and resolve issues with PowerShell scripting

Problem

Cause

Resolution

Issue with my Group
access

Name or Group IP may be
incorrect.

If this group had been
previously connected you
may need to re-register.

“Remove-EqglGroupAccess
—GroupName
$GroupName” and then
“New-EqlGroupAccess”.

Null values

Typically something may
be out of order and or did
not initialize correctly.

First identify the reason for
the null...i.e. cut and paste
the code snippet in the
cmd and then enter.

PS C:\>$WhyIsThisNull
<enter>

This will show the value of
any variable — once you
identify the piece of code
that did not work a
resolution may be fairly
easy to understand

Initialize-Disk : Cannot
validate argument on

parameter 'InputObject’.

The argument is null.
Supply a non-null
argument and try the
command again.

The iSCSI initiators may not
be in the correct state.
Connected already or not
connected when they
should be.

Update-iSCSITarget - may
be necessary or in the iSCSI
Initiator GUI you may
refresh the targets and view
to be sure they are in the
correct state.

| am having a hard time
understanding the code

Some code is a little more
obvious than others

Use the ISE debugger to
step though the code and
see the results of any
variable (anything with a $).

Also the PowerShell ISE
allows you to copy/paste
any portion of your script
into the command prompt
with full edit capability. This
is an excellent debugging
technique to change
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values. The options allow
you to start from a new
location in the code or
simply review variable
assignments.

Volume already exists
error

Deletion script for
Windows Server 2012 or
the one for Windows 2008
may not have been run or
ran incorrectly.

Check the script for errors
or look at the PS Series
Group Manager GUI for
existence of these
volumes...if you intended
have them deleted you will
need to delete manually or
through the appropriate
scripts.

DISKPART>

The disk you specified is
not valid.

The iSCSI refresh
occasionally will not
complete before the
DISKPART command starts.

Additional information

Now initializing and
formatting (bringing online)
PS Array volume
CF2K8Power to Windows
volume
CF2K8Powerdefault Disk#:
4294967295

In the Windows 2008 Add
volume script copy the
lines starting above the
$colSessions assignment to
the end of the script

Also consider increasing
the sleep(X) routine to
allow for the initialization
to complete.
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Appendix D: Windows 2008 Integrated Scripting Environment (ISE) setup

Click Start ->All Programs->Server Manager

Click on the “Features”

On the right click “Add Features”

In the "Add Features Wizard" shown below check the “Windows PowerShell
Integrated Scripting Environment (ISE)”

>R

Add Features Wizard

-
?%% Salect Features

(@1

Select one or mare Features tainskall on khis server,

Caonfirmation Features:
Progress [ ] sMTP Server ;I
Rezulks |: SMMP Services

|: Skorage Manager for Saks

[ ] subsystem For UNIX-based Applications
[] Telnet Client

[] Telnet Server

[ ] TFTP Client

[] windows Biometric Framewark,

[] windows Internal Database

Windows Powershell Integrated Scripting Environment (I}
|: Windows Process Activation Service
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Technical Support and Customer Service

Dell support service is available to answer your questions about PS Series SAN arrays.

Contacting Dell

60

1.

If you have an Express Service Code, have it ready.
The code helps the Dell automated support telephone system direct your call
more efficiently.

If you are a customer in the United States or Canada in need of technical
support,
call 1-800-945-3355. If not, go to Step 3.

Visit support.dell.com/eguallogic.

Log in, or click “Create Account” to request a new support account.

At the top right, click “Contact Us,” and call the phone number or select the link
for the type
of support you need.


http://support.dell.com/equallogic
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