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Executive summary

This technical white paper provides an overview of Dell enterprise software that utilizes digital licensing. Several key
enterprise products have taken advantage of the ease of use and simplicity to upgrade that digital licensing provides.
Products such as the Dell integrated Remote Access Controller 8 (iDRACS8), iDRAC7, OpenManage Essentials Server
Configuration Management, and the Enterprise versions of Chassis Management Controller (CMC) for VRTX.

Dell License Management portal controls all these licenses. This technical white paper uses the iDRAC licenses as an
example.



Purchasing PowerEdge servers with installed licenses

For the 12th and 13th generation of PowerEdge servers, you can purchase license upgrades from Dell EMC,
and the licenses are applied directly in the factory. There is no license to download and install when
purchased at the point of sale. To ensure that a key is never lost, Dell EMC also stores a copy of the key and
makes it available in an online License Management portal (www.dell.com/support/licensing). The only other
thing you must do after deploying your new server into production is to set up your account and authorize
users who can access the digital license on the License Management Portal of Dell EMC, in case your license
gets lost at some point in the future. The online portal is the best way to review all your iDRAC license keys.
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Comparing an Enterprise Perpetual license against
Evaluation License

Perpetual License

iDRAC9
Enterprise VAT throughout the product life

icense Types

* Doesn’t expire — No renewal

* Bound to one Service Tag

Customers can install an Evaluation license to test out a new feature class before purchasing it. An
Evaluation license is good for 30 days. A status icon in the iDRAC GUI will change from green to yellow when
the license has 5 days remaining. There will also be log entries in the Lifecycle Controller log.

To purchase a Perpetual license or obtain Evaluation licenses, customers may contact their Dell EMC service
provider. The server Service Tag is required for a Perpetual license and Dell EMC generates a license that
may be downloaded and imported into the iDRAC.



RACADM, or WS-Man

Installing an Evaluation License by using the iDRAC GUI,

Base and Point of Sale (POS) upgrade licenses are installed in the factory by Dell EMC prior to platform
shipment. The base functionality for the particular server model is enabled at POS and does not require an

additional file.

After Point of Sale (APOS) licenses must be installed electronically by using iDRAC 7 iDRACS interfaces such

as the web interface, RACADM, or WS-Man.
To install the Point Of Sale licenses:

1. Loginto the License Management portal.

2. Locate the upgraded license and select the license file from email or downloaded file from your local

system.

3. After the license file is available, import the license file to your server from a network share or external

storage device by using iDRAC 7, RACADM, or WS-Man.

3.1 IDRAC GUI

To install a license using the iDRAC GUI for either iIDRAC7 or iDRACS:

1. Navigate to the Licenses tab, and then select Import from the Device Options.

2. Browse to the license file, and click Apply.

The license file can be located on the local file system of your management station, or on a share that

is accessible.

INTEGRATED DELL REMOTE
ACCESS CONTROLLER 7

Licensing

Device Options.

Status  Device Device Description
4 oric IDRACT Select .
Select

Leam More
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RACADM

To install a license by using RACADM:

The basic command for RACADM is racadm license import. This has many possibilities based on
whether you are using local, remote, or firmware RACADM and where the license file is located.

[SH7757 ~]$ racadm license help import
License import -- Import licenses to various devices on the server.
Usage

racadm license import -u <username> -p <password> -f <license file name> 1 <NFS
or CIFS share> -c <FQDD>

Valid Options
-c FQDD name of the device to where the license file has to be imported.
-1 Network share location (see the Usage Examples section for NFS or CIFS)
from where the license file must be imported.
-f License file name
-u Username of the remote share from where the file will be imported
-p Password for the remote share from where the file will be imported
-0 Option to override the EULA warning and import the license

Usage Examples

¢ Import a license from a CIFS to a device. In this case, Embedded iDRAC.
racadm license import -u admin -p passwd -f License.xml -1
//192.168.2.140/1icshare -c idrac.embedded.l1

e Import a license from NFS to a device. In this case, Embedded iDRAC.
racadm license import -f Licen.xml -1 192.168.2.14:/share -c
idrac.embedded.1

¢ Import a license by overriding the EULA warning:
racadm license import -u admin -p passwd -f License.xml -1
//192.168.2.140/1icshare -c idrac.embedded.l -o

¢ Import a license from the local filesystem by using local RACADM:
racadm license import -f License.xml -c idrac.embedded.l

¢ Import a license from the local filesystem using remote RACADM:
racadm license import -f C:\Mylicdir\License.xml -c idrac.embedded.l



3.3

WS-Man

To install a license by using WS-Man:

winrm i ImportLicenseFromNetworkShare

"cimv2/root/dcim/DCIM LicenseManagementService?SystemCreationClassName=DCIM SPCo
mputerSystem+CreationClassName=DCIM LicenseManagementService+SystemName=systemmc
+Name=DCIM:LicenseManagementService:1" -u:%s -p:%s -r:https://%s/wsman -
SkipCNcheck -SkipCAcheck -encoding:utf-8 -a:basic -

file:d:\xml files\license management import license From Cifs Network Share idra
c.xml
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4.1

Purchasing IDRAC Enterprise license after server purchase

Moving iDRAC licensing to digital form has eliminated the necessity to purchase and install hardware in your
server to upgrade the iDRAC functionality. What used to require server downtime and physical hardware to
be shipped, can now be done with no impact to the production workload that is running on your PowerEdge
server (zero downtime). The digital license can be purchased by using online sales portal of Dell EMC, or
through a Dell Sales representative.

Purchasing

iDRAC Enterprise
license after

server purchase g9

For
iDRACS

Receiving a notification that a license is available to download

After purchasing a license, a customer will receive an email indicating that a license is ready to download.
The email contains information the customer needs to retrieve their license such as:

e order number

e order date

e entitlement ID

e jtem description

¢ URL to access the Dell Digital Locker

The email contains the electronic download instructions and a link to the online portal. An example screen
shot is here.



4.2

Dell Digital Locker Order

Thank you for your purchase
We are happy to inform you that your product is available in your Dell Digital Locker (DDL).

Below you will find details on your purchase as well as helpful information on how to utilize the DDL to
access and manage your Dell Licenses.

We appreciate your partnership and look forward to helping you with future technology needs.

Use the information below to access your Dell product.

How to access your Dell Digital Locker:

1. Go to your Dell Digital Locker. Click on the My Account sign-in button.

2. Sign in to your Dell My Account using your email address that was used at the time of purchase or that
was used to assign you to your software licenses. For questions about creating or updating a My Account
login, please see the My Account FAQs.

3. If you are having trouble finding your order or logging in to the Locker, contact your sales team or
complete the missing license form

Order information:

Date: 18-Apr-2017
Dell Order Number: 205043511
Purchase Order:

Item Description Primary ID Quantity
iDRACS Enterprise DEOO000193472759 1

Need help?

If you need assistance with a missing license in your account, reach out to Dell Customer Support. For
general licensing help regarding 'how-to’, visit the FAQs page. If you have a technical question, you can
contact Dell Technical Support .

Important Information to know:

Once you download the software, you may not return it. Read the Return Policy. We recommend that
you copy software purchased from Dell to an external hard drive or DVD and regularly back up your
system.

Your order is subject to Dell's Terms and Conditions of Sale. Please note that Dell cannot be responsible
for pricing or other errors and reserves the right to cancel any orders arising from such errors. Your order
is subject to Dell's Terms and Conditions of Sale, which include a binding arbitration provision. The
amount of tax and shipping added to your order depends on where you have asked for the product to
be shipped as well as on which products and/or services you've chosen to purchase.

Using License Management Portal of Dell EMC

Customers can use the external self-help License Management portal to view their digital licenses, obtain a
replacement license, or in some cases reassign licenses to different hardware. For more information about
using the Dell Digital Locker, click https://www.dell.com/support/software/us/en/19/Default/QuickStartGuide.
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5 Backing up and restoring iDRAC license keys

Dell EMC iDRAC license keys can be individually backed up and restored using the Lifecycle Controller,
iDRAC GUI, RACADM, or WS-Man interfaces, or Dell EMC License Manager can back up and restore
licenses on a one-to-many basis. For more information about using DLM to backup and restore licenses, see
Using the Dell EMC OpenManage License Manager in this technical white paper.

Enterprise-level backup and restore is part of the Lifecycle Controller. The backup and restore process backs
up and restores all types of licenses.

5.1 Backing up a license File

To initiate a license key backup:

1. Restart your system.
2. Press F10 during POST to enter the Unified Server Configurator.
3. Select Platform Restore, and then select Export Server Profile.
Ensure that a vFlash SD card must be present or these options will be greyed out.

Note: This procedure is a full system backup. There is no support for incremental backups from USC.



6 Exporting a license file
Using a system backup, a license key can be exported to the local file system or to a share from the iDRAC
GUI, RACADM or WS-Man.

6.1 IDRAC GUI

To export a license by using the iDRAC GUI:

1. Inthe left pane, click Licenses.
2. Inthe working pane, select Export from the License Options drop-down menu, or, click the plus (+)

sign to view a specific license and select Export from the License Options drop-down menu.

«® C 2?2 -

Licensing

hardware devices. This page represents the discoverad

The embedded license manager is responsible for discovering and managi
replace, or export) the digital licenses associated wi

associated with this system. From this page, you can manage
d hardware.

Te manage changes to or purchase new licens es visitthe Licens, rvice Portal

Status  Device Drevice Description Device Options

IDRACT Dwwvice ID AMMMOOZ
Device IDRAC

Entiiement ID GKP4eiyP2zaCaFISGENWDYuh Expiration 2011-11-05T15:00:00
License Type Evaluation
License Opticns: | Sglect -

Select

Réplace

Delete

Learn More

A message is displayed asking you want to open, save, or cancel.
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6.2

3. Click Save if you want the file to go to the default downloads folder or click Save, if you want to select

the exact location you prefer.

D DELL REMOTE
NTROLLER 7

nager Is responsible for discovering and managing licensable haroware devices. This page represents
nis system, From this page, you can manage (impor, delete ace, or export) the digital lic

RACADM

To export a license by using RACADM:

[SH7757 ~1$ racadm license help export

License export - Exports licenses from various devices on the server.
Usage Examples

racadm license export -u <username> -p <password> -f <license file name>
<NFS/CIFS share> -t <transaction ID>

racadm license export -u <username> -p <password> —-f <license file name>
<NFS/CIFS share> -e <entitlement ID>

racadm license export -u <username> -p <password> -f <license file name>
<NFS/CIFS share> -c <FQDD>

racadm license export -u <username> -p <password> -f <license file name>
<NFS/CIFS share> -c <FQDD> -e <entitlement ID> -t <transaction ID>

ins e Self- @ Part
Status  Device Device Description Device Options
iDRAC
8 -

Device Dascription iDRACT Dévice 1D AMMMO02

Davice IDRAC
GHP4eiyP2zaCdFISGSNWDYuh

“" OK
Descripion
DRACT Enterpris & Evaluation Licensa
Enttlement ID GKF4eiyP2zaCdFI3GSNWDYuh Expiration 2011-11-05T15:00:00
License Type Evaluation
License Options: TN ~
Do you want to open or save AMMMO02_GKP4eiyP2zaCdFISGSNWDYuhxml (761 KE) from 172.23.23.627 Open Seve |~ Cancel i



Valid Options

-c FQDD name of the device from where the license file has to be exported.
-e Entitlement ID of the license to be exported.
-t Transaction ID of the license to be exported.

Note: To locate the transaction ID, Type RACADM on the License page. The ID is
displayed. It can also be located by expanding the plus sign (+) next to the license

in the GUI.

-1 Network share location (see “Usage Examples” for NFS or CIFS) or local file system
to which the license file must be exported.

-f Destination license file name. If a filename is not entered, the license file is
assigned <service tag>_ <entitlement ID>.xml

-u Username of the system where the file will be exported.

-p Password of the user on the system where the file will be exported.

Usage Examples

o Export license to a NFS using transaction ID. In this case, transaction 27 :
racadm license export -f License.xml -1 192.168.2.140:/licshare -t 27

e Export license to a CIFS specifying the entitlement ID. In this case, abcdxyz :
racadm license export -u admin -p passwd -f License.xml

-1 //192.168.2.140/1icshare -e abcdxyz

e Export license to a CIFS specifying the FQDD. While using the —c option and exporting license(s)
from a device, more than one license file may be exported. Therefore, if a file name is given, an index
will be appended to the end of the file name such as LicenseFile0.xml, and
LicenseFilel.xml. In this case, the device is Embedded iDRAC:

- racadm license export -u root -p calvin -f LicenseFile.xml
-1 //192.168.2.140/1icshare -c idrac.embedded.l

6.3 WS-Man

To export a license by using WS-Man:

winrm i ExportLicense

"cimv2/root/dcim/DCIM LicenseManagementService?SystemCreationClassName=DCIM SPCo
mputerSystem+CreationClassName=DCIM LicenseManagementService+SystemName=systemmc
+Name=DCIM:LicenseManagementService:1" -u:root -p:calvin -
r:https://172.27.99.61/wsman -SkipCNcheck -SkipCAcheck -encoding:utf-8 -a:basic
-file:c:\xml files\license management export license idrac.xml

# ExportLicenseToNetworkShare Method (NFS / Linux Share)

winrm i1 ExportLicenseToNetworkShare

"cimv2/root/dcim/DCIM LicenseManagementService?SystemCreationClassName=DCIM SPCo
mputerSystem+CreationClassName=DCIM LicenseManagementService+SystemName=systemmc
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+Name=DCIM:LicenseManagementService:1" -u:root -p:calvin -
r:https://172.27.99.61/wsman -SkipCNcheck -SkipCAcheck -encoding:utf-8 -a:basic
file:c:\xml files\license management export license to network share idrac nfs.x
ml

# ExportLicenseToNetworkShare Method (CIFS / Windows Share)

winrm i ExportLicenseToNetworkShare

"cimv2/root/dcim/DCIM LicenseManagementService?SystemCreationClassName=DCIM SPCo
mputerSystem+CreationClassName=DCIM LicenseManagementService+SystemName=systemmc
+Name=DCIM:LicenseManagementService:1" -u:root -p:calvin -
r:https://172.27.99.61/wsman -SkipCNcheck -SkipCAcheck -encoding:utf-8 -a:basic
file:c:\xml files\license management export license to network share idrac cifs.
xml

# DeletelLicense Method (IDRAC.Embedded.l)

winrm i Deletelicense

"cimv2/root/dcim/DCIM LicenseManagementService?SystemCreationClassName=DCIM SPCo
mputerSystem+CreationClassName=DCIM LicenseManagementService+SystemName=systemmc
+Name=DCIM:LicenseManagementService:1" -u:root -p:calvin -
r:https://172.27.99.61/wsman -SkipCNcheck -SkipCAcheck -encoding:utf-8 -a:basic
-file:c:\xml files\license management delete license idrac.xml



7.1
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Restoring a license
To restore a one-one license, the license key that was exported can be imported from the iDRAC GUI,
RACADM or WS-Man.

Validating End User License Agreement (EULA) compliance
To validate license compliance and verify licenses that are installed for all your iDRAC, Dell EMC provides
several tools:

e For the one-one small business customers:

o IDRAC GUI
o RACADM command line
o WS-Man

Use one of the above interfaces to view the installed license(s).

e For the one-to-many larger business customers:
o Dell License Manager (DLM)
o Dell OpenManage Essentials (OME) or DLM
To check your system’s compliance by using DLM, see Viewing license status and compliance information.

To prevent systems from being out of compliance, Dell EMC recommends binding the Service Tag to the
entitlement. See Binding or deploying from Dell Online.

Managing Dell EMC PowerEdge Server Software Licenses by using Digital Licensing
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8.1

8.2

Using the Dell EMC OpenManage License Manager

Dell EMC License Manager is a one-many license deployment and reporting tool for iDRAC and other
licenses. DLM can deploy and back up licenses, and report about licensing status, including the currently
enabled iDRAC feature level. The new features in DLM are managing licenses for volume binding and
distribution by connecting to Dell Online and normalizing a unique password for the ‘root’ user on the multiple
iDRACO servers.

Obtaining and installing DLM

To download the latest version of DLM, go to: http://www.dell.com/learnmore/iDRACIicenses.

DLM is compatible with Microsoft Windows 10, Windows 8, Windows 7, Windows Vista, Windows Server
2016, Windows Server 2012 R2, Windows Server 2012, and Windows Server 2008 R2. The .NET 4.5 Client
Profile and Windows Remote Management (WinRM) 2.0 or later are required.

To install DLM, start the downloaded installer and complete the on-screen instruction.

Inventorying licensable systems

To use DLM, you must discover and inventory your licensable 14th, 13th, or 12th generation iDRACs. To
discover your systems’ iDRACs:

1. Start License Manager.
2. Inthe left pane, click Systems.
3. Inthe working pane, click Run Discovery and Inventory.

AAMAGER

Actions Help Tasks: Running (0) Completed (1)

Systems >
| Systems =
Licenses

System Inventol Last inventory: N/A
Entitlements ¥ v e

Tasks Run Discovery and Inventory Deploy Associated Licenses  Save Report  Delete Group By:  (None) -

Logs [] system Name v Management Controller System Model T Upgrade Available Service Tag W Evaluation Installed i~
5Q056Z1 idrac-5QQS6Z1 (100.96.27.14)  PowerEdge R320 5QQ5621
65L7F02 idrac-65L7F02 (100.86.26.118)  PowerEdge R420 65LTFO2

] 7AMLNWA idrac-TANLNW1 (100.96.24.210) FPowerEdge M420 FANLNWA

nmmm
: 3.5 3

frac (100 88 27 101Y BrusrEAmeRTAN _ aTan@as

System Details: CMC-12D5082

System Name CMC-12D5082 Discovery Address 100.96.25.119
Management Controller CMC-12D5082 Purchased License Enterprise Perpetual
Model PowerEdge FX2s Current License Enterprise
Service Tag 1205082

Installed Licenses (1)

Status Description o irati Term Date Purchased Date Imported

4. Inthe Discovery / Inventory dialog box, click Add Range or IP and type the IP address or range
name along with the iDRAC IP address range or individual iDRAC address.


http://www.dell.com/learnmore/iDRAClicenses

5. Type IPs of all iDRAC IPs, and click Next.

Step 1 of 3: Select |IP Addresses o

Sl Jend Sabect e 1P BO0nesses 10 Ee o grs Can Ty Hiseioey Of Thee BRI s Controilens

1P Addresses and Ranges

Mg Barsge or e Ean e e S les Ce
W Range (AGIness Mame T Stan fndnidual ASess T End ASIess i Suboet Mask | Desonption W
= (=) DD GG OO G T NS

Edit Imventory Range

I address or Range Mame:
Dellaks

Emnber amn IF Range. an Individual Address, or a List of Addresses:
= 1Pws Range
Sian SAuddress End Ackdress Submet Mask
A0 96 23 0O A0 96 28 255

i Indirvidual Addness (IPwd, IPwE, or hostremee )
D Text file with 1P addresses

Browerse

Descripticon (optiormal)

[l | Cancel
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6. Type your iDRAC credentials, verify your communication settings, and then click Next.

Discowver I Inventory Wirard

Step 2 of 3: IP Scan Settings

Enter your iDRAC credantials and confirm Dscovery) imventorny communic ation settings. Fasswords will not be
siored after the discovenylinventory operation is compilete

Credentials

IDRAC Usemane:. root

IiDRAC Password r———

Ping Settings (ICMP)
~| Require swccessiul ping before attempling inventborny
Retries: 3

Timeout: 5

WS-Man Settings

Retries 1 “alidate Certificate Name
Tineout | 30 Walidate Certificate Authority
“alidate Certificate Rewvocation List

7. Confirm your settings and click Run Discovery / Inventory.

Discover f Inventory Wizard
Step 3 of 3: Confirm Settings

Conmfim your discovenyinventony settings.

Discowery [ Inventory IF Ranges
DellLan: 10.36.0.1 - 10.36.0.254

Discowvery ! Inventory Individual IPs

Mone selected.
IiDRAC Credentials
Usemame: root

Ping Settings

Requirg successiul ping baefore attermpting inventory: Cn
Ping retries: 3
Ping timeout: 5 saconds

WS-Man Settings

WS-Man retries: 1 “alidate certificate name: Off
WS-Man timeout: 30 seconds “alidate certificate authority: OFT
WS-Man Port: 443 “alidate certific ate revocation list Off

& Show task pamne after launch \ Bun Discowvery S Inventory

The status of Discovery/Inventory progress is displayed on the Tasks page. You may view the
inventoried systems or IDRACs on the Systems page when complete.

Note: The factory-installed licenses are not retrieved during the discovery and inventory of iDRAC 9
systems. Therefore, the IDRACS9 licenses are not listed on the Licenses page.



9 Managing licenses for volume binding

This feature enables the user to bulk-bind the unbound license entitlements to the discovered systems and
then deploying the licenses on those systems by using their Dell Online account information in very quick and
simple manner.

Managing the licenses for volume-binding is a two-step process.

1. Type the OTP that you can get from the Dell Online.
2. Click Action>Bind Licenses for binding and deploy the licenses on the servers. The
user can also select to only bind the license and deploy them later.

9.1 Connecting to Dell Online
1. Click Action=>Connect to Dell Online.

Connect to Dell Online

Enter Connection Credentials

Y

In order to connect to Dell Online from License Manager, you will need an OTP token (one time pass). You can obtain
one here: Dell Online

Then enter the OTP token below. This token is valid for only 30 minutes

If you select to "Save Connection Credentials”, License Manager can continue to use those connection credentials until
they expire. When they do, you will be prompted for an OTP token again

If you select to 'Automatically connect on start up', License Manager will not keep the connection credentials and you
will be prompted for an OTP token when License Manager starts

Credentials
OTP (One Time Password)

Options

[T] Save Connection Credentials

[v] Automatically connect on start up

[T] Enable Proxy Settings

Next Cancel
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2. Click Dell Online to go to the login page and type the username and password to receive the OTP.
15} Login| Dell U5
o | D e et v delLoom dent it Loy SAET 4B echc 47 303700 Mt smabbeed § Tpne Loginddeirs1 o | QL seorcn o E

|

B ntcat vinited @ Getting Startes

2]

Sign In Create an Account
I EE

rassssseees] Show passwoed

m v Foogst you passwont?

Or, Sign In With:

Geno

3. Click Sign in. An OTP is sent to the registered mobile phone.

&) Show Otp | Dell US X

€ ) © @ Dellinc(US)  hitps/www.dell.com/Identity/global ShowOtp/5BB745a6-edéc-4730-976d- 26faealfee57pn=Loginkdeir=1 @ || Q search

Most Visited @ Getting Started

I

Please find the generated OTP, valid only for 30 minutes.
[

4. Type the OTP. Click Enable Proxy, if required.



5. To save the credentials, click Save Connection Credentials. It is sufficient to type OTP only once.

Connect to Dell Online

Enter Connection Credentials

-~

In order to connect to Dell Online from License Manager, you will need an OTP token (one time pass). You can obtain
one here: Dell Online

Then enter the OTP token below. This token is valid for only 30 minutes

If you select to "Save Connection Credentials”, License Manager can continue to use those connection credentials until
they expire. When they do, you will be prompted for an OTP token again

If you select to "Automatically connect on start up’, License Manager will not keep the connection credentials and you
will be prompted for an OTP token when License Manager starts

Credentials

OTP (One Time Password). I

Options

[v] Save Connection Credentials

Proxy IP — Port go

[v] Automatically connect on start up

UserName o

[v] Enable Proxy Settings Password 0000000000000

6. To view the connection status, click Next.
Review the message on the wizard to know the status of connection result. If the connection is
successful, click Next to see all the unbounded entitlements.
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Connect 1o Dell Online

Connection Resulls
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Corrpoling 0o Dl Dedineg
oo Credentaaly R Eeber Saeand. Viou willl ndt retisd o OITP 10koin SOaEn Uit e ceedential expere

Laoerioe Manager wall siiomatcally ooreesct to Dedl Onbne when Licenss RLSNSQer $18Mms SQan

Connect fo Dell Ondine

Loading Complete

Sty ol B Puarchuidad i that Gy usbrsd
E Al 10 T u. Ta i
125 IDEACT Erecprinse Ior Py
DF Licerme CIAC F
Sy Corfaguryacn for Cresrbisrgos Eseniini
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7. If the Entitlements are already bound to a Service Tag, you can download that entitlement from the

Entitlement page.

If an entitlement is not bound, click Action =Bind Licenses to bind the licenses to a Service Tag.

Go to Binding or deploying from Dell Online to explore this feature.

You can download the licenses of bounded entitlement from Entitlement page and deploy them.
Entitlement page contains all the entitlements which are associated with that Dell Account.
For downloading the license, go to the Entitlement page and select those bounded entitlements that

you want to download. Click Download and click OK.

Note: You cannot download the unbounded license from the Entitlement page.

LICENSE MANAGER

Actios View Connected to Dell Online  Tasks' Running (0)

Help

Systems .
Entitlements
Licenses

§ Entitiement Inventory
{ Entitlements

Save Report
Tasks 2z
Enttiement 10 Lcense Type
Logs

FDOOODCO0X

Enterprise Management License Upgrade

DEDOOOO034590908 IDRACS
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LICENSE MANAGER

Actons  View Help Connected to Dell Online  Tasks: Running (0) Completed (1)

Systems 2
Tasks

Licenses
Task Status

Entitiements
Clear Completed Tasks Group By.  (None) v
Status 1D ¥ Task ¥ Summary ¢ Progress Stant Time ¢ End Teme r M
4 © Download kcenses of 3 Enttiements  Download Enfitiement Task completed  Complete  5/192017 11.40AM 5192017 11:41 AM

Task Results: ID: 6 Task: Download licenses of 3 Entitlements

¢ Resut

The licenses are displayed under the License tab. See Deploying licenses to know more about deploying
these licenses on the system.

Binding or deploying from Dell Online

After connecting to Dell online, click Action>Bind Licenses page.

The Bind Licenses page displays the license type that is associated with your Dell Account and not bounded
to any Service Tag.

1. Select the license type and click Next.
The list of systems on which you can deploy that licenses is displayed. All those systems where users
can install the he license and system has either no licenses or lower licenses than selected Licenses
will show up on the next page.
For example, if you select iDRACS8 Enterprise, next page will provide all the iDRACS8 devices
(monolithic/modular) which do not have a license or Express license, or Evaluation licenses installed
on their system pear.



Bind Licenses x

“

Select the License Type

Select the license type from the list below. Licensae Manager will get any unbound entitlements of that type and find
the sysiems thal can be bound to the entitlement. The next page will give you the oplions to select the systems to be
bound with selected type of entitlement

Sedect type
License Description ‘W  License Count W
] 126G IDRACT Enterprise for Blades 1
: DF Licenss CHC FX2 1
v IDRACE Enlerprise 1
| IDRACS Enenrise 3
] OpenManage Essentials, Senser Configuration Management 1

| PowerEdge VRTX Enterprise Management License Upgrade, with FlexAodress for CMC 1

Mext Cancel

2. If you do not want to deploy the licenses on the servers after binding, you must clear the Deploy
Licenses after binding check box. These licenses appear in the Licenses section so that you can
deploy them in future. For more information, see Deploying licenses.

When prompted, type the iDRAC credentials.

4. Onthe Summary page, click Run to bind or deploy the licenses to the system.

w
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Change Server Password

Step 3 of 4: Enter New Passwaord s

Enter the new password and confirm the new password for the “root” user. The unique passwoed of all the added
anged 1o The eew passwond. Licenss Manages will nol stone the passwords afler the sender passwond

FPasswond
Enter New Password. oo noe
Confirm Password R

(=X Pt Laneoel i

Summany of Binding Assignments for License Type: iIDRACE Enterprise

L
Statistics
Systems Entitlements

Toltal 4 Tofal 1

Ammiogred 1 Ammiogned 1

Mot Assagned 3 Mol Assigned 0
Entilerreerl i W System Marre Serviese Tag Ll Syl Aol L i
FDODOODOOESAT 804 WIN-ISFKEOMODE  CLDUSEGS PowerSoges 430

Save Bepoat J Bl F sk Carel
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5. Goto Tasks page to track the progress of the binding or deployment. The user can track the
progress in the task status section. If the task is completed you can view the system licenses.

Corrmctind 12 Dall Dnling

Tasks
Licansas

Enftiamants Toak Status

Clale' Complitid Tiibki

St D Y Tk

ed =

i Summany

Task Results: 1D: 2 Task: Binding and Deployment of WIN-I09FKGOQMCGE systems

Fotiusits Eme-oation Lo

Proge
Barwing and Deployment Of WIN-IDSFRGOUCOE sysiems  BnangTepioyment Task completed.  Compiete SOBZ0T 10057 AL

Takes: Rurssing (0}

33 Siarl Time

Complaoes (1]

SR
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Importing licenses

deployment. To import licenses:

1. Onthe Licenses page, click Import Licenses.

After getting your licenses from the License Management Portal, you may import them into DLM for

Actions  View Help

Licenses

License Invento
Entitlements i

Tasks

Vogs ] Description

| IDRACT Enterpeis

Entitlement 1D
Description

Term

Bound Service Tag
Upgrade 1D
Expiration

Date Purchased

Import Licenses Export Archive

|v] IDRACT Enterprise License

[] IDRACT Enterprise License

Deploy Licenses «

¥ Temm - Bound Service Tag
Perpelual GG4ZWX1
Perpetual  ALBKNW

Perpetual  JOB1X0{(1

License Details: VaX2i6jS8y1RZJbL7UoDRUxg

VaX2i6jSey1RZLLTUcDRUxg
iDRACT Enterprise License
Perpetual

GGAZWX1

N/A

N/A

6/24/2015 3:57 PM

Save Report Delete

Tasks: Running (0) | Completed (1)

W Deployed W Malching System

Yes =
Yes Yes
Yes Yes

License Features:
» License Manager interface
* RACADM CLI
* WSMAN Protocol Stack
= SNMP GE IB and Alerts
* Auto-Discovery
& LISC firmware update
# Inband firmware update

Group By

'y
{None) -

Ongin “  Date Purct i~
Refrieved  6/24/2015 357
Retrieved  4/42013 1238
Retrieved 31192015616




Open. Multiple files must be selected at a time.
Select Licenses
/(:' .; |. << Public » Public Documents » casper » licenses » Import »

B
Organze v New folder

& Favorites Name Date modified

Bl Desktop Q Dell_License_Archive_20111019.zip 10/19/2011 5:26 PM
& Downloads = MIAUK2bOYJYKOWFAPKndcVGb.xmi 2011 10:24 PM
%L Recent Places = RZVODII TTIQYNBv3qsiSCsaSxmi 9/11/2011 8:25 PM
= TeHxPNTTTDOG1ZQzQKBITpVC.xml $/23/2011 11:58 AM
w9 Libraries = uHMRbLYelqpbtF68AaYhm20D.xml 5/26/2011 3:42 PM
%] Documents = WD4qCKcof6mItsSNHVLLEZ1S.xmi 6/10/2011 1:54 PM
J’ Music
&= Pictures
B videos

™ epgvmdmw?
&L EPGVMDMWOT (C:)

€M Network

File name:

Type

WinZip File
XML Document
XML Document
XML Document
XML Document

XML Document

2. Select the license archives (compressed file) or license files (XML) you want to import and click

~  [License Files (*.zip, xmi)

[__Open

=R

Cancel
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3. Review the license validation results and click Import.

Import Licenses

3 Licenses Validated Successiully, 0 Emors, O Wamings, 0 Moltices
Validation Results Fila Maime Dhesciriphion Entitemant ID [~

[ u Successfully validated license. TeHxPNTTTDOGIZ2QsQKEJTpVCG... iDRACT Enterprise Licensse TeH<PMNTTTDOGIZ0:

< |G Successfully validated license.  uHMRLEYelqpbtFS24aYm2OD_. IDRACT Enterprise Upgrade  uHMRALEYelqpbiF 5340

=1 u Successfully validated icense,  WDMgCHo ofEmBsEMHWLLEZ 1S ... IDRACT Enterprise Licenss WDHqCKo ofSmySisS -

TeHxPNTTTDOGI1ZQzAQKEITpVC

u' OK  Successhully vabdated licenss

Entitlement 1D TeHWPPNTTTDOG1 Z0z0ka) TehG License Features:
Description IDRACT Enterprise License = License Manager interface

Term Perpetual
Bound Service Tag DOSHE2M = RACADM CLI
= WSMAM FProtocol Stack

Upgrade 1D A
Expiration LA = SMNMP GET/MIB and Alerts

Date Purchased 5232011 11:53 AM = Auto-Discovery
* USC firmmware update

The imported licenses are displayed.
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Deploying licenses
After an inventory of licensable systems is complete and licenses are imported, they can be deployed. To
deploy licenses:

1. Onthe Licenses page, from the Deploy Licenses drop-down menu, select Automatically Deploy
Licenses.
All the licenses (not already installed) are deployed to systems in the inventory based on their service
tag. Alternatively, you can select individual licenses to deploy from the License page and select
Deploy Selected Licenses or select systems from the System page and click Deploy Associated
Licenses.

Actions  View Help Tasks: Running (0) | Completed (1)
Systems . >
Licenses -
Licenses
. License Invento
Entitlements iid
Import Licenses  Export Archive P o Save Report Delete Group B Mone -
Tasks po P P sroup By: )
p Deploy Selected Licenses
Logs ] Description Automatically Deploy Licenses 8 T2 W Deployed "y Maiching System v Onigin Date Purct i~
v IDRACT Enterprise License Perpetual  GG4ZWX1 Yes Yes Refrieved  6/24/2015 3.57
| IDRACT Enterprise: License Perpetual  4LBKNW1 Yes Yes Refrieved 4472013 1238
] IDRACT Enterprise License Perpetual  J381XX1 Yes Yes Refrieved 3192015616

License Details: VaX2i6jS8y1RZJbL7UoDRUxg

Entitlement ID VaX2i6jS8y1RZIbLTUaDRUxg License Features:
Description iDRACT Enterprise License # License Manager interface
Term Perpetual * RACADM CLI

* WSMAN Protocol Stack

Bound Service Tag GGAZWX1

i NJA » SNMP GET/MIB and Alerts
pgrace o « Auto-Discovery

Expiration N/A  USC firmware update

Date Purchased 6/24/2015 3:57 PM  Inband firmware update
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2. Confirm the licenses to deploy and click Next.

Manage Licenses

Choose the icenses to deploy to the specified systems
Entitiement 1D License Descripion System Service Tor

Horkiar DDSHS2N

Dperation Status

o ﬁ Ready for deployment.  TeHPNTTTDOG ZQ:0KETpVE  IDRACT Enterprise License

¥ £ Ready for deployment.  OoB1 TR IpdeSrCZheizhwZUQp  IDRACT Enterprise License WIN-VAFODE1WVIKS ABC1234

+ |G Feoady for deployment.  PZRIKIZVYHrBIsSCoddnird IDRACT Enterprise License Murphy M3IZ3456
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3. Type your credentials and verify your communication settings. Click Next.

Manage Licenses
Manage Licenses

Enter your iDRAC credentiats and confirm communication settings. Passwords will not be stored after the license
operations are complete

Credentials

IDRAC Usemame.  root

IDRAC Password: sesssss

WS-Man Settings

Retries: 1 “alidate Certificate Mame

Timeout: | 30 [T] validate Certificate Authority

Validate Certificate Revocaton List
Port 443

Task Settings

J| Show task pane after launch

4. After deployment starts, you can monitor the progress on the Tasks page. Detailed logs of license

operations are retained and displayed on the Logs page.

Managing Dell EMC PowerEdge Server Software Licenses by using Digital Licensing

DA LEMC



Backing up licenses

Dell EMC License Manager retains licenses imported from the file system and will automatically retrieve
perpetual licenses during the Discovery or Inventory process.

Also, DLM has the ability to save a complete license archive to the file system. The archive is in compressed
file format, containing XML license files named by Entitlement ID. The license archive may be directly
imported into any instance of DLM for redeployment, or the individual licenses can be extracted and
redeployed individually. To export an archive:

1. Onthe Licenses page, click Export Archive.

Tasks: Running (0) | Completed (1)

Licenses *

License Inventory

Entitlements
Tasks Import Licenses ~ Export Archive Deploy Licenses = Save Report  Delete Group By:  (None) -
oge ] Description ¥ Term r Bound Service Tag “  Deployed ' Malching System y  Orngin r  Date Purct [ifi~
| IDRACT Enterprise License Perpetual  GG4ZWX1 Yes Yes Retrieved  &/24/2015 3:57
[] IDRACT Enterprise License Perpetual  ALBKNW Yes Yes Refrieved  4/4/2013 12:38
| IDRACT Enterprise License Perpetual  JIB1X01 Yes Yes Retrieved 31192015616

License Details: VaX2i6jS8y1RZJbL7UoDRUxg

Entitlernent ID VaX2i6jS8y1RZIbLTUcDRUxg License Features:

P iDRACT Enterprise License # License Manager interface
= RACADM CLI

Term Perpetual
WSMAN Prot Stack
Bound Service Tag GGAZWX1 * WSMAN Bigtacol Stack
r ® SNMP GET/MIB and Alerts
Upgrade ID M/A

« Auto-Discovery
Expiration N/A » USC firmware update
Date Purchased 62472015 3:57 PM # Inband firmware update




Organize v New folder

W Favorites
Bl Desktop
& Downloads
. Recent Places

9 Libraries
< Documents
Jﬂ Music
b Pictures
B videos

™ epgvmdmw7
£ EPGVYMDMWOT (C)

€ Network

File name: Deﬂ_anmse_AlchNe_lOlllZOg.zip

2. Confirm the export file location and name and click Save.

Date modified

No items match your search

Save as type: [Lxense Archives (*.zip)

. Hide Folders
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13 Restoring licenses

Reinventory the iIDRACs on which the licenses must be
restored, as specified in the subsection Inventorying
Licensable Systems. This will ensure DLM does not

L
J;-‘ consider the licenses to be already deployed.
R q.-f? Rest
$§&

Restore the licenses by using the <
process for deploying licenses specified 14G PowerEdge 1,
in Deploying Licenses. servers

2z

enses
Res\.ﬂ" elic

If the licenses to restore are not already present in DLM
(visible in License view), import the license archives or
license files as specified in Importing Licenses. Licenses
from a backup archive are processed identically to those
obtained from the licensing portal.



14 Viewing license status and compliance information

Dell EMC License Manager allows you to view a variety of information on licensable systems on the Systems
page.

Tasks Runaing (U)  Completed (1)
Systems. 3
Systems £

System Inventory

Run Discovery 3nd lventory | Deploy Associated Licenses  Save Report  Delete

7 Mansgement Corroier System Model ¥ Upprade Avalat

MohanT630 Kdeac (100.96.24.35) FowerEoge T630

Kdeac (100.96.23.19) PoweEdge RT WAL

10eac (100.96.26.165)

IORAC (100.96.24.45) £ Lcense s equed. Enserpse
IORAC (100,46.27.118)

Kdrac (100.96.26.167)

1arac (100.96.26.174)

K3t (100.96.26.164) Powertoge Re

Kdrne (100.96.26.137)

System Details: ds6é

Swtws  Deseription Entiement ID Expiration  Term Date Purchased  Date Imported

E2OK  IDRACS Enterprise License  FDO0000004SA4E88  NiA

The information can be sorted, filtered, and grouped as required.

e To sort a column, click the column header.

e To apply afilter, pause the pointer over the column header, click the filter icon when it appears, and
enter the filter criteria.

e To group based on a column, select the column name in the Group By box.

e The Upgrade Available column indicates that a license is ready for deployment. These licenses can
be deployed using the steps in Deploying licenses.

e The Evaluation Installed column indicates if an evaluation license is active or has expired. Systems
with an evaluation license installed will require a perpetual license to retain the functionality being
evaluated after the evaluation license expires.

e The Current License column indicates the currently active license level on the system. For example,
you can use this grouping to locate which systems are at the Express-license level and could benefit
from an upgrade.

e The Purchased License column specifies the highest perpetual license class bound to a system.
Both installed licenses and licenses available for deployment are included in this calculation.

If DLM detects that a Perpetual license is installed on more than one system, a compliance warning is
displayed in the Additional Information column on the Systems page. The systems can be sorted by
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installed Entitlement ID in order to determine which systems may be out of compliance with a particular
license.

Dell EMC License Manager allows you to view a variety of information on licensable systems on the Systems
page.

Systems ?
Systems ¢
Ucenses

System Inventor
Entilomonts s Y.

Run Discovery and laventory  Deploy Associated Licenses  Save Report  Delete eoup By (None v
Tasks
7 Management Cortroes SystemModsl ¥ | Upgrate Avalistie - Service Tag
Logs

Kdeac (100.96.24.35) PoweEdge 1630 Enterpase

Kdeac (100.96.23.19) PowerEdge RY: IR

idene (100.96.26.165) erEage R4
IORAC (100.96.24.45) werE Qe LG g License is exgaed

IORAC (100,96.27.118) . OB 64 . terprse Perpeti 1910%
Kdeac (100.96.26.167)

iaeac (100.96.26.174)

Kdeac (100.96.26.164)

Kdrne (100.96.26.137)

System Detalls: dsé

e Tag

Instalied Licenses (1)

Sutus  Description Entitement ID Expiration  Term Date Purchased  Date Imported

Qo RACS Enterprise License  FDO0000004SA4!

226 PM

The information can be sorted, filtered, and grouped as required.

e To sort a column, click on the column header.

e To apply afilter, pause the pointer over the column header, click the filter icon when it appears, and
enter the filter criteria.

e To group by a column, select the column name in the Group By box.

e The Upgrade Available column indicates that a license is ready for deployment. These licenses can
be deployed using the steps in Deploying licenses.

e The Evaluation Installed column indicates if an evaluation license is active or has expired. Systems
with an evaluation license installed will require a Perpetual license to retain the functionality being
evaluated after the Evaluation license expires.

e The Current License column indicates the currently active license level on the system. For example,
you can use this grouping to locate which systems are at the Express license level and could benefit
from an upgrade.

The Purchased License column specifies the highest perpetual license class bound to a system.
Both installed licenses and licenses available for deployment are included in this calculation.



If DLM detects that a Perpetual license is installed on more than one system, a compliance warning is
displayed in the Additional Information column on the Systems page. The systems can be sorted
by installed Entitlement ID in order to determine which systems may be out of compliance with a
particular license.
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Frequently Asked Questions (FAQ)

How do | transfer the iIDRAC license to a
new machine?

1.
2.
3.

Log in to the License Management Portal.
Click the Manage Licenses tab.

In the Search box, type the Service Tag of the system
the license is currently installed on.

The license is displayed in the data grid.

Click Unassign to notify Dell EMC that the license will
no longer be used on the old system.

Click the Activate License tab. The license that you
just unassigned should be visible.

Click Assign.

Type the Service Tag of the new system where you
want to install the license.

Click Download or Send Email to get the new license
key.

On the old system, remove the old license key by
using the iDRAC GUI or command line tools.

10. On the new system, install the newly downloaded
license using the iDRAC GUI or command line (link to
iDRAC usage section).

Why is the license bound to a service tag?

Licenses are bound to a Service Tag to help identify which
servers have what feature levels, which can aid in auditing
and accounting.

What do | do if | have a motherboard
failure?

If you have an iDRAC7 upgrade, your license key will need
to be restored after a motherboard replacement.

1.

You will need to back up and then restore your license
key after a motherboard is replaced. See Backing up
and restoring iDRAC license keys

Your license file is unique to your Service Tag. The
Dell EMC authorized Service Provider will set the new
motherboard Service Tag to the original one to ensure
full iDRAC functionality after the motherboard
replacement.
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3. See Using License Management Portal of Dell EMC if
you do not have an upgraded license backup available
in order to download it again or have it emailed to you.

If you have an iDRACS upgrade, the iDRAC license is

automatically backed up and stored, and will be automatically

replaced after a motherboard exchange.

| just logged in to the online portal and
can’t find my license key?

It may be that you have an iDRAC that does not have a
physical license key and it is not necessary to download or
import the key. In that case, you would not see a license in
the license key portal.

I just purchased a used PowerEdge
server. How do | access the online
License Management portal and iDRAC
license keys for my server?

See Using License Management Portal of Dell EMC

The person who purchased all our servers
just left my company. How do | remove
his/her online access to my company’s
iDRAC licenses?

See Removing User Access.

What does digital licensing mean to me
when | order a new PowerEdge Server?

Starting with 12t Generation of PowerEdge servers, both
iDRAC7 and iDRACS have the capability to enable features
simply by entering a digital license. This option is not
available with previous versions of IDRAC, since upgrades
required opening the server and installing a hardware
component.

My customer purchased a PowerEdge
Server Express option. How do | obtain an
evaluation license to try the Enterprise
features?

1. Goto:
http://www.dell.com/us/enterprise/p/servers?redirect=1

2. Type iDRAC in the search field at the top of the page.

3. Locate and select the license you prefer. A link to the
license will be sent to you via email. The evaluation license
is good for 30 days. An email will be sent containing your
entittement and a link to www.dell.com/support/retail/lkm

4. You will need your server service tag and Dell EMC
generates a license that may be downloaded and imported
into the iDRAC. This license is good for 30 days from the
time it is imported into the iDRAC.
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5. Contact your Dell EMC sales representative to request an
Evaluation license extension.

| lost my Enterprise license. How do | get
it replaced?

If you have misplaced your original copy and need another
license downloaded or emailed to you, see Using License
Management Portal of Dell EMC.

How do | determine who has access to
my company’s licenses?

Use Online License Management Portal of Dell EMC to
verify access. See Using License Management Portal of Dell
EMC

How do | determine if a license was
removed or installed on my iDRAC?

Import and delete actions are logged in the LC Log, which
can be viewed in the iDRAC GUI or with the RACADM or
WSMAN command-line tools.

| purchased my Dell server from a Value
Added Reseller or other 3 party, who do
| contact for support?

Please contact the VAR or other 3" party for support.

If I return a system to Dell that has a
digital license key, what happens to the
license?

The Letter of destruction will be read and agreed to by the
customer: “You are requesting the return of certain software
licenses to Dell for a refund, pursuant to the terms and
conditions of sale and the return policy between you and
Dell. You agree that you are relinquishing all rights to use or
upgrade the software whose licenses you are returning and
you agree that you have removed or destroyed all copies of
such software and/or the license keys, as applicable. You
understand that you will not be entitled to any support for
software whose licenses you have returned. You are
responsible for any claims arising from or related to your
unauthorized use of the returned licenses. If you are returning
on behalf of an organization, you confirm that you have
appropriate authority to agree to these terms on behalf of the
organization.”

Does my PowerEdge server have an
iDRAC license installed on it?

The initial offering of 12t generation servers will be shipped
with the “Express” or “Express for Blades” feature set
enabled. Note that this feature set is enabled automatically,
and no xml license file is actually present. You can see the
word “Express or “Express for Blades” at the top of the login
screen and also at the top of the iIDRAC GUI. If you see
“Express” “Express or “Express for Blades”, then no
Enterprise license has been installed. If you see
“Enterprise”, then you have either an Enterprise Evaluation
or an Enterprise Perpetual License.




For more information, go to the GUI Licenses tab and click
the plus (+) sign to view the license details. From racadm,
type “racadm license view”.

Using WS-Man, you would execute the enumerate
command, for example, winrm e
"cimv2/root/dcim/DCIM License" -u:root -
p:calvin -r:https://xxX.xXxxX.XXX.xXXxX/wsman -
SkipCNcheck -SkipCAcheck -encoding:utf-8 -
a:basic.
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ces. This page represents the discovered devices
or export) the digital licenses associ

manager is responsible for discovering ar
2d with this system. From this page, you can ma

To manage changes to or purchase naw licenses visit the Lice

Status Device Device Description Device Options
iDRAC
V'

Device Description DRACT Device ID AMMMOD2 4

Device DRAC
GKP4eiyP2zaCdFISGSNWDYuh

4 «

Description:
IDRACT Enterprise Evaluation License
Entitlement ID GKP4eiyP2zaCdF Expiration 2011-11-05T15:00:00
License Type Evaluation
License Oplions.  gelect -

45 Managing Dell EMC PowerEdge Server Software Licenses by using Digital Licensing DEALLEMC



