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Abstract

Configuration and inventory changes in DELL PowerEdge servers is an
ever-mutable process till the system comes to end of life. Capturing such
changes helps IT administrators to manage hardware and software
efficiently. This white paper helps in subscribing to Redfish resource-

related configuration and inventory changes and receive them as Redfish
Life Cycle Events.
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Executive summary

Redfish APIs have been widely adopted for configuring, monitoring, and managing servers. Effective from
iDRAC9 version 5.00.00.00, IT managers can receive hardware and software change events uninterrupted
and in real time through Redfish event subscriptions. This would track both internally and externally initiated
changes such as create, delete and update of about 200+ Redfish resources. The events are streamed to
user-defined clients, created either through SSE or HTTP subscription mechanism and would complement the
existing alert-based events. The reports can be parsed using comprehensive analytic tools for enhanced
diagnosis and outcomes.
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1 Redfish Life Cycle Events Overview

Redfish Life Cycle Events streaming is an extension to existing Redfish eventing service that can capture the
changes to inventory, configurations, and monitoring aspects of a server in real time. Beginning with iDRAC9
version 5.00.00.00, Redfish clients can subscribe to hardware and software-related changes over channels

supporting SSE or HTTP push subscriptions. This paper includes steps and methods for subscribing Redfish
Life Cycle Events (RLCE).

The following diagram shows the high-level flow of Redfish Life Cycle Events streaming to Redfish clients.
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1.1 Terms and Definitions

Redfish Life Cycle Event (RLCE) — An event reported as per DMTF Redfish event specification when
subscriptions are created with Event Type as Other.

SSE - Server Sent Events allow clients to receive Redfish life cycle events on creating subscription over a
web interface.

1.2 Prerequisites

Redfish Life Cycle Events can be subscribed by following event subscription guidelines with no additional
iDRAC licensing requirement, from iDRAC9 version 5.00.00.00 onwards.
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2.1

Configuring Redfish Life Cycle Events

Clients can subscribe to Redfish life cycle events by creating event subscriptions as defined by DMTF Redfish
event subscription service. iDRAC9 supports two styles of subscriptions, that are SSE and HTTP Push based.
By default, this feature does not require any additional iDRAC license and only requires Redfish service to be
enabled in order to receive all types of Redfish events i.e. alerts and life cycle events.

To differentiate between the Redfish alerts and life cycle logs, subscriptions are created with “EventTypes” as
“Other”. Configuring events can be further streamlined by listing small subsets of hardware or software
components, that can be queried through resource types i.e. storage, network, sessions, jobs etc. Clients can
also configure events on scenarios of Redfish resources being created, deleted, and updated.

Configuring RLCE using subscription method (HTTP Push)

Subscription for Redfish life cycle events, through HTTP push mechanism is created on performing a POST
operation with necessary key-value payload consisting of Destination, Context, and Protocol as mandatory
properties. With this the client gets to receive all changes in the system, that have a Redfish resource
mapping. Filter-based subscription can be created with payload like OriginResources and Messageld, which
is in addition to mandatory properties.

Schema - https://redfish.dmtf.org/schemas/v1/EventDestination.xml

Subscription for all events -

METHOD SCHEME :f HOST [ "* PORT | [ PATH [*?" QUERY ]|

POST| - & hitps:/i 21 ¥redfishivi/EventService/Subscriptions
ength: 60 byte(s)
» QUERY PARAMETERS
HEADERS ~ 1} Form = 4 » BODY Text =
1{
Authorization ;| Basic cm9vdDpjYWx2aWd= x P 2 "Destimation": "https://1 . £ 32:5001",
3 “"Context™: "root",
OdataVersion 140 x :
Content-Type application/json x N
=1
+ Addheader | & Add authorization o} ¢ "ResourceTypes”: [
10 “Job”, "Drive”
11 ]
12|}
Text JSOM XML HTML | = Format body Enable body evaluation [ length: 206 bytes
Response Elapsed Time: 200ms
201 Created
HEADERS pretiy v 4 » BODY pretty =
Date: Thu, 17 Jun 2021 86:1€:1@ GMT - -
4d 11k (iMessage.ExtendedInfo: ~ [
Server: Apache .
» {Message: "The resource has been created successfully”, MessageArgs: [], MessageArgs@odata.count: @, Messageld: °

OData-Versio. 4.9
Access-Contr. ® » {Message: "A new resource is successfully created.”, MessageArgs: [], MessageArgs@odata.count: @, Messageld: "IDF

Cache-Contro.. no-cache 1
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Output: Subscription for all events -

281 Created

prey~ | 4 » BODY®

17 Jun 2821 05:35:83 CMT 418k 34n ”

-Baes:age .ExtendedInfo: ~ [

20
Message: “The rescurce has been crested successfully”,
X-Frame-Opti DEMY messageargs: b [,

-Transport-S

-age=61872008; includeSublonains;

messageargs@odata.count: e,

ik Messageld: “Base.1.8.Crested”,

yoe: application/fs

i charset-utf-g

Locstion: FPEAFISN/ V1 EventService (Subscr IpLIons/ C46R956 %
£-cF20-11eb-2918-589a4¢a150e kelstedproperties: (FE11;

Content-Length: 1 kilobytes Relatedpropertiesgodata.count: @,

Keep-Alive: timecut=68, nex=103 Resolution: “Wone”,

Comnect ion: Keep-Alive severity: "0c"

» COMPLETE REQUEST HEADERS ¢

Message: "A new resource is successfully created.”,
mMessageargs: » (1,

Messageargs@odata.count: @,

MessageId: "IDRAC.2.5.5vsa14",

relatedProperties: » [1,
relatedProperties@odata.count: &,

Rresolution: “No response action is required.”,
severity: “"Informational"

1,
@odata.context:  "/redfish/vl/Smetadata#EventDestination.EventDestination”,

Bodata.id: @ "/redfish/vl/EventService/Subscriptions/c46e956@-cf2d-11eb-3919-589a4CaBlshc”,
Godata.type: “sEventDestination.vl_s_e.EventDestination”,

#eventDestination. Resumesubscription: = |

target: O "/redfish/vi/eventservice/subscriptions/c46@956@-cf2d-11eb-a919-509a4cagishe/Actions/EventDestination. Resumesubscription™

Context: “root”,
DeliveryRetryPolicy: “Retryforever”,
Description: "Event Subscripticn Details”,
Destination: O “https://1 7 .1 eal”,
EventFormatType: “Event’,
EventTypes: v [

“gther”

1
EventTypesgodata.count: 1,

——1s
HttpHeaders@odata.count: e,

Td: “c4609568-cf2d-11eb-a%19-5@%a4cad15bc”,
Name: “EventSubscription c460956@-cf2d-1leb-ad19-5@3a4caglsbc”,
Protocol: “Redfish”,

status: ~

wealth: "ok",
Healthrollup: "0k,
state: “Enabled”

subscriptionType: “Redfishevent”

OTop ©Botom @Colapse  @Open
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Subscription with filtering: OriginResources -

METHOD SCHEME =/ HOST [ " PORT ] [ PATH [ "2" QUERY ]
POST + | & nhtpsi/ Wreafish/v1/EventService/Subscriptions 4 Send
length: 60 byte(s)
» QUERY PARAMETERS
HEADERS @ 13 Form-= 4 » BoDY” Text =
1{
Authorization Basic cm9vdDpjYWx2aW4= x &£ 2 "Destination": "https:/ 77.19. 31:50017,
3 "Context™: "root”,
OdataVersion T . 4 "Protocol”: "Redfish”,
5 "EventFormatType": "Event”,
Content-T ication 6  "EventTypes": [
ontent-Type application/json x 7 "Other"
g 1
+ Add header £ Add authorization w 2 | "originResources”: [
10 {
1 "fodata.id": "/redfish/v1/Systems/System.Embedded.1”
12 ¥
13| =7
14 }
Text JSON XML HTML | ormat body | Enable body evaluation W length: 280 bytes
Response Cathe Detected - Elapsed Time: 1.275
201 Created
HEADERS @ prety~ 4 » popy @ pretly ~

Date: Thu, 17 Jun 2021 26:8 -
5:82 GMT +18h 34m

{@Message.ExtendedInfo: = [
Server: Apache
OData-V.. 4.8

» {Message: "The resource has been created successfully”, MessageArgs: []. MessageArgs@odata.count: @, MessageId: "Base.l1.8.Created

"A new resource is successfully created.”, MessageArgs: [], MessageArgs@odata.count: @, MessageId: “IDRAC.2.5.5Y5414",

Access-.. *

Cache-C.. no-cache

X-Frame.. DENY

Strict-.. max-age=63072000; inc
ludeSubDomains; prelo

» {Message:

1s

@odata.context: (& “/redfish/vl/$metadata#EventDestination.EventDestination”,

@odata.id: & "/redfish/vl/EventService/Subscriptions/f4c@7b54-cf31-11eb-aBac-509a4cadlshc”,

@odata.type: "#EventDestination.vl_9_ 8.EventDestination",
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Subscription with filtering: ResourceTypes —

METHOD
POST

SCHEME -/ HOST[ " PORT | [ FATH [ 7" QUERY ]|

fredfish/v1/EventService/Subscriptions

. & https:/

» QUERY PARAMETERS

Heapers ¥ 12 Fom- 4 » Bopy”
1 {
Authorization Basic emSvdDpjYWx2a\Wi4= % P 2 "Destination": "nttps:// 97  ..132:5001",
3 "Context”: "root",
: 4 "Protocol "Redfish",
xdataversion . - o "EventFormatType": "Event",
SR, 6  "EventTypes": [
Content-Type applicationfjson x 7 Other”
8
+ Addnesder | £ Add authorization & o | =hessdncenpass f
10 "Job", "Drive"
1] 3
12
Text JSON XML HTML | = Fomatbody | [ Enable body evakiation
Response

@1 Created

eapers 7

Date:

server:

0Data-v..
Access-
Cache-C_.
X-Frame_
strict-_

Content_.

Locatio

Content_.
Keep-Al.
Connect_

prefty =

Thu, 17 Jun 2921 @6:1
9:19 GMT +18h 34m
Apache

4.8

=

no-cache

DENY
max-age=53872008; inc
ludesubDomains; prelo
ad

. application/json; cha

rset=utf-g
fredfishfvi/eventsery
ice/subscriptions/acl
caded-cf32-11eb-Flab-
SeIadcaflsbc

1 kilobytes
timecut=ce, max=108

Keep-alive

* COMPLETE REQUEST HEADERS

L.

Booy ©

{

@Message.ExtendedInfo: » [ {Message: "The resource has been created successfully”, MessageArgs: [], MessageArgsfodata.count: @,

@@odata.context: [ "/redfish/vl/$metadata#EventDestination.EventDestination”,
fodata.id: O "/redfish/vl/EventService/Subscriptions/aclcaded-cf32-11eb-91ab-509a4caBlshe”,
fBodata. type:

Actions: »

"#EventDestination.vl_%_@.EventDestination”,

#EventDestination.ResumeSubscription: {target: & "/redfish/vl/EventService/Subscriptions/aclcaded-cf32-11eb-91ab-589a4casd15h

Context: “root",

DeliveryRetryPolicy: "RetryForever”,
Description: "Event Subscription Details™,
& “https://
EventFormatType: "Event”,

» ["Other"],

Destination: .97 .132:5001",

EventTypes:

EventTypesflodata.count: 1

HttpHeaders: » [],
HttpHeaders@odata.count: @,
Id: "aclcaded-cf32-1leb-31ab-5089a4ca815bc™,

Name: "EventSubscription aclcad4e4-cf32-1leb-91ab-502a4caBlobc”,

Protocol: "Redfish",

©Top ©EBotiom @ Collapse @ Oper

ResourceTypes: » ["Job", "Drive"], I
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2.2

Subscription Collection -

METHOD SCHEME -/ HOST[ ™" PORT | [ PATH [ “7" QUERY ])

GET - @& https// Iredfishiv1/EventService/Subscriptions

v QUERY PARAMETERS

HEADERS |4 Fom~ 4 » BODY"
Autherization -| Basic u119vdejYWx2a\r‘-’4= x 2 XHR does not allow payloads for GET request
OdataVersion 240 ®

+ Addheader | © Add authorization ]
Response
200 0K
HEADERS pretty - 4 » BODY "
Date: Thu, 17 Jun 2821 85:14:59 GMT +18h 3am - I
sErver: Apache fodata.context: (&' "/redfish/vl/$metadatatfventDestinationCollection.EventDestinationCollection”,
Allow: POST . " . . P "

. _ L. @odata.id: & "/redfish/vl/EventService/Subscriptions”,
Link: </redfish/vi1/Schemas/EventDestinationCol

lection.sons;rel=describedoy @odata.type: "#EventDestinationCollection.EventDestinationCollection™,

oData-version: 4.8 Description: "List of Event subscriptions”,
Access-Control-A_* Members: ¥ [

cache-Centrol: no-cache
-
X-Frame-Options: DENY
strict-Transport..max-age=532720@@; includeSubDomains; pre
load 3

fodata.id: & "/redfish/v1/EventService/Subscriptions/aclcaded-cf32-11eb-91ab-509a4ca815bc”

vary: Accept-Encoding

Contant-Encoding: gzip flodata.id: & "/redfish/v1/EventService/Subscriptions/f4c@7b54-cf31-11eb-a8ac-509a4ca815bc”

content-Length: 233 bytes

Keep-Alive: timeout=62, max=108 1.
connection: Keep-alive Members@odata.count: 2,
content-Type: application/json;odata.metadata=minimal; Name: "Event Subscriptions Collection™

charset=utf-g

» COMPLETE REQUEST HEADERS

Configuring RLCE through SSE

Clients can subscribe to Redfish life cycle events with subscription created over an SSE channel, by
performing GET on the SSE URI. Events generated on iDRAC during a five second period are grouped and
sent to the client as a single RLCE, as per Redfish event message SSE stream. Every RLCE can have an
array of events confined to hardware and/or software Redfish resource. Resource and URI-specific SSE
subscriptions are also supported by adding filter logic on ResourceTypes or OriginResources respectively. A
maximum of 10 entities can be considered per subscription.

D<A LTechnologies
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Connection can be terminated by either client or iIDRAC event service. If no events are sent for more than an
hour, then the connection with the client would be closed from the event service endpoint. On closure of
connection, the subscription entry is removed from the collection of subscriptions. A maximum of 20
subscriptions can be created, including both SSE or HTTP PUSH based and also legacy subscriptions
containing alerts.

Redfish Uri for SSE streaming —
All reports -

https:// <iDRAC IP>/redfish/v1/SSE?$filter=(EventType eq ‘Other’)

< X A Notsecure | 1 fredfish/v1/SSE?Sfilte!

ventType%20eq%20%270the;

JSONLint - The JSO.. List of PowerE;

(® 1P Camera WiFi not.

shSchemalnd.. @ settings () GitHub - DMTF/Red

White Papers - Tech.

id: 11244567
{"@odata. context":"/redfish/vl/$metadstasEvent .Event”, "Godata. type" : "#Event.vl_3_0.Event
'Other™, "MemberId" » "Messageld” "RESOUI":EE\'&HC 1.0.ResourceCreated”, "OriginofCondition”

Events”:[{"EventId": "17296629" , "EventTimestamp" : "2021-06-17T01:22: 00~
@odata.id": "/ redfish/vl/Eventservice/subscriptions/46bebbfo8aafca182c89d677bas2f6ds" 1} ], "Events@odata. count

", "Name

LifeCycle Events"}

id: 11344568

godata. context”:"/redfish/vl/$metadatasEvent . Event”,"@odata. type
EventType":"Other”,"HemberId":"@", "MessageId": "ResourceEvent.1.0.ResourceChanged”, "Origin0fCondition”: {"@odata. id": "/ redfish/v1/Systems/System. Enbedded. 1/NetworkAdapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated . 1-2-
2/0en/Dell/DelINICRor thietr ics/NIC. Integrated. 1-2-1')}, {"Eventld”: "17286631", "EventTines tanp” " 3021-06-17701:22:0-05:00" , "EventType" : "Other", "lenberTd": 1", "lessageld" : "ResourceEuent 1.0 ResourceChanged”, "Origin0fCandition™

. /redfish/vl/Systems/System.Enbedded.1/NetworkAdapters /NIC. Integrated . 1/NetworkDeviceFunctions /NIC, Integrated. 1-2-1"}}, { "Ev ,"EventTimestamp”: "2021-06-17T01.
95:60", "EventType": "Other”, "Hember Id": "2", "llessageld": "Resourcefvent .1.8. ResourceChanged” Dr‘lglnﬂf[undltlun ("@udata id”:"/redfish/yl/Systens/Systen. Enbedded. 1/Netuorkadapters/NIC . Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-1-
1/0em/De11/Del INICPortietrics /NIC Integr‘atsd 1-1-1"}}), {"EventId":"17296633" 02 :"Other”, "HemberTd":"3", "Nessageld” : "ResourceEvent.1.0.ResourceChanged”, "OriginOfcondition”
{"Bodata.id":"/redfish/ul/Systens/Systan. Enbedded. 1/ie tuorkAdapters/NIC. Integrated. 1/NEthrkDe\/1(EFur\ctmns/MIC Integrated.1-1-17}}], "Events@odata. count™:4, "1d": "11244568", "Name” : "Redfish LifeCycle Events™}

[{"EventId EventTimestam; 921-06-17T01:22:82-

id: 11244569

data: {"godata.context":"/redfish/vl/$netadatasEvent Event”, "odata.type”: "#Event.v1 3 0.Event”,"Events": [{"Eventld" ”17295534" EventTimestamp”:"2021-06-17T01:22: 64~

5:00", ,"MemberId”:"@", "lessageld": "ResourceEvent. 1.9, ResourceChanged”, OriginofCondition”:{"@odsta. 1d": "/ redfish/vl/Systens/Systen. Enbedded. 1/Netnarkadspters/NIC . Integrated, 1/NetnarkDevicerunctions/NIC. Integrated. 1-4-

1/0em/De11/DelINICPorthetrics /NIC. Integrated.1-4-1"} }, { "EventId": "17296635", "EventTimestamp" : "2021-86-17T01: 22:04-85 o »"EventType": "Other” , "Nember Id": "1", "Nessageld” : "Resourcefuent 1.0 ResourceChanged”, "Origin0fCondition”

{"@odata.id":"/redfish/v1/Systens/Systen. Enbedded. 1/Ne torkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC, Integrated. 1-4-1"]}, {"EventId": "17296636", "EventTimestamp": "2021-06-17T01: 22:04
5 " MessageId”:"ResourceEvent.1.0.ResourceChanged”, "Origin0fCandition”: {"@odata. id": "/ redfish/vl/Systems/System. Enbedded. 1/Ne pters/NIC.Integratad,1/] iceFunctions/NIC. Integrated.1-3-

1/0en/De11/Del INICPor thetrics/NIC. Integrated. 1-3-1']}, {"Eventld": "17296637", "EventTinestamp" : "2021-06-17T01: 22:04-05: 00", "EventType": "Other”, “NemberId" : "3", "llessageTd" : "ResourceEvent . 1.0 . ResourceChanged”, "Origin0fCondition”

{"@odata.id":"/redfish/v1/Systems/System. Embedded . 1/NetworkAdapters /NIC. Integrated. 1/NetworkDeviceFunctions /NIC. Integrated. 1-3-1"}}], "Events@odata. count” :4, "1d": "11244560", "Name” : "Redfish LifeCycle Events"}

id: 11244570
data: {"@odata.context”:"/redfish/vl/$metadatasEvent Event”,"Godata. type" : "#Event.v1_3_0.Event”,"Events”: [{"EventId": "17296638", "EventTimestanp” : "2021-06-17T01:22: 68~
©5:00","EventType" : "Other”, "MemberId":"g" , "lessageld": "ResourceEvent.1.9. Resourcechanged”, "originofcondition”: {"@odata. 1d": "/ redfish/v1/Systens /System. Enbedded. 1/Networkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-4-
1/0em/De1l/DelINICPorthetrics /NIC. Integrated . 1-4-1"} }, { "EventId”: "17206639", "EventTimestamp” : "2021-06-17T01: 22:08-9: " 17, Resourcevent.1.0.ResourceChanged”, "Origin0fCandition”:
{"@odata.id":"/redfish/vl/Systens/Systen. Enbedded .1/NetworkAdapters /NIC. Integrated. 1/NetworkDeviceFunctions /NIC. Integrated. 1-4-1")},{ "EventTd" : "17296646" , "EventTimestanp”: "2621-06-17T01: 22:08-
©5:00", " EventType": "Other”, "HemberId": "2", "Nessageld": "ResourceEvent . 1.0. ResourceChanged”, "originOfCondition”: {"@odata. id": "/ redfish/v1/Systems/System. Enbedded. 1/Networkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-3-
1/0em/Del11/Del INICPOrthetrics /NIC. Integr‘atsd 1-3-1"}}, {"EventId":"17296641", "EventTimestamp” :"2021-06-17T01: 22:05-05: rceChanged”, "OriginofCondition
{”@udata id" "/redflsh/wl/Systems/SyStem Enbedded. 1/Ne tworkAdapters/NIC. Integrated. 1/Ne tworkDeviceFunc tions/NIC . Integrated. 1-2-1/0en/Del1/Del INICPor thletrics/NIC. Integrated. 1-2-1" }J, ["Eventld" :"17296642", "Event Tinestanp” :"2021-06-17T61:22:08-
"ResourceEvent.1,0.ResourceChanged”, "origin0fCandition”: {"@odata.id": "/ redFish/vl/Chassis/System. Enbedded.1/Power” 1}, {"Event1d": "17296643", "EventTimestanp” : "2021-06-17T01:22:85-

. :"ResourceEvent.1.6.ResourceChanged”, "0rigin0fCondition": {"Godata. id": "/ redfish/v1/Systems/System. Enbedded. 1/NetnorkAdapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-2-1"}},
"2021-86-17T61 22:65-05:BB","EventTyps”:”Other","ﬂemherld” "6", "Messageld": "ResourceEvent.1.6. ResourceChanged”, "Origin0fCondition”
/redfish/vL/Systems/System. Embedded. 1/Networkadapters /NIC. Integrated . 1/NetworkDeviceFunctions /NIC, Integrated. 1-1-1/0em/De11/Del INICPor thetrics /NIC. Integrated. 1-1-1" }}, {"Eventld”: "17296645", "EventTimestanp” 1" 2021-06-17T01: 22:08-
85:00", " EventType" : "Other”, "HemberId":"7", "Mlessageld": "ResourceEvent. 1.9. ResourceChanged”, "OriginOfCondition”: {"@odata. id": "/ redfish/vl/Systems/System. Enbedded . 1/Networkidapters/NIC. Integrated. 1/Networ kDeviceFunctions/NIC. Integrated. 1-3-1"} },
{"EventId":"17296646", "EventTimestanp": "2021-06-17T01:22:08-85:00" " oy L ", "MessageId” : "ResourceEvent.1.0.ResourceChanged”, "Originofcondition”

,"EventType”: "Cther”, "MemberId": "5
{"Bodata.id" " redfish/uL/Systens/Systen. Enbedded. 1/Ne tuorkAdapters /NIC. Integrated. 1/NetuorkDeviceFunctions/NIC. Integrated. 1-1-17} 11, "EventsGadata. count™ 19, "1d": "11244570", “Nane"

“Redfish LifeCycle Events"}

OriginResource based report —

https://<iDRAC |P>/redfish/v1/SSE?$filter=(EventType%20e9%20%270ther%27)%20and%20(OriginResour
ce%20eq%20%27/redfish/v1/Systems/System.Embedded.1%27)
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< X A Notsecure Jredfish/v1/SSE?Sfilter=(EventType%20eq%20%270ther%27)%20and%2(fOriginResource%20eq%20%27/ redfish/v1/Systems/System.Embedded. 1%27) * W

@ RestietClient @) Tightnessin Hamstr., o LAAS »

Apps  [B JSONLint - The Q.. &

) White Papers - Tech...

() Storage Controllers @) List of PowerEdge R.. @) kronos

id: 11256363
dota: {"@odata.context":"/redfish/v1/$metadatoiEvent. Event”, "Godata. type":"
85:00", "EventType":
LifeCycle Events"}

[{"EventId":"17366615", "EventTimestamp”: "2021-06-17T12:32:46-

Event.vl_3_@.Event”,"Events”
", i{"@odata.id": "/redfish/v1/EventService/Subscriptions/b39e9bc6dd5402c0bed13d7e3f5h2571" }}], "Events@odata. count™: 1, "1d"

L "MessageId”: "ResourceEvent.1.0.ResourceCreated”, "OriginofCondition 112563637, "Name’

Other™, "HMemberId":"@

id: 11256364

data: {"fodata.context”:"/redfish/vl/Snetadatasvent. Event”, ‘Godata. type”: "sEvent. vl 3_0.Event”,"Events”: [{"EventTd":"17366616", "EventTimestanp’ :"2021-05-17112:32:40-

05:00","EventType": "Other”, "HemberTd":"e", "NessageTd® : "Resourcebvent . 1.0, Resourcachanged”, "originofeondition” : {"Godata. 1d": "/redfish/v1/sy stens, systen. enbedded 1/ Netuorkadapters/ NIC. Integrated. 1/ Netuorkbevi ce runctions/NIC. Integrated 1-4-
1/0em/Dell/DelINICPorthetrics/NIC. Integrated. 1-4-1"}}, {"EventId": "17366617", "EventTimestamp” : "2621-06-17T12: 32:46-85:00" , "Event Type": "Other”, "MemberId": "1", "MessageId" : "Resourcefvent.1.6. ResourceChanged” , "Origin0fCondition”

{"@odata.id": "/redfish/v1/Systems/System. Enbedded . 1/Networkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-4-17} },{ "EventTd" :" 17366618, "EventTimestamp™: "2021-06-17T1. 10~

©5:06", "EventType":"Other”, "HemberId":"2", "MessageTd" : "ResourceEvent . 1.6. ResourceChanged”, "OriginOfondition”:{"@odats. id": "/redfish/u1/Systems/System. Enbedded. 1/Netuorkidapters/NIC. Integrated. 1/NetuorkDeviceFunctions/NIC. Integrated. 13-
1/0em/Dell/DelINICPorthetrics/NIC. Integrated. 1-3-1"}}, {"Event Id" : "17366619", "EventTimestamp” : "2021-06-17T12: 32:46-85:00" , "EventType": "Other”, "Member Id": "3", "lessageId" : "ResourceEvent 1.6, Resunrte(Hanged" "OriginOfCondition”

{"@odata.id": "/redfish/v1/systems/System. Embedded.1/Networkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-3-1"} }, { "EventId" :"17366620", "EventTimestamp" : "2021-06-17T1.

05:00", "EventType":"Other”, "Hember1d":"4", "lessageld" : "ResourceEvent .1.0. ResourceChanged", "Or igin0fCondition": {"Gadata. id": "/redfish/v1/Systens/Systen. Enbedded. 1/Ne tuorkidspters/NIC. Intsgrated 1/NetuorkDeviceFunctions/NIC. Integrated . 1-2-
1/0em/Dell/DelINICPorthetrics/NIC. Integrated. 1-2-1"}}, {"EventId": "17366621", "EventTimestamp": "2021-06-17T12:32:40-085:00" , "EventType ", "MessageId” : "ResourceEvent.1.0.ResourceChanged”, "Origin0fCondition”:
{"@odata.id":"/redfish/v1/Systems/System.Embedded.1/NetworkAdapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated.1-2-1"}}], "Events@odata. count": 6, "Id": "11256364", "Name" : "Redfish LifeCycle Events"}

id: 11256365

data. {!godata. context”:"/redfish/v1/SnetadatasEvent. Event”, "odata. type":"sEvent. vl 3 0.Event”, "Events": [{"EventTd": "17366622", "Event Timestamp’ :"2021-05-17T12:32:44-

0", "EventType":"Other”, "HenberId": "0", "Nlessageld" : "ResourceEvent. 1.0, ResourceChangad" , "origin0fcondition”: {"Godata. 1d": "/redfish/v1/Systens/Systen. Enbedded. L/Netuorkadzpters/NIC. Integrated. 1/Netuor kDeviceFunctions/NIC. Integrated .1-4-1"}},

{”E\rentId” "17366623", "EventTimestamp™: "2021-06-17T12:32:44-05:00", "EventType": "Other”, "MemberTd": "1", "NessageTd" : "ResourceEvent .1.8.ResourceChanged”, "Origin0fCondition

{"Godata.id":"/reafish/v1/5ystens/Systen. Enbedded. 1/Netuorkadapters/NIC. Integrated. 1/NetuorkDeviceFunctions/NIC. Integrated. 1-3-1/0en/Del1/De1INICPor tiietrics /NIC, Integrated . 1-3-1"}}, { "EventTd”: "17366624", "EventTimestanp": "2021-06-17112:32:44-

@5:00", "EventType":"Other”, “MemberId":"2", "MessageId": "ResourceEvent.1.0.Resourcechanged", "Origin0fcondition”:{"@odata. id": "/redfish/v1/Systems/System. Enbedded. 1/Networkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-2-

1/0em/Dell/DelINICPorthetrics/NIC. Integrated. 1-2-1"}}, {"EventId": "17366625", "EventTimestamp”: "2021-06-17T12:32:44-05:00" , "EventType": "Other” , "MemberId": "3", "MessageId" : "ResourceEvent . 1.8. ResourceChanged”, "Origin0fCondition”

(“@odata.id' /redfish/v1/Systens/Systen. Enbedded. 1/Netuorkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-2-1" 1}, { "Event1d":"17366626 ", "EventTimestamp" : "2021-95-17T1 44-

", "EventType":"Other”, "llemberId":"4", "MessageId": "ResourceEvent . 1.0.Resourcechanged", "Origin0fCondition": {"@odata. id": "/redfizh/v1/Systems/Systen. Embedded. 1/Ne tuorkadspters/NIC. Integrated. 1/NetuorkDeviceFunctions/NIC. Integrated . 1-1-

l/Uem/DEll/DEllN](PDrtHetr):S/NI( Integrated.1-1-1"}], {"EventTd": "17366627" , "EventTinestamp" : "2071-06-17T12: 32:44-05:00" , "Event Type" : "Other" , "Member Id" : "S”, "Hessage Id" : "Re sourceEvent .1.8. ResourceChanged”, "Origin0fCondition”

{"@odata.id" /reaﬁsh/m/systems/system Embedded. 1/NetworkAdapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-3-1"}}, {"EventId": 17366628, "EventTimestamp" : "2021-06-17T1
= 6", "MessageTd”: "ResourceEuent.1.0. ResourceChanged”, "Origin0fCondition”:{"Bodsta. id": "/redfish/v1/Systems/System. Enbedded. 1/NetuorkAdspters/NIC. Integrated. 1/NetuorkDeviceFunctions/NIC. Integrated . 1-1-1"}],

"2021-86-17T12:32:44-05:08", "EventType" "ResourceEvent.1.8.ResourceChanged”,"OriginOfCondition™:

:"/redfish/v1/systems/System, Embedded. 1/Networkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-4-1/0em/Dell/DelINICPortietrics /NIC. Integrated . 1-4-1"}}, { "EventId": "17366630", "EventTimestamp" : "2021-06-17T12: 32: 44

8", "EventType": "Other”, "llemberId":"8", "MessageId": "ResourceEvent . 1.6. Resour ceChanged” , "OriginOfCondition”

/redfish/v1/Managers/iDRAC. Embedded.1/0em/Dell/DellAttributes/System. Embedded. 1"} }], "Events@odata. count 19,7 Id":

11256365", "Name": "Redfish LifeCycle Events"}

: 11256366
data: {"Godata.context”

"/redfish/ul/SmetadatasEvent. Event”, "Bodata. type™: "#Event.uvl 3 @.Event”, "Events":[{"EventId":"17366631" . "EventTimestamp": "2021-06-17T12:32:56-

ResourceType based report —

https://<iDRAC |P>/redfish/v1/SSE?$filter=(EventType%20e9%20%270ther%27)%20and%20(ResourceTyp
€%20eq%20%27ManagerAccount%27)

< X A Notsecure | JredfishAr1/SSE?Sfilter=(EventType%20eq% 20%270(her’°‘o27\%203nd‘tczli(kesourcﬂype %20eq%20%27ManagerAccount% 27\| ¥

Redfi

Schema Ind.. @ settings () GitHub - DMTF/Red... (@ Restlet Client ) Tightness in Hamstr.. o LAAS

orage Controllers (@) List of Powerbdge R.. @ kronos (8 IP Camera Wi not..

JSONLint - The JSO... @) White Papers - Tech... (=) St

id: 11244665

data: {"godata.context”:"/redfish/v1/$metadata#Event .Event”, "Jodata. type”: "#Event.vl_3_8.Event”,"Events”:[{"EventId":"17297192", "EventTimestamp” : "2021-06-17T01: 27:40-
©5:00", "EventType": "Other”, "lemberTd": 8", "HessageTd": "Resourcefvent . 1.0. ResourceCreated”, "OriginOfCondition”: {"Godata.1d": "/redfish/v1/EventService/Subscriptions/15fe79047393ac86cd72a850b5107F5 "} } ], "Eventsfodats. count™: 1, "Td" : "1124466
LifeCycle Events"}

" hame" s

id: 11244866

data: {"fodats.context”:"/redfish/vl/$metadstastvent . Event Events"
@5:00", "EventType": "Other”, "Hemberld "Hessageld”: "Resourcesvent. 1 i iti Godata.id":
1/0en/De11/De 1 INICPoreNetrics/NIC. Integrated. 1-4-171), {"Event1d " 0-85:00", " EventType" "1","Mlessageld”: "ResourceEvent.1.0.ResourceChanged”, "Origin0fCondition” :
{"@odata.id":"/redfish/v1/Systems/System. Enbedded.1/Networkddapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated.1-4-1"}},{ "EventTd": "17297135", "EventTimestamp": "2021-86-17T01:27:48-

©5:00", "EventType": "Other”, "lemberTd": 2", "HessageTd": "Resourcefvent . 1.0. ResourceChanged”, "OriginOfCondition”:{"@odata.1d": "/redfish/v1/Systems/System. Embedded . 1/NetvorkAdspters/NIC. Integrated. 1/NetuorkDeviceFunctions /NIC. Integrated. 1-3+
1/0en/Dell/DelINICPOrthetries/NIC. Integrated. 1-3-1"} }, {"EventId":"17287196" , "EventTinestamp” : "2621-06-17T01: 27 :46-65:@8" , "EventType": "other", "MemberTd": "3", "Nessageld” : "ResourceEvent .1.0. ResourceChanged”, "Originofcondition”:

{"odata. i redfish/vl/Systems/System, Embedded.1/Networkadapters /NIC, Integrated. 1/NetworkDeviceFunct ions/NIC. Integrated. 1-2-1/02n/De 11/De LINICPor thetrics/NIC. Integrated. 1-2-1"}}, { "EventId": " 2021-06-17T01:27:40-

17297187, "EventTimestamp™:
©5:00", "EventType”: "Other”, "HemberId": "4", "HessageId": "Resourcekvent. 1.0, ResourceChanged”, "OriginOfCondition”:{"@odata.id": "/ redfish/v1/Systems/System. Embedded . 1/NetworkAdapters/NIC. Integrated. 1/NetworkDeviceFunctions /NIC, Integrated.1-2-1"}},

,"@iodata. type":"sEvent.vl 3_0.Event!

{"Eventld":"17297183", "EventTimestanp” : " 2021-06-17T01:27:40~
/redfish/v1/Systems/Systen. Enbedded. 1/Netuarkadapters/NIC. Integrated. 1/ HetuorkDevi ceFunc tions/NIC . Integrated . 1-4-

{"EventId":"17287198", "EventTimestamp": "2021-06-17T01: 27:40-85:00", "EventType": "Other”, "MemberTd": "5 E .
{"@odata.id":"/redfish/v1/systens/System. bedded.1/NEtwcrkAdapter§/NI( Integrated.1/NetworkDeviceFunctions/NIC. Integrated.1-1-1/0en/Dell/DelINICRor thetrics/NIC. Integrated. 1-1-1"}},{ "Event1d" : "17287199", "EventTimestanp" : "2021-06-17T01: 27: 40~
©5:08", "EventTyp: "otner", VemberId":"6" , "Messageld ResourceChanged umgmufcunmnun @odata.id":"/redfish/v1/Systems/System. Embedded.1/Networkadapters/NIC. Integrated. 1/ NetworkDeviceFunctions/NIC. Integrated.1-3-1"}},

17297200", "EventTimestamp”: "2021-06-17T0L: 2: entType”: "Other”,"MemberId Messageld”: "Resourcefvent.l.@.ResourceChanged”, "Origin0fCondition™:
‘"/redf)sh/\fl/Systems/System Enbedded. 1/Nemurk.'mapters/r|1( Integrated. 1/NEthrkDe\/1cEFun:t)nns/lII( Integrated.1-1-1"}}], "Events@lodata. count™:8, " Td": "11244666" , "Name'

{"EventId
{"godata.id

"Redfish LifeCycle Events"}

id: 11244667

data: {"@odata.context”:"/redfish/v1/$netadatasEvent .Event”, "Bodata. type”: "#Event.v1_3_@.Event”, "Events":[{"Eventld":"17297201", "EventTinestanp" : "2021-06-17T01:27: 46~

85:08", "EventType": "Other”, "HemberTd": "8", "HessageId": "ResourceEvent. 1.0. ResourceChanged”, "OriginOf Condition”: {"@odata.id" : "/ redfish/v1/Systens/System. Enbedded. 1/NetuorkAdapters/NIC . Integrated. 1/ NetworkDeviceFunctions /NIC. Integrated. 1-4-
1/0en/Dell/DelINICPOrthetrics/NIC. Integrated. 1-4-1"}}, {"EventId" : "17287202", "EventTinestamp” : "2021-06-17T0: 6-05:00", "EventType": "Other”, "MemberId" : "1", "NessageId”: "ResourceEvent.1.0.ResourceChanged”, "originofcondition”
{"@odata.id":" i Enbedded. 1/lietuorkadapters /NIC. Integrated. 1/NetworkDeviceFunct ions/NIC. Integrated. 1-4-1" 1, { "Eventld": "17257203", "EventTimestanp”: "2021-06-17T01: 27:46 -

©5:00", "EventTyp: Messageld™: "ResourceEvent. 1.0, ResourceChanged”, "Origin0fCondition”:{"Gadata Jredfish/vl/Systems/System. Embedded. 1/Ne pters/NIC. Integrated. 1/ iceFunctions/NIC.Integrated.1-3-
1/0en/Dell/DelINICPortHetrics/NIC. Integrated, 1-3-1"} }, {"EventId": "17287204" , "Event Tinestamp” : "2021-06-17T01: 27 : 46-05: 06", "EventType": "Other", "MemberId" : "3", "Messageld" : "ResourceEvent . 1.0, ResourceChanged”, "OrigindfCondition”:

{"@odata.id":"/redfish/v1/Systens/System. Enbedded . 1/Networkidapters/NIC. Integrated . 1/NetworkDeviceFunct ions/NIC. Integrated. 1-2-1/0en/Dell /DelINICPor thietrics/NIC. Integrated. 1-2-1"}},{ "Event1d" : "17297265", "EventTimestanp" : "2021-06-17T01: 27: 45~
©5:08", "EventType": "Other”, "HemberId":"4", "HessageId": "ResourceEvent.1.0.ResourceChanged”, "originof Condition”:{"fiodata.id" :"/redfish/v1/Systens/System. Embedded. 1/Netuorkadapters/NIC. Integrated. 1/NetworkDeviceFunctions /NIC. Integrated . 1-2-1"}},
17297206", "EventTimestamp”: "2021-06-17T01: 27 :46-05:00", "EventType”: "Other”,"MemberId™: "5”,"Messageld": "ResourceEvent. 1., ResourceChanged”, "OriginOf Candition™:
. redf)sh/vl/systems/system Embedded.1/Networkadapters/NIC. Integrated. 1/NetworkDeviceFunctions/NIC. Integrated. 1-1-1/0en/Del1/De INICPor thietrics/NIC. Integrated. 1-1-1"}},{ "EventId": "17297207", "EventTimestamp" : "2021-06- 17T01: 27:46-
85:06", "EventType": "Other”, "HemberId ,"HessageId": "ResourceEvent.1.0. ResourceChanged”, "OriginOfCondition”:{"@odata.id" :"/redfish/v1/Systens/Systen. Embedded. 1/Networkadapters/NIC. Integrated. 1/NetuorkDeviceFunctions /NIC. Integrated . 1-3-1"} },
{"EventId":"17287208", "EventTimestamp": "2021-06-17T01: 2 0", "EventType": "Other” , "HemberTd": "7", "HessageTd": "ResourceEuent .1.0. ResourceChanged”, "OriginOf Condition":
{"@odata.id":"/redfish/v1/systems/System. Enbedded .1/Networkadapters /NIC. Integrated. 1/NetworkDeviceFunct ions/NIC. Integrated.1-1-1"}}], "Events@iodata. count™ 8, "Id": "11244667" , "Name

‘Redfish LifeCycle Events"}

D<A LTechnologies
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2.3

Supported Event Types and Report format

Event service on receiving a “GET” request from an SSE client, creates an entry of the SSE request in
the subscription collection and starts streaming Redfish life cycle events as per subscription criteria. The
message that is received on the client contains the fields defined by SSE protocol: Id and Data, with Data as
part of the payload contains events as per DMTF Redfish Event specification.

Clients that subscribe through HTTP push method, receive Redfish life cycle events as defined in the
specification with properties: Id, Name, and Events. Events property would capture all the events happening
during the defined period and is represented through Eventld, EventTimestamp, EventType, Messageld,

and OriginOfCondition.

Schema - https://redfish.dmtf.org/schemas/v1/Event.xml

Sample Output —

i
"@odata.context": "/redfish/v1/$metadata#Event.Event”,

"@odata.type": "#Event.vl 3_@.Event",
"Events": [{
"EventId": "17817475",
"EventTimestamp": "2021-06-20T14:18:84-85:00",
"EventType": "Other",
"MemberId"” N
"MessageId": "ResourceEvent.1.@.ResourceChanged”,
"OriginOfCondition": {
"@odata.id": "/redfish/v1/Systems/System.Embedded.1/NetworkAdapters/NIC.Integrated.1/NetworkDeviceFunctions
/NIC.Integrated.1-4-1/0em/Dell/DellNICPortMetrics/NIC. Integrated.1-4-1"

3 i
"EventId": "17817476",
"EventTimestamp": "2021-06-20T14:18:84-85:00",
"EventType": "Other",
"MemberId": "1",
"MessageId”: "ResourceEvent.1.8.ResourceChanged”,
"OriginOfCondition™: {
"@odata.id": "/redfish/v1/Systems/System.Embedded.1/NetworkAdapters/NIC.Integrated.1/NetworkDeviceFunctions/NIC.Integrated.1-4-1"
}
oA
"EventId": "17817477",
"EventTimestamp": "2021-06-20T14:18:84-85:00",
"EventType": "Other",
"MemberId”: "2",
"MessageId": "ResourceEvent.1.@.ResourceChanged”,
"OriginOfCondition": {
"@odata.id": "/redfish/v1/Systems/System.Embedded.1/NetworkAdapters/NIC.Integrated.1/NetworkDeviceFunctions/NIC.Integrated.1-3-1
/Oem/Dell/DellNICPortMetrics/NIC.Integrated.1-3-1"

1
¥
1,
"Events@odata.count": 3,
"Id": "1133@es84@",
"Name": "Redfish LifeCycle Events"

To differentiate between legacy alert subscription and Redfish life cycle event subscription and to
maintain the backward compatibility, following deviations from schema is taken:

¢ EventType = ‘Other’ for Redfish Life Cycle Events. If the EventType is not specified in the
subscription, service considers the subscription as EventType = Alert.


https://redfish.dmtf.org/schemas/v1/Event.xml
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o ResourceTypes , Messageld’s , OriginResources are only supported on EventType = Other.

o ResourceTypes: This property is useful when a client is interested in a subset of resource types as
an array (e.g. Drive, Network, Job, Session, etc). If the generated event’s resource type matches any
of the ResourceTypes listed in the subscription, the event is sent to the listener. When an empty array
is passed in the ResourceTypes, events from all resources are sent to the event listener. In case of a
no match, the event is discarded (maximum array elements is 10). Full list of ResourceTypes can be
derived out of schema names available at - https://redfish.dmtf.org/schemas/v1/, barring collection
and nonresource schemas.

e OriginResources: This property is used when a client is interested in specific resource instances.
Client specifies a list of resource URIs when creating a subscription. When events are generated, it is
mapped to a resource URI (i.e. OriginOfCondition property in the examples). When the generated
event’s resource URI matches any of the resource URIs specified in the subscription, the event is
sent to the listener. When an empty array is passed in the ResourceTypes, events from all resources
are sent to the event listener. If there is no match, the event is discarded (maximum array elements
are 10).

¢ Messagelds: Of the various messages defined in ResourceEvent and EEMI registries, following are
the Message Ids that are supported on subscriptions:

o ResourceCreated: Indicates creation of a resource or addition of new devices.

o ResourceChanged: Displays one or more resource properties that were updated. Changes in
Resource Status (Resource.Status) property are excluded from this event.

o ResourceRemoved: Indicates deletion of a resource or removal of a device.

2.4 Feature constraints and limitations

List of features that are not supported in iDRAC9 version 5.00.00.00 and may be supported in a future
release -

Support for IncludeOriginOfCondition=true.

Combination of ResourceTypes and Messageld’s or OriginResources and Messageld'’s.
RegistryPrefixes, SubordinateResources in a subscription.

Other Messagelds barring ResourceCreated, ResourceChanged, Resource Removed.

O O O O

List of features not supported or supported with limitations -

All types of updates related to resource collections are not supported.

Updates related to static resources like Registries and resource definitions are not supported.
LastEventld in SSE is not supported.

Messageld’s are supported only for life cycle events subscription.

Subscriptions with more than 10 ResourceTypes or OrginResources.

Destination field only supports HTTPS protocol.

O O O O O O

2.5 Troubleshooting and Tips
If Redfish life cycle events are not displayed for a client through an HTTP PUSH based subscription, then
check if Destination property contains a valid address or not. This can also be confirmed by referring to
iDRAC Lifecycle logs collection.


https://redfish.dmtf.org/schemas/v1/
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2.6 Best practices

e |tis recommended to create subscriptions with specific resource or URI, as it allows easier
processing of reports, especially during a host reboot scenario.

2.7 Redfish Events: Alerts / Telemetry / Life cycle events

Feature ‘ Alerts ‘ Telemetry ‘ Life cycle events
System Anomalies v x X
Metrics — Time series data X N4 X
Resource - Updates/Actions )( V4 v
Triggers X v X
Supports HTTP Push and v v N4
SSE Redfish clients
Supported iDRAC Licenses Express, Enterprise, OMEA Advanced, Datacenter Express, Enterprise,
Datacenter Datacenter

* -- Partial support.

2.8 Key Links

Telemetry -

e Telemetry Streaming with iDRAC9 — What you Need to Get Started (dell.com)

Redfish legacy events (Alerts) —

¢ Implementation of the DMTF Redfish API on Dell EMC PowerEdge Servers

e Redfish API Reference Guide

Redfish Event Listener —

e https://github.com/DMTF/Redfish-Event-Listener

DAL Technologies


https://downloads.dell.com/manuals/common/dell-emc-idrac9-telemetry-streaming-basics.pdf
https://downloads.dell.com/manuals/all-products/esuprt_solutions_int/esuprt_solutions_int_solutions_resources/dell-management-solution-resources_white-papers11_en-us.pdf
https://www.dell.com/support/manuals/idrac7-8-lifecycle-controller-v2.40.40.40/redfish%202.40.40.40/eventing
https://github.com/DMTF/Redfish-Event-Listener

White Paper- Redfish Life Cycle Events

3 Conclusion
Redfish life cycle events provides Dell PowerEdge servers the much-needed solution to capture real-time
configuration and inventory changes. With one-to-many solution of collection and streaming workflow, a
client would need a solution setup to analyze inventory and configuration changes of the system to adapt
and respond to an ever-changing data center management landscape.
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