Enable OpenManage Secure Enterprise Key
Manager (SEKM) on Dell EMC PowerEdge Servers

This Dell EMC technical white paper describes the process of
enabling SEKM on iDRAC, PERC of PowerEdge servers. Key tips
and troubleshooting techniques for using SEKM are also
discussed.

Abstract

Keeping your business-critical operations and IT infrastructure safe and

Key Management secure is key to providing seamless services. Dell EMC provides the

Server (KMS) OpenManage Secure Enterprise Key Manager (SEKM) that assists

SRR [DRAC (the Dell EMC PowerEdge server BMC) in locking and unlocking

. ORAC R storage devices on a PowerEdge server. This technical white paper
represent iDRAC on provides step-by-step procedure to set up SKEM on iDRAC by using

. Eﬁﬁemicatm sy GUI, RACADM and SCP. Also, a few important tips and troubleshooting
on KMIP of KMS steps are provided to help you effectively use this SEKM on your

PowerEdge servers.
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Executive summary

Supports the OASIS
Centralized key KMIP protocol
management at the
external Key
Management Server

Centralized Key Supports the OASIS
Management KMIP Protocol

Advantages of SEKM over LKM
in Dell EMC PowerEdge Servers

Figure 1 Advantages of SEKM over LKM in Dell EMC PowerEdge servers

The OpenManage SEKM enables you to use an external Key Management Server (KMS) to manage keys
that can then be used by iDRAC to lock and unlock storage devices on a Dell EMC PowerEdge server.
iDRAC requests the KMS to create a key for each storage controller, and then fetches and provides that key
to the storage controller on every host boot so that the storage controller can then unlock the SED drives.

The advantages of using SEKM over Local Key Management (LKM) are:

e In addition to the LKM-supported “Theft of a SED drive” use case, SEKM protects from a “Theft of a
server” use case. Because the keys used to lock and unlock the SED drives are not stored on the server,
attackers cannot access data even if they steal a server.

¢ Centralized key management at the external Key Management Server.

e SEKM supports the industry standard OASIS KMIP protocol thus enabling use of any external third party
KMIP server.

This white paper uses the Gemalto KeySecure as an example of a Key Management Interoperability Protocol
(KMIP) Key Management Server, but the workflows described in this technical white paper are applicable for
any KMIP compatible KMS, which has been validated for use with PowerEdge SEKM.

Prerequisites

Before you start setting up iDRAC SEKM support, you must first ensure that the following prerequisites are
fulfilled. Else, you cannot successfully set up the SEKM.

PowerEdge Server Prerequisites
e IDRAC SEKM license installed

o IDRAC Enterprise license
o iDRAC updated to the firmware version which supports SEKM
e PERC updated to the firmware version which supports SEKM

Key Management Server (KMS) Prerequisites

e Setup avalid CA to sign iDRAC CSR

e A user account that represents the iDRAC on the KMS (For Gemalto, this means having the associated
connector license)

e Authentication settings on the KMIP Service of the KMS
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1 Set up the SEKM solution on PowerEdge servers

e Set up SEKM on external KMS

e Setup SEKM on iDRAC

e Enable SEKM on the PERC of iDRAC

e Enable SEKM on Storage Controllers

e Configure SEKM by using a Server Configuration Profile (SCP)

1.1 Set up SEKM on external KMS

This section describes the Gemalto KeySecure features that are supported by iDRAC. For information about
all other KeySecure features, see the KeySecure Appliace Administration Guide available on the Gemalto
support site: https://safenet.gemalto.com/.

Users and groups
It is recommended that you create a separate user account for each iDRAC on the KMS. This enables you to

protect the keys created by an iDRAC from being accessed by another iDRAC. If the keys require to be
shared between IDRACSs then it is recommended to create a group and add all iIDRAC user names that must
share keys to that group.

Authentication
The authentication options supported by the KeySecure KMS are as shown in the sample screen shot:

Authentication Settings

Password Authentication: Reguired
Client Certificate Authentication: Used for SSL session and username

Trusted CA List Profile: Server CA

Username Field in Client Certificate: CN (Common Name}

Require Client Certificate to Contain Source IP: []

Figure 2  Authentication settings on Gemalto

Password authentication
It is recommended that you set this setting to “Required (most secure)’. When set to this option, the password

for the user account that represents the iDRAC on the KMS must be provided to iDRAC as explained later in
Set up SEKM on iDRAC.

Client certificate authentication
It is recommended that you set to “Used for SSL session and username (most secure)”’. When set to this

option, the SSL certificates must be set up on iDRAC as explained later in Set up SEKM on iDRAC.

The Username field in client certificate
It is recommended to set this option to one of the iIDRAC supported values:

e CN (Common Name)
e UID (User ID)
e OU (Organizational Unit)
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When set to one of these values, the iDRAC username on the KMS must be set up on the iDRAC as
explained later in Set up SEKM on iDRAC.

Require client certificate to contain source IP
It is recommended that you enable this option only if the IDRAC IP address does not change frequently. If this

option is enabled and the iDRAC IP address changes then the SEKM will stop functioning until the SSL
certificates are set up again. If this option is enabled then ensure the same option is enabled on iDRAC also,
as explained later in Set up SEKM on iDRAC.

1.2 Set up SEKM on iDRAC

Licensing and firmware update
SEKM is a licensed feature with the iDRAC Enterprise license as a pre-requisite. To avoid an additional

iDRAC firmware update, it is recommended that the SEKM license is installed first and then the iDRAC
firmware updated to a version that supports SEKM. This is because an iDRAC firmware update is always
required after the SEKM license is installed irrespective of whether the existing firmware version supports
SEKM or not. The existing interface methods for installing license and firmware update can be used for
SEKM.

Set up SSL certificate
The SEKM solution mandates two-way authentication between the iDRAC and the KMS. iDRAC

authentication requires generating a CSR on the iDRAC and then getting it signed by a CA on the KMS and
uploading the signed certificate to iDRAC. For KMS authentication, the KMS CA certificate must be uploaded
to iDRAC.

Generate iDRAC CSR
Though most of the CSR properties are standard and self-explanatory, here are a few important guidelines:

o If the “Username Field in Client Certificate” option on the KMS is enabled then ensure that the IDRAC
account user name on the KMS is entered in the correct field (CN or OU or KMS User ID) that matches
the value selected in the KMS.

e If the Require Client Certificate to Contain Source IP field is enabled on the KMS then enable the
“iDRAC IP Address in CSR” field during the CSR generation.
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1.3 Configure SEKM on the iDRAC GUI

Generate the CSR file

Upload the
on Dell EMC same CA used
PowerEdge to sign KMS
Servers usin certificate to

H ; g iDRAC

Figure 3  Key processes in configuring SEKM on PowerEdge servers by using iDRAC GUI

For the Key Management Server, this workflow will be using Gemalto KeySecure as the Key Management
Server.

1. Start iDRAC by using any supported browser.
2. Click iDRAC Settings -> Services.
3. Expand the SEKM Configuration menu and click Generate CSR.
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Eﬂ Integrated Dell Remote Access Controller 9 ‘ Enterprise

# Dashboard [E System\/ & Storage v Configuration v = Maintenance \V @ iDRAC Settings \/

iDRAC Settings

Overview Connectivity Services Users Settings
e
> Local Configuration
> Web Server

v SEKM Configuration

KMS Information

KMS (IP Address or FQDN)*

Port Number* 5696 :
Redundant KMS Information

Port Number 5696 =

Redundant KMS 1 (IP Address or FQDN)

=+ Add Redundant KMS

iDRAC Account on KMS
e
User ID*

Password

Provide password if Password based authentication has been enabled on the Key
Management Server.

Rekey

All devices in SEKM mode will be rekey-ed

SEKM Certificate

Generate and Sign CSR by the Key Management Server Certifying Authority

STEP1 Gen:

Certificate Signing Request (CSR)

STEP 2 Log into the Key Management Server, upload the CSR and get the CSR signed from the Key Management Server Certifying Authority(CA).

Figure 4  Generate CSR on the iDRAC GUI

4. Inthe Generate Certificate Signing Request (CSR) dialog box, select or enter data.
Click Generate.
6. The CSR file is generated.

Save it to your system.

o
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Generate Certificate Signing Request (CSR) (2]
Instructions. Generate a CSR that can then be signed by the Key Management Server
Certifying Authority. If you have already generated a CSR, this step is not required

Generating a new CSR prevents certificates that are created with the previously generated
CSR from being uploaded to IDRAC

Common Name (CN)* idracuserG1FWHQ2
Country Code (CC) United States v
Locality (L)* Round Rock
Organization Name (O)* Dell EMC
Organization Unit (QU)* Test
State* Texas
Email* tester@dell.com|
Subject Alternative Names i ]
KMS User ID
if username authentcaton for the SSU
cortficate i3 enabled on the Key Management Include
Server using the User ID(UID) feld select this
option
iDRAC IP Address in CSR C include
A d

Figure 5  Enter or select data in the CSR dialog box of iDRAC

7. Getthe full CSR file contents signed on Gemalto. See Get the CSR file signed on Gemalto.

8. Download the signed image file, and then upload it to iDRAC.
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1.3.1 Getthe CSR file signed on Gemalto

MIIC/jCCAeYCAQAWGY8xCzAJBgNVBAYTAIVTIMQ4wDAYDVQQIDAVUZXhhczETMBEG
AlUEBwwKUmM91bmQgUm9jazERMASGALIUECgwIRGVsbCBFTUMxDTALBgNVBASMBFR1
c30xGTAXBgNVBAMMEGl kcmFjdXN1ckexR1AIUTIxHjAcBgkghkiGO9wOBCQEWD3R1
c3R1ckBkZWxsLmNvDOTCCASIwDQYJKoZ IhvcNAQEBBOADggEPADCCAQoCggERAKN]
TmgS3hzKz5rw9IGuh5pEe5hnSR7jgI+MSmUg1i45UtnXXGkU6a81KXKKE /cRIXITOL
JcBrdtegSkIF2dtXnAX6Eq+M18aVuz0EbRFeD1I70mgw]jgMgmRhidnINI6Ya+1WV
1/0yLyeJd711SKnud4UpUGF1ljcpYubDSpT11ZZ5bw3LotBklrbLglHpY1lc9kGgnjae
LPXSghw/kIc+EockUaN4kuWAVPXmr3xB5ptGugkkneP9ZY0boX4LLOCHMFAcap0z
76vqTYAVN730yinMW8p5hchyOThgibXzocYPeX01k7c4zmb3/aNjXSTSGi/KR4Zg
S5VWAVJI+m2 ILLNyKC+9MCAWEAAaAPMCcGCSgGSIb3DOEJDIEaMBgwCQYDVROTBATIwW
ADALBgNVHQ8EBAMCBeAWDQYJK0ZIhvcNAQELBQADggERADSK6LEDO+uNioiBL7Na
V3t5LGma/I3sPY14baDdOngNQ87NxOvv/gqermZPiWn020c/Z1 fkpvxw+bYY1dH3+
ewedzZntba5fkvKxIPcCRKxO/fUadtM928+pK1lmIF7840sVaJiyAXFhcaB33Sdtc4
Kt3m2JQUuv+eKDxG+xvugSiwuEftZ2FJZsHUeUcl6aHlcTuBhpm5XiP/IUmvgF1A
EplLYX9uwLS7B16UomeRVtP1G2LwksFzaHVFDwGmMmzQY/AB216UP1CzpXxFO02yA3y
kJjw+SxEOs6InYpT9yxJISCI2RmddB56Z2YUUGDO2DL7iALsbkQtfovLpjo9pPBD21p
36A=

1. Loginto Gemalto.
2. Click Security Tab - Local CAs.
3. Click Sign Request.
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) 4
m:‘o SafeNet KeySecure Management Console
Home Security Device

Managed Objects Security » Local CAs
B Keys Certificate and CA Configuration

[ Certificates =z = %
> Local Certificate Authority List

m Certificate Requests

stz % CA Name CA Information
®  Authorization Policies
Common: Dell CA

@ Server CA Issuer: Dell EMC
Users & Groups ires: Feb 12 20:56:48 2029 GMT
[ Local Authenticaticn Edit Delete Download Properti Sign Request §Show Signed Certs
@ LDAP

Create Local Certificate Authority

Device CAs & SSL
Certificates Certificate Authority Name: |
®  SSL Certificates

m Trusted CA Lists

Common Name: l

Organization Name:

® local CAs

® Known CAs

Locality Name:

|
|
|
Organizational Unit Name: l I
|
|

Advanced Security

® High Security U_—j

State or Province Name: [
Country Name: |

m SSL

Email Address: l ’

B FIPS Status Server

Key Size: 2045 v

@ Self-signed Root CA
CA Certificate Duration (days): }3&0 J
Certificate Authority Type: e
Maximum User Certificate Duration (days): 3650

1 Infermediate CA Request

Create

Figure 6  Enter or select data in the Select Request section of Gemalto

4. Select Client as the purpose of generating the certificate.
5. Paste the complete CSR content in the Certificate Request box.
6. Click Sign Request.
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®
mlto SafeNet KeySecure Management Console

Home Security Device
Managed Objects Security » Local CAs
B Keys Certificate and CA Configuration

[ Certificates Sign Certificate Request

m  Certificate Requests

Sign with Certificate Authority: Server CA (maximum 3526 days) ¥

®  Authorization Policies
() Server

Users & Groups Certificate Purpose:
) Intermeciate CA

[ Local Authentication

& LDAP Certificate Duration (days): 3526

Certificate Request:

Device CAs & SS1. BgNVHRMEAJAAMASGA1UdDWQEAWI FADANBgkghkiGOw@BAQsFAAOCAQEAOVILEX 4
Certificates Gi
ZvGJa3AM4foM9hoiQB 2DBLB33z/SLd/GlrQI+2qjflyNkxrvcqbV2NIGx5
B SSL Certificates 87 Q8R4 2 FEEGLI2agEly 4 P
m Trusted CA Lists \FI§30p66u4wFBKKqunHYhu5n062qK6djosxm2:i.79imbp+kZZDt1Fo79kx1b/5E
® Local CAs BnTI+tylDJoMx/lejMcirjEzUMKvGtvazam5vsHiCm/Q2WILbzaBdO1HWT 2BXW
5K
® Known CAs HwMPXyLN7UBF ollwZSW1Z52DCPcKfU6syQIFHHPvrbpKHOoST26LaCY3E2hCNSX1
d8
Aidvanced Seciirty ggjgVEURNQ/R\vangvIw/2E9AZseVDngf9RGOVHaPlGEGtN2y9poKRTnC+ng
® High Security q2QsPBjcebulFg== :
----- END CERTIFICATE REQUEST----- Y,
| SSL v
Z)

®  FIPS Status Server

Sign Request §Back

Figure 7  Request for certificate signing on Gemalto

7. After the request is signed, click Download to save the signed CSR file to your system.
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mto SafeNet KeySecure Management Console
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Managed Objects Security » Local CAs
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dxVCNTRAmeUYPknbsay8PLkgEZC8rBDvKAC) /254KE0=3Re3gi ZNBYSR/ go SNuV/
PQBKS3u8J0N0++Rx41Dh58ktTRAZNCZmN1EB4bYpbMNeHS £ TWZJEINS4SI2pTbb7
suPyiJDNsCMHrOIyn+RX0bbxxL3U24yMKIQbym3Rr r¥QAWNYY2D T
----- END CERTIFICRTE-----

m SSL

Download EBack

Figure 8  Download and save the CSR file on Gemalto

8. Onthe iIDRAC GUI, in the SEKM Certificate page, click Upload Signed CSR to upload the file you just
got signed on Gemalto.

A message is displayed to indicate the successful upload.
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ED Integrated Dell Remote Access Controller 9 \ Enterprise

# Dashboard E v = v [ configuration I Maintenance ¥ iDRAC Settings \/

KMS Information

Set- ions with the Key Server.
KMS (IP Address or FQDN)*

Port Number* 5696 2
Redundant KMS Information

Port Number 5696 +

Redundant KMS 1 (IP Address or FQDN)

=+ Add Redundant KMS

iDRAC Account on KMS

Setup youri nt on the Key ver. Provide i fion about this i nt on the Key
a o details on the Key R

User ID*

Password

Provide password if Password based authentication has been enabled on the Key
Management Server.

Rekey \

All devices in SEKM mode will be rekey-=d

SEKM Certificate
Generate and Sign CSR by the Key Management Server Certifying Authority

STEP1 Generate a Certificate Signing Request (CSR)

Generate CSR

STEP 3 aa screen and upload the signed CSR.

Upload Signed CSR |\

Figure 9  Upload the signed CSR certificate on iDRAC GUI

STEP 2 Log into the Key Management Server, upload the CSR and get the CSR signed from the Key Management Server Certifying Authority(CA).

1.3.2 Download the server CA file from Gemalto and upload to iDRAC

1. Onthe Gemalto GUI, click Security Tab - Local CA.

2. Select the Server CA you are using and click Download.

The file is saved to your local system.
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) ¢
m:‘o SafeNet KeySecure Management Console

Home Security Device
Managed Objects Security » Local CAs
@ Keys Certificate and CA Configuration

@ Certificat : ity Li
SIHcates Local Certificate Authority List

® Certificate Requests

S . CA Name CA Information
®  Authorization Policies
Common: Dell CA
® ServerCA Issuer: Dell EMC
Users & Groups Expires: Feb 12 20:56:48 2029 GMT
[# Local Authentication Edit Deletel D load §§ Properti Sign Request  Show Signed Certs

# LDaP

Create Local Certificate Authority
Dmi_ce CAs & SSL
Certificates Certificate Authority Name:

® SSL Certificates

Common Name:

= Trusted CA Lists

Organization Name:

® Local CAs

B Known CAs

Locality Name:

Advanced Security State or Province Name:

® High Security =
Country Name: |US

= SSL
Email Address: I I

l |
| |
l |
Organizational Unit Name: | |
l |
| |

® FIPS Status Server

Key Size: 2045 v

» Self-signed Root CA

CA Certificate Duration (days): 3_6_56 _J

Maximum User Certificate Duration (days): (3650

Certificate Authority Type:

() Intermediate CA Request

Create

Figure 10 Download the server CA file from Gemalto
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3. Onthe iDRAC GUI, in the KMS CA Certificate section, click Upload KMS CA Certificate.
4. Upload the Server CA you just downloaded from Gemalto.

A message is displayed to indicate the successful upload.

Integrated Dell Remote Access Controller 9 \ Enterprise

=

# Dashboard E System\/ & Storage C ion v = Mai v ©: iDRAC Settings vV

SEKM Certificate

Generate and Sign CSR by the Key Management Server Certifying Authority

Serial Number 0296FF
Subject Information Issuer Information
Common Name (CN) idracuserG1FWHQ2 Common Name (CN) DellcA
Country Code (CC) us Country Code (CC) us
Locality (L) Round Rock Locality (L) Round Ro¢
Organization Name (O) Dell EMC Organization Name (O) Dell EMC
Organization Unit (OU) Product Test Organization Unit (OU) Product G
State Texas State Texas
Valid From Jun 18 17:31:12 2019 GMT Valid To Feb1217:

STEP1 Generate a Certificate Signing Reguest (CSR)

STEP 2 Log into the Key Management Server, upload the CSR and get the CSR signed from the Key Management Server Certifying Authority(CA).

STEP 3 Return to this Configuration screen and upload the signed CSR.

Upload Signed csR [k

KMS CA Certificate Upload

STEP 1 Log into the Key Management Server and download the Key Management Server Certifying Authority(CA) Certificate. @

STEP 2
Upload KMS CA Certificate

Figure 11 Upload the CA certificate to iDRAC
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1.3.3  Configure the Key Management Server (KMS) settings on iDRAC

1. Enter or select data in the fields, and then click Apply.

IMPORTANT—Make sure you already have a user created on the KMS you will be using for key exchange with the iDRAC.
For the user name, ensure it matches the exact value in the CSR certificate property you selected for the Gemalto KMIP
Username field in client certificate Authentication Settings

For example, in the signed CSR Certificate on iDRAC used in this experiment, the Common Name property is
set to “idracuserG1IFWHQ?2". On the Gemalto server, in the KMIP Authentication Settings, the “Username
field in client certificate” field is set to “Common Name”. For creating a user name on Gemalto, you must
create a user with the name “idracuserG1FWHQ?2". This is the user which iDRAC will be using for key

exchange.
# Dashboard E sy v s ge I configuration v/ = Mai e\ ©. iDRAC Settings v
iDRAC Settings
Overview Connectivity Services Users Settings

> Local Configuration
> Web Server

v SEKM Configuration

KMS Information

Set-up up: ions with the Key Server.
KMS (IP Address or FQDN)* 100.64.25.206
Port Number* 5696 :

Redundant KMS Information
Port Number 5696 :

Redundant KMS 1 (IP Address or FQDN)

=+ Add Redundant KMS

iDRAC Account on KMS
Setup your iDRAC account on the Key Server. Provide i ion about this iDRAC’s account on the Key Management Server.
Ensure all details match the account details on the Key Management Server.

User ID* idracuserG1FWHQ2

Password
Provide password if Password based authentication has been enabled on the Key eesccee O|
Management Server,

Rekey

All devices in SEKM mode will be rekey-ed.

SEKM Certificate
Figure 12 Configure the KMS properties on iDRAC GUI

A message is displayed stating a job ID has been created.
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2. Gotothe Job Queue page and ensure that the job ID is marked as successfully completed.

3. If you see any job status failures, view Lifecycle Logs for more information about the failure.

@ information

RAC0609: The job JID_609661272293 has been successfully added to the job queue.

The status of jobs can be viewed on the Job Queue page.

Figure 13 Ajob is created on iDRAC for configuring KMS on iDRAC

ontroller 9 \ Enterprise

# Dashboard = System & Storage~ WM jonv £ Mai v % iDRACSettings v/ E

Maintenance

Lifecycle Log Job Queue System Update System Event Log Troubleshooting Diagnostics SupportAssist
[

Job Queue

Job Status

+ 0O I JID_609661272293 SEKM Status Change Completed (100%) I
4+ [1 JID_608939592760 Configure: RAID.Slot.3-1 Completed (100%)
4+ O JID_608922607190 Configure: Import Server Configuration Profile Completed (100%)
4+ [0 JID_608922128163 Configure: Import Server Configuration Profile Completed (100%)
4+ [ JID_608918955216 Configure: Import Server Configuration Profile Failed (100%)

4+ [1 JID_608917945789 Configure: Import Server Configuration Profile Failed (100%)

iDRAC SEKM configuration is now complete.
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2 Enable SEKM on the IDRAC PERC

1. Onthe iDRAC GUI, click Configuration > Storage Configuration.

2. Select your storage controller.

3. Expand Controller Configuration.

4. From the Security (Encryption) down-down menu, select Secure Enterprise Key Manager.
5. Click Add to Pending Operations.

ED Integrated Dell Remote Access Controller 9 ‘ Enterprise

# Dashboard [E System\/ & Storage v C ion v = Mai v @, iDRAC Settings

Use this page to configure your storage settings. Storage settings are confirmed per controller and only one job per controller can be scheduled or running at a time. You can b;
Pending Operations.You must Apply when you are ready to start or schedule the job. Pending Operations will persist until the job is created or they are discarded.

Controller | PERC H740P Adapter v

v Controller Configuration

Reset Configuration

Configuration Current Value Pending Value
Controller Mode RAID v

Patrol Read Mode Auto

Patrol Read Rate 30 =%
Manual Patrol Mode Action Action

Patrol Read Unconfigured Areas Enabled |~

Check Consistency Mode Normal v

Copyback Mode off

Load Balance Mode Auto

Check Consistency Rate 33 4 %
Rebuild Rate 11 £ %

BGI Rate 22 £ %
Reconstruct Rate 44 %
Enhanced Auto Import Foreign Config Enabled |~

Security (Encryption Status) None

Security (Encryption) | Secure Enterprise Key Manager | v

Add to Pending Operations m

Figure 14 Enable SEKM on iDRAC PERC

6. Select At Next Reboot.
A message is displayed indicating that the job ID is created.
Go to the Job Queue page and ensure that this job ID is marked as Scheduled.

Restart the server to run the configuration job.
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© information

RACO0609: The job JID_609663137404 has been successfully added to the job queue.

The status of jobs can be viewed on the Job Queue page.

Figure 15 A job is created to enable SEKM on IDRAC PERC

Integrated Dell Remote Acc

# Dashboard = System & Storage\ jon v N % iDRAC Settings v
Maintenance

Lifecycle Log Job Queue System Update System Event Log Troubleshooting Diagnostics SupportAssist

]

Job Queue

O mov Job Status

+ ([ JID_609663137404 Configure: RAID Slot.3-1 Scheduled (0%) |
+ [1 JID.000061272283 SERM STatUs Change CompIeted (100%)

+ [0 JID_608939592760 Configure: RAID.Slot.3-1 Completed (100%)

4+ [ JID_608922607190 Configure: Import Server Configuration Profile Completed (100%)

+ [0 JID_608922128163 Configure: Import Server Configuration Profile Completed (100%)

4+ [] JID_608918955216 Configure: Import Server Configuration Profile Failed (100%)

+ [ JID_608917945789 Configure: Import Server Configuration Profile Failed (100%)

Figure 16 A job is scheduled to enable SEKM on iDRAC PERC

After restarting the server, the configuration job is run in the Automated Task Application to enable SEKM
on the PERC.

The server is automatically restarted.

9. After the POST or Collecting Inventory operation is completed, ensure that the job ID has been marked
as “Completed” on the Job Queue page.
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ED Integrated Dell Remote Access Controller 9 | Enterprise

2.1

23

# Dashboard  E SystemV & StorageV jion\/ = Mai v % iDRAC Settings \/
Maintenance
LifecycleLog ~ JobQueue  System Update  System Eventlog  Ti D P
Job Queue
0O v Job Status

+ ([ ] JID_609663137404 Configure: RAID.Slot.3-1 Completed (100%)
+ [ JID_609661272293 SEKM Status Change Completed (100%)
+ [0 JID_608939592760 Configure: RAID Slot.3-1 Completed (100%)
+ [0 JID_608922607190 Configure: Import Server Configuration Profile Completed (100%)
+ [0 JID_608922128163 Configure: Import Server Configuration Profile Completed (100%)
4+ [1 JID_608918955216 Configure: Import Server Configuration Profile Failed (100%)

4+ [0 JID_608917945789 Configure: Import Server Configuration Profile Failed (100%)

Figure 17 A job successfully run to enable SEKM on iDRAC PERC

Ensure that SEKM is enabled on IDRAC PERC

1. Onthe iDRAC GUI, click Storage - Overview.

2. Expand your storage controller and ensure the following statuses:

e Security Status = Security Key Assigned
e Encryption Mode = Secure Enterprise Key Manager

ED Integrated Dell Remote Access Controller 9 ‘ Enterprise

# Dashboard System \/ & Storage v m ion v/ = Mai v
Storage
Overview
EI Summary |3 controtiers Physical Disks
= Controllers
Rollup Status Name Device Description PCl Slot
+ BOSS-S1 AHCI controller in slot 6 6
- PERC H740P Adapter RAID Controller in Slot 3 3
Advanced Properties
Status
Controller Mode RAID
Security Status Security Key Assigned

Encryption Mode

Secure Enterprise Key Manager

SAS Address

PCI Vendor ID

PCI Subvendor ID

PCI Device ID

PCI Subdevice ID

PCI Bus

PCI Device

0x5D0946600B5E9F00
0x1000

0x1028

0x16

0Ox1fcb

0x33

0x0

. iDRAC Settings v/

Virtual Disks
=

Firmware Version
25.13.3016

650.9.0-2699

Rebuild Rate

BGI Rate

Reconstruct Rate

Max Capable Speed
Persistent Hotspare

Load Balance Setting
Preserved Cache

Time Interval for Spin Down
Spindown Unconfigured Drives
Spindown Hotspares

Learn Mode

Figure 18 Ensure that SEKM is enabled on your controller

3. Onthe Gemalto GUI, click the Security tab.
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Driver Version

B Enclosures

Cache Memory Size

Information Not Available omB

Information Not Available 8192 MB

44%

12 Gbps
Disabled
Auto

Not Present
30 minutes
Disabled
Disabled

Not Supported

Enable OpenManage Secure Enterprise Key Manager (SEKM) on Dell EMC PowerEdge Servers



Enable SEKM on the iDRAC PERC

A Key ID is generated and displayed for the user you assigned to the iDRAC. This is the key ID that
iDRAC uses for key exchange.

X
mto SafeNet KeySecure Management Console

Home Security Device
Security » Keys » Key List
" Keys Keys
= Keys
= Query Keys Query: [A] Y  RunQuery
= Create Keys Items per page: | 10 v | Submit page 1 |of 113[ Go |
= Import Keys | KEXNATE, Quer i i i if
= Key Options [ ) B6BDDCSABI4CIDSDEIGEI0E51ED1326DABSEEE2540A51AA991FECE4BLEBIAFD idracuserGIFWHO2 _ Symmetric Key AES256 _ Active B =4 [m] [u] i
= Schedule Key Rotation () E28C 9B '6E 186066D0 idracuseri8R5QM2  Symmetric Key AES-256  Active B =8 o o
) Gt ® DSF4BI2F 3F9940B5CEF12B3917C31 C3F idracuserGIFWHQ2 ~ SymmetricKey AES-256  Active [ %4 o o
A — 3 1A63D741A02F236E4 idracuser1SR5QM2  Symmetric Key AES-256  Active B =8 o (=)
) 2F1 idracusert8RSQM2  Symmetric Key AES-256  Active ©f =g o [m}
= Authorization Policies
) FBEBT15DC C6D673B3E2D47CADT OF idracuser18RSQM2  Symmeric Key AES-256  Active B =4 o o
) IEFSEDCF 43D94CE 1BEBOIAIDSEFO 12! DAASITIAAEAFA227113 idracuserR640112  SymmetricKey AES-256  Active [ = o o
& Local ) BEAB2COACOTDAST 6C11318E72F2A40750F 1ACOB1ACSAFST02A01D31 idracuser18R5QM2 S;mmeincK;y AES 256 Active z z |:| |:|
@ LDAP © 9788E9A 4016162 E2476FE FOCE2BA267CDE2 idracuser13R5QM2  SymmetricKey AES256  Active =4 o o
DSDAGF1 165741F: idracuseri8R5QM2  SymmetricKey AES-256  Active Bf =8 o [m]
Device CAs & SSL 1-100f 1130
B SSL Certificates Delele | Broneities
= Trusted CA Lists Delete All Keys On Current Page
= Local Cas
= Known CAs Create Key  Import Key | Create Query
Advanced Security

= High Security

Figure 19 The iDRAC key ID is generated on Gemalto

The SEKM setup operation is completed. You can now start creating locked RAID volumes and perform key
exchanges.
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3 Configure the SEKM Solution by using iDRAC RACADM CLI

In this workflow example, an iDRAC RACDM (remote) is used to set up the complete SEKM solution for the
iDRAC. For the Key Management Server (KMS), Gemalto KeySecure is used as the Key Management
Server.

1. Configure the iDRAC SEKM certificate attributes. These must be configured first before you generate a
CSR file.

2. To set each attribute, run the SET command. The examples here use the default IDRAC user name and
password (root/calvin).

3. Replace it with an appropriate iDRAC user name and password set up on the PowerEdge server.
C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn get idrac.sekmcert
[Key=idrac.Embedded.1#SEKMCert.1]

#CertificateStatus=NOT_PENDING
CommonName=

CountryCode=US

EmailAddress=

LocalityName=
OrganizationName=
OrganizationUnit=

StateName=

SubjectAltName=

UserId=

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.sekmcert.CommonName
idracuserG1lFWHQ2

[Key=idrac.Embedded.l#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.sekmcert.CountryCode US
[Key=idrac.Embedded.l#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.sekmcert.EmailAddress
tester@dell.com

[Key=idrac.Embedded.l#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.sekmcert.LocalityName "Dell
EMC"

[Key=idrac.Embedded.1#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.sekmcert.OrganizationName
"DELL EMC"

[Key=idrac.Embedded.1#SEKMCert.1]

Object value modified successfully
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C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.sekmcert.OrganizationUnit
Test

[Key=idrac.Embedded.l#SEKMCert.1]

Object value modified successfully

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.sekmcert.StateName Texas
[Key=idrac.Embedded.l#SEKMCert.1]

Object value modified successfully

3.1 Generate a CSR

1. Getthe CSR contents signed on the Gemalto server. See Get the CSR file signed on Gemalto.

2. Download the signed file, and then upload it back to iDRAC. Run the following command at the RACADM
CLI:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sslcsrgen -g -t 3 -f sekm csr

A CSR is successfully generated and downloaded.

3.2 Get the CSR file signed on the Gemalto GUI

MIIC/jCCAeYCAQAWgY8xCzAJBgNVBAYTAIVTMQ4wDAYDVQQIDAVUZXhhczETMBEG
AlUEBwwKUmM91bmQgUm9jazERMASGAIUECgwIRGVsbCBFTUMxDTALBgNVBASMBFR1
c30xGTAXBgNVBAMMEGl kcmFjdXN1ckexR1AIUTIxHjAcBgkghkiGO9wOBCQEWD3R1
c3R1ckBkZWxsLmNvDOTCCASIwDQYJKoZ IhvcNAQEBBOQADggEPADCCAQoCggERAKN]
TmgS3hzKz5rw9Guh5pEeS5hnSR7JgI+MSmUgi45UtnXXGkU6a81KXKKE/cRIX9TOL
JcBrdtegSkIF2dtXnAX6Eq+M18aVuz0EbRFeD1I70mgw]jgMgmRhidnINI6Ya+1WV
1/0yLyeJ711SKnudUpUGF1ljcpYubDSpT11ZZ5bw3LotBklrbLglHpY1lc9kGgnjae
LPXSghw/kIc+EockUaN4kuWAVPXmr3xB5ptGugkkneP9ZY0boX4LLOCHMFAcqpOz
76vgTYAVN730yinMW8p5hchyOThgWbXzocYPeX01k7c4zmb3/aNjXSTSGi/KR4Zg
S5VWAVJI+m2 ILLNyKC+9MCAWEAAaAPMCcGCSgGSIb3DOEJDIEaMBgwCQYDVROTBATIwW
ADALBgNVHQ8EBAMCBeAwWDQYJK0oZIhvcNAQELBQADggEBADSK6LEDO+uNioiBL7Na
V3t5LGma/I3sPY14baDdOngNQ87NxOvv/gqermZPiWn020c/Z1 fkpvxw+bYY1dH3+
ewedZntba5fkvkKxIPcCRKxO/fUadtM928+pK1lmIF7840sVaJiyAXFhcaB33Sdtc4
Kt3m2JQUuv+eKDxG+xvugSiwuEftZ2FJZsHUeUcl6aHlcTuBhpm5XiP/IUmvgF1lA
EplLYX9uwLS7B1l6UomeRVtP1G2LwksFzaHVFDwGmMzQY/AB216UP1CzpXxF02yA3y
kJw+SxEOs6InYpT9yxJISCI2RmddB56Z2YUUGDO2DL7iALsbkQtfovLpjo9pPBD21p
36A=

1. Onthe Gemalto GUI, click Security Tab - Local CAs.
2. Click Signh Request.
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gemalto

Home Security
[ Keys
[ Certificates

m Certificate Requests

®  Authorization Policies

[ Local Authentication

[ LDAP

Device CAs & SSL
Certificates

m  SSL Certificates

®m Trusted CA Lists
= local CAs

® Known CAs

® High Security

m SSL

® FIPS Status Server

SafeNet KeySecure Management Console

Device

Security » Local CAs

Certificate and CA Configuration

Local Certificate Authority List

CA Name CA Information
Common: Dell CA
@ Server CA Issuer: Dell EMC
ires: Feb 12 20:56:48 2029 GMT

Edit Delete Download Properties § Sign Request §Show Signed Certs

Create Local Certificate Authority

Certificate Authority Name: |

Common Name

Organization Name:

Organizational Unit Name:

State or Province Name

us |

Country Name:

|
l |
\
l |
|
|
[

Locality Name:

Email Address:

Key Size: 2048 v

e Self-signed Root CA
CA Certificate Duration (days): 3650 ]
Certificate Authority Type: e
Maximum User Certificate Duration (days): |3650

1 Infermediate CA Request

Create

Figure 20 Get the CSR request signed on Gemalto GUI

3. Select Client as the purpose of generating a certificate.

4. Paste the complete CSR contents and click Sign Request.
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X
mlto SafeNet KeySecure Management Console

Home Security Device

Security » Local CAs

B Keys Certificate and CA Configuration

[ Certificates Sign Certificate Request

m Certificate Requests

Sign with Certificate Authority: Server CA (maximum 3526 days) ¥

®  Authorization Policies

( ; ) Server

Certificate Purpose:

) Intermeciate CA

[# Local Authentication

& LDAP Certificate Duration (days): (3526

Certificate Request

Device CAs & SSL BgNVHRMEAAAMASGALUADWQEAWIF4DANBgkghkiGOw@BAQSFAAOCAQEAOVILEX 4
Certificates Gi
2 ZvGJa3AM4ToM9h@iQB 2DBLB3Jz/SLd/G1rQI+2qjflyNkxrvcqbV2NIGx5
®  SSL Certificates = QBQ4q /5Ld/GlrQI+2qjfly q P
® Trusted CA Lists ¥§30p66u4\vFBKKBranYhuSnDéZqKﬁdjosxm2i7eimbp+k220t1Fo70kx1b/5E
= Local CAs BnTI+tyWDJoMx/lejMcirjEzUMKvGtvazamSvsHCm/Q2WILbzaBdO1HWT2BXW
5K
® Known CAs HwMPXy LN7UBF oliwZ5W1Z52DCPcK FUBSyQI FHHPVrbpKHOS T26LaCY3E2hCNSX1
ds
rch;jgVEURNQ/Rwangvm/zE9AzsevodgonRGevuaPmEGthygpoKRTnc+ygp
B High Security q2QsPBjce6ulFg== 4
----- END CERTIFICATE REQUEST----- Y
= SSL
v
® FIPS Status Server Sign Request || Back

Figure 21 Submit a Sign Request job
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5. After the CSR is successfully signed, click Download.

The signed CSR file is saved to your system.

) _§
mto SafeNet KeySecure Management Console

Home Security Device
B Keys Certificate and CA Configuration

[# Certificates CA Certificate Information

m Certificate Requests

Key Size: 2048
m  Authorization Policies Start Date: Jun 18 17:31:12 2019 GMT
Expiration: Feb 12 17:31:12 2029 GMT

users & Groups | o us

[# Local Authentication ST: Texas
L: Round Rock
[# LDAP Issuer: O: Dell EMC

OU: Product Group Validation

Device CAs & SSL PUCHE Devta
Certificates 1A : texas_| @dell.com

® SSL Certificates C: us

ST. Texas
® Trusted CA Lists L: Round Rock
® Local CAs Subject: O: Dell EMC
OU: Product Test
® Known CAs CN: idracuserG1FWHQ2

emailAddress: tester@dell.com

Advanced Securi
_____ -

® High Security MIID4zCCRsugh IDEpb/MEOECSGESIo3DQERCWURMIGOMQswCQYDVOICEWIV
UzEQMAWGA LUECBMEVGVAYKMXEZARBgNVBACTCLIvdWS Xk IF JuY2sXxETAPEgGNVB AT
CER1oGwgRUIDMSEWHWYDVQOLEXhQemS kdWNO IZdyb3UwIFZnbGlkYXRpb24XEDRD
BgNVBAMTBORLEGWgQIEXIJDAIBgkqhkiGOwIBCOENENR1eGFZX3JvZWl1ckBkZHxs
® FIPS Status Server LoNvbTRe FwixOTAZMTgxNzMxMT Ja Fwl yOTAyMT IxN2MxMT JaMIGMO swCQYDVQQG
EwJVUZECHMAWGRIUECAWEVEVAYXMXEZARBGNVEACHCLIvdWSkIFJvY2 sxETAPBGNV
BReMCER1bGWgRULDMRUWEWYDVQQLD2xQemSkAWNOIFR1e30xGTANRGRVEAMMEGLX
cmEjdiNlckexR UTIxHiRcBgkqhkiGSwIBCQEWD3R1c3R1ckBkZWxsLrNvbICC
ASTwDQYJKoZIhveNAQEEBQADGGEPADCCAQoCGgEBAMMNMGtRKebQI6CmvHuIdiUo
gVUD1D0zdIGY4J7Bn23Jo/ aVipymSqGwikmBgl ShKyLKIpDHzhkgn/+2e23/TaZli
2d2z/HEHR/Da346MBSCEMuvitegYVbSE PgSYKUVE TDSRE 2/DkJeeTljRnXhBED
bgFwpga41EzJj2ICTskQonAG40DUY+18nzu) XHZK/ A8 cutZhizbxnelelézJopiNe
0qQVGBla02GsN/ rTHrVMIRZsSSREBZmINMSIP3nKEnEE8SPuMCIU/ SIcQegIERNSVE
QHJEyVEChDSiTICPUURStKzvkVrmlpomEpVorEW/ 8 JGLEEE1SIGDAAC+IBZ Z00mMC
AWERRMoMCswCQYDVROTERIWADAREglgnkgBhvhCAQEERRMCELAwCwYDVROPERLD
AgXgMAOGCSgGESIn3DQERCWUAR4 IRAQBGHAMMW I AWKUGEYPEEgt THZLETIVAXFIYYW
£33Zwix¥Cya8WEZTSOESYivhKHUULPGKimDSh/eFEggrrlIfglXesjsIgRUGkDLZ
uPyjBtSUliCL3dHIKISZ1050M N s €UKr ZVDKA 2mI JWPnUTHI ONkVky+alaxBodKiV
dxVCNTRAM=UYPknb=say8PLkgEZCErBDVKAC] /254KRA0=3Re3g 3 zNBYS R/ gz SNuV/
PQBKS3u8JO0N0++Rx41Dn58ktTREZNCzmN1EB4bYpbMNeHSETWZJELINS4SE2pTbb7
suPyiJDNsCMHrOIyh+RX0bbxxL3U24yMK3 Qbym3Rr r¥QoWNYY2DT
----- END CERTIFICATE-----

m SSL

Download @Back

Figure 22 Download the signed CSR file from Gemalto to your local system
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6. Upload the CSR certificate to the iDRAC. Run the following the command at the RACADM CLI:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sslcertupload -t 6 -f
C:\Users\tester\Downloads\signed cert.crt

Certificate is successfully uploaded to the RAC.

3.3 Download the server CA file from Gemalto and upload to iDRAC
1. Onthe Gemalto GUI, click Security Tab - Local CA.

2. Select the Server CA you are using and click Download.

The file is locally saved to your system.

X
ml:'o SafeNet KeySecure Management Console

Home Security Device
Managed Objects Security » Local CAs
@ Keys Certificate and CA Configuration

Certificat
[ Certificates Local Certificate Authority List

®m Certificate Requests

% s CA Name CA Information
®m  Authorization Policies
Common: Dell CA
@ Server CA Issuer: Dell EMC
Expires: Feb 12 20:56:48 2029 GMT
[# Local Authentication Edit Deletell Download Jj Properti Sign Request  Show Signed Certs

[ LDAP

Create Local Certificate Authority
Device CAs & SSL
Certificates Certificate Authority Name:

m SSL Certificates

Common Name:

= Trusted CA Lists

Organization Name:

® Local CAs

Organizational Unit Name:

B Known CAs

J
[
1
[
Locality Name: |
l

Advanced Security State or Province Name:

® High Security

Country Name: JUé J

® SSL

Email Address: ‘ |

® FIPS Status Server

Key Size: 2043 v

@ Self-signed Root CA

CA Cerificate Duration (days): [3650 |
Certificate Authority Type: Do —
Maximum User Certificate Duration (days): 1(3650 ]

, Intermediate CA Request

Create

Figure 23 Download the server CA file from Gemalto
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3.4 Upload the Server CA file to the iDRAC

Run the following command at the RACADM CLI:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sslcertupload -t 7 -f
C:\Users\texas_roemer\Downloads\Server CA.crt

The certificate is successfully uploaded to the RAC.

3.5 Configure the Key Management Server settings on the iDRAC

Note—Ensure you already have a user created on the Key Management Server (KMS) you will be using for key exchange
with the iDRAC. For the user name, make sure it matches the same value in the CSR certificate property you selected for
the Gemalto KMIP Username field in client certificate Authentication Settings.

For example, in the signed CSR Certificate on iDRAC used in this experiment, the Common Name property is
set to “idracuserG1FWHQZ2”. On the Gemalto server, in the KMIP Authentication Settings, the “Username
field in client certificate” field is set to “Common Name”. For creating a user name on Gemalto, you must
create a user with the name “idracuserG1FWHQ?2”. This is the user name which iDRAC will be using for key
exchange.

1. Run the following command at the RACADM CLI:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn get idrac.kms
[Key=idrac.Embedded.1#KMS.1]

! 1 iDRACPassword=******** (Write-Only)
iDRACUserName=

KMIPPortNumber=5696
PrimaryServerAddress=
RedundantKMIPPortNumber=5696
RedundantServerAddressl=
RedundantServerAddress2=
RedundantServerAddress3=
RedundantServerAddressd=
RedundantServerAddressb=
RedundantServerAddress6=
RedundantServerAddressT’=
RedundantServerAddress8=

Timeout=10

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.kms.PrimaryServerAddress
100.64.25.206

[Key=idrac.Embedded.1#KMS.1]

Object value modified successfully

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.kms.iDRACUserName
idracuserGlFWHQ2

[Key=idrac.Embedded.1#KMS.1]
Object value modified successfully
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C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set idrac.kms.iDRACPassword P@sswOrd
[Key=idrac.Embedded.l#KMS.1]

Object value modified successfully

3. After configuring all the KMS attributes, enable the SEKM on the iDRAC. When you execute the
command, job ID is returned.

4. Query the job ID to ensure that the job status is displayed as “Completed”.

5. If you see a job failure, check Lifecycle logs for more information about the failure:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sekm enable

SEKMo212—The SEKM Enable operation is successfully started. To view the status of a job, run the "racadm jobqueue
view -1 JID_580315196579" command at the Command Line Interface (CLI).

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn jobqueue view -i JID 580315196579

[Job ID=JID 580315196579]

Job Name=SEKM Status Change

Status=Completed

Start Time=[Not Applicable]

Expiration Time=[Not Applicable]

Message=[SEKM020: The SEKM feature on the iDRAC is enabled.]

Percent Complete=[100]

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sekm getstatus

SEKM Status = Enabled

The iDRAC SEKM setup operation is complete.
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4 Enable SEKM on Storage Controllers

1. Getthe FQDD of the controller you are going to enable SEKM. In this workflow, the controller FQDD is
“RAID.SIot.3-1”. Run the following RACADM command at the CLI:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn storage get controllers -o -p name
RAID.Slot.3-1

Name = PERC H740P Adapter (PCI Slot 3)

2. Use this controller FQDD and run the command to enable SEKM pending value:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn storage setencryptionmode:RAID.Slot.3-1 -
mode SEKM

RAC1040—Successfully accepted the storage configuration operation. To apply the configuration operation, create a
configuration job, and then restart the server. To create the required commit and reboot jobs, run the jobqueue
command. For more information about the jobqueue command, enter the RACADM command "racadm help jobqueue".

3. Create a job ID to apply the pending changes.
4. Use the same controller FQDD to create a config job.

5. Also, for the job to run, a server reboot is required. Use the —r option which will automatically create a
reboot job ID and reboot the server:

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn jobqueue create RAID.Slot.3-1 -s
TIME NOW -r pwrcycle

RAC1024—Successfully scheduled a job. Verify the job status using "racadm jobqueue view -i JID_xxxxx" command.

Commit JID

JID 580317754984
Reboot JID = RID_580317755572

The server is automatically restarted.

6. Run the config job in Automated Task Application.

Server is restarted again. After the POST or Collecting Inventory operation is completed, the job status is
indicated as Completed.

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn Jjobqueue view -i JID 580317754984

[Job ID=JID 580317754984]

Job Name=Configure: RAID.Slot.3-1
Status=Completed

Start Time=[Now]

Expiration Time=[Not Applicable]
Message=[PR19: Job completed successfully.]

Percent Complete=[100]

7. Check the storage controller.

It is now in the SEKM encryption mode. It will also report the Key ID assigned to controller which iDRAC
uses for key exchanges:
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C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn storage get controllers:RAID.Slot.3-1
-p encryptionmode, keyid

RAID.Slot.3-1
EncryptionMode = Secure Enterprise Key Manager

KeyID =
4163A493F1B50C8ET27E9474627DCID19193BOFEROF40CAAO3FD42DC81447BED

-
mto SafeNet KeySecure Management Console

Home Security Device
®m Keys Keys
. Keys
= Query Keys Query: [AI] v | RunQuery
= Create Keys Items per page: | 10 ¥ | | Submit page [1 | of 113[ Go |
* Import Keys —cuanc Qucr "
o Ky Gtioné ) B6BDDCEABI4C2DSDEI6E30B61ED1326DA0BSEEB2540A51AA991FECE4B4EBIAFD idracuserGIFWHQ2 _ Symmetric Key AES-256 _ Active B =1 [a] [a]
e = =
S R F280646B9E750986BD64C 1BF0436E07COBT695A9E1562069DBI776E 18606600 idracuser16RSQM2  SymmefricKey AES-256  Actve 51 [] [s]
7C31F69920A 2 g
e ® DSF4B12FCI 3F9940B5CEF12B3917C31F SC3F idracuserGIFWHQ2  SymmetricKey AES-256  Active B %1 o o
4DDA3C 3 1AB3D741402F236E4 idracuser16R5QM2  SymmetricKey AES-256  Actve M =1 o o
® Certificate Requests
) 2FF 1427BFAQE, 413 idracuser1R5QM2  SymmetricKey AES-256  Actve =1 o o
= Authorization Policies
FBEBT1SDCEESSD41825A6: C6D67383E2047C, oF idracuser16R5OM2  SymmetricKey AES-256  Actve M =4 o [a]
ZFFSFOCFB336D7043094CE ABAIBBFDAASTIAAEAFAZ2T113 M2 SymmeticKey AES-256 Actve B =1 o o
5 Lioeal Auth ) BEAB2COACOTD. 6C11318E72F 2440750 1ACO61ACB4F5702A01D31 idracuser16R5QM2  SymmetricKey AES-256  Actve M &« o o
® LDap 97BBE9ACDEC2AESA2A401616 E E2BA267CDB: idracuser1R5QM2  SymmelricKey AES-256  Actve %1 o o
DAGE1T: 165741F2C781 idracuser18R5OM2  SymmefricKey AES-256  Active M =1 o o

st Lt ios 1-10 of 1130

i, e Eickes Delete Properties

® Trusted CA Lists Delete All Keys On Current Page
® Local CAs
® Known CAs Create Key | Import Key || Create Query

Advanced Security
= High Security

The SEKM solution is now completely set up. You can now create locked RAID volumes and perform key
exchanges.
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5 Configure SEKM by using a Server Configuration Profile

(SCP)

In this workflow example, the Server Configuration Profile (SCP) feature is used to set up the complete SEKM
solution for the IDRAC. For the Key Management Server, Gemalto KeySecure is used as the Key

Management Server.

1. Using SCP, import t

he signed SSL certificate, Server CA, iDRAC KMS attributes.

2. Enable SEKM on the iDRAC.

For the signed SSL

certificate, a CSR is already generated, signed on Gemalto, and then downloaded.

The Server CA is also downloaded from Gemalto.

3. Inthe SCP, copy the complete contents of the signed SSL certificate and Server CA as shown in the
example SCP file below.

5.1 An SCP file example for configuring iDRAC SEKM configuration

This SCP file has been edited to show you only the SEKM configuration changes required to enable the

SEKM on the iDRAC.

<SystemConfiguration>

<Component FQDD="iDRAC.
<Attribute Name="SEKM.
<Attribute Name="SEKM.
<Attribute Name="SEKM.

<Attribute Name="SEKM.

<Attribute Name="KMS.
<Attribute Name="KMS.
<Attribute Name="KMS.
<Attribute Name="KMS.
<Attribute Name="KMS.
<Attribute Name="KMS.
<Attribute Name="KMS
<Attribute Name="KMS
<Attribute Name="KMS.
<Attribute Name="KMS.
<Attribute Name="KMS.
<Attribute Name="KMS
<Attribute Name="KMS.

<Attribute Name="KMS.

Embedded.1">
1#IPAddressInCertificate">Disabled</Attribute>
1#SEKMStatus">Enabled</Attribute>
1#KeyAlgorithm">AES-256</Attribute>
1#Rekey">False</Attribute>
1#PrimaryServerAddress">100.64.25.206</Attribute>
1#KMIPPortNumber">5696</Attribute>
1#RedundantServerAddressl"/>
1#RedundantServerAddress2"/>
1#RedundantServerAddress3"/>

1#RedundantServerAddress4"/>

.1#RedundantServerAddress5"/>

.1#RedundantServerAddress6" />

1#RedundantServerAddress7"/>
1#RedundantServerAddress8"/>

1#Timeout">10</Attribute>

.1#iDRACUserName">idracuserGl1FWHQ2</Attribute>

1#iDRACPassword">P@sswOrd</Attribute>

1#RedundantKMIPPortNumber">5696</Attribute>

<Attribute Name="SEKMCert.l#CommonName">idracuserGlFWHQ2</Attribute>

<Attribute Name="SEKMCert.l#OrganizationName">Dell EMC</Attribute>

<Attribute Name="SEKMCert.l#OrganizationUnit">Test</Attribute>

<Attribute Name="SEKMCert.l#LocalityName">Round Rock</Attribute>

<Attribute Name="SEKMCert.l#StateName">Texas</Attribute>

<Attribute Name="SEKMCert.l#CountryCode">US</Attribute>

<Attribute Name="SEKMCert.l#EmailAddress">tester@dell.com</Attribute>
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<Attribute Name="SEKMCert.l#SubjectAltName"/>

<Attribute Name="SEKMCert.l#UserId"/>

<Attribute Name="SecurityCertificate.l#CertData">----- BEGIN CERTIFICATE-----
MITEvzCCA6egAWIBAgIBADANBgkghkiGOwOBAQsFADCBODELMAKGAIUEBhMCVVMx
DjAMBgNVBAgTBVR1eGFzMRMWEQYDVQQHEwWPSb3VuZCBSb2NrMREwWDWYDVQQOKEWhE
ZWxsIEVNQzEhMB8GALUECXMYUHJVZHVidCBHcmI1cCBWYWxpZGF0aW9uMRAwWDgYD
VOODEWdEZWxs IENBMSQwIgYJKoZIhveNAQKkBFhV0ZXhhcl9yb2VtZXJAZGVsbC5]
b20wHhcNMTkwMjEOMJALINSQ4WhcNM kwMjEyMjAINQ4WjCBoDELMAKGALIUEBhMC
VVMxDjAMBgNVBAgTBVR1eGFzMRMwEQYDVQQOHEwWPpSb3VuZCBShb2NrMREwDwYDVQQK
EwhEZWxsIEVNQzEhMB8GA1UECxMYUHJVZHVjdCBHCcm91cCBWYWXpZGF0aWIuMRAwW
DgYDVQODEWdEZWxs IENBMSQwIgYJKoZIhveNAQkBFhV0ZXhhcl9yb2VtZXJAZGVs
bC57b20wggEiMAOGCSgGSIb3DOEBAQUAA4IBDWAWGGEKAOIBAQChyihzlsulLITz1
K+XxI9nh59J+yCNXsMpKzneX0CSrl1AiaylYydlUy2lcifJbmuocP2wLQUEWTNR19
KOzbRKTMNty0fr SNhnwiRFVEUZUPiEGPWTyqR7w2WmHqu5jCnOodCOn+6w81GnV9
3LzKLaJYdJ9TPGn63£f£fVrDeprhQ376EK6QJRIx1rTG7kUH2HUID1 thwxQCykS2eQ
50icshUAsy5sCo5quisNLZZmJefREPx1x7ih/NtMGe51E1ZGyHIf91Ucf5L2vP6Jd
1YKLZL7AqvJioHSSxD8nvP7naxKmIL3d1zohV8V+8DMclUabDLhgUek/UX+jgSQ3
cuCY6LhLAgMBAAG)ggEAMIHOMBOGA1UdADgQWBBQEk+OPdAO3pnzCGUBNUKSa2zZ/v
hzCBzQYDVROJBIHFMIHCgBQEkKk+OPdAO3pnzCGUBNUK5a2%/vh6GBpgSBozCBoDEL
MAkKGA1UEBhMCVVMxDjAMBgNVBAGTBVR1eGEFzMRMWEQYDVQQOHEWpPSb3VuZCBSb2Nr
MREwWDwWYDVQQKEWhEZWxsIEVNQzEhMB8GAIUECXMYUHJVZHV)dCBHCcmI1cCBWYWxp
ZGF0aW9uMRAwWDgYDVQODEWJAEZWxs IENBMSQwIgYJKoZ IhveNAQkBFhV0ZXhhcl9y
P2VtZXJAZGVsbC57b22CAQAWDAYDVROTBAUWAWER/ zANBgkghkiGI9wOBAQSFAAOC
AQEAgUmMRCKE3+dbYgNRNeYbvKH29BINIO1l/PIP2V6hed /rDLYgyBLgNmtvRCUvu9
DnZczchZoGIdWm0j/1gW2108nptDM+R301IMEWNGA1+ZQNLUdMKdzKJIbji8IaSxun
B4Y21uLvykGmOTs+X2/R84RAFHgDrRrentaM2WyJ7GCT470CDAUIg7NApxm8WOSA
EQrt6RGJIYQIRZTFTW12£9+2K7CifHVNnthOzLjaK+vK4bTwhaPhkbM/00/gElvaH
zgwN+ZaVbl+amGabZdMvQbtDRgNoS+hQ7T91kbJjPJfzadfrrxDzZyhxEN2H99pt

zItod472w7ThLB56tRJHfA6VNh4w==

</Attribute>

<Attribute Name="SecurityCertificate.l#CertType">KMS SERVER CA</Attribute>

<Attribute Name="SecurityCertificate.2#CertData">----- BEGIN CERTIFICATE-----v7qdZkBInHIfpHTiXbKQwvaMryPedToLNTWAGOMr+ni05Ebzx/eG+x3LIQsbkxwX
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£5NQGVZNtZnYzdTCkOnwmfseBREJSzbxTm8HpoTIKGchVsYZDpPSz54ZIR1bgRmz
wJIBlcyEPg63C)Fp4RxXxfmZWOIPOGbmmcnGy3RA4YFBmiC75pR3Wx+J1Xzr3inyRJI2
/XWpgm4XY£GSbyQ2in6Kzwf8CA3hTdsdx20FGJ033EUNn]j 1PpOOglAgMBAAG)LTAY
MAkKGA1UdEWQCMAAWEQYJYIZIAYb4QgEBBAQDAgeAMASGA1UdDWQEAWIF4DANBgkg
hkiG9wOBAQsSFAAOCAQEAVIAEgKMfmhjrRulC/£7S7)y6pDhLSGM5KwJIjQm/8£Sjm
1fEyVTbD/eedWo6U6cah2uZrY0jD6SN17CAGMU/J6r4jkhZMrmB/cr3HXiCDQd/x
RegmjVWOCJIDb/tStOkWAS3VFURZzXfk083Kp6Zzak4Ue3mwIywThklOsoyXx1XEs
esNFxcsAGLIABcuUGUShpdKtYYwiWo980g6P1lwlaiWRnaZQ6HP4To3tfmnQ90KUeZ1
130s2506186dBZjaaoKSWp5ylfph2ciV//SoOtPhNHXYP5H/3AUQOEQNW71SX2H/
wITJtElsc2htmbp6bHudrVI1B801ehk6IE4AUXAED/ w==

————— END CERTIFICATE-----</Attribute>

<Attribute Name="SecurityCertificate.2#CertType">SEKM SSL CERT</Attribute>
</Component>

</SystemConfiguration>

1. Runthe RACADM set command to import this SCP file which is located on a HTTP share.
2. Ensure the SCP import job is marked as completed.
3. Check config results to see what changes got applied to the iDRAC.

The examples here use the default IDRAC user name and password (root/calvin).

4. Replace it with the appropriate iDRAC user name and password set up on the PowerEdge server.

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set -f 2019-5-17 132647 export.xml -t xml
-1 http://100.65.84.72/http share vm

RAC977—Import configuration XML file operation initiated. Use the "racadm jobqueue view -i JID_581182121065"
command to view the status of the operation.

C:>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn jobqueue view -i JID 581182121065

[Job ID=JID 581182121065]

Job Name=Configure: Import Server Configuration Profile

Status=Completed

Start Time=[Not Applicable]

Expiration Time=[Not Applicable]

Message=[SYS053: Successfully imported and applied Server Configuration Profile.]

Percent Complete=[100]

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn lclog viewconfigresult -j JID 581182121065

SegNumber = 5966
FQDD = 1DRAC.Embedded.l
Job Name = Import Configuration
DisplayValue = SEKM.1l#SEKMStatus
Name = SEKM.l#SEKMStatus
Oldvalue = Disabled
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NewValue
Status
ErrCode
SegNumber
FQDD

Job Name
DisplayValue
Name
Oldvalue
NewValue
Status
ErrCode
DisplayValue
Name
Oldvalue
NewValue
Status
ErrCode
DisplayValue
Name
Oldvalue
NewValue
Status
ErrCode
DisplayValue
Name
Oldvalue
NewValue
Status
ErrCode
SegNumber
FQDD

Job Name
DisplayValue
Name
Oldvalue
NewValue
Status
ErrCode
DisplayValue
Name
Oldvalue
NewValue

Status
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Enabled

Success

0

5963
iDRAC.Embedded.1
Import Configuration
Certificate Data

SecurityCertificate.l#CertData

KKK KKK

KKK KKK

Success

0

Certificate Type
SecurityCertificate.l#CertType
wn

KMS_SERVER_CA

Success

0

Certificate Data

SecurityCertificate.2#CertData

KKK KKK

KKK KKK

Success

0

Certificate Type
SecurityCertificate.2#CertType
SEKM_SSL_CERT

Success

0

5961

iDRAC.Embedded.1

Import Configuration
Primary Server Address
KMS.l#PrimaryServerAddress
100.64.25.206

Success

0

iDRAC User Name
KMS.1#iDRACUserName
idracuserG1lFWHQ2

Success
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ErrCode =0

DisplayValue = iDRAC Password

Name = KMS.1#iDRACPassword
Oldvalue = kokokkkx

NewValue = kkkkkk

Status = Success

ErrCode =0

5. Check to validate iIDRAC SEKM is enabled, and the SSL certificate and Server CA are installed.

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sekm getstatus

SEKM Status = Enabled

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sslcertview -t 6

Serial Number : 026350

Subject Information:

Country Code (CC) : US

State (S) : Texas

Locality (L) : Round Rock
Organization (O) : Dell EMC
Organizational Unit (OU) : Test

Common Name (CN) : idracuserGl1FWHQ2

Issuer Information:

Country Code (CC) : US

State (S) : Texas

Locality (L) : Round Rock

Organization (O) : Dell EMC

Organizational Unit (OU) : Product Group Validation
Common Name (CN) : Dell CA

Valid From : May 16 18:32:39 2019 GMT
Valid To : Feb 12 18:32:39 2029 GMT

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn sslcertview -t 7

Serial Number : 00

Subject Information:

Country Code (CC) : US
State (S) : Texas
Locality (L) : Round Rock
Organization (O) : Dell EMC
Organizational Unit (OU) : Product Group Validation
Common Name (CN) : Dell CA
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Issuer Information:

Country Code (CC) : US

State (S) : Texas

Locality (L) : Round Rock

Organization (O) : Dell EMC

Organizational Unit (OU) : Product Group Validation
Common Name (CN) : Dell CA

Valid From : Feb 14 20:56:48 2019 GMT
Valid To : Feb 12 20:56:48 2029 GMT

6. After setting up iDRAC SEKM, use SCP to enable SEKM on the PERC along with creating a locked RAID volume.
SCP enable you to stack multiple RAID operations without the need of running multiple jobs or commands.

7. Run one import command to stack these RAID operations and apply them.

5.2 Example of SCP file that has been modified to only show RAID
changes which will enable SEKM on the PERC and create a RAID
locked volume

<SystemConfiguration>
<Component FQDD="RAID.Slot.3-1">
<Attribute Name="RAIDresetConfig">True</Attribute>
<Attribute Name="EncryptionMode">Secure Enterprise Key Manager</Attribute>
<Component FQDD="Disk.Virtual.O0:RAID.Slot.3-1">
<Attribute Name="RAIDaction">Create</Attribute>
<Attribute Name="LockStatus">Locked</Attribute>
<Attribute Name="BootVD">True</Attribute>
<Attribute Name="RAIDinitOperation">None</Attribute>
<Attribute Name="DiskCachePolicy">Disabled</Attribute>
<Attribute Name="RAIDdefaultWritePolicy">WriteBack</Attribute>
<Attribute Name="RAIDdefaultReadPolicy">ReadAhead</Attribute>
<Attribute Name="Name">SCP VD</Attribute>
<Attribute Name="Size">0</Attribute>
<Attribute Name="StripeSize">512</Attribute>
<Attribute Name="SpanDepth">1</Attribute>
<Attribute Name="SpanLength">2</Attribute>
<Attribute Name="RAIDTypes">RAID 1</Attribute>

<Attribute Name="IncludedPhysicalDiskID">Disk.Bay.0:Enclosure.Internal.0-1:RAID.Slot.3~
1</Attribute>

<Attribute Name="IncludedPhysicalDiskID">Disk.Bay.l:Enclosure.Internal.0-1:RAID.Slot.3-
1</Attribute>

</Component>

</Component>
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</SystemConfiguration>

The SCP file is located on HTTP share and imported by using the RACADM set command to import it.
8. After the SCP import job is marked as completed, verify configuration results to see what changes are applied.

9. Check storage configuration now to ensure that the PERC is in SEKM mode along with locked volume created.

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn set -f 2019-5-17 135217 export.xml -t xml
-1 http://100.65.84.72/http share vm

RAC977—Import configuration XML file operation initiated. Use the "racadm jobqueue view -i JID_581203847849"
command to view the status of the operation.

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn jobqueue view -i JID 581203847849

[Job ID=JID 581203847849]

Job Name=Configure: Import Server Configuration Profile

Status=Completed

Start Time=[Not Applicable]

Expiration Time=[Not Applicable]

Message=[SYS053: Successfully imported and applied Server Configuration Profile.]

Percent Complete=[100]

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn lclog viewconfigresult -j JID 581203847849

SegNumber = 6094
FQODD = RAID.Slot.3-1
DisplayValue = PERC H740P Adapter
Name = PERC H740P Adapter
Status = Success
DisplayValue = PERC H740P Adapter
Name = PERC H740P Adapter
Status = Success
DisplayValue = SCP VD
Name = SCP VD
NewValue = RAID 1
NewValue = Physical Disk 0:1:0
NewValue = Physical Disk 0:1:1
NewValue = Virtual Disk Size in Bytes : 899527213056
NewValue = Virtual Disk Stripe Size : 256 Kb
NewValue = Physical Disks per Span : 2
NewValue = VirtualDisk Lock status: Locked
Status = Success
DisplayValue = RAIDbootVD
Name = RAIDbootVD
Oldvalue = None
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NewValue =

Status =
SegNumber =
FQDD =
DisplayValue =
Name =
Status =
DisplayValue =
Name =

Status =

C:\>racadm -r 100.65.99.179 -u root -p calvin --nocertwarn storage get controllers -o -p

Disk.Virtual.O:RAI
Success

6091

RAID.Slot.3-1

PERC H740P Adapter
PERC H740P Adapter
Success

PERC H740P Adapter
PERC H740P Adapter

Success

encryptionmode, keyid

RAID.Slot.3-1
EncryptionMode

KeyID

B13FCCB4D926F0AEA37A718856F366E78F7D4AB6D76B793FAACB01D05993D22E

AHCI.Embedded.2-1
EncryptionMode
KeyID

AHCI.Slot.6-1
EncryptionMode
KeyID

AHCI.Embedded.1-1
EncryptionMode

KeyID

C:\>racadm -r 100.

65.99.179 -u root

Disk.Virtual.O0:RAID.Slot.3-1

Status

DeviceDescription

Name
RollupStatus

State

OperationalState

Layout
Size

SpanDepth

AvailableProtocols

MediaType
ReadPolicy
WritePolicy

StripeSize

DiskCachePolicy
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D.Slot.3-1

= Secure Enterprise Key Manager

= None

= null

= None

= null

= None

= null

-p calvin --nocertwarn storage get vdisks -o

= Ok

= Virtual Disk 0 on RAID Controller in Slot 3

= SCP VD
= Ok

= Online

= Not applicable

= Raid-1

= 837.750 GB
=1

= SAS

= HDD

= Read Ahead
= Write Back
= 256K

= Disabled
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BadBlocksFound = NO
Secured = YES
RemainingRedundancy =1
EnhancedCache = Not Applicable
T10PIStatus = Disabled
BlockSizeInBytes = 512
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6

6.1

6.2

6.3

6.4
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Troubleshoot issues while setting up SEKM on iDRAC

This section addresses some of the common issues encountered when using SEKM.

| installed the SEKM license, but | cannot enable the SEKM on
IDRAC?

Make sure you update the iDRAC firmware after you install the SEKM license. This is required even if you
had a SEKM supported iDRAC firmware version prior to installing the SEKM license.

| set up the KMS information and uploaded the SEKM SSL

certificates but | am still unable to enable SEKM on iDRAC?

There are many possible reasons why iDRAC is unable to enable SEKM. Check the SEKM enable job Config
Results for information about the job failure. Also, check the Lifecycle Controller logs for possible reasons for
failure to enable SEKM. Also, check the following SEKM settings:

e Ensure that the:
o Primary and Redundant KMS IP addresses are correct
Primary and Secondary KMIP port numbers are correct.
KMS CA certificate is the same as the one used to sign the KMS Server certificate.
CA used to sign the iDRAC CSR is in the Trusted CA list on the KMS server.
SSL Timeout value is large enough to allow iDRAC to be able to establish the SSL connection to
the KMS.
o User name of the iDRAC account on the KMS is entered in the correct field—It should match the
value chosen in the “Username field in the Client Certificate” authentication property on the KMS.
o If the “Require Client Certificate to contain Source IP” option is enabled on the KMS then ensure that the
iDRAC CSR contains the IP address in the Common Name field.

o O O O

| am unable to switch PERC to SEKM mode?

o Make sure the PERC firmware has been upgraded to a version that supports SEKM.
o Make sure the SEKM status on iDRAC is Enabled. You can use the “racadm sekm getstatus ”
command to see the current SEKM status.

| set up SEKM on iDRAC and PERC and rebooted the host, but
PERC shows the Encryption Mode as SEKM Failed?

The primary reason for this is that the PERC could not get the key from the iDRAC. In this case the iDRAC
SEKM status will change to Failed. Therefore, refer to the troubleshooting tips mentioned earlier and make
sure iDRAC can communicate to the KMS.
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6.5 | checked the SEKM status on iDRAC and it shows “Unverified
Changes Pending”. What does that mean?

This means that changes were made to the SEKM settings on iDRAC, but these changes were never
validated. Use the racadm command “racadm sekm enable” to enable SEKM to ensure that iDRAC can
validate the changes made and set the SEKM status back to either Enabled or Failed.

6.6 | changed the KMIP authentication settings on the KMS and now
IDRAC SEKM status has changed to “Failed”?

e If you changed the user name or password of the IDRAC account on the KMS then make sure you
change the corresponding properties on the iDRAC as well and enable SEKM.

e If you changed the value of the “Username field in the Client Certificate” option on the KMS, then you
need to generate a new CSR from iDRAC by setting the appropriate CSR property to the username, get
the CSR signed by the KMS CA and then upload it to IDRAC. For example, if you change the value of the
“Username field in the Client Certificate” option on the KMS from “Common Name” to “Organizational
Unit” then generate a new CSR by setting the OU property to the iDRAC KMS username, sign it using the
KMS CA and then upload it to iDRAC.

e If you enabled the “Require Client Certificate to contain Source IP” property on the KMS then generate a
new CSR by selecting the “Include iDRAC IP Address in CSR”, sign it using the KMS CA and then upload
it to iDRAC.

6.7 | moved a SED from one SEKM enabled PERC to another SEKM
enabled PERC on another server and now my drive shows up as
Locked and Foreign. How do | unlock the drive?

Because each iDRAC is represented on the KMS by a separate user account, the keys created by one
iDRAC are by default not accessible to another iDRAC. To enable the other IDRAC to get the key generated
by the first IDRAC and provide it to PERC to unlock the migrated SED, create a Group to include the two
iDRAC usernames and then give the key group permissions so that the iDRACS in the group can share the
key. The steps to do this for the Gemalto KeySecure are described below.

1. Log in to the KeySecure Management Console and click Users and Groups - Local Users and
Groups.
To create a new group, click Add in the Local groups section.
Select the newly created group and click Properties.
In the User List section, click Add, and then add both the iDRAC user names to this group.
After the group is created, click Security - Keys.
Identify the key created by the first IDRAC using the iDRAC unique user name.
Select the key and click Properties.
Click the Permissions tab, and then click Add under Group Permissions.
Enter the name of the newly created Group in step 2 above.
. Remove and insert the drive to initiate a key exchange.
Now the second iDRAC should be able to get the key and provide it to PERC to successfully unlock the
drive. The SED should appear as Foreign and Unlocked, and now you can import or clear the foreign
configuration on the drive.

©oNoGhA~WN

[y
o

45 Enable OpenManage Secure Enterprise Key Manager (SEKM) on Dell EMC PowerEdge Servers

Dell Customer Communication - Confidential



Troubleshoot issues while setting up SEKM on iDRAC

6.8 | moved a SEKM enabled PERC to another server and now my
PERC encryption mode shows as SEKM Failed. How do | enable
SEKM on the PERC?

Follow the steps outlined in | moved a SED from one SEKM enabled PERC to another SEKM enabled PERC
on another server and now my drive shows up as Locked and Foreign. How do | unlock the drive? and restart
the host.

6.9 What key size and algorithm is used to generate the key at the
KMS?

In this release, iIDRAC uses the AES-256 to generate keys at the KMS.

6.10 | had to replace my motherboard. How do | now enable SEKM on
the new motherboard?

After a mother board replacement, the Easy Restore feature will restore the SEKM license and all SEKM
attributes to the newly replaced iDRAC. But it will not restore the SEKM certificates as these are iDRAC
specific.

1. Update the iDRAC firmware to a version that supports SEKM. This is irrespective of the version that came
with the new iDRAC.

Generate a CSR on the new iDRAC, get it signed by the KMS CA, and then upload it to the new iDRAC.
Upload the KMS CA certificate to iDRAC.

Enable SEKM on the new iDRAC.

Ensure that the job is successfully completed.

arLD

6.11 | replaced a SEKM enabled PERC with another PERC and now |
see that the new PERC encryption mode is None. Why is the new
PERC encryption mode not SEKM?

On a Part Replacement, iDRAC will set the encryption mode of the new PERC to SEKM only if the firmware
version on the new PERC is SEKM capable. Make sure that the replacement PERC has a firmware version
that supports SEKM. If not, then perform a firmware update of the PERC to a version that supports SEKM and
then check the PERC encryption mode.

6.12 | replaced a SEKM enabled PERC and now | see that iIDRAC has
generated a new key. Why was the key from the original PERC not

used?

Each PERC needs its own key for SEKM — so when a PERC is replaced the new PERC will request iDRAC to
create a new key and it will use the old key to unlock the drives and then rekey them with its own new key.
Hence you will see iDRAC creating a new key after PERC part replacement.
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6.13

6.14

6.15

6.16

6.17

6.18
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| am unable to rollback IDRAC firmware — what could be the reason
for rollback to be blocked?

Make sure that there are no storage devices that are in SEKM mode. iDRAC will block a rollback to a version
that does not support SEKM if there are any storage devices that are in the SEKM mode. This is to prevent
data lockout since after rollback iDRAC will not be able to provide keys to the storage devices to be unlocked.

| rebooted the host and key exchange failed because of a network
outage and the PERC is in SEKM failed state. The network outage
has been resolved — what do | need to do to put PERC back in
SEKM mode?

Ideally, you do not have do anything because iDRAC will periodically try to connect to the KMS. After the
network is started, IDRAC should be able to connect to the KMS, get the keys and provide them to PERC,
and put it back in the SEKM mode. After five minutes, if the PERC is still in SEKM Failed state then reboot the
host and check if key exchange is successful.

| would like to change the keys on a PERC—is that possible?

Yes, iDRAC allows a rekey operation, with which, you can rekey all storage devices supported for SEKM or a
specific storage device. These rekey operations are supported by using either iDRAC GUI, RACADM, or
Server Configuration Profile (SCP).

| did a system erase, but the PERC encryption mode continues to
show as SEKM

This is an expected behavior—system erase does not change the encryption mode of the storage controller.
To delete security on the PERC, use any of the supported iDRAC interfaces and switch the PERC encryption
mode to None.

| cannot switch PERC to SEKM mode when it is in LKM mode

This is an expected behavior—switching from LKM to SEKM mode is currently not supported.

| migrated an SED, locked by a PERC in LKM mode, to a PERC in
SEKM mode. The drive is indicated as Locked and Foreign. Why
was it not unlocked?

This is an expected behavior. Because the SED was locked by a PERC in LKM mode, it must be unlocked
manually by providing the LKM passphrase by using any of the IDRAC interfaces. After unlocking, the foreign
configuration on the drive can be imported, and then the drive will be locked by the SEKM key.
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6.19 | cannot switch PERC to SEKM mode when it is in eHBA personality

mode
This is an expected behavior. In eHBA personality mode, the SEKM encryption mode is not supported.

6.20 Where can | get more information about any type of failures when
setting up SEKM or for key exchange failures, successful key

exchanges or rekey operations?

In all these cases, refer to the iDRAC Lifecycle logs for detailed log entries. Alongside checking iDRAC
Lifecycle logs for detailed log entries, check logs on the key management server for any key exchange
activity.

Conclusion

Security has always been the highest challenge in data management and server solutions applications. Dell
EMC PowerEdge servers, along with iDRAC, have been ensuring that your business-critical data is secure.
The Secure Key Enterprise Management (SEKM)—in partnership with Gemalto—is now strengthening such
security features for the PowerEdge customers. In this technical white paper, the procedure to enable the
SEKM on iDRAC, PERC, and Storage Controller—by using both iDRAC and RACAM interfaces—is
discussed. At the end of this technical white paper, tips and resolutions to some commonly faced issues are
also discussed.
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A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.
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