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Preface

Dell™ PS Series arrays optimize resources by automating performance and network load balancing.
Additionally, PS Series arrays offer all-inclusive array management software, host software, and firmware
updates at no additional cost.

Audience

The information in this guide is intended for technology professionals interested in using Dell PS Series

storage in a Microsoft® Windows® environment. It is also intended for administrators that have or will be
deploying Symantec™ Backup Exec™ 2014 and are interested in using the VSS and offhost function with

Dell PS Series storage.

To learn more about Dell PS Series products and new releases being planned, visit Dell TechCenter at
http://en.community.dell.com/techcenter/storage/w/wiki/2660.equallogic-technical-content. This site
provides articles, demos, online discussions, technical documentation, and more details about the benefits
of the PS Series product family.

An updated list of SAN components that have been tested by Dell is available in the Dell Storage
Compatibility Matrix.

Current customers: You may not be running the latest versions of the tools and software listed above. If
you are under valid warranty or support agreements for your PS Series array, you are entitled to obtain
the latest updates and new releases as they become available.
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Introduction to Symantec Backup Exec 2014 and PS Series
storage

This document describes how to use Symantec Backup Exec 2014 for Windows Server® with Dell PS Series
storage arrays to back up and restore NTFS volumes, Microsoft Exchange® email, and Microsoft
SharePoint® data. The procedures use Microsoft Volume Shadow Copy Service (VSS), the Dell Host
Integration Tools (HIT) kit for Microsoft, and Symantec Backup Exec 2014 to create point-in-time copies
of data called shadow copies or snapshots.

Note: The HIT kit installs and configures several components, including the Remote Setup Wizard, VSS
and VDS Provider Services.

This report shows how to use the same products to offload backup and restore operations from the
remote host with transportable snapshots. Moving the backup from the remote host to the backup (media)
host increases backup performance and reduces backup windows while freeing remote host resources.

Note: PS Series arrays can be used with traditional VSS (non-offhost) backup operations and require no
special configuration.

Symantec Backup Exec 2014 for Windows Server provides comprehensive data protection for Windows,
and supports the following features:

e Support for VSS and hardware-based snapshots

¢ Advanced Open File Option (AOFO)

e Advanced Disk-based Backup Option (ADBO)

e Deduplication Option

o Automated data lifecycle management for disk-based storage

e Granular Recovery Technology (GRT) for Exchange 2013 and SharePoint 2013

¢ Integration with Microsoft Hyper-V® and VMware vSphere®, including physical-to-virtual
conversions

PS Series storage arrays are designed to deliver the benefits of consolidated storage in an intelligent iSCSI
storage area network (SAN) that provides highly-available and scalable storage to backup and recovery
servers and clients running Symantec Backup Exec. The iSCSI SAN, called a PS Series group, consists of
one or more arrays connected to an IP network. As your storage needs grow, simply add more arrays to
the group; capacity and performance increase linearly and on demand.
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Key features for a PS Series SAN include:

e Easy setup

e Redundant, hot-swappable hardware

e Highly scalable, virtualized storage

¢ Integrated, self-managing software

o Automatic RAID configuration and management
¢ High-end features like snapshots and replication
¢ Auto-Stat Disk Monitoring System

¢ Automatic data and network I/O load balancing

A PS Series volume is seen on the network as an iSCSI target and can be accessed by an iSCSI initiator
installed on a host. This storage can play two roles in backup operations:

e Store the application data that will be backed up.
For example, you can create volumes to store Exchange databases.
e Act as backup media (instead of tape) for storing the backed up data.
For example, you can create volumes to store the backup of an Exchange database.

With the HIT kit installed, a PS Series SAN can also:

e Serve as a VSS provider to Windows
e Serve as a VDS provider to Windows
e Support Microsoft Multipath 1/O
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Common backup and recovery configurations

Symantec Backup Exec 2014 can be used in a variety of backup and recovery configurations, including
LAN backup and recovery, SAN backup and recovery, backup and recovery media, backup to disk and
restore from disk operations, and backup to tape and restore from tape operations.

LAN backup and recovery: A centralized backup server (Backup Exec server) runs the backup software and
backs up other servers (backup clients) by using software agents. The data movement is over a LAN.

SAN backup and recovery: A centralized backup server (Backup Exec server) runs the backup software and
backs up other servers (backup clients) by using software agents. The data movement is over a SAN.

Although PS Series storage arrays can be used in a LAN backup and recovery configuration, the more likely
configuration is to use a PS Series SAN with Symantec Backup Exec 2014. Backing up using a SAN can
improve backup performance because all data movement is through the SAN. In addition, technologies
such as backup-to-disk and VSS off-host are best implemented using a SAN.

This Technical Report focuses on the SAN backup and recovery configuration in Figure 1. In the SAN
configuration described in this Technical Report, the backup server (Backup Exec server) runs the backup
software and schedules, and it runs the backup jobs. The backup clients run backup agent software
residing on the servers that run the applications (for example, Exchange, SharePoint or host file systems)
that you want to back up. In some cases, the backup server can also act as a backup client when backing
up its own data. All backed up data resides on a PS Series group including the disk backup media for
storing the backed up data.

Pyl Symantec Backup
Exec server

IP Network

Dell PS Series arrays

Figure 1 SAN backup and recovery configuration
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Backup and recovery media: Backup media refers to the device that stores backed up data. Backup media
can be fixed, such as disk, or removable, such as tape. Symantec Backup Exec 2014 supports backup to
tape, as well as backup to disk, and PS Series arrays are ideally suited for disk backup media.

Traditionally, tape has been the backup media of choice, because tapes can be easily transported to a
separate facility for storage, and retrieved in the event of a disaster. However, disk backup media is
becoming more commonplace because it improves backup performance, provides online recovery
capabilities, and supports the use of advanced operations such as snapshot-based backups.

Backup to disk and restore from disk operations: In a backup to disk scenario, not only is the data backed
up and stored in a volume on a PS Series group, another volume on a PS Series group serves as the backup
media to enable disk-based backups. This document describes how use the Backup Exec Storage
Provisioning Option (SPO) to configure a virtual disk mapped to a PS Series volume; a quick way to create
backup media on a PS Series group.

Environments using Windows Server and the HIT kit can use the Microsoft Volume Shadow Copy Service
(VSS) to create snapshots of application data that is used as the source of a backup.

It is important that when performing virtual disk backups that a copy of data is stored away from primary
data. This can be accomplished by maintaining tape backups stored at a remote location, or by replicating
data to a remote location.

Backup to tape and restore from tape operations: Data stored in a PS Series volume can be backed up
using any of the traditional disk-to-tape (D2T) backup methods. Simply follow the Symantec Backup Exec
recommended procedures for your environment.

You can also backup to tape using VSS, by following the instructions in the backup-to-disk sections of this
report and selecting tape for the backup device (backup media).
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VSS snapshots and backup

Snapshots (also called shadow copies) are point-in-time copies of data. A snapshot enables you to quickly
copy data at the disk volume level. This volume copy can then be used as the source for backup
operations. Snapshot creation does not disrupt access to the volume. The copy is created, typically in a
few seconds, and maintained in disk storage (for example, in a PS Series group), providing high
performance and low space utilization.

When using snapshots to backup data, the snapshot capability must be integrated with the backup
application, the applications and file systems to be backed up, and the storage devices. Historically, this
integration has required using custom scripts, which are difficult to create and maintain for proper
operation over time. These requirements have severely restricted the adoption of snapshot-based
backups.

Microsoft has a technology in Windows Server called Volume Shadow Copy Service (VSS). VSS provides a
framework for creating snapshots that integrates VSS-aware disk storage (for example, PS Series arrays),
applications (for example, Exchange or SharePoint), and operating system drivers, delivering a turn-key
backup solution to IT departments without the need for scripting.

There are three required components in the VSS framework as illustrated in Figure 2.

VSS writer (1): A business application (such as a database application, e-mail, or file system) that prepares
the application for snapshot creation or data restoration (for example, by flushing buffers, switching logs,
etc.). Hyper-V, NTFS, Exchange, SharePoint, and SQL are examples of VSS writers.

VSS requestor (2): Requests the creation of snapshots, typically for backup operations. Symantec Backup
Exec 2014 supports VSS and can be used as a VSS requestor.

VSS provider (3): The mechanism that actually creates and maintains the snapshot in the storage
hardware. For example, the HIT kit installs a VSS provider that can create snapshots in a PS Series group.
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VSS requestor o
Backup Exec

Microsoft Volume Shadow Copy Service

e VSS providers Dell VSS provider

PS Series group

Figure 2 VSS framework

1. VSS writer integrated with the application, which prepares the application for the backup or
restore operation.

2. VSS requestor is usually a backup application that requests the creation of shadow copies and
provides an interface for backing up and restoring data. Backup Exec functions as a requestor.

3. VSS provider is installed with HIT for Microsoft and interacts directly with the PS Series group.

This illustrates how to use the HIT kit for Windows (VSS provider) with Symantec Backup Exec 2014 (VSS
requester) to backup and restore Hyper-V, NTFS, Exchange, SQL, and SharePoint applications (VSS writers)
providing an end-to-end backup and restore solution.

A snapshot provides a stable copy of volume data for backups. There are three types of VSS snapshots:
Local software-based, Local hardware-based and Transportable (offhost) hardware-based.

Local software-based VSS snapshots: The backup application is responsible for creating and storing the
snapshot of a backup client volume. Then, the backup client mounts the snapshot, and the backup server
backs up the snapshot.
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12

Local hardware-based VSS snapshots: The backup application requests that the storage hardware create
and store the snapshot of a backup client volume. Then, the backup client mounts the snapshot, and the
backup server backs up the snapshot.

Local snapshot operations typically work as shown in Figure 3.

sl Exchange sl SharePoint Symantec Backup

Exec server

=Y File
server

IP Network iISCSI tape

library

] Dell PS Series arrays

Data )
volume Dell PS Series group
Data volume
snapshot

o Remote location

Figure 3 Local snapshot operations.

1. The backup application either creates and stores a snapshot of the backup client volume, or it
requests that the storage hardware (PS Series group) creates and stores the snapshot.

2. The backup client mounts the snapshot and the backup server backs up the snapshot.

3. The snapshot may be deleted after the backup is complete.
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Transportable (offhost) hardware-based VSS snapshots: The backup application requests that the storage
hardware create and store the snapshot of a backup client’s volume. Then, the backup server mounts the

snapshot and backs up the snapshot. This moves (offloads) backup processing from the backup client and
moves it to the backup server (offhost).

Transportable (offhost) snapshot operations typically work as shown in Figure 4.

pr—l £ xchange el SharePoint Symantec Backup

Exec server

IP Network iISCS| tape

library

] Dell PS Series arrays

Data )
volume Dell PS Series group
Data volume
o snapshot e

Remote location

Figure 4  VSS Transportable snapshot operations

1. The backup application requests that the storage hardware (PS Series group) create and store a
snapshot of the backup client volume.

2. The backup server mounts and backs up the snapshot.
3. The snapshot may be deleted after the backup is complete.
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3 Exchange backup levels
Symantec Backup Exec 2014 supports many levels of backup for Microsoft Exchange 2010 and 2013. Two
of the basics are:

¢ Individual databases network backup / database availability groups (DAG) network backup.
¢ Snapshot and offhost backups of DAG or individual database(s). The backup software gives you the
option of backing up each Exchange mailbox database or complete Information Store to backup

media.

Note: Each backup level has its advantages and disadvantages. This report focuses on leveraging the VSS
capabilities of Symantec Backup Exec 2014 with ADBO, using the offhost function in backing up the
Exchange Information Store and NTFS files.
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4 SharePoint backup levels

Symantec Backup Exec 2014 supports many levels of backup for Microsoft SharePoint 2010 and 2013. A
few of these are:

o Web applications and their associated databases

¢ Sites and subsites. Individual objects and their versions can be restored from full database backups

¢ Individual documents and any pictures that are contained in libraries

e Configuration databases that contain all of the configuration information for the entire SharePoint
Server farm. Use caution when you restore this database. Any changes that you make to the farm
topology before you restore from the backup are lost. The configuration database can be restored
only to its original location.

Note: Each backup level has its advantages and disadvantages. This report focuses on leveraging the VSS
capabilities of Symantec Backup Exec 2014 with GRT and enabled farm-level backups.
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Symantec application agents, and ADBO

Backup Exec 2014 includes agents for backing up a number of database applications, including Microsoft
Exchange, and SharePoint/SQL Server.

For transportable snapshots, Backup Exec 2014 supports the Advanced Disk-based Backup Option
(ADBO). ADBO allows offhost backup using PS Series arrays with Backup Exec 2014 for Windows Servers
on the Backup Exec server (also known as the backup server) that is doing the backup.

If you plan to back up Exchange or SharePoint/SQL Server using VSS, the relevant agents must be installed
on the Backup Exec server that is doing the backup, along with having a current version of the Agent for
Windows on the application server.

For more information on ADBO or the application agents, see the Syrmantec Backup Exec 2014
Administrator’s Guide.

Deploying Symantec Backup Exec 2014

The following sections describe how to backup and restore NTFS volumes, Exchange e-mail, and
SharePoint farm items using Symantec Backup Exec 2014, a PS Series group, and the HIT kit.

The procedures focus on the use of VSS and transportable snapshots. However, traditional backup and
recovery methods and vendor-specific backup techniques that do not support transportable snapshots
can also be used to back up the data residing on PS Series volumes.

See the Backup Exec 2014 documentation for application installation and configuration details. See the
PS Series QuickStart or Group Administration manual for information about setting up a group and
volumes. See the Auto-Snapshot Manager /nstallation and Administration manual for detailed
requirements and installation information. Also, appendix B has PS Series storage and Host Integration
Tools step-by-step instructions.

Basic steps
This section provides an overview of the basic steps for backup and recovery operations using a PS Series
iISCSI SAN. Refer to the specified sections for detailed information.

1. Setup the PS Series group and create the following volumes:

- Backup client volumes that will contain the application data to be backed up for each
volume, create one or more access control records that allow the backup client access to
the volumes. Be sure to reserve snapshot space for each client volume. In addition, for each
volume, create one or more access control records that allow the backup server snapshot
only access to the volumes.

- One or more backup volumes for the disk backup media for each volume, create one or
more access control records that allow the backup server access to the volumes.
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See PS Series group requirements in this document for more information.

If your SAN is composed of multiple PS Series arrays, consider creating multiple pools of storage
and segregating application data storage from backup data storage. See the PS Series Firmware
Group Administration manual for more information.

For more information on Dell Host Integration Tools for Microsoft, please refer to the Dell
Equallogic Host Integration Tools/Microsoft Edition - Installation and User's Guide — Version 4.7.1
and the Dell Equallogic Host Integration Tools for Microsoft Windows — Release Notes — Version
4.7.1 at eqlsupport.dell.com (requires login).

Log in, or click Create Account to request a new support account.

Properly configure the SAN network for best performance. See the document, Windows Server
2012 NIC Optimization and Best Practices with Equallogic SAN, for more information.

2. Ensure that the backup server (Backup Exec server) and backup clients (remote servers) meet the
requirements described in “Backup server requirements” in this document.

a. On the backup server, install Windows Server 2012 or later along with the required hot fixes
and service packs, and an iSCSI initiator if required. You can use an available hardware iSCSI
initiator, or the OS software initiator. Use the HIT kit to install Remote Setup Wizard, VSS and
VDS Provider Services on the backup server, configure the server to detect storage group
targets, and install the PS Series MPIO Device Specific Module.

Configure one or more virtual disks for disk backup media. Optionally, you can create a
storage device pool for disk backup media. Create persistent connections to the backup
volumes for the disk backup media. Initialize the volumes, align disk sectors, and format the
new disks. Ensure that the backup server can access the VSS control volume. Then install the
Symantec Backup Exec software and the Symantec application-specific agents.

On each backup client, install Windows Server 2012 or later, the required hot fixes and service
packs. Persistently connect to the backup client volumes. Also from the Backup Server create
persistent snapshot-only connections to the volumes to be backed up (allows Backup Exec
server access to application volumes).

b. Initialize the volumes, and format the new disks. Install the HIT kit on the backup client. Ensure
that the backup client can access the VSS control volume. Install the applications (for example,
SharePoint or Exchange) and configure the applications to use the new disks.

3. Perform these tasks on the backup server:

a. Launch the Symantec Backup Exec Administration Console.

b. Create one or more virtual disks for disk backup media. Optionally, you can create storage
device pools for disk backup media.

c. Install the Symantec Backup Exec Remote Agent for Windows Servers from the backup server
to any clients where you will back up NTFS volumes or application data.
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PS Series group requirements

PS Series group requirements are as follows:
e One or more backup client volumes that will contain the data to be backed up

Be sure to reserve snapshot space for each volume. For each backup client volume, create one or
more access control records to allow the backup client access to the volume. If you will be
creating transportable snapshots, you must also create one or more access control records to
allow the backup server snapshot-only access to these volumes.

Before creating volumes, be sure to fully understand the individual application requirements (for
example, e-mail, database, or file system), so you can allocate a sufficient amount of storage space to
each volume. Note that volumes can be expanded easily online.

e One or more backup volumes for the disk backup media. (Not required if you are only backing up to
tape.) The volume size depends on the frequency and amount of data to be backed up. /

Also, for each backup volume, create one or more access control records that will allow the
backup server access to the volume.

e VSS control volume. The Host Integration Tools for Windows automatically creates this volume.

Note: Dell PS Series Storage and Host tools step by step instructions are in appendix B.

See the PS Series Quick Start or the Group Administration manual for information about creating a group,
volumes, and access control records.

See the Host Integration Tools for Microsoft Windows User Guide and Release Notes manual for
installation information and additional requirements.

In addition, it is recommended that you consult the Network Connection and Performance Guidelines on
eglsupport.dell.com (requires login) for information about how to improve network performance when
using a PS Series SAN.

Backup server requirements

There are two types of servers involved in backup and recovery operations: Backup server and Backup
client.

Backup server (Symantec uses the term Backup Exec server): The backup server schedules, catalogs, and
runs the backup and restore jobs.

Backup client (Symantec uses the term remote server): A backup client hosts the file system and
application data (for example, NTFS file system or Exchange or SharePoint data) that you want to back up
and, through software agent, provides the backup server with access to the data.
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Note: The backup server can also act as a backup client when backing up its own data.

See the Symantec Backup Exec 2014 documentation for detailed information about backup server and
backup client hardware and software requirements.

For this paper, the backup server (Backup Exec server) requires the following:

o Microsoft Windows Server 2012 with latest Hotfixes and subsequent service packs

e Symantec Backup Exec 2014 R2 for Windows Servers (or later) and the latest Hotfixes

e Symantec Backup Exec Advanced Open File Option (AOFO)

e Symantec Backup Exec Advanced Disk-based Backup Option (ADBO)

e Symantec Backup Exec Granular Recovery Technology (GRT)

e Symantec Backup Exec Microsoft Exchange Agent

e Symantec Backup Exec Microsoft SharePoint Agent

¢ Microsoft Exchange Management Tools for Microsoft Exchange Server (in order to detect Exchange
servers through the Backup Exec Data Discovery feature supporting checksum and GRT)

o Microsoft iSCSI Software Initiator included with Windows 2008 or later and turned on as part of the
Host Integration Tools for Windows installation

e Host Integration Tools for Windows Version 4.7.1 or later (VSS provider). Use the Host Integration
Tools kit to install Remote Setup Wizard, VSS and VDS Provider Services on the server, configure the
server to detect storage group targets, and install PS Series MPIO Device Specific Module

Note: All client servers must be running the same version of Host Integration Tools for Windows as the
backup server.

e For each backup volume for disk backup media:

- Persistently connect the server to the volume (Figure 5)

- If you want to use multipath /O, set up redundant paths between servers and storage. See
the PS Series Multipath I/O DSM for Windows /nstallation and Administration manual for
information (Figure 5)

- Initialize and format the new disk (Figure 5)

- Point the backup application to use the new volume for a backup virtual disk, as described in
Creating disk backup media (Figure 8)

- VSS control volume. The Host Integration Tools for Windows automatically creates this
volume.

o Consult the Network Connection Guidelines at eqlsupport.dell.com (requires login) for information
about improving network performance between PS Series storage arrays and servers.
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o [ ]

VA G Ao o
For configuration of devices associated with a target, select
the target and then click Devices,

Figure 6  Set up redundant paths between server and storage
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= DISKS

(=) Al disks | 6 total TASKS w
Servers
Volumes Filter ol - - )
Storage Pools Number Virtual Disk ~ Status Capacity Unallocated  Partition Read Only  Clustered Subsystem  Bus Type
Shares 4 BUExecl4 (b)
i5Cs| 3 BUmedia2  Online 750GE 0008 GPT tekmktlab-... iSCSI
4 Offline 400KB  400KB Unknown i5Csl
2 BUmedia Online 250GE 0008 GPT tekmktlab-... iSCSI
0 Online 500GE  000B MER ATA
1 BEUmedia3  Online 350GE 0008 GPT tekmktlab-... iSCSI
BUmediad  Online New Valume...
Bring Online
<] n ) >
Take Offline
Last refreshed on 3/23/2015 1:13:02 PM _
Initialize
Reset Disk
Figure 7 Initialize and format the new disk

Confirm selections

Before You Begin
server and Disk

Size

File System Settings

Drive Letter or Folder

Confirm that the following are the correct settings, and then click Create.

WOLUME LOCATION
Server:

Subsystem:

Virtual disk:

Disk:

Free space:

WOLUME PROPERTIES
Volume size:
Drive letter or folder:

Volume label:

FILE SYSTEM SETTINGS
File system:
Short file name creation:

Allocation unit size:

BUExec14
tekmktlab-10Gb
BEUrmnediad

Disk 5

200 GE

200 GE
R
BUrnediad

NTFS
Disabled
640 KB

(Previous” Mext » | | Create || Cancel

Figure 8

New volume
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5.5 Backup client requirements

Each backup client (or remote server) requires the following:

o Microsoft Windows Server 2012 with latest Hotfix and service pack

¢ Microsoft Exchange Server 2013 with latest Hotfix and service pack (only for Exchange install)

¢ Microsoft SharePoint Server 2013 with latest Hotfix and service pack (only for SharePoint install)

e Microsoft SQL Server 2012 with latest Hotfix and service pack (only for SQL install). Symantec
Backup Exec Advanced Open File Option (lets you use snapshot technology to capture any files that
are open when a backup runs)

e Symantec Backup Exec Remote Agent for Window Servers

e Symantec Backup Exec Advanced Disk-based Backup Option (ADBO)

e Symantec Backup Exec Granular Recovery Technology (GRT)

e Host Integration Tools for Windows Version 4.7.1 or later (VSS provider). Use the HIT kit to install
Remote Setup Wizard, VSS and VDS Provider Services on the server, configure the server to detect
storage group targets, and install the PS Series MPIO Device Specific Module.

e For each client volume that will be backed up:

- Persistently connect the server to the volume.

- Persistently connect (snap shot only) the backup server to the volume.

- If you want to use multipath /O, set up redundant paths between servers and storage. See
the EquallLogic Multipath 1/O DSM for Windows /nstallation and Administration manual for
information.

- Initialize the volume.

- Format the new disk.

- Point the client application to use the new disk.

- VSS control volume. The Host Integration Tools for Windows automatically creates this
volume.

Consult the Network Connection Guidelines at eqlsupport.dell.com (requires login) for information about
improving network performance between PS Series storage arrays and servers.

See the Symantec Backup Exec documentation for more information on backup server and backup client
hardware and software requirements, including the requirements for VSS. As application data grows and
storage capacity needs increase, the environment must accommodate changes without affecting users.
Storage used in an Exchange Server environment must be highly scalable to accommodate not only
growing numbers of users, but also the ever-growing amount of data each user needs to store.

Modular PS Series storage arrays provide easy, online scalability.
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6 Launching the Backup Administration Console

The Symantec Backup Administration Console is run on the backup server and is used to identify backup
devices, configure backup and restore jobs, monitor job progress, and restore data.

To launch the Administration Console on the backup server, click: Start > Backup Exec 2014, or right-click
and add shortcut to task bar, then click shortcut.

The Backup Exec Administration Console appears (Figure 9). You can deploy remote agents, create
devices pools, create media sets, create backup and restore jobs, and monitor jobs.

You can also use the Backup Exec Button to install Backup Exec software on the backup clients. For
example, after clicking the Backup Exec Button, click Installation and Licensing, then click Install agents
and Backup Exec servers on other servers. Refer to the Backup Exec 2014 for Windows Servers
Administrators Guide for instructions on installing the correct Agent for your specific environment.

\ Symantec Backup Exec™ 2014

Tabs

23
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rvare LE APPISP13.HVEXCH.CO! acked up = 5 e e e e 122015 Y
: X X Backed LT 1] 3/6/2015 1.
;5 BUExec14.HVEXCH.COM acked up % Vo To We Th W 3/6/2015 1.0
I . ¥ Backed LT L T 1 3n220081
q! DAGOT.HVEXCH.COM acked up T T T 20
g X X K I LT 1T 211672 =
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J" DAGOT.HVEXCH.COM Catalogs availabl e e e
W
Details for DAGO1.HVEXCH.COM yoro
i Backup Source « Backup Selection Backup Stat
mmlls ne > ql « [ Microsoft Information Store None
Da it & Mo Full Backed up
Microsoft Windows & mos2 Full Backed up
computer & mos3 Full Backed up
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Figure 9 Backup Exec administration console
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/ Creating disk backup media

To perform a disk-to-disk backup or a disk-to-disk-to-tape backup, you must configure the backup
volumes you set up in PS Series group requirements as disk backup media.

Backup Exec allows you to backup data to a virtual disk which maps to a PS Series volume. Alternately, you
can set up a device pool, which is a group of storage devices (for example, virtual disks) that can be used
as disk backup media.

To create disk backup media, follow these steps on the backup server:

1. Be sure the backup server meets the requirements and recommendations in sections 5.4, “Backup
server requirements,” and 5.5, “Backup client requirements.”

2. Inthe Backup Exec tabs, click Storage. Backup Exec should display the new volume (New virtual
disk) as a virtual disk that is available for configuration but has not yet been configured and will
display the icon with a question mark. If the New volume is not displayed, press [F5] or right-click
the screen and select refresh. Right-click the new, not-configured disk and select Configure
Virtual Disk. (Figure 10), Backup Exec will run through the process of configuring the disk. When it
is complete, the icon will change and the status will change to online.

=} Symantec Backup Exec™ 2014 \;Ii-
| - < 9

Backup and Restore  Job Monitor Storage Reports

| standard | - Pause = ) =
_|Compact Y‘Y st Disable = /i el 15_/ 5 @ = H
Sortand Offline Configure Troubleshoot Delete entory Inventory and Blink U < Configure Restore
Filter = Storage - Cata o Wirtual Disk
Views State Configure Storage Operations Storage Array Operations | Media Operations
All Storage Virtual disk 0004 details W
.-
MName State Storage Type Active Alerts Storage Trending Capacity
- @ Storage array 0001 Online Storage array
Z;:E Deduplication disk storage 0001 Online Deduplicatio... Nat enough statistical infor... ZEZMBlEe
’ﬂ Virtual disk 0002 Online Virtual disk Nat enough statistical infor... 87 GB used
= 'ﬂ Virtual disk 0003 Online Virtual disk Nat enough statistical infor... 137 MB use
@_ﬂ Virtual disk 0004 Not configured Virtual disk Nat enough statistical infor... 200
‘Configure Storage

Pause

Disable

Backup Exec Diagnostics

< Configure Virtual Disk

Connigure a virtual disk on a storage array for use with Backup Exec.

Unblink

Details

Copy Ctri+C

Figure 10  New virtual disk
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After you create and configure a virtual disk, it will appear online under the Storage Tab. Repeat
this step as needed to create another virtual disk from another backup volume you created.

3. To create an optional storage device pool, under the Storage tab, click Configure Storage.
4. The type of storage dialog box (Figure 11) appears. Select Storage Pools. Then click Next. The type
of pool will be displayed. Select Storage device pool, then click Next (Figure 12).

Which type of storage do you want to configure?

Disk-based storage
Local or remate disk storage, disk cartridge devices, deduplication disk storage, storage arrays, virtual disks, and
legacy backup-to disk folders may be available to configure.

& Network storage

OpenStorage devices, NDMP servers, and remote media agents for Linux may be available to configure,
W=y lape storage

Installing tape drivers, replacing or adding hot-swappable storage devices, configuring robotic library partitions,
and configuring barcode rules are tasks that may be available.

Storage pools
Storage device pools and Backup Exec server pools may be available to configure,

‘What are the different types of storage?

Figure 11  Type of storage

Which type of pool do you want to configure?

Eg Storage device pool

A group of similar types of storage that you can send backup jobs to.

‘What are the different types of pools?

Figure 12 Type of pool
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5. Enter a name and description to use for the storage device pool. Figure 13 shows a storage device
pool named storage device pool 0001. Click Next.

What name and description do you want to use for the storage device
pool?

Mame: ‘ Storage device pool 0001

Description:

Figure 13  Storage pool name

6. Enter the type of storage device to create. Select Disk storage and click Next (Figure 14).

What type of storage device pool do you want to create?

Storage device poal type: ‘ ! Disk storage

Figure 14 Type of storage device pool
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7. Choose the storage device(s) to add to the storage device pool, then click Next (Figure 15).

Which storage devices do you want to add to this storage device pool?

| Virtual disk 0002 (BUEXECT4)

2 Virtual disk 0003 (BUEXECT4)

L2 Virtual disk 0004 (BUEXECT4)

<Back || Next> || Cancel

Figure 15 Add devices

8. The Storage configuration summary is displayed (Figure 16). Review then click Finish.

Storage configuration summary

Storage category
Storage pools

Storage type
Storage device pool

Name and description for the storage device pool
Mame: Storage device pool 0001
Description:

Type of storage device pool
Storage device pool type: Disk storage

Storage devices added to the storage device pool
Wirtual disk 0003

Wirtual disk 0004

Figure 16  Storage configuration summary
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9. When you are returned to Storage, All Storage, a new All Storage Pools group is displayed with the
new Storage device pool 0001 listed (Figure 17).

=] Sy

M = b o

Home Backup and Restore  Job I'\En'rtor Storage

|E Standard | Pause e £ 5 v
| Compact ool Disable == 4 &%
Sort and Offline Configure Troubleshoot Delete
Filter = Storage
Views State Configure
Marmne State
~ WE=2 Storage array 0001 Online
;:.Efli Deduplication disk storage 0001 Cnline
L2\ Virtual disk 0002 Online
L2\ Virtual disk 0003 Online
L4 Virtual disk 0004 Online

<. All Storage Pools
- g‘g A group of similar types of devices that enables load-balancing

of Backup Exec jobs.

é Any disk storage
"l% Any virtual disk storage

é Storage device pool 0001

Figure 17  Storage device pool 0001
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Creating an off-host backup job for NTFS volume(s)

To back up an NTFS volume to disk using VSS, follow these steps on the backup server:

1. Inthe Backup Exec tool bar, click the Backup and Restore tab, and then in the selection pane,
right click the server to backup and choose Backup to Disk (Figure 18).

Note: If this volume(s) is on a virtual machine, Backup Exec presents a warning that the recommended
method for backing up a virtual machine is to select it from the virtual host view in order to use GRT.
However, if you are backing up application data such as Exchange or SharePoint on iSCSI in the guest
volumes, then you can safely ignore that warning. All data in this paper is stored on Dell PS Series arrays
and presented as iSCSI volume(s) to the respective virtual machine(s). In this case, GRT will work with the
volumes as noted in this paper.

& i m S
4 Home EENEOERLISl lobMonitor Storage Reports
|istandard | AL - g = B = — {i‘ = Q‘ ~
| Compact YAV W 'C! ) T =] - - E :iE A i ",
Sort and Groups | Backup COne-Time Backup | Restore Create Disaster |~ Convertto | Add  Remove Update Hold Job
Filter ~ - - Backup~ Calendar Recovery Disk | Virtual Queue
Views Backups Restores Conversions ' Servers and Virtual Hosts Jobs Credentials
_ Server Active Alerts Status = Last 7 Days of Backup Jobs Last Backup Mext Backup
Groups —————
EQLDCO1.HVEXCH.COM Never backed up CT T T 1T T 173
N Fr Sa Su Mo Tu We Th
g All Servers
Ry Al servers 3na apalic EQLEXCAS.HVEXCH.COM Never backed up
T2 servers Fr Sa Su Mo Tu We Th
. Retired Servers SQL1SP13.HVEXCH.COM Never backed up CT T T T T 1]
&g Servers n this group. Fr Sa Su Mo Tu We Th
Qsenvers WFESP13.H!
Backup 4 Back Up to Deduplication Disk Storage
‘J‘E 10.124.5.28 Edit Backups Back Up to Deduplication Disk Storage and then Convert to Virtual Machine
Back Up to Deduplication Disk Storage and Simultaneously Convert to Virtual Machine
APPISP13) Hold Job Queue P p! g ly
Run Next Backup Nos Back Up to isk
BUExeci4.H Back Up to Disk and then Convert to Virtual Machine
Restore
L Back Up to Disk and Simultaneously Convert to Virtual Machine
£ DAGO1.HY! Searc
2 Create a Synthetic Backup
m Point In T
EQLEXMB1. Create a New Backup Using the Settings from an Existing Backup.

Figure 18  Backup job properties - selecting an NTFS file system

2. Specify the file system to back up. Under Backup Definition Properties in the left-most panel, to
the right of Test/Edit Credentials, click Edit (Figure 19). The Backup Selections window appears
(Figure 20). To backup data on any backup client that is running an agent, expand Resources and
then expand a client to display all available remote objects. Select the NTFS objects to back up,
then click OK.
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Name: WFESP13.HVEXCH.COM Backup 00025

Partially selected (~) 5 Full ®
=& Job name: WFESP13.HVEXCH.COM Backup
PE— ® 00025-Full
gc ﬁ Schedule: Unscheduled
B System State
gt Microsoft SharePaint Resources Storage:  Starage device poel 0001
Keep for: 2 Weeks
| Test/Edit Credentials || Edit | AddStage v || Edit |

[ o

Figure 19 Backup Definition Properties — device and media

| | Cancel | }

4 WFESP13.HVEXCH.COM Backup 00027 WFESP13.HVEXCH.COM Simplified Disaster Recovery: OFF (2) %
WFESP13.HVEXCH.COM | ["Srowse | Selection Details |

- WFESP13.HVEXCH.COM | Name Size Type Modified Tim

P = [ desktop.ini 84 Bytes 3/26/2015 &

- G [ exch2013 prere... 208 KB 6/13/2013 1

v []IC2 $SRECYCLERIN [] exch2013 prere.. 160 KB 61272013 €

» (11D Data [ Exchange Server... 188 Bytes 1/15/2014°6

[0 Documents [ link_1.60 87 Bytes 9/17/2013 7

» [J D Microsoft Office Se | 7] [ Move Active Ma... 181 Bytes 8/26/2013 1

» [J O system Volume Infi (4] [ prereq linktxt 624 Bytes 6/14/2013

r5vss [ Product Activati.. 152 KB 1/25/2013 2

> LI & system State [l registerwsswrite.. 572 Bytes 9/6/2013 11!

P[] 8 Microsoft Shareoint & [ rename dbtxt 889 Bytes 8/7/2013 12

[ Restore-Mailbox... 514 Bytes 9742013 15

[ Restore-Mailbox... 529 Bytes. 10/1/2013 1

[ Restore-Mailbox.. 100 Bytes 6/24/2010 2

[7 sel Signed Cert... 626 Bytes 6/14/2013 ¢

O setup Exch.txt 376 Bytes 10/7/20121
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[ sp tips.axt 120 Bytes 742372013 €
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Figure 20 Backup Selections window
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3. On the Backup Definition Properties page in the right-most panel, click Edit (Figure 19). This job
used a full backup job; select Create without schedule in the Full job template, and click the x
beside the Incremental job template to delete it (Figure 21). Specify the backup storage for the
objects you selected in step 2. In the left-most panel of the Backup Options window, select
Storage, then click on the down arrow beside Storage in the center panel and select Virtual disk
0002 or any Storage device pool or virtual disk (Figure 22).

Schedule

Storage

Metwork

Matification

Test Run

Verify

Advanced Open Filz
Advanced Disk-based Backup
Security

Pre/Post Commands

Files and Folders

Exclusions

Figure 21

Schedule

Storage

MNetwaork
Motification

Test Run

Werify

Advanced Open File
Advanced Disk-based Backup
Security

Pre/Post Commands
Files and Folders

-

Gt
& [t )

| e Backup Exec uses the default backup job settings to create new backup jobs. You can change the settings as needed.

A

-

Job template name:  Full

Type @ name that describes this job template. The name is used o create the defuutt job name.

Job name: WFESP13.HVEXCH.COM Backup 00027-Full

Schedule: @) Recurrence:|Every 1 week on (Friday) at 11:00 PM -

) Run now with no recurring schedule

@ Create without a schedule

[] Submit job on hold
\

-

Tiype @ nome that describes this job template. The name is used to create the defautt job name.

Select Full job and delete Incremental

@ Job template name: Incremental .

| >

g
-
@ Options for all backup jobs in this backup definition:

AN

p
Full

Storage: &5 Any disk storage (0 devices are in this pool)
Storage Pools
Keep for: @ Any disk storage (0 devices are in this poal)

. =5 Any virtual disk storage (3 devices are in this pool)
Compression: EE Storage device pool 0001 (2 devices are in this poal)
Encryption type: B.l..lEXECI"

5 Deduplication disk storage 0001 (202 GB free)
— = Storage array 0001

Virtual disk 0002 (663 GB free)

= Virtual disk 0003 (350 GB free)

2 Virtual disk 0004 (200 GB free)

Figure 22  Backup Storage
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4. To create transportable snapshots, use the Advanced Disk-based Backup option in the left-most
panel of the Backup Options window. The Backup Options — Advanced Disk-based Backup
window (Figure 23) appears. Select Use offhost backup to move backup processing from remote
computer to Backup Exec server. It is recommended to select Fail the backup job if selections do
not support offhost backups.

Schedule
Storage
Netweork
Motification
Test Run
Verify

Advanced QOpen File
Advanced Disk-based Backup

Security

Pre/Post Commands

Files and Folders

Figure 23

Backup Options

B

~ ¢ Advanced Disk-based Backup options

Use offhost backup to move backup processing from the remote computer to the Backup Exec server

If any of the backup selections do not support offhost backup:
© Continue the backup job without using offhost backup

@ Fail the backup job

[C] Process logical volumes for offhost backup one at a time

Backup Options — Advanced Disk-based Backup

Note: For more on transportable snapshots, see “About the Offhost Backup Feature” section in the
Symantec Backup Exec 2014 Administrator’s Guide.

For transportable snapshots, in the left-most panel of the Backup Options window, select Advanced Open
File. The Backup Options — Advanced Open File options window shown in Figure 24 appears. It is okay to
leave the default Snapshot provider at Automatic, Backup Exec has always correctly picked the PS Series
hardware provider. You can also choose a hardware provider as shown in Figure 24. Click OK when done
and then OK again to finish. This will appear in the Jobs list under the Job Monitor tab.

=]

Schedule
Storage
Metwaork
Matification
Test Run

Werify

Advanced Open File
Advanced Disk-based Backup

Security

Pre/Post Commands

Files and Folders

Figure 24

Backup Options

_I:I.

[, Advanced Open File options

~ Snapshot

Use snapshot technology

| 6 The snapshot settings apply to all backup selections, including file system and application selections.

Snapshot provider: | Automatic - Allow VSS to select the snapshot provider

Automatic - Allow V5SS to select the snapshot provider
System - Use Microsoft Software Shadow Copy Provider
[T] Enable checkpol Hardware - Use technology provided by hardware manufacturer

Process logical

Backup job properties — Advanced Open File options
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5. To start the backup job immediately from the Job Monitor > Jobs section, right click the job and
select Run Now.

Alternately, you can schedule the job, from the Job Monitor > Jobs section, right click the job and
select Edit. In the Backup Definition Properties page in the right-most panel, click Edit. In the left-
most panel of the Backup Options window, select Schedule, in the center panel select Schedule
and then click the down arrow beside Storage and the schedule dialog box shown in Figure 25

appears.
=} Backup Options - | =
Schedule -
Storage s :,;J Job template name:  Full
NEtWDrk _ Pe a nome that descrebes "..-'_.;. template. The name is used to create the defau 1 job name.
Motification
lob name: WFESP13.HVEXCH.COM Backup 00026-Full
Test Run
Werify Schedule: @ Recurrence: [Everv 1 week on (Friday) at 11:00 PM A]

Advanced Open File

~Recurrence Pattern 5
Advanced Disk-based Backup

) Hours | Every|[1 [ week on:

Security
Pre/Post Commands © Days [ Sunday  [JMonday [T Tuesday
Files and Folders @ Weeks [] Thursday Friday [] Saturda
©) Months at: 11:00 PM
) Starting on: 3/30/2015 |
) Years

View all scheduled jobs on a calendar to check for cc

[C] Run initial full backup now in addition to the selec
< n >

-~ Ontions ~ e

Figure 25  Backup Job Properties — Schedule

6. Select your Recurrence Pattern where you can set backup schedule options. Click OK, then OK
again to create and activate the schedule.
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7. Monitor the backup job. You can monitor both running and scheduled jobs. In the Backup Exec
tool bar, click the Job Monitor tab. The Backup Job Monitoring and Status window (Figure 26)

appears.
2 Symantec Backup Exec™ 2014 == -
i b
A EL:| fad T [ 5]
= Home ELATVERGIESGIGE ok Monitor Storage Reports
[FIstandard | Y [Fimee|| m % w
i 7 v
JCompact A Eolim =4 b b & =] &
Sort and Backup e Ru e ew Job cate
Filter = Calendar job H Histo .
Views Backups Restores Jobs Job History
Jobs - T tem
Mame = Server Storage Job Type State Job Status Byte Count Start Time Schedule
% WFESP13.HVEXCH.COM Backup 00031 — . oo Every 1 week on
> L Full backup WFESP13.HVE... &8 Virtual disk 0002 Backup Scheduled OS(hEduled 4/3/2015 11:00:00 PM (Friday) at 11:00 PM
< [ >
Job Histories - 53 ltems

Mame Server Storage JobType  lob Status Perce... Start Time End Time Elapsed Time Byte Count  Job Rate Error... Dedup.. Selections ~

% WFESP13.HVEXCH.C... . 3/30/2015 3/30/2015 - ; .

L_{j WFESP13 HVEXCH.COM Virtual disk 0002 Backup %Suc:esslu\ 100% 933:07 AM 93330 AM 00:00:23 13.6 KB 0.00 ME/min WWFESP13.HVEXCH.C| -

Figure 26  Job Monitor

8. To get the status of jobs, right-click a job in the Job History panel and then select view job log.
Click the Job History tab (Figure 27) and then click Expand All, scroll down to review history of the
selected job. Click the Job Log tab and then click Expand All, scroll down and locate the server
name and ensure that the job is using the Microsoft Shadow Copy Service and the PS Series VSS

provider (Figure 28).

Job Log I;Ii-

i
Hé ﬁ 5 of 3 job logs
Job History | Job Log
Job History for WFESP13.HVEXCH.COM Backup 00026-Full ~
[ Expand il || coliapse Al
WFESP13.HVEXCH.COM Backup 00026-Full
Job name : WFESF13.HVEXCH.COM Backup 00026-Full
Jok type : Backup
Job status : Successful
Job leg : C:\Program Files\Symantec\Backup Exec’Data\BEX BUEKEC14 0015Z.xml
Server name : BUEXEC14
Device name : Virtual disk 0002
Target name : Virtual disk 0002
Media set name : Internal Disk Images
211 Media Used
BZD000072
Lv
seveds || Pint || Fnd ]

Figure 27 Job History
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Backup Exec server is running Backup Exec version 14.1.1786.1103 with SP-2 HF-227745.

Agent for Windows(WFESP13.HVEXCH.COM) is running Backup Exec version 14.1.1786.1103 with
SPp-2 HF-227745.

ADBO: The Advanced Disk-based Backup Option was selected for this job. Data is being backed
up using offhost backup.

ADBO: Offhost backup started for resource: "™\WWFESP13.HVEXCH.COM\G:". Microsoft Volume
Shadow Copy Service (VSS) used for snapshot.

The snapshot technology used by WSS for volume G: - Dell EqualLogic VSS HW Provider (WVersion
4.7.1).

ADBO: Offhost backup import of volumes to the Backup Exec server is finished.

ADBO: Offhost backup metadata collected successfully.

Network control connection is established between 127.0.0.1:62283 «--> 127.0.0.1:10000
Network data connection is established between 127.0.0.1:62350 <--> 127.0.0.1:62349

E| Set Information - \\?\Volume{02c6d8de-d6b2-11e4-93fe-00155d0cl1d28}

Figure 28 Job Log — Symantec ADBO with VSS and Auto-Snapshot Manager
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Creating an off-host backup job for Microsoft Exchange
2013

Follow Microsoft Exchange Server 2013 installation instructions to install the application and configure it
to use the PS Series volumes that will be backed up. For more information, see the document, Deploying
Microsoft Exchange Server 2013 with Dell Equallogic PS Series Arrays.

Before proceeding with this section, read “Snapshot and offhost backups with the Exchange Agent” in the
Symantec Backup Exec 2014 Administrator’s Guide.

Note: Review the section, Creating an Off-Host Backup Job for NTFS Volume(s) in this paper for
navigation steps required when working with backup definitions.

Follow the steps below on the backup server to back up Exchange using the Advanced Disk-based Backup
Option (ADBO) offhost:

1. Inthe Backup Exec toolbar, click the Backup and Restore tab, and in the Selection pane, right-
click the server to backup and choose Backup to Disk.

2. Specify the Exchange data that you want to back up. Under Backup Definition Properties in the
left-most panel and to the right of Test/Edit Credentials, click Edit (Figure 29).

a Symantec Backup Exec™ 2014 - o] x
<K " @ Backup Definition Properties -2
& i - 4 2 a
4 (Tl Backup 2nd Restore [l L
‘m‘ Y N - ﬂ m P, Name: DAGO1.HVEXCH.COM Backup 00032
anca | R 1
TiCompact & L] R O = &R %ol Description:
Sortand e-Ti 2

Groups | Backup OneTime Edit  Backup | Restol
- - Backup~ Calendar

Filter = ckups

& DAGOL | % Backup
Server DAGO1.HVEXCH.COM %
|| Server DAGOTHVEXCHCOM ® )
Fully selected - Full 5 =
( Wicrosoft Information Store
& Job name: | DAGOTHVEXCH.COM Backup 00032-
. AllServers Ful
RN Al zervers and 2ppic QLEXCAS HVEXCH.COM Nev
12ssmvers Scheduler  Every 1 week on (Friday) at 11:00 P11
; Retired Servers L1P13.HVEXCH.COM Nev
Servers inhis group. Storage:  Any disk storage
0seruers =
E 10124528 Back Keepfor: 2 Wiecks
£ APPISP13HVEXCH.COM Back] |:> & Incremental
Exec14.HVEXCH.COM Back| Job name:  DAGOTHVEXCH.COM Bckup 00032-
= Incrementa
’qg DAGO1.HVEXCH.COM Back|
Schedule:
SE EQLEXMB1.HVEXCH.COM Back|
" Back|
1 spizFam ac Storage: sy i storzoe
Keepor: 1Wieck
Details for DAGO1.HVEXCH.COM cepor: 1S oo
= Backup Source = Test/Edit Credentials Edit Add Stage ~.
E ~ [® Microsoft Information Store
& Mpe1
Wicrosoft Windows % MeB2
computer MDB3

Figure 29 Specify the Exchange data
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In the Backup Selections window (Figure 30), under the Exchange DAGO1, expand Microsoft
Information Store, select the database(s) you want to back up, then click OK.

Backup Selections [= [= [

4 DAGO1.HVEXCH.COM Backup 00032 DAGO1.HVEXCH.COM

B DAGO1.HVEXCH.COM

Browse | Selection Details

- B DAGO1.HVEXCH.COM MName =
- z B Microsaft Information B Microsoft Information Store
{E] MDE1
& MDB2
v [] {1 MDB2
v [] & mDE4

Figure 30  Backup Selections — selecting Exchange database(s)

On the Backup Definition Properties page in the right-most panel and to the right of Add Stage,
click Edit (Figure 29).

For this example job, use a full backup job. Select create without schedule in the Full job template
under Schedule and click the x next to the Incremental job template to delete it.

Specify the backup storage for the objects selected in step 2. In the left-most panel of the Backup
Options window, select Storage, click the down arrow next to Storage in the center panel, and
select Virtual disk 0002 or any available Storage device pool or virtual disk.

To create transportable snapshots, use the ADBO. In the left-most panel of the Backup Options

window, select Advanced Disk-based Backup. The Backup Options > Advanced Disk-based
Backup options window appears.

8. Select Use offhost backup to move backup processing from remote computer to Backup Exec

server. It is recommended to select Fail the backup job if selections do not support offhost
backups (Figure 31).

= Backup Options == -

Schedule

(- Advanced Disk-based Backup aptions
Storage —
Network Use offhost backup to move backup processing from the remote computer to the Backup Exec server

Maotification If any of the backup selections do not support offhost backup:
Test Run ) Continue the backup job without using offhost backup
Verify @ Fail the backup job

Advanced Open File [T Process logical volumes for offhost backup one at a time
Advanced Disk-based Backup
Security

Pre/Post Commands

Files and Folders

Figure 31  Advanced Disk-based Backup options

Note: For more information on transportable snapshots, see the section, “About the Offhost
Backup Feature” in the Symantec Backup Exec 2014 Administrator’s Guide.

For transportable snapshots, in the left-most panel of the Backup Options window, select

Advanced Open File. The Backup Options > Advanced Open File options window appears. This

example uses the defaults including Automatic for the Snapshot provider. Backup Exec has
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correctly picked the EqualLogic hardware provider. You can also choose the hardware provider as
shown in Figure 32.

=} Backup Options |;|i.
Schedule ] )
= Advanced Open File options
Storage —
Metwork ~ Snapshot
Notification Use snapshaot technology
Test Run
Verify ‘ i@ The snapshot settings apply to all backup selections, including file system and application selections, |
Advanced Open File Snapshot pravider: | Automatic - Allow V5SS to select the snapshot provider -

Advanced Disk-based Backup X Automatic - Allow VSS to select the snapshot provider
Process logical . R
Security System - Use Microsoft Software Shadow Copy Provider
[C] Enable checkpoi Hardware - Use technology provided by hardware manufacturer

Pre/Post Commands

Files and Folders

Figure 32 Backup job properties - Advanced Open File options

9. Specify the Exchange options. In the left-most panel of the Backup Options window, select
Microsoft Exchange. The Backup Options > Microsoft Exchange options window appears.

10. Choose the desired options (Figure 33), click OK, and then click OK again to finish. This job will be
listed in Jobs under the Job Monitor tab.

Note: You can enable the Backup Exec Granular Recovery Technology (GRT) option for offhost backups
of Exchange resources. When you select the GRT option for a backup, Backup Exec collects additional
information for the catalog. This information lets you restore individual mailboxes, mail messages, and
public folders from Information Store backups.

=} Backup Options = || E -
Schedule . B
(=;” Microsoft Exchange options
Storage e
MNetwaork Perform a consistency check before the backup when using Microsoft Volume Shadow Copy Service (V55) snapshot
id

Metification provicer
Test Run Continue with the backup if the consistency check fails
Verify High Availability Server (Exchange 2007 or Later):
Delayed Catalog | Back up from the passive copy and if not available, try the active copy (recommended) ‘v|
Advanced Open File
Advanced Disk-based Backup \:::d Eull
Security
Pre/Post C " Backup method: | Full - Back up databases and logs (truncate logs) |v|

e/ Fosi ommands
Microsaft Exchange Use Backup Exec Granular Recovery Technalogy (GRT) to enable the restore of individual mailboxes, mail messages, and

public folders frem Information Store backups

Figure 33 Backup Options — Microsoft Exchange options

11. To start the backup job immediately, from the Job Monitor > Jobs section, right-click the job and
select Run Now.

Alternately, you can schedule the job. In Properties > Frequency, select Schedule. The Backup
Job Properties > Schedule window appears.
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12. Select Run according to schedule to display the Backup Job Scheduling dialog box where you
can set the options for the backup schedule. Click OK to create and activate the schedule. Click
Edit Schedule Details if you need to make further changes to the schedule.

13. You can monitor both running and scheduled jobs. In the Backup Exec toolbar, click Job Monitor
to open the Backup Job Monitoring and Status window (Figure 34).

(=] Symantec Backup Exec™ 2014 - | o
o = L
Home Backup and Restore Job Monitor Storage Reports
|Fistandard | FiTee|| m @ = Y ”
= [ v i > W
| Compact Ya'v st < w &Y ¢ O b o S/\z & 2] 7 N
Sortand Backup | R sets Edit  Delete Cancel Priority Run  Hold Test Job  ViewlJob Rur Delete
Filter = Calendar y this - - o - Run  Acivity History ow Job o
Views Backups Restores. Jobs Job History
Jobs - 2 ltems
Name = Server Starage Job Type State Job Status Byte Count Start Time Schedule
) WFESP13.HVEXCH.COM Backup 00031 . @ o Every 1 week on
> L Full backup WFESP13.HVE.. <2 Virtual disk 0002 Backup Scheduled (5 Scheduled 4/3/2015 11:00:00 PM (Friday) at 11:00 PM
" DAGO1.HVEXCH.COM Backup 00032 = . @ Active: Queued 0 Bytes e Run Now & Every 1
> Ld i DAGOT.HVEXC... 3 Virtual disk 0002 Backup Active 000005 0.00 MB/min 4/3/2015 12:35:30 PM week on (Friday) an.
< " >

Figure 34  Monitor both running and scheduled jobs
14. To view the status of jobs, right-click a job in the Job History panel, then select view job log
(Figure 35).

=] Symantec Backup Exec™ 2014

@ =n = ~ g

Home Backup and Restore ELISR Nl Storage Reports

Dstencard| 7 [ B % p v ldes @ X%
_|Compact pd =L 5 w D = ¥ = £R
Sort and Backup R c 5 Edit Delete Cancel Priority Run Hold  Test Job  View Job Run  View Delete ViewJob |
Filter = Calendar t = o = Run  Activity Histor Now Job Log History Hz
Views Backups Restores Jobs Job Hist
Jobs - 2 Ttems
MName = Server Storage Job Type State Job Status
v € ::rs:;:.uvmcu.com Backup 00031 WFESP13HVE... (2 Virtual disk 0002 Backup Scheduled (D Scheduled
- d EJ‘:ESLZ'VE"CH'COM Backup (022 DAGOTHVEXC... (2 Virtual disk 0002 Backup Scheduled (D Scheduled
< m
Job Histories - 58 ltems
MName Server Storage Job Type Job Status Perce... Start Timn
U Catalog 00010 of DAGO1.HVEXCH.COM Backup 00032-Full 1y, -y vy com Virtual disk 0002 Catalog @2, Successful 100% ‘1‘13550212
5= DAGO1.HVEXCH.COM Backup 00072~ ) ) 4437201
L Delete Delete CH.COM irtual disk 0002 Backup &.Successful 100% 110032
5 QWFESPB'HVEXCH'COM Backup 0 Run Now EXCH.COM Virtual disk 0002 Backup @2, Successful 100% ‘1";.3;;%11:
View Job L —
Q Catalog 00009 of DAGO1.HVEXCH e e e

View Job 1 View the job log for the selected job history. 5
The job log provides detailed job informaticn, storage and media information, job options, file statistics, and job completion status. |

[Eij”"HVB(CH'COM Backup 000 Error Hand CH.COM Virtual disk 0002 Backup U2, Successiul 100% ;'2:5\;:;105
[EQWFESPB'H"EKCH'COM Baupl ::::m EXCH.COM Virtual disk 0002 Backup @ Successful 100% ;’335’;2?02
[EQWFESPB'HVEXCH'COM Backup 0 Edit Backup EXCH.COM Virtual disk 0002 Backup @2, Successful 100% 3332012?{
[ WFESP13.HVEXCH.COM Backup 0 Copy T oot AL AR Berbim P ner 34307201

Figure 35 Select View Job Log
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15. Click the Job History tab (Figure 36), click Expand All, and scroll down to review history of the
selected job.

¢ @ 1of1job logs = »f
Job History
|| Set Detail Information - Backup \\DAGOLHVEXCH.COM\MDBL
Start time : Friday, Rpril 3, 2015 12:3&:51 EM
General infermaticn : Media Label: IMGE000024; GRT backup set folder: WA\ 2W\Wolume
{8784a55e-1474-4245-be99-802a9{6253949\BEData \ IMG000024
Start time : Friday, Rpril 3, 2015 12:37:02 EM
General infermaticn : Media Label: IMGE000025; GRT backup set folder: A\ 2WWolume
{8784a55e-1474-4245-be99-802a9{6253949\BEData \ IMG000025
v

Figure 36 Job History — completed Exchange backup job
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16. Click the Job Log tab, click Expand All, scroll down and locate the server name, and ensure that
the job is using the Microsoft Shadow Copy Service and the EqualLogic VSS provider (Figure 37).

Note: Figure 37 shows that Backup Exec (VSS Requester) told the PS Series group (VSS Provider) to create
snapshots of the Exchange data. Next, Backup Exec connected to the volumes (mounted) so it could do
the Full backup. It also shows that Backup Exec Granular Recovery Technology (GRT) option was used.

L Job Log \;‘i-

1of1 job logs

Job History | Job Log

BO: Offhost backup started for resource: "\\DAGOD1.HVEXCH.COM\Microsoft Information
Store\MDB1". Microsoft Yolume Shadow Copy Ser\nce (VSS) used for snapshot.

The following volumes are dependent on resource: "H:"

The snapshot technology used by VSS for volume H: - DeII EqualLogic VSS HW Provider (Version
4.7.1).

DBO: Offhost backup started for resource: "\\DAGO1.HVEXCH.COM\Microsoft Information
e\MDBZ Microsoft Volume Shadow Copy Ser\.'ice (VSS] used for snapshot.

ADBO: Offhost backup metadata collected successtully.

E| Set Information - \\DAGO01.HVEXCH.COM\Microsoft Information Store\MDB1

mily Name: "Media created 4/3/2015 12:35:30 PM"
Backup of "\\DAGO1.HVEXCH.COM\Microsoft Information Store\MDB1"
Backup set #1 on storage media #1
Backup set description: ™"
ackup Method: Full - Back up databases and logs (truncate logs)
osoft Exchange Server Agent: Started
The @ n to ena ble the restore of individual items from the database backup wa

selected fo backup.

Backup started on 4/3/2015 at 12:36:37 PM.

Media Label: IMGO0D024

GRT backup set folder: \\?\Wolume{8784a55e-1474-4245-be59-80aa5f628049}
\BEData\IMG000024

The consistency check of the snapshot for the Microsoft Exchange database Database
was successful.

The consistency check of the snapshot for the Microsoft Exchange transaction log Logs
was successful.

Figure 37  PS Series Group Manager GUI - Job Log
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Creating a VSS backup job for Microsoft SharePoint 2013

Follow the Microsoft SharePoint 2013 installation instructions to install the application and configure it to
use PS Series volumes. For more information, see the following document: Deploying SharePoint 2013
Using a Dell Equall ogic PS Series iISCS/ SAN.

Before proceeding with this section, review “Using Snapshot Technology with the SharePoint Agent” in the
Symantec Backup Exec 2014 Administrator'’s Guide.

Follow the steps below on the backup server to back up SharePoint using VSS.

1. In the Backup Exec toolbar, click the Backup and Restore tab, and in the Selection pane, right-
click the SharePoint server to back up and choose Backup to Disk.

2. Specify the SharePoint farm to back up. Under Backup Definition Properties in the left-most panel
and to the right of Test/Edit Credentials, click Edit (Figure 38).

=) Backup Definition Properties \;‘i-

Name: SP13 Farm Backup 00013
Description:
é% SP13 Farm Lﬁj Backup
Fully selected ~ ¢ Full ~

[} ConfigurationV3-DB (SOL1SPI3SCLSPTIS...
(B Global Settings (WFESP13)

Job name: 5F13 Farm Backup 0DO13-Ful

] InfoPath Farms Services |:> Schedule:  Unscheduled
ﬁﬁ] Microsoft SharePoint Foundation Web Ap... Storage:  Virtual disk 0002
ﬁ Services

] Shared Services Keep for: 2 Years

ﬂﬁ] WS5_Administration

Add Stage ¥ || Edit

| Test/Edit Credentials || Edit

ok || Cancel

Figure 38 Backup Definition Properties
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3. The Backup Selections window appears (Figure 39). Under the SharePoint farm, expand the farm
name, select or de-select the item to back up, and click OK. For this example, all farm content was

backed up.
& Backup Selections |;|£-
4 SP13 Farm Backup 00038 SP13 Farm
%' SP13 Farm Browse | Selection Details

~ [/] & sP13 Farm ~| Mame =
v V] [ ConfigurationV/5-DE if ConfigurationV5-DB (SQL1SP13\S...
» V] &3 Global Settings (WF & Global Settings (WFESP13)
» [V] R InfoPath Forms Sen. (@] InfoPath Forms Services
hd 'I/ﬁ Microsoft SharePoir ﬁ Microsaft SharePoint Foundation...
- ﬁs:‘; "ﬁSew(es
» [V] (& Content-De () Shared Services

+ V[ Content-DB _ (& WSS_Administration
b V] (B Content-DB| =

- "’ﬁ Services
+ [V] [ Microsoft Share
¢ ﬂ i SPUserCodeV4\
L & State Service\Pr
b & Workflow Servic
4 'ﬁ State Service
- I Shared Services
» 'ﬁ Shared Services
v [V] () Shared Services
> [V] @1 wss Administratior i

I:l < m

Figure 39 Backup Selections — selecting SharePoint farm

Note: You can enable the Backup Exec Granular Recovery Technology (GRT) option for backups of
SharePoint resources. When you select the GRT option for a backup, Backup Exec collects additional
information for the catalog. This information lets you restore individual documents, images, sites, and
subsites as well as lists and list items from backups.

4. Specify the backup storage for the objects selected in step 2. In the left-most panel of the Backup
Options window, select Storage, click the down arrow next to Storage in the center panel, and
select Virtual disk 0002 or any Storage device pool or virtual disk.

5. For transportable snapshots, in the left-most panel of the Backup Options window, select
Advanced Open File. The Backup Options > Advanced Open File options window appears. This
example uses the defaults including Automatic for Snapshot provider. Backup Exec has correctly
picked the EqualLogic hardware provider. You also can choose Hardware provider as shown in
Figure 40.
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Figure 40

Figure 41

Schedule

Storage

Network

Metification

Test Run

Verify

Advanced Open File
Advanced Disk-based Backup
Security

Pre/Post Commands

Files and Falders

6. Specify the SharePoint options. In the left-most panel of the Backup Options window, under
Settings, select Microsoft SharePoint. The Backup Options > Microsoft SharePoint options
window shown in Figure 41 appears. For this example, Full backup was selected and the Granular

Backup Options

l-i;}!' Advanced Open File options

~ Snapshot

Use snapshat technalogy

| 6 The snapshot settings apply to all backup selections, including file system and application selections, |

Snapshot provider:
Process logical

[T] Enable checkpo

Automatic - Allow V5SS to select the snapshot provider

Automatic - Allow VS5 to select the snapshot provider
System - Use Microsoft Software Shadow Copy Provider
Hardware - Use technology provided by hardware manufacturer

Backup Options — Advanced Open File options

Recovery Technology (GRT) option was checked.

Schedule

Storage

Network
Netification

Test Run

Verify

Delayed Catalog
Advanced Open File
Advanced Disk-based Backup
Security

Pre/Post Commands

Microsoft SharePoint

7. To start the backup job immediately from the Job Monitor / Jobs section, right-click the job and

Backup Options

_I:I-

c ‘[;;1' Micresoft SharePoint options

[T Perform a consistency check before the backup of any Microsoft SOL databases used by Microsoft SharePoint

Continue with the backup if the consistency check fails

% Fun

Backup method: | Full - Back up databases

|V|

Use Backup Exec Granular Recovery Technology (GRT) to enable the restore of individual items from the database backup

select Run Now.

Alternately, you can schedule the job. In Properties > Frequency, select Schedule. The Backup
Options > Schedule window appears. Select Run according to schedule to display the Backup Job
Scheduling dialog box where you can set the options for the backup schedule. Click OK to create
and activate the schedule. Click Edit Schedule Details if you need to make further changes to the

schedule.

Backup Options — Microsoft SharePoint options
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8. You can monitor both running and scheduled jobs. In the Backup Exec toolbar, click Job Monitor.
The Backup Job Monitoring and Status window appears. Right-click a backup job in the Current
Jobs or Job History panel and select Properties to display the Job History window (Figure 42).

o @

1 of 2 job logs = ¢l
lob History | Job Lag

Job History for SP13 Farm Backup 00013-Full

Expand All_|| Collapse All |

SP12 Farm Backup 00013-Full

Figure 42 Job History — completed SharePoint backup job

9. Click the Job Log tab, scroll down, and ensure that the job is using Granular Recovery Technology
(GRT) (Figure 43).

¢ € 10of 1 job logs =
Job History | Job Log

Job Operation - Verify

The backup selection "\?»\Wolume{20c870b4-f8e2-4d4f-9f15-f6354e03af80}\BEData\IMG0D0O0001" has
been successfully processed for Granular Recovery Technology (GR

™)
The backup selection "\?\Wolume{20c870b4-f8e2-4d4f-9f15-f6354e03af80}\BEData\IMG0O00002" has
been successfully processed for Granular Recovery Technology (GRT)

The backup selection "\?»\Wolume{20c870b4-f8e2-4d4f-9f15-f6354e03af30}\BEData\IMG0O00003" has
een successfully processed for Granular Recovery Technology (GRT)

Job ended: Wednesday, April 15,
Completed status: S ful

Figure 43 Backup — Job Log
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11 Restoring NTFS files from an offhost backup

To restore NTFS files from a backup, follow these steps on the backup server:

1. On the Backup and Restore tab, in the list of servers or on the Job Monitor tab, right-click a server
that has been backed up and click Restore.

2. Follow the Restore Wizard to restore the data. In the left-most panel, select from the backup job
selections by expanding the date and selecting the folders. Then, from the right panel, navigate to
select the files to restore (Figure 44).

What files and folders do you want to restore?

Show backups from: 3/16/2015 M to:4/16/2015 Test/Edit Credentials

~ || W WFESP12.HVEXCH.COM Name Size Type ~ Modified Time p
- |/ BG (][] desktop.ini 84 Bytes 3/26/2015 8:03:13 AM
+ [7] @y 4/10/2015 11:00:28 PM (Off [_] [ ] exch013 prere.. 208 K8 6/13/2013 12:14:18 PM
[7] ) Documents [ [[] exch2013 prere...  1.60 KB 6/12/2013 9:52:22 AM
v (] 8 4/3/2015 11:00:28 PM (Offhg | (7] [ Exchange Server... 188 Bytes 1/15/2014 8:13:31 AM
v (] 8 3/30/2015 23327 AM (Ofthd | [7] [ link_1.bt 27 Bytes 9/17/2013 7:38:36 AM
(V] ] Move Active Ma... 181 Bytes 8/26/2013 11:47:41 AM
[[] ] prereq link.txt 824 Bytes 6/14/2013 9:41:58 AM
(] [ product Activati... 1.52 KB 1/25/2013 2:21:25 PM
[ ] registerwsswrite... 672 Bytes 9/6/2013 1:51:51 BM
V][] rename dbtt 889 Bytes 8/7/2013 12:02:31 PM
(] ] Restare-Mailbox... 514 Bytes 9/4/2013 1:38:31 PM
[[] ] Restore-Mailbox... 529 Bytes 10/1/2013 1:46:05 PM
[] ] Restare-Mailbox... 100 Bytes 6/24/2010 2:41:04 PM
[[] [ self Signed Cert... 626 Bytes 6/14/2013 9:42:47 AM
[] ] setup Exch.txt 376 Bytes 10/7/2013 10:24:36 AM
[[] ] SharePoint 2013... 66 Bytes 7/1/2013 2:24:47 PM
W] [ sp tips.txt 120 Bytes 7/23/2013 9:56:35 AM
< L] < in ¥
<Back | Next> || cancel

Figure 44  Restore Wizard — selecting the restore source
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3. Select the restore destination. By default, the restore operation will restore to the original location
of the files (Figure 45).

= Restore Wizard = = -

Where do you want to restore the data?

(® To the criginal location
) To a different location

Drive:

Path:

Server logon account: | System Logon Account v

6 Naote: If you restore files from a volume that has Windows deduplication, Backup Exec places the files on the disk as non-
deduplicated. Ensure that you have encugh disk space to restore the non-deduplicated data before you run a restore job. For more
information see: https://www.symantec.com/docs/TECH204775

0 Note: During a redirected restore, you may not be able to restore some file systemn attributes from the original data. For more

information about how Backup Exec treats the file system attributes for different types of file systems, see: https://
www.symantec.com/docs/ TECH205960

~ Microsoft Virtual Hard Disk (Windows Server 2008 R2 or later) “
Create a Virtual Hard Disk for redirected data

Create 3 different Micro Virtual Hard Disk for each backup set that is restored

Create a single Microsoft Virtual Hard Disk that con

WHD file name:

Figure 45 Restore destination

4. Click Next as the wizard walks through the restored data security screen, operating features, and
tasks to perform before and/or after the restore screen. On the final screen the wizard requests
the job name and schedule. For this example, defaults on all screens were chosen, including the
default name and Run now for the schedule. Click Next at the end of each screen, review the
restore summary screen, and click Finish.

5. You can monitor both running and scheduled jobs. In the Backup Exec tool bar, click Job Monitor.
The Backup Job Monitoring and Status window appears. Right-click a backup job in the Current
Jobs or Job History panel and select Properties to display the Job History window. Verify the
restored files.
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Restoring Microsoft Exchange 2013 from an offhost
backup

With the Backup Exec 2014 Granular Recovery Technology (GRT) option for offhost backups of Exchange
resources, you can restore individual mailboxes, mail messages, and public folders from Information Store

or Storage Group backups.

Before proceeding with this section, review the Symantec Backup Exec 2014 Administrator's Guide.

To restore an Exchange Information Store or mail items, follow these steps on the backup server:

1. On the Backup and Restore tab, in the list of servers or on the Job Monitor tab, right-click a

server (DAG) that has been backed up and click Restore.
2. The Restore Wizard displays several restore options (Figure 46). Because this example used GRT in
the backup, Microsoft Exchange mailbox items was selected. Click Next as the wizard walks

through the restore screens.

* Restore Wizard == -

]

What do you want to restore?

ca| Microsoft Exchange Server databases or storage groups

Restare entire Microsoft Exchange Server database.

.| Microsoft Exchange mailbox items

Restare individual mailbox items such as calendar, contact, and message items.

#2 Microsoft Exchange mailbox items located through Search

'E Search for individual mailbox items such as calendar, contact, and message items, and restore selected items.

Figure 46 Restore Wizard — Exchange restore choices
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3.

L

In the left-most panel of the next screen, select from the backup job selections by expanding the
date and selecting the folders. From the right panel, navigate further to select the file(s) to restore
(Figure 47) and click Next.

Restore Wizard LI

Which mailboxes or items do you want to restore?

Show backups from: 3/17/2015 D to: 4/17/2015 D Test/Edit Credentials

-

<

Resource View | Details View

8§ DAGO1.HVEXCH.COM ~ | Mame Size Type Madified Time 4
- I_@ Microsoft Information Store [] B4 <Mo Subject=<l... 1.00 KB 10/7/2013 10:15:41 AM
+ | () MDBI [] B4 <No Subject><l... 1.00KB 10/7/2013 10:15:41 AM
- [ @y 4/10/2015 110203 Pl || [] 54 <No Subject=<l... 1.00 KB 10/7/2013 10:15:41 AM
+ [7] (] Database [[] 84 <No Subject><l... 1.00 KB 10/7/2013 10:15:41 AM
v [£] & testla [test1a) [] B4 <No Subject»<l... 1.04KB 2/3/2014 5:38:17 PM
v (][ @ Calendar [] 84 <No Subject><l... 9.92 KB 2/7/2014 12:59:57 AM
v [ (@ Contacts [] 84 <Mo Subject><l... 1.36 KB 8/8/2013 8:47:35 AM
v L@ Conversati | ) g b qstemail 11.8KE 9/8/2013 8:49:35 AM
v Ll Cg Deteted itg | ) 4 e 7.10K8 8/7/2013 3:54:47 PM
» Ul brafts = [] &4 Hello 9.95 KB 10/7/2013 10:05:55 AM
, 5 ET:al [] 54 hello 020614  9.03KB 2/6/2014 9:14:35 AM
S JunkEmaiI [[] &4 hells 100913 030KB 10/9/2013 3:49:00 PM
» [ (g Notes V] 4 hello world 2 10.2 KB 8/8/2013 8:54:45 AM
» ] (g Outbox [] B4 New mail01 1.1 KB 2/6/2014 925:38 AM
» 0] (g Recovery [] &4 RE: 15t email 13.0 KB 10/1/2013 1:52:50 PM
v [ (g Sentttems || (] B4 RE: 15t email 12.9K8 £/8/2013 8:49:38 AM
v [ (g Tasks [] 4 sub01 977K8 2/6/2014 230:05 AM
b 8y 4/3/2015 11:01:42 PM [ B4 todays test01 9.31KB 104772013 10:13:03 AM
b % 47372015 12:36:37 PM [] B4 todays test02 083 KB 10/7/2013 10:17:30 AM
v || 6 MDB2
- W
o > < [T >

Figure 47 Selecting the Exchange restore source

4.

6.

Select the restore destination from the Where do you want to restore the items screen. When
restoring, there are a few options. The first option is the default and will restore to the original
location. The second option is to restore to a different location. This example used the defaults
(original location). Select Next.

In the How do you want to restore the items screen, there are two choices: Recreate user
accounts and mailboxes if they do not already exist on the destination server, and Overwrite
existing mail messages and folders. This example used the defaults (all unchecked). Select Next.
The next wizard screen asks what tasks to perform before and/or after the restore. Leave this blank
and select Next.

On the final screen, the wizard requests the job name and schedule. This example used the
defaults on all screens including leaving the default name and run now for the schedule. Click
Next, review the restore summary screen, and click Finish (Figure 48).
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8. You can monitor both running and scheduled jobs. In the Backup Exec toolbar, click Job Monitor.
The Backup Job Monitoring and Status window appears. Right-click a backup job in the Current
Jobs or Job History panel and select Properties to display the Job History window.

L] Restore Wizard - | o [

Restore Summary

Data to restore =~
Restore: Microsoft Exchange

éType of data F

i Type: Microsoft Exchange mailbox items

Selections ”

! mMDB1

Include - Database'\testla [testial\Top of Information Store\Inbox\hello world 2

Location to restore to =
To the original location: Yes

EMaiIbcx, message, and folder restore ]
Recreate user accounts and mailboxes if they do not No
already exist on the destination server:

i Overwrite existing mail messages and folders: No

{ Additional tasks Al

i Pre and post commands: Mo pre- or post-commands are configured i

Mo recipients have been selected for notification when the

Notifications: job completes

{30b name and schedule 2|
: Mame: DAGO1.HVEXCH.COM Restore 00033 !
Schedule: Run Now
Submit job on hold: No

< Back || Finish || Cancel

Figure 48 Restore summary

9. Verify the restored Exchange items (Figure 49).

Job Histories — 71 Ttems

Name Server Storage Job Type Job Status Perce... Start Time
7 DAGO1.HVEXCH.COM Restore 00033 i i
b estore DAGO1.HVEXCH.COM gg;”za‘ Ak pestore  @oSuccessful  100% yg,;zgésm

Figure 49 Job status is Successful
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13 Restoring Microsoft SharePoint data from a VSS backup

To restore Microsoft SharePoint data from a VSS backup, follow these steps on the backup server:

1. On the Backup and Restore tab, in the list of servers or on the Job Monitor tab, right-click a
server (farm) that has been backed up and click Restore.

2. When the Restore Wizard screen appears, click Next. The next screen lists a choice of restore
options (Figure 50). Because this example uses GRT in the backup, select SharePoint individual
items. Click Next as the wizard walks through the restore screens.

i Restore Wizard — = -

What do you want to restore?

rﬂ"s SharePoint individual items

Restore individual documents, images, sites, subsites, lists, and list items.

ﬂi“s SharePoint web applications or portal sites

Restore SharePoint web applications or portal sites and their associated content.

g~ SharePoint farm components
Restore SharePoint components such as configuration databases, service applications, shared service providers,
or other components.

@“E Microsoft SharePoint items located through Search

Search for individual items, such as documents, sites, and list items, and restore selected items.

< Back || MNext = || Cancel

Figure 50 SharePoint restore options
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3.

In the left-most panel of the next screen, select from the backup job selections by expanding the
date and selecting the folders. From the right panel, navigate to select the file(s) to restore (Figure
51) and click Next.

Restore Wizard = s -

Which individual items do you want to restore?

Show backups from: 3/17/2015  to: 41772015 M | Test/Edit Credentials
Resource View lm
- &% 5P13 Farm Mame Size Type » Modified Time
- Q‘,E;] Microsoft SharePoint Foundat [ ] 23 Forms 249 KB File Folder 4/22/2009 7:24:48 PM
- @sp13 [1 ] Application+f.. 17.4 KB 4/10/2015 7:39:12 AM
~ [7] & 4/15/2015 8:15:28 AN ][] confidentiality... 15.7 KB 4/10/2015 11:45:34 AM
v G/ [ waformz2012.... 107 KB 4/10/2015 11:45:47 AM
~ |Z] [3 [sites/HR [} woform2012.... 84.4 KB 4/10/2015 7:37:07 AM
v [] ) FormServerTem
v [ Lists
r5m

v [] £ ProjectPolicyIte
+ [7] ) Shared Decume
v [] ) SiteAssets
v [] ) SitePages
v [] [ Style Library
v [] [ /sites/Sales
» [ 6 4/10/2015 8:00:00 AN
v [ @ 4/9/2015 2:25:58 PM

m v 1 3

< Back || Mext = || Cancel

Figure 51  Selecting SharePoint items to restore

4.

6.

On the Where do you want to restore the items? screen, select the restore destination. When
restoring, you have a few options. The first option is the default and will restore to the original
location. The second option is to restore to a site with corresponding site options, and the third
option is to restore to a path. This example used the defaults (original location). Click Next.

The next screen asks how to maintain versioning and security for restored data. This example used
the restore over existing items option. Click Next.

The next wizard screen asks what tasks to perform before and/or after the restore. This example
left this blank. Click Next.
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7. On the final screen, the wizard requests the job name and schedule to use. This example used the
defaults on all screens, including leaving the default name and using run now for the schedule.
Click Next, then review the restore summary screen and click Finish (Figure 52).

» Restore Wizard == -

Restore Summary

Data to restore o
Restore: Microsoft SharePoint Server data
Type of data S
Type: SharePoint individual items
Selections a
SQLSP1\SharePoint_Config\Microsoft SharePoint Foundation Web Application\S5P13
Include - WSS_Content_HR\/sites/HR\Shared Documents\w4form2012. pdf
Include - WSS_Content_HR\/sites/HR\Shared Documents\woform2012. pdf
Location to restore to ~
Restore to original location: Yes
Versioning and permissions o
If versioning is enabled at the destination: Restore over existing items
If versioning is not enabled at the destination: Restore over existing items
Restore only the most recent version of an item: Mo
Restore security information and file system permissions:  Yes
Additional tasks ~

Pre and post commands: Mo pre- or post-commands are configured

Mo recipients have been selected for notification when the

Motifications: job completes

53

Figure 52  SharePoint restore summary

8. You can monitor both running and scheduled jobs. In the Backup Exec toolbar, click Job Monitor.

Job name and schedule S
MName: SP13 Farm Restore 00035
Schedula: Run Now
Submit job on hold: Mo
< Back || Finish | | Cancel

The Backup Job Monitoring and Status window appears. Right-click a backup job in the Current
Jobs or Job History panel and select Properties to display the Job History window.
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9. Verify the restored database (Figure 53).

4 mn

Job Histories — 72 Items

Name Server Storage Job Type Job Status Perce.. €
T1_SP13 F Restore 00035 i i .
3 arm Restore SP13 Farm E:}r[t];lal didk Restore @ Successful 100% .

Figure 53 Job Histories — Successful status

54 Deploying Symantec Backup Exec 2014 with Dell PS Series Arrays | TR1057



14 Summary

With Symantec Backup Exec 2014 and PS Series storage arrays from Dell, you can backup and restore
local and remote NTFS volumes, Exchange email, and SharePoint data. In addition, the VSS capabilities of
Backup Exec 2014 and the PS Series Host Integration Tools for Microsoft allows you to create an
integrated, scalable, high-performing, and highly-reliable backup and recovery solution for Microsoft
environments.
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A Configuration details

Table 1 Software and firmware used in this paper
Vendor Model Software revision
Microsoft Windows Server 2012 6.2.9200
Microsoft SQL Server 2012 11.0.3128.0
Microsoft SharePoint 2013 15.0.4420.1017
Microsoft Exchange Server 2013 15.0.712.24
Dell Host Integration Tools for Microsoft 4.7.1*
Dell PS Series Firmware 7.0.3*

* For a complete version support list see the Host Integration Tools for Microsoft release notes on
http://eglsupport.dell.com (requires login).
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B Creating a volume in a PS Series group

You can create volumes to access storage space in a pool, and modify volume size and attributes on
demand.

1. Inthe lower-left pane of the Group Manager, click Volumes.
2. Inthe Activities pane, click Create Volume.

/3 tekmktish-108b - Equallc %

<« C fi [110124230 Je| =
i Apps = tekmktlab-10Gb - E..
Equallogic Group Manager
volumes Volumes
8 oroup tekmktlab-10Gb =
& volumes Activities Volumes
5 volume Callections =
{8 Custom Snapshat Collections 8 Valumes = Total volunies 158 Recovery bin (s
A Online volumes ... 151
Administration
et volme Walumes not shown. .7
Create vlgne folder )
e recovery view
“olume L Status Storage Reported  Reeplication SyncRep  Numberof  ISCSI
B Volume 2012R... = poal size pariner status snapshats  connections
Volume B 2012R2 test @ onine  defaut 178 nane 1
Modity seltings B 2012R2C5V @ onine  default 178 nane 1
Clone B Adwork-clog @ onine  ciefaut 2001 6B none £
N Set offline. B sdworks-clds @ online  clefaut 2001 GB none 30
W 18 app1-H @ onine  default 0GB nons 0
C:HVEE::;T:H ate @ ASMYETROT @ orline SSD-SAS 278 none in sync 0
Convert to template.
Move volume B betarhelgd @ onlne  default 10GE none 1
Folder B betarhelss @ onine  default 10GE none 1
Mave to ancther folder B betasles113 @ onine  ciefault 10GE none 1
Remove from folder B BUmedia @ onine  ciefault 250GB none 0
Access [ BUmedisz @ onine cefault TEOGE none 0
T3 Replication Add access policy drow [ BUmedias @ online default 35001 GB none 0
e Add access polic &) BUmediaa @ online  cefaut 20001 GB none 0
_ b
&9 monitoring ::::E::::::SSD“;I:S 18 CF2K8Defray @ orline  SSD-SAS S00.01 GB none 0
Manage access policiss.
a— B CF2HaTRIM @ onine  default 977 GE none 0
napshots ———— — = — N -
»
Alarms 1 ° Operations ° ° )

Figure 54 Group Manager

57 Deploying Symantec Backup Exec 2014 with Dell PS Series Arrays | TR1057



3. Specify the General properties and Storage pool assignment:

a. Provide a Name and Description (optional) for the volume.
b. Select the storage pool to be used for the volume.
c. Click Next.

Create volume -

1 -¥Veolume Settings 9
m Senerel properties

* Marme: volume!

Dezcription;  volume to be used by Microzoft Windowes Server 201 2|

Folder

I:‘ Creste wolume in folder:

Storage pool agsignment

Storage pool Capacity Free Drives Pool encryption
(@) default 8472 TB 4172 TB SAS HDD 3¢ Hone
) SSD-5AS 1924 TB 102 TE mixed HOD and S50 3¢ hone

Figure 55 Volume Settings — General properties

4. Specify Volume space and Snapshot space:

In the Volume size field, enter the desired volume size.

b. To optionally enable thin provisioning, select Thin provisioned volume. Use the sliders in the
Reported volume size section to adjust settings. You can enable or disable thin provisioning
on a volume at any time.

c. Inthe Snapshot space section, enter the desired percentage of the volume to be used for
snapshots.

d. Click Next.

Qo
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Create volume -

1 - General +  Volume space

* .
> 2 _Space “olume size: 5 (ma. 15 TB)
Thin provisioned volume (use sliders belovw to adust settings)

3

Snapshot space
4 —
Snapshot reserve (% of volume reserve) 100‘

5
E Reported volume size 5.01 GB 7]

a,
10% G0% 100%

O Estimated changes in storage pool default @

oo | [ o

Figure 56 Volume settings — Space

PS Series groups use access control records to prevent unauthorized computer access to iSCSI
targets (volumes or snapshots). To log in to a volume or snapshot, the server iSCSI initiator must
comply with conditions specified in the access control record. For additional information on
access control records, refer to the Dell Equallogic Group Manager Administrator's Manual at
eglsupport.dell.com (requires login).

5. To enable multiple initiators to access the volume, as in a cluster configuration, optionally click to
select Allow simultaneous connections from initiators with different IQNs.

o —

(
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6. Specify one or more of the options listed in Table 2 and click Next.

Table 2 Volume settings — iSCSI Access

Option Description

Authenticate using Restricts access to computers that supply the specified CHAP
CHAP user name user name and its associated password (or secret). The
credentials must match a local CHAP account or a CHAP
account on an external RADIUS server.

Limit access by IP Restricts access to iSCSI initiators that match the specified IP
address address.

Limit access to iISCSI | Restricts access to iSCSI initiators that match the specified

Initiator name name.

Copy access Copies the access controls setup on another volume. For
controls from example, SQL or SharePoint where lots of volumes are being
another volume created with the same access controls.

Figure 57 shows restricted access to iSCSI initiators by specified IP address, copied from another

volume.
Create volume -
J - Define iSCSI access peints 9
1 - General " wWhat kind of access type do you want for this volume ?
@
2. Space | @ Copy access controls from another volume

() Select ar define access contral palicies
> 3-ISCSl access () Define one or mare basic access paoints
Mone (do not sllow access)

Select the volume from which to copy access controls

Wolumes: Access controls:
“Yalume A Muttiple access ISCSl access: restricted -
B =p13zg12-loa01 Mo “ | Access policy groups:
8 spl 3sgl2-tempdb Mo Mone
B =pi3sgiz-demplog Mo Access policies:
B spoonfig-do Mo None
8 Epcanic;log i Basic access points:
8 saL Ma
8 SaL01-BU Mo 1. P=10.1012107,
8 sqli2-dets Mo 2. IP=101012108,

B sg102-hr-dk Mo

- -

Do you want to allow simultaneous access to this volume from more than one iSCSI initiator ?

’ Back H Hext ]’SIgptDend] ’ Cancel

Figure 57 Volume settings — restrict access to iSCSI initiators

60 Deploying Symantec Backup Exec 2014 with Dell PS Series Arrays | TR1057



7. Review the summary and click Finish.

Create volume -

1 - General + | General settings [ capy
“olume narme wolume!

2 - Space v Storagepoal ... defautt
SEE. . 5 GE
Sector size 512 bytes

3 -iSCSlaccess L4 Descrigtion . ................ volume to be used by Microsoft Windows Server 2012

Snapshot settings
> 4 Summai
Snapshot reserve ...l 100% of volume reserve

In-use space warning limit . . .90%

Space recovery delete oldest znapshot
1SCSl access

iSCEl access restricted

Accesstype ..o reack-write

Multiple access ... not shared

Access controls Copied from volume SGL

Einish ] [ Cancel

Figure 58 Volume settings — Summary

If you create a thin provisioned volume, you will be presented with a screen as shown in Figure 59,
letting you know that snapshot space borrowing will be enabled unless you choose to un-check
snapshot space borrowing. Click OK to finish.

Create volume L3
4 - summary o
1- General ' | General settings E_| Copy
WVaolume name .. wolume?
2 Space v Storage pool default
ST 5 GB
B Sector sire 512 bytes
3 -iSCslaccess L4 Descrigion ................ volume to ke used by Microsoft Windows Server 2012
Snapshot settings
Create volume X

/g, Yhenyou create a volume with thin provisioning, snapshot space borrowing will also be enabled,
L%\ unless you specify ctherwise.

Borrow snapshot space as needed

Figure 59 Borrow snapshot space
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B.1 Configuring CHAP

1. Access the Group Manager.
2. Click Group Configuration.
3. Click the iSCSI tab to manage CHAP accounts (Figure 60).

EquallLogic Group Manager

Group Cenfiguration 9 . e G o . 0
i omcmioea summary [“GeneraiAaministraion — Watircstons - IR  Revess Poicies | SivP | sivss - Deauts [ Updates Advanced |

Storage Pools

Vembers oo SN vibaocs || 1SCS1 Authentication 2
P odiress 1010650 Initiator authentication Target authentication
Access N
Wieh access. ... SECURE only User name:  r2HR8Phr Vi)
Telnet access . enabled Ensble logal cuthertication and check local fist  Password:  HHXRHN2E 5]
SSHaccess enabled

Idle timeout disabled RADIUS settings...

Session banner. . disabled

Email Notifications

Emall slerts dissbled iSCSI Discovery 7
Email Home discbled
ISNS servers (in order of preference) Fiiter
Event Logs
Syslog ...........3 recpients @ add ] prevert unathorized hosts fram diseovering targets
WWhen sefected, infistors can orly discover targets for which they have authorizstion
ISCSI Authentication 52 " * 4
RADILS disabled by
" Local CHAP ... enabled oS
SHMP Settings
SMVP acoess . enabled
2
SMVP traps ... disabled Local CHAR Account z
VDSNSS © add [ wosty 3¢ peite
ACRESS . Mesiricted Local CHAP user - Password Status Account owner
chapasm FestTgsan encbleet arpadmin
chapuser [P ensbled grpadmin

Figure 60 Group Manager — CHAP configuration

4. Click to VDS/VSS tab to manage VDS and VSS access to the group. You must enable an existing
CHAP user to access the PS Series group using VDS and VSS.

aredin | L

B8 Group tekmktiab-10Gb

3 Group Conferten Summary [ Gereral " Rdministrafion — | Wofications || “I5C51 | Access Policica | 5P LIER Defoufta | Updates“Adwanced ||

@ storsge Pooks

General Settings S
?
= Members Group eme ... tekmiial-10Gh VDS/VES Access Control List ?
P althess 1010550 VDSVSS actess: restricted
Access Ho access policy groups (&) Add
Wb access. .. secure only
Telnet access .. enabled Ho access policies () Add
55H acoess ... enabled } ) -
dle timeout dissbled Basic access points (4): @ tew #®
Session banner .. disabled CHAP account 2 iSCS inftistar IP addresses
Email Notifications prauser
Emellalerts .......cisabled =5
Emsil Home dissbled slchap
chapasm
Event Logs
Syslog 3 recipierts

iSCSI Authentication

REDIZ ......... disabled
| LocalcHer enabied
»

SHMP Settings

SNMP access ... enabled

SMMPtraps.. ... disabled

VDSWVSS

Access restricted

Figure 61  Group Manager — VDS/VSS configuration

For additional information on configuring CHAP on the PS Series Group, see the Dell EquallLogic Group
Manager Administrator's Manual at eglsupport.dell.com (login required).
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B.2

63

Host Integration Tools for Microsoft

Host Integration Tools (HIT) for Microsoft simplify the configuration and administration of Dell PS Series
storage arrays on Windows computers.

For additional information on HIT for Microsoft, including operating system support and PS Series product
compatibility, refer to the Dell EqualLogic Host Integration Tools for Microsoft Installation and User’s
Guide at eqlsupport.dell.com (login required).

Table 3 lists the application and service components included with HIT for Microsoft:

Table 3 HIT for Microsoft components

Component Description

Remote Setup Wizard | Enables you to initialize a PS Series SAN array and set up or expand a PS Series
group. An alternate command-line interface (RSWCLI) can also be used from
the Windows command prompt,

PowerShell Tools Enables you to manage one or many PS Series groups through a
comprehensive set of PowerShell cmdlets.

Volume Rethinning Enables you to perform rethinning and optional defragmentation operations
Tools on one or more volumes.

Dell EqualLogic HPC Allows the Microsoft High Performance Computing (HPC) service to provision
iSCSI Provider volumes and deploy compute nodes on PS Series SANs. This service is only
available on systems running Windows HPC Server 2008 R2 or later.

Multipath I/O Device | Windows Service: EHCM Service

Specific Module Supports multipathing. This is a driver module that works in conjunction with
(MPIO/DSM) the Microsoft MPIO driver. This feature dynamically balances your iSCSI SAN
traffic load over multiple network paths between the computer and the PS
Series group. This requires multiple iSCSI Host Bus Adapters to use this feature.

Auto-Snapshot Windows Service: EQIASMAgent
Manager / Microsoft Enables you to create and manage Smart Copies (snapshots, clones, and
Edition (ASM/ME) replicas). An alternate command-line interface (ASMCLI) facilitates custom

operations and scripting.

VSS Provider Windows Services: EqlReqService, EqlVss
Supports VSS management of application-consistent Smart Copies.
Virtual Disk Service Windows Service: EqlVdsHwPrv
(VDS) Provider Enables you to use Microsoft VDS and Microsoft Storage Manager for SANs to

create and manage volumes in a PS Series group.

SMP Windows Service: EQLSMPHost

Enables you to manage PS Series storage through native Windows storage
interfaces such as PowerShell cmdlets, File Services Ul in Windows Server
2012, and WMI.
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There are multiple methods that you can use to install HIT for Microsoft on a host, including through
PowerShell and ASM/ME. For first-time installations, you are first required to perform a manual installation.
After that, you can easily install HIT for Microsoft on any number of hosts using the remote installation
process from the ASM/ME GUI or through PowerShell.

B.3 Perform a manual installation of HIT for Microsoft

1. Download the Host Integration Tools for Microsoft at http://eqlsupport.dell.com (requires login).

2. Double-click Setup64.exe or Setup.exe, or right-click and chose Open.

3. The InstallShield Wizard installs the Host Integration Tools on your computer. To continue, click
Next.

4. Accept the terms in the license agreement and click Next.

5. Click Next to install to the default folder, or click Change to install to different folder.

6. Choose the setup type that best suits your needs:

a. Selecting Complete will install all program features listed in Table 4. For components such as
Multipath 1/0O and Volume Rethinning, Windows may require a reboot.
b. Selecting Custom will allow you to choose which program features you want installed and
where they will be installed.
7. Click Install to begin the installation.
8. Click Finish to exit the wizard.

In addition to installing the software components, the installation process automatically performs the
following tasks so that HIT for Microsoft can run properly:

Automatically start the Microsoft iSCSI Initiator Service
To enable Multipath 10 (MPIO) to function properly:

- The Windows Firewall is configured allow ICMP echo requests
- Automatically configure and starts the Microsoft Multi-Path Bus Driver service

Install required Microsoft .NET components
Install required Visual C++ redistributable components
Create MSI logs directory at %appdata%\EquallLogic\Logs

B.4 Configuring PS Series group access in ASM/ME

You can use ASM/ME to configure access to multiple PS Series groups.

1. Click Settings in the Navigation Area of ASM/ME (Figure 62).

Holding down the Ctrl key on your keyboard, click to multi-select the servers you want to apply
the settings to.

3. Inthe left panel, select PS Group Access to view and modify the current settings.
4. To add a new PS Series group, click Add PS Group and provide the PS group name and group IP.
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5. To modify settings for a PS Series group, in the PS Group Access window, select the PS group and
configure the following settings:

VDS/VSS access: Specify VDS/VSS CHAP credentials

. Smart Copy access: Specify CHAP credentials

c. PowerShell/SMP Access:

i. Enter the PS group management IP address (this is the group IP address, unless the group
has a management network configured).

i. Enter the PS group username and password. The user name can be an account configured
on the group or a domain account.

iii. Optionally, check the box to enable Single Sign-On (SSO) to use Active Directory Domain
credentials. To use SSO, the PS Series group must be running a minimum of PS Series
Firmware Version 6.0 and must be configured to allow SSO. For more information on
configuring the PS group for SSO, refer to the Dell EqualLogic Group Manager
Administrator’'s Manual at eglsupport.dell.com (requires login).

o o

6. Click Save to apply the settings to the selected hosts.

W= Dell Equallogic Auto-Snapshot Manager

File View

4= Back =

ap Add Hosts (=)

5 eglexmb1
= eglexmb2

- Notification Settings

. Alert Settings

fication Settings

=

E Hosts (2)

Settings

2 Hosts Selected

PS5 Group Access

f=lle =

Launch Customize Help

.. Collect Logs

4 = tekmktiab-10Gb (eglexmb1)

Add PS Group

& VD5/VSS access

ks Smart Copy access

& PowerShell/SMP access (PS Authentication)
4 = tekmktiab-10ab (eqlexmbz)

) VDS/VSS access

k# Smart Copy access

4 PowerShell/SMP access (PS Authentication)

Delete PS Group

Copy To All

Credentials used to automatically log in to the vss-control volume and

required by Microsoft services running on the HIT host(s).

Group "‘tekmktlab-10Gb': VD5/V55 Access Settings

Username: ealsan
Password: VD5/VS5 access
Username:

Use CHAP credes

VDS) access to the group.
Password:

CHAP username from the PS Group for Microsoft service (VS5 or

Password for the VD5/VSS username from the PS Group.
Use CHAP credentials for iSCSI discovery

Uses the CHAPcredentials when listing iSCSI targets (volumes and
snapshots). Required if the PS Group is configured to restrict
discovery based on CHAPcredentials.

Figure 62 Add PS Series group

Deploying Symantec Backup Exec 2014 with Dell PS Series Arrays | TR1057


http://eqlsupport.dell.com/

B.5

66

Connecting to a PS Series volume from Windows

The Microsoft iSCSI Initiator enables you to connect a Windows computer to PS Series iSCSI storage
through the server network adapters. Connecting to volumes with the Microsoft iSCSI Initiator will cause
iISCSI SAN disks to appear as if they are locally attached to the server.

1. Launch iSCSI Initiator from Windows.
2. Inthe Discovery tab, click Discover Portal (Figure 63).

ISCSI Initiator Properties -
RADILS | Configuration | = Dell Equallagic MPIO
Targets | Discovery | Favorite Targets | Wolumes and Devices

Target portals

The system will look for Targets on Following portals:

Address Part Adapter IP address

To add a target portal, click Discover Portal,

To remaove a karget porkal, select the address above and
then click Remove, =

iSMS servers

The system is registered on the following [SNS servers:

Marne
To add an isMS server, click Add Server, Add Server, ..
Tao remove an iSMS server, select the server above and [—
then click Remove, -
More about Discovery and iShS
| OF | | Cancel Apply

Figure 63  iSCSI Initiator Properties

3. If required, specify the PS Series group that you want to add.

a. Inthe IP address or DNS name field, enter the IP address or DNS name of the PS Series group
(Figure 64).

b. Inthe Port field, enter the network port number (default is 3260).

To enable CHAP authentication, click Advanced and configure the required settings.

d. Click OK.

0
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Discover Target Portal -

Enter the IP address or DMS name and port number of the portal you
want to add,

To change the default settings of the discovery of the target portal, click
the Advanced button,

IF address or DMS name: Part: (Default is 3260.)

| 10.10.6.50] | | 3260 |

Figure 64 Discover Target Portal

| Ok || Cancel |

4. Discover all volumes that the server has access to:

a. Click the Targets tab, and then click Refresh. A list of discovered volumes is displayed (Figure
65).
b. Click to select the desired volume and click Connect.

ISCSI Initiator Properties -
[ RADIUS | Canfiguration | = Dell Equallogic MFIO
Targets | Discovery | Favarite Targets | Wolumes and Devices

Quick, Connect

To discover and log on to a target using a basic connection, type the IP address or
DMNS name of the target and then click Quick Connect,

Target: | Quick Connect...
Discovered targets
Skatus ~

6-11c5e552 valurneldl
-3a0906-09f256202-d75a0f a560a4fdZ4-skynet-highball - Inactive
-:0-8a0906-0b35d4 409-5F 1 1 e5f ab4e504 75-skynetvol 3 Inactive
-:0-3a0906-3e9bba009- 1be8bas643551083-5q1201 2prod-db  Inactive
-:0-8a0906-409bba009-fa58baet43751083-5gl201 2prod-log  Inactive
-:0-8a0906-4754b6c09-F4bl acSa7 7EdeeSa-skynettemplates  Inactive
-:0-5a0906-75b5d4409-d5692486,C 795046 1 -asmyvetrdl Inackive
-:0-5a0906-7e05d4 409-86d0000000a4d5a%-vss-cantral Connected o

< m

To connect using advanced options, select a target and then
click Connect,

Connect

To completely disconnect a target, select the target and Disconnect
then click Disconnect.

For target properties, including configuration of sessions, P i
select the target and click Properties. (TR oo

IIIIv

For configuration of devices associated with a target, select

Devices...
the karget and then click Devices, eviCes

| oK | | Cancel Apply

Figure 65 Discover iSCSI targets
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5. Connect to the target (Figure 66):

a. To make the system automatically attempt to restore the connection to the volume upon
reboot, click Add this connection to the list of Favorite Targets.
b. Click Enable multi-path and click OK.

Connect To Target -

Target name:

| <. equallogic:0- 1cb 196-11c5e5521 -d358f d43edas5354-volumen |

Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

Enable multi-path

o] [

Figure 66 Connect to iSCSI Target

B.6 Making a PS Series volume available to Windows

After you have connected to the iSCSI target, you can make the volume available to Windows so that it
can be used to store data:

6. To launch the Server Manager console in Windows Server 2012, from the Task drop-down menu,
select Rescan Storage (Figure 67).

& Server Manager - | o=
Server Manager * File and Storage Services * Volumes * Disks © Manage  Tools
== DISKS =
= Servers ) [ i 1 ot | Tasks - [N
i Volumes ] ] New Volume...
_ Filter » EB> ®-
[ - - Rescan Storage
Refresh
m Storage Pools Number Virtual Disk ~ Status Capacity Unallocated  Partition ~ Read Only  Clustered Subsystem  BusType  Name e
3 soli-data  Online  350GE 0008 GPT tekktisb-... 15CSI EQLOGIC 100E-00 M. -
4 5P135QL2 (6)
2 sql2-H Online  450GB 0008 GeT tekmktiab-... 15CSI EQLOGIC 100E-00 M.
1 wql-log  Online  250GE 0008 GeT tekmktiab-... 15CSI EQLOGIC 100E-00 M.
4 Offfine 400KE  400K8 Unknown iscsl EQLOGIC 100E-00 M.
o Online  650GE 0008 MER ATA Virtual HD ATA Device =
3 sqlz-data  Online  350GE 0008 GeT tekmitiab-... 15CSI EQLOGIC 100E-00 M. -
5 volume01 Unknown tekmkdiab-... EQLOGIC 100E-00 M.

Figure 67 Rescan Storage
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7. To bring the new disk online, right-click the disk and select Bring Online (Figure 68).

@ ~  Server Manager * File and Storage Services * Volumes * Disks

= DISKS
] Servers ) ik | 11 total
i Volumes = =
- Filter P B B
m Storage Pools Number Virtual Disk ~ Status Capacity Unallocated  Partition Read Only Clustered
3 sqli-data Online 35.0GB  0.00B GPT

4 5P135QL2 (6)

2 sgl2-H Cnline 450GB  0008B GPT

1 sql2-log Onling 250GE  0.00B GPT

4 Offline 400KE  400KB Unknown

0 Online 65.0GE  000B MEBR

3 sgl2-data COnline 35.0GE  000B GPT

Last refreshed on 4/20/2015 2:2038 S j

| Bring Cnline |
Take Offline

VOLUMES Reset Disk
Related Volumes | O total

Figure 68 Bring Online

8. You must initialize a disk before Disk Manager can access it. Right-click the disk and select New
Volume.

@ v  «\olumes * Disks

= DISKS
1= Servers Al disks | 11 total
i Volumes —~
= Filter ¥l 1G]
i R
ﬂ Storage Pools MNumber Virtual Disk  Status Capacity  Unallocated

- e e PeTTI. dow oL v w

4 5P135QL2 (8)

2 sgl2-H Online 450GB  0.008
1 sqgl2-log Cnline 250GE 0008
4 Offline 400KE  4.00KB
] Online 650GE 0008
3 sql2-data Online 350GE 0008

5 volume01 Onpline 200 GE 200 GR

< |: | New Volume... —
Last refreshed on 4/21/201 Bring = -
Take Offline I

Initialize
VOLUMES Reset Disk =

Figure 69 New Volume
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9. Select the disk and click Next.

Select the server and disk

Before You Begin Server:
< r and Disk Provision to Status Cluster Role Destination
Size AGLISTENER. Online Unknown Resource Group
SP13squl Online Cluster Mode Local
SP135Q12 Online Cluster Node Local
WINCLUSTER Online Cluster Mame Cluster Available Storage
Diske:
Disk Virtual Disk = Capacity Free Space  Subsystem

volume( 20.0 GB 20.0 GE tekmktab-10Gb

Figure 70 New Volume Wizard

10. Specify the volume size and click Next.

Specify the size of the volume

Before You Begin Available Capacity: 20,0 GB

Server and Disk

Minimum size: £8.00 ME

Volume size: 20.0

Drriva Letter or Folder

Figure 71  Specify volume size
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Optionally, assign a drive letter or path and click Next.

Assign to a drive letter or folder

Select whether to assign the velume to a drive letter or a folder. When you assign a volume to a

Before You Begin . -
folder, the volume appears as a folder within a drive, such as DA\UserData.

Server and Disk

Size Assign tor
® ometeter [ETT]
File System Settings ) The following folder:
Browse...
() Don't assign to a drive letter or folder.
| < Previous ‘ | Next » | | Create | | Cancel

Figure 72 Assign drive letter or path

11. Format the partition by specifying File System Settings > Allocation unit size and Volume label,
and click Next.

Select file system settings

Before You Begin File system: [nTFs []
Server and Disk . .

Allocation unit size: | B4K |'|
Size

Volume label: Volumeml

Drive Letter or Folder

Fi

[[] Generate short file names (not recommended)

Confirmation Sheort file names (8 characters with 3-character extensions) are required for some 16-bit
applications running an client computers, but make file operations slower.

Figure 73  File System Settings
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12. Review the settings and click Create (Figure 74).

Confirm selections

Before You Bagin
Server and Disk
Size

Drive Letter or Folder

File System Settings

Confirm that the following are the correct settings, and then click Create.

VOLUME LOCATION
Server:

Subsystem:

Virtual disk:

Disk:

Free space:

WVOLUME PROPERTIES
Volume size:
Drive letter or folder:

Volume label:

FILE SYSTEM SETTINGS
File system:
Short file name creation:

Allacation unit size:

SP135QL2
tekmktlab-10Gb
valumell

Disk 5

20,0 GB

20.0 GB
E
Volume01

NTFS
Disabled
640 KB

‘(Previous” Mext = | ‘ Create H Cancel

Figure 74 Confirming selections in the New Volume Wizard

The volume is now available to Windows and is ready to store data.
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C.2

C.3

73

Additional resources

Technical support and customer service

Offering online and telephone-based support and service options, Dell support service can answer your
questions about PS Series arrays, groups, volumes, array software, and host software. Availability varies by
country and product, and some services might not be available in your area.

Visit Dell.com/support or call 800-945-3355 (United States and Canada).

For international support of Dell PS Series products, visit
http://www.dell.com/support/contents/us/en/555/article/Product-Support/Dell-Subsidiaries/equallogic

Note: If you do not have access to an Internet connection, contact information is printed on your
invoice, packing slip, bill, or Dell product catalog.

Dell online services

Learn more about Dell products and services using this procedure:

1. Visit Dell.com or the URL specified in any Dell product information.
2. Use the locale menu or click on the link that specifies your country or region.

Dell PS Series storage solutions

To learn more about current and upcoming Dell PS Series solutions, visit the Dell TechCenter site:
http://delltechcenter.com/page/EqualLogic. Here you can find articles, demos, online discussions,
technical documentation, and more details about the PS Series product family.
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C4 Related documentation

Table 4 lists the referenced or recommended publications related to this document.

Table 4 Referenced or recommended documents

Vendor Document

Dell EquallLogic Configuration Guide v15.2

Dell Deploying Microsoft Exchange Server 2013 with Dell EquallLogic PS Series
Arrays

Dell Using Dell Equallogic Storage with Microsoft Windows Server 2012

Dell Deploying SharePoint 2013 Using a Dell EqualLogic PS Series iSCSI SAN

Dell Using Microsoft SQL Server with Dell EqualLogic PS Series Arrays

Microsoft Release notes for Exchange 2013

Microsoft High availability and site resilience

Microsoft Planning for high availability and site resilience

Microsoft Exchange 2013 storage configuration options
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http://en.community.dell.com/dell-groups/dtcmedia/m/mediagallery/19852516
http://en.community.dell.com/techcenter/extras/m/white_papers/20438088.aspx
http://en.community.dell.com/techcenter/extras/m/white_papers/20438088.aspx
http://en.community.dell.com/techcenter/extras/m/white_papers/20437937/download.aspx
http://en.community.dell.com/techcenter/extras/m/white_papers/20440622
http://en.community.dell.com/dell-groups/dtcmedia/m/mediagallery/20439136/download.aspx
http://technet.microsoft.com/en-us/library/jj150489(v=exchg.150).aspx
http://technet.microsoft.com/en-us/library/dd638137%28v=exchg.150%29.aspx
http://technet.microsoft.com/en-us/library/dd638104%28v=exchg.150%29.aspx
http://technet.microsoft.com/en-us/library/ee832792%28v=exchg.150%29.aspx
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