Manage Firmware and Driver Compliance by using
Multiple Baselines in Dell EMC OpenManage
Essentials

This technical white paper provides information about managing
hardware revision baseline in a data center by using Dell EMC
OpenManage Essentials with different custom catalogs.

Abstract

This technical white paper provides information about the creation and
usage of multiple custom catalog baselines. With the increasing demand
in datacenter to maintain different group of servers on different firmware
and driver baseline, this feature will help datacenter administrator to
ease the operation. Primary use case for this feature is to have different
catalogs generated by DRM filtered for specific use cases, and use them
against the custom groups.
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Introduction

Introduction

This technical white paper provides information about the creation and usage of multiple custom catalog
baselines. With the increasing demand in datacenter to maintain different group of servers on different
firmware and driver baseline, this feature will help datacenter administrator to ease the operation. Primary use
case for this feature is to have different catalogs generated by DRM filtered for specific use cases, and use
them against the custom groups.

Quick links to the sections in this technical white paper:

o Create a custom baseline in OpenManage Essentials

e Create custom baseline by using the System Update portal

e Create custom baseline from the Associate Baseline wizard

e Associate a Custom Baseline

e View group-wise Catalog Baseline Association

e View group-wise compliance of devices to a Catalog Baseline Association

Managing
Firmware & Driver
compliance by
using Multiple
Baselines in
OpenManage
ssentials

Figure 1 Manage firmware and driver compliance by using multiple baselines in OpenManage Essentials
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1 Create a custom baseline in OpenManage Essentials
This section covers the methods to create custom baseline and the points to consider while creating the
baseline.

1.1 Create custom baseline by using the System Update portal

The System update portal of OME has been redesigned by grouping similar actions together. As part of
Catalog Baseline Action section, the “Create Catalog Baseline” action is listed.

1. From the Manage menu, select Create Catalog Baseline.

Manage Deployment Reports Settings lLogs Tutorials Dell EMC S
Devices | Device Search Discovery and Inventory Alerts System Update R

System Update Portal Action
View System Update Portal

System Update :

Catalog Action Summary | Compliant Systen

Select a Catalog Source
Compliance Report

View Default Catalog

Update Action Source: C:\Users\Adminis
Current catalog version is tl
Create System Update Task

Catalog Baseline Action

Create Catalog Baseline

E- List of Catalog Baselines 350.0
Baseline - 11/6/2017 5:40:48 PM
300.0—
R630-catalog ~
250.0—
200.0—
150.0

Figure 2  Select Create Catalog Baseline for creating custom baseline in OpenManage Essentials
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2. Inthe Create Catalog Baseline dialog box, enter the name for the baseline and select the catalog file to

import.
o A
Create Catalog Baseline
Basefine Name |Baseline - 11/28/2017 4:41:40 PM \
Use repository manager file |Browse to the Catalog.xml or the Catalog.cab file | | Browse

CanceIJ | Import nowJ

Figure 3  Enter a baseline name and select repository manager file

By default, OME creates the baseline name based on the current date and time. This is to avoid the duplicate
names created for the custom catalog. If required, modify the name based on your requirements.

3. Select the catalog xml or cab file that must be imported as part of the operation.

Note—This catalog selection path is referred in the server where OME is installed. If you are using OME from
a remote system and trying to import the catalog file from the client system, the operation will fail. Therefore,
either copy the catalog xml to the OME server or map the drive in the OME server so the catalog file is locally
available to the OME services.

4. After selecting the file, click Import now.
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1.2 Create custom baseline in OpenManage Essentials

The device portal context menu with respect to the user-created custom group has a new item added as
“Associate Custom Baseline”.

1. Click Manage - Devices, and then right-click the user-created custom group and select Associate
Custom Baseline.

mrﬂlanage Deployment Reports Settings Logs Tutorials Del

Devices Device Search Discovery and Inventory | Alerts | System Upc

=2- ® All Devices A” DeVICeS
Citrix XenServers - -
Clients Details |Aler‘ts Non-Compliant Firmwai
Clusters Viewing 1886 Devices
FC630-1 Drag a column header and drop it here to gr
FC630-2 Health Status Yf Connection Status 5[
Hyper-Converged Infra; .
Q@ ©on
KvM
o ®©on
Microsoft Virtualization .
W © on
Modular Systems U
) On
Network Devices ; ©
w) On
OEM Devices U ©
. . (%) © on
00B Unclassified Devic -
@) On
Power Devices U ©
on
PowerEdge C Servers U ©
Printers U © on
£ ® on
New Group ©®
#) On
Edit Q .
- n
Rename
®on
Delete
©on
Associate Catalog Baseline
®on
Hide ® on
Collapse All @ on

Figure 4  Associate a catalog baseline to device(s) in OpenManage Essentials
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1.3

5. Inthe Associate Catalog Baseline dialog box, click Create Catalog Baseline.

Assoclate Catalog Baseline

Catalog Baselines

21 List ol Catalog Basslines

Baseling - TUZEI0AT 44140 P
Baselng - 1URG01T 540048 Pl
AE30-catalog

Create Catalog Baseline
ELasehrge Ware
% el ¥y ke
Help Cancel

Figure 5  Create catalog baseline in OpenManage Essentials

6. Enter or select data in the fields as described in Create custom baseline by using the System Update
portal earlier in this technical white paper.

List a Custom Baseline

This section describes about listing the custom baselines that are created and their association to custom
group if exists. After the catalog custom baseline is created, it is shown in the left pane under Catalog
Baseline Action and in the working pane under the List of Catalog Baselines table.

5 Dell TechCenter | Su
EMC OpenManage Essentials

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions S

Devices | Device Search Discovery and Inventory Alerts System Update Remote Tasks @ Configuration

15t U te Portal Acti A . -
S L R L L R4 List of Catalog Baselines
View System Update Portal

Catalog Action 0 Drag a column header and drop it here to group by that column
Select a Catalog Source

Baseline Name W GroupName Y Source T ReleaselD Y File Path W ReleaseDate T
View Default Catalog

" Baseline - 11/28/2017 4:41:40 PM| Custom Catalog  4c80166f C\Users\Administrator\Deskiop\Catalogs\D4C4_SenkarR540\r540-sep29.xml 9/29/2017 5:34:06 PM
Update Action ~

Create System Update Task Baseline - 11/6/2017 5:40:48 PM  FC630-1 Custom Catalog 2N7GF C:\Users\Administrator\Downloads'\Catalog\Catalog xml 9/26/2017 8:47:22 PM

Catalog Baseline Action ~ R630-catalog R630 Custom Catalog 99d7fesb C\Users\Administrator\Desktop\DRM_R630_Catalog xml 9/29/2017 7:52:13 PM

Create Catalog Baseline

|-§ List of Catalog Baselines
Baseline - 11/268/2017 4:41:40 PM
Baseline - 11/6/2017 5:40:48 PM

R630-catalog

Figure 6  List of catalog baselines in OpenManage Essentials
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1.4

1.5

Group name column in the table shows the group name if the catalog is associated to one or more groups. If
the catalog is associated with more than one group, the baseline will be shown in each row per group. If the
catalog is not associated then the group name row is empty.

Delete a Custom Baseline

1. Right-click the baseline name listed under List of Catalog Baselines, and then select Delete.

EMC OpenManage Essentials

MManage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices  Device Search Discovery and Inventory Alerts System Update Remote Tasks | Configuration

Baseline Details

View System Update Portal

Catalog Action Baseline Name: Baseline - 11/28/2017 4:41:40 PM
Select a Catalog Source File Path: C-\Users\AdministratoriDeskiop\Catalogs\D4C4_SenkarR540\r540-
View Default Catalog sep29.xml
Update Action Source Type: Custom Catalog
Create System Update Task Release ID: 4c80166f
Catalog Baseline Action .
o9 Release Date: 9/29/2017 5:34:06 PM

Create Catalog Baseline

BE- List of Catalog Baselines
Baseline - 11/28/2(Q o e
Baseline - 11/6/20 Delete

R630-catalog

Figure 7 Deleting a catalog baseline in OpenManage Essentials

2. When prompted, click OK.
The baseline is deleted. If the Delete operation fails because the baseline is associated with any of the
custom group, disassociate the baseline from the group first, and then retry the operation.

Note—You cannot delete more than one baseline at a time.

Associate a Custom Baseline

Creation of custom baseline does not affect the compliance computation until it is associated with the custom
group.

1. Click Manage - Devices, and then right-click the user-created custom group and click Associate
Catalog Baseline.
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MManage Deployment Reports Settings Logs Tutorials Del

Devices Device Search | Discovery and Inventory | Alerts | System Upc

= ® All Devices All Devices
Citrix XenServers - -
Clients Details | Alerts | Non-Compliant Firmwai
Clusters Viewing 1886 Devices
FC630-1 Drag a column header and drop it here to gt
FC630-2 Health Status Y  Connection Status [
Hyper-Converged Infra: .
Q ®on
KVM
Q ©on
Microsoft Virtualizaticn
L) & on
Modular Systems .
@) On
Network Devices u ©
w) On
OEM Devices 0 ©
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0O0OB Unclassified Devic 0 ©
%) On
Power Devices U ©
on
PowerEdge C Servers wt ©
Printers U © On
£k L.) on
New Group
®on
Edit ®o
J n
Rename
®on
Delete
® on
Associate Catalog Baseline @® on
Hide ® on
Collapse All @ on

Figure 8  Associating a catalog baseline in OpenManage Essentials

2. Inthe Associate Catalog Baseline dialog box, the list of baselines that are already generated is
displayed. Select any of them or create a new catalog baseline, if necessary.
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xS

Associate Catalog Baseline

Catalog Baselines

(#) List of Catalog Baselines

Baseline - 11/28/2017 4:41:40 PM
Baseline - 11/6/2017 5:40:48 PM
RB30-catalog

(_) Create Catalog Baseline

Baseline Name

Use repository manager file

m

o
A
T

Import now

[ Help | | Cancel | Finish

Figure 9  List of catalog baseline

Note—After the association is done, OME takes some time to reflect the changes because of the time taken
to re-compute the applicable packages for all the devices under the group.

Associating catalog baseline is possible only with the user-created custom group. This operation is not
permitted on the system generated groups. You can associate the baseline only to the first level of custom
group. Nested group levels will not have option for association. Only one catalog baseline can be associated
against a group. Meaning, a group can have a maximum of one catalog association. But same catalog
baseline can be associated to different custom groups.
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1.6 Re-associate or de-associate a Custom Baseline in OpenManage
Essentials

After associating the group to a baseline, you can re-associate or de-associate a baseline.

PowerEdge C Servers U & on
Printers ! © on
(% © on

New Group h

Edit 1]

Rename n

Delete 1

Associate a Different Catalog Baseline )

De-Asscciate Catalog Baseline L
Hide 1
Collapse All n

Expand All

Figure 10 Associating and De-associating a catalog baseline

1. Tore-associate, select Associate a Different Catalog Baseline. Complete the tasks as listed in
Associate a Custom Baseline.
2. To disassociate, select De-Associate Catalog Baseline. The association with the group is removed.

Note—If you de-associate baseline from the group then the compliances of all the devices in that group will
be computed against the default catalog.
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2 Updates made to the System update portal

System update portal is updated to show the multiple associated baselines based compliance & grouped for
the actions. New bar graph is added to provide the feature to list all the associated groups compliance.

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices ' Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

System Update Portal Action
View System Update Portal
Catalog Action

Select a Catalog Source

System Update :

Summary | Compliant Systems = Non-Compliant Systems ' Non-Inventoried Sys

Compliance Report

View Default Catalog
Update Action Source: C:\Users\Administrator\Desktop\M630_Catalog.xml

Current catalog version is the latest
Create System Update Task

Catalog Baseline Action Get the latest Advanced Settings

Create Catalog Baseline

B- List of Catalog Baselines 350.0
|- Baseline - 11/28/2017 4:41:40 PM
‘ ? 300.0
- Baseline - 11/6/2017 5:40:48 PM
- R630-catal
il 250.0
200.0
150.0
100.0
50.0 &
0.0 .‘
“ 2
/o<Q LN
“
(\@J'

Figure 11  System update portal

Note—Only the user-created custom groups that are associated will be shown in the bar graph, along with all
the devices. The All Devices group displays the devices against default catalog and all devices associated to
the custom catalog.

If the device is associated to custom catalog, it will not be considered against default catalog. If the device is
present in more than one custom group that are associated then compliance of such device is computed
against each catalog baseline and listed in the group appropriately. By clicking the bar chart, you can view the
respective page with filtered devices and baseline.
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350.0—

300.0—

250.0—

200.0—

150.0

100.0—

50.0 —

(W) compliant () Non-Compliant

@ Non-Inventoried Systems [12] [E Issues and resolutions [11]

Figure 12 Compliant and noncompliant devices

Non-inventoried systems, and Issues and Resolutions are added as actionable button items that are not
group-specific. When clicked, the respective page is displayed.
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If you click the Filtered by option, the Select System Update Target Devices and Device Groups dialog
box is displayed.

Select System Update Target Devices and Device Groups

System Update Target

() Select a query | BRSQuery b MNew| |Edit

®) Select the devices/groups from the tree below:

= All Devices
Servers
RAC
OEM Devices

R&30

Figure 13  System update target devices and device groups

You can filter devices either by using query or by using groups. After a group is selected, the Pie chart is
displayed. But this filtering will not filter based on the baseline. Therefore, if the device is part of two different
groups with different baselines associated then the device will be shown twice (one per group/baseline).
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System Update : Filtered by: R630

Summary I Compliant Systems | Non-Compliant Systems | Non-Inventoried Syste

Compliance Report

Source:
Catalog is inaccessible
Get the latest Advanced Settings

@ Compliant Systems @ Non-Compliant Systems

@ Non-Inventoried Systems @ Issues and resolutions

Figure 14 System update portal

Note—To view the non-filtered devices and bar chart again, click View System Update Portal.

If you are trying to update such devices, you can select the device only once. If you try to select both groups
then OME displays an error message to block the operation.
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3 View group-wise Catalog Baseline Association

OpenManage Essentials 2.5 shows the association between Custom Group(s) and Catalog Baseline(s). To
view group-wise catalog baseline association details on System Update portal, click View catalog Baseline
Associations. Figure 15 shows two custom groups associations with two different catalog baselines. Note
that VxFlex Ready Nodes group is by default associated to the Default catalog.

Manage Deployment Reports Settings Logs Tutorals Dell EMC Solutions

Devices Device Search | Discovery and Inventory | Alerts System Update Remote Tasks Configuration

System Update Portal Action ~

- Device Group to Catalog Baseline Associations
View System Update Portal

Catalog Action Drag a column header and drop it here to group by that column

Select a Catalog Source

GroupName  f Baseline Name [
View Default Catalog

) ) Custom Group 1 My Baseline 1
View MX Chassis Default Catalog

Update Action Custom Group 2 My Baseline 2
Create System Update Task VxFlex Ready Modes Default

Catalog Baseline Action

Create Catalog Baseline

View Catalog Baseline Associations

B- List of Catalog Baselines

|: My Baseline 1

My Baseline 2

Figure 15 Device Group To Catalog Baseline Association
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4 View group-wise compliance of devices to a Catalog
Baseline Association

OpenManage Essentials 2.4 and later versions show information about the catalog baseline(s) associated
with compliant or non-compliant device(s) belonging to custom group(s).

To view the catalog baseline associations, on the System Update portal, switch to Compliant Systems tab or
Non-Compliant Systems tab. Figure 16 shows Non-Complaint Systems Tab selected, device(s) belonging
custom group(s), and associated catalog baseline name(s) to the custom group(s).

Manage Deployment Reporls Seftings Logs Tutorials Dell EMC Solutions

Devices | Device Search | Discovery and Inventary | Alerts  System Update Remote Tasks Configuration

System Update Portal Action A~
- System Update :
View System Update Portal
| Summary I Compliant Systems | Non-Compliant Systems ‘INuannvenloried Systems | All System Update Tasks [ Issues And Resolutions For Updates
Select a Catalog Source I
. Select Any of the Non-Compliant Systems to Update: User Preferred Delivery Mode: In-band Agent
View Default Catalog
View MX Chassis Default Catalog Drag a column header and drop it here to group by that column
Update Action o | SystemName Y Group Name Y Baseline Name Y |Model Type [ Operating System Y ServiceTag W Update Method Y
Create Syst Update Task
reate System Update Tas [F] idrac-JHGZWX1  Custom Group 1 | My Baseline 1 PowerEdge M620  Vlware ESXi 5.1.0 build-799733 JHEZWX1 Out-of-band
| idrac-R1-R730-1  All Devices Default PowerEdge R730  VMware ESXi 6.0.0 build-3620759 HD3CH62 Out-of-band
Create Catalog Baseline -
. . - ] iDRAC-JB6J6Q2  All Devices Default PowerEdge R740xd Unknown JB6J6Q2 Out-of-band
View Catalog Baseline Associations —
. . [ iDRAC-17769R2  Custom Group 2 = My Baseline 2 PowerEdge C6420  Unknown 17769R2 Out-of-band
B- List of Catalog Baselines —
.
. )| iDRAC-9GH5LQ2  All Devices Default PowerEdge R640 | Windows Server 2016 9GH5LQ2 Out-of-band
My Baseline 1 —
. 1| iDRAC-17909R2  All Devices Default PowerEdge C6420  Unknown 17909R2 Out-of-band
My Baseline 2 —
[C| iDRAC-17879R2  All Devices Default PowerEdge C6420  Unknown 17879R2 Out-of-band
C]__idrac-R6-R510-1___All Devices Default PowerFdae R510___ Unknown _ 96ND4BS. Qut-of-band
Select Updates to Apply:
Drag a column header and drop it here to group by that column
O] SystemName Impona‘nce T ‘ Update Method Y Component W Type Y Installed Version Y Upgrade/Downgrade

Figure 16 Device To Catalog Baseline Association Group-wise

Association of non-compliant device and baseline (group-wise) can also be viewed in the OME device tree.

1. Onthe OME device tree, click on a custom group.
In the right pane, click Non-Compliant Firmware & Drivers.
3. Figure 17 shows the following:
e Custom Group 1 selected in the Device tree.
¢ Inthe working pane, on the Non-Compliant Firmware & Drivers tab, the devices belonging to
the groups are listed along with the baseline they are associated with (My Baseline 1).

n
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Devices Device Search Discovery and Inventory | Alerts  System Update Remote Tasks Configuration

B ® Al Devices Custom Group 1

Citrix XenServers

Clients Details lAIert% Non-Compliant Firmware & Drivers |N0rrCumpIiant Configurations

Clusters Select Any of the Non-Compliant Systems to Update: User Preferred Delivery Mode:
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|| SystemName % GroupName [ Baseline Name % | Model Type ¥ Operating System

- ® custom Group 2
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Hyper-Converged Infrastry
KVM
Microsoft Virtualization Se
o % Modular Systems
W Network Devices
W 0EM Devices

00B Unclassified Devices Select Updates to Apply:

idrac-JHGZWX1  Custom Group 1 My Baseline 1 PowerEdge M620  VMware ESXi5.1.0 build-799733

In-band Agent

Y Service Tag ' Update Method '
JHEZWX1 Qut-of-band

Power Devices Drag a column header and drop it here to group by that column
PowerEdge C Servers

[0 System Name |Impuna.nr.e v F Update Method Y7 Compenent
Printers

Figure 17 Custom Group Baseline Association

Similarly, Figure 18 shows the two devices that belong to the Custom Group 2 and the firmware baseline they

are associated with (My Baseline 2).

¥ Type Y Installed Version Y[ Upgrade/Dowr

Home RIEUEVEN Deployment Reports Setfings Logs Tutorials Dell EMC Solutions

Devices Device Search | Discovery and Inventory | Alerts System Update Remote Tasks  Configuration

B ® Al Devices

Custom Group 2

Citrix XenServers

Clients

Details N Alertd | Non-Compliant Firmware & Drivers [Non-Compliant Configurations

- (/) Clusters Select Any of the Non-Compliant Systems to Update: User Preferred Delivery Mode: In-band Agent

s ’ Custom Group 1 Drag a column header and drop it here to group by that column

L @ igrac mezwt

¥ ¥ Custom Group 2

|:V iDRAC-17769R2
W iorac

=]

SystemName Y GroupName [ Baseline Name Y |Model Type ¥ Operating System

o

iDRAC-17769R2  Custom Group 2~ My Baseline 2 PowerEdge C6420  Unknown

=

iDRAC-17839R2  Custom Group 2~ My Baseline 2 PowerEdge C6420  Unknown

Hyper-Converged Infrastri
KVM

Microsoft Virtualization Se

B ® wModular Systems

o P Network Devices
& % oeM Devices

00B Unclassified Devices Select Updates to Apply:

Y SenviceTag Y[ Update Method
17769R2 Qut-of-band

17839R2 Qut-of-band

Power Devices Drag a column header and drop it here to group by that column

PowerEdge C Servers ~

O SystemName T |Imponance T ' Update Method Y7 Component
Printers

B ® rac

R idrac

Figure 18 Custom Group Baseline Association

T Tyre ¥ Installed Version [ Upgrade/Down
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A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.

A.l Related resources

Referenced or recommended Dell publications:

e Chassis discovery feature in OME:
http://en.community.dell.com/techcenter/extras/m/white papers/20441673
e Deployment and Managing Configurations with Dell OpenManage Essentials
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