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1 Executive summary

OpenManage Essentials (OME) enables the management and monitoring of various discovered Dell devices
in a single centralized console.

With OME, you can discover and inventory to manage devices present in your network. The scope of this
technical white paper is limited to the complete support of MX Chassis, VxFlex Ready Nodes, Dell EMC
EqualLogic Groups, Dell EMC NAS Appliances, Disk Backup Appliances, VxRail Appliances, XC Series
Appliances, SonicWALL Firewall, PowerConnect W-Series, Brocade Fibre Channel, Dell EMC Compellent
Arrays, Dell EMC Networking Switches, KVM, PDU, and UPS, in addition to the devices supported in the
previous versions of OME
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2 Introduction

The purpose of this technical white paper is to describe the complete support of Dell devices in
OpenManage Essentials (OME). This technical white paper covers the following topics:

e Device discovery, inventory, and classification
e Device health

¢ Warranty Information

e Start application

e Monitor devices (alerts)

e Troubleshooting

For a complete list of supported device models, see the Dell EMC OpenManage Essentials Version
2.5 Support Matrix at dell.com/openmanagemanuals.
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3 Protocols supported by OpenManage Essentials

e OpenManage Essentials (OME) can discover and receive alerts from Dell EMC
EqualLogic Groups, Dell EMC NAS Appliances, SonicWALL Firewall, PowerConnect
W-Series, Brocade Fibre Channel, Dell EMC Compellent Arrays, Dell EMC Networking
Switches, KVM, PDU, and UPS devices by using SNMP protocol.

¢ VxFlex Ready Nodes, Disk Backup Appliances, VxRail Appliances, and XC Series
Appliances can be discovered by using WS-Man protocol and support SNMP alerts.

e MX Chassis can be discovered by using REST protocol and support SNMP alerts.

e SNMP protocol versions V1, V2, and V3 are currently supported.

e You must configure the SNMP protocol on all the target devices and set the
management station IP address to the system where OME is installed.

e Although the previously specified settings are not required on all these devices, it is
recommended to check for the SNMP configuration before performing discovery or
inventory operations.

o Receipt of SNMP traps or alerts is also supported for these devices in OME.

e The Troubleshooting section provides guidance about ensuring that a target device is
configured correctly to be managed by OME.

Following table shows the recommended protocols to discover different types of devices:

Table 1 Recommended protocols for device discovery

MX Chassis REST
VxFlex Ready Nodes WS-Man
VxRail Appliances WS-Man
XC Series Appliances WS-Man
Disk Backup Appliances WS-Man
Dell EMC Networking Switches SNMP
Dell EMC EqualLogic Groups SNMP
Dell EMC NAS Appliances SNMP
SonicWALL Firewall SNMP
PowerConnect W-Series SNMP
Brocade Fibre Channel SNMP
Dell EMC Compellent Arrays SNMP
KVM SNMP
PDU SNMP
UPS SNMP
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4 Discover, inventory, and classify Dell EMC devices in

OpenManage Essentials

To discover an MX chassis, VxFlex Ready nodes, Dell EMC EqualLogic groups, Dell EMC NAS
appliances, Disk Backup appliances, VxRail appliances, XC Series appliances, SonicWALL firewall,
PowerConnect W-Series, Brocade fibre channel, Dell EMC Compellent arrays, Dell EMC networking
switches, KVM, PDU, or UPS by using OME, do the following:

Start OpenManage Essentials.

Navigate to Manage - Discovery and Inventory.

In the left pane, click Add Discovery Range.

Enter the IP address or host name and subnet mask, and then click Add.
If you are entering the IP range, select the Save as Group check box.
Enter the group name in Group Name, and then click Add.

Click Next.

Noos~MwDdPE

Discover Devices

Discovery Range Configuration | gpecify |P address, range, or host name.

] save as Group Group Name: | OME1
Enter an IP aodress of a range. The first oCtet cannot be Zero. Specily a range (for exampie, 12-115) or wikICara(") In the 1ast two octets.
) IP address / range! MName *

_) Host name

Subnet mask:

IP Range / Host Name Discovery Range Name  Subnet Mask

10.84.173.42 255.255.255.0

L

cancel Next. Finish |

Figure 1 Discovery Range Configuration
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8. Onthe Device Type Filtering page, select specific device types for guidance in determining
which protocols are required to manage them, and then click Next.

Discover Devices

Discover Devices  Device Type Filtering

LRl Sclect specific device types for guidance in determining which protecols are required to

Device Type Filtering manage them.

ICMP Configuration [ Device Type ¥ Required Protocols
Summary [ | IDRAC (server out of band) WS-MAN
E Server with OMSA SNMP
[ Windows Server without OMSA WMI
[ Linux Server without OMSA SSH
E [[] ' ESXiHost + Guests WS-MAN + SNMP
[ ' HyperV Host + Guests WMI + SNMP
[  Chassis (CMC) Discovery - All Components  WS-MAN
] MX Chassis Discovery — All Components REST + WS-MAN
(O] Windows Enterprise Client WMI
O] Powervault MD Array MD Array
[B1] other Device SNMP

Required Protocols:

2/4

Help J L Cancel L Back l Finish

Figure 2  Device Type Filtering page

9. Onthe ICMP Configuration page, click Next.

Dell EMC Technical White Paper



Discover Devices

Discover Devices  ICMP Configuration

Discovery Range Configuration

-~

You may configure the ICMP parameters.
Device Type Filtering

ICMP Configuration

Summary

Timeout | 1,000 = miiseconds

%' attempts

[

Retries |

| Help | | Cancel ||  Back Next | Finish

Figure 3 ICMP Configuration page

10. On the REST Configuration page, enter the user ID and password, and then click Next.

Discover Devices

Discover Devices  REST Configuration

R A L ELE Please specify the REST Credentials of MX Chassis. ?

Device Type Filtering

|+/] Enable REST Discovery
ICMP Configuration

REST Configuration User ID: |root |

WS-Man Configuration Password: ‘ s |
Summary Timeout |60 'L:j seconds Retries: |2 'L;J] attempts
Port 443 5

|| Secure Mode

Help | | Cancel || Back L Finish

Figure 4 REST Configuration page for MX Chassis
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11. On the WS-Man Configuration page, enter user ID and password, and then click Finish.

Discover Devices

Discover Devices  WS-Man Configuration

5/6

Discovery Range Configuration

Please specify the WS-Man credentials. ?
Device Type Filtering

|+/| Enable WS-Man Discovery
ICMP Configuration

REST Configuration User ID: oot |

WS-Man Configuration Password: ‘ccl.cl |

Summary Timeout: |60 -:f seconds Retries: |3 L:JJ attempts

Port 443 = (Secure)

[E3]

¥ Secure Mode

|+ skip Common name check
|+ Trusted Site

Certificate File:

Help Cancel Back Next Finish
J | L L

Figure 5 WS-Man Configuration page

12. On the SNMP Configuration page, ensure that the Get community field has public as the
attribute, and then click Finish.

Discover Devices

Discover Devices = SNMP Configuration

Discovery Range Configuration

Specify the SNMP settings for discovery. ?

Device Type Filtering

1CMP Configuration +/| Enable SNMP discovery:

SNMP Configuration [+/] Enable sSNMP v1/v2C

Summary Get community: |pubhc

Set community: |

|| Enable SNMP V3

- | Authentication Protocol
User Name:
Authentication Password
Encryption Protocel
Encryption Password

Generic Settings Timeout: |4 1 seconds Retries: |2 i: attempts

| Help |

| Cancel | Back | Next l Finish I

Figure 6  SNMP Configuration page
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View Dell EMC MX Chassis data in OpenManage Essentials
The MX Chassis devices are classified under All Devices 2> Modular Systems - PowerEdge
MX7000 in the device tree. You can click the discovered device to see all the inventoried tables as
shown in the sample screen shot.

| Home [ERETEITY Deployment Reports  Settings Logs Tutorials _Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

o ® All Devices MX-PT0005H
Citrx Xen
Clents Details | Alerts | Hardware Logs | Configuration |
Clusters
Hyper-Converged Infrastructure I« Device Summary
Kvm Health Status  Connection Status Device Name  Device Type  Model Service Tag AssetTag Express Service Code Location Revision Device Discovery Tme  Device Inventory e Device Status Time.
QO Oo MXPTOO0SH MXChasss POWEREDGEMX7000 PTODOSH  mul  S6173077701 NA A S202018121325PM | B2OROIE 121325 P NA

PowerEdge Chassis
[ & Data Sources

PowerEdge M1000e

Global Status Name Version  Description Manufacturer

® PowerEdge MX7000
| Q Management Module 1.00  This system component provides a complete st of remote management functions for X Chassis  Dell Inc.
=- ® MX-PTO00SH_Chassis

u ~ MX-PTOOOSH

p— Je= NIC Information

PowerEdge VRTX IPv4 Address  IPv5Address MAG Address Description  TOE Capability TOE Enabled

Network Devices 1009645236 WA d0:04:66:0651:11 NIA HA A

OEM Devices
©00B Undlassified Devices . . .
§ Firmware Information

Power Devices

PowerEdge C Servers ||| nName version EnclosureiD Type

Printers. MM1  1.00 0 Management Module Firmware

Rrac

Re 05 d Bare Metal -
epurpose and Bare et »’ Power Supply Information

Servers

Storage Devices Locaion  Output (Watts) Type Power Monitoring Capable

PSUSOLT 0 ac A
VMware ESX Servers PSUSIL2 3000 Ac A
VxFlex Ready Nodes PSUSIL3 3000 AC A
PSUSILs 0 AC WA
PSUSOLS 0 ac A
PSUSILE 0 AC A

Figure 7 MX Chassis Classification and Inventory

Note—OME 2.5 supports only the discovery of stand-alone or lead MX chassis. It does not support
member chassis discovery without lead chassis. If member chassis is discovered without lead
chassis then application logs will show a log indicating “discover <Lead Service Tag>".

Supported Models
Refer to the Table 6 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.
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View VxFlex-ready nodes in OpenManage Essentials

The VxFlex-ready nodes are classified under All Devices = VxFlex Ready Nodes in the device
tree. You can click the discovered device to see all the inventoried tables as shown in the sample

screen shot.

Home JUFTELEN Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

8- @ Al Devioes iDRAC-D40J6Q2
Citrix XenServers
Clients Details |Alerts | Hardware Logs | configuration |
o- Clusters
v -
® Hyper-Converged Infra: Device Summary
KvM N N N ~
Health Stafus  Connection Status  Device Name Device Type Model Service Tag Modeld  AssetTag Express Service Code  System Uptime  Total Installed Memory (MB) Maximum Memory
Microsoft Virtualization -
0 (I_I) on iDRAC-D40J6Q2  Server VxFlex R740xd Ready Node D40J6Q2 D40J6Q2  N/A 28540930250 6d:20h:31m:6s 229376 3145728

® Modular
® Network Devices
® OEM Devices [P« RAC Device Information

Q0B Unclassified Devic

&
5
i
i

Manufacturer

RAC IP Address  RAC Type RAC DNS Name  RAC Connection Status
B~ Power Devices 100.9626.228  Remole Access Gontroller | /A ®on
PowerEdge C Servers
t Printers
& ® rac Q Data Sources
' © Repurpose and Bare Me Global Status  Mame Version  Deseription
' ® Servers Q Integrated Dell Remote Access Controller 3212121 This system component provides a complete sef of remate management functions for PowerEdge servers  Dell Inc
- ® Storage Devices
- & Unknown .
iYW | oz NIC Information
& x Ready Nodes IPvé Address  IPvB Addiess MACAddress  CurrentMAC Address Description TOE Capabilty TOE Enabled
WA NA 20:040FEBS0B8 2004.0FEG4083  Broadcom Gigabit Ethemet BOMST20 - 20:04:0FEB40:88 WA NiA
A A 20040FES:4089 20040FES40B9  Broadcom Gigabit Ethemel BCMST20 -20-04-0FES 408 W/A A
WA NA 20:040FEBS0BA 20040FEG40BA  Broadcom Gigabit Ethemet BOMST20 - 20:04:0FEB40BA WA NiA
A A 20040FES408E 20040FES40BE  Broadcom Gigabit Ethemet BCMST20 -20-04-0FES 40°BE WA A
1009626228 NA 4G 10456 A IDRAG Embedded.1 WA NiA

Figure 8  VxFlex Ready Nodes Classification and Inventory

View VxRail appliances in OpenManage Essentials

VxRail appliances are classified under All Devices > Hyper-Converged Infrastructure - VxRail
in the device tree. You can click the discovered device to see all the inventoried tables.

VxRail appliance with the Application Management URL

If the virtual application management URL is available on the appliance, a sub-group (ClusterlP) will be
created under VxRail and appliances belonging to the same cluster will be grouped together. A new

application launch point VxRail Manager will also be available.

Classification and inventory for VxRail Appliance with Application Management URL is shown in the

sample screen shot.

The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)
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e LLEVEYTS Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration

- ® Al Devices

idrac-28YP7C2

Details | Alerts | Hardware Logs | Non-Compliant Systems | Map View

Search device, ranges, and mor

&2 Device Summary
Health Status  Connection Status  Device Name Device Type Model

0 oo

i0rac-28YPTC2  WxRail Appliance  De 26YPTCZ  28YPTCZ NiA

idrac-28YP7C2

Information

Application Launch » | Q) | RAC Console RAC Conneclion Status

&) | RAC Virtual Console (@) on
K4 vxRail Manager

Refresh Inventory

Refresh Status

OEM Devices flon
008 Unc d Devices Add to New Group Physical Memory(MB) OS Locale (OSRevision Service Pack Version
Power Devices Add to E A 53 NA
PowerEdge C S¢ Ignore All Alerts from Device
Printers Exclude s
RAC
Delete
Repurpose and Bare Metal GIovar StaS —Name Version  Desoription
Servers Q Integrated Dell Remote oller 2414040 This ponert provides a complete set of remote management functions for servers

Storage Dey
o € un n
= VMware ESX Servers

= NIC Information

1Pv4 Address IPV6 Address  MAC Aodress Description TOE Capabilty TOE Enabled

100100240243 NiA F48E38.CB12:90  IDRAC.Embedged.1 NA NiA

Figure 9

The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)

20.7n:26m:20s

Sevice Tag Nodeld  AsselTag Express Service Code  Sysiem Uptime  Total Instalied Memory (MB) Maximum Mem:

3145728

Manufacturer

Dell Inc.

VxRail Appliance with Application Management URL Classification and Inventory
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VxRail appliance without the Application Management URL
Classification and inventory for VVxRail Appliance without Application Management URL is shown in the
sample screen shot.

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions Search device, rar

Devices Device Search | Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration

B- ® Al Devices idrac-28XQ7C2

Citrix XenServers

B- W clients Details | Alerts  Hardware Logs ‘ Non-Compliant Systems ‘ Map View

Clusters

B2 Device Summary

3 v idrac-28XQ7C2

drac-28XG7C2 irac-26XQ7C2  VRail Appliance  Dell EMC VxRall E460  26XQ7C2  28XQ7C2 N/A 4893943970 NIA 65536
a- ® Cluster_100.100.226.35 drac-28XQ
- ® XC Series Application Launch » | & RAC Console
KVM -
Troubleshoot € | RAC virtual Console
Microsoft Virtualization Servers PRv—— rrrTTrr—
Modular Systems
Refresh Status Controller N/A ®on
Network Devices
OEM Devices Add to New Group
OB Unclassified Devices Add to Existing Group tion
Power Devices Ignore All Alerts from Device || Physical Memory(MB) OS Locale ©OS Revision  Service Pack Version
PowerEdge C Servers Exclude NA 63 NA

Printers Delete

RAC
) Data Sources

Repurpose and Bare Metal

Servers Global Status  Name: Version Description Manufacturer

Storage Devices U Integrated Dell Remote Access Controller 2414040 This sysiem component provides a complete set of remote management functions for servers  Dell Inc.
- € Unknown

L VMware ESX Servers

I NIC Information
Figure 10 VxRail Appliance without Application Management URL Classification and Inventory

VxRail appliance models supported by OpenManage Essentials

Refer to the Table 4 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.

The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)
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View XC Series appliances in OpenManage Essentials

The XC series appliances are classified under All Devices - Hyper-Converged Infrastructure >
XC Series in the device tree. You can click the discovered device to see all the inventoried tables.

XC Series appliance with the Application Management URL

If virtual application management URL is available on the appliance then a sub-group (Cluster_IP) will be
created under XC Series and appliances belonging to the same cluster will be grouped together. A new

application launch point (PRISM) will also be available.

Classification and inventory for XC Series Appliances with Application Management URL is shown in the

sample screen shot.

Home QLELELEN Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search | Discovery and Inventory Alerts | System Update | Remote Tasks = Configuration

Search device, ranges, a

B- @ Al Devices idrac-28XQ7C2
| Citrix XenServers
& W ients Details | Alerts = Hardware Logs | Non-Compliant Systems | Map View
o Clusters
& ® Hyper-Converged Infrastructure &2 Device Summary
a- ® vxrail
Heaith Status  Connection Status  Device Name: Device Type Model Semvice Tag  Node Id
0 ® on idrac-28XQ7C2  VxRail Appliance  Dell EMC VxRail E460  28XQ7C2 28XQ7C2 NA

'« RAC Device Information

idrac-HD04CD2
RAC DNSName RAC Connection Status

Application Launch » @ RAC Console @® on

o

Troubleshoot @ | RAC Virtual Consale

Refresh Inventory &4 prism

Refresh Status

&

B

I Physical Memory(MB) OS Locale OS Revision  Senvice Pack Version

o Add to New Group NA 63 NiA
|- () PowerEdge C Servers

Printers Ignore All Alerts from Device s

RAC Exclude [

Repurpose and Bare Metal Version  Description

Delete
Servers il
Storage Devices
B € Unknown

jo¢ NIC Information

L () vmware Esx servers

(%) Tntegrated Dell Remote Access Controller  2.41.40.40  This system component provides a complete set of remote management functions for servers  Dell Inc

AssetTag  Express Service Code  System Uptime  Total Installed Memory (MB)  Masimur

3145728

Figure 11  XC Series Appliance with Application Management URL Classification and Inventory
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XC Series Appliance without the Application Management URL

Classification and inventory for XC Series Appliance without Application Management URL is shown in

the sample screen shot.

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search | Discovery and Inventory | Alerts = System Update | Remote Tasks | Configuration

= Al Devices idrac-5GFDH32
Citrix XenServers
B- ® dlients Details | Alerts | Hardware Logs | Non-Compliant Systems | Map View
[+ 3 Clusters
B- ® Hyper-Converged Infrastructure &2 Device Summary
|
- ® vxrail .
| Health Status ~ Connection Status  Device Name  Device Type  Model Service Tag  Nodeld  AssetTag Express Service Code System Uptime  Total Installed Memol
| =- ® xC series .
= U Qi) On idrac-5GFDH32  XC Appliance  Dell XC430-4  5GFDH32 S5GFDH32 NA 11877193406 2d:6h10m18s 16384
| &) ~ idrac-5GFDH32
| B ® Cluster_100.100.226.34 idrac-5GFDH32
£ ax
KVM
Application Launch » U RAC Console
Microsoft Virtualization Servers -
Troubleshoot € | RaC virtual Console [RAC Gonnection Stalus
Modular Systems -
Refresh Inventory entroller - N/A © on
a- Network Devices
Refresh Status
OEM Devices
B- () 00B Unclassified Devices Add to New Group s
- Power Devices Add to Existing Group Version Description Manufacturer
Powerkdge C Servers Ignore All Alerts from Device Imote Access Controller 2.4140.40 This system component provides a complete set of remote management functions for servers  Dell Inc.
Printers
Exclude
o- ® rac Delet
elete H
Repurpose and Bare Metal v tlon
Servers IPv4 Address IPv6 Address  MAC Address Description TOE Capability TOE Enabled
‘I'- Storage Devices NIA N/A BO:33:FE-E7.C6:63  Broadcom Gigabit Ethemet BOM5T20 - BO:83. FE-ET.C6:63  N/A NIA
T @ unknown A NIA BO:83FEE7'C664 Broadcom Gigabit Ethernet BCM5720 - BO'83 FEET-C664  N/A NA
VMware ESX Servers N/A NIA BO:83:FE E7/.C6:65 Broadcom Gigabit Ethemet BCMS720 - BO:83. FE-ET:C6:65  N/A NiA

Figure 12 XC Series Appliance without Application Management URL Classification and Inventory

XC Series models supported by OpenManage Essentials

Refer to the Table 5 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is

available in Introduction.
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4.5 View Disk Backup appliances in OpenManage Essentials
The Disk backup appliances are classified under All Devices - RAC/Server in the device tree.
The device type is Server. Click the discovered device to see all the inventoried tables as shown in the
sample screen shot.

[ Home [LIERE¥RY Deployment Reports  Settings Logs Tutorials _Dell EMC Solutions ‘Search device, ranges

Devices Device Search | Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration

8- ® Al Devices “] AJAYADOMO1 + H
Detalls | Alerts | Hardware Logs | Configuration
| v .
- ) Hyper-Converged Infrastructure Device Summary
Heallh Status ~ Connection Status  Device Name | Device Type  Madel ServiceTag Nodeld  Assel Tag Express Service Code  System Uptime  Total Installed Memory (MB) 1
ization Servers
=t Q @ on AJAYADOMO1 | Server Dell DR6300 || 78FVC2S  73FVC2S  N/A 15445531108 32a:11Na7TMAts 57344
|
® Network Devices
@- ® OEM Devi P« RAC Device Information
|
B- @) 00B Unc
‘. 0OB Unc RAC IPAddress  RAC Type RAC DNS Name RAC Connection Status
Power
100.96.25.76 Remote Access Controller  N/A L-) on
t Printers
i ﬁ 0S Information
‘ OS Name OS Total Physical Memory(MB) OS Locale QS Revision Service Pack Version
\ Windows Server 2012 R2 | /A A 63 A
‘ ® CMC-12D5082 D t S
‘ Global Status  Name Version Description Manufa
‘ Q Integrated Dell Remote Access Controller 2323130 This system component provides a complete set of remale management functions for Dell PowerEdge servers  Dell Inc
} g NIC Information
‘ IPv4 Address  IPv6 Address MAC Address Current MAC Address  Description TOE Capability TOE Enabled
‘ NIA NiA 2486 FD:F5:4D0D  24:B6:FDF5:4D0D  Broadcom Gigabit Ethernet BCMST20 - 24:86 FD:F514D:0D  NIA NIA
NIA NA 24:B6FD.F5.4D.0E  24:B6.FD.F5.4D.0E Broadcom Gigabit Ethernet BCMS5720 - 24.B6.FD.F5.4D.0E  N/A N/A

Figure 13 Disk Backup Appliance Classification and Inventory

4.51 Disc Backup appliance supported by OpenManage Essentials
Refer to the Table 11 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.
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4.6 Dell EMC Networking X-Series Smart Managed Switches

Dell EMC Networking X-Series Smart Managed devices are classified under All Devices ->
Network Devices - Dell EMC Networking Switches in the device tree. You can click the
discovered device to see all the inventoried tables as shown in the sample screen shot.

Manage Deployment Reports Settings Logs Tutorials Dell EMC Selutions Search devi

Devices Device Search | Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration

&- [ Al Devices X1008P switch +
Citrix XenServers
Cients Details | Alerts
a- Clusters
| -
@- ) Hyper-Converged Infrastructure eaw Device Summary
Health Status  Connection Status  Device Name | Device Type Model |ServiceTag AssetTag Express Service Code Location Revision Device Discovery Time
Microsoft Virtualization Servers
V] ®on X1008P switch | Dell EMC Networking - X1008P |GRPROTT  N/A 365 043 669 49 NiA F 51012017 3:31:24 AM
- ) Dell EMC Networking Switches @ Data Sources
PETET—
Kd (7 X1008R switch I Global Status Name ~ Version  Description Manufacturer
Fibre Channel Switches
V] X1008P 3.0.0.64 Dell EMC Networking X1008P 1Gb PoE Switch  Dell Inc
Network Appliances
OEM Devices
. .
00B Unclassified Devices v.b NIC Information
Power Devices IPv4 Address PG Address MAC Address Description  TOE Capability TOE Enabled
PowerEdge C Servers 1009671 NA 0001e8807a74 Vian10  NiA NA
Printers 100.96.255.4 NiA 00:01:e8:8b:7a:74  Vian 1000 NA NiA
100.96.7.129 NiA 00:01:e8:8b:7a;74  Vian 11 N/A NiA
Repurpose and Bare Metal
purp 100.96.8.1 NiA 00:01:e8:8b:7a:74 Vian 12 N/A NiA
servers
1009691  NA 00:01:68:807274 Vian13 N NA
‘Storage Devices
10096101 NA 0001e8807a74 Vian1d  NA NA
€ unknown
10096411 NA 0001e8807a74 Vianis  NA NA
VMware ESX Servers
100.96.12.1 NiA 00:01:e8:8D:7a:74 Vian 16 NA NiA

Figure 14 Dell EMC Networking X-Series Smart Managed Classification and Inventory

4.6.1 Networking X-Series Smart Managed switch models supported by

OpenManage Essentials

Refer to the Table 12 in Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.
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View Dell EMC EqualLogic groups in OpenManage Essentials
Dell EMC EqualLogic groups are classified under All Devices - Storage Devices - Dell EMC
EqualLogic Groups in the device tree. A discovered Dell EMC EqualLogic Group is represented as
shown in the sample screen shot.

Devices Device Search | Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration
B @ At Devices PS6610-BDC_Group + |
Citrix XenServers
Clients Details | Alerts
- ® Clusters Viewing 2 Devices
Hyper-Converged Infrastructure Drag a column header and drop it here to group by that column
KvM Health Status ¥ Connection Status '  Device Name §f RACName § ServiceTag Y DeviceType < Model  Discovered On 5 Inventoried On [ Statused On '
Microsoft Virtualization Servers Q [® on | es10-1 /A 62Q7C2 Equallogic Member PS6610  5/9/2017 1:23:11 AM | 5912017 1:23:11 AM
- ® Modular Systems . -
Q ®on PS6610-BDC N/A N/A Equallogic Group | N/A 5/912017 1:29:11 AM | 5/9/2017 1:29:11 AM
8- £\ Network Devices
- £\ OEM Devices
‘ 0OB Unclassified Devices
Power Devices
PowerEdge C Servers
printers
o- ® RAC
Repurpose and Bare Metal
a- ® servers
3 ® Storage Devices
‘— Dell EMC Compellent Arrays
= ® Dell EMC Equallogic Groups
o ® PS6110-IPS_Group
= PEEZmTEET—
‘ - ® PS6610-BDC Group Device
| =% vembers
‘ L[ # cei01 Member Device
Dell EMC NAS Appliances
Dell|[EMC Arrays

Figure 15 Dell EMC EqualLogic Group Representation

The Dell EMC EqualLogic device is no longer represented as a single device. Instead, it is
represented as a group, where:

e The Group Device contains group-level data.

¢ The Member Device contains member-specific data.

Dell EMC EqualLogic groups are auto-generated during the discovery process. The groups are
deleted automatically when either the group device or the corresponding discovery range is deleted.
Every discovered EqualLogic group will have one group device and multiple member devices based
on the number of enclosures added to the group.

Group device tables in OpenManage Essentials

The following tables are displayed as part of the Inventory Details page for the EqualLogic Group
device:

e Device Summary—Model and Service Tag will be displayed as N/A for the EqualLogic Group
device.

Data Sources—Displays the group-level health status and other details.

NIC Information—Lists only the EquallLogic management and storage group IP addresses.
Storage Group Information—Displays information about the storage group.

EqualLogic Volume Information—Lists the volumes created under a group.
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Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search | Discovery and Inventory | Alerts | System Update = Remote Tasks | Configuration

= ® All Devices PS6610-BDC

Citrix XenServers

Clients Details | Alerts

, ® Clusters

& () Hyper-Converged Infrastructure ws# Device Summary
KVM ,
Health Status  Connection Status Device Name | Device Type Model Service Tag | AssetTag  Express Service Code Location Revision Device Discovery Time
Microsoft Virtualization Servers -
(%] @ On PS6610-BDC | EquallLogic Group  N/A N/A N/A N/A N/A NA 5/9/2017 1:29:11 AM
B- ® Modular Systems

|
B £\ Network Devices
& A OEM Devices A Data Sources

©00B Undassified Devices Global Status  Name Version  Description Manufacturer

Power Devices
Q Equallogic SNMP Agent  N/A Equallogic SNMP Agent  Dell Inc

PowerEdge C Servers

Printers

jo® NIC Information

IPvd Address  IPv6 Address MAC Address  Description TOE Capability TOE Enabled

100.96.13.160  N/A NA Equallogic Storage Group  N/A NiA

Storage Devices

Dell EMC Compellent Arrays N
=s Storage Group Information
- ® PS6110-IPS_Group Name Lun D Host Name

- ® PS6610-BDC_Group PS6610-BDC 1 NA

U v PS6610-BDC

B @ vembers [I—:| EqualLogic Volume Information

L ® s6101
Dell EMC NAS Appliances Target ID LuniD Name Device Name  Size (GB)

Dell|EMC Arrays ign.2001-05.com equallogic 4-771816-4ca72f444-5950000001258823-v 1 vss-control 972293322 0
® Powervault MD Arrays iqn.2001-05.com.equallogic:4-771816-4ce72i444-7340000001358823-p 2 pe-confrolvol 972293322 0

Tape Devices iqn.2001-05.com.equallogic:Xpr-contro-target-ag11cbee-13db-11e7 3 Xpr-control-vol 972293322 0

4.7.2 Member device tables in OpenManage Essentials

The following tables are displayed as part of the Inventory Details page for the EqualLogic member
device:

Device Summary—Displays the member-specific model and Service Tag.

Data Sources—Displays the member-specific health status and other details.

NIC Information—Lists only the member-specific IP addresses.

Controller Information—Lists the controllers associated to the selected member.
Enclosure Information—Lists more details about the selected member.

Physical Disk Information—Lists the disks residing in the selected member enclosure.
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MManage Deploym Reports Settings Logs Tutorials Dell EMC Solutions Se

Devices Device Search | Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration

=- ® Al Devices 6610-1
Citrix XenServers
Clients Details | Alerts
Clusters
Hyper-Converged Infrastructure s Device Summary
KvM . . o . "
Health Status ~ Connection Status  Device Name | Device Type Model  Service Tag | Asset Tag Express Service Code Location Revision Device Discovery Time
Microsoft Virtualization Servers .
[ % ] © on 6610-1 EqualLogic Member PS6610 6ZZQ7C2 N/A NA UA NiA 5/9/2017 1:29:11 AM
Modular Systems

Network Devices
OEM Devices ) Data Sources
00B Unclassified Devices

Global Status  Name Version Description Manufacturer

Power Devices
Q Equallogic SNMP Agent N/A  EqualLogic SNMP Agent  Dell Inc

PowerEdge C Servers
Printers
RAC J® NIC Information
Repurpose and Bare Metal |Pv4Address  IPv6 Address MACAddress Description TOE Capabiity TOE Enabled
servers 100.96.13.161  NIA NIA etho NA A

Storage Devices
Dell EMC Compellent Arrays a .
Dell EMC EqualLogic Groups =t Controller Information

® PS6110-IPS_Group Number Name Type Firmware Version

® PS6610-BDC_Group 1 CN-OKPDMH ~ 70-0480 Storage Array Firmware V9.0.5 (R430781)
® Pse610-BDC 2 CN-OKPDMH  70-0480 Storage Array Firmware V9.0.5 (R430781)

=- ® Members

CEET— :
= «s# Enclosure Information

Dell EMC NAS Appliances
Dell|[EMC Arrays Enclosure ID  Service Tag Name  ProductID  Type Serial Number Vendor Number Of Controliers

972293322  ©ZZQ7C2 6610-1  70-0480 1DELLQARSU8435 SHM1016008G40LS EqualLogic 2

Figure 17 Dell EMC EqualLogic Member Device Inventory |

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search | Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration

B- ® All Devices 6610-1
Citrix XenServers
Clients Details | Alerts
Clusters &7 Physical Disk Information
Hyper-Converged Infrastructure
KM Enclosure ID LUNID Size (GB) Bus Type Serial Number Model Number  Revision
Microsoft Virtualization Servers 972293322 0 838 sas SONSBED3 ~ STS00MM0G0S ~LEOB
® Modular Systems 972293322 1 838 sas SONSSHEE ~ ST900MMO006  LEOB
A\ Network Devices 972293322 3 838 sas SONSSHCS ~ STS00MMO000S  LEOB
i 972293322 4 838 sas SONSTP9K ~ ST900MMO0006  LEOB
A OEM Devices
00B Undlassified Devices 972293322 5 838 sas SON522J9 ST900MMOD0S ~ LEOB
Power Devices 972293322 6 838 sas SON52416 ST900MMO006 ~ LEOB
PowerEdge C Servers 972293322 7 838 sas SON5789R ST900MMO00S ~ LEOB
Printers 972293322 8 838 sas SONS5JCC ~ STS00MMO000S  LEOB
RAC 972293322 9 838 sas SONS5HST ST900MMOD06 ~ LEOB
Repurpose and Bare Metal 972293322 10 838 5as SON525K4 ST900MMO0006  LEOB
Servers 972293322 11 838 sas SONS5GN2  ST90OMMOO0S — LEOB
Storage Devices 972293322 12 838 sas SONS5J76 ST900MMO00S  LEOB
Dell EMC Compellent Arrays 972293322 13 838 sas SON52501 STI00MMO00E  LEOB
972293322 14 838 sas SONS5GYW  STS00MMO000S LEOB
‘ ® Ps6110-1PS_Group 972293322 15 538 sas SON522HB  ST90OMMOOOS  LEOB
8- ® PS6610-BDC_Group 972293322 16 838 sas SON527ZL ST900MMOD0S  LEOB
#® Pse610-BDC
972293322 17 838 sas SONSSKVE ~ ST900MMO000S —LEOB
=- ® Members -
L] 972293322 18 838 sas SON52P6E  ST900MMOO0S  LEOB
~ 6610-1
— 972293322 19 838 sas SONSSGFYV  ST900MMO0006  LEOB
Dell EMC NAS Appliances
972293322 20 838 sas SONS5H3D  ST900MMO00S — LEOB
Dell[EMC Arrays
p 972293322 21 838 sas SONSSHHY ~ STS00MMO000S —LEOB
PowerVault MD An
972293322 22 838 sas SON526HV ~ STO0OMMO006  LEOB
Tape Devices

Figure 18 Dell EMC EqualLogic Member Device Inventory Il

22 The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)



4.7.3

23

Supported actions for Dell EqualLogic group in OpenManage

Essentials
The following table lists the supported actions and their behavior for Dell EMC EqualLogic groups.

Table 2
Action

Application Launch

Refresh Inventory

Refresh Status

Add to New Group
Ignore All Alerts

Dell EMC EqualLogic Group - Supported Actions
Group Device

Dell EMC EqualLogic console

Updates inventory for the entire
group; re-creates any deleted
members.

Updates the status of the entire
group including all members.

Supported.

Ignores all alerts coming from the

Member Device
View and renew warranty

Updates inventory for the entire
group; re-creates any deleted
members.

Updates the status of the entire
group including all members.

Supported.

Ignores all alerts coming from the

from selected member only.
EqualLogic Group device only.
Exclude Supported. Not Supported.
Delete Deletes the entire group Deletes only the selected member.

including all members.
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4.7.4 Event association for Dell EMC EqualLogic Group

Dell EMC EqualLogic member SNMP alerts are associated at member-device level and not at the
group-device level. Alerts tab for the EqualLogic member device will list all the alerts received from
the selected member as shown in the following sample screen shots:

Alert Details

Device 66101
THTIE oo 01T 2240 AM
Category Equalogic Storage
Source eqiMemberHealinhighBatery Temperature

Description

Sent when the cache baftery lemperature exceeds upper Imit battery  +
charger is disabled. Variables: eqiMemberHealthStalus=\Waming

Alen Vaniables
SNMP Enterprise OID 13614112740221

SNMP Generic Trap OID 6

SNMP Specific Trap OID 21

Figure 19 Dell EMC EqualLogic Member Event Association |

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions Search device, range

Devices Device Search ‘ Discovery and Inventory ‘ Alerts ‘ System Update ‘ Remote Tasks ‘ Configuration

= % Apeces PS6610-BDC_Group + W
= Citrix XenServers = —
= Clients DEta“SI Alerts !
- ® Clusters Viewing 1 Filtered Alerts ]
a8 Hyper-Converged Infrastructure Drag a column header and drop it here to group by that column
@ xwm severity ¥ Acknowledged ¥ Time T Device ¥ Details T
[~ O Microsoft Virtualization Servers 'y 5972017 22401AM 6610-1 | Sent when the cache battery temperature exceeds upper imit: battery charger is disabled.. Variables: eqlMemberHealihStatus=\Wamning

- ® Modular Systems

B £\ Network Devices

B- /) OEM Devices

- (7) 00B Unclassified Devices
o- Power Devices

{~ () PowerEdge C Servers

{— @) printers

B- ® rac

{— () Repurpose and Bare Metal
2- ® servers

&- ® Storage Devices

i () Dell EMC Compellent Arays

B- ® Dell EMC Equallogic Groups

B ® Ps6110-1PS_Group
WG - sooiveccom |
i~ ® PSE610-BDC
= ® Members
L ® 66101

Figure 20 Dell EMC EqualLogic Member Event Association Il
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4.7.5 Recommendations for Dell EMC EqualLogic group discovery
The following are recommended for proper support of Dell EMC EqualLogic groups in OpenManage
Essentials:

o After upgrading from previous versions of OpenManage Essentials, it is mandatory to perform re-
discovery of all the discovered Dell EMC EquallLogic devices to ensure proper functionality.

¢ It is recommended to discover Dell EMC EquallLogic storage arrays by using the group
management IP address or storage group IP address only, and not include any of the member IP
addresses in the discovery range configuration.

Note—The back-end Dell EMC EquallLogic storage of a FS7500, FS7600, and FS7610 NAS setup is
classified as Dell EMC EqualLogic Groups instead of Dell EMC NAS Appliances in OpenManage
Essentials.

4.7.6 Dell EMC EqualLogic supported models in OpenManage Essentials

Refer to the Table 7 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.

4.8 Dell EMC NAS appliances

The Dell EMC NAS appliances are classified under All Devices - Storage Devices - Dell EMC
NAS Appliances in the device tree. You can click the discovered device to see all the inventoried
tables.

4.8.1  View NAS Appliances with FluidFS v1.0 in OpenManage Essentials
The classification and inventory for Dell EMC NAS Appliances with FluidFS v1.0 is done as shown in
the following sample screen shot.

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions Search device, ranges, and more.

Devices Device Search  Discovery and Inventory Alerts System Update Remote Tasks = Configuration
NASGrp + 09O 2

Details | Alerts

& Device Summary

Heallh Status  Connection Status  Device Name Device Type  Model ServiceTag AsselTag Express Service Code Locaion Rewision  Device Discovery Time  Device Inveniory Tme  Device Statu

(V] @® on NASGID NAS Appliance  Powervaull NX3500  AQ2F63 NA 56854239741 LAB NA 5102017 650.02AM  S/112017 6:24:47 PM 5112017 1C

) Data Sources
Giobal Stalus  Name Version Description Manufacturer
[V} Server Administrator 720 Management software for Dell sysiems. Dell Inc.
'y Server Administrator (Storage Management) 420  Configuration and monitoring of disk siorage deviees Dell Inc.
@ Inventory Collector Agent 720  Provides information about devices running on the local sysiem DellInc
&

Extranet SNMP Agent 10 SNMP Agent to discover Dell NAS Appliances with Fiuid File System.  Dell

Jo® NIC Information

IPv4Address IPVE Address MAC Address  Description TOE Capabilty TOE Enabled
100100329 NA NA Host NIC adapter NIA NIA

100100328 NA NA Host NIC adapier NIA NA

m " Appliance Node Information

- ® Tape Devices
B- € Unknown

Index Stalus Name Model \Version Service Tag Chassis Service Tag  Vendor

1 on NA  TSBE10 NIA 561PEX1  NA Dell
L () vMware ESX Servers

Figure 21 Dell EMC PowerVault NX3500 Classification and Inventory

Note—For the Dell EMC NAS appliances with FluidFS v1.0, discovery, inventory, and alerts/traps
support are provided only for the solutions with Fluid File System (FluidFS) v1.0 that have
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OpenManage Server Administrator (OMSA) services running on the nodes. This is the default
setting for any node with FluidFS v1.0. The Appliance Node Information table lists the applicable
details about the nodes present in the NAS solution. Other inventory details match the standard
PowerEdge server inventory in OpenManage Essentials.

View NAS Appliances with FluidFS v3.0 in OpenManage Essentials

The classification and inventory for Dell EMC NAS Appliances with FluidFS v3.0 is shown in the
following sample screen shot.

@Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

B & al pevices FluidFS-581P5X1
|— Citrix XenServers
B @ cierts Details | Alerts |
8 ¥ custers = Device Summary
| HA Clusters
| P a Health Stalus  Connection Status  Device Name: Device Type Model Sewvice Tag Assel Tag  Express Service Code  Location Revision Device Discovery Time  Device Inventory Time  Device Status Time
a- NAS Clusters

! v idFS- A iA A uA I A /102017 2 A /1112017 7 /172017 M
| =2 FluidFS-581P5X1_Cluster V] Q) Oon FluidFS-581P5X1  NAS Appliance N N, ! N unknown N, 5102017 6:50:02 AM  5/1/2017 6:24:47 PM  5/11/2017 10:40:01 PM
| t uidFS-581P5X1 I
| Storage Arrays @ Data Sources
1
B- ® Hyper-Converged Infrastructure
| Global Status  Name Wersion Description Manufacturer
B ® kM

- Ny V] FluidFS SNMP Agent  M/A SNMP Agent to discover Dell NAS Appliance  Dell

Microsoft Virtualization Servers
— ® Modular Systems
& ® Network Devices jo NIC Information

OEM Devices

IPv4 Address  IPv6 Address MAC Address  Description TOE Capability TOE Enabled
[+ 0O0B Unclassified Devices
| 100.100.329  N/A NiA Host NIC adapter N/A WA
- ® Ppower Devices
100100328 N/A NiA Host NIG adapter N/A WA

PowerEdge C Servers
£ & printers -
L ® eac i m Appliance Node Information

Repurpose and Bare Metal Index Status Name Model Version ServieeTag Chassis Service Tag Vendor

L

Servers 1 On WA fsBB10 A SBIPSXT  NIA Del

- ® Storage Devices
.
@- ® Dell EMC Compellent Arrays v .
& ® el Emc EqualLogic Groups m External Server Information

- ) Dell EMC NAS Appliances Index Hosiname or [P Type State

| ‘ L @ Fuidrs-ss1psx1 1045934304 17229495 DNS AVAILABLE
| Dell|EMC Arrays 1313264220 172.29.86.1 GATEWAY AVAILABLE

Tape Devices

- ® Powervault MD Arrays
L4

- -
=« Storage Subsystem Information
o- Unknown L-
L VMware ESX Servers Index Type Luns Accessibility

901174741 FC  Optimal

Figure 22 Dell EMC NAS Appliance with FluidFS v3.0 Classification and Inventory

A Dell EMC NAS Appliance with FluidFS v3.0 discovered in OpenManage Essentials represents a
cluster of nodes. The Appliance Node Information table lists the nodes participating in a particular
cluster. It is highly recommended to include all node IP addresses in the discovery range
configuration while discovering a NAS cluster with FluidFS v3.0. This enables OpenManage
Essentials to properly associate SNMP alerts coming from various participating nodes with the
discovered cluster.

The NAS Clusters device group will group together Dell EMC NAS appliance and the participating
Dell EMC EqualLogic group(s). This grouping is available only for Dell EMC EqualLogic-based Dell
EMC NAS appliances that are running with Fluid FS v3.0.

Note—The NAS Clusters device group displays only the Dell EMC NAS Appliance association with
the Dell EMC EqualLogic Group device. The Dell EMC EqualLogic member devices will not be
displayed in this grouping.

A new device group (Clusters) is created to group together HA Clusters and NAS Clusters as shown
in the following sample screen shot:
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Logs Tutmrials Dell EMC Solutions

/ Mlerts Systsm Update Remote Tasks Configuration

*l Clusters +tanac

Details | Alerts Non-Compliant Systems

\ewing § Devices

Hesth Staivs T Connecton Status ¥ DeviceMame ¥ RACHame ¥ SeniceTag ¥ DeviceType ¥ Mooel T DowredOn ¥ imenciedOn ¥ SwssdOn T

@on
@on

[ <l <N <<

@®on

Figure 23  Clusters device group — HA Clusters and NAS Clusters

NAS appliances supported by OpenManage Essentials
OpenManage Essentials currently supports following Dell EMC NAS appliances:

¢ Appliances with FluidFS v1:
- Dell PowerVault NX3500 (see the Table 8 in the Dell EMC OpenManage Essentials Version
2.5 Support Matrix)
¢ Appliances with FluidFS v3:
- Dell EqualLogic FS7500, FS7600, and FS7610 (see the Table 7 in the Dell EMC
OpenManage Essentials Version 2.5 Support Matrix)
- Dell Compellent FS8600 (see the Table 10 in the Dell EMC OpenManage Essentials Version
2.5 Support Matrix)
¢ Windows Dell EMC NAS Appliances:
- Dell PowerVault NX3230 (see the Table 8 in the Dell EMC OpenManage Essentials Version
2.5 Support Matrix)
- Dell PowerVault NX3330 (see the Table 8 in the Dell EMC OpenManage Essentials Version
2.5 Support Matrix)

The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)
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4.9 SonicWALL Firewall

The SonicWALL Firewall devices are classified under All Devices - Network Devices - Network
Appliances in the device tree. You can click the discovered device to see all the inventoried tables
as shown in the following sample screen shot.

Marlage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Search device, ranges, and more...

Devices Device Search | Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration
sonicwall-23-23-23 *ERH&OC?

Details | Alerts x

= Device Summary

Health Status  Connection Status  Device Name Device Type Mogel Service Tag AssetTag Express Service Code Location Revision Device Discovery Time  Device Inventory Time  Device Status Time

@ ®on sonicwall-23-23-23  Network Appliance  NSA250M  N/A 123456 NA i 5056 5102017 65320AM 5102017 644:36 PM  S/11/2017 4:23.38,

A Data Sources

Global Status  Name Version Description Manufacturer

@ SONICWALL SNMP Agent  SonicOS Enhanced 5.9.0.1-1000  SNMP Agent to discover Dell SoicWALL Firewall Appliance  Dell

j® NIC Information

IPV4Addess  IPVBAdGress MAC Addiess  Descriplion TOE Capability TOE Enabled

100.100.32.161  NiA NA Host NIC adapier  N/A A

d Firmware Information

Name  Version Enclosure 1D Type

SonicOS  SomkOS Enhanced 59011000 0

@ Contact Information

Name  Description Contact Information

dell.com  SonicWALL NSA 250 M (SonicOS Enhanced 5.9.0.1-1000)  bac

Figure 24  SonicWALL Firewall Classification and Inventory

Supported Models

Refer to the Table 13 in Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.

Global health status for SonicWALL Firewall devices will always be displayed as ‘Unknown’ in
OpenManage Essentials. This is because the SonicWALL SNMP agent does not report device health
through its Management Information Base (MIB). SonicWALL SNMP agent runs on SonicOS, which
is also available on the following platforms:

TZ 100/100W, TZ 105/105W, TZ 200/200W, TZ 210 and TZ210W, and TZ 215 and TZ215W
NSA 220 NAS 220W, NSA 240, and NSA 250M and NSA 250MW

NSA 2400 and NSA 2400MX, NSA 3500, NSA 4500, and NSA 5000

E-Class NSA E5500, E6500, E7500, E8500, and E8510

Because these models run the same firmware, they may also be classified in OME similar to NSA
250M.
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View PowerConnect W-Series devices in OpenManage

Essentials

PowerConnect W-Series devices are classified under All Devices - Network Devices - Dell EMC
Networking Switches in the device tree. You can click the discovered device to see all the

inventoried tables as shown in the following sample screen shot.

Manaqe Deployment Reports Seftings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts | System Update | Remote Tasks | Configuration
Dell-W-3600

Details | Alerts

== Device Summary
u @ on Dell-W-3600  Dell EMC Networking  W-3600-US  NSW1901 none NA

A Data Sources

Global Stalus  Name Version Description Manufacturer

Q PowerConnect W 6301  Wireless Access Point  Dell Inc

o NIC Information

IPviAddress  IPv6Address MACAddress Descripion  TOE Capabisty TOE Enabled

10010063135 NA NiA B0Z1QVLAN NA NA

ﬁ Firmware Information

Name Version  Enclosure 1D Type

PowerConnect W 6301 0 Fimmware

== Switch Device Information

Index Seniice Tag  Serial Number Assel Tag  Swilch Rale.

1 NSWA901  CNOWKWFA2829843P0034A00  none HA

Figure 25 PowerConnect W-Series Classification and Inventory

Search device, ranges, and more... 1

RO ?

v

Health Stalus  Connection Status  Device Name  Device Type Mode! Service Tag Assel Tag Express Service Code  Location Revision Device Discovery Time  Device Inventory Time  Device Status Time

M 5102017 64038 M SM12017 421:29A1

PowerConnect W-Series models supported in OpenManage Essentials
Refer to the Table 12 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is

available in Introduction.

Note—The PowerConnect W-Series devices will report only Normal or Critical (for active or inactive
controllers) global health status. It is recommended to have the ArubaOS version 6.3 or later

installed on the mobility controllers for proper discovery and classification in OME.
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View Brocade Fibre Channel devices in OpenManage
Essentials

The Brocade Fibre Channel devices are classified under All Devices - Network Devices =2 Fibre
Channel Switches in the tree on the left side. You can click the discovered device to see all the
inventoried tables as shown in the following sample screen shot.

Broacade Fibre Channel devices supported in OpenManage Essentials

Refer to the Table 14 in Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.

Home UENEYN Deployment Reports Settings Logs Tutorials Dell EMC Solutions Search device, ranges, and more...

Devices Device Search Discovery and Inventory | Alerts = System Update | Remote Tasks | Configuration

- ® Al Devices SW6505 + 0B &C

Details | Alerts

== Device Summary

Hyper-Converged Infrastructure
Health Status  Connection Status  Device Name  Device Type  Model SenviceTag AssetTag  Express Service Code  Location Revision  Device Discovery Time Device Inventory Time  Device Status

[V] ®on SWB505 FCSwich 650  4GQY7TP1  NA NA E£nd User Premise.  NiA 5902017 10T-11AM 592017 10T-11AM 51920

7224
= Micrasoft Virt: ‘
g2 ® Modu

A Data Sources

Giobal Status  Name Version Description Manufacturer
[V} FC SNMP Agent  N/A ‘SNMP Agent to discover Fibre Channel Switches  Brocade
ork Appliances
. .
B fi 0eM Devices g NIC Information
IPv4 Agdress  IPv6 Address  MAC Address Description  TOE Capabilty TOE Enabled
10096.10.241 NA 50:eb1a1ced06 el NIA NiA

ﬁ Firmware Information

Name  Version EnciosurelD Type

B ® Storage Devices

B8 € Unknown

& ¥ vMware ESX Servers

@ Contact Information

Name Description Contact Information

Field Support.  Fibre Channel Switch.  End User Premise.

Figure 26 Brocade Fiber Channel Classification and Inventory
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View Dell EMC Compellent arrays in OpenManage Essentials

The Dell EMC Compellent devices are classified under All Devices - Storage Devices - Dell
EMC Compellent Arrays in the device tree. You can click the discovered device to see all the

inventoried tables as shown in the following sample screen shots.

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory | Alerts | System Update =Remote Tasks | Configuration

=- ® All Devices

NAS Clusters
Hyper-Converged Infrastructure
KVM

Microsoft Virtualiza

- [\ OEM Devices

00B Undassified Devices

(@) printers

B ® rac

1 () Repurpose and Bare Metal
o- ® servers

& W Storage De

- ® Dell EMC Compellent Arrays

() v Storage Center 71324 .I

B % Dell EMC Equallog:

|- (@ Dell EMC NAS Appliance:

Search device, ranges, and more...

Storage Center 71324 +Ho@C?
Details | Alerts x
«w Device Summary
Health Status  Connection Status  Device Name Device Type Model  SeniceTag AssetTag Express Service Code Location Revision Dewice Discovery Time  Device Inventory Time  Device Status

0 O

’ Data Sources

Global Stalus  Name

Q Dell-Compellent Storage Center 6530

o NIC Information

IPviAddress  IPvE Address  MAC Andress

100.96.27.205 NA

100.96.27.203 NA

100.

1 NA

1692541102 NiA

27:7 Controller Information

Storage Center 71324

Version  Description

Desoription  TOE Capabiity TOE Enabled

3 eho

Number Name Model  ServiceTag AsseiTag

SNT1324  SC4020

2 SNT1325 SC4020 FOLVHE2 N

456789 NIA

Compelient

NA

SCA020 123456783 NIA

A

A

NiA

NA

Figure 27 Dell EMC Compellent Arrays Classification
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Details | Alerts.

O @o

Global Status  Name

100.96.27.205  N/A
100.96.27.203  N/A
100.96.27.201  N/A

169254 1102 NJA

MrA 1

1 !

1 s
1 3
1 4

00:50:cc:7d: 81 3c

00:50:cc:7d:61.54

00:50:cc:7d:87. 3¢

00:00-00:01:00-00

e Device Summary

Health Status  Connectlion Status  Device Name

" Data Sources

l@® NIC Information

1Py Address IPvG Address MAC Address

FoLVHS2

01-23

01-13

01-21

01-06

Device Type Model

Storage Center 71324 Compellent

Version

0 Dell-Compellent Storage Centerl§ 6.5.30

Description

SC4020 123436753 MNA

6.5.30.17  5/9/2017 3:00:31 AM

Service Tag  Assel Tag Express Service Code Localion Revision Device Discovery Time Device Inventory Time  Device S

5/9/2017 3:00:31 AM HIA

[The Dell Compellent Storage Center storage area network provides a highly efficient and flexible virtualized storage platform for enterprises and the cloud.

Description  TOE Capatility TOE Enabled

etho

etho

etho

ethl

:Ln Controller Information

Mumber MName Model  Service Tag Assef Tag
1 SN 71324 SC4020 123456789 N/A
2 SN 71325 SC4020 FOLVHEZ  N/A

&=wr Enclosure Information

Channel Number Enclosure ID  Service Tag Name

Enclosure - 1 N/A

MIA NiA
MIA NiA
MIA NiA
MNIA NiA

Product ID Type

&7 Physical Disk Information

Enclosure ID Disk Number Mame

Size (GB) Serial Number Model Number

1800

1800

1800

1800

S3Z0TPHX
S3Z0P3G
33205423

S3Z0RITK

DELL ST1300MMO018

DELL ST1300MM0018

DELL ST1300MMO018

DELL ST1800MMO018

SCSIID AssetName Asset Tag

SAS_EBOD_SG  N/A

Revision Vendor

fgge

MiA

DELL

DELL

DELL

DELL

Serial Mumber Part Mumber Backplane Part Number Vendor Current Config Mo

MiA

Figure 28 Dell EMC Compellent Array Inventory Details

Compellent arrays Supported in OpenManage Essentials

Refer to the Table 10 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is

available in Introduction.

Note—The Device Summary and Enclosure Information tables display the Service Tag in the

Service Tag column only if the Dell EMC Compellent device is running the firmware version 6.4.1 or
later. If the firmware version is earlier than 6.4.1, the “Service Tag” column displays “N/A”. The
firmware version can be viewed under the “Agent Version” column of the “Data Sources” table as

highlighted in Figure 28. It is suggested to update all target devices with the latest available

firmware.
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4.13 View Dell EMC Networking Switches in OpenManage

Essentials

Dell EMC Networking devices are classified under All Devices - Network Devices > Dell EMC
Networking Switches in the device tree. You can click the discovered device to see all the
inventoried tables as shown in the following sample screen shot.

Center | Support | Help | About | Administrator

Manage Deployment Reports Settings Logs Tutorials Dell EMC Solutions Search device, ranges, and more.. 1

Devices Device Search Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration
"IPS-Switch" +oeC?

Details | Alerts X

== Device Summary
Health Status  Connéction Status  Dévice Name  Device Type Moael Service Tag Assel Tag Express Senvice Codé  Location Revision Dewice Discovery Tmeé  Device Inventory Timeé  Deévice St

8 ©®o PS-Swich” | Dell EMC Networking  S4810 access swilch | GRPRITT  NA 385,043 669 49 nAF 2017 13655 PM  SB2017 113655 PM NIA

) Data Sources

Global Status  Name Version Description Manufacturer
[V] Dell Networking 54810 switch/router  9.10{0.1P3)  Defl Networking Ethemet Switch / Router  Dell Inc
[V} Forcel0 SNMP Agent 9.10{0.1P3) SNMP Agent lo discover Dell Foroe10  Dell

Jo¢ NIC Information

IPvd Address  IPvE Address  MAC Address Description  TQE Capability TOE Enabled
1009671 NIA 00018807274 Vian 10 NA WA
100962554 NA 00.01eBBLTA74 VIan 1000 NA NA
100967129  NA 00.01eB8uTa74 Vian 11 WA NA
100.96.8.1 NA 00.01eB80:7a74 Vian 12 WA NA
& nknonn 100.96.9.1 NA 00.01e880:7a74 Vian 13 WA NA
" | iO I‘IT-I]‘,-'JE 074 10096101  NA 00.01eBBbTa74 Vian 14 WA NA
10096111 NA 00.01eB8b:7a74 Vian 15 WA NA

Figure 29 Dell EMC Networking Switch Classification and Inventory

4.13.1 Networking switches supported in OpenManage Essentials
Refer to the Table 12 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.

Note—Device type for the entire portfolio of Dell EMC switches is shown as Dell EMC Networking
(this does not include Brocade Fiber Channel switches). This behavior is irrespective of whether or
not the firmware on the switch device has been upgraded to the rebranded one.

Note—The “Device Summary” and “Switch Device Information” tables display the Service Tag in the
“Service Tag” column only if the Dell EMC Networking device is running with the supported firmware
versions or later. See Table 3 for firmware versions supporting Service Tag for corresponding Dell
EMC Networking models. If the firmware version is earlier than those listed in Table 3, the “Service
Tag” column displays “N/A”. The firmware version can be located in the “Version” column of the
“Firmware Information” table.

33 The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)
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4.14  View KVM devices in OpenManage Essentials

The KVM devices are classified under All Devices = KVM in the device tree. You can click the
discovered device to see all the inventoried tables as shown in the following sample screen shot.

Search device, ranges, and more.. ) |

Settings Logs Tutorials Dell EMC Solutions

Manage Deployment Reports
Devices Device Search Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration

2161DS-2-03-EB-E7-25-25-19-6-6 0?2

Details | Alerts X

“w» Device Summary

Healtn Status  Connection Status  Device Name Device Type  Model ServicsTag AssetTag Express Service Code Location Revision [Device Discovery Tme  Devi

U L')G\l 2161DS-2-03-EB-E7-25-25-1966 KVM 21610S-2/41610S KVMAP Switch - N/A NA NIA MNA NA SMV2017 65624 AM 5110
) Data Sources

Global Status  Name Version Description Manufacturer

Q 2161D5-2/4161DS KVM/IP Switch 01.03.2000 Enables Keyboard | Video / Mouse redirection over a netwerk connection.  Dell

2 NIC Information

IPu4Address  IPvG Address MACAddress  Descripion TOE Capabiity TOE Enabled
nd Bare Metal 1001003285 NiA 00:02:99.02:0013  bond0 NA NiA

127,001 NA 00.00:00.01:00:13 lo NA NA

& Firmware Information

VMware ESX Servers

Naime version  Enclosure 1D Type

2181DS-214161DS KVIVIP Switch  01.032000 0 Firmware

(@ contact Information

Name Description Contact Information

Dell Computer Corporation  2161DS-201.032000  NiA

Figure 30 KVM Classification and Inventory

4.14.1 KVM devices Supported in OpenManage Essentials
Refer to the Table 17 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is
available in Introduction.

Note: It is recommended to have latest firmware (version 1.16) installed on the KVM device for proper
discovery and classification of the device in OpenManage Essentials.

34 The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)



4.15

4.15.1

View Power Device Units (PDUs) in OpenManage Essentials

The PDU devices are classified under All Devices - Power Devices - PDU in the device tree. You can click
the discovered device to see all the inventoried tables as shown in the following sample screen shot.

Hanage Deployment Reports Settings Logs Tutorials Dell EMC Solutions Search device, ranges, and more. ) |

Devices Device Search  Discovery and Inventory | Alerts | System Update | Remote Tasks | Configuration
SSPDU027 + HO & C ?

Details Alerts X

== Device Summary

Health Status  Connection Status  Device Name  Device Type  Model Service Tag  AssetTag Express Service Code  Location Revision Device Discovery Time  Dievice Inv

] ® on $SPDUIZ?  PDU DELL660S NA WA WA BOC SysMgtLab  INDKS38N18T4031LROZ6A0N  S/92017 83756 PN 592017 §

A Data Sources

Global Status  Name Version Description Manufacturer

] Dell PDU SNMP Agent WA SNMP Agent lo discover Dell PDU  Dell

Jo¢ NIC Information

IPud Address V6 Address  MAC Address Description  TOE Capabity TOE Enabled
1009628180 WA 0023 aee2c97C  lance WA NIA
1009628 177 NA 00c0rb7 89°4aaf lance NA NIA

(@ contact Information

Name Description

OME-OMPC-Sonylal - DELL WetvSNMP Management Card (MBV1,0f PFv5 1.4 PN.dell_hw05_a0s_514.bin AF1v5.1.2 ANT.0ell_Iw05_paud_512 bin MNDELLEE0S HR'HWD1 SN: INOKS38N1874031LRO26A01 MD.01

Figure 31 PDU Classification and Inventory

PDUs supported in OpenManage Essentials

Refer to the Table 15 and Table 16 in the Dell EMC OpenManage Essentials Version 2.5 Support
Matrix which is available in Introduction.
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View UPS devices in OpenManage Essentials

The UPS devices are classified under All Devices > Power Devices - UPS in the device tree. You can click
the discovered device to see all the inventoried tables as shown in the following sample screen shot.

[ Home TP i ment Repors Sertngs

Logs Tutorials

Dell EMC Solutions:

Devices Device Search Discovery and Inventory Alerts = System Update Remote Tasks = Configuration

a- W custers
B- ® Hyper-Converged Infrastructure

2 ® oM

L #® 2161D5-2-0

8- () 008 Un ed Devices
2- ® Power
o ® rou

= ® ups

~ UPS-H814N-25-25-15-19-19 I E

r Pow

a- W printers

B-® rac

|~ (@) Repurpose and Bare Metal
@ servers

8- ® storage Devices

B- € Unknown

L () vMware ESX Servers

UPS-H914N-25-25-19-19-19

Details  Alerts

Search device, ranges, and more...

' Device Summary
Health Status  Connection Status Device Name:

Q O

UPS-HE14N-25-25-19-19-19 UPS ] NA

A Data Sources

Global Stzius  Nzme Version  Descripbion Manufactures

Q Dell UPS SNMP Agent 0 SNMP Agent o discover Dell UPS  Dell

¢ NIC Information

IPv4Address  IPVAGdress MAC Address  Description TOE Capabilty TOE Enabled

100.10¢

299 NA NiA Host NIC adapter  N/A A

@ Contact Information

Name Description  Contact Information

Computer Room Manager  UPS Computer Room

' Physical Battery Information

ABM Stalus  Test Stalus  Seconds Remaining

0 0 0

Figure 32 UPS Classification and Inventory

UPS devices supported in OpenManage Essentials
Refer to the Table 18 in the Dell EMC OpenManage Essentials Version 2.5 Support Matrix which is available

in Introduction.
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DeviceType Model SenviceTag AsseiTag Express Service Code Localion Revision Device Discovery Time  Device Invenlory Time  Device Status

5102017 6:44:12PM 5112017 42



5 View device health in OpenManage Essentials

The device health status reflects the overall health of the device contributed by their SNMP agent. The health
status can be Critical, Warning, Normal, or Unknown.

Table 3 Device health status symbols in OpenManage Essentials
Description

w Indicates that the device is critical and requires attention. This information is
rolled up to the parent device type. For example if a PDU is in a critical state
and requires attention the same symbol is assigned to the parent device type,
for example, power devices. The critical health state is given the highest
priority. That is, in a group, if different devices are in different states, and if one
device is in a critical state, then the state of the parent device type is set to
Indicates that there is a deviation from the expected behavior, but the device is
still manageable.

Indicates that the device is working as expected.

BE

Indicates the device does not have proper instrumentation or the proper
protocol was not used to discover the device.
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6 View Warranty in OpenManage Essentials

OpenManage Essentials supports device warranty information through the Warranty Information report. You
can view and renew warranty on the Warranty Information report page. This warranty information is collected
at the run time from the Dell Support website by providing corresponding Service Tag of the hardware.

The Warranty information is based on the Service Tag and is available for Dell EMC EqualLogic Groups,
PowerVault NX3500, Brocade Fibre Channel, Dell EMC Compellent Arrays, Hyper-Converged Infrastructure, and
Dell EMC Networking switches. Warranty information is not available for SonicWALL Firewall, PowerConnect
W-Series, KVM, PDU, and UPS devices.

The warranty report can be viewed by clikcing Reports - Warranty & License > Warranty Information
as shown in following sample screen shot.

Search device, ranges, and more... )|

Home Manage Deployment [LESSStl Seitings Logs Tutorials Dell EMC Solutions

Managed Systems Reports

|

(SRS TN || \Varranty Information  Freroy: |l Dences : aAcCc?
Server Configuration v ——

VWBrranty & License A Drag a column header and drop it here to group by that column View and Renew Wamanty
Device Name Y Model YV DeviceType ¥ SenviceTag Y Semvicelevel Code ¥ Wamanty Type ¥ Wamaniy Descripion Y Service Provider ¥ Shipped Date ¥ StariDate ¥ End Dale [ Days Remaining %
e ton WIN-FS50DBCPJS( PowerEdge R32 Server BX1X992 DP4 EXTENDED DASP Parts Replacement Dell EMC 12212015 1212212016 127222018 591 ﬂ

X1008P switch X10082 Dell EMC Netwo  DDBPX42 DP4 INITIAL DASP Parts Replacement Dell EMC 121152015 121672020 1316
X1008P swiich X1008P Dell EMC Netwo  DDBPX42 F10SwsuP INITIAL Force 10 Sofiware Support  Dell EMC 12152015 31612016 0
R15-RT15-1 PowerEdge R7T1 Server Awswe2s DP4 INITIAL DASP Parts Replacement Dell EMC 107172010 101172010 10722013 o
idrac-G4RYBD2  PowerEdge RS2 Server G4RYBD2 DP4 INITIAL DASP Parts Replacement Dell EMC 6/812016 6/8/2016 6/972019 T80
rac-9xXvD12$  PowerEdge R61 Server axvDi2s NA NA No valid warranties found NA 412002009 NA NA o
R14-R410-1 PowerEdge R41 Server X128 NBD INITIAL Next Business Day Onsite Su  Dell EMC 6/3/2009 632011 6472012 0
R14-R410-1 PowerEdge R41 Server MDX12S POW INITIAL Next Business Day 5x8 Onsit: Dell EMC 6/3/2009 632011 60412012 0
R14-R410-1 PowerEdge R41 Server D125 PROSUPIT INITIAL ProSupport Technical Suppor| Dell EMC 6/3/2009 6/3/2009 6412012 0
idracR1-RT30-1  PowerEdge R72 Server HD3CH62 DP4 INITIAL DASP Parts Replacement Dell EMC 3292016 3292016 33002019 683

| idrac BWVP92S | PowerEdge R91 Server BWWP9ZS DP4 INITIAL DASP Parts Replacement Dell EMC 81rom 811201 81212014 L]

PowerEdge FXZ CMC 5PBAVT2 DP4 INITIAL DASP Parts Replacement Dell EMC 9252015 9252015 926/2018 504

idrac-fc630- PowerEdge FCE Server SPF4VT2 oP4 INITIAL DASP Parts Replacement Dell EMC 92472015 92472015 92502018 503
idracfc630-2 PowerEdge FCE_Sever 620X992 0P4 INTIAL DASP Parts Repiacement Dell EMC. 12102015 121002015 12/112018 580

Figure 33 OpenManage Essentials Warranty information
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7.1

7.2

39

Start device-specific application in OpenManage Enterprise

The Application Launch feature provides a right-click action menu item on the discovered device to launch 1x1
console or application. OpenManage Essentials provides the capability to launch and navigate to the device-
specific console for Dell EMC EqualLogic Groups, Dell EMC NAS Appliances, SonicWALL Firewall,
PowerConnect W-Series, Brocade Fibre Channel, Dell EMC Compellent Arrays, Disk Backup Appliances, VxRail
Appliances, XC Series Appliances, KVM, PDU, and UPS. The application launch action can be performed as
shown in the following sample screen shot.

a Software Agent Informatic
DELL6809 iAgent Name Agent Vls
= : ,5“!\‘.,:’\!‘4"‘\1 O_CAAMMD .\lgent N/A
’) Pninters Application Launch » PDU Console 1
& subleshoot ', | http://10.94.173.45 |
) Servers Refresh Inventory formatlon
FAG) pmge e Refrsah Status L:ldress MAC Address Descrigki
/) Unknown |
z Add to New Group :01:e8:95:§7:
@) VMware ESX Servers . 00:01:e8:95:f7:2e Managgn|
Exclude | N
ire Information
Delete
}
M } Names - Varainn Foclaenrsa T Tuns

Figure 34  Application Launch for Dell PDU

Configure custom URLs

OpenManage Essentials supports creating and starting custom URLs on all device groups. This feature is
useful when you want to visit the same URL for a group of devices. When created, any device classified under
the group is added with the custom URL launch.

Create a Custom URL

To create a custom:

1. Click Settings > Settings.
2. Inthe left pane, click Custom URL Settings.

In the working pane, click + .

Enter the name, URL, description, and then select the device type from the drop-down menu.
Enter the URL, click the Test URL button to test the custom URL.

Click Ok.

o0 AW
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tom URL Launch

Specify the name, the URL, the device type and a description
for the custom URL. You can use $IP or SNAME for the IP or

device name of the device to be substituted in the URL. Note
that the custom URL applies to the immediate child nodes of

the group and it is not recursive.

Name Dell PDU | Dell

URL http: //wwew.dell.com/content/topics/topic.aspx/glo| | Test uRL

Device Group | PDU

Description

To know mare about PDU devices offered by Dell.

Figure 35 Creating a Custom URL

Launch the Custom URL

1. Click Manage - Devices.
2. Right-click the device in the device tree and select Application Launch.

A1, ™ SSPDU027

UPS

PowerEdge C Servers

Printers

RAC

®
¥
®
®
%
®
¥
®

100.96.22.131
14g-iDRAC-DRB
AJAYADOMO1
CMC-12D5082
CMC-150ND82
CMC-2P2P082
cmec-3FZ3671

cmc-43DFHZ1

SSPDU027 Patlon
Application Launch N ‘ PDU Console  Hiption TOE Capability TOE Enabled
Troubleshoot @ Dell PDU | Dell

Refresh Inventory UEHTARIEE |

http :/{www.dell.com;’conteﬁi:/top|cs/tcpic.aspx/global/productsfpedg-

Refresh Status

Add to New Group formatlon

Add to Existing Group n
Ignore All Alerts from Device
Exclude

Delete |perties

T

Figure 36 Launching the Custom URL
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8 Alerts (SNMP Traps) in OpenManage Essentials

The SNMP alerts received from discovered Dell EMC devices are displayed under the Alerts tab of the
respective device. OpenManage Essentials currently supports SNMP V1, V2, and V3 alerts. The status of the
device is polled every time an SNMP trap is received from that device. For example, if a trap with critical
severity is received from a device, status of that device is set to Critical.

8.1 Alert type definitions in OpenManage Essentials

Table 4 Alert types in OpenManage Essentials
Icon Alert Description ‘

(V] Normal alerts

An event from a device that describes the successful operation of
a unit, such as a power supply turning on.

FY Warning alerts An event that is not necessarily significant, but may indicate a
possible future problem, such as crossing a warning threshold.

0 Critical alerts A significant event that indicates actual or imminent loss of data
or loss of function, such as crossing a failure threshold or a
hardware failure

Unknown Alerts = An event has occurred but there is insufficient information to
classify the event.

o Information Provides information only.
Alerts
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8.2 View alerts from a device in OpenManage Essentials

To view alerts from a device, click the device in the device tree and navigate to the Alerts tab as shown in the
following sample screen shot.

mManage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

B- ® All Devices 6610-1

Citrix XenServers

Clients Details | alerts |

Clusters [Viewing 1 Fitered Alerts

Hyper-Converged Infrastructure Drag = column header and drop it here to group by that column

KVM Severity Acknowledged Time Device Details T Calegory T Source T
== =

Microsoft Virtualization Servers n \ 5/9/2017 2:24:01 AM | 66101 Sent when the cache battery temperature exceeds up | EqualLogic Storage  eqiMemberHealthhighBatteryTemperature
Modular Systems

Network Devices
OEM Devices
00B Unclassified Devices
Power Devices
PowerEdge C Servers
Printers
RAC
Repurpose and Bare Metal
Servers
Storage Devices
Dell EMC Compellent Arrays
Dell EMC EqualLogic Groups
® PS65110-1PS_Group
& PS6610-BDC_Group
& pse610-BDC
B- ® Members

Figure 37  SNMP Alert from a Dell EMC EqualLogic Member

8.3 View alert categories in OpenManage Essentials
Predefined alerts for Dell EMC EqualLogic Groups, Dell EMC NAS Appliances, SonicWALL Firewall,
PowerConnect W- Series, Brocade Fibre Channel, Dell EMC Compellent Arrays, Dell EMC Networking
Switches, KVM, PDU, and UPS devices can be seen under the Alert Categories section in OpenManage
Essentials. Click to Manage - Alerts - Alert Categories & Definitions, and then click the appropriate alert
category.

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configura

Comman Tasks § .
Edit Trap for Fluid Storage
[Alert Logs
Alert Actions Select the traps that you want to edit. All raps ¢an be edited.
“Trap Name o Enterprise OID: | [ search |
Alert Catego
- Brocade-Switch prre—
- Compellent
Drag 2 column headr and drop it her to group by that column
|- Dell EMC Advanced Infrastructure Manager
- Environmental Name. T & colegoyMame T Sevesity Y & Fomat Sting
Euent “ y
- EqualLogic storage fuidF Fluid Storage Normal The NAS appliance is now part of he fi-sysiem. System Name: 1
- FC-Switch AuidFSEventAudiingFailedAucitiWite Fluid Storage Critical Failed Wite by 52 on $3/54.
- Firewall AuidFSEveniComponentEvenisStore FiterhodifySuceess Fluid Storage Normal Events filer configuration was modificd by 52
Fluid Cache AuidFSEveniClientAccessAutoHomeDirCreationrror Fluid Storage Normal Error on creafion home directory for user S5
L - Fluid Storage Fluid Storage Info Secure Gonsole Access on NAS Controller S2 cannol be enabled.
‘ fluidF SEventComponentFilesystemCreatd fuidFSEventComponentClusterlameModify Success Fluid Storage Info The user 52 renamed the cluster fo 53
‘ fluidFSEventhuditingFailedAuditWrite (Fl Fluid Storage Citical Fans sef overall stalus in NAS Appliance $3is nol available. Infemal error in fans moniloring {service fag: 52)
‘ fluidFSEventComponentEventsStoreilte exaventAdminDisconnect CIFSClient Fluid Storage Info The user 52 klled the following CIFS connections on controllerS3: S4.
‘ fluidFsEventClientccessAutoHomeDirCr] uidFSEventAntiirusAntivinusHostDown Fluid Storage Info Antivirus host 52:53 i not accessible.
‘ fluidF SEventSupportShellSecureConsoles fluidFSEventHardwarePhysicalDiskEmor Fluid Storage Critical Local storage disk drive $4in NAS Confroller$3 is not operating properly (service fag: 52).
‘ fluidFSEventComponentClusterNameMod exaEventAdminLeaveActive Directory Fluid Storage Info The system has left the Active Directory domain by $2 request
‘ fluidFSEventHardwareAppFansystemInfd exaEventHealthPaitPowerSuppliesRecovered Fluid Storage Info The system switched Wiite-Through mode off {mimoring) Descriplion: NAS controller$2 full power supplies redundancy was restored :
‘ exaEventAdminDisconnectCIFSClient (E) fuidFSEvent Fluid Storage Info The user $2 ran SMB file accessibilty diagnost.
‘ fluidFSEventAntivirusAntivirusHostBown fuidFSEventUpgradeServicePackAlreadyExists Fluid Storage nfo The senvice pack 52 was removed because file with the same version already exists
| fuidrsEventHardwarePhysicalpiskError |
exaEveniNdmpNetworkError Fluid Storage critical Network error. 52
| |+ exaeventadminteaveactivepirectory (e
fuidFSEvent Fluid Storage Info The user 52 delefed $3 NAS volumes folder
‘ exaEventHealthPairPowersuppliesRecov
exavenCientAccesshisbodification OfRoExport Fluid Storage Info NFS access denied. Attempt fo modify a reac-only export S4 Description: NFS Access Denied: User S2 accessing from §3 tred to per
‘ fluidFSEventComponentRunCifsFileAcce]
fuidFSEventHealthSiowResponse Fluid Storage Info Slow response fime from $2. Response fime from S2 server 3 of $4 seconds exceeds §5 seconds. Action lems: Check availabilty of
‘ fluidFSEventUpgradeServicePackAlready|
uidFSEventHardwareAppPsuAmperageNormal Fluid Storage Normal Gurrent sensor in povwer supply unit S4 in NAS Appliance $3 reports nomal status (senvice lag: 52).
‘ exaEventdmpNetworkError (EXANET-M
X fuidFSGenNormalEvent Fluid Storage Normal $2 has occurred on 3.
| |+ fuidrseventcomponentyirtualvolumerol
uidFSEveniComponen(TrustedSystemDeleteSuceess Fluid Storage Info The user 52 deleted parinership wih 53

Figure 38 Alert Sources for Dell EMC NAS Appliances
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Common Tasks

Edit Trap for Compellent

Alert Logs
Alert Actions Select the traps that you want lo edit. All traps can be edited.
R Trap Mame or Enterprise OID: ‘ | | Search |
- Alert Categories
Il
Brocade-Switch =
‘ rocace-Switc Edit Traps
7Y - compellent I
Drag 2 colurnn header and drop it here ta group by that column
trapStatusUnavailable (DELL-STORAGE-]
= ,
‘ trapStatusUnavailable (COMPELLENT-MI| ame ¥ & caegoytame T severty Y & Fomat sting
‘ trapStatusUnknown {COMPELLENT-MIE) trapStatusUnavailable Compellent warning G Trapiin L state.. Variables 1,
‘ trapStatusEmergency {DELL-STORAGE-4 trapStatusUnavailable Compellent Warning (of llent Trap in L state . Variables: 1
‘ trapStatusEmergency (COMPELLENT-MI]] trapStatusUnknown Compellent Info Compelient Trap in Unknoven stale.. Variables: sysName
‘ trapStatusTestSpecific (DELL-STORAGE- trapStatusEmsrgency Compellent Critical Compelient Trap in Emergsncy state.. Variables: sysName=51
‘ trapstatusTestSpecific (COMPELLENT-MI trapStatusEmsrgency Compellent Critical Compelient Trap in Emergsncy state. Variablss: sysName=51
‘ trapStatusCritical (DELL-STORAGE-SC-M trapStatusTesiSpecific Compellent Normal Compelient Trap in Test Specific stale.. Variables: sysName=31,
‘ trapStatusCritical (COMPELLENT-MIB) trapStatusTestSpacific Compellent Normal Compelient Trap in Test Specific state.. Variables: sysName=351
‘ trapstatusOkay {DELL-STORAGE-SC-MI{ trapStatusCritical Compellent Critical Compelient Trap in Critical state.. Variables: sysHame=$1
‘ trapStatusOkay {COMPELLENT-MIB) trapStatusCritical Compellent Critical Compellent Trap in Crifical state.. Variables: syshame=351
‘ trapStatusTest (DELL-STORAGE-SC-MIE] trapStatusOkay Compellent Normal Compellent Trap in Okay state.. Variables: sysName=351
‘ trapStatusTest {COMPELLENT-MIB) trapStatusOkay Compellent ormal Gompelient Trap in Okay state.. Variables: sysName=31,
‘ trapStatusDown (DELL-STORAGE-SC- M1 [l IR Compellent Normal Compellent Trap in Test state . Variables: sysMame=51
‘ trapStatusDown (COMPELLENT-MIB) trapStatusTest Compellent Normal Compelient Trap in Test state.. Variables: sysMame=51
‘ form (DELL-STORAGE-5C-M trapStatusDovin Compellent Warning Compelient Trap in Down state.. Variables: sysName=$1,
form (COMPELLENT-MIB!
‘ orm ( ) trapStatusDovin Compellent Warning Compelient Trap in Down state_ Variables: syshiame=51
‘ trapStatusComplete (DELL-STORAGE-5( -
trapStatusinform Compellent Normal Compellent Trap in Inform state Variables: sysName=51
‘ trapStatusComplete (COMPELLENT-MIB)
trapStatusinform Compellent Normal Compelient Trap in Inform state.. Variables: sysName=51,
‘ trapStatusDegraded {DELL-STORAGE-S(
trapStatusComplste Compellent Normal Compelient Trap in Complete state.. Variables: syshame=51
‘ trapStatusDegraded {COMPELLENT-MIB)
) trapStatusComplete Compellent Normal Compelient Trap in Complete state.. Variables: syshame=51
‘ scDiskFolderStatusChange (COMPELLEN]
trapStatusDegraded Compellent Warning Compelient Trap in Degraded stale.. Variables: sysName=51,
‘ scDiskFolderStatusChange (DELL-STORSA
trapStatusDegraded Compellent Warning Compelient Trap in Degraded state. Variables: syshame=31
‘ scDiskStatusChange (COMPELLENT-MIB:
scDiskFolderStalusGhange  Compellent By Varbind Value $8. Serial Number. $1, Alert Definition ID: 52, Disk Folder Number: 53, Disk Folder Status: $:

scDiskStatusChange (DELL-STORAGE-5¢

Figure 39 Alert Sources for Dell EMC Compellent Arrays

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

[commontasks B
Edit Trap for Firewall

=

e iraps Bl you want to el A1 raps can be edited.

Trap Name or Enforise OID: Search
Edt Traps
Drog 2 column header and drop & ber i group by Bt el
dvanced Infrastructure Manager
mental Name T @ cteperytame T Severy ¥ @ romatsrag Y EnieprseOD T Descriobon T cenenc
Logic s swEuTrapErhModemDebug Fireuwall Info Descrition S1TT41112  ThS bap indicates an event from modem debug 5
witch swEwTrapEnhl egacyDeriedLanlp Firewall Infa SATHI12  Thisisalgacy ap for dericd LAN IP actves 5
o EnhDynAderOtS Firewall Info IEAATEAII12 | Thisbapindicates an eventfrom a cynamic adkivess cbjectschy. 3
L suFwTrapEnhModemDebug [ swEWTrapEnhMcast Fireuwall By Varbind Value 136141741112 The lrap indicetes an eveat from an IGME ackvily s
- swFaTrapEnhLegacy 3 swEwTrapEnhl egacyélacks Fireuwall info Please sce descipion for swFw TrapAack zp 5
- suPaTrapEn ! SUPWTIapERRDPIS: Firewall Info s trap incicates 3 DPY SSLevent s
- swEwTrapEnhMcast (SOMICH swEwTragEn Fireuwal info 41112 | Thsbapindcaiesan 5
wFwTragEnhLegacy swEwTrapEshSani Firewall info A1BTLI1Z Ths bap indicales a SonicPo ¢ 5
- suFaTrapEnhDPE: EnhRFMansgement Firewall Info IEAATE12  Th bapindicates an eventfrom an RF management achviy. 3
- swFaTragEn . SWEWTrapBIVetSite Firewall  Varbind Value 1361418741112 T ap indiceles that ere & a web sie was block=d by e frewall s
suFuTrapEnbipamp Firewall By Varbind Value This trep indicaies an event from an P compression ackiy. 5
- swaTragEnhRFManagement ( SwFWTrapEnhLegacy Firewall Info 136141841112 p for modem debug 5
[ SwrwTrapalw SWPWTrapEnARS Firewall By varbind Value 36141841112 Thisirap may be cisabled at s fme. s
swEwTrapEnhls Firewall Infa AZGAALETHAIZ  Thisis alegecy bep foruser aciics. 5
EnhSeou Freusl By Varbind Value 36141ST41112 | This hapindeates an event frum a securly services ackuly. 5
I swEwTrapEnhARS . - - .
swPwTraplpsecTumned Fireuwall By Varbind Value 1361410741112 T ap iniceles that ere has boe  change in fhe IPSet el siais along wilhthe paramelers requited o ndeniy the unnel . &
- swEwTrapEnhlegacyUsers
swEWTrapEnhRbl Fireuwall By Varbind Value Thisfrap indicafes an evert-rom  reablime bick s aciviy. 5
SwEWTrapEnhininusionDetection Freusl By Varbind Value 361418741112 | Thisirap indicates an event fom an nrusion preventon achy. 5

Figure 40 Alert Sources for SonicWALL Firewall
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mManage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configurati

Common Tasks
Alert Logs
Alert Actions

B~ Alert Categories
- Brocade-Switch

- Compellent

|
- Dell EMC Advanced Infrastructure Manager

- Environmental

- EqualLogic Storage

iy FC-Switch

- Firewall

- Fluid Cache

- Fluid Storage

- General Redundancy
HyperV Server

- IDRAC

dot1dStpPortStateNotForwarding (Power|
amnMacChangedNotification (Cisco Switd
vtpVlanDeleted (Cisco Switch)

tokenRingSoftErrExceededTrap (Cisco Si
vipVersionlnUseChanged (Cisco Switch)
stpxInconsistencyUpdate (Cisco Switch)
EnvMonTemperatureRisingAlarm_V2 (Pol
pe3248swPortSecurityTrap_2 (PowerCon)

IgmpTableOverfiow_V2 (PowerConnect)

Figure 41

Edit Trap for Network

Select the traps that you want fe edi. All raps can be ediled.

Trap Name or Enterprise OID:

Search |

Edit Traps

Drag 2 column header and drop it here ta group by that column

Name

dotidSipPoriStateNotForwarding

emnMacChangedNofification

vipVlanDeleted

tokenRingSoREMExcesdedTrap

ipVersionlnUseChanged

stpxinconsistencyUpdate

T & CategoyName ¥ Severity
Netwark Normal
Network Info
Hetwork Warning
Network Warning
Hetwork Info
Hetwork Info

T & Fomat Sting

The trap is sent by a bridge when
any of its configured ports
transitions from the Forwarding
state to the Blocking state. 51

Thers is at least one MAG address.
changed or removed. Thers is
enough MAG address information
o fully occupy a maximum size
SHIMP trap message.

VLAN Deleled

Astation local to a token ring port
exceeds ifs Soft Error Threshold
within the configured inferval

Value of the object
managementDomainVersioninUse
(Possible values are: versiont
version2, none, version3) is
changed

An inconsistency is discovered in
the VLAN's Spanning Tree for a
particular port, of such a
inennsistency disanneared

Alert Sources for Dell EMC Networking Switches

Y Entemrise OID

13614189

136141992152

13614199462

13614195

13614.189.462

13614.189.822

T

Description T

Dell PowerConnect PC-33.0x
pedotigSipPortStateNotF onvarding
ap

This notification is generated when
there is enough MAC address
information o fully oceupy @ maximum
size SNMP trap message. This
nolification is also generated when
there is al least one MAG address
changed or removed and the amount
of time elapsed from the previous
nolification is greater than the
maximum wail time denoled
emnNotificationinterval object. I there
ate more MAG addresses information
than can fitinfo ane
cmmbistTrapGontent object, then
multiple notifications vill be
generated.

AwtpVianDeleted nofification is
generated by a device when a VLAN
is deleted

This trap is generated when a station
local to a token ring port exceeds its
Soft Error Threshold within the
configured interval,
AvtpVersioninUseChanged
nolification is generated by a device
when the value of the object
managementDomainVersioninUse is
chang:
AstpxPortineonsistencyUpdale
noification is sent by a bridge when
an instance of stpxinconsistentState is
crealed or destroyed. Thatis, when
an inconsistency is discovered in the
VLAN's Spanning Tree for  particular
port, or when such an inconsislency
disappears. Nots that the trap is not
sant if the nert fransifians hahueen

Generic Trap ID T Specific Trap ID
6 152
6 1
6 11
6 0
9
6 1
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Common Tasks
Alert Logs
Alert Actions

B Alert Categories

-
feEosFrulpdate (Brocade MIB)
fcEosFruActive (Brocade MIB)
fcEosThresholdAlert (Brocade MIB)
feEosPortBindingViolation (Brocade MIB)
feEosFruBackup (Brocade MIB)
fruHistoryTrap (Brocade MIB)
fruStatusChanged (Brocade MIB)
feEosFruFailed (Brocade MIB)

swIPv6ChangeTrap (Brocade MIB)

swirackChangesTrapSilkworm3016 (Brof
swFCPortSen (Brocade MIB)
linkRNIDDeviceDeRegistration (Brocade
swrabricSegmentTrap (Brocade MIB)
swirackChangesTrap (Brocade MIB)
feEosLinkBitErrorEvent (Brocade MIB)
linkRLIRFailurelncident (Brocade MIB)
swFault (Brocade MIB)

swFCPortScn (Brocade MIB)
feEosPortScn (Brocade MIB)
SwFCPortScnSilkworm3016 (Brocade M|

foEosFruRemoved (Brocade MIB)

.
T
‘ linkLIRRListenerRemoved (Brocade MIB)

linkLIRRListenerAdded (Brocade MIB)

connUnitEventTrap (Brocade MIB)

Edit Trap for Brocade-Switch

Select the traps that you want to edit. Allraps can be edited.

Trap Name or Enterprise OID:

Search |

Edit Traps

Drag 2 column header and drop it here to group by that column

Name

fcEosFruUpdate

fcEosFruActive

feEosThresholdAlert

TV & CategoyName ¥ Severity
Brocade-Switch Info
Brocade-Switch Hormal
Brocade-Switch Warning

V¥ & Fomat Sting

Varbind values are
fcEosFruCode=51
fcEosFruPositio
fcEosSysSwitchName=53
fcEosSysSwitehia:

Varbind values are
fcEosFruCode=51
fcEosFruPosition=52
fcEosSysSuwitchName=53
feE0sSysSwitchid=54

Varbind values are
fcEosPortindex=31
fcEosTAIndex=52

Figure 42  Alert Sources for Brocade Fiber Channel

V¥ Enterprise OID

1.36.14.1.289

1.36.1.4.1.289

1.36.14.1.289

The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME)

N

Description

AfcEosFruUpdate trap is generated
whenever a FRU fransitions fo an
updatelbusy
stalus ###CEosFruCode#Field
Replaceable Unit A hardware
component of the product that is
teplaceable as an entire unit Each
module defined in this MIB has a fixed
FRU code ###CEosFruPosilion#This
object identifies the position of the
module. The value starts from 1o the
maximum number of the cards that
can be contained within this
switch.###fcEosSysSwilchName#The
ASGII name of the
switch ##ioEosSysSuilchic#The
Worldwide Name of the switch
AfCEosFructive trap is generated
whenever a FRU fransitions fo an

tive status ###fc EosFruCode#Field
Replaceable Unit. A hardware
component of the product that is
tepiaceable as an entire unit. Each
module defined in this MIB has a fixed
FRU code ###1cE0sFruPosition#This.
object identifies the position of the
module. The valu starts from 1 to the
maximum number of the cards that
©an be contained within this
switch. ###fcE0sSysSwilchName#The
ASGI name of the
switch ##icEosSysSuilchid# The
Worldwide Name of the switch
An feEosThresholdAlert(4) is
generated whenever a threshold alert
occurs ###fcEosPortindex# The fixed
physical port number on the switch. It
ranges from 1 fo the number of
physical ports that can be supported
in the switch &##fcEosTAlndesThis

¥ Generic Trap ID

¥ specific Trap ID

6 8
6 6
!
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T Edit Trap for EqualLogic Storage
e —

Select the traps that you want to edit. Alliraps can be edited

Trap Name or Enterprise OID: | | [ search |
B Alert Categories
Brocade-Switch T
Compellent
Drag = column header and drop & hers to group by that column
Dell EMC Advanced Infrastructure Manager
- Environmental Hame T & categoyname T severity Y & Fomat string T Enterprise OID U Desciiption T Generic Trap ID Y speciic T
Sentwhen eqiDiskStatus changes
Ll - EqualLogic Storage L = from one state fo another state Sent when eqiDiskStatus changes
ealDiskStatusChange EqualLogic Storage By Varbind Value Variables: eqiDiskStatus= 13BLATIZM0I2T o one state to another state & !
eqiDiskStatusChange (EqualLogicy 51 eqIDiskSlol=52
. _ Sent when the raid sef has been
‘ ealMembertealthRAIDSetDoubleFaulted delected 1o have double fauied Sent when the raid set has been
P — When this occurs, the artay wil delected to have double faulled.
eqMemberfealthbothFanlraysRemove: eqlMemberHealthRAIDS etDoubleFaulted EqualLogic Storage By Varbind Value not come up. User interventionis | 1.3.6.1.4.1.12740.2.2.1 ‘When this occurs, the array willnet & 7
. required fo correct the issuc. come up. User infervenion is requircd
‘ eqlMemberHealthRAIDIostCache (Equall] Variables: P e
eqlMemberHealthPowerSupplyFailure (E eqiMemberHealthStatus=51
‘ ealMembertiealthPoerSupplyFailure (54 Sentwhen boh of the fan rays
‘ eqiMemberHealthPowerSupplyFanFailurd have been removed from fhe Sent when both of the fan frays have
calM EqualLogic Sty By Varbind Value chassis. This resulls in 13614112740221 | been removed from the chassis. This | 6 3
‘ eqlMemberHealthFanTrayRemoved (Equd overheating Variables results in overheating
eqiMemberHealtnStatus=51
‘ eqiMembertealthRAIDSetLostBlkTableF.) Sen because fhe RAID driver is
unable to recover the baftery-backed
‘ eqiMemberHealthBatteryLessThan72Hoy 5‘":]"“3‘“"" ‘heﬁ"‘g ‘:';‘"‘" is cache. The disk array will nol initialize
eqlMemberHealihRAIDIosICache EqualLogic Storage By Varbind Value e S 136.1.4.1.1274022.1 wilhout user intervention. See the 6 ]
‘ eqlMemberHealthTempSensorLowThresh) acked cache. Variables: Handing Lost Data section nthe
A R Group Administration manual for more
| | caMemberticalthRaidorphancache (equfiil SEDeE
| | calMembertiealthRaidmultpleRaidsets ( 1 implementation of s a0
Sent when a failure has been detected
‘ eqiMemberHealthNVRAMBatteryFailed (H oo O i Y for asesar on any ofthe power supplies in the
N ¥ P PSA. The implementation of this trap
‘ cqlMembertealthhwComponentFailedCr caM Supply EqualL By Varbind Value Variables 13s1anm2T40221 o e 6 5
cqlMemberHeallDetailsPoverSu
| I eaMembertealthincompatControiModul poiyName= noliicalon of s tipe for asensorin
al y
51 eqiMlemberHeallhDetailsPower any 10 minute fime span
‘ cqlMembertealthlowAmbientTemp (Equy SupplyCurrentState=32
‘ The implementation of this irap
eqlMemberHealthTempSensortighThresl) should not send more than one "
nofification of this type for a sensor 3:’:;;";%’:::";’;1;::2 :‘s‘;e'zd
‘ eqlMemberHealthFanSpeedLowThreshold in any 10 minute time span s
e pply EqualLogic St By Varbind Value Variables. 1361417740221 | poreote Tae mPeen aleh 6 5
| eqlMembertiealthFanSpeedHighThreshol eqlMemberHealtnDetailsPoversu rap should not send more than one
il nofification ofthis type for a senser in

eqlMemberHealthopsPanelFailure (Equall any 10 minute time span

51 eqlMembertealthDetailsPower

Figure 43 Alert Sources for Dell EMC EqualLogic Storage
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e — Edit Trap for Keyboard-Video-Mouse (KVM)
Alert Logs

Alert Actions Select the traps that you want 1o edit. Allraps can be edited

Trap Name or Enterprise OID: | [ searsn |
- Alert Categories
|
Brocade-Switch e
Compellent
Drag a column header and drop it hera to graup by that column

Dell EMC Advanced Infrastructure Manager

Environmental Name Y & Category Name. Y & severity Y & Fomat String Y Enterprise OID Y Description Y Generic Trap ID Y Specific Trap ID
“The remote consale switch i in the:

EqualLogic Storage process of rebooting. The name of the
User who initated the rebool is

FC-Switch contained in

Fireveall The remote consale switch is g;yupsgf’f;"ueﬁu:’g;ﬁ‘lﬂ;ﬁfﬁ

dsRebootStartedTrap Keyboard-Video-Mouse (KVM) | Normal rebooting. Command issued by 1.36.1.4.1.10418.3.1.8 6 1
) rebaoti arap to idenlify fhe name of the user

Fluid Cache forwhich the trap condition occured.If

Fuid Storage the trap condiion occurred as a result
of acivy on the local port (OSD)

General Redundancy then the value of i abject will be the
following string; ocal port

Jr— Avideo session has started. The
name of the user who is connecled o

iDRAC the session is contained in
dsTrapObjeciUserliame. The session

Juniper-Switch identier is contained in
asTrapObjectSessionidentiier ###asT

[ | rapObjectserName#This object is
f
dsRebootStartedTrap (DS-MIB)

) a occured. f the trap condilion occurred
dsvideoSessionstartedTrap (Ds-Mi8) IS as a result of ackviy on the local port
deVideoSessionStoppedTiap (DS-MIB) (0SD), hen the value of this object

. Stoppecivep dsVideoSessionstartedTrap Keyboard-Video-Mause (KVM) | Normal Wdeo sessionslared User: 1. | 1361411008305 | Maroc the folowing siing: ocal 6 A
- ecione erver. 52 port#sTrapObjectSessionidentifr
deVideoSessionTerminatedTrap (DS-MIB #This object s sent in a trap to dentry
. y the session for which the trap
dstocalPortyiewingStartedTrap (DS-MIB, condition oceured. The value vl be:
" . . the name of a server if the server
dsLocalPortviewingStoppedTrap (DS-MIg el e, 12 sor ot M el eer
dslmageUpgradeStarted (DS-MIB) vl be the connection paih o 2 semver.
1fthe value s a connecfion paih i vill
ds2RebootStartedTrap (DS-MIB) have the following format: S1P
s Channel c Whee sis the ID of e
ds2VideoSessionStartedTrap (DS-MIB) SIP, and cis fhe fiered swilch channel
number (0 i there i no switch i the
ds2VideoSessionStoppedTrap (DS-MIB) path)

Figure 44  Alert Sources for Dell KVM
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[ Home LY Deployment Reports Settings Logs Tutorials_Dell EMC Solutions Search devict

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

Common Tasks 4

Alert Categories
Brocade-Switch
Compellent
Dell EMC Advanced Infrastructure Manager
Environmental
EqualLogic Storage
FC-Switch
Firewall
Fluid Cache
Fluid Storage
General Redundancy

|
|
}» HyperV Server

Juniper-Switch
Keyboard-Video-Mouse (VM)
Memory

Network

Other

deviceCommunicationLostCleared (PDU]
deviceCommunicationLostSet (PDU)
componentCommlestCleared (PDU)
componentCommLostSet (PDU)
CANBusOffCleared (PDU)

canBusOffSet (PDU)
powerSupplyFailureCleared (FDU)

Edit Trap for PDU

Select the traps that you want 1o edit. Allraps can be edited.

Trap Name or Enterprise OID: | | [ seerh |
Edit Traps

e

Name T & cotegory vame & sovery T Fomatsung [ar—— T Descipton S S s
PS————— ol S2lecommunizaon h 6055 |1 721000320 220050 Lo eemTaton i oo s | .
deviceCommunicationLostSet | PDU Critical 52 st communicaton with device. 1.36-1.4.1.674.10803:200.2200.500  Lost communication wih device | 6 2
Sommum 0t scrs v s S e i | ;
p—— = e St communcaton vah 3103511 674.0503200.2.200s0, L9 SomGson v anon o | 5
cANBUsOMCicared POU Normal 52 CAN bus of was clearcd 1361.4.1.674.10903.200 2.200.500 GAN bus off concifion was cleared. | 6 s
canBusOSet PoU Viarning 52 CAN bus of vras set 1361.4.1.674.10903.200.2.200.500  CAN bus off concifon was sct. 5 5
ST e smanzan ST r
—— = e 32U pover DI VOSE S |1 74 10003202200 sop S BOWETSUpIY o0 sk | 3
R ol S2Keypadbton o nger sk | 19614 1673105032002 200 sgp 10 bl stk seen | .
KeypadBuionStuckSet PoU viarning 52 keypad button stuck. 1361.4.1.674.10903.200 2200500  Keypad button stuck has boen set. | 6 10
dryContactAbnomalCleared POU Normal 22y Contact b2 STOINETIN | 1361.41,674.10003200 2200500 LY ool nolongerin an 6 1
pem—— = o 2 colac S5 s Ve 00 431 7410003002 200500 O COMBANS moved oz | =
.
= ESTETA M s umnns nn Pt e e o .
deviceNearOwerLoadCieared | PDU Normal $2device ol over Near OVer | 1361.4.1.674.10903.200.2200.500 herice oad o ongerexcecds e | 5 5
deviceNearOverL oadSet POU Warning oot ouer Mo NS OVEr | 1361.4.1.674.10903200 2200500 Qoo oo g o |6 %
deviceOverLoadCizared POU Normal eeeenol overthe OVEILOA | 1 361.4.1,674.10903200. 2200500 oy oy o on9er Sxccedsibe | g a7
p——— = o S ecebad s 0OV 31 100032002 200500 DSVES 08 ececied i Over | ©
phaseLowL oadCieared PoU Normal S phase S5 l0ad S 0JOMET | 1361.4.1.674.100032002200500 - heve 03 ¢ longer below he o
-

Figure 45 Alert Sources for Dell PDU
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e Search Discovery and Inventory Alerts System Update Remote Tasks Configurat

Devices De

Security
Storage Enclosure
Storage Peripheral

Storage Software

System Events

trapEnvironComFailure (UPS)
trapCommunicationRestored (UPS)
trapEnvironHumidityHigh (UPS)
trapCommunicationLost (UPS)
trapEnvironTemperatureLow (UPS)
trapEnvironinput2Closed (UPS)
trapEnvironTemperatureOK (UPS)
trapEnvironHumidityLow (UPS)
traplnverterOverVoltage (UPS)
trapinverterOvervoltageOk (UPS)
trapInverterUnderVoltage (UPS)
trapInverterUndervoltageok (UPS)
trapBypassFrequencyOutOfRange {UPS)

trapBypassFrequencyQut0fRangeok (U]

trapOnBuck (UPS)

trapReturnFromBuck (UPS)
trapOnBaost (UPS)
trapReturnFromBoost (UPS)
trapInputOvervoltage (UPS)
trapInputOverVoltageOk (UPS)

trapInputUndervoltage (UPS)

Edit Trap for UPS
Select the fraps that you want to edit. All fraps can be edited.

Trap Hame or Enterprise OID: |

Search

Edit Traps
Drag 2 column headsr and drop it her to group by that column
Hame Y & category Name
trapEnvirenCemFailure ups
trapCommunicationRestored ups
rapEnvironHumidityHigh ups
trapCommunicationLost ups
trapEnvironTemperatureLow ups
rapEmvironinput2Giosed ups
trapEnvironTemperature 0K ups
trapEnvironHumidityLow ups
trapinverterOverVoliage ups
- | trapinverterovervoltageok ups
traplnverterUnderVoltage ups
trapinverterUndervoltage Ok ups
rapBypassFrequencyOuiORange  UPS
rapBypassFrequencyOuiORangeOk  UPS
trapOnBuck ups
trapRetumFromBuck ups
trapOnBoost ups
trapRefumFromBoost ups

Figure 46 Alert Sources for Dell UPS

T & severiy Y & Fomat sting Y
W Environment Probe
jarning communicaion failure
nf Communication restored with
nte URS
Warning Humidity is above high threshold
UNIC lost communication with
Warning UPS, HID databasis s not
updated
W Temperature is below low
jarning threshold
Info Inpu #2 s Closed
Info Temperature is in nomnal range.
Warning Humidity is below fov: threshoid
The Inverter AC Voltage has
Warning exceeded the "Over Voltage
Threshold" value.
The Inverter AG Voltage no longer
Info exceeds the "Over Vollage
Threshold” value.
Inverter AC Voltage has fallen
Warning below the "Under Voliage
Threshold” value.
inverter AC Voitage is no fonger
Info below the “Under Vollage
Threshold" value.
UPS Bypass Frequency is out of
Warning Range
UPS Bypass Frequency is no
(i longer out of Range.
Info On Buck! Input Voitage Reducer
Info The UPS has retumed from Buck.
Info On Boostinput Voltage Booster.
Info The UPS has refumed from Boost
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Enterprise OID i d
1.3.6.1.4.1.674.10902.2.140
1.3.6.1.4.1.674.10902.2.140
1.36.1.4.1.674.10902.2.140
1.36.1.4.1.674.10902.2.140
136.1.4.0.674.109022.140
1.36.1.4.1.674.10902.2.140
1.36.1.4.1.674.109022.140

1.36.1.4.1.674.10902.2.140

1.36.1.4.1.674.10902.2.140

1.36.1.4.1.674.10902.2.140

1.36.1.4.1.674.10902.2.140

1.36.1.4.1.674.10902.2.140

1.36.1.4.1.674.10802.2.140
1.36.1.4.1.674.10802.2.140
1.36.1.4.1.674.10902.2.140
1.36.1.4.1.674.10902.2.140
1.36.1.4.1.674.10802.2.140
1.36.1.4.1.674.10902.2.140

Description hd

Environment Probe communication
failure.

Communication restored with UPS
HID dalabasis is updated

Humidity is above high threshold

Lost communication with UPS, HID
databasis is not updated

Temperature is below low threshold.
Input#2 s Closed
Temperature is in nomal range.

Humigity is below lov threshold

Inverler AG over vollage
Inverter AC over voltage ok
Inverter AC under voltage.

Inverter AG under voitage ok

Bypass under or over frequency.
Bypass under or over frequency ok
On Buck or Input Voltage Reducer
Retum from Buck.

On Boost or Input Voltage Booster

Retum from Boost

Generic Trap ID hd

6

6

Specific Trap

Ed

a7

108

%

100
0
03
104
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Configure alert actions in OpenManage Essentials

Alert actions occur on all alerts received in the OpenManage Essentials console. The alert is received and
processed to take appropriate action depending on the user configuration for that alert. To configure an alert
action, navigate to Manage - Alerts - Alert Actions and right-click the appropriate category as shown in
the following sample screen shot.

The following alert actions are supported in OpenManage Essentials:
e Application Launch

e E-mail Notification

e Ignoring Alerts

e Forwarding Alerts

MManage Deployment Reports Settings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

Common Tasks Email
Alert Logs
L —

Action Enabled Name Description

B Alert Actions Le] Sample - Email Aleris fo Service Desk This sample shows how fo send an email to the service desk account from the OME server when the
|
B- Application Launch LeJ Sample - Email Crifical Server Aleris to Admin This sample shows how fo send an email to an administrator from the OME server when the alert crite

[ TP PSP
-— 7 v : LeJ Sample - Email Server Alerts with Recommended Resolution| This sample shows how fo send an email with alert delails and recommended resolution to an adminis

E
New Alert Email Action
&) sanl bhesk

@ Sample - Email Critical Server Alerts to
@ Sample - Email Server Alerts with Recor]

Ignore

@ Sample - Ignore Alerts During Maintena
@ Sample - Ignore Duplicate Alerts within

@ Sample - Ignore Non-Critical Alerts fron|

%
‘ B pefaultuplicateslertFilter
=

Trap Forwarding

L @ Sample - Forward Cntical Server Alerts

Figure 47 Configuring Email Alert Action

Configure Warranty email notifications

You can configure OpenManage Essentials to send a warranty notification of your devices at periodic intervals
through email, based on your preference. The warranty notification email provides a list of devices and
appropriate links that you can click to renew the warranty of the devices. To configure Warranty Email
Notifications:

Click Settings - Settings.

In the left pane, click Warranty Notification Settings.

Under Warranty Email Notifications, select Enable Warranty Email Notifications.

In the To box, type the email addresses of the recipients (semicolon-separated).

In the From box, type the email address from which the warranty notification email is to be sent.

Set the criteria for the devices to be included in the warranty notification email.

Set the frequency at which you want to receive the warranty notification email.

To include devices with expired warranty or no warranty information in the warranty notification email,

select Include Expired Warranties.

9. Inthe Next Email will Send On box, select the date and time at which you want to receive the next
warranty notification e-mail.

10. If you want to configure the SMTP email server, click Email Settings.

11. Click Apply.

©No G A~®DRE
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Home Manage Deployment Reports EEEaiisEll Logs Tutorials Dell EMC Solutions

Settings Permissions

Alert Settings

Warranty Notification Settings

Custom URL Settings Warranty Email Notifications
Deployment Settings Ii Enable Warranty Email Notificatl‘onsl
Device Tree Settings
To: | a@dell.com;b@dell.com;c@dell.com

Discovery Settings
Email Settings From: | abc@dell.com
General Settings =

g All Devices with 907‘ Days or less of warranty

Mobile Settings
) Iil Include Expired Warrant\esl
Purge Download Settings

Task Settings Send email every 7 Days

Next Email Will Send On \ 5/16/2017 11:00 PM ®| (UTC-08:00)

Warranty Scoreboard Notifications
Enable Warranty Scoreboard Notifications
All Devices with Days or less of warranty
Include Expired Warranties
Warranty Popup Notification Settings
__| Enable warranty Popup Notification
Warranty Update Settings
|_| Enable Warranty Updates

Days

Next warranty update will be on | 5/16/2017 11:00 PM | (UTC-08:00)

Figure 48 Warranty Email Notification Settings

Configure warranty scoreboard notifications

You can configure OpenManage Essentials to display a warranty scoreboard notification icon in the heading
banner. If any device fulfills the set criteria, the OpenManage Essentials heading banner displays the

warranty scoreboard notification icon including the number of devices.
To configure Warranty Scoreboard Notifications:

1. Click Settings - Settings.

2. Inthe left pane, click Warranty Notification Settings.

3. Under Warranty Scoreboard Notifications, select the Enable Warranty Scoreboard Notifications

check box.

4. Set the criteria for the devices to be included in the warranty notification scoreboard.
5. To include devices with expired warranty or no warranty information in the warranty notifications

scoreboard, select the Include Expired Warranties check box.
6. Click Apply.
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Home Manage Deployment Reports EEaiisll Logs Tutorials Dell EMC Solutions

Settings Permissions

Alert Settings

Warranty Notification Settings

Custom URL Settings Warranty Email Notifications
Deployment Settings .| Enable warranty Email Notifications
Device Tree Settings
To: 3 Recipients
Discovery Settings
Email Settings From:

General Settings

Days or less of warranty

Mobile Settings
) Include Expired Warranties
Purge Download Settings

Send email every Days

Task Settings

Warranty Notification Settings Next Email will Send On | 5/16/2017 11:00 PM #| (UTC-08:00)

Warranty Scoreboard Notifications

I-/ Enable Warranty Scoreboard Motifications I

All Devices with | 90:::‘ Days or less of warranty

Id’| Include Exeired Warrant\esl

Warranty Popup Notification Settings

__| Enable warranty Popup Notification
Warranty Update Settings
|_| Enable Warranty Updates

Update warranty every Days

1| 5/16/2017 11:00 PM #| (UTC-08:00)

Cancel I Apply |

Figure 49 Warranty Scoreboard Notification Settings

Configure warranty notifications in OpenManage Essentials

1. Click Settings - Settings.

2. Inthe left pane, click Warranty Notification Settings.

3. Under Warranty Popup Notification Settings, select the Enable Warranty Popup Notification check
box.

4. Click Apply.
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Settings Permissions

- Warranty Notification Settings
Alert Settings
Custom URL Settings Warranty Email Notifications
Deployment Settings .| Enable warranty Email Motifications
Device Tree Settings .
To: 3 Recipients
Discovery Settings
Email Settings

General Settings

Days or less of warranty

Mobile Settings
B Include Expired Warranties
Purge Download Settings

Send email every Days

Task Settings

warranty Notification Settings Next Email will Send On | 5/16/2017 11:00 PM B| (UTC-08:00)

Warranty Scoreboard Notifications

Enable warranty Scoreboard Notifications

Days or less of warranty
Include Expired Warranties

Warranty Popup Notification Settings

Ii Enable warranty Popup Notiﬂcationl

Warranty Update Settings
|| Enable warranty Updates

Days

will be on | 5/16/2017 11:00 PM H| (UTC-03:00)

Cancel 11l Apply

Figure 50 Warranty Popup Notification Settings

8.8 Configure warranty update settings

To configure warranty update settings:

1. Click Settings > Settings.

2. Inthe left pane, click Warranty Notification Settings.

3. Under Warranty Update Settings, select the Enable Warranty Updates check box.

4. Setthe frequency at which you want to update the warranty.

5. Inthe Next warranty update will be on calendar, select the date and time at which you want to update
the warranty.

6. Click Apply.
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Settings Permissions

. Warranty Notification Settings
Alert Settings

Custom URL Settings Warranty Email Notifications
Deployment Settings

__| Enable Warranty Email Notifications
Device Tree Settings

Recipients

Discovery Settings h
Email Settings From:

General Settings

Days or

Mobile Settings

) Include Expired Warranties
Purge Download Settings

Task Settings every Days
Warranty Notification Settings Next Email will Send On | 5/16/2017 11:00 PM | (UTC-0

Warranty Scoreboard Notifications
Enable Warranty Scoreboard Notifications
es with Days or less of warranty
Include Expired Warranties
Warranty Popup Notification Settings
__| Enable Warranty Popup Notification
Warranty Update Settings

Ii Enable Warranty Updatesl

Update warranty every Yﬁ Days

Next warranty update will be on | 5/16/2017 11:00 PM I| (UTC-08:00)

Cancel

Figure 51  Warranty Update Settings
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Troubleshooting issues in OpenManage Essentials

Dell EMC OpenManage Essentials Troubleshooting Tool

The Dell EMC OpenManage Essentials Troubleshooting Tool is a standalone tool that is installed along with
Dell EMC OpenManage Essentials. You can use this tool for a wide array of protocol related problems that are
often at the root of discovery and alert issues.

Troubleshoot discovery of a Dell EMC device

1.

a s

Ensure that SNMP is enabled and properly configured on the target device by accessing its web
Interface.
Start the Dell EMC Troubleshooting Tool.
Navigate to Protocols (Remote Box).
Enter the IP address of the target device.
Select required protocol in the Select Protocol(s) pane.
e If you are selecting SNMP protocol, enter the correct community name and click Run Test.
e If you are selecting WS-Man protocol, enter the user name and password in the respective fields
and click Run Test.
e If you are selecting REST-GET protocol and MX Chassis radio button, enter user name and
password in the respective fields and click Run Test.
o |If you are selecting REST-GET protocol and Generic (only https) radio button, enter the URI,
user name, and password in the respective fields, and then click Run Test.
The Result window displays test results of the target device.
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| Dell EMC Troubleshoating Tool ol

EMC Treubleshcmting Tool Prowy Settings Feset Help About

Protocols (Remote Box) | Miscellaneous (Local Box) I System Update |

Steps: 1) Enter | Address of the tanget device, 2) Select
specific settings and 4) Click on "Run Test" button.

Remoate Device

protocol(s) from the list box to verify for the given device, 3) Provide protocol

IPMI

Name Resolution

OMSA Remote Enablement
Port

PowerVault Modular Disk Arays
REST -GET

st

WM Retries: |1
WSMAN

1P Address/Host Name: 100.96.26.26 Ping First
Test

Select Protocol(s) - Configure SNMP Settings:

Database SNMP V2 N Community Name: |public

Dell | EMC

ICMP [] SNMP w3

S A
DES v

Timeout: 4 o seconds  Port: 161 »

Execution

Result

Q off | X =F- ]

I Run Test I

Time: 20-08-2018 02:50:48 PM Device: 100.96.26.26

Protocols Selected are:

1. SMMP
SHMP
SNMP V2 Test
MIBHI (System Name) Dell
PowerConnect 3000 (Product Version) 9.10(0.1)
Dell EMC Metworking(Firmware Version) 9.10{0.1)

Top

Figure 52 Troubleshooting Tool

: SNMP Test for Dell EMC Networking Device
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EMC | Troubleshooting Tool Proxy S + Help About

Frotocols (Remote Bow) | Miscellansous (Local Box) | System Uipdate |

Steps: 1) Enter IP Address of the target device, 2) Select protocol(s) from the list box to verify for the given device, 3) Provide protocol
specific settings and 4) Click on "Run Test" button.

Remate Device

IIP Address/Host Name: 100.96.26.154 I Ping First

Test

Select Protocol(z) - Configure WSMAN Settings:

Database
Dell | EMC User Name: |r001 |
ICMP
IPMI Password: |"”“‘ |
Name Resolution
OMSA Remote Enablement Port: 443 s
Part
PowerVault Modular Disk Amays Skip CA Check Skip CN Check

REST-GET
Services [] Reset 551 Cerficate f expired

gglr-\ldp Note: Thig is to test iDRAC, ESX WSMAN supported devices.

ﬁ %5 Waming: 55| Cerfficate reset will reset the iDRAC.

Execution

| Run Test i

Result
Qo | X |a |8
Time: 20-08-2018 03:12:25 PM Device: 100.96.26.154
Protocols Selected are:

1. WSMAM

WSMAN

Using TLS 1.0 for SSLTLS handshake.
TLS 1.0 Handshake successful.
Connected.
WSMAMN profiles found on the remote device are:
1. Profile Reqgistration
2. Base Metrics
3. Base Server and Physical Asset
4. BIOS and Boot Management
5.CPU
6. Event Filter
7. Fiber Channel
8. iDRAC Card
9. Job Control
10. LC Management
11. License Management
12. Memory
13. OS Deployment
14. PCI Device
WSMAMN 15. Persistent Storage
16. Power State Management
17. Record Log
18. Role Based Autharization
19. Sensors
20. Service Processor
21. Simple Identity Management
22 Simple NIC
23. Simple RAID
24. Software Inventary
25. Software Update

Figure 53 Troubleshooting Tool: WS-Man Test for Dell Server

54 The Dell EMC Devices Supported by Dell EMC OpenManage Essentials (OME) DEALEMC



55

5| Dell EMC Troubleshooting Tool ol

EMC | Troubleshooting Tool Proxy Seftings t Help About

Protocols (Remote Box) | Miscellaneous {Local Box) | System Update |

specific settings and 4) Click on "Run Test" button.
Remate Device

IP Address/Host Name: |1DD.5'B.45.235 | Ping First

Test

Steps: 1) Enter IP Address of the target device, 2) Select protocolis) from the list box to verify for the given device, 3) Provide protocol

Select Protocol(s) - Configure REST - GET Settings:

Database @ ) & )
Dell | EMC (@) MX Chassis ) Generic
ICMP

IPMI

Name Resolution

OMSA Remote Enablement
Port User Name: |n:|0t |

e |

SNMP
S5H Timeout: |60 - seconds Retries: |2 = Port: 443 |3

WM
WSMAN [] Secure Mode

Execution

I Fun Test

Result
Cot X a|@
Time: 20-08-2018 03:04:04 PM Device: 100.95.45 236
Protocols Selected are:

1. REST-GET

REST - GET
Using TLS 1.2 for SSLTLS handshake for
hitps:M100.96. 45 236:443/apilDeviceSenvice
TLS 1.2 Handshake successful

Using TLS 1.2 for SSLTLS handshake for
hitps:100.96 45 236:443/apilManagementDomainService
TLS 1.2 Handshake successful

Using TLS 1.2 for SSLTLS handshake for
hitps:100.96 45 236:443/apilJobSenvice
TLS 1.2 Handshake successful

Using TLS 1.2 for SSLTLS handshake for
REST hitps:100.96 45 236:443/apilUpdateSenvice
TLS 1.2 Handshake successful

Using TLS 1.2 for SSLTLS handshake for
hitpsM100.96. 45 236:443/apilApplicationSenvice
TLS 1.2 Handshake successful

The target system has TLS 1.2 enabled. If OME is unable
to discover this device, install the required updates on the
system where OME is installed. For more details, see
“Enabling support for TLS 1.1 or 1.27 at
delltechcenter.com/ome.

Figure 54 Troubleshooting Tool: REST Test for MX Chassis

Note—The displayed model name of VxFlex Ready Nodes is incorrect on the Troubleshooting Tool when an

IPMI protocol test is run.
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10 Proactive Support with Dell EMC SupportAssist Enterprise

The Dell EMC SupportAssist Enterprise plug-in for OpenManage Essentials proactively identifies hardware
failures in your IT environment, and provides you with an efficient and personalized support experience. The
Dell EMC SupportAssist Enterprise plug-in is bundled as part of the OpenManage Essentials installation
package and can be installed from the package as required.

SupportAssist integrates with OpenManage Essentials to give you the added capabilities of secure remote
monitoring so you know how your systems are performing at all times. SupportAssist is designed to help you
manage your environment proactively with the following features:

¢ Detects and analyzes problems using automated data collection and diagnostics

o Helps accelerate resolution by automatically generating notifications and accurate case information with
your Dell EMC Support team

¢ Provides parts replacement, as needed, directly from Dell EMC.

You can monitor Dell EMC Networking devices using Dell EMC SupportAssist Enterprise. The complete benefits of
SupportAssist are available for devices with an active Dell EMC ProSupport Plus entittement. For more
information about SupportAssist, visit Dell.com/supportassist.
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A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.
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