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Executive summary

Executive summary

OME 2.5 supports "Simplified modular infrastructure configuration management", where MX Chassis
configurations are managed similar to CMC.

OME 2.3 and later versions of OME supports "Simplified modular infrastructure configuration management”,
where the chassis and IOA configurations are managed together. The Chassis Infrastructure templates
contain both the CMC template and all the supported IOA templates on the Chassis.

OME simplifies the configuration compliance features by separating the deployment templates and
configuration baselines. The OME introduces new features to create configuration baselines, associate the
devices to configuration baselines, and make the devices compliant to the associated baselines.

This technical white paper discusses about:

e Creating the Chassis Infrastructure templates and MX Chassis templates

e Deploying the Chassis Infrastructure template and MX Chassis template

e Creating the configuration baselines

e Associating the devices to configuration baselines

e Making the devices compliant to associated baselines by using the Configuration Baseline
feature

e Best practices

e Troubleshooting information

5 Managing Modular Infrastructure by using OpenManage Essentials (OME) | Document ID DELLEMC



Executive summary

1 Features discussed in this technical white paper

e Comprehensive use case examples for using the OME IOA configuration features
¢ Requirements and setup for using the features

e Creating a template from the Chassis or IOA or MX Chassis

e Editing a Chassis template or MX Chassis template

o Deploying a Chassis template to a Chassis and its IOAs

e Deploying a MX Chassis template to a MX Chassis

e Setting up auto deployment with Chassis templates or MX Chassis templates

e Deploying a template to I0A

e Creating a configuration baseline of the Chassis or MX Chassis

e Associating configuration baseline template to one or multiple Chassis or MX Chassis
e Configuring the Configuration Inventory

6 Managing Modular Infrastructure by using OpenManage Essentials (OME) DELEMC
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2

2.1

2.2

22.1

Prepare OpenManage Essentials for managing Modular
Infrastructure

The MX Chassis must be discovered by using the MX Chassis Discovery-All Components option in Discovery
wizard. When an MX Chassis is discovered by using the MX Chassis Discovery-All Components option in
discovery wizard, all the servers of the blade chassis are also discovered automatically in OME.

The chassis devices must be discovered by using the Chassis (CMC) Discovery—All Components option in
discovery wizard. When a CMC is discovered by using Chassis (CMC) Discovery—All Components option in
the discovery wizard, all the servers and IOAs of the blade chassis are also discovered automatically in OME.

Target device requirements

e For the MX Chassis, supported firmware versions are:
- PowerEdge MX7000 with firmware version 1.0

e No license is required for the MX Chassis
e For the chassis, supported firmware versions are:

- PowerEdge M1000e with chassis firmware version of 5.10 and later, installed
- PowerEdge VRTX with chassis firmware version of 2.1 and later, installed
- PowerEdge FX2 or FX2s with chassis firmware version of 1.3 and later, installed

e For the chassis, required licenses are:

- PowerEdge PowerEdge FX2, PowerEdge FX2s, and V PowerEdge RTX Chassis must have
an Enterprise license

e For the I0As, supported firmware versions are:

- Inthe OME version 2.3, the I/0O aggregator must have an installed firmware version of
9.10.0.0, 9.10.0.1P10, or 9.11.0.0.

¢ IOAs must be configured in any of the following operational modes:

- Standalone
- Virtual Link Trunk (VLT)
- Programmable MUX (PMUX)

File share settings

The device configuration and deployment features require a staging area (file share) for modular chassis
infrastructure. This section describes the details of the file share and how to setup the file share.

Note—In case of MX Chassis, file share is not required for device configuration and deployment features.

Requires for file sharing
The file share is a staging area for deployment. To use the deployment features, the file share is required to
send and receive configuration files to and from a device. During the “create” or “deploy” task, configuration

Managing Modular Infrastructure by using OpenManage Essentials (OME) DALEMC
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2.2.2

files will briefly exist in the file share folder. After the completion of ‘create’ or ‘deploy’ task, the file is deleted.
Security attributes (passwords and other sensitive data) are not included in the file.

Set up a file share

The file share settings must be entered in the OME. The file share settings require a username and a
password of a user who has privileges to read and write the files on OEM system. During the deployment or
configuration task, the username and password are sent to the remote targets to access the file share. Using
an administrator account is recommended.

1. Navigate to the Deployment portal.
2. Inthe left pane, click File Share Settings under Common Tasks.
3. Type the user name and password and check the Allow using file share for Device Configuration
feature on server check box in the File Share Settings dialog box, and then click Apply.
File Share Settings i

File Share Settings

The Device Configuration feature requires a file share on the OpenManage Essentials =erver for all operations done on a
chassis.

It iz recommended fo avoid using the file share because of security reasons in the Windows cperating systems.

To use Device Configuration feature on chassis, type the credentials that will be assigned and used for accessing the file share.

Domain \ Usemame: | Sddministrator

Password: |Illlillillllllllllilli

File Share Status: Ok

|¥| Allow using file share for Device Configuration feature on server

Help Cancel | Apply

Figure 1 File share settings

Managing Modular Infrastructure by using OpenManage Essentials (OME) DELEMC
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3 Create Chassis infrastructure template from a reference
Chassis by using IOA devices or MX Chassis template from
a reference MX Chassis

OME 2.5 supports "Simplified modular infrastructure configuration management”, where MX Chassis
configurations are managed similar to CMC.

OME 2.3 and later versions support "Simplified modular infrastructure configuration management”, where the
CMC and I0A configurations are managed together. The Chassis Infrastructure templates have both the
CMC template and all the supported IOA templates on the Chassis.

Example use case—you have a new or existing blade chassis (with or without IOAS), or a new or existing
MX Chassis from which you want to create the template.

This section describes how to create the template from a discovered device. The reference device is the
device which is discovered in OME, configured in a desired way, and the functionality of the device is
intended to be replicated on other devices. The reference template is essential for the successful
configuration of your other devices. Ensure that the reference device is configured correctly before creating
the template.

To accomplish this use case:

Navigate to the Deployment tab.

In the left pane, click Create Template under Common Tasks.

In the Create Template dialog box, type a unique name for the template.

Select Create from Device.

Select Chassis or MX Chassis as the device type.

Select the target CMC (if you have selected Chassis as the device type) or MX Chassis (if you have
selected MX Chassis as the device type) from the device tree.

ook~ wNPE

Note—Alternatively, you can select the target by entering the device name or Service Tag in the search box
next to Create from Device.

7. Enter the user credentials in Execution credential:

a. For the target CMC and I0As on the chassis (if you have selected Chassis as the device type).
b. For the target MX Chassis (if you have selected MX Chassis as the device type)

Note—The CMC and MX Chassis credentials must have administrator privileges on the target CMC and MX
Chassis respectively. IOA credentials are optional. If IOA credentials are not provided then, the I0A attributes
will not be captured.

9 Managing Modular Infrastructure by using OpenManage Essentials (OME) DALEMC
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Create Template Wizard i

Create Template

Mame: |M}{ Chassis Template |

I Create from File Browse

(») Create from Device [:M}{- STO003I ]

Device Type: () Server (_) Chassis (*) MX Chassis () IOA

2l Al Applicable Devices
RAC
El Modular Systems
[z PowerEdge MX7000
[E] Mx- STO0031_Chassis
Mx- STOOO03I

Execution Credentials

User Mame: | root |

Password: |||-||"-||"m" |

Figure 2 Create MX Chassis template from reference device wizard

10 Managing Modular Infrastructure by using OpenManage Essentials (OME) DELEMC
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Create Template Wizard 25

Create Template

MName: |Chassis Infra Template |

) Create from File Browse

() Create from Device [CMC—ELSBEES ]

Device Type: () Seryer () Chassis () MX Chassis () I0A

Mote: Only CMCs with an Enterprize license and suppored firmware can be selecied.

=] Al Applicable Devices -
] RAC

cmc-5352082 [Not Licensed]
CMC-9L3BB2S B
cmeo-BGCFE62

CMC-ETYDR42

o= o gy

Execution Credentials
CMC

Uzer Hame: | root |

Password: |nu" |

IOA (Opticnal. If not provided, 104 attributes will not be captured.)

Uzer Hame: | root |

Password: |nu" |
| Help | Cancel |

Figure 3 Create chassis template from reference device wizard

8. Click Finish.

9. Click OK.
The task is created when the wizard is closed.

10. To view the created task, click the Tasks tab in Deployment.

11. To view the progress of the task, see the Task Execution History.

12. To view the details of execution history, double-click the task execution history entry, or right-click the
task execution history entry.

13. Select Details.
Information about the issues (such as incorrect credentials) is displayed.

11 Managing Modular Infrastructure by using OpenManage Essentials (OME) DEALEMC
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14. If the task is successful, the template is created and displayed in the Chassis Templates tree (if you
have created template for Chassis) or MX Chassis Templates tree (if you have created template for

MX Chassis).
15. If the task is unsuccessful, right-click the task execution history or the task, and then click Run.

Note—Enter the CMC and IOA credentials (for Chassis device type) or MX Chassis credentials (for MX
Chassis device type) to rerun the task.

12 Managing Modular Infrastructure by using OpenManage Essentials (OME) DELEMC
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4
template

View and edit Chassis infrastructure template or MX Chassis

Example use case—you have an existing template (Chassis infrastructure template or MX Chassis template)
and you have to change some of the template attributes. To accomplish this use case:

1. Navigate to the Deployment tab.
2. Select any Chassis Infrastructure template or MX Chassis template in the Templates tree.

Deplwmﬂlt Regorts Setings Logs Tutorials Dell EMC Soluions

1 MX Chassis Template ?
dtributes
Grouped by: Tetat 92 Modded: 0

« ChassisPomer

E Deglay Medifed 7 Section T Insiance.

T Vae

T Desendencies

T Desincie ¥ Gow T

MM Embedsed.1
MM Embessed 1

MM Embossed 1

7

PSU_REDUNDAHCY

e

Ho
Ho

No

ChasssPower
ChassisPouer

ChasssPower

] '}
Wl '
A |.u.|
~ EmaldlertsCoof

 LocalaccessConfiguration

 LoginSecunity

v Preference

 Proxy

~ QuoSye

=] ~ facadm

¥ RemoteSystemlog

v SHMPAlerts

v SHMPSenvice

v ssH

~ TimeConfiy

v Users

— Repurpose and Bare Metal  ViekServer

Figure 4 MX chassis template

Depluvmull Reports Selfings Logs Tutorials. Dell EMC Solutions
Deployment

| Chassis Infra Template ?
Attrbutes
Grouped by: et Tolat T30 Modfed: 0
Deploy Modifed T Seclion 7 Insiance T Afirbue Name: T Vake 7 Dependencies T Destnuciive 7 Gop T =l
a ActiveDirectory
i [ CMC Integrated 1 ActiveDireciory 1 ADEnable: No ActiveDireciory
v onc: CMC.Integrated. 1 ActiveDireclory 1 SCLEnable SSC Mo ActiveDireciory
i one CMC Integrated 1 ActiveDireciory 1 S35 503 Ne ActiveDireciory
v MG CMC.Integrated. 1 ActiveDirectory 1 RootDoman Mo ActiveDireciony
W [+ CMC Integrated 1 ActiveDirectory 1 CertVaiidaionEnable 1 No ActiveDiveclory
i oNC. CMC Integrated 1 ActiveDireciory 1 AubTimeoul =] No ActiveDireciory
v NG OMClnlegrated 1 AcliveDiectory  ADType 1 Ho AckveDirectary
i one. CMC Integrated 1 ActiveDirectory 1 SpecifyServerEnable Ne ActiveDireclory =
v MG CMC.Integrated. 1 ActiveDireciory 1 DomanCongroler1 Mo ActiveDireciony
i NG CMClnlegiated 1 AcliveDivectony 1 BiobaCatsog ] SpeciSeneEnai Ho AckveDirectary

* BLCLDeployInfo

¥ Chasssinfo

~ Chassslog

¥ ChassisPawer

¥ ChasssSlot

¥ Cmcalerts

~ Cmcnfo

~ CmcTime

¥ CHCVLAN

~ DefaultCredentialGroup

~ Deplay

Figure 5 Chassis infrastructure templates
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To change the CMC device template attributes or MX Chassis template attributes:

1. Under Attributes, select the attribute value.

2. Click Save.

3. Inthe Save Template dialog box, click Yes

Deployment G0

Deployment

= M Chassis Template

mpltes

MX Chassis Template

Atfributes

o

Totak 92 Modied: 0

-] Deploy Modfied ¥ Section ¥ Instance. T btz Name T veie T Dependencies T Destuctve T Growp
 ChassisPower
¥ U MM Embedded 1 ChassisPower | Power Cap 761 Ho ChassisPower
W M WM Embedded 1 ChassisPower 1 Redundancy Polcy PSU_REDUNDANCY Ho ChassisPower
¥ Ny WM Embedded 1 ChassisPower | Ensble Power Cap filse Ho ChassisPower
~ EmailélertsConf
~ LocalAccessCanfiguration
~ LoginSecurity
¥ Preference
“ Proxy
» QuickSync
v M MM Embedded 1 QuickSyne 1 Quids Syme Acces: READ_WRITE Ho
¥ N 1M Embedded 1 QuickSync 1 Enable Inacivty Tmeout e Ho
Wi [ 1M Embesded 1 GuickSyne 1 Timeoul Limd 120] Ho
¥ U WM Embedded 1 QuickSyne 1 Enable Read Authesticion e Ho
% g 1M Embedded 1 GuickSyne 1 Enable Quick Sy Wi e Ho
¥ Racadm

Figure 6 Editing MX chassis template attributes

e [

Deployment

Deplay Device Configuration Portal A

Degloyment

Create Template

D

Create Virtual 10 Pool

Chassis Infra Template ?
Attnbutes
uio [ sae |
Grouped by: Tolat 730 Modified 1
E Deploy Modified ¥ Sechon ¥ Instance T Atribute Hame: T Vae Y Dependencies ¥ Destuchee ¥ G 7 =
4 ActveDirectory
¥ CoMC CMC Integrated 1 ActiveDiwectory 1 ADEnable ] No ActiveDirectory
v coMC CMC Integrated 1 0 SSOEnable ADEnabie; No ActiveDirectory
v (=3 CMC Integrated 1 ] SCLEnabie: ADEnable; No ActiveDirectory
(v CMC CMCIntegrated 1 No ActiveDirectory
(v oM CMIC Iniegraied 1 ActiveDirectory 1 CerfValdationEnable 1 No ActiveDirectory
v CMC CMC integrated 1 ActiveDwectory 1 AuthTimeout 10 No ActiveDrectory
¥ oMC CMC Integrated 1 ype 1 No ActiveDrectory
¥ CMC CMC Integrated 1 Aot wectory 1 SpecifyServerEnable ] No ActiveDirectory r
¥ CMC CMC Integrated 1 ActiveDiectory 1 DomainController! No ActiveDirectory
¥ CMC CMC Integrated 1 ActiveDirectory 1 GlobalCatalog1 SpecifyServesEnable; No ActiveDirectory
¥ BLCLDeployinfo
 Chassisinfo
v s CMC CMCIniegrated | Chassisinio 1 AssefTag 81 No Chassisinfo.
v ChassisLag

~ ChassisPower

~ ChassisShot.

~ Cmcklerts

~ Cmelnfo

~ CmcTime.

Figure 7 Editing chassis template attributes of chassis infrastructure template

Note—Editing the template attributes in the deployment wizard is not supported. Only device-specific
attributes of the CMC device and I0OA template(s) can be modified.
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Figure 8 Viewing the IOA templates of chassis infrastructure template

To view the corresponding IOA templates, navigate to other tabs named with IOA names.

Logs Tutorials Dell EMC Sokutions

Home Manage el il Reports  Seftings

Create Template
Create Virtual 10 Pool

Create Compute Pool

Deploy Template

Setup Auto Deployment

Manage Auto Deployment Credentials
File Share Settings

Replace Server

Reclaim Identities

B- Server Templates
©- Samples
Configuration Template idrac-18MPOS:

L # configuration Template idrac-DG73TF;

sis Templates

Virtual 10 Pool

— Virtual 10 Pools

2 Configuration Template CMC Infra Demo

aitrbutes | (7 Dy | 7o

OPTM1 10GBASE-T
Service-Tag 399RG52

10M-Mode pmux
CheckSum  422db449ae183ca4237d5ecel 62842
Cloning Header End

Version 9.10{0.1P10)
Last configuration change at Tue May 23 21:08:51 20

boot system stack-unit 0
boot system stack-unit
boot system stack-unit

ry system://A

hostname 10A-Demol

protocol lidp

redundancy auto-synchronize ful

usemame root password 7
usemame arun password 7

stack-unit 0 provision 1/0-Aggregator
stack-unit 0 port 33 portmode quad

stack-unit 0 port 37 portmode quad

698 privilege 15
eadcf12d privilege 15

Note—The modification of IOA attributes is not supported.

To deploy the IOA template on the specific IOA:

1. Under Attributes, clear the IOA value.
2.
3.

Click Save.

In the Save Template dialog box, click Yes.

Note—IOA templates selection in the Deployment wizard is not supported. Only the device specific attributes

of the CMC device and IOA template can be modified in the Deployment wizard.
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Configuration Template CMC Infra Demo

s (e o

ICloning Header Start
IReleasePlatform XL
IReleaseVersion 9.10(0.1P10)
IReleaseSize 45850194
IReleaseTime Aug 24 2016 03:33:35
IOPTMO -

'OPTM1 10GBASE-T

IService-Tag 399RGS52
ISerial-Number CN282984CD0194
IFCPortsPresent FALSE
'QuadPortsPresent 33 37 41 45
'10M-Mode pmux

ICheckSum  422db449ae183cad237dSecelcf62842
ICloning Header End

! Version 9,10(0.1P10)

I Last configuration change at Tue May 23 21:08:51 2017 by root
1

boot system stack-unit 0 primary system://A

boot system stack-unit 0 secondary system://B

boot system stack-unit 0 default system://B

1

hostname [0A-Demol

]

protocol lidp

1

redundancy auto-synchronize full
1

username root password 7 d7accBalded4f698 privilege 15
usemame arun password 7 95afc322eadcf12d privilege 15
1

stack-unit 0 provision [/0-Aggregator
1

stack-unit 0 port 33 portmode quad
1

stack-unit 0 port 37 portmode quad
1

Figure 9 Selecting the IOA templates of chassis infrastructure template
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5 Deploy chassis infrastructure template or MX chassis
template

Example use case—Based on the requirements of your data center, you have configured the settings of the
particular MX Chassis or Chassis and the corresponding IOAs (CMC devices and the I0As on the Chassis).
You have a new or existing MX Chassis or Chassis which you want to reuse. You want to copy the settings of
the configured MX Chassis or Chassis and its IOAs and apply them to the new or existing MX Chassis or
Chassis.

To accomplish this use case:

1. Check the configuration of MX Chassis or Chassis and available IOAs which are already configured.

2. Save the configuration in OME as a MX Chassis template or Chassis Infrastructure template. See
Create Chassis Infrastructure Template from a Reference Chassis by using IOA Devices or MX
Chassis Template from a Reference MX Chassis.

3. Add the target CMC device (the new or existing CMC device) of the chassis or target MX Chassis to
the Repurpose and Bare-metal device group. See Add devices to the ‘Repurpose and Bare Metal’

Device Group.
4. Deploy the template to the MX Chassis or CMC device and its IOAs. See Deploy the Template.

Note—Creating and deploying the template have requirements for the OME system and target devices.
To review the requirements for creating the template, see Target Device Requirements.
To review the requirements for deploying the template, see Deploying the Template.

Note—MX Chassis template can be deployed on MX Chassis device only and CMC template can be
deployed on CMC device only. The Quick Deploy Settings cannot be configured for MX7000 Chassis by
using the MX Chassis configuration template.
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Deploy a template on bare-metal devices

This section describes the procedure for deploying the template on CMC devices by using manual I/O or on
MX Chassis.

Deploying the templates involves sending and applying configuration settings to the remote devices. The
template may contain a single configuration setting, one or more specific functional areas configuration
settings, or a full device configuration setting. To deploy the template, you must create the template first. The
template is essential for the successful task deployment. Make sure that the device from where you are
creating the template is configured in the same way you wish to deploy it, when you create the template. To
create the template, see Create Chassis Infrastructure Template from a Reference Chassis by using IOA
Devices or MX Chassis Template from a Reference MX Chassis.

The template created from the target may contain destructive attributes (especially if it contains RAID
configuration settings). Deploying the destructive attributes may cause data loss, connectivity issues, failure
to start, and other problems. It is important to review and understand each destructive attribute before
deploying it to the target devices.

Requirements for deploying template on bare-metal devices

1. The file share must be configured for modular chassis infrastructure deployment feature. See Set up
File Share.

2. The target devices must meet the minimum requirements for the deployment and configuration
features. See Target Device Requirements.

3. The target devices must be added to the repurpose and bare-metal device group. See Add devices to
the ‘Repurpose and Bare Metal’ Device Group.

4. Minimum one user-created template (a cloned sample template is a user created template).

Purpose and definition of the ‘Repurpose and Bare-metal’ Device
Group

The Repurpose and Bare-metal device group consists of all the devices eligible for deploying the template
task. Add the devices to this group, only if you intend to deploy a template to the devices. If you do not intend
to deploy the template to the devices, it is recommended to remove the devices from the Repurpose and
Bare-metal device group. You must not add the production devices to the Repurpose and Bare-metal device
group, because deploying the template can be destructive and cause downtime or the data loss.

Add devices to the ‘Repurpose and Bare Metal’ Device Group
1. Navigate to the Deployment tab.
2. Inthe left pane, click Deployment Portal under Deploy Device Configuration Portal.
3. Click the Repurpose and Bare-metal Devices tab.
4. In the lower-right corner of the grid, click Modify Devices.
5. Check the target devices in the message displayed. The target devices must be discovered and the
target server must have the Server configuration for OME license.
6. Click Ok.

Note—Only the devices that satisfy the deploy requirements appear in device selection. To review the
requirements, see Deploy Requirements.

Managing Modular Infrastructure by using OpenManage Essentials (OME)
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Modify Devices of the Repurpose and Bare Metal Device Group EZ

Cnly iIDRACs with a "Server Configuration for OpenManage Essentials’ license, CMCs with an Enterprize license and
supported firmware, and 10A switches on an appropriate mode and supported firmware can be added to this group.

= All Applicable Devices
= RAC
CMC-BTYDR42
CMC-DE9RGS2
[ idrac-2489R42a
idrac-2489R42b
idrac-2489R42c
idrac-2489R42d
idrac-BM1JR42a
idrac-BM1JR42b
idrac-CNJILHE2
idrac-CNKCHB2
idrac-FOH17C2
Modular Systems

l Cancel ]l Ol J

Figure 10 Modifying Repurpose and Bare Metal Device Group

6.3 Deploy the template

This section describes the procedure for deploying a Chassis Infrastructure template to chassis (CMC device
and the IOAs present on the chassis) or an MX Chassis template to an MX Chassis.

6.3.1 Deploy the template to Chassis or MX Chassis

1. Navigate to the Deployment tab.

2. Inthe left pane, click Deploy Template under Common Tasks.

3. Type a unique name for the task. The name is optional, since a default name is supplied, but it is a
generic name, and the same default name is always supplied. Selecting a name that is relevant to
what is being deployed is suggested.

4. Select Deploy Template, and then click Next.

5. Select the template to be deployed on the target CMC device of the target chassis or on the target
MX Chassis device and click Next.

6. Select the target CMC devices of the chassis or target MX Chassis and click Next.

7. Type the device specific attributes for each target CMC devices and the I0A devices of the target
chassis.
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Note—These are the attributes, such as ‘StaticGateway’, that are not included in the templates because they
do not necessarily apply to all target devices. For more details, see Editing the Device Specific Attributes
of Deploy Template Task.

8. Click Next.

9. To continue the deployment when the template is incompatible with the target devices, on the
Options page, select Continue on warnings.

10. Click Next.

11. Set the schedule when the deploy template task runs. Run now will run the task when the wizard is
closed. Run at will run the task on the selected future time.

12. Type the credentials for target devices (CMC and IOAs, or MX Chassis). The credentials must be
valid for all target devices and must have the Operator or Administrator privileges on iDRAC.

13. If the Chassis Infrastructure template contains only the CMC Device Template, type only the CMC
credentials.

Note—The credentials must be valid for all target devices (CMC and I0As, or MX Chassis), and have
Administrator privileges.

14. Click Next.

15. Review the task in Summary and click Finish.

16. Review the message. The deploy action can be destructive. It is important to review and understand
the template you are deploying.

Note—While deploying MX Chassis template with RemoteSystemLog and SNMPAlerts group, all the
attributes of these groups should be sent.

6.3.2  Edit the device-specific attributes of the Deploy Template task
Device specific attributes are attributes, such as ‘StaticGateway’, that are not included in templates because
they do not necessarily apply to all target devices. Editing and deploying device specific attributes is optional
because a device may already have the device specific attributes configured or the attributes may not be
applicable to that specific device. If the template being deployed has device specific attributes, the device
specific attributes will appear in the Edit Attributes page of the deploy wizard. The Edit Attributes page lists
the target CMC devices of the chassis on the left side and displays the device specific attributes for the
selected device in the right side grid. The IOA device specific attributes such as IOA host name appears
under the sections named by their IOA names (such as Al, A2, B1, B2, C1, and C2).

Note—No device specific attributes are available for MX Chassis template during deployment.

To edit the attributes:

In the left pane, select a device.

Click Deploy on the attributes that you want to deploy to that device.
Edit the Value of each checked attribute.

Click Save.

Repeat for each device.

SAREI A o

20 Managing Modular Infrastructure by using OpenManage Essentials (OME) DALEMC



Technical support and resources

Note—OME will automatically rediscover the target CMC device of the target chassis whenever a new static

IP address is deployed, after completing the deployment successfully. A new discovery range will be added
when needed.

Deploy Template Wizard
Deploy Template Wizard  Edit Attributes 4/7
Name and[)@y Options Selegplate Selecl@mes Editggutes g S @ e 4 @
‘\M| Device Specific Attributes l
Select Devices: Device Specific Attributes for: CMC-D89RG52 [D8IRG52, PowerEdge M1000e] lindo ‘ Save | \Import/Export\
CMC-DB9RG52 Eroune by Total: 17 Modified: 2
Deploy Modified \{ Section Y Instance Y Attribute Name Y Value v
~ A2
v Yes 10A |I0Aconfig I0A host name 10A-Dem
A4 .ActnveDlrectory
A C1
[V Yes 10A 10Aconfig 10A-De|
%ChasmsLocahon I
Ly
|
] ;
L
Ly
Ly
U
v IPv4 8
Ll li ’
Help | Cancel || Back || Next

Figure 11 Editing the device specific attributes

Alternatively, you can import and export the grid to file to edit. You may want to export/import if you have a
large number of devices with a large number of device specific attributes. The device-specific attributes grid
can be exported by selected device or all devices. All devices will export to a single file that can be opened in
a spreadsheet processing application. After editing the file, it may be imported. The edited values must be
valid for the attribute. The grids will be populated with the import data. The Ul logs will report any problems
with format or values of the import file.
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Auto-deploy configuration templates

Auto deploying the templates applies to all the attribute values of the templates to the device, after it is
discovered. To add auto-deploy entries for devices that have not been discovered by OME, a list of Service
Tags for the target devices must be provided. To auto-deploy the template, you must first create the template.
See Create Chassis Infrastructure Template from a Reference Chassis by using IOA Devices or MX Chassis
Template from a Reference MX Chassis.

Note—Auto deploy is only for devices that have not been discovered by OME. To deploy to devices
discovered by OME, see Deploying Template to Bare Metal Devices.

Managing Modular Infrastructure by using OpenManage Essentials (OME)

Auto-deploy requirements

In order to add auto deployment entries, the following requirements must be satisfied:

e Must have the template to deploy. See Create Chassis Infrastructure Template from a Reference
Chassis by using IOA Devices or MX Chassis Template from a Reference MX Chassis.

e Must satisfy all device configuration requirements of target device. See Target Device Requirements.

e Target Service Tags cannot be matched with a Service Tag of the discovered device.

e A CSV file with the Service Tags. See Create a Service Tag CSV File.

Set up Auto Deploy of the template

This section describes how to set up the auto deployment of the template against Service Tags. Also,
describes how to create and format the auto deployment CSV file, and the auto deployment wizard.

Create a Service Tag CSV File
To create the Service Tag CSV file:

e Must have a column named ServiceTag
e Each Service Tag must correspond to Dell EMC standards Service Tags.
e Service Tags corresponding to the Service Tag of discovered device in OME, may not be required.

ServiceTag
ABCDEFG
HY3912B
A123456
WNXLESW

SN E R

(]

4.

Figure 12 Format of a CSV file

Set up bare-metal Auto Deploy of the template to Chassis Service Tags
To set up bare-metal auto deploy of the template to Chassis Service Tags:

1. Navigate to the Deployment tab.
2. Inthe left pane, click Setup Auto Deployment under Common Tasks.
3. Select Deploy Template, and then click Next.
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4. Select a server or chassis template (as applicable to the type of target devices) to be deployed on the
target servers or chassis, and then click Next.

5. Click the Import button to import the csv file that contains the Service Tags. The imported Service
Tags must be compatible with the type of template selected in the step Error! Reference source not
found..

6. Browse to the location where the file is saved, select the file, and then click Open. All the Service
Tags in the file will be imported and listed in OME. The Import Summary window is displayed.

7. Review and click Ok to close the window.

Click Next.

9. (optional) Enter the unique attributes per Service Tag. For details, see Edit the device-specific
attributes of the Deploy Template task.

10. Click Next.

11. Select the execution credentials for the Service Tags. Instead of entering the credentials for each
target device, credential definitions must be created. Credential definitions can be added as needed.
Credential definitions can be assigned to multiple targets. Credentials are required for each target
device. If no credentials exist yet, at least one (a default set of credentials) must be created. Follow
these steps, otherwise go to last step.

©

i. Click Add New Credential.
ii. Type a description for the credential set (the description text is displayed in the credential
selection page).
iii. Type the username and password.
iv. Click Finish.

Add Credentials

Add Credentials

Description: ‘Lah X Credentials

User Name: ‘Admmlstralor

Password: ‘

|z‘ Default

Cancel ] l Finish

Figure 13 Auto deployment target credentials page

12. Review the task in the Summary pane and click Finish.
13. All the Service Tags that were imported are listed in the Auto Deployment tab.
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Note—The Service Tags remain in the Auto Deployment tab until they are discovered and inventoried in OME
and the ‘Deploy Configuration to Undiscovered Devices’ task creates a deploy task for the device with the
Service Tag. The ‘Deploy Configuration to Undiscovered Devices’ task checks periodically if the devices are
discovered and inventoried in OME. Once the discovery and inventory is complete and a deploy task is
created, the devices will move to the Repurpose and Bare-metal Devices group and the auto deployment
entry will be deleted. Deploy configuration tasks are created to deploy the templates that were selected. The
tasks created for the Service Tag entries can be viewed under the tasks tab in the deployment portal. Double-
click the task to view the task details. Task execution history entries can be found in the task execution history
grid. Double-click the task execution history entry to view the task execution history details.

Modify the Auto Deployment settings

By default, the Deploy Configuration to Undiscovered Devices task runs after every 60 minutes. When this
task runs, it checks if any of the auto deployment Service Tags were discovered. If the device matching an
auto deployment Service Tag is discovered, a deploy template task is automatically created and the specified
template is deployed to that device.

To modify the execution interval for the Deploy Configuration to Undiscovered Devices task or to enable or
disable it:

1. Select Deployment Settings under Settings.
2. Select or clear the Enable auto deployment for recently discovered devices check box to enable
or disable the Deploy Configuration to Undiscovered Devices task respectively.

Note—If the task is disabled, the Service Tags in the Auto Deployment grid will not be deployed
automatically.

3. Inthe Run auto deployment every box, type or select the minutes you want the ‘Deploy
Configuration to Undiscovered Devices’ task to run.

Home Manage Deployment Reports EEWLLEN Logs Tutorials Dell EMC Solutions

Settings Permissions

Deployment Settings

Alert Settings
Custom URL Settings

Deployment Settings
The Device Configuration feature requires a file share on the OpenManage Essentials server for all operafions done on a chassis.

Device Tree Settings It iz recommended to avoid using the file share because of security reasons in the Windows operating systems
To use Device Configuration feature on chassis, type the credentials that will be assigned and used for accessing the file share.

File Share Settings

Discovery Settings

Email Settings Domain \ Usemame: |.\Admini5tratcr |

Feature Usage Settings
Password: |...ll.ll.l'..'...ll.ll |

General Settings

Mobile Settings File Share Status: Ok

Purge Download Settings |+ Allow using file share for Device Configuration feature on server

Task Settings

Auto Deployment Settings
Warranty Notification Settings
|| Enable auto deployment for recently discovered devices

Run auto deployment every | Gﬂ:ﬂ Minutes
—

Figure 14 Auto deployment settings page

4. Click Apply.
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8 Create Chassis baseline or MX Chassis baseline

Example use case—you have a blade chassis (new or existing) or MX Chassis (new or existing) for which
you want to create the configuration baseline.

To accomplish this use case:

Click Manage—->Configuration.

In the left pane, click Create Baseline under Common Tasks.

Type a unigue name for the template.

Select Create from Device.

Select Device Type as Chassis or MX Chassis.

Select the target CMC device (if you have selected Chassis as device type) or MX Chassis (if you
have selected MX Chassis as device type) from the device tree.

S

Note—Alternatively, you can select the target by entering the device name or Service Tag in the search box
next to Create from Device.

7. Type the Execution credentials for the target.

Note—The credentials must have administrator privileges on the target device.
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Create Baseline wizard £

Create Baseline

Mame: |Ease|ine M¥- STODO3I |

! Create from File Browse

(=) Create from Device [Mx- STOO03I :]

Device Type: () Server () Chassis (*) MX Chassis

[z &l applicable Devices
[l RAC

M- STOOO3I

Maodular Systems

Repurpose and Bare Metal

Execution Credentials

User Name: | root |

Password: | T |

. o )

Figure 15 Create MX chassis baseline
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Create Baseline wizard 23

Create Baseline

HName: |Eiase|ine CMC-CT3YY42 |

| Create from File MOWsEe

(*) Create from Device [CMC-CTSW-’-E :I

Device Type: () Server (#) Chassis () MX Chassis

Mote: Only CMCs with an Enterprize license and supported firmware can be selecied.

[zl Al &pplicable Devices -
[ RAC
cmeo-5852082 [Mot Licensed)

CMC-SL3BE2S

cmc-BGCRE62

CMC-BTYDR42Z

i CMC-CT3YY42

CMC-DG3IXSF2 T
CMC-DGT71TF2

CMC-7L3BE25

Execution Credentials

User Hame: | root |

Password: | TTIlL |

Figure 16 Create chassis baseline

8. Click Finish.
9. Click OK. The task is created when the wizard is closed.
10. To view the created task, navigate to
a) Tasks - Configuration Tasks - Chassis Baseline Configuration Import (if you have
selected Chassis as device type)
b) Tasks = Configuration Tasks - MX Chassis Baseline Configuration Import (if you have
selected MX Chassis as device type)
c) Click Tasks.
11. To view the progress of the task, view the Task Execution History grid.
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12. To view the details of the execution history, double-click the task execution history entry, or right-click
the task execution history entry and select Details. The details provide you the information (such as
incorrect credentials).

13. If the task is successful, the baseline is created and displayed in the Chassis Baselines (if you have
created baseline for Chassis) or MX Chassis Baselines (if you have created baseline for MX
Chassis) tree.

14. If the task is unsuccessful, right-click the task execution history or the task, and then click Run.

Note: Enter the credentials for target to run the task again.

Home [LEREVEN Deployment Reports Setfings Logs Tutorials Dell EMC Solutions
Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

i
< Configuration Compliance Portal Configuration Tasks ’

Tasks
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Schedule ¥ Task Hame T oo Y Dessiplion Y UpdaledOn 7 Updaled By Y CratedOn 7 Grealed By 4

[6]  CreaieBaseline - Saseine MX. STO0O3I - 09IA201E 1526'53 Impodt MK Chiasis Baseline Devee Coniguraton mpor Task. 532015 326,54 M W HK3S1JASEIMAGInSYalor 92018 32554 P WINHKESTJASE dmnisiton

Repla

Task Exccution History

[Vicwang 1 Taskiz)
Drg 2 column header and droa it here £ group by that column

Statos T Task Mame T SunTme T %Compielsd ¥ TaskSte ¥ EndTme Y EveoulsdbyUser T

Grealo BaseLing - Bascline MX- STO003I - 1132018 15:26:53 332018 32728 PM 100% | Gomplete: 12018 32733 P WIN-HKBS WASE\Administrator
—

Tasks

Drag 2 column header and drog i here o group by that coemn

Schedule [ Task Name Y Type ¥ Description T Updated On Y Updated By Y Crested On Y Created By s

[B | CreateBaseline - Baseine 1 - 087232016 11:42:39 Import Chassis Baseine. Device Configuration Import Task. 232018 11:42:40 AM | WIN-HKBS1JAGEIH\Adminisirator 82372018 11:42:40 AM WIN-HKSG 1IABEIH\Adminisirator

ices

Task Execution History

Vigwing 1 Tasiis)
Drag 2 column header and drog i here o group by that coemn

Status [ Task Name ¥ Start Time ¥ %Completed ¥ TaskStae ¥ End Time ¥ Executed by User 4

B | Create Baseline - Baseine 1- 08232018 11:4230 6232018 114243 A0 | 100%  Complete 8232018 114335 AM WIN-HKBE1JASEIH\Administrator

Figure 18 View chassis baseline task
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9 Associate devices to Chassis Configuration baseline or MX
Chassis Configuration baseline

Example use case—you have a new Chassis baseline or MX Chassis baseline created, for which you want
to associate the devices.

To accomplish this use case:

1. Click Manage - Configuration.
2. Click the new Chassis Baseline in Chassis Baselines or new MX Chassis Baseline in MX Chassis
Baselines tree.

Home [UEUEATY Deployment Reports Seftings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

Device Complance

group by

Compiance Status 7 Device Mame 7 Service Tag ¥ Model ¥ Compliance Baseine ¥ Iventory LastRan 7

ine. Compliance information is generated
devices. Associate devioss 10 3

Associate Devices

Figure 19 Associate devices to configuration baseline

w

Click Associate Devices.

4. If you have not configured the Configuration Inventory Schedule or File share settings, you receive a
message to configure the settings required for Configuration Baseline feature.

5. To configure the file share settings and retrieve the configuration inventory of the devices, see File
share settings.

6. To configure the Configuration Inventory Schedule, see Set up and run the configuration inventory.

7. Onthe Associate Devices to a Baseline page, in the Select Baseline step, select the Chassis
baseline or MX Chassis baseline for which you want to associate the devices.

8. Click Next.

9. Select the CMC devices to be associated to the Chassis or MX Chassis devices to be associated to
the MX Chassis in Select Devices step.

10. Click Finish.

11. Click Ok.
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Associate Devices to a Baseline Wizard i
Associate Devices to a Baseline Wizard = Select Devices 2/2
Select Baseline Select Devices

= all applicable Devices
RAC
= Maodular Systems
= PowerEdge FX2
CMC-BTYDR42_Chassis
= PowerEdge M1000e
[l CMC-DE9RG52_Chassis

CMC-D39SRG52

Repurpose and Bare Metal

l Finish J

Help l Cancel H Back

Figure 20 Associating target devices to chassis baseline

Note—If you associate devices with a different configuration baseline while the Make Device(s) Compliant
task is running, the latest baseline is considered by the task for remediation of these devices.

30 Managing Modular Infrastructure by using OpenManage Essentials (OME) DELEMC



Technical support and resources

10 View compliance of devices associated to the Chassis
baseline or MX Chassis baseline

Example use case—you have a new chassis baseline or a new MX Chassis baseline created for which you
want to view the compliance of devices associated to the chassis baseline.

To accomplish this use case:

1. Click Manage - Configuration.
2. Click the new Chassis Baseline template in the Chassis Baselines or new MX Chassis Baseline
template in MX Chassis Baselines tree.

Home [UERENEY Deployment Reports Settings
i i ch Discovery and ory Alerts System Update Remote Tasks Configuration

Logs Tutorials Dell EMC Solutions Search device, ranges, and more...

= Baseline MX- ST0003! ?

Devi nce | Attnbutes |

Device Compliance Device Compliance

Comprance Stafus [ Device Name [ Servce Tag 7 Model ¥ Complance Bassine 7 Inventory LastRan ¥
] MX-STO0N  STODMB | PowerEdge MXTO00 Baseine MX-STOON 3201833139 PM

Figure 21 View Compliance of Associated Devices to an MX Chassis Baseline
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Home [IEREREN Deployment Reports Settings Logs Tutorials Dell EMC Solutions
Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks Configuration

Device Configuration Compliance Portal ~

Search device, ranges, and more...

Baseline 1 2

Device Comp! | Actnbutes

Device Compliance Device Compliance

rag 2 column header and drop i here to group by that column

Compeance Status [ Device Name ¥ Servioe Tag ¥ Model ¥ Complance Baseline 7 nvertory LastRan ¥
Q cmeBGOFS2  BGCFSE2  PowerEdgeFX2s  Baseine | 232018 12131290
] CMCOLIBE2S  SLIBEZS  PowerEdgeMi0Ole Baseine 1 232018 121249PM

Figure 22 View Compliance of Associated Devices to a Chassis Baseline

3. In Device Compliance tab, right-click the non-compliant device.
4. Click View Compliance Details.
The non-compliant attributes are displayed.
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Compliance for CMC-BTYDR42

i} wiﬂmmigss'ﬁ: 0, Different: 1)

Drag a columnn header and drop it hers to group by that column

Compliance Resutt Y} Component Name 5[ Aftribute Name Y Template Value 5[ Inventory Value 5[

| Different CMC. 1 Users.3#Name UR_3 [usr3

Figure 23 View Non-Compliant Attributes of Associated Devices to the Chassis Baseline
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11 Make the associated devices compliant to Chassis baseline
or MX Chassis baseline

Example use case—you have a Chassis baseline or MX Chassis baseline for which some of the associated
devices are not compliant.

To accomplish this use case:

1. Click Manage - Configuration.
2. Click the new Chassis Baseline in Chassis Baselines tree or new MX Chassis Baseline in MX
Chassis Baselines tree.
Under Device Compliance, right-click any non-compliant device.
4. Select Make Compliant.
Chassis Baseline D8SRG52

Device Compliance | Attributes

w

Device Compliance l Device Compliance |
Drag a column header and drop it here to group by that column
Compliance Status Y Device Name ¥ Service Tag ¥ Model Y
CMC-D89RG52  D89RGS2 PowerEdge M1000e
[ T Edge FX2s
View Compliance Details
Associate to a Different Baseline
Make Compliant
Run Inventory Now
Export
Figure 24 Device compliance
5. In Make Devices Compliant Wizard, type a unique name for the Make Compliant task.
6. Click Next.
7. Select the device for which you want to make compliant. The non-compliant attributes for each
associated device appears.
8. Click Next.
DELLEMC
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Make Devices Compliant Wizard

Make Devices Compliant Wizard = Select Devices 2/5
MName Select Devices Oplions Set Schedule Summary

Drag a column header and drop it hera to group by that column

[¢] Device Name 5 Service Tag [ Model 7 Compliance Baseline [ Inventory Last Ran ]
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1 Mon-Compliant Results (Missing: 0, Different: 1)
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CMC-BTYDR42 Different CMC . Integrated.1 Users. 3#Mame UR_3 usrd
Help Cancel H Back H Next

Figure 25 Make devices compliant

9. To make the Server or iDRAC compliant, navigate to the Options step, and then click Next.

10. Set the schedule when the deploy template task runs. Run now will run the task when the wizard is
closed. Run at will run the task on the selected future time. Type the credentials for all target devices.
The credentials must be valid for all target devices and must have the Operator or Administrator
privileges on target devices.

11. Click Next.

12. Review the task in the Summary pane and click Finish.
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12 Upgrade old Chassis templates

In OME 2.3, the Chassis Templates are enhanced to provide:

o User-friendly attribute names
e Enhanced deployment task details with detailed status reporting for changed/failed attributes

After upgrading the OME version to 2.3, all the old chassis templates (created in the OME version 2.2 or
earlier) will be shown with a broken icon in Deployment Portal. The old templates can be recreated by using
the Recreate this Template option. The association between the CMC device and the Chassis template will
be retained. The existing Configuration Inventory will be deleted after the upgrade. The compliance will be
shown after the re-creation of template and Scheduled/Refresh (Manual) Configuration Inventory.
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Upgrade the existing Chassis Templates (created by using

OME 2.3 and earlier versions)

Example use case—you want to use existing chassis templates (created in OME version 2.2 or earlier) in

OME 2.3 after the version upgrade.

This section describes how to upgrade the chassis template (created in OME 2.2 or earlier) and use them in
OME 2.3. The OME 2.3 uses enhanced version of the chassis template. For more details, see Upgrade old
Chassis templates. Also, supports Chassis Infrastructure Templates with IOAs. Therefore, all the chassis
templates (created in OME 2.2 or earlier) needs to be upgraded to get enhanced capabilities.

To accomplish this use case:

1. Upgrade the OME to version 2.3.
2. Start OME Console. A dialog box is displated.
3. Click Ok.

Note—After the upgrade, OME 2.3 creates a corresponding Chassis Baseline template and associates to the

devices, for all the CMC template.

4. Select Manage->Configuration.

muanage Deployment Reports Seftings Logs Tutorials Dell EMC Solutions

Devices Device Search Discovery and Inventory Alerts  System Update Remote Tasks Configuration

Device Configuration Compliance Portal 4

. Device Compliance
Getting Started for Compliance

Device Compliance Portal Device Compliance ‘

Device Compliance

Common Tasks L

Create Baseline

Associate Devices to a Baseline
Make Device(s) Compliant
Configuration Inventory Schedule
File Share Settings

Replace Server
Compliance by Baseline /

B Server Baselines

|
B Samples

B Chassis Baselines
|
B Samples
amc ini BTY(Baseline)

ome ini d89(Baseline)

(@ Compliant @ Not Compliant ‘&) Not Inventoried (@ Not Associated . Not Licensed

Drag a column header and drop it he

Compliance Status 7 Device Nan

@ 2
(@ Unsupported Firmware
Configuration Backup -
Backed-Up Devices —
Task Execution History
Tasks 4
Drag 2 column header and drop it here to group by that column
B- Configuration Tasks
Remediate Device Configuration Status 7 Task Name T stat Time
Replace Server Configuration From Backup 1 Configuration Inventory of CMC-BTYDRA2 (User Requested) | 6/1/2017 10:14:-46 AM
Chassis Baseline Configuration Import g Configuration Inventory of CMC-D89RG52 (User Requested) 6/1/2017 10:14:46 AM ‘

Device Baseline Configuration Import

Y % Completed T TaskState 7 End Time

¥ Executed by User T
e '00%| Complete 6/1/2017 10:15:18 AM | System

_‘ 100% Complete 6172017 10:15:10 AM| System

Figure 26 New Chassis Baselines Created in OME 2.3 for Existing CMC Templates

5. Select Deployment.

6. Expand Chassis Templates tree. The existing CMC templates appears with a broken icon.

7. Click the existing CMC template.
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Gething Started for Deployment
Deployment Portal
[Common Tasis ]
Create Template
Create Virtual 1O Pool
Create Compute Pool
Deploy Template
Setup Auto Deployment
Manage Auto Deployment Credentials
File Share Settings
Replace Server

Reclaim Identities

| Templates Ll

BH- Server Templates

]
- Samples

BE- <Chassis Templates

— IOA Templates

| Deploy Device Configuration Portal -~ |

Deployment

Repurpose and Bare Metal Devices | Auto Deploym

Drag a column header and drop it herse to group by that

Last Deploy Result \ Device Name Y Service Tag

Figure 27 Existing CMC Templates (Created in OME 2.2 or Earlier) After Upgrade

8. Click Recreate this Template.

[LOOREEYRY Dapioyment

Feports Satings Loge Tuonial el EMC Sclusons

Deployment

[Poer b Cratin o~ I

d for Deployment

urtributes

Grouped by: [RRE ]

n Deploy Modfed Y Sechm 7 hetance T b Name

Figure 28 Recreate this Template Dialog

9.

Tetak 0 Modrbed:

T vae T Dependencier ¥ Oesiucive | Growp T

Recreate this Temiste|

In the Task Authentication dialog box, type the credentials for CMC device.

10. If you want to capture the IOA templates on that chassis to create a Chassis Infrastructure template
(containing the CMC device and all the IOAs), type the IOA credentials.

11. Click Ok. The task is created to upgrade the existing template.
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Deployment Portal

Create Template

Create Virtual 10 Pool

Create Compute Pool

Deploy Template

Setup Auto Deployment

Manage Auto Deployment Credentials
File Share Settings

Replace Server

Reclaim Identities

Templates

B- Server Templates

|
B- Samples

BE- Chassis Templates

|
0- Samples

CMC_ini

— I0A Templates
Compute Pools

— Repurpose and Bare Metal
Virtual I0 Pool

— Virtual 10 Pools

~ Tasks

I0A Configuration Pre-Check

Repurpose and Bare Metal Devices | Auto Deployment Tasks
Drag a column header and drop it hera to group by that column
Schedule Y Task Name T Type ¥ Description
[@) Create Template - CMC_ini - 03/27/2017 02:39:13  Import Chassis Template Device Configu
’-QJ Create Template - CMC_ini - 03/27/2017 02:06:18 Import Chassis Template Device Configu
M Deploy Configuration to Undiscovered Devices Auto Deployment Deploy configur

Task Execution History

Drag a column header and drop it hera to group by that column

Status [ Task Name

¥ Start Time ¥ % Completed 3

[  Create Template - CMC_ini - 03/27/2017 02:39:13 32772017 2:30:18 AM || 100

[/} Creale Template - CMC_ini - 03/27/2017 02:06:18  3/27/2017 2:06:33 AM ||| 100

Figure 29 CMC Template Recreate Task
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14 Recreate Chassis baselines

Example use case—after upgrading the OME to version 2.3, you want to use the compliance feature for the
devices associated to existing chassis templates (created by using OME 2.2 or earlier versions).

This section describes how to recreate the chassis baseline templates (created in OME 2.3 after the upgrade)
and use them with Device Compliance features. After upgrade, OME 2.3 creates a new chassis baseline
template for all the existing CMC templates. However, these chassis baseline template are cloned from the
previous format of the chassis templates. The OME 2.3 uses enhanced version of the chassis template. For
more details, see Upgrade old Chassis templates. To use the Device Compliance features, the chassis
baseline templates need to be created again.

To accomplish this use case:

1. Select Manage—>Configuration.
2. Click Chassis Baselines tree. The chassis baseline templates with broken icon appear.
3. Click the chassis baseline template (with a broken icon).

Home LI=UEWCN Deployment Reports Seftings Logs Tutorials Dell EMC Solutions
Devices Device Search  Discovery and Inventory  Alerts  System Update Remote Tasks  Configuration

Device Configuration Compliance Portal A

Getting Started for Compliance

Device Compliance

ompliance Portal Device Compliance |

Device Compliance
Common Ta: A

Create Baseline Drag = column header and drop it he

Associate Devices to a Baseline Gompliance Status Y Device Nan
Make Device(s) Compliant
Configuration Inventory Schedule
File Share Settings

Replace Server
Compliance by Baseline 4

B Server Baselines

|
B- Samples

B- Chassis Baselines

|
B- Samples

emc ini BTY(Baseline)

ame ini dao(Baseline) (@ Compliant (@ Not Compliant (& Not Inventoried (@ Not Associated . Not Licensed

T T | & e Fere

Backed-Up Devices

Task Execution History
Tasks 4

Drag a column header and drop it here to group by that column

B- Configuration Tasks
Remediate Device Configuration Staus 7 Task Name T Star Time T % Completed Y TaskState T End Time W Executed by User

Replace Server Configuration From Backup Configuration Inventory of CMC-BTYDR42 (User Requested)  6/12017 10:14:46 AN | | "00%  Gomplete B2017 10:15:18 AM. System
Chassis Baseline Configuration Import 3 Configuration Inventary of CMC-DEIRGS2 (User Requested] | 612017 10:14:46 AN |yl 100% Complete /172017 10:15:10 A System

Device Baseline Configuration Import

12.

Figure 30 New Chassis Baselines Created in OME 2.3 for the Existing CMC

4. Inthe right side pane, click Recreate this Baseline in the dialog box.

40 Managing Modular Infrastructure by using OpenManage Essentials (OME) DALEMC



Technical support and resources

41

muanage Deployment Reports Setings Logs Tutorials Dell EMC Solutions

Devices Device Search  Discovery and Inventory Alerts  System Update Remote Tasks  Configuration

uration Compliance Portal . .

- cmc ini d89(Baseline)
Getting Started for Compliance

Device Compliance Portal Device Compliance | Attributes

Device Compliance
Create Baseline

Associate Devices to a Baseline
Make Device(s) Compliant
Configuration Inventory Schedule

File Share Settings

BE- Server Baselines

|
B Samples

B- Chassis Baselines

|
B- Samples

z’ cmc ini BTY(Baseline)

Device Compliance
Drag = column headzr and drop it hera b

Compliance Status Device Name Servi

* cmc ini d89(Baseline)

Baseline action

E- Configuration Tasks

Remediate Device Configuration

Replace Server Configuration From Backup

This baseline is no longer supported for compliance related task.
You must re-create the baseline for the compliance to work.

Note: After re-creation please review the baseline, associaled device(s) and
changes made in atfibute values.

|Recreate this Baseline|

Chassis Baseline Configuration Import

Device Baseline Configuration Import

Figure 31 Recreate baseline dialog

5. Inthe Task Authentication dialog, type the credentials for CMC device.
6. Click Ok. The Create Baseline Template task is created.

Devices Device Search Discovery and Inventory Alerts System Update Remote Tasks

Device Configuration Compliance Port:

Getting Started for Compliance

Configuration

Device Compliance

Device Compliance Portal

Device Compliance
Create Baseline

Associate Devices to a Baseline

Make Device(s) Compliant

Configuration Inventory Schedule

File Share Settings

Replace Server
Compliance by Baseline
HE- Server Baselines

Samples

H- Ch

is Baselines

Samples
t cmc ini BTY{Baseline)
cmc ini d59(Baseline)
Configuration Backup Unsupported Firmware

Backed-Up Devices 5
Task Execution History

B- Configuration Ta

@ Compliant

Not Compliant & Not Inventoried -@- Not Associated Not Licensed

Drag = column header and drop it hers to group by that column

Remediate Device Configuration Status [ Task Name [ Start Time W % Completed '
Replace Server Configuration From Backup ] Create BaseLing - cm ini 668(Baseline) - 06/01/2017 11:32:17 | 612017 11:32:24 AN | || 100%
Chassis Baseline Configuration Import = Creale BassLine - cme ini BTY(Baseline) - 0610172017 11:29:05 | 6/1/2017 11:28:08 AM | |y 100%
Device Baseline Configuration Import B4 Configuration Inventory of CMC-ETYDR42 (User Requested) | 612017 10:14:45 AM | |y 100%

Figure 32 CMC Baseline Template Recreate Task
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15.1

15.2

15.2.1

42 Managing Modular Infrastructure by using OpenManage Essentials (OME)

Check configuration compliance of devices in OpenManage
Essentials

Configuration compliance detects drift of a device’s attributes from the template’s attributes. The configuration
inventory process acquires configuration information (inventory) from all the applicable devices, and
compares the inventory against an associated compliance template.

Note—Device configuration compliance feature is not available for Dell Networking IOAs.

Configuration compliance requirements

e The file share must be configured for CMC and iDRACS. File share is not required for MX Chassis
configuration compliance. See Set up a file share.

e The target devices must satisfy the minimum requirements for the deployment and configuration
features. See Target Device Requirements.

e Atleast one user created template (a cloned sample template is a user created template).

e Configuration Inventory must be enabled and the target device credentials must be provided.

Set up and run the configuration inventory

The configuration inventory task collects the attribute information from all eligible devices. The eligible device
is any device that meets the device configuration target requirements. See Target Device Requirements. The
values in inventory are used to calculate the compliance of the device against the associated template of the
device.

Note—Dell Networking IOAs will not be listed for scheduled configuration inventory collection.

Modify configuration inventory Ccredentials and/or schedule
The configuration inventory schedule and credentials may be modified. If the network or performance
problems are encountered, the configuration inventory can be disabled.

To modify the schedule and set the credentials for the configuration inventory:

Select Manage - Configuration.

In the left pane, click Configuration Inventory Schedule under Common Tasks.

If credentials have not been added, click Add New Credential.

Type a unigue description.

Type the username and password of the target devices.

Select Default for the credential to automatically map the credential to the discovered devices.

o0 s~whE

Note—Setting the default credentials is must.

7. Select the credentials for each device. Each device can have the credentials.
8. Click Next.
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Configuration Inventory Schedule EE

Configuration Inventory Schedule @ Inventory Credentials

O, @

Inventory Credentials Scheduls
Pt . -
i) Credentials
Add Mew Credential
Description ¥ Usernams ¥ Password Is Default Update Delete
| Default Credentials for CMC root D [ & | W
Default Credentials for iDRAC root S [ g W

-~ | Devices I
I

Device Mame [ Device Model Y Execution Credentials

[

CMC-BTYDR42 PowerEdge FX2s | Default Credentials for CMC -
CMC-DEIRGS52 PowerEdge M1000e | Default Credentials for CMC

idrac-2489R42a | PowerEdgs FMi1zp | Default Credentials for iDRAC

idrac-2459R42b PowerEdge FM120 | Default Credentials for iDRAC

idrac-2489R42c PowerEdge FM120  Default Credentials for iDRAC

idrac-2459R42d PowerEdge FM120 | Default Credentials for iDRAC
idrac-BM1JR42a PowerEdge FM120 | Default Credentials for iDRAC
idrac-BM1JR42b PowerEdge FM120  Default Credentials for iDRAC
idrac-CMJLHG2 PowerEdge ME&30 Default Credentials for iDRAC

idrac-CHKCHE2 PowerEdge M&30 Default Credentials for iDRAC

idrac-FOHJ7C2 PowerEdge MS30 Default Credentials for iDRAC

1

Help l Cancel I I Mext J

Figure 33 Configuration Inventory Credentials Page

9. Ensure that Enable Configuration Inventory is selected.

10. Select the schedule—either every week on the same day and time or every day or hour interval. The
Execution histories for the configuration inventory are displayed in the Task Execution History grid.

11. Double-click the Execution History to view task details or right-click the Execution History row and
select the details.

15.2.2 Run configuration inventory per target
To get the current configuration inventory from the device:

Select Manage - Devices.

Right-click the target device under All Devices tree.
Click Device Configuration.

Select Refresh Device Configuration Inventory.

PowbdrE
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15.3 View and Leverage the compliance report

The device compliance panel shows the configuration compliance status and state of all eligible devices. See
Target Device Requirements. To view all the devices and its state, click a slice of the pie chart. Device

configuration compliance can be viewed in the Configuration tab under the Manage tab.

Eligible Device Required Action

Compliant Devices
Not Compliant Devices

Not Inventoried Devices

Devices without license

44 Managing Modular Infrastructure by using OpenManage Essentials (OME)

No action required.

Double-click the compliance row to view differences
between the associated template and the device’s
inventory.

Adjust the device’s settings or associate to a
different template to make the device compliant.
Inventory the device. See Set up and run the
configuration inventory.

Make sure the credentials for the target are
accurate.

Import a CMC Enterprise license.

Make sure the credentials for the target are
accurate.
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16 Create the template from a reference I0A

To create the template from the reference I0A:

Select the Deployment tab.

In the left pane, click Create Template under Common Tasks.
Type a unigue name for the template.

Select Create from Device.

In the device type selection, select the target IOA.

aprwdPE

Note—Alternatively, you can select the target by typing the device name or Service Tag in the search box
next to the Create from Device button.

6. Type Execution credentials for the target.

Note—The credentials must have administrator privileges on the target I0A.
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Create Template Wizard 23

Create Template

Mame: | 104 Template |

| Create from File Browse

(») Create from Device [100.95.24.14 j

Device Type: () Server (_) Chassis (_) MX Chassis (*) I0A

[z all Applicable Devices
=] Dell EMC Metworking Switches
100.96.24.14

Modular Systems

Execution Credentials

Uszer Mame: | roct |

Password: |n"u |
e e )

Figure 34 Create IOA template from reference device wizard

13. Click Finish.

14. Click OK. The task is created when the dialog box is closed.

15. In the Deployment portal, click Tasks.

16. To view the progress of the task, Click Task Execution History.

17. To view the details of the execution history, double-click or right-click the task execution history entry.
18. Select Details. The details provide the information (such as incorrect credentials, etc.).

19. If the task is successful, the template is created and displayed in the IOA Templates tree.

20. If the task is unsuccessful, right-click the task execution history or the task, and then click Run.

Note—Enter the IOA credentials to run the task again.
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Templates

B- Server Templates
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Figure 35 Create template task of IOA
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Deploy Device Configuration Portal A

Getting Started for Deployment
Deployment Portal

Create Template

Create Virtual 10 Pool

Create Compute Pool

Deploy Template

Setup Auto Deployment

Manage Auto Deployment Credentials
File Share Settings

Replace Server

Reclaim Identities

Templates

B- Server Templates

|
0B- Samples

B- Chassis Templates
O- Samples
omc ini BTY

emc ini d89

B- I0A Templates

W 8 - 104 template_1

Compute Pools

— Repurpose and Bare Metal
Virtual I0 Pool

— Virtual IO Pools
Tasks

B- Tasks
10A Configuration Pre-Check
104 Configuration Deployment
104 Configuration Import

Replace Server

Figure 36 10A template

IOA template_1

Configuration |

ICloning Header Start
IReleasePlatform XL

IReleaseVersion 9.10(0.1P10)
IReleaseSize 45850154
IReleaseTime Aug 24 2016 03:33:35
I0PTMO -

I0PTM1 10GBASE-T

IService-Tag 299RG52
ISerial-Number CN282984CD0184
IFCPortsPresent FALSE

II0M-Mode standaloned0G
ICheckSum 7d07319b562f11298b%f2f92a464d8cs
ICloning Header End

| Version 9.10(0.1P10)

1

boot system stack-unit 0 primary system: B:
boot system stack-umit 0 secondary system: B:
boot system stack-umit 0 default system: B:

1
hostname ioadel
1
protocol lldp

1
redundancy auto-synchronize full
!
username root password 7 d7accBaldcd4f598 privilege 15
1
stack-unit 0 provision If0-Aggregator
1
interface TenGigabitEthernet 0/1
!

protocol lidp

no shutdown

]
interface TenGigabitEthernet 0/2
1

protocol lidp

no shutdown

1
interface TenGigabitEthernet 0/3
1

protocol lidp

no shutdown

!
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17

17.1

17.2

49

Deploy an IOA template

This section describes how to deploy an IOA template to I0As.

Deploy an I0A template to IOA device

To deploy the IOA template to IOA device:

1. Select Deployment.
2. Inthe left pane, click Deploy Template under Common Tasks.
3. Type a unigue name for the task.

Note—This step is optional since a default name is supplied, but it is a generic name. It is recommended to
type the name relevant to what is being deployed.

Make sure Deploy Template is selected and click Next.

Select the template to be deployed and click Next.

Select the target IOA devices and click Next.

Type the device specific attributes for each I0OA device. These are the attributes, such as ‘IOA host

name’, that are not included in templates because they do not necessarily apply to all the target

devices. For more details, see Edit the device-specific attributes of an IOA Deploy Template task.

Click Next.

9. If you want to check the whether the device configuration template is deployed successfully, on the
Options page, select Perform pre-check only.

10. If you do not want to stop the deployment when the template is incompatible with the target devices,
select Continue on warnings.

11. Click Next.

12. Set the schedule when the deploy template task runs. Run now will run the task when the wizard is
closed. Run at will run the task on the selected future date. Type the credentials for all the target
IOA devices.

13. The credentials must have Administrator privileges and valid for all the IOA devices.

14. Click Next.

15. Review the task in the Summary pane and click Finish.

16. Review the message. The deploy action can be destructive. It is important to review and understand

the template you are deploying.

No oA

©

Edit the device-specific attributes of an IOA Deploy Template task

Device specific attributes, such as ‘IOA host name’, are not included in templates because they do not
necessarily apply to all the target devices. Editing and deploying device specific attributes is optional because
the device may already have the device specific attributes configured or the attributes may not be applicable
to that specific device. If the template being deployed has device specific attributes, the device specific
attributes will appear on the Edit Attributes page of the deploy wizard. The Edit Attributes page contains
the target IOA devices in the left side and the device specific attributes for the selected device in the right side
grid.

To edit the attributes:

1. Inthe left pane, select a device.
2. Click Deploy on the attributes that you want to deploy to that device.
3. Edit the Value of each checked attribute.
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4. Click Save.
5. Repeat for each device.
. Deploy Template Wizard b
Deploy Template Wizard  Edit Aftributes 4j7
O 0 6 0 60 0 0
MName and Deploy Options Select Template Select Devices Edit Attributes Options Set Schedule Summary
Device Specific Attributes |
Select Devices: Device Specific Atfributes for: ioadc [299RG52, M 1/0 Aggregator bridpe] l Undo J l save J [ImporUExport]
ioadc Grouped by: Total: 1 Modified: 1
Deploy Modified Y Section Y[ Instance Y Attribute Name T Value
« I0Aconfig
(L es I0Aconfi  I0Acanfig I0Ahost name newHostname_1
[ ] | ;
Help [ Cancel H Back H Mext

Figure 37 Edit Attributes pane

Alternatively, you can import and export the grid to file to edit. You may want to export or import if you have a
large number of devices with a large number of device specific attributes. The device specific attributes grid
can be exported by using the selected device or all devices. All devices will export to a single file that can be
opened in a spreadsheet processing application. After editing the file, the file may be imported. The edited
values must be valid for the attribute. The grids will be populated with the import data. The Ul logs will report

any problems with format or values of the import file.
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18 Create a template from a file

18.1 Create a template from a TXT File

The TXT format is for IOA devices and creating a template from a TXT file will create the I0A template.

Create Template Wizard !

Create Template

Mame: |I'Dﬁ. Template from File |

*) Create from File Browse

Template bd

| Create from Device Search Devices

Device Type: Server Chassis MX Chaszsis I0A

Mote: Only those servers that have the supporied firmware are available for selection. To select the servers, upgrade
to the latest firmware version, or use the file share settings.

[z} all Applicable Devices

FH B E

Help Cancel ] l Finish

Figure 38 Create IOA Template from TXT File
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18.2

52

Create a template from an XML File

The XML format is for Chassis devices and creating a template from an XML file will create the Chassis
template.

To create the template from an XML file:

Navigate to the Deployment tab.
In the left pane, click Create Template under Common Tasks.
Type a unigue name for the template.
Select Create from File.
Click Browse and browse to the file’s location.
Select the file and click Open.
Create Template Wizard s

Create Template

Mame: |Ten1plate from File |

I*) Create from File Browse

Template. xml

I

I Create from Device Search Devices

Device Type: SEerver Chassis Mx Chassis 104

Mote: Only those servers that have the supported firmware are available for selection. To select the servers, upgrade
to the latest firmware version, or use the file share settings.

E All ApplicaDle LEVICES

F EFE

Help l Cancel H Finish ]

Figure 39 Create Template from an XML File

7. Click Finish to create the template. The template name is added to the Chassis Templates tree.
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18.3

53

Create a template from a JSON File
The JSON format is for MX Chassis devices and creating a template from a JSON file will create the MX
Chassis template.

To create the template from a JSON file:

Navigate to the Deployment tab.
In the left pane, click Create Template under Common Tasks.
Type a unigue name for the template.
Select Create from File.
Click Browse and browse to the file’s location.
Select the file and click Open.
Create Template Wizard !

Create Template

Hame: |Temp|ate from File |

I®) Create from File Browse

Template.json

I

) Create from Device Search Devices

Device Type: SEerver Chassis Mx Chassis 104

Mote: Only those servers that have the zupported firmware are available for selection. To zelect the servers, upgrade
to the latest firmware version, or use the file share settings.

1 all Applicable Devices

FH EE

Help l Cancel H Finish ]

Figure 40 Create Template from a JSON File

7. Click Finish to create the template. The template name is added to the MX Chassis Templates tree
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template

1. Select Deployment.
2.
3. Click Export Template.

Export a Chassis Infrastructure template or an MX Chassis

| Home Manage [ENe=CUNME Reports Settings Logs  Tutorials  Dell EMC Solutions
Deploymrent

arted for Deployment
Deployment Portal
Create Templats
Create Virtual IO Pool
Create Compute Pool
Deploy Template
Setup Auto Deployrment
Manage Auto Deployment Credentials
File Share Sethings
Replace Server
Redaim Identities

Server Templates
1
E3- Samples

Configuration Template idrac-18MPOS

Configuration Template idrac-DG73ITF

BE- Chassis Templabes
1
samples

E’ - Configuration
Deploy

. Clone

IoOn Templates

Compube Pools

Rename

Delete
Repurpose and Bare Mg

|>

EKD[:E': Template

drac-CHNKCHG2
Properties
idrac-FOHIFC2

Figure 41 Export Template

4,
5.

In the Export Template dialog, select Ok.

Configuration Template CMC Infra Demo

A2 c1
Al‘tnbutes| - :>=_-|:|oy| | D=pioy
protocol lidp
no shutdown
'

interface TenGigabitEthernet
'

protocol ldp

mo shutdown

1

interface TenGigabitEthernet O/8
1

protocaol lidp

no shutdown

'

interface TenGigabitEthernet 0/9
'

protocol lidp

no shutdown

'

interface TenGigabitEthernet
portmode hybmd

switchport

vian tagged 10

wlan untagged 100

'

protocol lldp

no shutdown

1

o110

interface TenGigabitEthernet 0/11

'

protocaol ldp

mo shutdown

1

interface TenGigabitEthernet
1

protocaol lidp

no shutdown

o/12

In the Save As dialog box, type a filename for the exported chassis infrastructure template or MX

Chassis template. The chassis infrastructure template will be exported in .zip format. The .zip file
contains the CMC device template in .XML format and all the IOA templates in .TXT format. The MX
Chassis template will be exported in .JSON format.

T

Mar

> Configuration Template CMC Infra Dem...

oo Configuration Template CMC'¥nfra Dem...

e Configuration Template CMC Infra Dem... 3

Figure 42 Chassis Infrastructure Template Folder
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In the left pane, right-click Chassis Templates or MX Chassis Templates under Common Tasks.
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20 Troubleshoot issues in managing Modular Infrastructure by
using OpenManage Essentials

20.1 Troubleshoot the File Share issues in managing Modular
Infrastructure

To troubleshoot the file share:

1. Check the file share status in OME.

Note—The file share status is at the bottom of the file share wizard and is in the Deployment Settings
preference.

File Share Settings £

File Share Settings

The Device Configuration feature requires a file share on the OpenManage Ezsentials server for all operations done on a
chassis.

It iz recommended to avoid using the file share because of security reasons in the Windows operating systems.
To uze Device Configuration feature on chassis, type the credentials that will be assigned and used for accessing the file share.

Domain \ Usemame: | SMAdministrato |

Password: |llllillillllllllllilli |

File Share Status:  User information could not be rezolved. Please ensure
domain, username and password are accurate.

[+ Allow using file share for Device Configuration feature on server

Help Cancel H Apply

Figure 43 File Share Settings Status

2. Check the domain, username, and password.

Check the share folder in Windows Explorer.

4. Make sure that the ServerConfig folder exists in the installation configuration folder (by default,
Program Files\Del\SysMgt\Essentials\configuration).

5. Make sure that the folder is shared.

6. To share the folder, right-click the folder, select Properties, and then select Sharing.

w

Note—The Advanced Sharing permission settings should have the user entered in OME, as the only user
with permissions to the folder.
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Lirnit the number of simultanecus us
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o Add.. | Remove |
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— - advanced sharing options. e .
|| dbmar_es.pro Permiszions for Administrator Al Deny
| dbmar_Fr.pra I 5! Advanced Sharing. .. I Full Cantral O
|| dbmagr_ja.pro Change E

|| dbmgr_zh.pro

|| dbmar_zh_bw.pro
|| dbreport.pro

|| dbrepart_de.pro
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FPaszword Protection
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To change this setting, use the

| Fead

| Permissions I

Caching

‘ Learn about access control and permissions

o |

|| dbrepart_Ffr.pro
Cancel | |

|| dbreport_ja.pro Close | |

ServerConfig State: -"‘?4 Shared Shared with: computername\omesdministrators; computernamelomePowerllsers; ...
File Folder Date modified: 8/19/2014 12:05 PM

Figure 44 Advanced Sharing Tab of the ServerConfig Folder

7. Verify the share folder location by using the net share command.
8. Open the command prompt and type net share.
A share with the name ServerConfig should be in the network share list.

mmand Prompt
C:slserssAdministratorXnet share

Share name Rezource

Default share
Remote IPC
C:nWindows Remote Admin
ServerConfig C:“Program Files“Dell“SysMgtsEssentials“configuration“ServerConf iy

lsers C:sllsers
The command completed successfully.

C:sUserssAdministrator>

Figure 45 Net Share Command Results
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9. Inthe User Accounts window, check the user permissions.

20.2  Troubleshoot the template creation in OpenManage Essentials

To troubleshoot the creation of template from a reference device:

1. Make sure that the file share settings are configured correctly. See Set up a file share or
Troubleshoot the File Share issues in managing Modular Infrastructure.

2. Right-click the task or task execution history and select Run.

3. Make sure that the typed credentials have privileges to run the task.

Note—The credentials must have administrator privileges on the CMC/IOA/MX Chassis.

4. Make sure that the minimum firmware version and supported operational mode requirements are
satisfied by the reference Dell Networking IOA device.

To troubleshoot the creation of template from a file:

1. Make sure the file meets the requirements. See File Requirements.
2. If you do not see the file you want, make sure that the file type is correct.

Note—The available options are an .xml file, a .txt file, and a .json file.

20.2.1 File requirements for creating templates in OpenManage Essentials
Files used for a template must meet the following requirements:

For an XML file:

e Must be well formed.
e Must contain at least one attribute.

For a TXT file:
¢ Must be a valid Dell Networking IOA configuration file.

For a JSON file:

e Must be well formed.
e Must contain at least one attribute.

20.3  Troubleshoot the Chassis template deployment or the MX Chassis
template deployment

The task execution history details provide the troubleshooting information.

1. Check the file share settings. See Troubleshoot the File Share issues in managing Modular
Infrastructure.

2. To see the task execution history details, double-click the task execution history entry or right-click

and select Details. The Results tab displays information on task activities and any errors that

occurred.

If the task is incomplete, the task will be timed out and exits after 30 minutes of inactivity.

4. Run the task again. A restart and/or CMC reset may be required.

w
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20.4  Troubleshoot the Auto-deploying templates

Whenever the Deploy Configuration to Undiscovered Devices task is executed, it looks for Service Tags in the
Auto Deployment list. The following situations may be encountered:

e There are no Service Tags in the Auto Deployment list. In this case, the task exits, and no entry is
created in the task execution history grid.

e The task finds one or more Service Tags in the Auto Deployment list for devices that have not been
discovered by OME yet. In this case, a task execution history entry is created and it indicates why the
Service Tag was not processed.

e The task finds one or more Service Tags in the Auto Deployment list for devices that have been
discovered by OME. It creates tasks named Deploy Configuration to Undiscovered Devices—Task—
timestamp to deploy to those devices. In this case, an execution history entry is created and the entry
specifies which Service Tags were processed for deployment.

e If an error occurs in a task created for auto deployment to a device, to troubleshoot the error, see
Troubleshoot the File Share issues in managing Modular Infrastructure.

20.5 Troubleshoot the configuration compliance in OpenManage
Essentials

To troubleshoot the configuration compliance:

e If adevice is not shown in the pie chart, make sure it meets the device configuration requirements.
For details, see Target Device Requirements.

e If a device has acquired the license recently and shows as unlicensed, refresh the inventory of the
device by right-clicking on the device in the device view under Manage->Devices and select Refresh
Inventory. After the inventory is run, the device state should no longer be ‘Not Licensed'.

o If you believe that the state of a device is incorrect, refresh the configuration inventory of the device
(right-click the device compliance entry and select Run Inventory Now’.

o If the existing template cannot be upgraded, perform discovery and inventory on the CMC device
from which the template was created.
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cme ini dés
Attributes
Create Template
B
Create Virtual 10 Pool Grouped by:
Create Compute Pool E Deploy Modified Y| Section Y Instance

Deploy Template

Setup Auto Deployment

Manage Auto Deployment Credentials
File Share Settings

Replace Server

Reclaim Identities
Templates A

B- Server Templates

|
B- Samples

B- Chassis Templates
Samples
» ;

i: L emc ini BTY

A Templates
Compute Pools

— Repurpose and Bare Metal

A
Virtual I0 Pool A

— Virtual 10 Pools

Figure 46 Troubleshoot configuration compliance in OpenManage Essentials

Y Atfribute Name

Managing Modular Infrastructure by using OpenManage Essentials (OME)

YT Value T Dependencies

Template action

cme ini d89 is created using CMC-D89RG52 chassis. CMC-DEIRGS2 chassis
cannot be used for configuration and deployment related tasks.

Ensure the chassis has an Enterprise license, supported fimmware, and is
discovered using WS-MAN protocol
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A Technical support and resources

Dell.com/support is focused on meeting customer needs with proven services and support.

A.l Related resources

Referenced or recommended Dell publications:

e Dell OpenManage Essentials TechCenter page:
http://en.community.dell.com/techcenter/systems-management/w/wiki/1989.openmanage-
essentials.aspx

e Chassis discovery feature in OME:
http://en.community.dell.com/techcenter/extras/m/white papers/20441673

e Deployment and Managing Configurations with Dell OpenManage Essentials
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