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\xT.

ICZ?mDS\\?D}?!vZExz"S\j<MC4\mS\D=(#TZ

LTO 4 M LTO 5D8wS\(2MG5,(}S\\?\mw9Cb\mDS\),

DK D(;T!vZS\\?\mwIT9CD$zI\?D}?Gqdc#

m 1-1. S\\?**

S\\m=(

\?9CTs

IBM S\ T10 S\

b\mDS\ 1 DK/ExP ;JC

&CLr\mDS\ `v DK/ExP `v DK/ExP

DK 4TF AES 256 ;D DK

< 1-3. 9CTFS\\?DS\. LTO 4 M LTO 5 ExzODb\mM&CLr\mDS\#
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Z 2 B f.S\\?\mw73

>?V<Za)E"T9z\;7(zczDhsDnQS\\?\mwdC#f.

gNhCS\_T1,zXk<G`vrX#

S\hCNq;@

IT9CExzDS\&\.0,zXkzc3)m~M2~Dhs#TBKTm<

Zozzzcb)hs#

S\\?\mwhCNq

ZzS\Ex.0,XkHdCC"KPS\\?\mw,Tc|kS\ExzxP

(E#Z20Exz1,;h*KPS\\?\mw,+Z4PS\1Xk9dK

P#

v !q9CNV53=(w*S\\?\mw~qw#

v gPX*,k}6~qwYw53#(kNDZ 2-23D:2~Mm~hs;#)

v 20 Java TI_TD~#(kNDZ 2-23D:2~Mm~hs;#)

v }6S\\?\mw JAR#(kND Z 3-13D:BXnBf\?\mw ISO 3

q;#)

v 4(\?"$iT0\?i#

Z 3-53D:9C GUI 44(dCD~"\?bT0$i;

Z 3-133D:\?iD4(k\m;

v g{zq-Z 3-53D:9C GUI 44(dCD~"\?bT0$i;PD=h,b

)=h;Yh*,}Gzk{Cd{dC!n:

– g{h*,k<k\?M$i#(kNDZ 3-113D:9C Keytool -importseckey

<k}]\?;#)

– (edCtTD~#(kNDZ 4-13DZ 4 B, :dCS\\?\mw;#)

– (eExzS\\?\mwrhC drive.acceptUnknownDrives dCtT5*
P'4,#(kNDZ 5-73D:adddrive;Tw7(eExz,rNDZ 4-13D

:T/|BExzm;#)

– t/S\\?\mw~qw#(kNDZ 5-13D:t/""BMXU\?\mw

~qw;#)

– t/|nPgfM'z#(kNDZ 5-53D:|nPgfM'z;#)

f.b\mDExS\
*4PS\Yw,zh*:

v IS\ LTO 4 M LTO 5 Exz

v \?b

v Dell S\\?\mw

2-1



b\mDExS\Nq

1. 20MtC LTO 4 M LTO 5 Exz#

v |BbL~(ZX*1,TL2000"TL4000 M ML6000)#kCJ http://
support.dell.com#

– Dell™ PowerVault™ TL2000 Tape Library yhDn!L~f>G 5.xx#

– Dell™ PowerVault™ TL4000 Tape Library yhDn!L~f>G 5.xx#

– Dell™ PowerVault™ ML6000 Tape Library yhDn!L~f>5PG

415G.xxx#

v gPX*,|BExzL~#yhDn!L~f>G 77B5#

2. tC LTO 4 M LTO 5 ExzMExb,TxPb\mDExS\ (kND Dell

ExbE"TKbj8iv)#

v mSS\\?\mw ~qw IP X7

3. 9CboOP*Ti$S\\?\mw76MS\dC(kND Dell ExbE"T

Kbj8iv)#

2~Mm~hs

":TZTBwv=(,;P IBM f>D Java KP173(JRE)E'VS\\?\

mw#

Linux bv=8i~
Yw53

v RHEL 4

v RHEL 5

v SLES 9

v SLES 10

v SLES 11

S\\?\mw(Z Linux OKP)

m 2-1. Linux Dn!m~hs

=(

IBM Software
Developer Kit ICZ:

64 ; AMD/Opteron/EM64T
Java 6.0 SR5 http://support.dell.com

32 ;If]D Intel®

Exb

TZ Dell PowerVault TL2000 Exb"TL4000 ExbM ML6000 Exb,7#L~

*nBIC6p#PXL~|BDE",kCJ http://support.dell.com#

Exz

TZ LTO 4 M LTO 5 Exz,7#L~*nBIC6p#PXL~|BDE",k

CJ http://support.dell.com#
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Windows bv=8i~
Yw53

Windows Server 2003"2008 M 2008 R2

Dell S\\?\mw

yhDS\\?\mwn!f>G 2.1,9(UZG 20070914 r|m,"&ZTB3

;v IBM KP173:

m 2-2. Windows Dn!m~hs

Yw53 IBM KP173

Windows 2003 v IBM® 64-bit Runtime Environment for Windows on AMD64/EM64T

architecture,Java 2 Technology Edition,V5.0 SR5

v IBM 32-bit Runtime Environment for Windows,Java 2 Technology

Edition,V5.0 SR5

Windows 2008 M

2008 R2

IBM 64-bit Runtime Environment for Windows on AMD64/EM64T

architecture,Java 2 Technology Edition,V6.0 SR5

Exb

TZ Dell™ PowerVault™ TL2000 Tape Library" Dell™ PowerVault™ TL4000 Tape

LibraryM Dell™ PowerVault™ ML6000 Tape Library,7#L~*nBIC6p#PX

L~|BDE",kCJ http://support.dell.com#

Exz

TZ LTO 4 M LTO 5 Exz,7#L~*nBIC6p#PXL~|BDE",k

CJ http://support.dell.com#

\?b"bBn

#t\?b}]AXX*#g{4CJ\?b,G4+^(b\zDS\Ex#

P8DATBwbTmbIC4#$\?b}]D=(#

JCEKS \?b
EKM 'V JCEKS \?b`M#

JCEKS(yZ Unix 53~q D~)G yZD~D\?b,|ZKP EKM DyP=

(Oy\'V#rK,4FK\?bDZ]TxP8]MV4,T09=v EKM 5}

ZJO*F1#V,=G`T]WD#vZ2+=fD<G,JCEKS T\?bZ]a)

KyZ\kD#$,"a)K`TOCDT\#IT9Cng FTP DD~4F=(#
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S\\?k LTO 4 M LTO 5 Exz
Dell S\\?\mw 0d'VDExz<9CTFD 256 ; AES \?4S\}]#

CwbbMz&KbXZb)\?M$iDD)Z]#

Z9C LTO P=ExD LTO 4 r LTO 5 ExzO4PS\Nq1,S\\?\m

wv9C 256 ; AES TF}]\?#

Z LTO 4 r LTO 5 ks\?1,S\\?\mw9C*Exz8(Dp{#g{4

*Exz8(NNp{,G4+9C;v4T symmetricKeySet dCtTP8(D\?

i"\?p{Pmr\?p{6'Dp{#g{Exz1YX(Dp{,G4+T-

7(Sd{5e!qp{,TybX9C\?#

!(Dp{k$0k=\?bPDTF}]\?(DK)`X*#S\\?\mw+Q

CExzITb\D;,\?r|DC DK "M= LTO 4 r LTO 5 ExzTS\}

]#C DK ;G(} TCP/IP wD+M#!(Dp{2+*;*F*“}]\?j6{

(DKi)”D5e,C5e+CS\}]4=Ex#(}bV==,S\\?\mwI

T9C DKi 46pA! LTO 4 r LTO 5 Ex1b\}]yh*D}7 DK#

Z 5-73D:CLI |n;PD adddrive M moddrive wb5wgN*Exz8(p
{#kNDZ 3-93D:Z LTO 4 M LTO 5OzIS\\?Mp{;,|,PXZZ

symmetricKeySet dCtTP<k\?"<v\?M8(1!p{DE"#Z 3-133D

:\?iD4(k\m;5wgN(e\?iMC\?bPDp{ndC\?i#

< 2-15w4PS\4Yw1gN&m\?#

1. ExzksTExS\D\?

2. S\\?\mwi$ExzmqPDExh8

3. g{ksP48(NNp{,RExzmqP48(NNp{,S\\?\mw+

S keyAliasList PDp{/r\?i!q;vp{#

4. S\\?\mwS\?bq!`&D DK#

5. S\\?\mw+Cp{*;* DKi,"+C DK kExzITb\D\?r|Z

;p

6. S\\?\mw+ DK M DKi "M=Exz

< 2-1. LTO 4 r LTO 5 ExzksS\4Yw
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7. Exzb* DK "+S\}]M DKi 4=Ex

< 2-25w4PS\AYw1gN&m\?#

1. ExzU=Aks,"+ DKi "M=S\\?\mw

2. S\\?\mwi$ExzmqPDExh8

3. S\\?\mw+ DKi *k*p{"S\?bq!`&D DK

4. S\\?\mw+C DK kExzITb\D\?r|Z;p

5. S\\?\mw+r|D DK "M=Exz

6. Exzb* DK "C|4b\}]

8]\?b}]

":IZ\?bP\?DYgTJ,zh*ZGS\LO8]K}],b;cG.V

X*D,byzMITZh*1V4}],"R\;9CkExzrbX*DG

)$iAvS\Ex#8]\?b'\+a<B;I7{D%'yPS\}]D

CJ(#

8]\?bE"Pm`=(#?v\?b`M<Pd@"DXw#PPO*j8D[

v#b);cD8<=kJCZyP`M:

v #fyP0k=\?bD$iD1>((#G PKCS12 q=D~)#

v 9C538]&\(}g RACF)44(\?bE"D8]1>("b;*CS\E

xzS\K1>,r*g{byv,M;I\b\1>TxPV4)#

v ,$w*M(zDS\\?\mwT0\?b1>(CZ8]MJO*F_`)#8

]w*M(zD\?bTCZmS_`#

v TZ JCEKS \?b,v4F\?bD~"+ezD(4S\D)1>f"=2+D

;C,}g#UbD~("b;*CS\ExzS\K1>,r*g{byv,M

;I\b\1>TxPV4)#

AY,1z|D\?b}]1,&Cf1xP8]#S\\?\mw";^D\?b

}]#(;\Dd\?bD,MGzTdxPD|D,yTk7#;)|DK\?

b,"4TdxP4F#

< 2-2. LTO 4 r LTO 5 ExzksS\AYw
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C GUI 8]D~
1. r* GUI(g{|"4t/):

Windows O
/@A c:\ekm\gui "%w LaunchEKMGui.bat

Linux =(O
/@A /var/ekm/gui "dk . ./LaunchEKMGui.sh

2. ZS\\?\mw GUI s_D<=wP!q Backup Critical Files#

3. ZT>DT0Pdk8]}]D76(< 2-3)#

4. %w Backup Files#

5. +P;uN<{"T>a{#

5V_`D`v\?\mw

S\\?\mw;hFCZExzMExb,T5V_`,"rKqC|_DIC

T,T9z5PCZ,;ExzMExbD`v\?\mw#+G,b)\?\mw

^hkExzMExb;Z,yD53O#\?\mwDns}!vZExbrz

m#(;D*sGb)\?\mwXk(} TCP/IP ,SCZExzO#

byM9z5P=vS\\?\mw,=_GKK.dD5q,"_P\?bX*E

"DZC8],T0Z;v\?\mw;IC1"SwCDJO*F&\#dCh8

(rzm)1,zIT+|8r=v\?\mw#g{dP;v\?\mwIZNN

-rxdC;IC,zDh8(rExb)+"mtC8CD\?\mw#

a
1
4
m

0
2
4
1

< 2-3. Backup Critical Files 0Z
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z9IT#V=vS\\?\mwD,=#h*1{CC&\G#X*,b;vIZ

|TX*}]xPZC8],9IZd\;@9E@KP;PODJO*F&\#k

NDZ 4-23D:,==v\?\mw~qw.dD}];#

":,=;|(\?b#zXkT|GxPV/4F#

S\\?\mw~qwdC

S\\?\mwI20Z%vr`v~qwO#TB>}5w;v\?M=v\?D

\mwdC,+zDbI\JmdC|`#

%~qwdC

%~qwdC(g< 2-4PT>)Gnr%DS\\?\mwdC#+G,IZ1&_

`,(iz;*9CC~qwdC#ZKdCP,yPExzy@5Z;xNN8]

D%\?\mw~qw#;)~qwXU,G4\?b"dCD~"KeyGroups.xml file,

MExzmq+^(9C,<ByPS\Ex^(A!#Z%~qwdCP,zXk

7#\?b"dCD~"KeyGroups.xml D~,T0ExzmqD8]1>#tZ2+

D;C(;,ZS\\?\mw),TcZ*'~qw1>DivB,ITZf;~

qwOXB9(d&\#

=v~qwDdC

(i9C=v~qwDdC#g{IZ3V-r^(CJw\?\mw,G4CS\

\?\mwdC+T/JO*F=(z\?\mw#

":9C;,DS\\?\mw~qw&m;i`,ExzDks1,X*\?bP

DE"Xkj+`,#*sv=b;cG*K,^[*5D;v\?\mw~q

w,E"XkIC4'VExzDks#

`,dC: Z=v_P`,dCDS\\?\mw~qwD73P(}g,Z 2-83

D< 2-5PT>D~qw),g{w\?\mw1z,G4&m+T/JO*F=(\

?\mw#ZK`dCP,Xk9=v\?\mw~qw,=#dCD~|BM;v

\?\mw~qwDExzmq|BIT4F=T/9C sync |nDd{\?\mw
~qw,+G;v\?b|BXk4F=9C3)=(Dd{\?b(b)=(X(

Z}Z9CD\?b)#XkV/4F\?bM\?i XML D~#kNDZ 4-23D

:,==v\?\mw~qw.dD}];Tq!|`E"#

���

����	


��


���

a
1
4
m
0
2
5
6

��
��
���

���
A

���
B

���
C

< 2-4. %~qwdC
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;,dC: =vS\\?\mw~qwI\2m;v+C\?bMExzmq,+G

2I\_P=v;,DdCD~M=i;,D\?i,}gZ|GD XML D~Py(

eD;y#(;DhsGC4~qZ+2ExzD\?kT?v~qwXk`,#b

9?v\?\mw~qwy\;_PTmDtTi#ZK`dCP(g< 2-6PT

>),Z\?\mw~qw.d&vTExzmqxP,=#(kNDZ 4-23D:,

==v\?\mw~qw.dD}];Tq!|`E"#)7#8( sync.type =

drivetab(k;*8( config r all)T@9dCD~;2G#

":^(?V2m~qw.dDdC#

VQV4>c"bBn

g{F.9CVQV4(DR)>c,G4S\\?\mw+a)tI!n,T'VC

>cA!M4kS\Ex#b)!nG:

v Z DR >cO4(;vX4DS\\?\mw#

Z DR >c9CkzD>XS\\?\mw`,DE"4hC;vX4DS\\?\

mw(dCD~"Exzmq"\?i XML D~M\?b)#G4,K\?\mw

+}#$w,"R\;S\dP;vVPDzz\?\mw4A!M4kS\E

x#

v 4(}vS\\?\mw}]D~D8]1>,Tc\;4hV4#

g{4(S\\?\mwh*DDv}]*XD101>(dCD~"Exzm

q"\?i XML D~,M\?b),G4z+\;Z DR >cf1t/\?\m

w,Td1;vX45e#(kG!;&9CS\\?\mw4Tb)D~D1>x

=
=
=
=

���
����	

��

���

���
����	

��

���

���
A

���
B

���
C a

1
4
m
0
2
5
4

��
��

�����

��
��

�����

< 2-5. =vxP2mdCD~qw

=
=

���
����	

��

���

���
����	

��

���

a
1
4
m
0
2
5
5

=
��
��

�����

��
��

�����

���
A

���
B

���
C

< 2-6. =vdC;,D~qwCJ`,Dh8
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PS\,r*g{;P\?\mwM^(Tdb\#)g{ DR >cSzDw>c9

C;,DExz,G4dCD~MExzmqXk|, DR >cD}7E"#

lX2mS\ExD"bBn

":TZ(}liK`$iDEN4S5qOwoiq!DNN$i=nU)p3v

$iDO$PD(CA),i$b)$iDP'TG#X*#g{EN CA,G4z

ITENC$i#r_,g{3v$iZ*;}LP\=2+#$,G4zIT

i$C$iDP'T#49CdP;v=(i$3v$iDP'TI\<B:P

dK;%w#

2m LTO 4 M LTO 5 Ex

*KZ LTO 4 r LTO 5 ExO2mS\}],ZExOC4S\}]DTF\?D

1>XkCZd{i/T9|G\;A!Ex#*2mTF\?,d{i/Xkkz

2m|GD+C\?#9C keytool SS\\?\mw\?bP<vC+C\?1,|

+C4r|TF\?(kNDZ 3-123D:9C Keytool -exportseckey <v}]\

?;)#1d{i/+TF\?<k=|GDS\\?\mw\?b1,+9C`&D

(C\?T|xPb|(kNDZ 3-113D:9C Keytool -importseckey <k}]\

?;)#b7#TF\?Z*;PG2+D,r*;P(C\?DVP_E\;b|T

F\?#g{(}ZS\\?\mw\?bPC4S\}]DTF\?,d{i/+

\;ZExOA!}]#

*nE"&mj< 140-2 "bBn
*nE"&mj< 140-2 G#X*,r**n~.*s|DyPS\a)Lrq! FIPS

140 O$#Kj<9CZUf=K/DHxEe#Zbv2+b6U%X*D@gP,

IZ}=@]~.j<4PDS\&\DO$_P|sD[5#

S\\?\mwTm;a)S\&\,rx|;h*2;Jmq! FIPS 140-2 O$#

+G,S\\?\mw{C IBM Java S\)9i~P IBM JVM DS\&\EF,

Jm!qM9C_P FIPS 140-2 Z 1 6pO$D IBMJCEFIPS S\a)Lr#(}

+dCtTD~PD fips dCN}hC* on,zIT9S\\?\mw*yPS\&
\9C IBMJCEFIPS a)Lr#

kNDX(2~Mm~S\a)LrDD5,TKbPXdz7Gqq! FIPS 140-2 O

$DE"#
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Z 3 B 20S\\?\mwM\?b

S\\?\mwf= IBM Java ibz;pz[,"h* IBM Software Developer Kit

for Linux M IBM Runtime Environment for Windows(kNDZ 2-23D:2~Mm~

hs;)#kq-JOZzDYw53D=h:

v :Z Linux O20S\\?\mw;

v Z 3-23D:Z Windows O20S\\?\mw;

g{z;7(GqQ20KnBf>DS\\?\mw,:BXnBf\?\mw ISO

3q;5wKgNKbOBf>GqIC#nCqCzD Java 20fPI\;PDn

BfS\\?\mw# |`E"kCJ http://support.dell.com#

X*S\\?\mwwz~qwdCE":(i Dell S\\?\mwLryZD

Fcz9C ECC Zf,Tc+*'}]DgU5=nM#S\\?\mw4PT

B&\:kszIS\\?,"+b)\?+]x LTO 4 M LTO 5 Exz#

ZS\\?\mwxP&mD}LP,\?DOTr|(S\)q=$tZ53

ZfZ#k"b,\?DOXkZ;"zNNmsDivB+]==`&Exz

P,4kExPD}]E\V4(b\)#g{r*3V-r,53ZfPD;

ms<B\?DOp5,xC\?DOCZ+}]4kExP,G44kCEx

PD}]+;\V4(4Ts+^(b\)#?0QfZ@9"zK`}]ms

D2+k)#+G,g{S\\?\mwyZDFcz;9C@m`k(ECC)

Zf,G4\?DOI\Z&Z53ZfP1b=p5,xp5rI\<B}]

*'#bViv"zD8J\!,+G9G<U(iX*Lr(gS\\?\m

w)yZDFcz9C ECC Zf#

BXnBf\?\mw ISO 3q
*BXnBfD Dell ISO 3q,kCJ http://support.dell.com#

Z Linux O20S\\?\mw
(} CD Z Linux O20S\\?\mw
1. ek Dell S\\?\mw CD "(} CD Dy?<dk Install_Linux#

20}L+QJOzDYw53DyPZ](D5"GUI D~MdCtTD~)S

CD 4F=2L}/w#20Zd,+lizD53Gq_POJD IBM Java KP

173#g{4R=,G4+T/20C73#

20jIs+t/<NC'gf(GUI)#

Z Linux OV/20 Software Developer Kit

g{z;k(} CD 20,k4PTB=h#

1. y]zDYw53,S http://support.dell.comBXkT Java DJ1 KP173:

v Java 6 SR 5(32 ;)r|_f>

v Java 6 SR 5(64 ;)r|_f>

3-1
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2. + Java linux rpm D~ECZ$w?<P:

mordor:~ #/tape/Encryption/java/1.6.0# pwd
/tape/Encryption/java/1.6.0
mordor:~ #/tape/Encryption/java/1.6.0# ls
ibm-java-i386-jre-6.0-5.0.i386.rpm

3. 20 rpm m~|:

mordor:~ #rpm -ivh -nodeps ibm-java-i386-jre-6.0-5.0.i386.rpm

TB|n+QD~ECZ /opt/ibm/java-i386-60/ ?<P:

mordor:~ #/opt/ibm/java-i386-60/jre # ls
.systemPrefs bin javaws lib

4. C JAVA_HOME"CLASSPATH T0z* Java 20D bin ?<4`-(rZh*

14()D~ /etc/profile.local#mSTB 3 P:

JAVA_HOME=/opt/ibm/java-i386-60/jre
CLASSPATH=/opt/ibm/java-i386-60/jre/lib
PATH=$JAVA_HOME:opt/ibm/java-i386-60/jre/bin/:$PATH

5. "z"XBG<wz,T9 /etc/profile.local u?z',r"v<v|nP|n:

mordor:~ # export JAVA_HOME=/opt/ibm/java-i386-60/jre
mordor:~ # export CLASSPATH=/opt/ibm/java-i386-60/jre/lib
mordor:~ # export PATH=/opt/ibm/java-i386-60/jre/bin/:$PATH

6. XBG<s,"v java -version |n#z&C4=TBa{:

mordor:~ # java -version
java version "1.6.0"
Java(TM) SE Runtime Environment (build pmz60sr5-20090529(SR5))
IBM J9 VM (build 2.4, J2RE 1.6.0 IBM J9 2.4 Linux x86-32 jvmxi3260-20090519_35743 (JIT enabled)
...
mordor:~ # which java
/opt/ibm/java-i386-60/jre/bin/java

Z Windows O20S\\?\mw
1. ek Dell S\\?\mw CD#

20}L+QJOzDYw53DyPZ](D5"GUI D~MdCtTD~)S

CD 4F=2L}/w#20Zd,+lizD53Gq_POJD IBM Java K

P173#g{4R=,G4+T/20C73#

20jIs+t/<NC'gf(GUI)#

2. InstallShield r<r*1,%w Next#

3. DAmI-i"%w Yes#

4. Choose Destination Location 0Zr*1(Z 3-33D< 3-1),k!q;vD~P

"GBCD~P#zh*K Java 76E\t/S\\?\mw#
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%w Next#

5. f.r*;v0Z,/JzGq*+C Java KP173Cw1!D53 JVM(<

3-2)#

%w No#

6. Start Copying Files 0Zf.r*(Z 3-43D< 3-3)#7OzQGB?j76#

a
1
4
m

0
2
5
7

< 3-1. Choose Destination Location 0Z
a
1
4
m

0
2
3
2

< 3-2. +Cf>D JVM hC*1!
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%w Next#

7. C4,0Z8>20xH#

8. Browser Registration 0Zr*#!qCZS\\?\mwD/@w#%w Next#

9. InstallShield r<QjI0Zr*1,%w Finish#

20s,zITr*;v|na>{0Z,Ti/Q20 Java Df>:

C:\WinEKM>C:\"Program Files"\IBM\Java60\jre\bin\java -version
java version "1.6.0"
Java(TM) SE Runtime Environment (build pwi3260sr5-20090529_04(SR5))
IBM J9 VM (build 2.4, J2RE 1.6.0 IBM J9 2.4 Windows Server 2003 x86-32 j9vmwi3223-20090
519_35743 (JIT enabled, AOT enabled)
...

10. gBy>|B PATH d?:(TZ S\\?\mw 2.1,GXhD;+GTZ

05032007 0|gD9(UZ45GI!D#)

g{k(}|n0ZwC Java SDK 1,G4zI\khC PATH d?,Tc\

;(}NN?<KP Java JRE I4PD~ (java.exe),x^hdkj{D|n7

6#g{z;hC PATH d?,G4XkZ?NKPI4PD~G8(I4PD~

Dj{76,Hg:

C:>\Program Files\IBM\Java60\jre\bin\java ...

a
1

4
m

0
2

5
8

< 3-3. Start Copying Files 0Z
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*@CXhC PATH(TZS\\?\mw 2.1,GXhD),kr PATH d?m

S java bin ?<Dj{76#(#Cj{76`FZ

C:\Program Files\IBM\Java60\jre\bin

*Z Microsoft Windows 2003"2008 M 2008 R2 P@ChC PATH:

":^(S|nPhC PATH d?#

a. S“*<”K%P!qhC,;s!qXFfe#

b. +w53#

c. %w_6!n(#

d. %w73d?#

e. +53d?PmrBv/A Path d?,;s%w`-#

f. + IBM JVM 76mS= Path d?D*7#

1!20?<* C:\PROGRA~1\IBM\Java60\jre\bin#

Xp"b:Z76a2?Vek;vVE,+dk76PmPDd{?<t

*#

g. %w7(#

9C GUI 44(dCD~"\?bT0$i
Zt/S\\?\mw.0,XkAY4(;vB\?bM;]T){$i#zIT

9C Dell S\\?\mw~qw<NC'gf(GUI)44(S\\?\mwdCtT

D~"\?b"$iM\?#w*KxLDa{,94(K;vr%D CLI dCtTD

~#

1. r* GUI(g{|"4t/):

Windows O
/@A c:\ekm\gui "%w LaunchEKMGui.bat

Linux =(O
/@A /var/ekm/gui "dk . ./LaunchEKMGui.sh

2. Z GUI s_D<=wP!q EKM Configuration#

3. Z“EKM Server Configuration”3f(Z 3-63D< 3-4)ODyPXnVN(TGE

* jG)Pdk}]#*=cp{,3)VNQnC#%wNN}]VNR`DJE

jGTq!hv#%w Next#

":;)zh(\?b\ks,}Gd2+T;F5,qr ;*|DC\k#+#

}\kT5MNN2+T)6#|D\?b\kh*9C keytool |n%@|
D\?bPDyP\k#kNDZ 3-11 3D:|D\?b\k(Changing

Keystore Passwords);#
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!\IT* Dell S\\?\mw\?bzID\?};P^F,+GzI\?D1

dT;avS,_e!vZksD\?}?#S\\?\mwzI 10 v\?h* 15

kS,zI 10000 v\?rh* 30 VSTOD1d#k"b,\?}\=wz~

qwJ4(~qwPDZf)D^F#S\\?\mw&CLrKP1Z53Zf

P,$\?bPm,Tc\;ZbSExz"M\?ks1lYCJb)\?#

":g{\?zI}LPS\\?\mw GUI ;PO,G4+h*YN20S\\

?\mw#

g{ZS\\?\mw\?zIxLjI.0+dXU,G4\?bD~+;

p5#*@9bViv,k4PBP=h:

v g{S\\?\mwZu<S\\?\mw201;PO,k/@=S\\

?\mw?<yZD?<(}g,x:\ekm)#>}C?<"XBt/20#

v g{mSB\?i1S\\?\mw;PO,kXUS\\?\mw~q

w,"9CnBD8]\?b(KD~;Z x:\ekm\gui\backupfiles D~PP)

V4zD\?bD~#k"b,C8]D~TD~{;?VDN=|,CU

ZM1dAG(}g,2007_11_19_16_38_31_EKMKeys.jck)#UZM1d

AGZD~4F= x:\ekm\gui ?<PsMXk;}%#XBt/S\\?\

mw~qw"mS.0;POD\?i#

4. Z“EKM Server Certificate Configuration”3f(Z 3-73D< 3-5)O,dk\?b

p{0d{*dkD}]#%w Submit and Restart Server#

a
1
4
m

0
2
4
7

< 3-4. EKM Server Configuration 3f
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5. +r*;v:Backup Critical Files;0Z(< 3-6),aQz8]S\\?\mw}

]D~#

a
1
4
m

0
2
4
3

< 3-5. EKM Server Certificate Configuration 3f

a
1
4
m

0
2
5
1

< 3-6. Backup Critical Files 0Z
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i$76"%w Backup#Dell S\\?\mw~qwZs(t/#

;*|DS\\?\mw~qwdC1%wK7(,rZ :Backup Critical Files;

0ZP%wK Backup,S\\?\mwM+zI;i8]D~#w**i5DD~

PvDD~+#f= c:/ekm/gui/BackupFlies ?<P#?vD~{<=SKUZM1

d#}g,;iZ 2007 j 11 B 26 UBg 2 c 58 V 46 k8]D;iD~Z

d{FD*<?V+_PTBUZk1dAG:

“2007_11_26_14_58_46_FileName”#8]D~+;a;2G#

6. Z GUI <=wP!q~qwKP4v`SwTi$S\\?\mw~qwGqQ-

t/#

*+\?mS=VP\?bP,kNDZ 3-133D:9C GUI (e\?i"4(\

?;#

gNiR}7Dwz IP dC:

10S\\?\mw GUI PD^FI\9d^(Z“~qwKP4v`Sw”PT>S\

\?\mwwz IP X7#

v g{wzdC*9C IPv6 X7,G4S\\?\mw&CLr+^(T>C IP X

7#

v g{S\\?\mw&CLr20Z Linux 53P,G4CS\\?\mw&CLr

+T>>XwzX7,x;G5JDn/ IP KZ#

1. *lwwz53D5J IP X7,k(}CJxgdCiR IP KZX7#

v Z Windows 53P,r*|n0Z"dk ipconfig#

v TZ Linux,kdk isconfig#

gN6p EKM SSL KZ
1. 9C|nPt/S\\?\mw~qw#

v Z Windows O,/@A c:\ekm "%w startServer.bat

v Z Linux =(O,/@A /var/ekm "dk startServer.sh

v XZ|`E",kNDZ 5-13D:t/""BMXU\?\mw~qw;#

2. 9C|nPt/ CLI M'z#

v Z Windows O,/@A c:\ekm "%w startClient.bat

v Z Linux =(O,/@A /var/ekm "dk startClient.sh

v XZ|`E",kNDZ 5-53D:|nPgfM'z;#

3. 9CTB|nG<S\\?\mw~qwOD CLI M'z:

login –ekmuser userID –ekmpassword password

dP,userID = EKMAdmin R password = changeME(K*1!\k#g{T0

|D}1!\k,k9CB\k#)

G<I&s+T> User successfully logged in#

4. (}dkTB|n6p SSL KZ:

status

T>Dl&&`F:server is running. TCP port: 3801, SSL port: 443#
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GB SSL dCKZ"7#CKZ*CZdCzDb\mDS\hCDKZ#

5. S|nP"z#dkTB|n:

exit

XU|n0Z#

Z LTO 4 M LTO 5OzIS\\?Mp{
Dell S\\?\mwServer GUI GzITFS\\?Dnr%=((kNDZ 3-53D

:9C GUI 44(dCD~"\?bT0$i;)#z2IT9C Keytool 5CLr4

zITFS\\?#Keytool TZZ;,\?.d<kM<v\?XpPC#j8E"k

NDZ 3-113D:9C Keytool -importseckey <k}]\?;MZ 3-123D:9C

Keytool -exportseckey <v}]\?;#

Keytool GCZ\m\?"$iMp{D5CLr# |CZzI"<kM<vS\}]

\?"+\?#fZ\?bP#

\?bPD?v}]\?<IT(};v(;p{xPCJ#p{G;vV{.,H

g 123456tape#Z JCEKS \?bP,123456Tape `1Z 123456tape,"JmCJ\

?bPD,;vu?#9C keytool -genseckey |n4zI}]\?1,z&Z,;
|nP8(`&Dp{#p{9z\;Z}7D\?iM\?bP6p}7D\?,

TCZA4 LTO 4 M LTO 5 ExODS\}]#

":wvp{Mp{6'Xk_P(;T#C(;TZ\?Zx(\?b/S\\?\

mw5}OzI1?F5V#+G,Z`vS\\?\mw/\?b73P,z&

C9C;v|{<(,C<(Zh*Z5}.d+d\?",1,V}CD(;

T1#V`v5}D(;T#

zI\?Mp{s,|B KeyManagerConfig.properties D~PD symmetricKeySet tT,

T8(BDp{"p{6'"\?iD GroupID"f"TF\?DD~D{FT0(e

\?iDD~D{F#(j8E"kNDZ 3-133D:\?iD4(k\m;#);P

symmetricKeySet PD8(\?Ea;i$(li;vQfZp{M;vTF\?Ds!

Mc(Gq!1)#g{CtTP8(K^'\?,\?\mw+^(t/,"4(;

usFG<#

Keytool 5CLr2ITCZ+}]\?<v=d{\?brSd{\?b<k}]\

?#.s+Ev?vNq#zIT"v keytool -ekmhelp |n,TT>yPTBV[
Pk\?\mw`XDN}#

`-dCtTD~

*T KeyManagerConfig.properties r ClientKeyManagerConfig.properties D~xP|D:

1. XUS\\?\mw~qw#

2. 9Cy!D>`-wr* KeyManagerConfig.properties D~T~qwdCxP|D,

rr* ClientKeyManagerConfig.properties D~TM'zdCxP|D#TZ Linux

zw,;*r* ^M xC Windows 4`-D~#g{9C Windows,k9C gvim/

vim `-D~#

3. y]KD5Pa)D8>|Db)tT5#

4. #fD~#
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5. XBt/S\\?\mw~qw#

g{;9C Keytool

g{;9C keytool r GUI 4zI\?Mp{,G4^(zIkS\\?\mw`f

]D\?6'#*zIkS\\?\mw`f]D%@\?,M*7#9CTBq=

.;8(p{:

v 12 vIr!V{r|Y(g abcdefghijk)

v 3 vIr!V{,sz=v 0,SEG 1 6 ;.yxF}(g

ABC000000000000000001),\2}C* 21 vV{

9C Keytool -genseckey zI}]\?Mp{

":ZNNa0PWN9C keytool |n.0,kKP updatePath E>,ThC}7

D73#

Windows O
/@A cd c:\ekm "%w updatePath.bat

Linux =(O
/@A /var/ekm "dk . ./updatePath.sh

Keytool 5CLrrZ9C LTO 4 M LTO 5 ExD LTO 4 M LTO 5 ExzOz

ICZS\Dp{MTF\?#9C keytool -genseckey |n4zI;vr`v\?
"+|Gf"Z8(\?bP#keytool -genseckey 9CTBN}:

-genseckey [-v] [-protected]

[-alias <alias> | aliasrange <aliasRange>] [-keypass <keypass>]

[-keyalg <keyalg>] [-keysize <keysize>]

[-keystore <keystore>] [-storepass <storepass>]

[-storetype <storetype>] [-providerName <name>]

[-providerClass <provider_class_name> [-providerArg <arg>] ...

[-providerPath <pathlist>]

b)N}XpX*,|GCZzIS\\?\mwD}]\?,TcZ LTO 4 M LTO

5 ExzOxPExS\:

-alias
*%v}]\?8(n`ITP 12 vIr!V{D alias 5(}g abcfrg r

key123tape)#

-aliasrange
zI`v}]\?1,aliasrange ;8(*;v 3 vV{DV80:,dszE;

. 16 vV{(.yxF),V{.*7;T/ndTc,T9I$H* 21 vV

{Dp{#}g,8( key1-a +qC;5PS KEY000000000000000001 =

KEY00000000000000000A Dp{#8( xyz01-FF D aliasrange 5+qC

XYZ000000000000000001 = XYZ0000000000000000FF,C5+zI 255 vTF\?#

-keypass
8(CZ#$}]\?D\k#C\kXkj+`,Z\?b\k#g{48(N

N\k,z+qC8(\?Da>#g{zZqCa>14 Enter,\?\?-;
h(*k\?b9CD`,D\k#keypass $HXkAY* 6 vV{#
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":;)zh(\?b\ks,}Gd2+T;F5,qr ;*|DC\k#kN

D:|D\?b\k(Changing Keystore Passwords);#

-keyalg
8(CZzI}]\?Dc(#C5Xk8(* AES#

-keysize
8(*zI}]\?Ds!# \?s!Xk8(* 256#

ITkTF\?X*DIS\p{>}:

abc000000000000000001
abc00a0120fa000000001

;a;\?\mwS\Dp{>}:

abcefghij1234567 ? wrong lengthabcg0000000000000001 ? prefix is longer than 3 characters

g{\?bPQfZ;vp{,Keytool +Wv;vl#"#9KP#

|D\?b\k(Changing Keystore Passwords)

":;)zh(\?b\ks,}Gd2+T;F5,qr ;*|DC\k#+#}\

kT5MNN2+T)6#|D\?b\kh*(}9CBfD keytool |nVp
|DC\?bP?;v\?OD\k#

*|D\?b\k,kdk:

keytool -keypasswd -keypass old_passwd -new new_passwd -alias alias
-keystore keystorename -storetype keystoretype

z9Xk`- KeyManagerConfig.properties,T|D?v~qwdCD~tTPD\?b

\?,C\?Z0vtTPCTB=(8(:

v >}{v#}/\k"JmS\\?\mwZBNt/1"va>#

v >}{v#}\k"|kwDBX\#C\k+ZBNt/1;#}/#

9C Keytool -importseckey <k}]\?

9C Keytool -importseckey |n4S<kD~<k;vr;z\?#keytool
-importseckey 9CTBN}:

-importseckey [-v]

[-keyalias <keyalias>] [-keypass <keypass>]

[-keystore <keystore>] [-storepass <storepass>]

[-storetype <storetype>] [-providerName <name>]

[-importfile <importfile>] [-providerClass <provider_class_name>]

[providerArg <arg>]

b)N}XpX*,|GCZ<kS\\?\mwD}]\?,TcZ LTO 4 M LTO

5 ExzOxPExS\:

-keyalias
8(\?bP\?Dp{,TcT importfile PDyP}]\?xPb\#

-importfile
8(,P}<k}]\?DD~#
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9C Keytool -exportseckey <v}]\?

9C Keytool -exportseckey |n,+;vr;z\?<v=<vD~P#keytool
-exportseckey 9CTBN}:

-exportseckey [-v]

[-alias <alias> | aliasrange <aliasRange>] [-keyalias <keyalias>]

[-keystore <keystore>] [-storepass <storepass>]

[-storetype <storetype>] [-providerName <name>]

[-exportfile <exportfile>] [-providerClass <provider_class_name>]

[providerArg <arg>]

b)N}XpX*,|GCZ<vS\\?\mwD}]\?,TcZ LTO 4 M LTO

5 ExzOxPExS\:

-alias
*%v}]\?8(n`ITP 12 vIr!V{D alias 5(}g abcfrg r

key123tape)#

-aliasrange
<v`v}]\?1,aliasrange ;8(*;v 3 vV{DV80:,dszE;

. 16 vV{(.yxF),V{.*7;T/ndTc,T9I$H* 21 vV

{Dp{#}g,8( key1-a +qC;5PS KEY000000000000000001 =

KEY00000000000000000A Dp{#8( xyz01-FF D aliasrange 5+qC

XYZ000000000000000001 = XYZ0000000000000000FF

-exportfile
8(}]\?;<v1f"b)\?DD~#

-keyalias
8(\?bP+C\?Dp{,TcTyP}]\?xPb\#k7# Sd<kT

F(}])\?D\?b,PT&D(C\?#

9C JCEKS \?bxP LTO 4 M LTO 5 S\Dp{MTF\?h
Cy>

(} -aliasrange !nwC KeyTool#

"b:\?c((-keyalg)Xk4TB==;8(* AES,"R\?s!(-keysize)X

k;8(* 256:

/bin/keytool –genseckey –v –aliasrange AES01-FF –keyalg AES –keysize 256
–keypass password -storetype jceks –keystore path/filename.jceks

b) KeyTool wC+zIZ AES000000000000000001 = AES0000000000000000FF D

6'ZD 255 vP3rDp{MX*D AES 256 ;TF\?#p{M\?<IT4h

*[SX4`N,ThCP'\?\mwYwyh*Dj{}?D6'M%@\?p

{#}g,** LTO 4 M LTO 5 zI;vnbDp{MTF\?:

/bin/keytool –genseckey –v –alias abcfrg –keyalg AES –keysize 256
–keypass password -storetype jceks –keystore path/filename.jceks

CwC+%@p{ abcfrg [S=XmS=8(D\?b,C\?bQ,POv wCy

zID 255 vp{,SxZ –keystore !nP8(D jceks D~PzI 256 ;TF\

?#
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|B KeyManagerConfig.properties D~PD symmetricKeySet tT,mSTBP,Tc

kTO9CDNNMyPp{6'T0f"TF\?D~D{F`%d#"b:g{

8(Dp{^',S\\?\mwI\^(t/#i$'\Dd{-rI\|(;}

7D;s!(AES keysize Xk* 256)r^'D=(c(#-keyalg Xk* AES,R

-keysize Xk* 256#config.keystore.file P8(DD~{&Ck KeyTool wCP

–keystore <filename> 8(D{F`%d:

symmetricKeySet = AES01-FF,abcfrg

config.keystore.file = <filename>.jceks

;P symmetricKeySet PD8(\?Ea;i$(li;vQfZp{M;vTF\?

Ds!Mc(Gq!1)#g{ZCtTP8(K^'D\?,S\\?\mw+^(

t/"4(;usFG<#

\?iD4(k\m

S\\?\mwJmzi/ LTO 4 M LTO 5 DTF\?"+dS\*\?i#9C

K=(,zITy]S\}]D`M"CJS\}]DC'rNNd{PbeDXT

4i/\?#;)4(K\?i,zIT9C adddrive |nPD -symrec X|V9d

kX(Exz`X*#kNDZ 5-73D:adddrive;q!o(E"#

*9(\?i,XkZ KeyGroups.xml D~PTdxP(e#g{zqUDGZ 3-53

D:9C GUI 44(dCD~"\?bT0$i;PD}L,G4KD~D;CM;

8(Z EKM dC3O#If g{zGV/4(dCD~,KeyGroups.xml D~D;CM

;8(ZgBy>DdCtTD~P:

config.keygroup.xml.file = FILE:KeyGroups.xml

g{48(KN},G4+1!9CS\\?\mwt/;CD$w?<BD

KeyGroups.xml D~#g{KD~;fZ,G4+4(;vU KeyGroups.xml D~#B

;Nt/S\\?\mw~qw1,native_stderr.log PI\T>TB{":[Fatal

Error] :-1:-1: Premature end of file#bGbvbvU KeyGroups.xml D~1zz

Dms,;aA-S\\?\mw~qwDt/,}GS\\?\mwQ;dC*9

C\?i#

\?iG9C Dell S\\?\mw~qw GUI rTBD CLI M'z|n49(D(k

NDZ 5-73D:CLI |n;q!o(E"):

9C GUI (e\?i"4(\?

zIT9C GUI 44P\m\?iyhD+?Nqz2IT9C GUI 44(d{\

?#

":4PTBNNNq}LP%w Submit Changes 1,+ar*;v8]T00Z
(Z 3-73D< 3-6),aQz8]S\\?\mw}]D~#dk#f8]}]

;CD76#%w Submit#;si$8]76"%w OK#

4(\?i"C\?TdxPnd"rrVP\?imS\?:

1. r* GUI(g{|"4t/):

Windows O
/@A c:\ekm\gui "%w LaunchEKMGui.bat
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Linux =(O
/@A /var/ekm/gui "dk . ./LaunchEKMGui.sh

2. Z GUI s_D<=wP!q Administration Commands#

3. %w0ZW?D Create a Group of Keys (< 3-7)#

4. dkB\?iD{F"CZ\?p{D0:T0i*|,DX|V}?#%w Sub-
mit Changes#

|D1!\?i:

1. Z GUI s_D<=wP!q Administration Commands#

2. %w0ZW?D Change Default Write Key Group(Z 3-153D< 3-8)#

a
1
4
m

0
2
4
8

< 3-7. 4(\?i
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3. SR`DiPmP!qBD1!\?i#

4. i$0ZW?D10\?iMBD1!\?i,"%w Submit Changes#

+X(\?i8(xX(DExz:

1. Z GUI s_D<=wP!q Administration Commands#

2. %w0ZW?D Assign Group to Drive(Z 3-163D< 3-9)#

a
1
4
m

0
2
4
4

< 3-8. |D1!4\?i
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3. SExzPmP!qExz#

4. SiPmP!q\?i#

5. i$0ZW?DExzM\?i"%w Submit Changes#

SExzmqP>}Exz:

1. Z GUI s_D<=wP!q Administration Commands#

2. %w0ZW?D0Z Delete Drive(Z 3-173D< 3-10)#
a
1
4
m

0
2
4
6

< 3-9. +i8(xExz
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3. SExzPmP!qExz#

4. i$0ZW?DExz{F"%w Submit Changes#

9C CLI |n(e\?i

S\\?\mw5PD\?i&\9z\;i/\?i#

;)20"dCKS\\?\mw&CLr(\?bM\?QzI)RS\\?\m

w~qwQ-t/,G4k9CM'zG<C~qw,"4PTB=h:

1. KP createkeygroup |n#

K|nIZ KeyGroups.xml D~P4(u<\?iTs#vKP;NK|n#

o(:createkeygroup -password password

-password
CZS\ KeyGroups.xml D~PD\?b\kD\k,T8+4DV4Yw#

\?bS\\?iD\?,x\?iD\?@NS\wv%@\?ip{\

k#rx KeyGroups.xml D~PD\?+<G;ezD#

>}: createkeygroup -password a75xynrd

2. KP addkeygroup |n#

K|nZ KeyGroups.xml P4(_P(;ij6D\?i5}#

a
1
4
m

0
2
4
5

< 3-10. >}Exz
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o(:addkeygroup -groupID groupname

-groupID
CZ6p KeyGroups.xml D~PDiD(;i{#

>}: addkeygroup -groupID keygroup1

3. KP addkeygroupalias |n#

K|n*\?bPVPD\?p{4(BDp{,CZmS=X(\?ij6#

o(:addkeygroupalias -alias aliasname -groupID groupname

-alias
\?DBp{#K{FXkGj+D|{,4,K e y 0 0 Xk@U

key000000000000000000 dk#

-groupID
CZ6p KeyGroups.xml D~PDiD(;i{#

>}: addkeygroupalias -alias key000000000000000000 -groupID keygroup1

":Z9CK CLI |n1,zIT;N;mS;v\?#TZ?vh*mS=\?

iD%@\?,XkKPK|n#

4. +\?ikBDrVPDExz`X*#

a. KP moddrive |n9\?ikVPExz`X*#

K|nI^DExzmqPDExzE"#

o(:moddrive -drivename drivename -symrec alias

-drivename
drivename 8(ExzDrPE#

-symrec
8(TF\?Dp{rExzD\?i{#

>}: moddrive -drivename 000123456789 -symrec keygroup1

b. KP adddrive |nrExzmqmSExz"9dk\?i`X*#

K|n9z\;mSExz"9dkX(D\?i`X*#

o(:adddrive -drivename drivename -symrec alias

-drivename
drivename 8(*mSDExzD 12 ;rPE#

":XkZ 10 ;rPE0S=v 0,To= 12 ;#

-symrec
8(TF\?Dp{rExzDij6##

>}: adddrive -drivename 000123456789 -symrec keygroup1

1;P*Exz(ep{1,**1!9C8(;v\?i,k+dCtTD~D

symmetrickeySet tThC*z#{9CD\?iDij6#}g,
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symmetricKeySet = keygroup1

ij6Xkk KeyGroups.xml D~PDVP\?ij6`%d#g{;%d,G4S\

\?\mw~qw+;t/#S\\?\mwaZ\?iPzY\?C>#1z8(

KP'Dij6,S\\?\mwaG<ns9CD\?,;sZ8(D\?iP!

qNb;v\?#

+\?S;v\?i4F=m;v\?i

KP addaliastogroup |n#

K|n+VP(4)\?iPDX(p{4F=BD(?j)\?i#

o(:addaliastogroup -aliasID aliasname -sourceGroupID groupname

-targetGroupID groupname

-aliasID
*mSD\?Dp{#

-sourceGroupID
CZ6pp{*4F=D?jiD(;i{#

-targetGroupID
CZ6pp{*mS=D?jiD(;i{#

>}: addaliastogroup -aliasID aliasname -sourceGroupID keygroup1 -targetGroupID

keygroup2

":\?Z=v\?iP<GICD#
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Z 4 B dCS\\?\mw

9C GUI 4dCS\\?\mw
4(dCtTD~nr%D=(MG9C Dell S\\?\mw GUI qUZ 3-53D

:9C GUI 44(dCD~"\?bT0$i;PD}LxPYw#g{z4PKb

)Yw,G4zMQ4(KdCD~"R;h*xPd{DdC#g{zk{Cd{

DS\\?\mwdC!n,TBE"I\aPTzPyoz#

dC_T

Z KeyManagerConfig.properties D~PD3)dChCa)Kl]==,z&CTb)

l]==DwCP;(DKb#

T/|BExzm

S\\?\mwZdCD~Pa)K;vd?(drive.acceptUnknownDrives),g{|

QhC*5 true,G4+ZBDExzk Dell S\\?\mw *51T/ndEx

zm#KYw\bK*?vExzrb9C adddrive |nDhs#ZK==P,dP

?vh8D 10 ; rPE<;h*9C CLI M'z|n4dk# BDExz*xP

j<+2/(C\?\kuD;;Ti$Exh8Dj6#;)Ki$jI,Bh8M

ITy]ExOf"D \?j64AVPEx(Y(ZQdCD\?bPR=K`&D

\?E")#

":ZT/mSExzs,&C9C GUI r|nZ 5-123D:refresh;TS\\?\

mw~qwxP"B,T7#|GQf"ZExzmqP#

TZ LTO 4 M LTO 5 Exz,zIThC1!TF\?X (symmetricKeySet) TT

BmSDh8xPS\#;T.,1h8xP*51,zIT9C`X\?DO(}

S\\?\mwTh8xPj{dC#g{h8mS=ExzmqO1z;!qby

Yw,G4ITZExzQmS=ExzmqPs,9C moddrive |n44PKY
w#

}K9\m1bZ*S\\?\mw+~qDwvExzdk 10 ;rPE.b,|9

JmZdCs5319C1!73#

&C"bb)c{y6vz[G5MK2+T#r*h8GT/mSD"RITC$

ip{xPX*(\CK$ip{TExxP4k),1x}V/mSh81,\m

1a4PmSD2+lizh*TK!nDEcM1cxP@F,bcG.VX*

D,T7(Gq*T/mSExzE"=Exzmq,"RxT`EBh8CJ$i

E"GIS\D2+gU#

":drive.acceptUnknownDrives tTZ1!ivBh* false#rx,S\\?\mw

;a+BExzT/mS=Exzmq#!qz#{YwD=="]K4|Dd

C#kNDkND B q!j8E"#
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,==v\?\mw~qw.dD}]

ITZ=vS\\?\mw~qw.dTExzmqMdCtTD~xP,=#zI

T(}V/9C CLI M'z sync |nrT/hC KeyManagerConfig.properties D~

PDDvtT44PKYw#

"b

=v,==(Z\?br\?i XML D~Py;\P'9C#zXkT|GxP

V/4F#

;PZ KeyManagerConfig.properties D~D sync.ipaddress tTP8(P'D IP X

7,zEITtCT/,=&\#kND:T/,=;#

V/,=

V/=(f04P CLI M'z sync |n#o(gBy>:

sync {-all | -config | -drivetab} -ipaddr ip_addr :sslport [-merge | -rewrite]

C|n+dCD~tTM/rExzmqE"S4(r"M)~qw"M= –ipaddr N
}8(D?j(rSU)~qw#SUDS\\?\mw~qwXkt/MKP#

yhVN

-all
+dCtTD~MExzmqE",1"M= -ipaddr 8(D~qw#

-config
v+dCtTD~"M= -ipaddr 8(D~qw#

-drivetab
v+ExzmqE""M= -ipaddr 8(D~qw#

-ipaddr
ip_addr:sslport 8(SU~qwDX7M ssl KZ#sslport &kSU~qwD

KeyManagerConfig.properties D~P* :TransportListener.ssl.port; 8(D5`%

d#

I!VN

-merge
9CSU~qwOD10}]O"(mS)BDExzmq}]#(dCD~<U

G;vX4D~#)b(X4)G1!5#

-rewrite
9CB}]f;SU~qwOD10}]#

T/,=

ExzmqMtTD~ITSw\?\mwT/"M=(z~qw#XkKP(z~

qwT5V}],=#*T}]Sw~qw=(z~qwxP,=,zXk8(w~

qw KeyManagerConfig.properties D~PDTBDvtT#^hT(zrSU~qwt

TD~xPNN|D#

sync.ipaddress
(}g)8(SU~qwDX7M ssl KZ#

4-2 Dell S\\?\mwC'8O



sync.ipaddress = backupekm.server.ibm.com:1443

g{CtT48(r_8(ms,G453+{CT/,=#

sync.action
O"rX4SU~qwPDVP}]#P'5GO"(1!5)MX4#,=dC

tT<UzI;vX4D~#

sync.timeinhours
"M}]D5J#4{}(!1})8(5#t/~qw1+vV1ddt,2M

G5,Z~qwKPK8(D!1}.s,+vV,=#1!5G 24#

sync.type
&"MD)}]#P'5G drivetab(1!5)"config M all#

dCy!

":g{z4UZ 3-53D:9C GUI 44(dCD~"\?bT0$i;PD}L4

PYw,G4zMQ-4(Ky>DdC"R;h*4PTBDNN=h#CE

"5wgN;9C GUI 44Pb)Nq, "Rg{zk*{Cd{dC!n,G4

CE"G\PCD#

Windows C'k"b:Windows ;S\|,UW?<76D|n#Zdk|n1,h

**b;?<8(L{F,}g:progra~1 x;G Program

Files#*Pv?<DL{F,"v dir /x |n#

K}L|,dCS\\?\mwyhDnY=h#=< A |,~qwdCtTD~D

>}#PX~qwMM'zdCDyPtTDj{Pm,kND=< B#

1. 9C keytool \m JCEKS \?b#Z4(\?b1,k"b76MD~{T0

3h$ik\?D{F#>E"+CZTsD=hP#

2. 4(\?b(g{\?b;fZ)#+*kExzdO9CD$iM\?mSr<

k=BD\?b#(kNDZ 3-93D:Z LTO 4 M LTO 5OzIS\\?Mp

{;#)k"b3h$ik\?D{F#>E"+CZTsD=hP#

3. 4(\?i"nd\?p{#kNDZ 3-133D:\?iD4(k\m;#

4. 9Cy!D>`-wr* KeyManagerConfig.properties T8(BPtT#k"

b~qwD10hFGG#OwD#TZ Linux zw,;*r* ^M xC Win-

dows 4`-D~#g{9C Windows,C gvim/vim `-D~#

Windows C'k"b:49GZ Windows OKP,Java SDK T;9C}1\#

Z8( KeyManagerConfig.properties D~PD76
1,k7#9C}1\#1Z|n0ZP8(j<76

{1,kT Windows Tj<==9C41\#

a. Audit.Handler.File.Directory - 8(sFU>Df";C#

b. Audit.metadata.file.name - **}] XML D~8(j<76MD~{#

c. Config.drivetable.file.url - *TS\\?\mwQ*DExzD`XE"8
(;v;C#Zt/~qwr CLI M'z.0,;h*KD~#g{D~;f

Z,G4|+ZS\\?\mw~qwXUZd4(#

d. TransportListener.ssl.keystore.name - 8(Z=h 1 P4(D\?bD7

6MD~{#

Z 4 B dCS\\?\mw 4-3



e. TransportListener.ssl.truststore.name - 8(Z=h 1 P4(D\?bD

76MD~{#

f. Admin.ssl.keystore.name - 8(Z=h 1 P4(D\?bD76MD~{#

g. Admin.ssl.truststore.name - 8(Z=h 1 P4(D\?bD76MD~

{#

h. config.keystore.file - 8(Z=h 1 P4(D\?bD76MD~{#

i. drive.acceptUnknownDrives - 8( true r false#g5* true,G4J

m+kS\\?\mw*5DBExzT/mS=Exzmq#1!5* false#

5. ImSr!TTBI!\ku?#g{Z KeyManagerConfig.properties P48
(b)u?,G4S\\?\mwZt/~qwZd+a>dk\?b\k#

a. Admin.ssl.keystore.password - 8(Z=h 1 P4(D\?bD\k#

b. config.keystore.password - 8(Z=h 1 P4(D\?bD\k#

c. TransportListener.ssl.keystore.password - 8(Z=h 1 P4(D\?b

D\k#

1mS= KeyManagerConfig.properties D~P1,S\\?\mwa#}/b
)\k,Tv?2+T#

6. g{*T>XYw53"am4P CLI M'zO$Yw,G4I!q+

Server.authMechanism tThC*5 LocalOS#g48(tT5(r+dhC*

EKM),G41!ivB,CLI M'zC'9C usr/passwd w* EKMAdmin/

changeME G<=\?\mw~qw#(K\kIC chgpasswd |n|D#)

1 Server.authMechanism tThC* LocalOS 1,Linux =(h*d{hC#

kND http://support.dell.com rz7f=D Dell S\\?\mwiJODTv

D~q!|`E"#Z 5-53D:T CLI M'zC'xPO$; |,KO`E"#

7. #fT KeyManagerConfig.properties D|D#

8. t/S\\?\mw~qw#*;(} GUI t/~qw,

Windows O
/@A cd c:\ekm\ekmserver "%w startServer.bat

Linux =(O
/@A /var/ekm/ekmserver "dk . ./startServer.sh

kNDZ 5-13D:t/""BMXU\?\mw~qw;q!j85w#

9. t/ CLI M'z:

Windows O
/@A cd c:\ekm\ekmclient "%w startClient.bat

Linux =(O
/@A /var/ekm/ekmclient "dk . ./startClient.sh

kNDZ 5-53D:|nPgfM'z;q!j85w#

10. g{Z=h 4(i)P8( drive.acceptUnknownDrives = false,G4(}dk
T # w*a>{DTB|n4dCExz:

adddrive -drivename drive_name -recl cert_name -rec2 cert_name

}g:

# adddrive -drivename 000001365054 -rec1 key1c1 -rec2 key1c2
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sS

# listdrives -drivename 000001365054

5X

Entry Key: SerialNumber = 000001365054

Entry Key: AliasTwo = key1c2

Entry Key: AliasOne = key1c1
Deleted : false
Updated : true
TimeStamp : Sun Jul 03 17:34:44 MST 2007

11. T # w*a>{dk listdrives |nT7#ExzQI&mS#
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Z 5 B \mS\\?\mw

t/""BMXU\?\mw~qw

t/MXUS\\?\mw~qwG#=c#

"B~qwIT9S\\?\mw+ZfPd\?b"ExzmqMdCE"D10

Z]*"=wTDD~,;s+|GXB0k=Zf#9C CLI M'zTb)i~xP

NN|D.s,"v"B+G#PC#d;ZS\\?\mw~qwXU153+T

/#fK`|D,+Gg{53@#rg4PO,"v~qw"B+@9b)|D*

'#

S Dell S\\?\mw GUI t/S\\?\mw~qw:

1. r* GUI(g{|"4t/):

Windows O
/@A c:\ekm\gui "%w LaunchEKMGui.bat

Linux =(O
/@A /var/ekm/gui "dk . ./LaunchEKMGui.sh

2. Z GUI s_D<=wP%w Server Health Monitor#

3. Z“Server Status”3f(< 5-1)O,%w Start Server r Refresh Server#

4. Z“~qw4,”0ZOT>~qw4,D|D#kND< 5-1#

5. +T> Login 0Z(Z 5-23D< 5-2)#

a
1
4
m

0
2
4
9

< 5-1. ~qw4,
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dkC'{D EKMAdmin#u<\kG changeME#G<.s,zIT9C

chgpasswd |n4|D\k#kNDZ 5-83D:chgpasswd;#

":v Dell S\\?\mw GUI I\^(T>wz IP X7

?0D GUI D=nV^T9d^(Z~qwKP4v`SwPT>S\\?\

mwwz IP X7:

v 10&CLr^(6p IPV6#g{wzdC*9C IPV6 X7,G4S\\

?\mw&CLr+^(T> IP X7#

v g{S\\?\mw&CLr20Z Linux 53P,G4C&CLr+T>

>XwzX7,x;G5JDn/ IP KZ#

*lwwz53D5J IP X7,k(}CJxgdCiR IP KZX7#Z

Windows 53P,r*|n0Z"dk ipconfig#TZ Linux,kdk

isconfig#

6. %w Login#

9C`,D“~qw4,”3fIXU~qw#

9CE>t/\?\mw~qw

Windows O
/@A cd c:\ekm\ekmserver "%w startServer.bat

Linux =(O
/@A /var/ekm/ekmserver "dk . ./startServer.sh

*XU~qw,ZZ 5-53D:|nPgfM'z;9CBfhvDNb=(4"v

stopekm |n#d{=(Gr\?\mw}L"M sigterm#b9~qw\;j+X

UMU9KP#k;*r\?\mw}L"M sigkill#sigkill +;aj+XU}L#}

g,Z Linux 53,dk kill -SIGTERM pid r_ kill -15 pid#

a
1
4
m

0
2
5
0

< 5-2. Login 0Z
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S|na>{t/MXU\?\mw~qw

*SNN|n0Zr shell t/S\\?\mw~qw,kdk:

java com.ibm.keymanager.EKMLaunch KeymanagerConfig.properties

KYw+Zs(t/S\\?\mw~qw#}7t/1,9C ps -ef | grep java |

n( Linux =()r9C Windows Nq\mwITT>S\\?\mwJava xL#w

* Windows ~qKP1,|+T>* LaunchEKMService#

*XU~qw,ZZ 5-53D:|nPgfM'z;9CBfhvDNb=(4"v

stopekm |n#d{=(Gr\?\mw}L"M sigterm#b9~qw\;j+X

UMU9KP#k;*r\?\mw}L"M sigkill#sigkill +;aj+XU}L#}

g,Z Linux 53,dk kill -SIGTERM pid r_ kill -15 pid#

Z Windows =(,t/ Dell S\\?\mw w* Windows ~q1,zITSXF

fe9|#9KP#

+\?\mw~qw20* Window ~q

+S\\?\mw~qwZwz~qwP20*~qIT7#wz~qwXB}<

1,S\\?\mw~qw&CLr+t/#

1. +S Dell 'V Web >c(http://support.dell.com)BXDI4PD~
LaunchEKMService.exe D~b9=Y1?<P#

2. *9C~q}#KP,XkhC3)73d?#

a. S“*<”K%,%wXFfe#

b. +w53#

c. %w_6!n(#

d. %w73d?#

e. Z“53d?”PmBf,%wB(#

f. + JAVA_HOME 8(*d?{F,;sdk IBM JVM ?<#1!20?<*

C:\PROGRA~1\IBM\Java60

g. %w7(#

3. 9CC}L`-53 PATH d?#

":^(S|nPhC PATH d?#

a. S“*<”K%,%wXFfe#

b. +w53#

c. %w_6!n(#

d. %w73d?#

e. v/76d?D53d?Pm,;s%w`-#

f. + IBM JVM 76mS= Path d?D*7#1!20?<* C:\PROGRA~1\IBM\

Java60\jre\bin

":Z76a2?Vek;vVE,+dk76PmPDd{?<t*#

g. %w7(#

Z 5 B \mS\\?\mw 5-3



4. 7#S\\?\mw~qwdCtTD~PD76G+^(D#CD~D{F*

KeyManagerConfig.properties,;Z C:\ekm\gui ?<P#&liD~PBfDyP

76"+d|B,T7#_P+^(76(}g,9C c : \ e k m \ g u i \

EKMKeys.jck,x;*9C gui\EKMKeys.jck)#PX9C1!201gN|D76,

kNDBP>}#

b)GtTM9C1!20M\?b{F1&8rD+^(76#?vb)n<I

TZ KeyManagerConfig.properties D~PR=#

config.keygroup.xml.file
76&|D*:FILE:C:/ekm/gui/keygroups/KeyGroups.xml

Admin.ssl.keystore.name
76&|D*:C:/ekm/gui/EKMKeys.jck

TransportListener.ssl.truststore.name
76&|D*:C:/ekm/gui/EKMKeys.jck

Audit.metadata.file.name
76&|D*:C:/ekm/gui/metadata/ekm_metadata.xml

Audit.handler.file.directory
76&|D*:C:/ekm/gui/audit

config.keystore.file
76&|D*:C:/ekm/gui/EKMKeys.jck

TransportListener.ssl.keystore.name
76&|D*:C:/ekm/gui/EKMKeys.jck

config.drivetable.file.url
76&|D*:FILE:C:/ekm/gui/drivetable/ekm_drivetable.dt

Admin.ssl.truststore.name
76&|D*:C:/ekm/gui/EKMKeys.jck

5. LaunchEKMServices.exe D~XkS|na>{KP#Z Windows PIT(}

*< > Lr > =~ > |na>{4CJ|na>{#

6. S|na>{/@=i! LaunchEKMService.exe DY1?<#9CBP!nw

*N<KP LaunchEKMService.exe D~#

LaunchEKMService {-help | -i config_file | -u}

-help
T>C>E"#

-i +S\\?\mw20* Windows ~q#K!n*s+dCtTD~Dj{7

6{w*N}+]x4#1!76MD~{* C : \ e k m \ g u i \

KeyManagerConfig.properties#

-u g{;Yh*+dw*~qKP,k6X\?\mw Windows ~q#k"b,

EKMServer ~qXkH#9KP,E\6X#KPK|n1,I\9+T>TB

ms{":Could not remove EKMServer. Error 0#+G,C~qI\T+;

6X#

*+S\\?\mw20* Windows ~q,k"v|n:

LaunchEKMService.exe -i config file
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7. 9COfD|n20~q.s,EKMServer +vVZ~qXFfeP,zIT9C

“~qXFfe”t/MXUS\\?\mw#

":Z;N9C1,Xk9CXFfeV/t/C Windows ~q#

|nPgfM'z

t/S\\?\mw~qw.s,zMITZ>Xr6L(}M'zgf"v CLI |

n#*"v CLI |n,zXkWHt/ CLI M'z#

T CLI M'zC'xPO$

dCD~PD Server.authMechanism tT8(O$zFTk>X/6LM'z;p9C#

15hC* EKM 1,CLI M'zC'Xk+ EKMAdmin/changeME CwC'/\k4G

<=~qw#(9C chgpasswd |nIT|DK\k#kNDZ 5-8 3D

:chgpasswd;#)Server.authMechanism tTD1!hCG EKM#

Z KeyManagerConfig.properties D~P+ Server.authMechanism tT58(* LocalOS

1,kT>XYw53"am44PM'zO$#CLI M'zC'Xk9CYw53D

C'/\kG<=~qw#k"b,;PJmG<Mr~qwa;|nDC'/\kEG

KP~qwR,1_P,6C'/root (^DC'j6#

X*:TS\\?\mwdCD~xPb)|D1,XkXUS\\?\mw~qw

MC GUI#

TZ Windows PyZ>XYw53DO$,k+ KeyManagerConfig.properties PD

Server.authMechanism=LocalOS hCgB:

1. R= KeyManagerConfig.properties D~(c:\ekm\gui ?<)#

2. 9Cy!D>`-wr*D~((i9C4Ve)#

3. R= Server .authMechanism V{.#g{CV{.;fZ,kOq4U

Server.authMechanism=LocalOS Dq=+dmS=CD~P#

4. #fD~#

VZzCZS\\?\mw~qwDC'j6M\kk OS C'J'`%d#k"b,

;PP(G<~qw"r~qwa;|nR_P\m1X(DC'E\\mS\\?

\mw~qw#

TZ Linux =(OyZ>XYw53DO$,h*jI|`=h:

1. S http://support.dell.com BX Dell Release R175158(EKMServicesAndSamples),

"+D~i!=y!?<P#

2. ZBXPR= LocalOS ?<#

3. + libjaasauth.so D~S=(O`&D JVM-JaasSetup ?<4F= java_home/jre/bin

P#

v Z 32 ; Intel Linux 73P,+ LocalOS-setup/linux_ia32/libjaasauth.so D~4

F= java_home/jre/bin/ ?<P,dP java_home (#* java_install_path/IBMJava-

i386-60(TZKP 1.6 JVM D 32 ; Intel Linux ZK)#

v Z 64 ; AMD64 Linux 73P,+ LocalOS-setup/linux-x86_64/libjaasauth.so D

~4F= java_home/jre/bin/ ?<P,dPjava_home (#* java_install_path/

IBMJava-x86_64-60(TZKP 1.6 JVM D 64 ; Linux ZK)#
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TZ Windows =(,CD~;GXhD#

20jI.s,ITt/S\\?\mw~qw#S\\?\mwM'zVZIT9

CyZYw53DC'/\kG<#k"b,;PJmG<Mr~qwa;|nDC'

j6EGKP~qwR,1_P,6C'/root (^DC'j6#

IS Dell z7iJT0S\\?\mw Web >cOD http://support.dell.com,T
Kb|`20j8E"#

t/|nPgfM'z

":Xk+S\\?\mw~qwMS\\?\mw CLI M'ztTD~PD

TransportListener.ssl.port tT,1hC*`,D5,qr|G+^((E#g{"

zJb,kNDZ 6-23D:wT CLI M'zM EKM ~qw.dD(EJb;#

S\\?\mw CLI M'zMS\\?\mw~qw9C SSL 4#$d(E#9C;

xPM'zO$D1! J S S E dC1,S\\?\mw~qwO

TransportListener.ssl.keystore ZD$iXkfZZ TransportListener.ssl.truststore P#b

y,M'zEITENC~qw#g{S\\?\mw CLI M'zkS\\?\mw~

qwZ,;v53OKP,G4IT9C`,DdCtTD~#byS\\?\mw

CLI M'zMIT9CkS\\?\mw~qw`,D\?b/EN\?bdC#g{;

Z,;v53O,r_z#{M'z9C;,D\?b,G4Xk+$iSS\\?

\mw~qwdCtTD~P8(D TransportListener.ssl.keystore P<v#Xk+b)

$i<kS\\?\mw CLI tTD~PD TransportListener.ssl.truststore 8(DEN

\?bP#

zIT(}DV==t/ CLI M'zM"v CLI |n#^[!qD;V,zXk8(

CLI dCD~D{F#kND=< B Tq!j8E"#

9CE>

Windows O
/@A cd c:\ekm\ekmclient "%w startClient.bat

Linux =(O
/@A /var/ekm/ekmclient "dk . ./startClient.sh

;;==

*SNN|n0Zr shell P;%XKP|n,kdk:

java com.ibm.keymanager.KMSAdminCmd CLIconfiglfile_name -i

K1aT> # a>{#a;NN|n.0,zXk9CTB|n+ CLI M'zG

<=\?\mw~qw:

#login –ekmuser EKMAdmin –ekmpassword changeME

CLI M'zI&G<=\?\mw~qw.s,zIT4PNN CLI |n#jI.

s,9C quit r logout |nTXU CLI M'z#1!ivB,g{M'zPC

.VS,S\\?\mw~qw+XU(EWSV#.s,"Tdk|n+<BM

'zKv#**S\\?\mw~qw/M'zWSV8(|$D,1\Z,k^

D KeyManagerConfig.properties D~PD theTransportListener.ssl.timeout tT#

9C|nD~

*+D~PDz&m|na;=\?\mw~qw,k4(|,*"v|nDD
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~,}g clifile#CD~DZ;v|nXkG login |n,r*Z4PNN|n.
0*sM'zG<#}g,clifile I\|,TBZ]:

login -ekmuser EKMAdmin -ekmpassword changeME
listdrives

;s,*4PK|nD~,kt/ CLI M'z:

java com.ibm.keymanager.admin.KMSAdminCmd CLIconfiglfile_name –filename clifile

;N4P;v|n

(}8(?v|nD CLI userid_ID M\k,zIT;NKP;v|n#SNN|

n0Zr shell P,dk:

java com.ibm.keymanager.KMSAdminCmd ClientConfig.properties_name -listdrives
-ekmuser EKMAdmin -ekmpassword changeME

(9C chgpasswd |nIT|DK\k#)K1+KP|n,"RM'za0+

U9KP#

CLI |n
S\\?\mwa)D|n/ICZ(}|nPgfM'KkS\\?\mw~qw

;%,dP|(TB|n#

addaliastogroup

+VP(4)\?iPDX(p{4F=BD(?j)\?i#1zk+QfZZ;

v\?iPDp{mS=m;\?i1,K|nG\PCD#

addaliastogroup -aliasID aliasname -sourceGroupID groupname -targetGroupID
groupname

-aliasID
*mSD\?Dp{#

-sourceGroupID
CZ6pp{*4F=D?jiD(;i{#

-targetGroupID
CZ6pp{*mS=D?jiD(;i{#

>}: addaliastogroup -aliasID aliasname -sourceGroupID keygroup1 -targetGroupID

keygroup2

adddrive

+BExzmS=\?\mwExzmq#kNDZ 4-13D:T/|BExzm;

KbgN+ExzT/mS=Exzmq#kNDZ 2-43D:S\\?k LTO 4 M

LTO 5 Exz;Tq!p{*sE"#

adddrive -drivename drivename [ -rec1 alias] [-rec2 alias][-symrec alias]

-drivename
drivename 8(*mSDExzD 12 ;rPE#

":XkZ 10 ;rPE0S=v 0,To= 12 ;#
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-rec1
8(ExzD$ip{(r\?j")#

-rec2
8(Exz$iDZ~vp{(r\?j")#

-symrec
8(TF\?Dp{rExzD\?i{#

>}: adddrive -drivename 000123456789 -rec1 alias1 -rec2 alias2

addkeygroup

Z\?i XML P4(_P(;ij6D\?i5}#

addkeygroup -groupID groupname

-groupID
CZ6p\?i XML D~PDiD(;i{#

>}: addkeygroup -groupID keygroup1

addkeygroupalias

*\?bPVPD\?p{4(BDp{,CZmS=X(\?ij6#

addkeygroupalias -alias aliasname -groupID groupname

-alias
\?DBp{#

-groupID
CZ6p\?i XML D~PDiD(;i{#

>}: addkeygroupalias -alias aliasname -groupID keygroup1

chgpasswd

|D CLI M'zDC'(EKMAdmin)1!\k#

chgpasswd -new password

-new
f;H0\kDB\k#

>}: chgpasswd -new ebw74jxr

createkeygroup

Z KeyGroups.xml D~P4(u<\?iTs#vKP;N#

createkeygroup -password password

-password
CZS\ KeyGroups.xml D~PD\?b\kD\k,T8+4DV4Yw#\?

bS\\?iD\?,x\?iD\?@NS\wv%@\?ip{\k#rx

KeyGroups.xml D~PD\?+<G;ezD#
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>}: createkeygroup -password password

deletedrive

S\?\mwExzmq>}Exz#H,D|nP deldrive M removedrive#

deletedrive -drivename drivename

-drivename
drivename 8(*>}DExzDrPE#

>}: deletedrive -drivename 000123456789

delgroupalias

S\?i>}\?p{#

delgroupalias -groupID groupname -alias aliasname

-groupID
CZ6p KeyGroups.xml D~PDiD(;i{#

-alias
*}%D\?p{Dp{#

>}: delgroupalias -groupID keygroup1 -alias aliasname

delkeygroup

>}{v\?i#

delkeygroup -groupID groupname

-groupID
CZ6p KeyGroups.xml D~PDiD(;i{#

>}: delkeygroup -groupID keygroup1

exit

Kv CLI M'z"XUS\\?\mw~qw#H,D|nP quit#

>}: exit

export

+ExzmqrS\\?\mw~qwdCD~<v=8(D URL#

export {-drivetab|-config} -url urlname

-drivetab
<vExzmq#

-config
<vS\\?\mw~qwDdCD~#

-url
urlname 8(D~*4kD?j;C#
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>}: export -drivetab -url FILE:///keymanager/data/export.table

help

T>|nPgf|n{Mo(#H,D|nG ?#

help

import

S8(D URL <kExzmqrdCD~#

import {-merge|-rewrite} {-drivetab|-config} -url urlname

-merge
+B}]k10}]O"#

-rewrite
CB}]f;10}]#

-drivetab
<kExzmq#

-config
<kdCD~#

-url
urlname 8(*SPq!B}]D?j;C#

>}: import -merge -drivetab -url FILE:///keymanager/data/export.table

list

(} config.keystore.file property Pv\?bP|,D$i#

list [-cert |-key|-keysym][-alias alias -verbose |-v]

-cert
Pv8(\?bPD$i#

-key
Pv8(\?bDyP\?#

-keysym
Pv8(\?bDTF\?#

-alias
p{+X($i8(xPm#

-verbose|-v
T>k$iPXD|`E"#

>}:

list -v PY\?bPDyPE"#

list -alias mycert -v g{ mycert fZZ config.keystore.file \?bP,* mycer

p{PYyPIC}],
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listcerts

(} config.keystore.file property Pv\?bP|,D$i#

listcerts [-alias alias -verbose |-v]

-alias
p{+X($i8(xPm#

-verbose|-v
T>k$iPXD|`E"#

>}: listcerts -alias alias1 -v

listconfig

Pvf"wPDS\\?\mw E K M ~qwdCtT,T43

KeyManagerConfig.properties D~D10Z]MI modconfig |nyvDNN|B#

listconfig

listdrives

PvExzmqPDExz#

listdrives [-drivename drivename ]

-drivename
drivename 8(PYDExzDrPE#

-verbose|-v
T>kExzPXD|`E"#

>}: listdrives -drivename 000123456789

login

G<S\\?\mw~qwOD CLI M'z#

login -ekmuser userID -ekmpassword password

-ekmuser
y]y9CDO$`M,*C'j68( EKMadmin r localOS C'j65(kN

DZ 5-53D:T CLI M'zC'xPO$;)#

-ekmpassword
C'j6D\k^'#

>}: login -ekmuser EKMAdmin -ekmpassword changeME

logout

"z10C'#H,D|nP logoff#;P1M'za0QtC1,b)|nEPC#

>}: logout
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modconfig

^DS\\?\mw~qwdCtTD~(4 KeyManagerConfig.properties)PDtT#

H,D|nP modifyconfig#

modconfig {-set | -unset} -property name -value value

-set
+8(DtThC*8(5#

-unset
}%8(DtT#

-property
name 8(?jtTD{F#

-value
value 1Q8(K -set 1,*?jtT8(BD5#

>}: modconfig -set -property sync.timeinhours -value 24

moddrive

^DExzmqPDExzE"#H,D|nP modifydrive#

moddrive -drivename drivename {-rec1 [alias] | -rec2 [alias]| -symrec [alias]}

-drivename
drivename 8(ExzDrPE#

-rec1
8(ExzD$ip{(r\?j")#

-rec2
8(Exz$iDZ~vp{(r\?j")#

-symrec
8(TF\?Dp{rExzD\?i{#

>}: moddrive -drivename 000123456789 -rec1 newalias1

refresh

8nS\\?\mwCnBdCN}"BwT"sFMExzmq5#

>}: refresh

refreshks

"B\?b#g{ZS\\?\mw~qw}ZKP1T\?bxPK^D,G4k

9CK|nXB0k config.keystore.file P8(D\?b#vZh*19CK|n,

r*KYwI\a5MT\#

>}: refreshks
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status

T>\?\mwGt/ED9GXUED#

>}: status

stopekm

XUS\\?\mw~qw#

>}: stopekm

sync

+m;(S\\?\mw~qwODdCD~tTM/rExzmqE"k"<"<|

nD\?\mw~qwODdCD~tTM/rExzmqE"xP,=#

":^[Z\?b9G KeyGroups.xml D~O,,==(<;pwC#b)<XkV/

4F#

sync {-all | -config | -drivetab} -ipaddr ip_addr :ssl:port [-merge | -rewrite]

-all
+dCtTD~MExzmqE",1"M= -ipaddr 8(DS\\?\mw~q
w#

-config
v+dCtTD~"M= -ipaddr 8(DS\\?\mw~qw#

-drivetab
v+ExzmqE""M= -ipaddr 8(DS\\?\mw~qw#

-ipaddr
ip_addr:ssl:port 8(SUS\\?\mw~qwDX7M ssl KZ#ssl:port &kZ

SU~qwD KeyManagerConfig.properties D~P*“TransportListener.ssl.port”8(

D5`%d#

-merge
O"BExzmq}]k10}]#(dCD~<UG;vX4D~#)b(X4)

G1!5#

-rewrite
CB}]f;10}]#

>}: sync -drivetab -ipaddr remoteekm.ibm.com:443 -merge

version

T>S\\?\mw~qwDf>#

>}: version
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Z 6 B Jb7(

zITtCS\\?\mwD%vi~"`vi~,r_yPi~DwT&\#

lib)X*D~T7(S\\?\mw~qwJb

1S\\?\mw^(t/1,ITli}vD~47(JbDy4#

v native_stdout.log M native_stderr.log

– IZS\\?\mw~qwZs(xLPKP,rK;PXF(4T>d#fD

(*{"Mms{"#b){"+G<=b=vD~P#

– g{S\\?\mw~qwtTD~|,tT debug.output.file,G4b=vD
~+4(ZkwTU>`,D?<P#

– g{S\\?\mw~qwtTD~;|,tT debug.output.file,G4b=v
D~+4(Z$w?<P#

– ?Nt/S\\?\mw~qw1,<+>}"XB4(b=vD~#

v sFU>

– sFU>|,S\\?\mwxP&m1G<DG<#

– CD~D;CIS\\?\mw~qwdCtTD~(4

KeyManagerConfig.properties)PD=vtT48(#

- Audit.handler.file.directory — 8(sFU>D#f;C

- Audit.handler.file.name — 8(sFU>DD~{#

– PXsFD|`E",kNDZ 7-13DZ 7 B, :sFG<;#

sZ 127 vV{D\?b\kU>u?

1S\\?\mww*;n Windows ~qxP20,x KeyManagerConfig.properties D

~PD\?b\k$HsZHZ 128 vV{1,S\\?\mw+^(t/,bGr*

^(a>dkIS\$HD\k#>zS\\?\mwU>|,`FTBZ]Du

?:

native_stdout.log

Server initialized

native_stderr.log

at com.ibm.keymanager.KeyManagerException: Default keystore failed to load
at com.ibm.keymanager.keygroups.KeyGroupManager.loadDefaultKeyStore(KeyGroupManager.java:145)
at com.ibm.keymanager.keygroups.KeyGroupManager.init(KeyGroupManager.java:605)
at com.ibm.keymanager.EKMServer.c(EKMServer.java:243)
at com.ibm.keymanager.EKMServer.<init>(EKMServer.java:753)
at com.ibm.keymanager.EKMServer.a(EKMServer.java:716)
at com.ibm.keymanager.EKMServer.main(EKMServer.java:129)
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wT CLI M'zM EKM ~qw.dD(EJb

EKM CLI M'zM EKM ~qw.dD(EGZ~qwMM'zdCtTD~PD

TransportListener.ssl.port tTP8(DKZOxPD,xR(} SSL TdxP#$#

TBGM'z^(,S= EKM ~qwDI\-rDPm#||,T>gN7(Jb"

|}JbDwv=h#

v EKM ~qw4ZKP,rKM'z;P*xP(EDTs#

1. S|n0Z"v netstat –an,"7OGqT> EKM ~qwtTD~PD

TransportListener.ssl.port M TransportListener.tcp.portfrom tT8(DKZ#g{

;PT>KZ,G4~qw;ZKP

v EKM CLI M'ztTD~PD TransportListener.ssl.host tT;8rKP EKM ~

qwD}7wz#

1. EKM CLI M'ztTD~PD TransportListener.ssl.host tTD51!hC*

localhost#+CtTD5^D*8r}7wz#

v EKM ~qwM EKM CLI M'z;Z,;KZOT0#

1. kli EKM ~qwM EKM CLI M'ztTD~PD TransportListener.ssl.port

tTT7O|GGq<hC*,;5#

v EKM ~qwM EKM CLI M'z^(R=CZ2+(ED+2$i#

1. 7# TransportListener.ssl.keystore M TransportListener.ssl.truststore CLI M'zt

TP8(D\?b|,D$ik~qwtTPD Admin.ss l .keys tore M

Admin.ssl.truststore \?bD$i`,#

2. 7#M'ztTPD TransportListener.ssl.keystore.password _P}7D\k#

3. 7#b)\?bPD$iy4}Z#JSSE +;9C}ZD$i47#(E2+#

v EKM CLI M'ztTD~G;AD#

1. kliD~DtTMmI(T7#KP EKM CLI M'zDC'_PCJM^D

D~DmI(#

v EKM ~qwtTD~_P Serve r . au thMechan i sm = Loca lOS,+4T

EKMServicesAndSamples m~|PDXhD~9420,r20ZmsD;C#

1. kND EKMServiceAndSamples m~|P|,DTvD~Tq!XZO$D|`

E"#

wT\?\mw~qwJb

s?VPX\?\mwDJbGXZdCrt/\?\mw~qw#XZ5wwTt

TDE",kND=< B:1!dCD~#

g{S\\?\mw^(t/,kli@p=#

m~@p=r2~@p=I\ah9S\\?\mwCJKZ#

EKM ~qw4t/#^(0krR= EKM.properties config#
1. g{48( KeyManagerConfig.properties Dj{76(tTD~;P;Z1!
76)Mt/ KMSAdminCmd r EKMLaunch,G4a"zKms#

Z Windows O,1!76G C:/Program Files/IBM/KeyManagerServer/

Z Linux =(O1!76G /opt/ibm/KeyManagerServer/
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2. XBdk|nTt/ KMSAdminCmd "|( KeyManagerConfig.properties D
~Dj{76#kND=< B,“S\\?\mwdCtTD~”Tq!|`E"#

EKM ~qw4t/#XML *}]D~DD~{h*ZdCD~P8(#

dCD~P1Y Audit.metadata.file.name u?#

*@}KJb,+ Audit.metadata.file.name tTmS= KeyManagerConfig.properties
dCD~#

^(t/ EKM.Mykeys#534R=8(DD~#
1. 1 KeyManagerConfig.properties PD\?bu?;P8rVPDD~1avV
Kms{"#

2. *@}KJb,k7#TB KeyManagerConfig.properties D~PDu?8rV
PD"P'D\?bD~:

Admin.ssl.keystore.name

TransportListener.ssl.truststore.name

TransportListener.ssl.keystore.name

Admin.ssl.truststore.name

kND=< B,“S\\?\mwdCtTD~”Tq!|`E"#

^(t/ EKM#D~;fZ = safkeyring://xxx/yyy

"zKmsD-rI\Gr*ZS\\?\mw73 shell E>PD IJO d?Z8(K

msDa)Lr#

TZ JCECCARACFKS \?b,k9C:

-Djava.protocol.handler.pkgs=com.ibm.crypto.hdwrCCA.provider

TZ JCERACFKS \?b,k9C:

-Djava.protocol.handler.pkgs=com.ibm.crypto.provider

^(t/ EKM#\?b;[Dr\k;}7#
1. g{tTD~PD;vr`vb)u?(kND=< B,“S\\?\mwdCtT

D~”)D5;}7Ma"zKms:

config.keystore.password(T&Z config.keystore.file)

admin.keystore.password (T&Z admin.keystore.name)

transportListener.keystore.password (T&Z transportListener.keystore.name)

2. g{t/~qw1,Z\ka>PdkKmsD\k,Ma"zKms#

3. gZdCP;P;v\k,53a}Na>z(0aGtTD~PyPD 3 v\?

bu?<G(;D)#g{tTPyPDu?<G`,D,G453+;a>z;

N#

^(t/ EKM#\?bq=^'#
1. 1*tTD~DdP;v\?bu?8(KmsD\?b`M1,"zKms#

2. g{tTD~PDyP\?bu?<8r,;vD~,G4S\\?\mw+9C

config.keystore.type 5w*yP\?bD\?b`M#
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3. 1tTD~PXbD\?b;P`Mu?1,S\\?\mwY(d`M* jceks#

^(t/~qw#l}w_L"4t/MKP#

"zKmsD;)-rP:

1. KeyManagerConfig.properties D~PDTB=vu?8rK`,DKZ:

TransportListener.ssl.port

TransportListener.tcp.port

?v+dl}w<XkdC=wTKZDl}O#

2. b)u?PD;vr=v;dC=d{~q(K~qk\?\mw~qwZ,;z

wOKP)}Z9CDKZO#Rvd{~q;PZ9CDKZ"9Cb)KZd

C\?\mw~qw#

3. ZKP Linux Yw53D53O,g{KZPD;vr=vMZ 1024,"Rt/\

?\mw~qwDC';GyC',G4a"zKms#^D

KeyManagerConfig.properties PD+dl}wu?T9C 1024 TODKZ#

native_stderr.log PD{":“[Fatal Error] :-1:-1: Premature end of
file.”

S\\?\mw0kKU\?iD~1,+zzK{"#K{"4T XML bvw,;

aA-S\\?\mwDt/,}G|;dC*9C\?i,"R

KeyManagerConfig.properties PD config.keygroup.xml.file tT8(DD~(S\

\?\mw~qwtTD~)Qp5#

ms:ZdC\?bPR;=p{*:MyKey D\?#

tTD~PD symmetricKeySet u?,PZ config.keystore.file P;fZD\?p{#

*@}KJb,+dCD~PD symmetricKeySet u?^D*v|,fZZ\?bD~

Dp{,"RK\?bD~I KeyManagerConfig.properties PD config.keystore.file

u?8(,r_+1YDTF\?mS=\?b#kND=< B,“S\\?\mwdC

tTD~”Tq!|`E"#

symmetricKeySet P;PTF\?,;'V LTO Exz#

bGN<{"#S\\?\mw~qwT+t/,+GZKS\\?\mw5}P;

'V LTO Exz#g{4dC LTO ExzkKS\\?\mw(E,G4b;cM

;9IJb#

S\\?\mw(fDms

C!Z(eS\\?\mw(f"5X=Exzlb}]PDms{"#b){"(

#;F*JO"4zkr FSC#TBmq|(ms`E"JODrLhvM@}Yw#

XZ5wwTtTDE",kND=< B:1!dCD~#
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m 6-1. S\\?\mw(fDms

ms`E hv Yw

EE02 S\A!{"'\:

DriverErrorNotifyParameterError:“U=^'D

ASC & ASCQ#ASC & ASCQ k\?4(/\

?*k/\?q!DdP;vYw;`%d#”

ExzksK;\'VDYw#k7#KPK

nBf>DS\\?\mw(kNDZ 3-1 3

D:BXnBf\?\mw ISO 3q;T7(

nBf>)#kliExzrzm~qwL~

Df>"y]h*+d|B*nBf#tC\

?\mw~qwODwTzY#"TXB4(

Jb"U/wTU>#g{JbT;fZ,k

ND>vfo0f“kHDA”;ZPD“*5

Dell”,Tq!XZ<uozDE"#

EE0F S\_-ms:Z?ms:“bbms#EKM P

"zZ?`Lms#”

k7#KPKnBf>DS\\?\mw (k

NDZ 3-13D:BXnBf\?\mw ISO

3q;T7(nBf>)#kliExzrz

m~qwL~Df>"y]h*+d|B*n

Bf#tC\?\mw~qwODwTzY#

"TXB4(Jb"U/wTU>#g{Jb

T;fZ,kND>vfo0f“kHDA”;

ZPD“*5 Dell”,Tq!XZ<uozDE

"#

ms:4TwC CSNDDSV returnCode 12

reasonCode 0 D2~ms#

g{9C2~S\,k7#t/K ICSF#

EE23 S\A!{"ms:Z?ms:“bbms

........”

SExzrzm~qwU=D{"IZ#fm

sx^(;o(Vv#k7#KPKnBf>

DS\\?\mw (kNDZ 3-13D:BXn

Bf\?\mw ISO 3q;T7(nBf

>)#tC\?\mw~qwODwT#"T

XB4(Jb"U/wTU>#g{JbT;

fZ,kND>vfo0f“kHDA”;ZP

D“*5 Dell”,Tq!XZ<uozDE"#

EE25 S\dCJb:"zKkExzmq`XDm

s#

g{a)K config.drivetable.file.url N},k7

O KeyManagerConfig.properties D~PDCN}

Gq}7#ZS\\?\mw~qwOKP

listdrives -drivename <drivename> |n,T

i$ExzDdCGq}7(}g,Exz5

PE"p{M$iGq}7)#k7#KPKn

Bf>DS\\?\mw (kNDZ 3-13D

:BXnBf\?\mw ISO 3q;T7(n

Bf>)#kliExzrzm~qwL~D

f>"y]h*+d|B*nBf#tCwT

zY""TXB4PCYw#g{JbT;f

Z,kND>vfo0f“kHDA”;ZPD“

*5 Dell”,Tq!XZ<uozDE"#
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m 6-1. S\\?\mw(fDms (x)

ms`E hv Yw

EE29 S\A!{"'\:^'D){ SExzrzm~qwU=D{"k{"OD

){;`%d#k7#KPKnBf>DS\

\?\mw (kNDZ 3-13D:BXnBf\

?\mw ISO 3q;T7(nBf>)#tC

\?\mw~qwODwT#"TXB4(J

b"U/wTU>#g{JbT;fZ,kN

D>vfo0f“kHDA”;ZPD“*5

Dell”,Tq!XZ<uozDE"#

EE2B S\A!{"ms:“DSK P;fZ){,r^

(i$ DSK PD){#”

k7#KPKnBf>DS\\?\mw (k

NDZ 3-13D:BXnBf\?\mw ISO

3q;T7(nBf>)#kliExzrz

m~qwL~Df>"y]h*+d|B*n

Bf#tC\?\mw~qwODwTzY#

"TXB4(Jb"U/wTU>#g{Jb

T;fZ,kND>vfo0f“kHDA”;

ZPD“*5 Dell”,Tq!XZ<uozDE

"#

EE2C S\A!{"'\:

QueryDSKParameterError:“T4Th8D

QueryDSKMessage xPo(Vv1vm#bb

D dsk F}rbbDP':X#”

ExzksS\\?\mw4P;\'VD&

\#k7#KPKnBf>DS\\?\mw

(kNDZ 3-1 3D:BXnBf\?\mw

ISO 3q;T7(nBf>)#kliExzr

zm~qwL~Df>"y]h*+d|B*

nBf#tC\?\mw~qwODwTz

Y#"TXB4(Jb"U/wTU>#g{

JbT;fZ,kND>vfo0f“kHDA

”;ZPD“*5 Dell”,Tq!XZ<uozD

E"#

EE2D S\A!{"'\:^'D{"`M S\\?\mwU=3rmRD{"rU=^

(&mD{"#k7#KPKnBf>DS\

\?\mw (kNDZ 3-13D:BXnBf\

?\mw ISO 3q;T7(nBf>)#tC

\?\mw~qwODwT#"TXB4(J

b"U/wTU>#g{JbT;fZ,kN

D>vfo0f“kHDA”;ZPD“*5

Dell”,Tq!XZ<uozDE"#

EE2E S\A!{"'\:Z?ms:bbms:^

'D){`M

SExzrzm~qwU=D{";fZP'

D){`M#k7#KPKnBf>DS\\

?\mw (kNDZ 3-13D:BXnBf\?

\mw ISO 3q;T7(nBf>)#tC\

?\mw~qwODwT#"TXB4(Jb

"U/wTU>#g{JbT;fZ,kND

>vfo0f“kHDA”;ZPD“*5 Dell”,

Tq!XZ<uozDE"#

EE30 {9Dks# TExzksK;\'VDYw#T?jEx

zdk}7M\'VD|n#
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m 6-1. S\\?\mw(fDms (x)

ms`E hv Yw

EE31 S\dCJb:"zKk\?b`XDms# klizT<9Cr*1!5dCD\?j

)#zIT(}9C listcerts |n,PvS\\

?\mwIT9CD$i#g{z*@T:Z

T<9C1!5,G4kZS\\?\mw~

qwOKP -drivename Exz{F |n,Ti

$ExzDdCGq<7(}g,Exz5P

EMX*p{/\?j)Gq}7)#g{Ov

Exz;PX*Dp{/\?j),G4kli

default.drive.alias1 M default.drive.alias2 D5#

g{CYw;P'{rp{/\?j)fZ,G

4kU/wTU>"kND>vfo0f“kH

DA”;ZPD“*5 Dell”,Tq!XZ<uo

zDE"#

EE32 k\?bPXDJb# \I\Gr*CExQp5,r*9CKx;

,\?Dm;vS\\?\mw,r_Gr*

CZS\CExD\?Q-;X|{rS\?

bP>}#k"v list -keysym |n"7#\

?bP|,ksDp{#

EEE1 S\_-ms:Z?ms: “bbms:

EK/EEDK j>kS3`e;#”

k7#KPKnBf>DS\\?\mw (k

NDZ 3-13D:BXnBf\?\mw ISO

3q;T7(nBf>)#kliExzrz

m~qwL~Df>"y]h*+d|B*n

Bf#tC\?\mw~qwODwT#"T

XB4(Jb"U/wTU>#g{JbT;

fZ,kND>vfo0f“kHDA”;ZP

D“*5 Dell”,Tq!XZ<uozDE"#

EF01 S\dCJb:“Exz4dC#” ExzmqP;fZT<kS\\?\mw(

EDExz#g{a)K config.drivetable.file.url

N},k7O KeyManagerConfig.properties D~

PDCN}Gq}7#KP listdrives |n,

TliExzGqfZZPmP#g{;f

Z,k9C}7DExzE"(} adddrive |

n,V/dCExz,r9C modconfig |

n,+“drive.acceptUnknownDrives”tThC*

true#tCwTzY""TXB4PCYw#g

{JbT;fZ, kND>vfo0f“kHD

A”;ZPD“*5 Dell”,Tq!XZ<uoz

DE"#

{"

S\\?\mwITzITB{""+|GT>Z\m1XF(O#
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48(dCD~

D>

Configuration file not specified: KeyManager Configuration file not speci-

fied when starting EKM.

5w

KMSAdmin |n*sdCD~w*|nPN}xP+]#

53l&

Lr#9KP#

Yw1l&

ka)dCD~"XB"T|n#

4\mSExz

D>

Failed to add drive. Drive already exists.

5w

r*ExzQdCKS\\?\mw"QfZZExzmqP,yT adddrive |n4
\4P#

Yw1l&

KP listdrives |n,TliExzGqQdCKS\\?\mw#g{ExzQf

Z,G4IT9C moddrive |n4|DExzdC#KP help,Tq!|`E"#

4\i5U>D~

D>

Failed to archive the log file.

5w

^(X|{U>D~#

Yw1l&

liD~(^MExzODUd#

4\>}dC

D>

"modconfig" command failed.
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5w

4\(} modconfig |n>}S\\?\mwdC#

Yw1l&

9C help li|no(,T7Oa)DN}Gq}7#klisFU>,q!|`E

"#

4\>}Exzu?

D>

"deldrive" command failed.

5w

deldrive |n4\SExzmq>}Exzu?#

Yw1l&

9C help li|no(,T7Oa)DN}Gq}7#9C listdrives |n7OEx
zQdCKS\\?\mw#klisFU>,q!|`E"#

4\<k

D>

"import" command failed.

5w

^(<kExzmqrdCD~#

53l&

S\\?\mw~qw^(t/#

Yw1l&

7O8(D URL GqfZ"5PA(^#9C help li|no(#7ON}Gq}

7,;sXT#

4\^DdC

D>

"modconfig" command failed.

5w

4\(} modconfig |n^DS\\?\mwdC#
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Yw1l&

9C help li|no(,T7Oa)DN}Gq}7#klisFU>,q!|`E

"#

D~{;\*U
D>

File name was not supplied for audit log file.

5w

sFD~{4(}S\\?\mwDdCtTa)#KN}*XhDdCN}#

53l&

Lr#9KP#

Yw1l&

lirS\\?\mwa)DdCtTD~PGq(eKtT

Audit.handler.file.name,""TXBt/#

D~s!^5;\G:}

D>

Maximum file size for audit log can not be a negative number.

5w

S\\?\mwdCD~PD Audit.handler.file.size tT5XkG}}#

53l&

S\\?\mw4t/#

Yw1l&

k* Audit.handler.file.size 8(;vP'}5""TXBt/S\\?\mw#

49NN}],=

D>

No data can be found to be synchronized with “sync”.

5w

sync |n^(6pNN*,=D}]#

Yw1l&

liGqfZya)DdCD~,T09C config.drivetable.file.url lidCD~PG

q}7dCKExzmq#9Cozlio(,;sXT sync |n#
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dv^'

D>

Invalid input parameters for the CLI.

5w

X(D|no(I\;}7#

Yw1l&

7OdkD|nGq}7#9C help li|no(#7Oa)DN}Gq}7"XT#

dCD~P SSL KZE^'
D>

Invalid SSL port number specified in the EKM configuration file.

5w

dCD~Pa)D SSL KZE;GP'D}5#

53l&

S\\?\mw4t/#

Yw1l&

t/S\\?\mw1*dCD~PD TransportListener.ssl.port tT8(P'D

KZE""TXBt/#

dCD~P TCP KZE^'
D>

Invalid TCP port number specified in the EKM configuration file.

5w

dCD~Pa)D TCP KZE;GP'D}5#

53l&

S\\?\mw4t/#

Yw1l&

t/S\\?\mw1*dCD~PD TransportListener.tcp.port tT8(P'D

KZE""TXBt/#1! TCP KZE* 3801#
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XkZdCD~P8( SSL KZE
D>

SSL port number is not configured in the properties file.

5w

SSL KZEGZdCtTD~Ph*dCDtT#|+CZ`v~qw73PS\\?

\mw~qw.dD(E#

53l&

S\\?\mw4t/#

Yw1l&

8( TransportListener.ssl.port tTDP'KZE,;s"TXBt/S\\?\

mw#

XkZdCD~P8( TCP KZE
D>

TCP port number is not configured in the properties file.

5w

TCP KZEGZdCtTD~Ph*dCDtT#|+CZExzMS\\?\mw.

dD(E#

53l&

S\\?\mw4t/#

Yw1l&

8( TransportListener.tcp.port tTDP'KZE,;s"TXBt/S\\?\

mw#1! TCP KZE* 3801#

~qw4\t/

D>

EKM server failed to start.

5w

S\\?\mw~qwIZdCJbx^(t/#

Yw1l&

lidCD~Pa)DN}#kliU>,q!|`E"#
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Sync '\
D>

“sync” command failed.

5w

,==vS\\?\mw~qw.d}]D Sync Yw'\#

Yw1l&

7#*6LS\\?\mw~qw8(D IP X7}7,"RITCJCFcz#7#

dCD~fZ,"|,}7DExzmqE"#9Cozli sync |no(#i4U

>TKb|`E"#

8(DsFU>D~vIA
D>

The audit log file can not be opened for writing.

5w

tT Audit.handler.file.name 8(DS\\?\mwdCPDsFU>D~;\r

*,^(xP4k#

53l&

S\\?\mw4t/#

Yw1l&

kliyxsFD~M?<DmI""TXBt/S\\?\mw#

^(0k Admin \?b
D>

Keystore for Admin cannot be loaded.

5w

^(0ka)xS\\?\mwD admin \?b#Admin \?bCZ`v~qw73

PS\\?\mw~qw.dD~qwK(E#

53l&

S\\?\mw4t/#

Yw1l&

lidCD~hC#7#S\\?\mwdCD~PDtT admin.keystore.file"

admin.keystore.provider M admin.keystore.type }7(kND=< B),\?b

D~fZ,"_PAmI(#7#(} admin.keystore.password tT* admin \?
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ba)D\krZ|nPOdkD\k}7#"TXBt/S\\?\mw#

^(0k\?b
D>

Keystore for EKM can not be loaded.

5w

^(0k8(xS\\?\mwD\?b#

53l&

S\\?\mw4t/#

Yw1l&

lidCD~hC#7#S\\?\mwdCD~PDtT config.keystore.file"

config.keystore.provider M config.keystore.type }7,\?bD~fZ,"_P

AmI(#7#(} config.keystore.password tT*S\\?\mw\?ba)D

\krZ|nPOdkD\k}7#"TXBt/#

^(0k+d\?b
D>

Transport keystore cannot be loaded.

5w

^(0ka)xS\\?\mwD+d\?b#+d\?bCZ`v~qw73PS

\\?\mw~qw.dDM'zK(E#

53l&

S\\?\mw4t/#

Yw1l&

lidCD~hC#7#S\\?\mwdCD~PDtT transport.keystore.file"

transport.keystore.provider M transport.keystore.type }7,\?bD~fZ,

"_PAmI(#7#(} transport.keystore.password tT* admin \?ba)

D\krZ|nPOdkD\k}7#"TXBt/S\\?\mw#

;\'VDYw

D>

User entered action for the CLI which is not supported for EKM.

5w

S\\?\mw;'Vr^(6p* sync |na)DYw#P'YwG“O"”r“X4

”#
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Yw1l&

9Cozli|no(,;sXT#
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Z 7 B sFG<

":>BPyhvDsFG<q=";JOLrgf#b)G<Dq=I\af"P

fD;,xPyDd#>BPTq=xPKG<,Tzc3)sFG<Do(V

vDhs#

sFEv

1S\\?\mw&mksZd"zwVsFB~1,sFS53+D>sFG<4

k=;i3rD~P#sFS534k=DD~d?<MD~{GIdCD#b)D

~DD~s!2GIdCD#fEG<;4k=D~P,D~Ds!2f.o=Id

Cs!,KsD~+;XU,R4U101dAGXB|{#SEr*m;vD~,

G<M4k=B4(DD~P#rx,sFG<D+?G<;VtIIdCs!DD

~,|GD{F4UD~s!,vIdCs!1D1dAG4EP#

*@9yPsFU>(|(Q4(D+?D3rD~)PDE"?v$C+sx,v

D~53DICUd,zI\*<G4(E>rLr4`XQdCDsF?</D~P/

]wPD;iD~#1D~;XU"4U1dAG|{1,&14FD~DZ]"+

d=S=Z{D$Z"VxDU>;C;se}D~#"bKP1;*}%r|DS

\\?\mw}4kG<DD~(KD~ZD~{P;P1dAG)#

sFdCN}

TBN}ZS\\?\mwDdCD~PC4XF*Gk=sFU>DB~"sFU

>D~D4k;CT0sFU>D~Dnss!#

Audit.event.types
o(

Audit.event.types={type[;type]}

C>

CZ8(&C"M=sFU>DsF`M#dCN}I\D5P:

+? +?B~`M

authentication O$B~

data_synchronization S\\?\mw~qw.dxPE",=Zdy"zDB~

runtime ?V&mYwMks;"M=S\\?\mw1y"zDB~

configuration_management TdCxP|D1y"zDB~

resource_management TS\\?\mwPDJ4(Exz)hCxP|D1y"zD

B~
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>}

KdC5D;v>6*:

Audit.event.types=all

m;>}*:

Audit.event.types=authentication;runtime;resource_management

Audit.event.outcome
o(

Audit.event.outcome={outcome[;outcome]}

C>

CZ8>B~D"zGIZYwI&rYw'\9G=_<&Csi#+IZYwI

&x"zD*GkU>DB~8(* success#+IZYw'\x"zD*GkU>D
B~8(* failure#

>}

KdC5D;v>6*:

Audit.event.outcome=failure

*tCI&M'\=vB}:

Audit.event.outcome=success;failure

Audit.eventQueue.max
o(

Audit.eventQueue.max=number_events

C>

CZhCf"wSPP\#fDB~TsDns}?#KN}GI!D+(izTd

xPhC#1!5Gc#

>}

Audit.eventQueue.max=8

Audit.handler.file.directory
o(

Audit.handler.file.directory=directoryName

C>

KN}CZ8>sFG<D~&C4=Dv?<B#k"b:g{?<;fZ,S\

\?\mw+"T4(?<#+G,g{4I&4(?<,S\\?\mw+;at

/#(iZKPS\\?\mw.0H4(?<#9k"b:KPS\\?\mw1

9CDC'j6XkT8(D?<5P4CJ(#
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>}

+?<hC= /var/ekm/ekm1/audit:

Audit.handler.file.directory=/var/ekm/ekm1/audit

Audit.handler.file.size
o(

Audit.handler.file.size=sizeInKiloBytes

C>

KN}CZ8>sFD~XUs4kBDsFD~1Ds!^F#k"b:nsDs

FD~I\a,vK58vVZ,r*D~GZQ,vKs!^FsEXUD#

>}

*+nsD~s!hC*s< 2 WVZ,kdk:

Audit.handler.file.size=2000

Audit.handler.file.name
o(

Audit.handler.file.name=fileName

C>

9CKN}48(y>D~{,Z8(DsF?<PKD~{Cw4(sFU>D~

1Dy>{F#k"b,KN}Xkv|,y>D~{,;\|,+^(76{#s

FU>D~D+{+=SPkD~4kD1d`T&D5#

*K5wb;c,RGY(Z;v>}P Audit.handler.file.name D5;hC*

ekm.log#G4D~D+{&CGqbyD:ekm.log.2315003554#=SDV{.IC

Z oz7(sFU>D~D4(3r - }V5=_,5wsFU>D~=GB|4(

D#

>}

+y>{FhC* ekm.log D}SG:

Audit.handler.file.name=ekm.log

Audit.handler.file.multithreads
o(

Audit.handler.file.multithreads={yes|true|no|false}

C>

tN}8(* true,G4%@D_L+CZQB~}]4k=sFU>,xJm104
PD(Yw)_LLx$w,;CH}4ksFU>jI#1!P*G9C`v_

L#
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>}

+y>{FhC* true D}SG:

Audit.handler.file.multithreads=true

Audit.handler.file.threadlifespan
o(

Audit.handler.file.threadlifespan=timeInSeconds

C>

KN}CZ8(*4ksFU>u?,Z{_L_PDn$1d#K5Z{mxLZ

d9C,9_L\;ZPO.0jI$w#g{s(_LZI threadlifespan N}8(D

1dZ9;PjId$w,G4Z{mxL1,_L+;PO#

>}

*+4ksFU>D_LDZ{1dhC* 10 k,8(:

Audit.handler.file.threadlifespan=10

sFG<q=

yPDsFG<<9CK&yhvD`FDdvq=#yPDsFG<<|,;)+

2E"|(1dAGMG<`MT0X(Z"zDsFB~DE"#K&T>KsF

G<D;cq=:

AuditRecordType:[
timestamp=timestamp
Attribute Name=Attribute Value
...
]

?vG<<agKD~PD`P,G<DZ;PTsFG<`MDZ;vV{*<,

sfSEDG0E(:)M*<Ds(E([)#k`,sFG<X*DsxPruE

=(2)vUqTozzDAU>G<#%;sFG<Dns;P|,KuE=(2)

vUqDaxR(E#?vsFG<DP}y]sFG<`MMsFG<a)Dd{

tTE"xPy;,#

sFG<D1dAGyZZS\\?\mwOKPD53D1S#g{b)G<y]

1dAG*kd{53O"zDB~`X*,G4&C9C3`1d,=47#73

PwV53D1S,=o=IS\D+7.=#

S\\?\mwPDsF*c

y]dC,S\\?\mwIT*&mksZd"zDm`B~4sFG<# b>Z

P,IsFD;iB~,,sFG<dC`p;phv#*+b)sFG<4k=s

FD~,XktCsFG<dC`p#(kNDm 7-1)#

m 7-1. S\\?\mw4ksFD~DsFG<`M

sFG<`M sF`M hv

O$ authentication CZG<O$B~
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m 7-1. S\\?\mw4ksFD~DsFG<`M (x)

sFG<`M sF`M hv

}],= data_synchronization CZG<}],=&m

KP1 runtime CZG<Z&mks1S\\?\mw~

qwP"zDwVX*&mB~

J4\m resource_management CZG<+J4dC=S\\?\mw1

xPD|D

dC\m configuration_management CZG<TS\\?\mw~qwDdC

yxPD|D

sFG<tT

TBPm5wK?VsFG<`MDICtT#

O$B~

b)G<Dq=G:

Authentication event:[
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_AUTHN
message=message
authentication type=type
users=users
]

k"b:message 5vZdE"IC1ET>#

}],=B~

b)G<Dq=G:

}],=B~:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_DATA_SYNC
message=message
action=action
resource=resource
user=user
]

k"b message M user 5vZdE"IC1ET>#

KP1B~

b)G<Dq=G:

KP1B~:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_RUNTIME
message=message
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resource=resource
action=action
user=user
]

k"b message M user 5vZdE"IC1ET>#

J4\mB~

b)G<Dq=G:

J4\mB~:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_MGMT_RESOURCE
message=message
action=action
user=user
resource=resource
]

k"b:message 5vZdE"IC1ET>#

dC\mB~

b)G<Dq=G:

dC\mB~:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_MGMT_CONFIG
message=message
action=action
command type=type
user=user
]

k"b:message 5vZdE"IC1ET>#

sFB~

m 7-2 hvK<B4(sFG<DB~#CmPYKKB~"z1;GkU>DsFG

<`M#

m 7-2. @UsFB~DsFG<`M

sFB~ sFG<`M

C'O$I& authentication

C'O$'\ authentication

}]I&"MAd{ EKM data_synchronization

+}]"MA EKM 1vm data_synchronization

,=|n&m data_synchronization

&m,=|n1vm data_synchronization

Qt/|nP&m runtime

QSUKv|n runtime

dkK4*|n runtime
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m 7-2. @UsFB~DsFG<`M (x)

sFB~ sFG<`M

SExzSU={" runtime

&m4TExzD{"1vm runtime

SExzSUD{"vm runtime

9CSExzSU=DE"|BExzmq1

vm

runtime

lwExzmqDE"1vm runtime

lw\?bDE"1vm runtime

&m\?bD$i1vm runtime

iR\?bD(C\?1vm runtime

Fc\k51vm runtime

QI&&m{";; runtime

Qt/{"&m runtime

Qt/|nP&m runtime

9C\k~q1"VJb runtime

"VBDExz runtime

+ExzdC=Exzmq1vm runtime

QI&*<&mExzD{" runtime

QSU"&m stopekm |n runtime

SExzmqP}%Exz resource_management

SExzmqP}%Exz1vm resource_management

I&<kExzmq resource_management

<kExzmq1vm resource_management

I&<vExzmq resource_management

I&<vExzmq resource_management

listcerts |nI& resource_management

I&+ExzmS=Exzmq resource_management

+ExzmS=Exzmq1vm resource_management

listdrives |nI& resource_management

&m listdrives |n1vm resource_management

I&^DExzmq resource_management

^DExzmq1vm resource_management

I&r*\?b resource_management

r*\?b1vm resource_management

dCtTQ|D configuration_management

|DdCtT1vm configuration_management

dCtTQ>} configuration_management

>}dC>}1vm configuration_management

I&<kdC configuration_management

<kdC1vm configuration_management

I&<vdC configuration_management
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m 7-2. @UsFB~DsFG<`M (x)

sFB~ sFG<`M

<vdC1vm configuration_management

listconfig |nI& configuration_management
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Z 8 B 9C*}]

XkTS\\?\mwxPdC,E\4(CZZ}];S\M4=Ex16qX*

E"D XML D~#CD~I(}m5PExPi/,TT>CZmDp{r\?j

)#`4X,CD~2IT(}p{xPi/,TT>k\?j)/p{X*DyP

m#

":g{z4dC*}]D~,S\\?\mw+^(t/#

4PS\&m1,S\\?\mw+U/TB}]:

v ExzrPE

v Exz+r{F

v 4(UZ

v \?p{ 1

v \?p{ 2

v DKi

v m5PE

U/D}]o=;(^F1,+;4= XML D~#IZS\\?\mwtTD~

(KeyManagerConfig.properties)PxPhCD1!^F5* 100 uG<#D~;4s,

;*S\\?\mw&ZKP4,,MIT;i/#*K@9D~dC}s,+Zo

=nsD~s!s,T/*f=m;vBD~P#*fD1!nsD~s!* 1 MB,

|2ITZS\\?\mwtTD~PxPhC#;#f10M;vT0DD~f

>#ZS\\?\mwdCtTD~PhCD5*:

Audit.metadata.file.name
#f*}]D XML D~D{F#|*Xhn#

Audit.metadata.file.size
S10f>D~*f=T0f>D~.0DnsD~s!,C'VZm>#|*I

!n#1!5* 1024(1MB)#

Audit.metadata.file.cachecount
4*}]D~.0;:fG<D}?#|*I!n#1!5* 100#

XML D~q=

CD~,PTBq=DG<#

<KeyUsageEvent>

<DriveSSN>FVTDRIVE0000</driveSSN> - ExzrPE

<VolSer>TESTER</volSer> - mrPE

<DriveWWN>57574E414D453030</driveWWN> - Exz+r(C{F

<keyAlias2>cert2</keyAlias2> - \?p{ 1

<keyAlias1>cert1</keyAlias1> - \?p{ 2

<dateTime>Tue Feb 20 09:18:07 CST 2007</dateTime> - 4(UZ

</KeyUsageEvent>
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"b:TZ LTO 4 M LTO 5 Exz,+;P <keyAlias1></keyAlias1> G<T0+

G< DKi#

i/*}] XML D~

9C EKMDataParser $_4i/*}]D~#C$_+9CD5Ts#M(DOM)=

(T XML D~xPo(Vv,"R^((}S\\?\mw|nPgfKP#|4U

TB==xPwC:

java com.ibm.keymanager.tools.EKMDataParser -filename full_path_to_metadata_file

{-volser volser | -keyalias alias}

metadata_path

C?<76k* KeyManagerConfig.properties D~ Audit.metadata.file.name P

D*}]D~8(D?<76`,#

-filename
f i lename GXhn,"RXkG XML *}]D~D{F#C{F(#k

KeyManagerConfig.properties D~ Audit.metadata.file.name tTP8(D{F

`%d#

-volser
XML D~PzQwDP=ExDm5PE#Xk8( -volser M -keyalias =_
DdP.;#

-keyalias
XML D~PzQwDp{D\?j)#Xk8( -volser M -keyalias =_Dd
P.;#

>}

Y( KeyManagerConfig.properties PD*}]D~{tT(Audit.metadata.file.name)

;hC* metadata,"RCD~;ZKPS\\?\mwD>X?<P,G4TB|n

+;}Kv(T>)km5PE 72448 `XD XML G<:

<jvm_path>/bin/java com.ibm.keymanager.tools.EKMDataParser -filename metadata -volser 72448

dvDq=gB:

m 8-1. *}]i/dvq=

keyalias1 keyalias2 volSer dateTime driveSSN dki

cert1 cert2 72448 Wed Mar 14 10:31:32 CDT 2007 FVTDRIVE0004

Sp5D*}]D~V4

g{S\\?\mwXU==;}7rKPS\\?\mwD53@#,S\\?\

mw*}]D~I\p5#T*}]D~D;1`-r^D2PI\B9D~p5#

EKMDataParser bv*}]D~.0,p5QTlu#EKMDataParser I\'\,"z

I`FgBDms:

[Fatal Error] EKMData.xml:290:16: The end-tag for element type "KeyUsageEvent" must
end with a '>' delimiter.
org.xml.sax.SAXParseException: The end-tag for element type "KeyUsageEvent" must
end with a '>' delimiter.
at org.apache.xerces.parsers.DOMParser.parse(Unknown Source)
at org.apache.xerces.jaxp.DocumentBuilderImpl.parse(Unknown Source)
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at javax.xml.parsers.DocumentBuilder.parse(Unknown Source)
at com.ibm.keymanager.tools.EKMDataParser.a(EKMDataParser.java:136)
at com.ibm.keymanager.tools.EKMDataParser.a(EKMDataParser.java:26)
at com.ibm.keymanager.tools.EKMDataParser.main(EKMDataParser.java:93)

g{Kms"z,G4GIZ3v*X1Y XML axjG#ITV4S\\?\mw

*}]D~,Tc EKMDataParser YNbvCD~#

1. 4(S\\?\mw*}]D~D8]1>#

2. `-CS\\?\mw*}]D~#

3. Z XML P,?v}]rB~N&CP;vu<jGM;v`&DaxjG#

v BfG;vu<jGD;)>}:

– <KeyUsageEvent>

– <driveSSN>

– <keyAlias1>

v BfG;vaxjGD;)>}:

– </KeyUsageEvent>

– </driveSSN>

– </keyAlias1>

4. (hD~"iR;%dDjG#4T EKMDataParser Dms{"PvDvjG1Y

axjG#byQwMaIC`#

5. R=;%dDjG1,+Y1>}B~rmSX*DjGTjIB~#

v }g,4T;vS\\?\mw*}]D~DTB*<T>K;PaxjGDZ

;v KeyUsageEvent:

<KeyUsageEvent>
<driveSSN>001310000109</driveSSN>
<volSer> </volSer>
<driveWWN>5005076312418B07</driveWWN>
<keyAlias1>key00000000000000000F</keyAlias1>
<dki>6B657900000000000000000F</dki>
<dateTime>Thu Aug 30 09:50:53 MDT 2007</dateTime>
<KeyUsageEvent>
<driveSSN>001310000100</driveSSN>
<volSer> </volSer>
<driveWWN>5005076312418ABB</driveWWN>
<keyAlias1>key000000000000000000</keyAlias1>
<dki>6B6579000000000000000000</dki>
<dateTime>Thu Sep 06 16:49:39 MDT 2007</dateTime>
</KeyUsageEvent>

ZP <dateTime>Thu Aug 30 09:50:53 MDT 2007</dateTime> M <KeyUsageEvent>

.dmS;v </KeyUsageEvent> +jIZ;v <KeyUsageEvent>#

^4D~p5+9 EKMDataParser ITI&bv}]#
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=< A. D~>}

t/X$LrE>y>

/f: ;\dEXhv#t\?b}]DX*T#g{;PT\?

bDCJ(,G4+;\;TQS\Exb\#k7##f\?b

M\kE"#

Linux =(
TBG9z\;TJmD==%ts(PD EKM Dy>E>#CE>t/ EKM,"

(}E>+k\?b\k keystore_password#(}bV=(,\?b\kM^hvVZ

EKM dCP#(kNDBfD5w)#TBZ]&|,ZE>D~P:

java com.ibm.keymanager.KMSAdminCmd KeyManagerConfig.properties <<EOF
startekm
keystore_password
status
EOF

":g{(}E>+\?b\kdk= EKM P(4 EKM dCD~;|,\?b\

k),G4Z8] EKM 1,^h+b)D~(dCD~"ExzmqM\?b8

]D~)S*z\D~,+GXk2+xRI4-Xf"|,\?b\kDE>

(}g,Z`v;CfE`v1>)#\?b\kGz\E",xRXkTK=(

xP&m#2+X8]E>D~1D!nk8]|,\?b\kDdCD~D!

n`,#+GIS EKM 8]D~X\"%@X8]"f"/+dE>,G4+av

S2+TDdS6p#ns,Xk?w,d;f"K\?b\k(f"ZE>r

EKM DdCD~P),9XkTdxP2+"I4-Df",by<U<ITV4

\?b\k#*'yP\?b\k1>+<B*'\?bPDyP\?,xR;

P>6IxPV4#.

dCD~>}

TBG EKM tTD~D>},|_P8r,;m~\?bDyP\?bu?:

Admin.ssl.keystore.name = /keymanager/testkeys
Admin.ssl.keystore.type = jceks
Admin.ssl.truststore.name = /keymanager/testkeys
Admin.ssl.truststore.type = jceks
Audit.event.outcome = success,failure
Audit.event.types = all
Audit.eventQueue.max = 0
Audit.handler.file.directory = /keymanager/audit
Audit.handler.file.name = kms_audit.log
Audit.handler.file.size = 10000
Audit.metadata.file.name = /keymanager/metafile.xml
config.drivetable.file.url = FILE:///keymanager/drivetable
config.keystore.file = /keymanager/testkeys
config.keystore.provider = IBMJCE
config.keystore.type = jceks
fips = Off
TransportListener.ssl.ciphersuites = JSSE_ALL
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TransportListener.ssl.clientauthentication = 0
TransportListener.ssl.keystore.name = /keymanager/testkeys
TransportListener.ssl.keystore.type = jceks
TransportListener.ssl.port = 443
TransportListener.ssl.protocols = SSL_TLS
TransportListener.ssl.truststore.name = /keymanager/testkeys
TransportListener.ssl.truststore.type = jceks
TransportListener.tcp.port = 3801

bG EKM tTD~D>},|_P8r;,\?bDyP\?bu?#VeDu?k

OfZ;v>}tTD~;,#

Admin.ssl.keystore.name = /keymanager/adminkeys.jceks
Admin.ssl.keystore.type = jceks
Admin.ssl.truststore.name = /keymanager/admintrustkeys
Admin.ssl.truststore.type = jceks
Audit.event.outcome = success,failure
Audit.event.types = all
Audit.eventQueue.max = 0
Audit.handler.file.directory = /keymanager/audit
Audit.handler.file.name = kms_audit.log
Audit.handler.file.size = 10000
Audit.metadata.file.name = /keymanager/metafile.xml
config.drivetable.file.url = FILE:///keymanager/drivetable
config.keystore.file = /keymanager/drive.keys
config.keystore.provider = IBMJCE
config.keystore.type = jceks
fips = Off
TransportListener.ssl.ciphersuites = JSSE_ALL
TransportListener.ssl.clientauthentication = 0
TransportListener.ssl.keystore.name = /keymanager/sslkeys
TransportListener.ssl.keystore.type = jceks
TransportListener.ssl.port = 443
TransportListener.ssl.protocols = SSL_TLS
TransportListener.ssl.truststore.name = /keymanager/ssltrustkeys
TransportListener.ssl.truststore.type = jceks
TransportListener.tcp.port = 3801
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=< B. S\\?\mwdCtTD~

S\\?\mwh*=vdCtTD~:;vCZS\\?\mw~qw,;vCZ

CLI M'z#?vD~<a;S* Java.util.Properties SXD~"xPo(Vv,bT

tTDq=Mf6P;(D^F:

v ?PG<;vdCtT#x(tTD5)9AP)#

v ,PUqDtT5(g\k)^hC}E(p4#

v \?b\k$H;CsZ 127 vV{#

v P)D=tUqI;bM*tT5D;?V#

IS http://support.dell.com BXD EKMServicesandSamples D~Pq!;)y>d

CtTD~#

S\\?\mw~qwdCtTD~

TBS\\?\mw~qwdCD~(KeyManagerConfig.properties)|,K;Wj{

DtT#D~PDtThC)%^X#D~PI\vV"M#*kmS;v"M,k

9C;PDZ;PPD :#;#

":T KeyManagerConfig.properties D~yvD^DI\ZXUD1rPy*'#rK

k7#Z`-dCtT0;PKPS\\?\mw~qw#*XUS\\?\m

w~qw,kS CLI M'z"v stopekm |n#1XBt/S\\?\mw~

qw1zD|D+;$n#

Admin.ssl.ciphersuites = value

8(CZS\\?\mw~qw.d(ED\kW~#\kW~hvKCZ}

]+dD\kc("UV-i+dc2+T(TLS)M2+WSVc(SSL)#

Xh I!#

5 IC5*NN IBMJSSE2 'VD\kW~#

1!5 JSSE_ALL

Admin.ssl.keystore.name = value

bGCZS\\?\mw~qwd sync |nH2+WSVcM'zYwD\
?TM$i}]b{F#Z;v sync YwP2+WSV~qw"MA2+WS

V~qwD$iG4TC\?bD#

Xh I!#vCZ sync |n#1!hC* config.keystore.file
tTD5#

Admin.ssl.keystore.password = password
CJ Admin.ssl.keystore.name D\k

Xh I!#g{4a)D0,G4aZS\\?\mwUt/1x

v;va>#8(KtT51,tTD5+;#}/,Ta_

2+T,"RtTD~DZ{F>m+;f;*{*

0Admin.ssl.keystore.password.obfuscated1DBZ#
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Admin.ssl.keystore.type = value

y9CD\?b`M#

Xh I!#

1!5 jceks

Admin.ssl.protocols = value

2+-i#

Xh I!#

5 SSL_TLS | SSL | TLS

1!5 SSL_TLS

Admin.ssl.timeout = value

h(WSVZSzWSV1d,vl#.0H}D1d#

Xh I!#

5 kh(VS}#0 b6E;P,1

1!5 1

Admin.ssl.truststore.name = value

bG}]bD~D{F,C}]bD~CZli~qwr2+WSVM'za

)D2+WSV~qw$iDEC#

Xh I!#vCZ sync |n#1!hC* config.keystore.file
tTD5#

Admin.ssl.truststore.type = value

y9CD\?b`M#

Xh I!#

1!5 jceks

Audit.event.outcome = value

vG<8(a{PzIDsFB~

Xh G#

5 I& | '\#I8(=_,"h*9C:ErVEt*#

1!5 I&

Audit.event.Queue.max = 0
Z+sFZfSPPDB~TseU=D~.0DnsB~Ts}#

Xh I!#(i#

5 0 - ? (0 m>"4eU#)

1!5 0

Audit.event.types = value

vG<8(a{PzIDsFB~

Xh G#

5 +? | O$ | (^ | }],= | KP1 | sF\m | (^U

9 | dC\m |J4\m | ^#I8(`v5,PdT:Er

VEVt#
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1!5 +?

Audit.handler.file.directory = ../audit
+fE Audit.handler.file.name D?<

Xh I!#(i#

Audit.handler.file.multithreads = value

8(sF&mLrGq&+%@D_LVIxxLsFG<#

Xh I!#

5 true | false

1!5 true

Audit.handler.file.name = kms_audit.log
+G<sFu?DD~{#

Xh G#

Audit.handler.file.size = 100
Audit.Handler.file.name Z*<2G.0+vs=Ds!

Xh I!#(i#

5 0 - ? (T'VZ*%;8(#)

1!5 100

Audit.handler.file.threadlifespan = value

^FsFG<&m_LDzfZ#v1 audit.handler.file.multithreads= true 1P

C#

Xh I!#

5 TAk*%;8(#

1!5 10000

Audit.metadata.file.cachecount = 100
8(Z4k*}]D~.0*ZZfPf"DG<}#

Xh q

1!5 100

Audit.metadata.file.name = value

8(*#f*}]G<D XML D~D{F#

Xh G#

Audit.metadata.file.size = 1024
8( XML *}]D~ZXUD~"t/BD~.0I\o=DnsD~s!

(T KB *%;8()#v#f10f>MH0f>DD~#

Xh q

1!5 1024

config.drivetable.file.url = FILE:../filedrive.table
|,XZExzDE"(}grPE"$iH)DD~#

Xh G#
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config.keygroup.xml.file = value

8(4\?if"wvp{D XML D~D{F#

Xh I!#

config.keystore.file = value

8(*9CD\?b#

Xh G#

config.keystore.password = password
CJ config.keystore.file D\k#Z8(\k1,CtTD5TZd{2+TG

HO#}D,tTD~PDZ{F>m+;|{*

0config.keystore.password.obfuscated1DBZf;#

Xh I!#g{4a),+ZS\\?\mwUt/1xv;va

>#

config.keystore.provider = IBMJCE

Xh I!#

config.keystore.type = jceks

Xh I!#(i#

1!5 jceks

debug = value

tC8(S\\?\mwi~DwT#

Xh I!#

5 +? | sF | ~qw | I}/ | config | admin | +d | _-

| \?b | XF( | ^#IIC`vI:Et*D5#

1!5 ^

debug.output = value

+wTdv7IA8(;C#

Xh I!#

5 simple_file | XF((;Fv)#

debug.output.file = debug
+4kwTdvD76MD~{#

Xh I!#1 debug.output = simple_file 1GXhD#D~D76

XkfZ#

drive.acceptUnknownDrives = value

T/+kS\\?\mwX*DBExzmS=Exzmq

Xh G#

5 true | false

1!5 false

2+T5w - kP' drive.default.alias1 hCaO9CChC9Exz\;,

S=S\\?\mw"IYw,x^h\m1i$mS#PX|`E",kN

DZ 3 BPD:T/|BExzmq;#
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fips = value

*nE"&mj<#PX|`E",kNDZ 2 BD0*nE"&mj< 140-2

"bBn1#

Xh I!#

5 r* | XU

1!5 XU

maximum.threads = 200
S\\?\mwI4(Dns_L}#

Xh I!#

Server.authMechanism = value

8(+CZ>X/6LM'zDO$zF#15hC* EKM 1,CLI M'zC'

Xk9C usr/passwd w* EKMAdmin/changeME 4G<=~qw#(I9C

chgpasswd |n|DC\k#)158(* LocalOS 1,+jIT>XYw53

"amDM'zO$#(|D KeyManagerConfig.properties D~.0,kqXX

US\\?\mw~qw#)CLI M'zC'Xk9C OS usr/passwd G<=~

qw#TZyZ Linux

1 . S h t t p : / / s u p p o r t . d e l l . c o m BX D e l l R e l e a s e

R175158(EKMServicesAndSamples)"+D~i!=y!D?<P#

2. + EKMServiceAndSamples.jar(|,Z Dell z7iJO"IS http://
support.dell.com q!)DZ]<k=Y1?<P#

3. + libjaasauth.so D~S=(OT&D LocalOS-setup ?<4F= java_home/

jre/bin#

v Z 32 ; Intel Linux 73P,+ LocalOS-setup/linux_ia32/libjaasauth.so

D~4F= java_home/jre/bin/ ?<P,dP java_home (#*

java_install_path/IBMJava2-i386-142(TZKP 1.4.2 JVM D 32 ; Intel

Linux ZK)#

v Z 64 ; AMD64 Linux 73P,+ LocalOS-setup/linux-x86_64/

libjaasauth.so D~4F= java_home/jre/bin/ ?<P,dP java_home (

#* java_install_path/IBMJava2-amd64-142(TZKP 1.4.2 JVM D 64

; AMD Linux ZK)#

TZ Windows =(,CD~;GXhD#

20jI.s,ITt/S\\?\mw~qw#S\\?\mwM'zVZ

IT9CyZYw53DC'/\kG<#k"b,;PJmG<Mr~qw

a;|nDC'j6EGKP~qwR,1_P,6C'/root (^DC'j

6#

IS D e l l z7iJT0S\\?\mw W e b >cOD h t t p : / /
support.dell.com,TKb|`20j8E"#

Xh I!#

5 EKM | LocalOS

1!5 EKM

Server.password = value

Z?tT#kp`-#
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symmetricKeySet = {GroupID | keyAliasList [, keyAliasList,]}
8(*CZ LTO 4 M LTO 5 ExzDTF\?p{M\?i#

Xh I!#vJCZ LTO 4 M LTO 5 P=Ex#

5

* GroupID 8(;v5,r* keyAliasList 8(;vr`v

5#

GroupID 8(*9ITF\?PmD\?i{F,"Z;P*

Exz8(p{1d11!{F# G r o u p I D Xkk

KeyGroups.xml D~PDVP\?ij6%d#g{;%d,G

4+5X KeyManageException#g{8(K`v GroupID,G

4+5X KeyManagerException#1z8(P'D GroupID

1,+zY\?i XML P9CDO;v\?,"Z?NST

F\?iPmD KeyGroups.xml wC getKey 1fz!q9C

B;v\?#keyAliasList D?vf6|, keyAlias r

keyAliasRange D5#

keyAlias 8(n` 12 vV{D Backus-Naur m%(BNF)w

*\?bPTF\?D{Frp{,r8(UC 21 vV{D

sequentialKeyID#

keyAliasRange 8(n` 18 vV{D sequentialKeyID M.y

xF}V,T,V{(-)t*#g{8( 18 vV{,G40

=vV{XkG 00#Xk8(Z;PO,xR;C|, cr-lf#

GroupID 8(p{iD{F#

>} s y m m e t r i c K e y S e t =

KMA0238ab34,KMB0000034acd2345678a,THZ001-FF b8>S\

\?\mw9Cp{ K M A 0 2 3 8 a b 3 4 M

KMB0000034acd2345678a,xR1\?CZ LTO 4 M LTO 5

1,p{D6'GS T H Z 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 1 =

THZ0000000000000000FF#b)\?XkfZZItTD~

PD config.keystore.file 8(D\?bP#

sync.action = value

8(T/,=Zd&T}]jIDYw#

Xh I!#

5 XB4k | O"

1!5 O"

":O"dCE"kXB4kdCE"`,#

sync.ipaddress = ip_addr:ssl

8(*xPT/,=D6LS\\?\mwD IP X7MKZ#

Xh I!#g{CtT48(rTms==8(,G4+{C,=

/}#

5 6L~qwD IP X7:SSL KZE

sync.timeinhours = value

8(T6LS\\?\mw4PT/,=.0h*H}D!1}#

B-6 Dell S\\?\mwC'8O



Xh I!#

5 T!1*%;8(#

1!5 24

sync.type = value

8(*4PT/,=D}]#

Xh I!#

5 config | drivetab | +?

1!5 drivetab

TransportListener.ssl.ciphersuites = JSSE_ALL
CZZS\\?\mw~qw.dxP(ED\kW~#\kW~hvKCZ

}]+dD\kc("UV-i+dc2+T(TLS)M2+WSVc

(SSL)#

Xh I!#

5 5 – IBMJSSE2 'VDyP\kW~#

TransportListener.ssl.clientauthentication = 0
ZS\\?\mw~qw.dxP(Eyh*D SSL O$#

Xh I!#

5 0 - ^M'zO$(1!)

1 - ~qwh*TM'z4PM'zO$

2 - ~qwXkTM'z4PM'zO$

TransportListener.ssl.keystore.name = value

S\\?\mw~qwCZ#f2+WSV~qwD$iM(C\?D}]b

{F#C$ia)x2+WSVM'zTxPO$MECli#S\\?\m

wM'z99CC\?bkS\\?\mw~qwT0,"d12+WSVM

'z#

Xh G#

TransportListener.ssl.keystore.password = password
CJ TransportListener.ssl.keystore.name D\k#8(KtT51,tTD5+

;#}/,Ta_2+T,"RtTD~DZ{F>m+;f;*{*

0TransportListener.ssl.keystore.password.obfuscated1DBZ#

Xh I!#

TransportListener.ssl.keystore.type = jceks

Xh I!#(i#

5 JCEKS

TransportListener.ssl.port = value

S\\?\mw~qw+ZOfl}4Td{S\\?\mw~qwrS\\

?\mw CLI M'zDksDKZ#

Xh G#

5 KZE,}g 443#bXkk CLI M'zdCtTD~PD

TransportListener.ssl.port tT%d#
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TransportListener.ssl.protocols = SSL_TLS
2+-i

Xh I!#

5 SSL_TLS(1!5)| SSL | TLS

TransportListener.ssl.timeout = 10
8(Z*z SocketTimeoutException .0WSVH= read() D1d#

Xh I!#

5 kh(VS}#

1!5 1

TransportListener.ssl.truststore.name = value

CZi$d{M'zM~qwD+C\?M){$iD}]bD{F#g{

TransportListener.ssl.clientauthentication tT4hC*1!5 0(^M'zO$),

G4d12+WSV~qwDS\\?\mw~qwXk9CKD~O$M'

z#S\\?\mwM'z99CCEN\?bkS\\?\mw~qwT

0,"d12+WSVM'z#

Xh G#

TransportListener.ssl.truststore.type = jceks

Xh I!#(i#

5 JCEKS

TransportListener.tcp.port = value

S\\?\mw~qw+ZOfl}4TExzDksDKZ#1! TCP KZ

E* 3801#

Xh G#

5 KZE,}g 10#

TransportListener.tcp.timeout = value

8(Z*z SocketTimeoutException .0WSVH= read() D1d#

Xh I!#

5 TVS*%;8(#0 m>^,1#

1!5 10

CLI M'zdCtTD~
CD~(ClientKeyManagerConfig.properties)|,K KeyManagerConfig.properties D~

PDtTDS/#CS/|,TBtT#

TransportListener.ssl.ciphersuites = JSSE_ALL
CZZS\\?\mw~qwk CLI M'z.d(ED\kW~#\kW~h

vKCZ}]+dD\kc("UV-i+dc2+T(TLS)M2+WSV

c(SSL)#

Xh I!#

5 C5Xkk*S\\?\mw~qwtTD~
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(K e y M a n a g e r C o n f i g . p r o p e r t i e s)PD

TransportListener.ssl.ciphersuites 8(D5`%d#

TransportListener.ssl.host = value

7(S\\?\mw CLI M'zDS\\?\mw~qw#

Xh I!#

5 IP X7rwz{

1!5 >Xwz

>} T r a n s p o r t L i s t e n e r . s s l . h o s t = 9 . 2 4 . 1 3 6 . 4 4 4

TransportListener.ssl.host = ekmsvr02

":;Z KeyManagerConfig.properties D~P9C#

TransportListener.ssl.keystore.name = value

S\\?\mwM'z99CC\?bkS\\?\mw~qwT0,"d1

2+WSVM'z#

Xh G#

TransportListener.ssl.keystore.type = jceks
\?bD`M#

Xh I!#(i#

1!5 jceks

TransportListener.ssl.port = value

bG CLI M'z+CZkS\\?\mw~qw(EDKZ#

Xh G#

5 C5Xkk*S\\?\mw~qwtTD~

(KeyManagerConfig.properties)PD TransportListener.ssl.port

8(D5`%d#

TransportListener.ssl.protocols = SSL_TLS
2+-i

Xh I!#

5 C5Xkk*S\\?\mw~qwtTD~

(K e y M a n a g e r C o n f i g . p r o p e r t i e s)PD

TransportListener.ssl.protocols 8(D5`%d#

TransportListener.ssl.truststore.name = value

CZi$d{M'zM~qwD+C\?M){$iD}]bD{F#

Xh G#

TransportListener.ssl.truststore.type = jceks
EN\?bD`M#

Xh I!#(i#

1!5 jceks

IS http://support.dell.com OD EKMServicesAndSamples D~PBXy>dCtT

D~#
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=< C. #{Jbbp
GqITiO9CyZ&CLrD\?\mM53\mDS\rb\mDS\?

;\#19C&CLr\mDS\1,S\ZbcOG8wD#,y,19Cb\

mDS\1,K}LZd{cOG8wD#S\\m=(.dG%bD#TZ b\

mDS\,^h|D&CLr#

XkZ?vI\zIExS\rb\ksD53O20MKPS\\?\mwp?

(}b\mDS\,zIExz4kksD53^hGKPS\\?\mwD5

3#Kb,S\\?\mwD5}^hZCJS\ExzD?v53OKP#

g{R|,K0drive.acceptUnknownDrives = True1N},GqTh*ZdCD~
P|,0config.drivetable.file.url = FILE:/filename1N}?
Xk<U8( config.drivetable.file.url#bGExzE"yZD;C#g{hC

drive.acceptUnknownDrives = True,G42I8( drive.default.alias1 M

drive.default.alias2 d?4|}$ip{/\?j)#

FILE:/filename G config.drivetable.file.url tTD}7o(p?FILE:///
filename vVZy>D~P,x FILE:../ vVZhvP#
>}G}7D#bG URL f6,x;GyhD?<a9f6#

1Z KeyManagerConfig.properties D~P* Windows OKPDS\\?\mw
8(j<761,RXk9C}1\9G41\?

r* KeyManagerConfig.properties G Java tTD~,yT;\6p76{PD}

1\,49Z Windows P2GgK#g{Z KeyManagerConfig.properties D~P

9C41\,G4+"zms#

S\\?\mwGq*4PNN$i7XPm(CRL)li?
;,S\\?\mw;4PNN CRL li#

1CZTExS\D$i}Z1avV24iv?S\\?\mw+A!H0S\D

Exp?

$iGq}Z;aTS\\?\mwzz240l#|+LxOIb)$i"A!

H0S\DEx#+G,}ZD$iXk#tZ\?bP,byE\A!r=SH

0S\DEx#

S\\?\mw+h*T$iX|{r|B$ip?

1!ivB,S\\?\mwdC*9C}Z$iOIBD\?ks#g{TbV

==dCS\\?\mw,G4^h|B$i#g{{CK&\,+XkLxTB

\?ks9Cbv(C\?/$iT,G4C'Xk|B$i#+v|B$i(P

'UZ)x;|B`X*D\?#

Tsf>DS\\?\mwTITA!9COgf>m~4(DS\Exp?

G#S\\?\mw+OI$i,x;<G"Pf#
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yw

Lj

>DP9CDLj:Dell"Dell UjM PowerVault yGtZ Dell Inc. DLj#Microsoft

M Windows G Microsoft Corporation D"aLj#Z>D5PI\99CKd{Lj

ML7{F48yw5PCjGk{FD5erdz7#Dell Inc. EzG>+>DLj

ML7{FD(P{f#
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Jcm

>Jcm(eK>vfoMd{`XvfoP9C

DXbuo"u4MWV8u4J#

2B3

p{(alias): kND\?j)(key label)#

2G3

+C\?(public key): GTF\?TPD3v\?,
(#CZS\#S\\?\mwZ+ AES }]\?f"=

P=Ex.09C+C\?4r|(#$)b)\?#

2J3

S\(encryption): S}]=\kD*;#h*\?4

T}]xPS\Mb\#S\I@9K1rm~Z;P\

?DivB"TCJ}]#

2M3

\?j): CZ+ EEDK kr*\#$TF}]\?yh

D(C\?(KEK)%dD(;j6#y]y9CD\?

b,2F*p{r$ij)#

\?~NS\(rekey): |DGTFS\\?(#$QS
\ExOf"D}]\?(DK))D}L,b9;,5

eICJ}]#

\?7(key ring): kND\?b(keystore)#

\?b(keystore): CZO$`&+C\?D(C\?
0d`X* X.509 }V$i4D}]b#Z3)73P2

F*$ibr\?7#

2Z3

$i6p(certificate label): kND\?j)(key

label)#

$ib(certificate store): kND\?b(keystore)#

$i(certificate): ++C\?s(=$iyP_m]D
}VD5,rK\tCT$iyP_DO$#

(C\?(private key): GTF\?TPD3v\?,
(#CZb\#S\\?\mwZb\.09C(C\?

r*\#$D AES }]\?#

A

AES: _6S\j<#@z~.ICw*S\j<DVi

\k#

D

DK: }]\?#CZS\}]DV8}VV{.#

E

EEDK: b?S\}]\?#Zf"=}]PxP.0Q

I\?S\\?S\(r|)D}]\?#kND KEK#

K

KEK: \?S\\?#CZS\}]\?DV8}V"G

TF\?#kND EEDK#

P

PKDS: +C\?}]/#2F* PKA \?}]/#

R

RSA: Rivest-Shamir-Adleman c(#CZS\MO$DG

TF"+C\?\kuD53#|G Ron Rivest"Adi

Shamir M Leonard Adleman Z 1977 j"wD#53D2

+T!vZzz=Vs?z7DQWLH#
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20(install)Linux(Intel) 3-1

[B]
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2~Mm~ 2-2

Linux 2-2

Windows 2-3

[C]
vfo

*z(online) x

`X x

Linux x

Windows x
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Jcm E-1
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ms(errors)
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~qw(server)

dC(configurations) 2-7
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[M]
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i~ 1-1

\?b\k(keystore passwords) 3-11

\?i

4( 3-13

\?(keys)

Z LTO OTF 3-9

|nPgf 5-7

t/ 5-5

[P]
dC

%~qw 2-7

=v~qw 2-7

dCS\\?\mw

S\\?\mwtThC B-1

dCtT

~qw B-1

M'z B-8

dC(configure)

\?\mw 4-3

[Q]
t/

|nPgf 5-5

t/MXU

~qw(server) 5-1

[R]
m~*"K1$_|(software developer

kit)

20(install)Linux(Intel) 3-1

20(install)Windows 3-2

m~hs 2-2
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