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Ut o3 HhHE ARSI QISA19] Faides ERIskA XshH TMITM(Man-
in-the-Middle)] &2 ==5S 4 IS5

LTO 4 2 LTO 5 Eo|Z= 2R

LTO 4 H= LTO 5 Hlo|ZellM A53id tlofEE EslHw BlolZellx HoHE
doslsh= H AREE WA 7] ARRS TORE ZZ0A AR = Qlojolt HloliZEs
e o JFUTE i 718 el o ZAA Akle] 38 715 AR 23
I} F3flok UTh keytool= ARE3F] Encryption Key Manager 7] A7gAollA o)
A 712 YEYE AS g 712 Bgeks o) o] 38 715 AFEFUTHE-14 HoA]
[o] [Keytool -exportseckeyS ARESI] HolE 7] WHUW7 ]| =), T2 22l of
A 715 A2l Encryption Key Manager 7] AAZ 7EH 2= 739 ol tl-83hk=

A 2 & Encryption Key Manager 374 A3  2-11



Nl 715 Ag3le] g SiAEUTHB-14 HolA2] [Keytool -importseckeyS AN
[g31e] dlolE] 7] 7E Qo)) #=). 2219 JIQ1E 719 BAARE tiA 712 9 A
S oEE A Al OiF 71§ Al BRKE 4 lsUTh AR1€] Encryption
Key Manager 7] #Pd4elx HlolHE fZ3lehe H AR8EE tid 718 AR8shd o

£ A= Holzo] FlofeE ¢l & iUt

3

FIPS(Federal Information Processing Standard) 140-2 112iA}

3= FIPS(Federal Information Processing Standard) 140-2= % AV 25 ¢
3 AZAIA FIPS 140< {I53l=s 1AsaA vil¢- %&3}]}1&—14\:} 2 solvt
+ WRF FEe ARUECAME o] 7S AEstar JsUth AR Z1eell Wt ERAL
of o8l s} 7ee AT o] AlEE 5 Helo] %30]'7” T2 oA
71 7RE Hskal ssUTh

0

Encryption Key Manageroll4l= AAIZ OS2 53} 7|58 ok=Ur}). el
A1 FIPS 140-2 1F°] BR3P} ol FHslA] gfoks Uk T2 Encryption
Key ManagerolA= IBM Java Cryptographic Extension FHXZWEZS] IBM JVMel|
A Agshe dssl 71 e E83kal FIPS 140-2 #4 1 Q1SS HA3%
IBMJCEFIPS 9% AlgAE gt} AR 5= Utk 74 65 A djdolx
fips 74 "I/IHTE onC = AHSPH Encryption Key ManagerollA 5 4% 7]
“soll thgk IBMICEFIPS AAE AR 5= lFUTH.

AREO] FIPS 1402 Q152 W9k=A] SRISHIA 54 sheslo] 2 Azeglo] 9% A)
A BAS BN
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M| 3 & Encryption Key Manager ¥ 7| AM&4 AX|

Encryption Key Manageri= IBM Java Virtual Machine A3%|9} 374 Al F=™ Linux-&
IBM Software Developer Kit % Windows& IBM Runtime Environment®] Z &
FHThR-2 Holxle] ratesgleo] 3 AxEde] aFARM| 32, the F AR 9
AAl| = AxRE mEAA L.

[Linux®] Encryption Key Manager A3%] ]|

3-3 #o]x]¢] [Windowsol] Encryption Key Manager A3 J|

Encryption Key Manager’} #41 Q1% B3kl 749 [[24 B]A Key Manager
[SO o|mx] TRe-ZC JpIA Al HjHo] ARR 7153k dhdsh= HPHS A9ttt Java
AXol| EFEA] kS 5 9lor = XA Encryption Key Manager HZ-S AX[SH=

Zo] E5Ut) AAISE AH+= http://support.dell.comS HRESIA] Q.

%83} Encryption Key Manager ©2~E A 24 X Dell Encryption Key Manager
2RO TAEshs AZEE HlofE] o] AFS Haskslr] $18l ECC W=elE
AR 718 BT, Encryption Key Managers 453}l 719] AAdS 274811 o]
£ 712 LTO 4 ¥ LTO 5 Hlo|Z tglo|Ho| ALsi= 7158 gtk A8(dE
3le) 7= #E] % Encryption Key Manager’} Al2=8l] wmg]ol] wix|guUc}. 71EEA]
o] 7185 HoElE EHYE 5T 4 AoHH &F jlo] 715 A Holx =gt
o|Ho] Hgsfok Ttk Al2Hl mlEele] HIE QRE 77t ST 7KERIA el Hle]
HE & 1 o] 715 ARk A%, ald 7IEeRel 22X vlofele B 4= gigU
th (&, AFol dEE =T < glsUth) o2k vlolH of7t HAER ¥EE st
= B35 AP} vldso] dsutk 8L Encryption Key Managers S4Edk= Al
2Hlo] ECC(Error Correction Code) MEEIE AFSSHA| &= 749, A28 Wixeel
T B I SAEAL o2k 40 = dlofy fAo] MAIE = Q= TS ot
FFUTE olet 22 Tloly F4d 7FsAde 2R T8 822 I7(¢ll: Encryption Key
Manager)& S2Esh= AlZElE ECC WRZIE AME 218 AT

| Z|Al H{M Key Manager ISO 0|0|X| C|REE=
| Dell ISO ©|m#] H4l BAE theZ sk d |http:/support.dell.com|© 2 01 53HIA]

e}

.

Linux0fl Encryption Key Manager AX]
CDE AI2510{ Linux0f| Encryption Key Manager &dX|
1. Dell Encryption Key Manager CDE AskAY CD FE TH|EZ| oA
Install_LinuxE YEsHiAIL.


http://support.dell.com

X Z2T5o] CDeA 3k= Efeo]HE 29 Aol A3t e (741, GUI
d 9 Y 55 AR 9d)S BARMSE A3 T AlZHloME 21kE IBM
JRE(Java Runtime Environment)”} $J+=A] BRI T) AR ¢toH 2gog

M,
AX7} 2k55"H GUI(Graphical User Interface)”} ARFgEUTEH
LinuxOfiA] =22 Software Developer Kit AIX|

CDollA HAJsHA] 942 7% tha TS sk,

1. http://support.dell.comol|x] & Aol 7|9k}t SH}E Java Runtime Environment
£ ReEtshiAlL.
e Java 6 SR 5(32H|E) o}
* Java 6 SR 5(64R|E) o}

2. 2 Y Egel Java linux rpm Y-S viXSHIAI L.

mordor:™ #/tape/Encryption/java/1.6.0# pwd
/tape/Encryption/java/1.6.0
mordor:™ #/tape/Encryption/java/1.6.0# 1s
ibm-java-i386-jre-6.0-5.0.1386.rpm

3. rpm IFIRE AR

mordor:™ #rpm -ivh -nodeps ibm-java-i386-jre-6.0-5.0.1386.rpm

12 Jopt/ibm/java-i386-60/ TIZEzlol| uldo] wixjHUC

mordor:™~ #/opt/ibm/java-i386-60/jre # 1s
.systemPrefs bin javaws 1ib

4. AA3F Javaol] tigk JAVA_HOME, CLASSPATH ¥ bin UHEZS Edsh=
Jetc/profile.ocal Y-S HAZEIA LB L3 749 AA%H. Tl Al 3e 37}
AL
JAVA HOME=/opt/ibm/java-i386-60/jre

CLASSPATH=/opt/ibm/java-i386-60/jre/1ib
PATH=$J/—\VA_HOME :opt/ibm/java-i386-60/jre/bin/:$PATH

5. /etc/profile.local 55 Z-83lHH 203 & oAl 2IRISEAY export
o9 e AgsALL.
mordor:™ # export JAVA HOME=/opt/ibm/java-i386-60/jre
mordor:™~ # export CLASSPATH=/opt/ibm/java-i386-60/jre/1ib
mordor:™ # export PATH=/opt/ibm/java-i386-60/jre/bin/:$PATH
6. THAl 2I%IE £ java -version WS AN L. thaat 22 A3t A

ek

mordor:™ # java -version

java version "1.6.0"

Java(TM) SE Runtime Environment (build pmz60sr5-20090529(SR5))

IBM J9 VM (build 2.4, J2RE 1.6.0 IBM J9 2.4 Linux x86-32 jvmxi3260-20090519 35743 (JIT enabled)

mordor:™ # which java
/opt/ibm/java-1i386-60/jre/bin/java
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WindowsO0l| Encryption Key Manager &X|
1. Dell Encryption Key Manager CDE AFUsHIAlL.

Adx) = T8l0] CDoJA 3t EgfolBE g Aol ARl BE W84, GUI
Y 9 7 55 AR 9D)ES BARMTE X S AlzHlolxE g1kE IBM
JRE(Java Runtime Environment)”} =4 ERIgHt}h AR ko 250
2 AXgYTH
X7} =%H GUI(Graphical User Interface)’} ARFEUTE

2. InstallShield "PHAP} FE]H tha(Next)S SEBHIAIL.

3. oz AlokS ¢lal dl(Yes)E SIS

4. oA+ $Jx] A= (Choose Destination Location) <] %E]E‘i =EE A
g5]al o]& 7|53 F4A1 2. Encryption Key Manager 3] A] ©] Java 7H=7}
Aot

Choose Destination Location . -

Select folder where setup will install files.

Setup will install 1Bb 32-bit Buntime Environment for Java «6 0 the following folder.

T o install to this folder, click Mest. Ta install to a different faolder; click Browse and zelect
another folder.

Diestination Falder

C:“Program Files\ B awablh, | Browse. .. |

< Back H M et ll Cancel I

a14m0257

28 3-1. o) 9R] XE)(Choose Destination Location) 3
3 Next)S FEMIAIL.

A 3 % Encryption Key Manager & 7] Ag4 2% 3-3



5. ©] Java Runtime EnvironmentZ 7] AlZ~8l JVM(1E 3-2) 0 & ARES Z1¢1
A B Fo] Egyth

question X

\?I’) Inskall this Java Runkime Environment as the Syskemn Wy

" Yes |f Mo I

a14m0232

7Y 3-2. 7JEgko = o] JyM vl A%

ol 2 (NoyZ ZahiiAlS.
6. 7Y BA} AlRK(Start Copying Files) o] IHUCHIH 3-3). ol UdEelE
Fl=sfolol Fhic

.

Start Copying Files
Feview settingz before copying files.

&

Setup haz enough information to stark copying the program files. 1F you want b review ar
change any zettingz, click Back. |f you are satisfied with the zettings, click MNest to begin
copying files.

Current Settings:

Features
JRE
SDE.
Source
JHI

Target Directary
C:MProgram Filess Bk W awas0t,

< Back " Mt » ][ Cancel

a14m0258

2933, 5 BAL A

t3(Next)S SE5HA L.
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7.
8.

e oA Ax] RsYS AU,
BeeA 5E{(Browser Registration) o] @HUT} Encryption Key Manager
oAl ARESH HEkeAE MElair L. che(Next)S S L.

9. InstallShield "PHAF $-5(InstallShield Wizard Complete) o] H2]H 2+2(Finish)

10.

g FYRPL

A & gt gol WY Zexes do} A Java WHS X3 5 ]
C:WWinEKM>C:#"Program Files"WIBMWJava60WjrebinWjava -version

java version "1.6.0"

Java(TM) SE Runtime Environment (build pwi3260sr5-20090529 04(SR5))

IBM J9 VM (build 2.4, J2RE 1.6.0 IBM J9 2.4 Windows Server 2003 x86-32 j9vmwi3223-20090
519 35743 (JIT enabled, AOT enabled)

T3 o] PATH W5 7J4ISHIA 2 (Encryption Key Manager 2.10= 2
Frol} = W%}ﬂ 05032007 ©JHR1 Z-¢oll= Aeiz9l).

e oA Java SDKE =38t 747 WHe WA A== %
eleo] tjalEg]oA Java JRE 23] 1(java.exe)S APsI==
A 4= QU PATH WS A4S Ls&L 15 }d-s
Tt o] 1A A=EE APgafioF itk

C:>WProgram FilesWIBMWJavab0WjreWbinjava ...

G202 PATHE A5 H(Encryption Key Manager 2.190= 3<) PATH

W]l Java HiolHE] HElER]e] A ARE FTRHIN L. B o] A F=
= Ut Hissghdoh

C:WProgram FilesWIBMWJava6OWjrekbin

Microsoft Windows 2003, 2008 % 2008 R2°l4 3720 & PATHE A5}
oA oS FsAlL.

a. AR ol S AdEiRE $ Alofdke AdEsiAlL.

e. ARl W 555 298 Usle] 4= MR olsd te HAlE St

N
I‘FIHU

X HEEDl= C:HPROGRA~I#IBM#Java60ijrebin T}

A 3 % Encryption Key Manager & 7] A4 4% 3-5



T8 AR 550 4E vEEe} 72T g =S AR Bl ArEES
AN L.
g IS FHMAL

GUIE AR2510{ v 1, 7| MEx

Encryption Key Managers

Al AE JASHE A4

ol
i~

OI=A =HM
A7) Aol WA 27k sht obgel 7 Aga D A

sloF Yt} Dell Encryption Key Manager AW

GUI(Graphical User Interface)E AR83FH Encryption Key Manager 774 55 4

B v, 7] A, A B 7IE AT 5 FUTh o] ZRAILE s e
gk CLI 78 o5 AR ad= 2dguot
L. GUIE o AR ¢ 785 GUIE SAAlL.

Windows2] 73-$-

c:itekmitguis B4

Linux ZEe] ¢

/var/ekm/guis B4

[ XA==%
AR

GUI $1Z])

S Apgse)

Sz

S5 FHMIAIL. th3{(Next)

3-6  Dell Encryption Key Manager AR} QhjjA]

o

.

A5} LaunchEKMGui.batE 254

3kd . ./LaunchEKMGui.shZE JE8IA S

gal7oll4 EKM T*4(EKM Configuration)S AEI5IA| Q.

[EKM 4 T4(EKM Server Configuratio)] #H|o]|(3-7 #Ho]x|¢] 18
A EECR FAE e G5 e dlolE

3-4))ol]
E YEsr L. HE Slal YR %ﬂ
A B tlolE E QEX| 9
AL

geo]

O =
= E’.E’/Jlo

r1r

Bl

3512 LPE 1o Qblo] WhalsiR] = #sA] vl
7] $fall e Q¥ekr] oAl HEeiuY: 7
529 keytool ML AMg3le] AEzoR H 7]

WHAsoF SRt [3-14 #|o1A9] [7] A& 95 W

o)Al

T 1

_4

l

O

A1
J&

ol

_1_




% EKM Server Console

BEX]

DéelL

ZA EKM
(=28 EKM Actions
“. @ EKM Configuration

EEM Server Configuration
Symmetric Keys
# Key Group Mame: | keyaroupl
# Key Prefix KEY
# Mumber of Keys: 10

# =Required Field

Server Files and Configuration Parameters
Auto Discovery of Tape Drives:
Current Working Directory: CAEKM\gui
# Audit File Mame and Path: audit/kems_audit.log
# Metadata File Mame and Path: metadataekrm_metadata. il
# Drive Table File Mame and Path: | drivetable/ekm_drivetable. dt
# Key Groups File MName and Path: | keyaroups/KeyGroups.ml

# = Fequired Field

Server Key Store
# Key Store File Mame and Path: | ERMEeys.jck
# Key Store Password; EEREEFERES
#+ Retype Key Store Pazzword: FEEREREEFS

# = Fequired Field

a14m0247

1Y 3-4. EKM AJH (EKM Server Configuration)

o]

Dell Encryption Key Manager 7] A44-8-02 AT 4= Q= 719] ol #|gk
o] gitka ke Q7%= 719 roll wel 7] Aol E= ARl ST
Encryption Key ManagerollX 107]2] 715 AAdsk= dlol 1527} 425 10000
el 715 AdskE vl 30 ool AegUnt 719 = S24E AW A
(AHe] iz ol AFkAT= Hell f2lsMiA L. Encryption Key Manager
8RS glolHejE} EgtolBe] 7] @S AT uf 7)ol WEA A

T 5 Y% U Fo A2 vmele) 7] Aga 2SS

.
T

Encryption Key Manager®] 7] A4

735 71 A vido] &3

< THAIE TEAA L.

FABLU,

7] 2373 5l Encryption Key Manager GUIE QIEJHESHH Encryption Key
Managers THA] 2xJefioF FUoh.

st dEsp) Wl okF FH5
ST oleld 48 BTs o

* Encryption Key Manager®] = A3%| Fol Encryption Key Manager”}

QIEJHES 7% Encryption Key Manager HHEZ7} $x]$F tEEE]
(: x:Hekm) OFEEHIALS. TIERE AAISk RIS ThA] ARSI

o

—.

#| 3 % Encryption Key Manager & 7] A&A A%

3-7



o A 7] 152 F7BR= Sl Encryption Key Manager’} QJEIHESH 75
Encryption Key Manager AHE FAsta 4l WY 7] Aa
(x:Hekmiguikbackupfiles ZT]ol] $IXZHE ARSI 7] A4 IS &
derl e, W] Tpde] 91 o|Folle el ARE &<

(all: 2007_11_19_16_38_31_EKMKeys.jck)°] Z3=lo] st mjdo

_

x:Wekmigui CIFEZo] BALEH el Az 4918 AlAs|oF gLt
Encryption Key Manager AHE THA] ARSIl o]Ze] QIEHES 7] 11

2 BRI

4. TEKM A <154 F4(EKM Server Certificate Configuration) ] ﬁﬂo]z]
B-3)olA 71 Aga wEng

Al A|ZHSubmit and Restart Server)2 Y

o]
=

=

Asl= 3] HlolEE YL, AE 2 A o}

SEAALS

£ EKM Server Console g@
4 EKM EKM Server Certificate Configuration
= ﬁ---TMEAK;:I?:nDSnfiguration # Keyp Store Alias: EKMCert
‘alidity Period Days 1095
First and Last MName: Empty
Organizational Unit Mame: | Emply
Organization Mame: DELL
City or Locality: Austin
State or Province: Teuss
Couritry: us
# = Required Field
®
<
N
=]
Meut = ’ Submit and Festart Server §,.
©

1Y 3-5. EKM AW QIS4 FA(EKM Server Certificate Configuration) H©]A]

5. Encryption Key Manager H|oJE] 3}d-S w¢]
(Backup Critical Files)] #(3-9 so]x|¢] 1% 3-6)o] IHuTh

3-8 Dell Encryption Key Manager AR} QhjjAl
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& MEX]

B ackup Critical Files

It iz critical that wour EXM data be backed up. Once this information iz lost, we will
nat be able ta restore pour EKM information.

Filzz to be Archived

K.ey Store File:
EKMEeysjck

Audi Fils:
audit/kms_audit.log

Meta D ata File:
metadata/ekm_metadata. xml
Dirive T able File:
drivetable/ekm_drivetable.dt
Key Groups File:
keyaroups/KepGroups. kml

File Spstem Path used to backup critical files.

TY3-6. F2 9 WY B

C:/ERMfqui/BackupFile: @ || -
[ Backup ][ Cancel E
AZE FRIsIa Wd(Backup)S ZEEMIAIL. Dell Encryption Key Manager
A HkesollA] AU

I8 3 WA Backup Critical Files)] o4 Encryption Key Manager A1H
773 == Wl(Backup)s WET ) HRI(OK)E & muith Encryption Key
Manager7} MY 3 MEE AFdUT. opfo|HE Y H59 3pde
c:/ekm/gui/BackupFlies TIEEE]o)] AU} 2+ 31 o]Fdll= @} ARl
FAREUTE 6 B0] 20079 119 26Y &F 24] 585 4630 WE w1 A
Eoj&= o]& 2ol "2007_11_26_14_58_46_FileName"2} 2-& @xie} A7t 421
o] kUt Wiy S FH2rolA] U

6. GUI B247]o)|4 A el ZUE|(Server Health Monitor)E 245}3l Encryption
Key Manager A7} 7Fs S21%] ERISHIAIQ.

7 7] Aol 718 et B SeTe] [GUIS A8l 71 15 89 4
7] 2AIe HEshiAL.

SHIZ SAE P FAE R U

@A Encryption Key Manager GUI®| 2-8%&= AgHARRY wlZol] A e RuUE

(Server Health Monitor)ol] Encryption Key Manager $E [P F4AE FAIE

ST

o IPv6 F4AE ARSI T2AEE A%= 749 Encryption Key Manager 5~8-3
ZTH0] IP T4 FANE F iUtk

A 3 % Encryption Key Manager & 7] Ag4 2% 3-9



* Encryption Key Manager -3~8-X2130] Linux A|Z~&le] AXJE 74-¢- Encryption
Key Manager S 8Z=T92 272 STXE FAhv AT 249 &4 TP XE
= FAEHA st

1. 32E AZHIS] A 1P F45 ANsk s HESA 743 dAlzsie] Ip ZE
Fag Foae.

e Windows A|ZEHl2] 9

o,
o

lo
12
o

ipconfige YA L.

e Linux® 7-¢ isconfigE YHsHIAL.

1. HHEsS AF%—E‘}OJ] Encryption Key Manager AHE A|ZBHIAI L.
* Windows?] 735 CD2] c:#ekmOE o]=3}le] startServer.bats SESHIAIL.

e Linux ZHYZ2] 749 /var/ekme = o]%3}] startServer.shE UE3H4IA
()

o AR ARE [5-1 Ho)x]9] [Key Manager A A& A= 13 2 A5
23N S
2. WEAYS AMESI] CLI SERIRIES ARBMIAIL.
* Windows®] 7% CDY c:#ekmOZ o)53l] startClient.bat-S ZFEISHIAIL.

e Linux ZHZ2o] 49 /var/ekme = o]%3l] startClient.shE YHESHIA

II

—a

o

o ZNE ARE [5-6 HAoAo] [Hes) lEHo] FeloRIE | A=zl L.
3. U WHHS AR831d Encryption Key Manager AH2] CLI SEl0]|dE ] 27
1_]3}’1‘3/\]-:—

login —ekmuser userID —ekmpassword password

o714, userID= EKMAdmin®|il passwordi= changeMEYJUT}. (o|7o] 7|& ¢+
SPYLE ode)] 71 dEE WAES 7 Al SeE ARESMIAIL)
2Rl AF38PH User successfully Togged ino] ZEAFEULH
4. T e eslel SSL EEE ApEsiiiAle.
status
FAERE 88 v} fARHoF T server is running. TCP port: 3801,
SSL port: 443.
SSL 74 ZEE 7|SaTa ejoluze] B ohas) A4S T ) o] EES
AR BRI
5. WEsollx 20N L. the WES AHsHiAL.

exit
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(

8 e oA

O:

=

| LTO 4 ¥ LTO 50iM ==lofl Chst 7] X EYH 4y
) st 715 78 Al Adsks R Dell Encryption Key Manager AH GUI
S ARSI ZIPUTHE-6 FolAe] TGUIE A3 14 11, 7] Ada 9 QISA
#3). T Keytool FEIEIE AHGSl= By 2ast 718 BT 5
t}. KeytoolS E3] AR T2 7] A4 AlololA] 715 7K YR of 483
o} AR W8-S [3-14 o)) [Keytool -importseckeyS ARESI] wlolg] 7] 7|
o7l D [3-14 #|o]A]9] [Keytool -exportseckeyS ARE3le] HlolE] 7] WixRU)7] ]|

E HAxshAL.

Keytool> 7], 154 B ¥ Agfshes FEelEUdUnt. o] EefElE ARgshd &
=3} tlofy 7] A4, 7Rer] 3 tErier 7] ARael] =3t Hlofy 7] At

e AYS FYF 5 Yk

7] AgAe] 7} dlolH e A3 EHs Bl AT EH2 123456tapest
2o EZAEYYE JCEKS 7] Ad2AollA] 123456Tape= 123456tapest 2om 7]
Aao] 2 o) AM|2T 4= QFUTE keytool -genseckey THHE-S ARSSIO]
ole] 715 Ashs 79 22 WA old tigshe HHe AU HES AL
85 LTO 4 5 LTO 5 ool ¢ese HlofEE ¢lal 2= A5 A8 24}
2 7] 2% ¥ 7] Al SnkE 71 AEE 4 JdsUth

7iE e g 8w e Aol duth AP8E 7] APdAvEncryption Key
Manager Q12810 718 AT - ol 2alob gk et ofe) 7l
Encryption Key Manager/7] A4 $7dollA 2 Al 73RS fA6kL Q12-H
22 APolollA 715 AEE uf B 2B Alojolld RS fAlskH o) A

3 A2 AhgsloR Fuick

B

7 = v, Ev B9 == 7] 159 5 ID, i 7PF AR
H 9 olF B 7] IFel Ao 3 olgs AE=S

KeyManagerConfig.properties©l|4] symmetricKeySet 55 ARE Hulo|Es|of Y
o AR WeS 3-16 HolAY 7] 18 24 2 A )S FxeAA L.
symmetricKeySet®l] olgo] A% 719t Fa88s ASHUTHI7 9}t Yarelso
EAel el 7= ¥ 2 A 715 AARD. o] 55 AgHo SRlEA] o2 7t A

A=A Key Manager’} ARER] 9ka1 74} glm=r} 2RA3gu

ATFUTE ZF Zdell gk N85 AFFUTE keytool -ekmhelpE AstH The-
of =2]& Key Managere} #AH & wHTE FAIE 5 FUTh

A 3 % Encryption Key Manager 2 7] Ag4 A% 3-11



Xl

= o E=E

rel

R

KeyManagerConfig.properties == ClientKeyManagerConfig.properties 3+4-2

Sl The-g ML,

1. Encryption Key Manager AHE FAISMIAIL.

2. 8= H2E H3IE ARESk] KeyManagerConfig.properties IFJ(AH 43S

7d8= 739) T ClientKeyManagerConfig.properties 3L (Fle|NE 7442

Aske A9 oINS M EESl Linux A2HE 7jUg B Hols
WindowsE ARESIA] A L. WindowsE ARESH= 74-%- gvim/vims ARES|]
S A L.

3. o] FAY] AR T5 AR S WAL

4. AAde AL

5. Encryption Key Manager AHE THA] AIRSHIAL L.

2

N

O

g r*°

e

Keytool2 AIRSHX| Qb= 42

Keytoolo|t} GUIE ARESHA] gar 7)9F ¥HS AT 7d-9-oll= Encryption Key

Manager®} 33+ 7}53%H TS 718 RS 4= $I5UTE Encryption Key Manager2}

58 7hss i 718 AdskEY o 34 F she ARSte] e AslioF &

ek

127} ofee] QI 7Fs 2Kl abcdefghijk)

o o 7P B4 37 0 24, 16705 1620} AR D F 2149 EAk):
ABCOOO000000000000001)

Keytool -genseckey= AI2510{ C[O[E] 7| LI HO{ MA

= AVdolA keytool BHS A0 = AMSR= 739 WA updatePath ~IHES 4
o] SnlE S AP
Windows2]| 7-¢-
c:ekmS EAIE1] updatePath.bats FEsHAIAL.

Linux ZZ2] 7%
/var/ekmS BRISI] | | /updatePath.shE YEEHHAIL.

Keytool f22JEl== LTO 4 % LTO 5 H|o|ZE AREsl] LTO 4 L LTO 5 H|9|
3z EEjo|HolA EElE sk 49 HE 9t 715 YU keytool
-genseckey WS ARSI SR} ool v 718 AASkaL ZAAE 7] AgLel A
3T keytool -genseckeyoll A= TR /TS ARSI

-genseckey  [-v] [-protected]
[-alias <alias> | aliasrange <aliasRange>] [-keypass <keypass>]

[-keyalg <keyalg>] [-keysize <keysize>]
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-keystore <keystore>] [-storepass <storepass>]
-storetype <storetype>] [-providerName <name>]

-providerClass <provider_class_name> [-providerArg <arg>] ...

— — —

-providerPath <pathlist>]

o] w7 H~= Encryption Key ManagerollX] Hlo|e 7| sl Hlo|Z 4ssl=
93] LTO 4 2 LTO 5 E=glolrol] AFgsls 7249 £3] Fa3.

-alias
o Hlolg] 7lo A 7Fs3E EAE ARESte] Ao 122K alias 3RS AAETY
CHel: abcfrg = keyl23tape).

-aliasrange
o2} 7he] "iele] 71§ Bdshs 73T aliasrange= A 3#FR] AFH= =4
o|aL Thaoll ek kdke vERllE ¥R 162K16%]) FAFE(RFECo = ol 0
o] zjeFo] oloFYtt. I AsoE 21z} EHo] FAAHUY. dE =
keyl-aS Ad3HH KEY0000000000000000015E KEYO0000000000000000A7FA]
Hele] Wo] AYAEULY aliasrange %S xyz01-FF= 2|45k
XYZ000000000000000001FE] XYZ0000000000000000FF7IX]7} AAH=H 255712
oy 717 AU

-keypass
tlolg 715 Besh=s Hl AREE s E ARG o] dee 7] AdA ¢
o} Zhojol Fhict. UTE AelA| ko UBE B ZExert FAEUL. =
FZEX Enters +EH 7] Aaolx ARsh= (et 7] = AU
keypassi= 64} olgelofok gt

(

|

F: 7] AA GEE AAEka U 1S ¢uto] dRIEA] ¢F= sl wWASIR] vl
A2 B-14 Holx9] [7] i s WA IS FxsHAIL.

-keyalg
dlofe] 718 AgeRe ] Agshe RuelEs AR of ghe AESE A4
oF et

-keysize
A HolEl 7] 718 AFUT. 7] 715 25602 APsfoF .

T iR 719} did <= e sl8sl= el thied oAl duyt.

abc000000000000000001
abc00a0120fab00000001

The2> Key Managerollx] 51814 g+ ol digh oA duTh

abcefghijl234567 ? wrong length
abcg0000000000000001 ? prefix is longer than 3 characters

7] Azl oln] ¥Ho] lo® KeytoolollA dlel7t MASkaL Keytoolo] TAIHU
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| BRISER] b= 3 WASER| upilA]
Slel7] 23l dse= QAlsk] oARHA UL 7] A%
eytool =S A83l] AEACR Y 7] AAA

7] A4 dEE WSl tee dEshiAL.

keytool -keypasswd -keypass old passwd -new new _passwd -alias alias
-keystore keystorename -storetype keystoretype

=3 o2 W T SUE ARSSI IdEE AR A9 BE AW 1A 9 55 4
HolA 7] AgA 452 WSS KeyManagerConfig.propertiesS B |oF g
.

o QLA o]HEE ulEoR = 25kl ths AIEF Al Encryption Key
ManagerollX] ¢4$8 S5 TEIES FASH duth
o AP RS HEoRl BE 9EE AMlelar dut HIRER A dEE YHdt

Utk o AR AL QI2EE] oAl FREoiRUTh
Keytool -importseckeyS AI2510{ HIO[E 7| 7[4<27|

keytool -importseckey WS ARSI 7R oA v 7] T v 7] AlE
£ 743Ut} keytool -importseckeyoll A= TR wi7fHE ARSI

-importseckey [-v]
[-keyalias <keyalias>] [-keypass <keypass>]
[-keystore <keystore>] [-storepass <storepass>]
[-storetype <storetype>] [-providerName <name>]
[-importfile <importfile>] [-providerClass <provider_class_name>]

[providerArg <arg>]

o] wj7H4== Encryption Key ManagerolA] HloJE] 7|& 7pH9A H|o|x &8ss
93l LTO 4 9 LTO 5 =2fe|Bo) Algshes ¢ 53] sagrh
-keyalias
importfile®] E= HoJE 718 ¢S =k 7] Aol = Qe 719 R
& AgshT
-importfile
Vg Hole] 718 =g T

o

AR
Keytool -exportseckey= Al=25}0{ Cl|0JE] 7| LHELYY|

keytool -exportseckey &S ARESIe] B 7] = HE 7] AES YRUYE
2 YEWYLE keytool -exportseckeyol A= The t7isS ARS8k
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-exportseckey [-v]
[-alias <alias> | aliasrange <aliasRange>] [-keyalias <keyalias>]
[-keystore <keystore>] [-storepass <storepass>]

[-storetype <storetype>] [-providerName <name>]

[-exportfile <exportfile>] [-providerClass <provider_class_name>]
[providerArg <arg>]

o] mj7/ls<== Encryption Key Managerol|A] Hl°o]E] 71 WHEU7] 3l Ho|Z &
3= 98l LTO 4 2 LTO 5 =gfo|Ho| Algsh= 745 53] sa3duch
-alias
T wlolE] 7ol 1 TFstE A ARSSt AUl 1222 alias 3k AU
tHd): abcfrg = keyl23tape).

-aliasrange
o 7] dlole 718 WRWe 7B aliasrange= A 34 F7He BEA
o]al Tl ek aldke Uehle gHe] 167K16%]) EAIEAFEOE ol 0
o] z|F) o] olofFYtt. TIHH AFo R 21} ¥Ho] FAAPUY. dE =
keyl-aE A]AJ3H KEY0000000000000000015E] KEYO0000000000000000A7FA]
)] o] WAFEYTE aliasrange F= xyz01-FFE A5
XYZ000000000000000001FE] XYZ0000000000000000FF7IX|7| A48Tt

-exportfile
glolE] 712 Ry v ol2 At wue Ao}
-keyalias
BE HolH 715 ¢k 7] APdAl e 3-8 719 HHS A8yt of
AEelE) 718 7HHeE 7] Aael ol stk 71/l 7 HkEA] lofjof
ek
JCEKS 7| MEAE AIRSI= LTO 4 U LTO 5 Y&3lof Cgt M=
S 3 O 7] AN

-aliasrange 84S ARg3le] KeyToolS =3t

7] dare]E(-keyalg)S AESE AAskL 7] F7](—keysize)= 256°0% Aok T
(= = e =

/bin/keytool —genseckey —v —aliasrange AESO1-FF —keyalg AES —keysize 256
—keypass password -storetype jceks —keystore path/filename.jceks

0|23t KeyTool &&2 385kH =97} AES0000000000000000015-E]
AES0000000000000000FF7}A]Q1 2557112] 4212 W3} o9} <A7kE AES 256H|E
o 7I7F AU e 7] de] 22l A’ A HelY S9HE 7] HEe
AAIES Fag Wi AR 0 R HkES % QiU oE S0, LTO 4 ¥ LTO
5004 71 9 oy 71E Adske A9 et Z2ssuUth
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/bin/keytool —genseckey —v —alias abcfrg —keyalg AES —keysize 256
—keypass password -storetype jceks —keystore path/filename.jceks

o|9} o] 33 =Y WY abcfrgZl FAROE o]Eo] AAH 7] Aakkol
7FEUTE o] 7] ARAolE oln] 328 Y 2557 HHS x3ela Uk o]
TZF keystore Aol olE-S AT jeeks TUoll= 25671 W 7= A3AdHY

o

oA ARERE HE W9 T IR Ev EE e W oA 7P AE 9 olgS
Ux|A 7] KeyManagerConfig.properties 3o o2 P& F7}sk]
symmetricKeySet 5% HARE UUo|EsHIAL. 2ulEX] %o ¥EHS x|AsHA
Encryption Key Manager7} AZEA] & % JSUTE 84 AAll Adufjske =
O olff2 HE Z7P} S8kEA] SAVKAESY 7% 7] Z7|= 25601010k 3 &3
Fo] dagfFo] SnlEA] & - JFUTE -keyalge AESOIOF 81 -keysize= 256
oojof gt} config.keystore.fileol] ZE 3} ©]F2 Keytool E= 4| —keystore
<filename>°l| A% o5} LAJefoF Fct.

symmetricKeySet = AESO1-FF,abcfrg

config.keystore.file = <filename>.jceks
symmetricKeySete] ©]5°] AE 7|7t Fa848S ASFUTHI7 |9 Larelso] 24t
Al thell 71 B89 B A 715 AARD. ©] 5 ARl eHlEA] 2 718 A

Z3HH Encryption Key ManagerZ} ARFER] o8a1 7ZAF dlF=7) 23U

7| O =M U 23|

H 1o x
Encryption Key ManagerollA4l= LTO 4 % LTO 5 ¢sslE g oA 71 7] 1
fom 2 /P5g AU ol LB Holel 73, ol Holelel o
ot A7 EE e 203 540 1) 718 28 4 s 7 288
2MgsPH adddrive oI -symrec 7I9IES ARESI] 54 B0l Eglo|He} o]
7] 35S d9AZ § dsUTh AR TR [5-10 FlolA9] [adddrive )5 33}
AL

7] 152 Wesleld KeyGroups.xml BHol|A] 7] 18-S AefsioF Fch B-6 o]
K9] TGUIE AM83k] 14 =1, 7] Aa 9 Q15A 2] s wsicha o
7 X EKM 74 #loAlof] A=} iUtk 74 9de o= AASH 7
¥ KeyGroups.xml 3 X|& a3 o] 74 55 AR 9o AU

config.keygroup.xml.file = FILE:KeyGroups.xm]

o] myHGE XS] o 7&K OS2 Encryption Key Manager 23) $1x]¢] 2}
¢ Tzl Q= KeyGroups.xml HYL AHSFRIT of Telo] gl 2% Fule)
KeyGroups.xml 3}do] ZHJEUT} T30l Encryption Key Manager AHE A|Z}s}
™ [Fatal Error] :-1:-1: Premature end of file. WA]X|7} native_stderr.log
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ol E/\lQHE‘r o7 1 KeyGroups.xml Y& 7 ek & WA OR/E,
7] 7152 AFESE=E Encryption Key Manager AHE ASHEA] ZJ4THH Encryption
Key Manager AHE AlRFSRE H) el HRE Sssyth

7] 1552 Dell Encryption Key Manager A8 GUI == ok} 222 CLI S7}o]
QlE Weig AMgall WeERUrkTEe B9 AOTE] TCLL 2] 3

GUIE ARZs10f 7| OF &l & 7| &H

GUIE #1831l 7] 152 Befske o] BaF BE AYS 59T 5 etk =

8 7} 71 ANY SE gk

F: e A £ = 385k B9k w7 A8 Al&(Submit Changes)S =29
Encryption Key Manager H|©|E] -I}O]—g Aol he dEles WY st At

AB-9 AoKe] 17 3-6)o] DUk W< HolHE AR A2 YHsHIAL.
AE(Submity& FsHIA L. 1 the ] AE Selsth Hl0K)S F2st
e,

7| 255 AslaL o] 7] awe 71= AeAY 7I1E 7] 2Rl 71E kT o
S :5]"1‘:]/‘]
GUIE oF AlFfshA] 942 3¢ GUIE AL
Windows2] 73-$-
ciekmiguiS BA51 LaunchEKMGui.batES Z=5HIA L
Linux Z9&2] 7%
/var/ekm/guis B3I | | /LaunchEKMGui.shE YUHSHAIL

2. GUI 9Z9] 9= g&A7]04 2] 2 (Administration Commands)S S5
AL

|

[

3. #2] W& (Administration Commands) G4 7| 155 2Hd(Create a Group
of Keys)S A (3-18 Ho]A|e] 17 3-7).
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BE)]X

# Administration Commands
# Backup Critical Filez

# Server Health Moritor
# Logout

<5 EKM Server Console
A ERM Drive: List Group List
EKM Acti
= J » EKidIDCnoSnflguratlon Drive Mame Graup Name Group M ame
keygroupl

Default Group Mame

Group Mame: keygroupl

Administration Commands

() Create a Group of Keys

() Change Default ‘Wiite Key Group
() Assign Group ta Drive

() Delete Drive

Create a Group of Keps

#* Group Mame:

#* Fey Prefix

# Mumber Of Keps: 20

# = FRequired Field

a14m0248

9 3-7. 7] 15 24

4. A} 7] IF ol&

712 7] TEe sl

1.

GUI 9120

[ X=X
AR

AL

2] ¥ (Administration Commands)

Default Write Key Group)=
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O =
o sl

7] Hﬂtﬂi /\]_Q_?ﬂ- X—l
AL, W74 APk A]&(Submit Changes)S &

ERA7]o A 2] 22 (Administration Commands)<

9
1
H

=SER

oA 7|% 27| 7] 1% ZHJ(Change
A2((3-19 Holxe] 17 3-8).




# Logout

= EKM Server Console g@
A EKM Dirive List Group List
=28 EKM At
s » EK;IDCnDSnfiguration Drive Nare Group Name Group Mame
kevgroupl

# Administration Commands
# Backup Critical Files
# Server Health Monitar

Drefault Group Mame

Group Mame: keygroupl

Administration Commands

() Create a Group of Keys

(#) Change Default \Write Key Group
() Assign Group to Drive

() Delete Drive

Change Default ‘rite ey Group
Current Default Key Group: | keygroupl

# Mew Default Key Group

# = Reguired Field g
Y 3-8 7JE 7] 7] 15 ¥

3. EXo] = 18 BEelN A 7R 7] IHS s,

4. o] W olgollA] A 7] IF F A} 7R 7] IS gRiska WA AR AlE
(Submit Changes)S SE3A| L.

EA 7] 255 EA Ho|= =glo)ne] xAslEH

1. GUI 9Z9 = A7)0 A B2] HoJ(Administration Commands)S 51
AlS.

2. #2] ¥ (Administration Commands) Gl =zlo|rve)| 15 A|A(Assign

Group to Drive)S AEaA12(3-20 Holx|e] 17 3-9).
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<> EKM Server Console g@
DéLL

CHEKM Drive List Group List
=429 EKM Actions

ety EEM Configuration
Keygoup]
# Backup Critical Files
# Server Health Maonitor
- Logout

Drrive Mame Group Mame I Group Mame

[refault Group Mame

Group Mame: keygroupl

Administration Commands

() Create a Group of Keys

() Change Default \Write Key Group
(®) Assign Group ta Drive

() Delete Drive

Azzign Group ta Drive

)

# Group Mame:

(2]

# Dirive Name:

# =FRequired Field

a14m0246

Submit Changes

79 3-9. Eglo]Ho] 15 A

3. EgjolH EFoA Elo]x tlo|BE sl L.

4. I EF0A 7] 5 APsHAL.

5. e W ofgolA Eetelr gl 7] IFS FRlekal W7 ARF AlE(Submit
Changes)S 54 L.

=ejoln Hlojial Hlol =rjo|ng Abeleld

1. GUI 9Z0 = A7)0 A B2] H=J(Administration Commands)S 51
AL,

2. 2] "¥¥(Administration Commands) FHo|A| =eleo]r. Akz]|(Delete Drive)E
Aelaiirl e B-21 FolAe] 1 3-10).
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< EKM Server Console g@

DeLL

Sy EKM
=28 EKM Actions

~# Server Health M
Lo Logout

-4 EKM Configuration
- Adminiztration Commands
-4 Backup Critical Files

[irivve List Group List
Dirive Mame Group Mame Group Mame
kevgroupl

ariitar

Default Group Marme

Group Mame: keypgroupl

Adminiztration Commands

() Create a Group of Keys

() Change Default “Write Key Group
() Assign Group to Drive

(#) Delete Drive

Delete Drive

# Dirive Mame:

# =FRequired Field

Submit Changes

a14m0245

78 3-10. Egfo]H kA

3. =Rjo]H F500A Eloji Erfo|HE AdlsHiAlL.
4. o] Wi ool =efolE ofFE BRlskal WA A}

S S.

} AZ(Submit Changes)<

[e3

CLI TS AIs10| 7| OF &2

Encryption Key ManagerollX= 7] MEE IFSE o e 7] & 7S AT
ek

Encryption Key Manager -3~83X2 1388 AX|sl] FAJS1a1(7] A4 9 717F A4
%) Encryption Key Manager A[HE AIARE & SEO|RES ARSI Aol 271
skl the SIS FsiAI L.

1. createkeygroup 872 AYSHAIL.
o] W& KeyGroups.xml 3ol Hzo] 7] IF LBAES 2Pttt o] 3
2 gk Yk Aot
T createkeygroup -password password

-password
Lsoll AL 918l KeyGroups.xml 3ollA] 7] A4 tes doslsle
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H ARREE passwordUT. 7] ARAE 7] O8] 712 ossEt T 2}
=zt g 7] O B dSE stk Web KeyGroups.xml 3
Yoz LNt FAe] 7= EABIA edsruict.

oJA: createkeygroup -password a75xynrd

2. addkeygroup HH-S AL

o] &L KeyGroups.xmlollA 173 I IDE ARESI] 7] 1Fe] I-EAE

2Hdent.

Tz addkeygroup -groupID groupname

-groupID
KeyGroups.xml 3tJol|A 15 A8sl= o] ARSS= 73 groupname)
[81=3

oAl]: addkeygroup -groupID keygroupl

3. addkeygroupalias &2 A5 Q.
o] HEe 54 7] IF ID olfloll= 7] AAel = 71 7] ol tigk Af
HES Aok

T addkeygroupalias -alias aliasname -grouplID groupname

-alias
719] Al aliasname YUt A 7] o]Folojof FUTHF, Key00<
key000000000000000000°2 =3]ok 3.

-grouplD
KeyGroups.xml 3tJol|A 158 28sl= o] ARSSl= 73 groupname)
Uk

oA addkeygroupalias -alias key000000000000000000 -groupID keygroupl

ZF: o] CLI Weie AH3he 79 & ol shuie] 719 7Kt 4 QiU o]
e 7] aFl FRIoE she =& 1 7104 Asislior duch

4. 7] 2FE A Ho|Z =gfo]lH = 7]E Hlo]xZ telo]Ho 044/\17“4‘?}

a. 7] T< 71 HIOIZ Eejo]Hol| ABAI7IHHE moddrive HE-S HEHIA]
L.
o] HE2 =rlo]H HlolEelM Hlo|Z =etolH FHE gt

—-=: moddrive -drivename drivename -symrec alias

-drivename
drivename& H|0]Z Egfo|Ho] U HTE AT
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-symrec
glo|xz tefo|HollA i 719 alias = 7] IiF ©ole= ARIU

oJJAl: moddrive -drivename 000123456789 -symrec keygroupl

b. EglolE ElojEo] A Hlolx EelolBE Fvsla oF 7] IF WA
H adddrive HH-S HsAl L.
o] WEs ARGSH EffolBE RE & 54 7] O 9 o IdsU
=3
T~ adddrive -drivename drivename -symrec alias

-drivename
drivename& 71 Erfo|Be] 124 d& HSE AL

T 12420} HES g9 ®S 1021 el 05 F 7 FRh
-symrec
Blo|iz =efoHollA i 719 alias T T IDE ARFUT
o|A: adddrive -drivename 000123456789 -symrec keygroupl
H|o|iZ Sejo]Hof| theh Hrgo] AoJux] ok - AR 7EgteE 7] IEE A8
S 7 55 AE Yo symmetrickeySet 55 HEE ARSI 7] 1’5«] a
& IDE AT oF B0 a3 AU

symmetricKeySet = keygroupl

GroupID= KeyGroups.xml I}e] 71 7] T35 IDS} IxJslof T} 1282] ko
™ Encryption Key Manager AW7} A]RF=|2] ¢<5UTE Encryption Key Manager
M= 71 1F te] 7] AES FHFCE $URE 1§ IDE AHSHE Encryption
Key ManagerolH vAjsko 2 ALGe 718 Z1Ssta AR 7] 25 vold Fa9I=
71 Agghot

st 7| OF0lM CIE 7| O82= 7| SAL
addaliastogroup WS AYsIA L
o] HEL 7E(A) 7] IAFAA A 71 Iner B EYe BARRTL

Tit: addaliastogroup -aliasID aliasname -sourceGrouplID groupname

-targetGrouplID groupname
-aliasID

7V 719 aliasname QU Tl
-sourceGroupID

WS AR TES ke B ABSRE IRT groupname UL,
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-targetGrouplD
Hgo] SlE I5FS A¥sk= dl AREE I8 groupname Ut

oJ|#l]: addaliastogroup -aliasID aliasname -sourceGroupID keygroupl -targetGroupID
keygroup2

F: )= T 7] a8 B AR 7RSSR
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M 4 & Encryption Key Manager 72

GUIE Al2510{ Encryption Key Manager 4

T 55 AR I AR 7V A8 e B-e SIoIXe] TGULE AHEsI 4
B, 7] Aga 9 I5A A JpIA @ Xl we} Dell Encryption Key
Manager GUIE ARESh= AU o] HxE mE Z-¢oll= ov] 74 Jde 23
Sk AdEfjolmg 71 FAJo] B R 5Ut TR ARE= 57} Encryption Key
Manager 778 #4192 s 83l A5 83U

KeyManagerConfig.properties 3t&42] IF 74 AHolr= T AHS At
AREZRE |2 QIgH FFE ¢al YofofF Tk

Eloj= =20l E[o|E XIS YHol=

Encryption Key Managerol|4= #to] true® A== 735 /‘H EﬂolJ- CE}O]_J ]’ Dell
Encryption Key Managerol] 2% H|o|xZ Tejo|H )|
A 9}2] HM<4(drive.acceptUnknownDrives)S AUt} T12H 2} Ho] tgjo]
B m== gfolHe{e]ol] thell adddrive e AMSSHA ok HU ©] Rl
CLI S2jo|JE HHS AR8sle olefdt 7t ZWQ] 10212] L9 W55 s &

ok= PULh Al Selolni Holx Ao A ISP Shs) Uk FEINE 7]
% WIS Sk o] Selo] bd A Aol BEDK A4 7] IDe] 7]
WIsle] 71 Hol=E 9 4 gkrithelel tieske 7] Anrt TR 7] Azl

AL 7.

T EY|BEE AFsoE R & EgfolH H|olEl| AskH GUI e
[01219] [refresh]| H&-S AF83le] Encryption Key Manager AJHS A|E 1xof
Tt

LTO 4 2 LTO 5 Egjo|He] A5 A= F7H Aol 71 i 7] &
(symmetricKeySet) 2 4E8pleSE AT = UL &, FXIE I28PH Encryption
Key ManagerollX| 7] 2452} v AXE 25 748 T Ut AR5 =]
B Ho]&ol 1 uf o] G35k 20 moddrive S ARSI H|oJiZ &
glo]HE H|o| trjolH HolEol| F7FsHA U

7= Encryption Key Managerol|4] Algsk= 2+ Ho|3xZ =2lolHo] 10x] ¥
52 QEsl= S g ol o) tiitE A|2E A A 7R AL 583k

B
L
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o, ol HefE ffel Bt A} EoleEte A ARIsHIAlL. AV AFso=
F7Fo] ISA i} v = ] WS, S JISA B ARSsie] HIo]
=l & F e, e Feor Tk Ajde AWE W At ¥k &
7Fa HRb AARE AUy web H|olZ EffolH HFRE ol Hjoleo e

T
il

£ Agjo] SGEE Bk FPLUA Wt o] o] FUHS NFEPI Blehok

ik

 drive.acceptUnknownDrives 55 HH= 7[EZXO0=2 falseZ AAF Y] J5UTh
w2} Encryption Key Manageroll A= A Eglo]BE telo]H Hlo]Eo| z5o
2 FTRIA U ARSI e BEE AEiEkal old met A8 WA
ZHARE W82 = BE HESHAILL

= 7§2| Key Manager AH{ Ato[ofiA| Cf|OJE| S7[&}
CelolH HlolE 2 74 55 AKX 3} F Encryption Key Manager A[H ARo]o]|
Al B715FE = FUTE CLI E2°I9E syne HHES ARSI 507 57|558H
U} KeyManagerConfig.properties 3}l Y] 7l|9] 55 AHRE HAsi] 2502 &
713k = dFH

N¢

37

d

718 Y B ) ARA B 7] % XML SdellMe 2EEA Y
TEORE EARsfof dhth

A5 5718} 71552 KeyManagerConfig.properties I}42] sync.ipaddress 55 &
Hol SHlE 1P F45 AR Aol AL = Uk YP-3 Holx2] A5
715t s L.

o

il

& WollxE CLI S2RIRIE syne HHS APshirle. -2 vt A5k
sync {-all | -config | -drivetab} -ipaddr ip_addr :sslport [-merge | -rewrite]

o] B 74 WY TF HH T SEfo|H HolE AW B EFE -ipaddr
7R APgE 28R AEellA tidEER]) Az st 55 Encryption
Key Manager AHE= 7FsEo] A8l Folojof shic).

44 de

-all
T4 52 AR 1 9 sglold HolE AR BEE -jpaddrolld] AR AHE
st

-config
T4 52 AW A9 -jpaddrolA] AAE AW HEgUc)
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-drivetab
Sejoln Hlolt AR -ipaddrolH X9E A2 A%

-ipaddr
ip_addr:sslport= 5212 Al 4 2 SSL X EE XU} ssiport= 2]
= A KeyManagerConfig.properties 22} [TransportListener.ssl.port]ol] #]
A8 Ft IxsloF T

G2 Aol Al Sjolt ol HloleE ) dlolelsh WIHEThEILh T
g SJe g B 2ol Ptk ZRgiuc,
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FAIZ AollA] @A dHlolElE A Ho[EE nlsguTh
s S7IEt
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52 o s Hx A Holy s718lE sk - Addalor gtk 7]
2 AN Bz AHE HolHE AFoE Fr|sistEd 7]E AW
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AR B RS A 55 AR 9o WS ghole FHuch

sync ipaddress

= Ajje] F4 9 SSL FES AMhich o S0l thew) gLtk

sync.ipaddress = backupekm.server.ibm.com:1443

ol 5% ANE A el AE AL A% S5E A8 5 ey
=

sync.action
TS Ae] 7I1F HlofetE WHshA U vAl Ut 2HKE 442 merge(” 4
2 rewriteUTE 74 5= ARE T8l &3 oA $UTh

sync.timeinhours
HlolelE Hsliof sl= Xt
Zeh= AelA ARE 3EA0

S8} S ZRge 249t

sync.type
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o h A SRS BESRIE 49 S80) ¥ 4 Uk

Windows ARgx}l| thgt ka1 Windowse] 739 o) s 233t tjdEs] 74
S ARE 4 gisUth mebA] HEE dET o
Program Files T4l progra~13} o] A= )

o8-8 JdslHA dir /x HHE AEHIA L.

o] ZHajol| A= Encryption Key Manager 740 2R3 A& WAIS E3hct ¥
5 Aclk= AW 74 55 AR o] oyt S0 UFUTE At SEe|AE 439

HEE 5% AH 555 Hyd ¥ BE skl

1.

keytool2- AL23lo] JCEKS 7] ARAE IesHAlL. 7] AdAa 2 Al A=
2 91 o5} I ASA] B 7)ol ARE o5 7ISSTHAIL. sl o] A
HE AU

7] A4t flem shts AN L. HIolZ EffolHox AR QIS4 B
715 o] Al 7] Agaol F7IAY 74N L. B-11 Ho)X|2] TLTO 4 2 LTO|
5ol oksslol tigh 7] 2 By AR NS FEsAIL. 5A 9 7)o X"
o= 7IETAAIL. Uzl o] ARE AR

7] 28-S FAdslar 7] B AN, B-16 HolX|e] [7] TF <4 9
HxBIA L.

Y3R= "AE HEY7|E ARS3le] KeyManagerConfig.propertiesS o]
S5 ARE AHSHIAIL. Aol ) trRRIo] wig- FHshs s WAl
A2, "M wjEo] Linux AZEHE HUL HZER= t] WindowsES ARE3EA|
AL, WindowsE ARESh= 749 gvim/vime ARSI 918 HESHIAIL.

[&)

i

[e]
i=1

2 &

Windows AR8}e]] gk 2a1: Java SDKOIAE WindowsollA] Aedsl= 735l
5= SAE AR
KeyManagerConfig.properties o4 3=
£ ARE w SAE ARSSHioF Ut HE &
of &g AR olgS AHSH= AT HE
Windows Atz WEHAE ARSI

a. Audit.Handler.File.Directory - 74} 215 A& AXE AT

b. Audit.metadata.file.name - WEHO[E] XML 3}do] kst A= 92 vl

olF= APgdTh
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c. Config.drivetable.file.url — Encryption Key Managerol] &% Selo]Ho]
e AR} e SRS ARFUS o] 3lde A = CLI SEeES
AlRFEE| Holle= ZBeskA| g5yt 3ol gl= 7% Encryption Key
Manager AH2] A|2Hl T8 T ZPAJEYTH

d. TransportListener.ssl.keystore.name - 1 TAolA 233 7] A4
d ol ¥ AEE APITh

e. TransportListener.ssl.truststore.name - 1 Ao 233 7] Ag40]
d olF ¥ AEE ARFU

f. Admin.ssl.keystore.name - 1 THAol|A] 243 7] AAkAo] 1l ol 2 7

APgct

g. Admin.ssl.truststore.name - 1 TAloA] 23 7] AkAe] uld ol ¥
ArE Ak

h. config.keystore.file - 1 THAOA 24T 7] Ad4e] 0l olF 9 A=
A8t

i. drive.acceptUnknownDrives - true T== falses XAFUCE 3kl trueo]
™ Encryption Key Managerol] 1283+ Af Em ctlo|HE =glo]B o]
Eoll 2AFso= F7K & USUTE 7R falsedUth

- O] AdlE oks e FkskAY Alekd = dsUTh o] &l

KeyManagerConfig.properties©l] ZA=X] 942 73-9- Encryption Key Manager

ol AHE AlFsh= & 7] A4 9SE 25 TEIES AR

a. Admin.ssl.keystore.password - 1 TAOIA 2Pdg 7] A4 dEE AA
ok

b. config.keystore.password - 1 TAOIA S 7] A4 S5 AT
=2

c. TransportLlstener ssl.keystore.password - 1 TANA 233 7] A4 oF

APgct

KeyManagerConfig.properties || =7|=]"H Encryption Key Manager= 5~

7} BekS 95l ol2gt ¢4sE IXE 4 gl vt

AgHog 24 29 AA gRIAEZYA CLI SERIKE JI5s 7338 745

Server.authMechanism 55 ARE Local0S #o= AHSMAIL. o]E AA

S| @AY EKMC R AAJSPA 71E& o2 CLI S2l0|E ARSA} Key Manager

Mol ALgA} ©)8/9E 2 EKMAdmin/changeMES ARE31o] 2213Ht) o)

Yo+ chgpasswd HHEOE WAS = JUsUTh

Lo
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E

Server.authMechanism 5= JHE [ocalOSE A3 749 Linux ZT3Zo|A
= F7} AAo] 3T XS HH= http://support.dell.com T+ A&7}
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SHA Al 3= Dell Encryption Key Manager 7|0l Q= readme 3HUS %k
L. [5-6 Fo1Ae] TCLI FEoldE AREAF SEIPIA Mg HRE A
Ut

7. KeyManagerConfig.propertiesoll X W73+ ARFS AAsHIA| L

8. Encryption Key Manager AHE AIZBIMIAIL. GUIE ARSSHA 2oL AHE Al
ekl
Windows2] 73-¢-

cd c:ekmiekmserverS TAISIY] startServer.batS ZFESMIA Q.

OH BN

Linux e/\u*’] 73‘""
/var/ekm/ekmserverS BMGI] | | /startServer.shES JEHsHIA L.

ZPAIEE W82 [5-1 #Ho]x]2] [Key Manager A8 A2} A2 113 @ A5 3
ZEHAN L.
9. CLI SEloRIEE ARlslHH
Windows2] 73-9-
cd c:ekmiekmclientS B3] startClient.batES ZFEFHAIA| L.

Linux Z33%°] ¢
/var/ekm/ekmclientES Bl |, . /startClient.shs YEHAIAIL.

AR W82 [5-6 FoRIe] T3 QEol2 FEeldElE =3 L.
10. 43G)SHAloA drive.acceptUnknownDrives = falseE A|4gt 739 # TEXEO
TS eele] selolng TAERIN.
adddrive -drivename drive_name -recl cert_name -rec2 cert_name
gs S 3t 25Ut
# adddrive -drivename 000001365054 -recl keylcl -rec2 keylc2

ol Theo] YUtk
# Tistdrives -drivename 000001365054
o< ey

Entry Key: SerialNumber = 000001365054

Entry Key: AliasTwo = keylc2

Entry Key: AliasOne = keylcl

Deleted : false
Updated : true
TimeStamp : Sun Jul 0 :34:44 MST 2007

317
11. # ZIEZEJ listdrives HHS Usle] =elo|Br7} AUZ F71==A] Eelst
AN,
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Ml 5 & Encryption Key Manager Zi2|

Key Manager AMH{| AJ&}, A2 D& U SXK|

Encryption Key Manager A= vll-g- A AlSkaL SA& o+ J5Uth

AHE A2 A Encryption Key Manageroll4 WRgle] = 7] A4, =2o)
H HolE ¥ 74 Aro| A yE-S /I AYUE Jirgt $ vEE oA 2E3
Uth CLI EIES ARSI olefdt HXUES W7e ol A2 1A7|& 23
Sh= Zlo] E5Ut) o]2fgk MgAIRS Encryption Key Manager AH Al2E] £5
Al AFso2 AREAN AHE A2 IA = HWES sl AlNE SE e A

Al W ARe FAT Ade R S dEUT

2L K

Dell Encryption Key Manager GUI®A| Encryption Key Manager AHE A&tk
AL
. GUIE oF AlFfslA] 92 7% GUIE AL
Windows®] 7-¢-
c:itekmiguis A5} LaunchEKMGui.bats 5L
Linux 252 7%
Ivar/ekm/guiE BAIS1] | . /LaunchEKMGui.shE JEsHirl L.
2. GUI &0 Q= e7]o|A A Al ®UE|(Server Health Monitor)S 22
SRS
3. A8 Ael(Server Status)] #HoJA(5-2 HolAe] 13 5-1)ollx] Aw] A|=k(Start

Server) == A A& 1% (Refresh Server)S ZFESHIAIL.




BEIX]

£ EKM Server Console
4 EKM EKM Server Status
(= EKM dctions & i
@ EKM Configuration (2} Server Status: UF
# Administration Commands =
# Backup Critical Files [
® Server Health Monitor (@) Server IP & Part: 9.76.11.164:3801
# Logout .
) EKM Software Yersion: build-level = -20071011
Start Server Stop Server ] ’Hefresh Server

TIY5-1. AW g

4. AW ZdE7E HAEERE A ZdEl(Refresh
ZBHAL.

5. 2712 Ho] FAPYHIH 5-2).

a14m0249

Server) ol ®HF3EUYTH zZ

£ EKM Server Console E]@
DeLL
4 EKM User Login
=28 EKM Agctions
Lo Login # Lser Mame:
EKMdmin @)
# Pazsword:
TEEEEEEL ()
# = FRequired Field
o
g
Ig5-2. 2391 %
AREAL o5l EKMAdminS AT 271 U5= changeMEIUTE ZIR1% &
chgpasswd WHS ARESt 55 WAL F AFUS [5-11 FH oA

[chgpasswd & =A<
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JFUL

A GUIS Z8se Thowt 2o 5 7ha) Ak ol A Al 2]

(Server Health Monitor)°l Encryption Key Manager EE [P A& 3

A o U

o @A S-EZETo] IPVEE AR Edh= AUk IPV6 T4F A
83l 3AEE FAJ8l= 79, Encryption Key Manager -3~8Z=Z 15]0]
IP F4% BN 5 gk

* Encryption Key Manager 8~8-322730] Linux A|2~Hlol] HXJH 749 §
gmEIe 7 SaE Fal BASKE A4 B4 P TES E
S s

S8 Ale) AA] TP 48 AT HESIZ T siol TP X

E F45 oA L. Windows Al2=Hlo] ¢ W A& Eal ipconfigs

AUHBMIAIL. Linuxe] 739 isconfigE YA L.

6. 21%l(Login)2 Z=EIAL.

>

A FA] BRE AW ] HojRolA & ¢ U
ATEIES AIR510] Key Manager AH{ A&t
Windows2] 73-¢-
cd c:WekmWekmserverS ERHEI] startServer.batS SE3AAIL.
Linux Z2HE&e] 75

/var/fekm/ekmserverS BAIEI] | | /startServer.shE UEHAIAIL.

MHE SHSA oR) [5-6 Holx|e] [Had el FelelEpIA Awe
Y & shE AME3le] stopekm BEES AH3YSHIA L. Key Manager Z2A|20f
sigterme ZE3hs ZE & shue] WHYUSh T8W AWz Al FEE
Aoz FuE 4 AUFYTE Key Manager ZZA|2~0) sigkill> HE3HA| TRIAIL.
sigkill & M|~ WAoo " ZGAF7|R] B3t oS 9] Linux A28 kill
-SIGTERM pid == kill -15 pidE YHsHiAlL.

02 Z=ETE0M Key Manager AME{ A|ZH 21 Z=X|

& %
SHAA

java com.ibm.keymanager.EKMLaunch KeymanagerConfig.properties

H

+ & AR83IY] Encryption Key Manager AHE ARSI ta2 <

18 oF,

to

JHH Wge-=ollA Encryption Key Manager AH7|F ARFEULE A2 A]R1E
™ ps -ef | grep java WH(Linux ZPF) = Windows 23] RS AME3)
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o] Encryption Key Manager Java ZZA|~E FAIZ 4= QJ5UTE Windows AJH]
2 213¥8FH LaunchEKMService® FAEUTH

MHE XS 9 ol [5-6 Hlo)x|e] T3 o]l Sele|AElpiA 2t v
H F 3htE ARESIe] stopekm S AYSMIAIL. Key Manager EZZA|2~0]
sigterm= AFSh= A% B shte] WhHAUTE e At A2E SRR B
Aoz Fa= 4 FUTE Key Manager ZZA|20) sigkill> 5312 vliA L.
sigkill & A2 A 07 Z8AF] EZUr) oS 9] Linux AZEo)A kill
-SIGTERM pid == kill -15 pidS UEHIAIL.

Windows Z3ZolA4 Dell Encryption Key Manager’} Windows AJH|222 A==
735 AofsellA FAZE 4 UFUT
Key Manager AME{ES Windows AMH|AZ AX|
Encryption Key Manager AHE TAE AHol|A AR|AZ AXSR= 749 TAE A
W7} AJF-E= uf] Encryption Key Manager AJH -8~83Z=2 73] AREUT]H
1. Dell A% ¢ Alo]E(http://support.dell.com) % AlJE|A Thez3t g|x
9] LaunchEKMService.exe 23] 34-S A THAEDZ FESHIAIL.
2. AMIZT}F Sl ASEA sk IR 3 wE AAslioF ok
a. AIEF HlFrollA] Alojgks SEsHiAL.

b. Al2le T W FYshALL.
=
=

e. AZE WG BEolM Alw WEr]E ZesiAlL.

f. W olEo=w JAVA_HOME—% AASk IBM JVM HEEZE YEsHIAIL. 7]
2] tdEZ]E= C:WPROGRAV1WIBMWJIavab0LUch.

g Bele ZYaL,

3. o] WA ALESo] A28 PATH WGE HRIEHIAL.

c. Ay He SHHIAL
d. 374 HeE SN

e. AlZHl Wi BES ~9E3le] Path HGE 2o TR #1%1S FYHIAILL
f.  Path ¥He] AR HEof IBM JUM ARE F7RHIAIL. 71E A4 tjdEe]
= C:WPROGRA™IWIBMWJava60wjrewbinqUch
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F: 72 220 O UuEes) TRY 5 U8 Fuo| Lol AUFES 4
YsHIAL L.

g e FHHNL.

4. Encryption Key Manager A 74 55 AR 3Je] H=27} 2R SRIsH

5.

AlQ. o] 1}Ye] o]2-& KeyManagerConfig.properties® AA%0] C:Wekmigui T]
dEgo] Utk T EE 3o ARE gRIste] It A=} HEE A
sflof Tk (A& S0 guiWEKMKeys.jck7} o2t c:WekmiguiWEKMKeys. jck
71 Eojok ghtt) 71 AX] AR AlY] AR WA RS e dlE RSN

L.
o5& 7|8 x| Bl 7] A olge AT wf 7HAk ke 55 AR B ¢
gt AZQUt). KeyManagerConfig.properties ItJolA o]& 2}t &S zlolE

config.keygroup.xml.file

2112 74=2: FILE:C:/ekm/gui/keygroups/KeyGroups.xml
Admin.ssl.keystore.name

2112 74=2: C:/ekm/gui/EKMKeys.jck
TransportListener.ssl.truststore.name

SHRE A= C:/ekm/gui/EKMKeys.jck
Audit.metadata.file.name

SHE ZZ: C:/ekm/gui/metadata/ekm_metadata.xml
Audit.handler.file.directory

SHLE AHZ: C:/ekm/gui/audit
config.keystore.file

SHIE 7= C:/ekm/gui/EKMKeys.jck
TransportListener.ssl.keystore.name

SHRE ZH=: C:/ekm/gui/EKMKeys.jck

config.drivetable.file.url
2112 74=2: FILE:C:/ekm/gui/drivetable/ekm_drivetable.dt

Admin.ssl.truststore.name

2112 74=Z: C:/ekm/gui/EKMKeys.jck
LaunchEKMServices.exe 71J-& e T=2TES &3] Aafs)jok gtk Windows
ol Azt > =28 > BE T8 > Y ZEZE FOR ofFsi guh
W T2 Eo|A, LaunchEKMService.exeS 5=3+ AUA] TEEZ R o533
NL. T $4& =31 LaunchEKMService.exe 39S 235144 Q.

LaunchEKMService {-help | -i config_file | -u}
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-help
DisplaysAb8H RS FARRTH

-i  Encryption Key ManagerE Windows AJH|22 AXghct. o] 49| 75
1 7g1-1 jele] Az AR o]2S ol=g Adsjol gtk 7)E Am
2 9l o]28 (:HekmiguiWKeyManagerConfig.propertiesJyct

-u U ol Key Manager Windows AH|ZE AH|2~2 Asidr o7} gl= 749
olF x| AATIT AR AAsE] el HEEA] EKMServer AHIZE T4
sfloF gt o] WS A8¥shH Could not remove EKMServer. Error 0
I 22 R Uﬂ/\];(]ﬂ FAE F JFsUTh o] WAL FAIES AHIAE A
A AAL = AUk
Encryption Key ManagerE Windows AJH|2~2 AX|slHH ths HHS A8s)
AN L.

LaunchEKMService.exe -i config file
7. $1o] WEEs ARgSte] Au|Z2Tt AX|EH ARI2: Alojde]l EKMServerZF A%
AH)2s AlojB-S- ARE31e] Encryption Key Managers A2 2 SRS 4= QU5

= AloJTE ARRSEF] Windows AR|AE 2L ARRSR= A9 =50 = Windows
Al Ao Fick

Wil olEjmjjojA F2lo[HE
Encryption Key Manager AH7} ARIEH 24 == 407 ZFElo|dE <QIEHo]

22 53 CLI H5e 235 4= Uk CLI W3S Assled WA CLI S2lo]
AEE A)RIS|oF FhTh

CLI Z=I0[RIE AFZA} 215

272/974 ZFEP|AENNA AREE 1F WIAUZSS 74 3lAe] Server.authMechanism
5 AR AFPUTE gro] EKMOE AR CLI SPRINE ARSARE AREA} ©]
E/9EE EKMAdmin/changeMEZ ARE31o] Aol ZRIs)|oF T o] Y&
chgpasswd HE o2 WA 4= Ut [5-11 #|o)#12] [chgpasswdl[E Zz3HA]
2. Server.authMechanism property2] 7|3 %2 EKMYUUTH

KeyManagerConfig.properties 3}l Server.authMechanism 5= X ko] Local0S
Z A=A SoRIE IS 24 &9 AA dA=EglelA F=8EYt. CLI 22
O|AE ARAR= OS AREA} o|F/UEE ARSI Aol ZagleloF k. Ajrol]
2RI5l] WS AET 4 Y2 38H AL8ALETo] AHE skl superuser/
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Z8AF): Encryption Key Manager 74 3 o]e} o] WA= 75l
Encryption Key Manager AHE FX[5kal GUIE Eolof Ut

rr

Windows?] %4 AA| 789t Q152e] -9 KeyManagerConfig.properties©llA]

Server.authMechanism=LocalOSE Tha3} o] AHsilAl L.

1. KeyManagerConfig.properties 3+(c:Wekmiwgui TlE|Ee])S ZHOAA Q.

2. Ysh= HI2E #H3P7|(WordPad’l #EHE ARESI] dide o4

3. Server.authMechanism #AES oA L. o] EAHo] §l= A5
Server.authMechanism=Local0S 2o uldol| EAES F7MIAIL.

4. LS AL

oA Encryption Key Manager AJH<] AREAF IDQ} 9457t OS ARSAF AP YA

ot Aol 218t HES AEE + Ui A EAES 2 AREAN]

Encryption Key Manager AHE A2  J5UTh

il

Linux FHFIAe] 22 & AAel 7I9I_E /15 Al 33 22 37} A
AL
1. http://support.dell.comol| Dell Z&]~
R175158(EKMServicesAndSamples)S The-Z =5 118 sl= tjAEe]d] 3
A L.
2. Th&ETofA] LocalOS THERIE ZHOAA Q.
3. ZE0) 3%t JVM-JaasSetup TIEER]ONA java_homeljre/bin® = libjaasauth.so
UL AN,
* 32H]E Intel Linux E)4 LocalOS-setup/linux_ia32/libjaasauth.so I}
java_homeljre/bin/ IRAEZZ BARBIIAL. A71A java_homes BF 1.6 IVM
S A3s}= 32H|E Intel Linux #ALBL A% java_install_path/
IBMJava-i386-60H T}
*  64H|E AMD64 Linux $39ll4 LocalOS-setup/linux-x86_64/libjaasauth.so
A java_homeljre/bin/ AEDZ BABPIA L. AA71A java_homes BRE
1.6 JVMS 233l= 64HIE Linux 22| 74 java_install_path/IBMJava-
x86_64-609J1ch.

Windows 52| 749 o] 32 JQsA] ksUt

Y

AX7} ASEA Encryption Key Manager AHE AR = J5UT oA Encryption
Key Manager S2}0|ES & A 7|8k ARSAYASE ARSSt] E2I0E = Q)
FUT Aol Z2TRIsl] HES AT o A=E 518 AREAL IDYle] AHE A

S¥3}aL superuser/FE HHS ZR5UTE

Dell A]3Z wfA|o] Z3k=|o] ) o™ http://support.dell.com?]= A|F=+= readme I}
Uollr= S X ARARES Al
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T QIE[HO[~ SEO[AHE AR}

—

= Encryption Key Manager A2} Encryption Key Manager CLI S2}0|9E &
= A 3Je] TransportListener.ssl.port 55 FH7} B5F 22 3hog AAE
o] Qlofof Furk. THA| om Mm FAE o iUt Aol sk
Flolxle] [CLI ZejoldE 9 EKM A 3t B4 BAK cliAlie 3=siiiAl

o)

—.

%

Encryption Key Manager CLI S2}°]ES} Encryption Key Manager AH+=
Hebol SSL& ARRIUTE FTIUE Q1] §l= 712 JSSE 7= ARk 4
Encryption Key Manager A{H2] TransportListener.ssl.keystoreol] Sl <QlF©]
TransportListener.ssl.truststoreol] EAfafjoF Juth. |23t WAl g FEo|AES A
HE AFE 4+ 93-S ¢A HYdh Encryption Key Manager CLI Sglo]AE}
Encryption Key Manager AHe} 53 A|2Elof|A AiEl= A U3 74 55
AR S AR 4 U o224 Encryption Key Manager CLI S2ROIUE
£ Encryption Key Manager A2} 5U3F 7] A4/ A 748 ARgS
UFUS o] SFEIIES} A7} FUgE AlzElol] gAY SRelEZE tE 7] A%
A5 ARSSH SFH= 74-%- Encryption Key Manager AJH 74 55 AR 9} X]
A%l TransportListener.ssl.keystoreol|4] JUSAE WEUAHAL. ol ASA=
Encryption Key Manager CLI 55 X 3}9] TransportListener.ssl.truststore©l|A]

Agate 48] Aae sEelol T,

o

i)

7 O CLI Felolled ARfelal CLI B3E 49 & Ugurh A9
wpel gglo] CLI 74 sjele] o]ge whea] Agslol Fuch. g tg-e

BE WEFMINL,

ok

I

2FHE AMS-

Windows2] 73-$-
cd c:WekmWekmclientE B3} startClient.batsS =514 2.

Linux Z3%e] 7$-

/var/fekm/ekmclientS B85} | | /startClient.shS UZHIAQ.
Interactively
e e oA tiskroE WS At thes YEsMAIL.
java com.ibm.keymanager.KMSAdminCmd CLIconfiglfile name -i
# TERIEVL UepdUth BWEs AlEsh] dof|l WA ts WEs ARSte] CLI
Zo|AER Key Manager Aol Z%18H0F ghch

#1ogin —ekmuser EKMAdmin —ekmpassword changeME

CLI Z2}o]AE7} Key Manager AHjol] £71¢181H CLI HHS A3 = Qs
Yo} 23S vpR|al CLI SPeI)ES TEsW quit =% logout =S
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A 2 SERIRIES] B4l S E5UTh 11 o)%ol BEe AL

Zo|AET} OE_%HE]- Encryption Key Manager AH-Z2}0|E 4719] A]7E

T 7REe ¢ Z2A AAslE KeyManagerConfig.properties 2]

TransportListener.ssl.timeout 55 AEE FASMIA L

g 33 ARS-

fﬂr‘”ﬂ dEAe] HHES Key Manager Aol AlEstH AT BES E3sks
L(ell: clifile)y< 3}”@’14‘3} HEes AdelH HA SERIRIETE 2IIRIs0F 5

Bz o] ude] A WA wHH logln rgrdololok Tt ol& S° clifilecl= o

= W&ol 34 + UFUTh

login -ekmuser EKMAdmin -ekmpassword changeME
listdrives

Otk o] WY SYe HAsIE CLI Feoldleg AR
java com.ibm.keymanager.admin.KMSAdminCmd CLIconfiglfile_name —filename clifile

& ] shpe] B
7} %ol CLI userid_ID % &8 A5to] @ ol shie] i 4ag 5
QT W F e oA TheS sHIALL.

java com.ibm.keymanager.KMSAdminCmd ClientConfig.properties_name -listdrives
-ekmuser EKMAdmin -ekmpassword changeME

o] U&= chgpasswd WH o= WAL = QUFUTE HHo] AH FeoldE
Alde] TEHUS

CLI e

Encryption Key ManagerollXli= Thy WS Z3lsle] ) QIEHo]2: STjoldE
o4 Encryption Key Manager At} 45 288 o A + = WHE AES
Azt

addaliastogroup

PN 7] TFAM ACH) 7 TFOR B4 EBE BABHIALL. sl 7] 1
Fol Q= wHe gE 7] a5 s 49 St

addaliastogroup -aliasID aliasname -sourceGrouplD groupname -targetGrouplID

groupname
-aliasID

F7¥e 719 aliasname QU Tl
-sourceGroupID

WS BARRE 15S APESE ] ARREE 253 groupname QU
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-targetGrouplD
Hgo] SlE I5FS A¥sk= dl AREE I8 groupname Ut

oJ|#l]: addaliastogroup -aliasID aliasname -sourceGroupID keygroupl -targetGroupID
keygroup2

adddrive

Al E2fo]lBE Key Manager EgfolH HjolEol] F7IRIUt: Hlo]Z Eglo|HE &2}
olH Elo|Bol| AFog FTIsh= WA -1 Flo)x9] [Ho]Z telo|H HlolE Ay
duPlENE FxsHiAL. ¥ ekl tidk ARE R4 HolX9 1433} 7] 4
[LTO 4 2 LTO 5 Hlo]Z Eglold B F=x3A L.

adddrive -drivename drivename | -recl alias] [-rec2 alias]|[-symrec alias]
-drivename

drivename> 71 Tefo]He] 12212] dH HEE AT

F: F 124 HEE 49 wE 102 el 08 F ) SR
-recl

EgfolB Q=AY glias(Be 7] dlolE)E AT
-rec2

EgfolH Q=AY F WA alias(B=E 7] dlo)E)E AT

-symrec
Blo]z =alo]BolX WX 719 alias = 7] & o5 AEFUTH

d|A: adddrive -drivename 000123456789 -recl aliasl -rec2 alias2
addkeygroup
7] 2% XMLAM TH3 2% IDE AHgsle] 7] 5 Q2Ess g

addkeygroup -grouplD groupname

-grouplD
7] 2% XML ol 258 AEsks vl AMEE TR groupname Atk

of|#l]: addkeygroup -groupID keygroupl
addkeygroupalias

54 71 I3 ID ofelell= 7] Al S 71 7] EHell igk A e ey

.

addkeygroupalias -alias aliasname -grouplD groupname
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-alias

719 A aliasnameJUT}.

-grouplD
7] i XML 3ol T8 2Pshs ol AREE ALf’E groupnameIUH.

of|#]: addkeygroupalias -alias aliasname -groupID keygroupl
chgpasswd
CLI Z2}o|E ARAHEKMAdmin) 712 455 W&

chgpasswd -new password

-new
ol ¢S E vHr= Al passworddUTh.

oAl]: chgpasswd -new ebw74jxr
createkeygroup

KeyGroups.xml T} Hzo] 7] 1F QLEAEES 23t
o

.

et
L
r o
>
O?rl:",
ol
S
>,

createkeygroup -password password

-password
Uzl AM8L7] 2lsll KeyGroups.xml HAollx 7] A4 S stsh=
AREERE password YU 7] AdAe 7] 179 718 desikl & xtiE Z;
M 7] IF Y dEE desiRiynt webd KeyGroups.xml 3Hdoll= it &
21e] 7= EAHA] U

of ]| createkeygroup -password password
deletedrive

Key Manager =2}o]E HlolgolA] Egjolug AGhT). ole} EUH W

deldrive 2 removedrive’} )<5UT)

cl:.%*,

deletedrive -drivename drivename

-drivename
drivenameS 2HA|& tglolBo] oy M3E AR}

dJA): deletedrive -drivename 000123456789
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delgroupalias
7] ol 7] EES AR,

delgroupalias -groupID groupname -alias aliasname

-grouplD
KeyGroups.xml QoA 158 2= H) ARREE 153 groupnamedHTh.

-alias
AAL 7] ¥ aliasname QYU

of#l]: delgroupalias -groupID keygroupl -alias aliasname
delkeygroup
A 7 TE= AU

delkeygroup -groupID groupname

-grouplD
KeyGroups.xml 3Jol|A 188 AHsk= b ARREE 183 groupnameQUth

oAl]: delkeygroup -groupID keygroupl
exit

CLI Z2}o]lEE %53}l Encryption Key Manager AHE FA|gUt) ol9} 28
HEoR quit’t JsUT

dA: exit
export

Clo]B H|o]E E+= Encryption Key Manager A 74 31J-E 2|4E URLE U]

Hu,
export {-drivetabl-config} -url uriname
-drivetab
TejolBE EHlolES Wy
-config
Encryption Key Manager A 743 3198 U=y
-url

urlnames LS & YRS AAFCH

oJAl: export -drivetab -url FILE:///keymanager/data/export.table

5-12  Dell Encryption Key Manager AHEAF QhfjA]



help

B QEo]~e] Mol B S FARUL ol¢h 2 wWHow VT FUth
help

import

A" URLoA EgfolH HjolE B 74 e 7R

import {-mergel-rewrite} {-drivetabl-config} -url uriname
-merge
A Elolele &4 Hloleleh WERI.
-rewrite
) dlolElE A} Hlolel2 vk},
-drivetab
caoln HlolBg 7hHgLiT.
-config
T4 S ThgUr
-url

urlname A FlolEYE: 7he 4218 AgHU

ofJ#l]: import -merge -drivetab -url FILE:///keymanager/data/export.table

list
config.keystore.file 55 AHHAA o]5S AATE 7] Aiol 3 ASAE YA
G

list [-cert |-keyl-keysym][-alias alias -verbose |-v]

-cert

A 7] Aol e JISAE UEdUTh
-key

AR 7] Aol gk BE 71E LRI
-keysym

AE 7] Al = tiR 71E uEdUH

-alias

aliase 54 ASAE UYEsi=s AU
-verbosel-v

QAIZAl thig ARG ARE FAIRT
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o)A
list -vE 7] AAkad] RE =S Lpdsh )
list -alias mycert -vi= config.keystore.file 7] A4l A4} = 75
mycert "8 A8 st BE IO LR

listcerts
config keystore.file 5 AXolA | Aol ZEE QISAE U
e

listcerts [-alias alias -verbose |-v]

-alias

-verbosel-v

QISAol thgh ZAIgE ARE FAIRTH
oJA: listcerts -alias aliasl -v
listconfig

W 2&oll = Encryption Key Manager A 74 55 ARE YIgUt} ol=
KeyManagerConfig.properties 312 &z U-8 2 modconfig HH-S 2831 ¢
dlolEd e Hedghch

listconfig
listdrives
CelolH HlolEe| e ElolBE yIdYTh

listdrives [-drivename drivename |

-drivename
drivenames JEE glo|Z tglojHo] dd HITE AAThc)
-verbosel-v

Hlolsz Sefolne] tiek AIGE HHE AT
oJA): listdrives -drivename 000123456789
login
Encryption Key Manager AJHollA CLI S=le|dER ZIR13H T}

login -ekmuser userID -ekmpassword password
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-ekmuser
ARSSE 15 F&ol Wt userIDO EKMadmin == localOS AREAF ID 4ES A
AFUTHS-6 H|olx2] [CLI FgoldE ARA ]| =),

-ekmpassword

AHEA) D] gHlE kBT,

of#l]: login -ekmuser EKMAdmin -ekmpassword changeME
logout

A ARAE 2Tl ojeh 2 WP O logoffrl AssUE o] HWHEES =
2folAE Alde] AR Z3-5olrt AR 7Fs T

oJ|A: logout
modconfig

Encryption Key Manager Al 74 5% 7} (KeyManagerConfig.properties)
o] 55 ARE AU o9} e HHo= modnfyCOnﬁg7 b sy

modconfig {-set | -unset} -property name -value value

-set
A=

s

B

ol
hu
o
i

AP ghow AT

-unset
AHE 5% ARE G

-property
name Vg 55 AR o5& AHFY
-value

value -set7} ZA8H 79 ol 55 BRol A g AdUTh
of|#]: modconfig -set -property sync.timeinhours -value 24
moddrive

tolold HlolEolA =2jolH ARE AR} o]} 18 W 02 modifydrive’}
glgrLick
moddrive -drivename drivename {-recl [alias] | -rec2 [alias]l -symrec [alias]}

-drivename
drivename-& H|o|Z Ef}o]Ho] U HTE ZASh]ch
-recl

EglolH QIEA 9] alias(F= 7] HlolE)E AT TH

A 5 % Encryption Key Manager 2] 5-15



-rec2
cjoB QEA9] F WA alias(FE= 7] dlolE)E XA}

-symrec
o)z Elo|HoA A 719 alias v 7] 1%

oJA]: moddrive -drivename 000123456789 -recl newaliasl
refresh

A4 7 oS ARSSle) T, 7 8 Ejoln Blold Zhe AT TARS
Encryption Key Managerol] Z|A|gTh

o|A|: refresh
refreshks

7] AAE A= 23JUTE o] WE2 Encryption Key Manager AHE A3leh= 5
ot 7] A7) A4 739 config.keystore.fileo] A|AE 7] AFAS ThA| ZEsh=
o] AR o] BEe s Hojmd g loEE Fagh Aot ARSRTH

ofJ#l]: refreshks

status

Key Manager A¥]9] A2} B 22] of2g wARRT:
ofAl]: status

stopekm

Encryption Key Manager B2 Zx|ght}.

o|A: stopekm

sync
T4 9 5E AR =glo|H HlolE AR E= TS Encryption Key Manager A]
HollA F P2 wTs e A9 Key Managerst S7]8kguct

=

Z: 5 E18 W BT 7] A4 E= KeyGroups.xml Mol A5 o3
Ut mepy 502 Bl st
sync {-all | -config | -drivetab} -ipaddr ip_addr :ssl:port [-merge | -rewrite]

-all
T4 52 AR 99 9 cgolr Holl AR ZEE .ipaddrolA A3
Encryption Key Manager AH=Z Z53Uth
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-config
T4 55 AE 39t -ipaddrol|A g Encryption Key Manager AHZ Z
alialey

-drivetab
CelolH o8 ARETE -ipaddroll4] AA$E Encryption Key Manager AHZ %
St

-ipaddr
ip_addr:ssl:port= 5= Encryption Key Manager AJH2] 4 % SSL X E
E AFFIS. sslporte 5415 A KeyManagerConfig.properties 3+2]
[TransportListener.ssl.portJol] ZA%E gk} Ix|soF dyct

-merge
A} Seloln. Hlol HOEIS A Holelsh WashITh. T4 Tl gy ThAl £
77 7Fsgdnt. 7 1Eaduc)

-rewrite
A HolEE A TlolEE Blsyth

oJAl: sync -drivetab -ipaddr remoteekm.ibm.com:443 -merge
version
Encryption Key Manager 42| W& AT

odJA: version
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H 6 & 2y w4

CI22| 52 mlolM Encryption Key Manager AlH{ 2X& =0l

Encryption Key Manager7} AR 2 75 T Al 7l L& gRlste] A

o)

2212 AL,

* native_stdout.log 2 native_stderr.log

Encryption Key Manager AH= W2k E Z2A|22 AYE]7] wjio] vk
Al AR HAIXe} oF WAAE FAIE F&o] gl ol WA=
native_stdout.log 2 native_stderr.log 3}del 7|SHUTh

Encryption Key Manager A 55 HE 3}l debug.output.file 55 K
7} ZakEo] Q= A natlve_stdout.log 9 native_stderr.log 31Y-S T &2
79} FI% tE = 2A3EUT

Encryption Key Manager A1¥ 55 AE 3}l debug.output.file 55 X
7} 23R 282 739 native_stdout.log H native_stderr.log Y2 2] T
g Eg]of 2HdgHU

native_stdout.log ¥ native_stderr.log 3} Encryption Key Manager A1H

7b A2 ek A7 2 oh) AU

s =

A 27100= Encryption Key Manager’} 212 W] 7|59 #gl7=r} E3=]
o] JFUH
o] y}de]l #X]= Encryption Key Manager AH 4 55 AR 3Ll
KeyManagerConfig.properties®] 5+ 714 55 AKXl oJs) AAEYch
- Audit.handler.file.directory — 7t} 2717} IxJ3loF k= THEZE AT
[81=3
- Audithandler.file.name — 7ZPA}F 2719] 31U o] AHFULE
Al thEE AAIEE A= [7-1 H|olRe] A 7 & 7} AR FxsiiA

=
o
.

)

127X Zofsi= 7| A0 ¢S =2 28|}

Encryption Key Manager”} Windows AH]2~2 AdX]=]31 KeyManagerConfig.properties
o = 7] A ko] Aoyt 1287 o]l 7, d18 7hsd ofE dols E]l
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& wpHol §l7] wiiFol| Encryption Key Manager7} Al&ol] Aafigict. 712 Encryption
Key Manager Z710= TR} FARE &H2o] Z3REUT)

native_stdout.log

Server initialized
Default keystore failed to load

native_stderr.log

at com.ibm.keymanager.KeyManagerkException: Default keystore failed to load
at com.ibm.keymanager.keygroups.KeyGroupManager.loadDefaultKeyStore
(KeyGroupManager.java:145)

at com.ibm.keymanager.keygroups.KeyGroupManager.init

(KeyGroupManager. java:605)

at com.ibm.keymanager.EKMServer.c(EKMServer.java:243)

at com.ibm.keymanager.EKMServer.<init>(EKMServer.java:753)

at com.ibm.keymanager.EKMServer.a(EKMServer.java:716)

at com.ibm.keymanager.EKMServer.main(EKMServer.java:129)

CLI Z2J0[oiE L EKM AH{| Z} EAl 2XA ClH{A

EKM CLI ZE}0|JE 3 EKM AH 7F 54le A 9 S2o)E 4 55 HH
9} ®52] TransportListener.ssl.port 5= Xl AAE FEE 53] 438 SSL
2 H3EYLh

r[r

-2 SEIRIES EKM AlHel] 28 <= gle 2 7 7 ool tigh 55
dUth. oPlells ZARS WEstaL ol Asks W ok YAE Jsyth
* EKM A7} A8 Fo] oplug FTjo|IES} AT tiie] gisuTh
1. % oA netstat —ans A3t EKM AW 55 AR 119
TransportListener.ssl.port & TransportListener.tcp.port 5= Xl XAH &
E7} FANEEA] ERIGHIANL. ZEVF FAERA] o Aupt A8 Fo] opd
AU,
* EKM CLI SZ}oRIE 55 A1 fﬂr?—:lgl TransportListener.ssl.host 55 X4
EKM 487} 23y z\_ HE S1EE 7RP7IA] 55U
1. EKM CLI Z=l|9lE 55 AKX 3Je] TransportListener.ssl.host &
#e 71EHCE TocalhostdUrt. &HIE T2ES 7THPIES ©] &
e AL
* EKM A 3l EKM CLI SE|EV} 22 ZEA FAl6HA] 5T
1. EKM A 2 EKM CLI Z2}o]E 52| TransportListener.ssl.port 5= %4
W} Be o MARREA SRIBMIAL.
* EKM AH 9 EKM CLI S2Po|AEA FAlS Hekele U] AMSshe 3% SI5
AE Ze T glsunh

Ll
=Ll

HUJHU

J
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1. CLI S=ol|9E 55 AKXO| TransportListener.ssl.keystore 3!
TransportListener.ssl.truststoreol] A=} Q= 7] Aol AH 55 AH9)
Admin.ssl.keystore 2 Admin.ssl.truststore 7] A4} U3 JASA7F 2E
Ho] gk SIS L.

2. ZEPIRIE 55 #H.9] TransportListener.ssl.keystore.passwordl] 242 45
7} kA FIBKIALL.

3. o] 7] Ao QISAE BT REZIEA] e3=A] SRISHIAIL. ISSEE BAls
Bk o T7|H QISAE ARSI Ut

« EKM CLI S2o|QE 52 AHH ¥l ¢)7] Ae<ducth
I Siel] Tjgh P TS 449 M EKM CLI ZZol=s Asiehs A8}

7} Tiel i s B S Ao] kAl TRIBKIALS.

e EKM AH 55 AKX 3o Server.authMechanism = LocalOS©] QJA|TH
EKMServicesAndSamples 37]Z|ollA] 23 uldo] XA 9bAY Z2H 9]
Aol AAEAF U
1. Aol gk Mg AR= EKMServiceAndSamples 3|7]1X]ol] 3Z3HH readme

Key Manager AMH{ 2M& C|H{Z
Key Managerol|X] Ash= thite] #4152 Key Manager ¥ A2t B 437
o] JsHk tH1 55 ARE APFsk= Wl itk AX= = B, 718 74

HLS FxSHIA L.
Encryption Key Manager?| A|AIZ[X| Qtom HiS|HS SIOISIAIN 2.

ST E O] Wl T Fl=go] WelHoA ELEo|| HM23H= Encryption Key
=

Managere A % JFUTH

—

EKM server not started. EKM.properties config could not be
loaded or found.

1. o] 2F/E 5= AH vlo] 7|2 A=) gl= 79, KeyManagerConfig.properties
o] Al AZE AHSHA| 231 KMSAdminCmd 5= EKMLaunchs AR o
L=

Windows2] 7| 742:= C:/Program Files/IBM/KeyManagerServer/JLIT}.
Linux SH52] 712 2% /opt/ibm/KeyManagerServer/UT}.

2. KeyManagerConfig.properties 34| 4| HZE Z35}31 KMSAdminCmdE

AR WEe BA AL, AAIRE JHE H5 B, [Encryption Key

Manager 74 55 BE YIS FxsHr L.
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EKM server is not started. File name for XML metadata file
needs to be specified in the configuration file.

Audit.metadata.file.name 3+=o| 74 HAollA FEIEHISUTE

o] EAI--S sl KeyManagerConfig.properties 4 3]

Audit.metadata.file.name S= HARE FTEMIAIL.

Failed to start EKM.Mykeys. The system cannot find the
specified file.
1. °] &7 HWAJRA:= KeyManagerConfig.properties®| 7] &4 d=o0] 7j& 9
= 7P &S o At
2. o] EA1HS A5 KeyManagerConfig.properties oA T2 gH50] 7]
Zo| enlE 7] A IS sheiel Fck
Admin.ssl.keystore.name
TransportListener.ssl.truststore.name
TransportListener.ssl.keystore.name

Admin.ssl.truststore.name

(

bz

ZAIGE AR= H= B, [Encryption Key Manager 74 5% AH 1d]S

AL,

ut

Failed to start EKM. File does not exist = safkeyring://xxx/yyy

Encryption Key Manager 33 < ~3IHE9| [JOo)| ZHH AFA4E AAsPA o]
7 A & dFUTh
JCECCARACFKS 7] #g40] 79 tha-s ARSsHiAIL.

-Djava.protocol.handler.pkgs=com.ibm.crypto.hdwrCCA.provider

JCERACFKS 7] AAAo] 79 e ARg3HIA L.

-Djava.protocol.handler.pkgs=com.ibm.crypto.provider

Failed to start EKM. keystore was tampered with, or
password was incorrect.

1. o] &f+= 55 AR IJ(H= B, [Encryption Key Manager 74 55 X 3}
ADollA st olde] aharoll F3EE Fro] AAH e WAdTh
config.keystore.password(config.keystore.file?l 3|
admin keystore.password(admin.keystore.name®l] 3|%)

transportListener.keystore.password(transportListener.keystore.name®l] 39)

2. o] &F= A AR Al gE ZExEd 2Ry UTE U A U
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-]

3. T GEvh e A 55 AR SR e W 7] A4 $Bo] BE 1
S 3 GRS e wgae) TARID, 59 Hue 9% 2l ge
W § We ZEmer) EAEU

Failed to start EKM. Invalid keystore format.

1. o] &= 5 AE 9o 7] Aa 5 T sholl Z3E 7] AAe 73l
e 75 AT

o] nE 7] A dHEo] ke 918 71E)7H Encryption Key
Manager= 5= 7] APdA0] 7] A4 F38 2= config keystore.type %42 ARS-

(%]

N

2. 5% A4

f
%

3. 55 AR 9o B4 7] AL tigh 738 &&o] §lo™ Encryption Key
Manager= 8= jceks= 7P

Failed to start the server. Listener thread is not up and
running.

e o] 2ol thet ¥ 7K 7Fsdk ol duth
1. KeyManagerConfig.properties IJo|x T3-2] F gFo] -2 XEE 7REIF]
2=
TransportListener.ssl.port

TransportListener.tcp.port
Z} A% s AR ZEA AFHEEEE 7Mook T
2. 3} = F ¥ EF Key Manager A9} 22 AlZHloflA A3l 321 T
Aol A olm] ARGSRIL Sl ZER FAEUGSUTE THE ARl ARESiaL
A e EES o} o] ZEE AMSSIES Key Manager AHE 7HdsHiA L
3. Linux 2% AAS APsl= A|2HQ] A9 sh} == T XE 25 [024HTF »
3l Key Manager A[HE AASk= ARSAPE FE7F ofd o] @77} TAightt
10247} G= XEE AME3HES KeyManagerConfig.properties®] 75 2l 3

B2 S,

“[Fatal Error] :-1:-1: Premature end of file.” message in
native_stderr.log.

Encryption Key Manager’} 39 7] TI5% )8 Zrsh= AL o] HAIR) wayst
Utk o] WARE XML T8 24704 dlsishi= Zog 7] 158 AMgsi==2
A=]o] UA| €43l Encryption Key Manager AH 5= AR 3},
KeyManagerConfig.properties®] config.keygroup.xml.file 55 X4 24gk

o] =45 7497} of ¥ o]= I3l Encryption Key Managers AIXEE 4= = A

& obgur.
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Error: Unable to find Secretkey in the config keystore with
alias:MyKey.

5 AR U] symmetricKeySet 5] config.keystore.filedl] Y= 7] HHE X

e,

o] EA1He A5 KeyManagerConfig.properties®] config.keystore file &=
o AAH 7] AA ldol| = EHET ZI6IEE A 3ldoA symmetricKeySet
S FIsMIAIL. e 7] ALl FERE iR 1S ST RMIAIL. AR AR

+ 5= B, [Encryption Key Manager 74 55 AR 3} S FZSHAQ.

No symmetric keys in symmetricKeySet, LTO drives cannot
be supported.

AR WAXYUTE Encryption Key Manager AlH= ARIEX|TE o] Encryption Key
Manager U2El20A LTO Eglo|B= A{EA] g5Ut) ©] Encryption Key
Manager?} 4I8I=% 739 LTO Elo]|Br} gle 749 o= wAle] obdutt.

Encryption Key ManagerOfjA| E115= 27

o] Adof|x= EKM(Encryption Key Manager)ollA] Bilsk= 07 WARE Ao
yoh. 53 Egfo|B 23] HoB= jRlEe mARE Aot dntdow Agt &
4 FE B FSCERAL Ut Holedlhs o W, Aufjol] thigh ikt A4 2 4
A AP FARUS. UL 55 ARES Ashs Aol tigh B

T YL FEFIAL.

f
o
I
rlr

L
d

F6-1. Encryption Key ManagerollA] Hi1%E 27

o s

A Z2]

EEO02

st e7] AR Alsk: o]z SefolHe) A UER] 8 ZAF LAEHUE
DriverErrorNotifyParameterError: "Z2H+% ASC 2| Ut} Encryption Key Manager®] #41 WS 2
ASCQ7} FAIEIRIEUTE ASC 2 ASCQ7E 71 2H| 3slal QhEA] ERIBHIAIL. (34 wxds wEsh
A7) wgh7] g 224 dAJEA] U i B-1 #o)A2] T34l Wx Key Manager 1SO 0]]
MR eREE FEshiAe) Zedt Ae =2t
olH EE ZEAl AW HYo] WHe FRlsla A
Al |22 ulo|ESHIAIL. Key Manager AW
oA T & AL, A Algsiar
OH 205 FHsMIAIL. A R&EH o]
A Aol e [HA glojoF & AR A9
[Dell AFAIE F=Z3lo] 71 AdS FoshirL.
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. Encryption Key ManagerollX] H11% Q7 (A1%5)

25 W Advg

Ed

EEOF
EKMS| W T2y 9.

53} 8] OF: UIF 2F: "PEA

P8 OF.

Rl

Encryption Key Manager2] Al Hzle- Al8)s)
A=A FRIsHA L. (H WS st 3-
bFjo)z]o] [2]4] ¥ Key Manager 1ISO ©]0]X
EECJE Fxshirle) Hask e Effolr
£ ZEA A Bele] Wae sRIsk Hu Y
27 Ju|o]EsMIA L. Key Manager AJHollA T
W1 F2E AN Q. EAIRE st o
E TN L. Aol A o] A AE
o o= WA glofok & ARH Al [Dell &
FAJE Fxst Tie AYs TolshiAlL.

—_—

j1all AV

A

returnCode 12 reasonCode 0.

Q5F: CSNDDSV && A 3l=9o] &7 A,

stesof UBE ARSShe - ICSFE ARRRIEA
FRIsHIA L.

EE23

é—l_g_E "

3} 9] T Al U -

obgetA %

ARl @F7F WAste] EefolH e
HolA ARk wARle] S AT
Encryption Key Managere] 4l Wz1S- A3y
A FRIEAL. (FHr] e sk B-1
0129 [24] H% Key Manager ISO ©JH|X
2T g #3144 2.) Key Manager AHollA] H
12 AT EARE Adsiar el 211
THBHIA L. ZAle] A&E of F Al
= A glojoF & AR Ade] Dell d2HA )
Fxsle 7ls ALS B

Z[d

o

it

EE25
7h AU,

olasl A EAY: =alold glo]

= dEE oF

config.drivetable.file.urlo] AF% 739 o] w74~
7} KeyManagerConfig.properties 3}ollA] 212
A BRISHIA L. Encryption Key Manager Aol
A listdrives -drivename <drivename> &S
Afste] sefolurt SnkaA| FAAEIEA st
AR Egteoln W, HE 9 ASAE &
H}EX2] 2. Encryption Key Managere] 2 H
& Aogetal A IR (A Hxs &
Haled 3-1 HlojAo] [#4] M Key Manager|
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Invalid SSL port number specified in the EKM configuration file.
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Uhs S50l= 2 2L glE= 130IM ARS: 7Hsdh S4de Hofssuth

Ok= o=

o] FlmEe] Wale et BT

Authentication event:[
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_AUTHN
message=message
authentication type=type
users=users

]

message ZL ololl iEk ARI} ARE 7Fs3E Aok Yepduth

CllolE S7[=t oHIE

o Flzee] WAL et BT

Data synchronization event:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY DATA SYNC
message=message
action=action
resource=resource
user=user

]

message 2 user ZE olol] g ARI} AR 7153 ASRE UePrdUTh
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2ER| OHIE

o] elmEe] Hale e PsiTh

Runtime event:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_ RUNTIME
message=message
resource=resource
action=action
user=user

]

message % user & olol] thEE AR} AR FF5 ARk VeRdUIT

A3l 22| oHIE

o] elm=e] Hale e P

Resource management event:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_MGMT_RESOURCE
message=message
action=action
user=user
resource=resource

]

message ZrS ololl thek AR} ARE 753 Z-9ollvt Yehduct

7 22| oOHIE

o] elm=e] Hale e PesLITh

Configuration management event:
timestamp=timestamp
event source=source
outcome=outcome
event type=SECURITY_ MGMT_CONFIG
message=message
action=action
command type=type
user=user

]

message ZLS ololl iEF ARI} AR 7Fs3 Aok Yepduth

A7 A R
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HAIE! OJHIE

FE72Ps 2 el=eg pshe oMIES g, ElojZe
A v 7SS 7} HEE fao] sl gz,

FE7-2. ZAE oIEE ZAL HlEE 7%

rr

o] oI}

0]

T e AOEECES
AREA} Q= A authentication
AR} Q1 A authentication

TRE EKMO]| HlolElE Assk= w A3 data_synchronization
2 EKMol H°olHE k= Foll &7 WA | data_synchronization
sync 8% A AF data_synchronization
sync HHS #2sh= Tl &F A data_synchronization
s A2 A& runtime

exit HE FA1 runtime

o e BE oY runtime
Zefo|HojlA HAIA] 4241 runtime
EgjolHox HAIRIE Aelehs Foll @7 24 | runtime
Tefo|HolA GG HAR|oA] o5 %*3 runtime

Egjo]Bollx] 415+ A
o|Esl= Foll oF WA
TefolB HoleolM HHE AMehs Foll &7 2| runtime
2
7] Aol ARE AMShs Foll &F WA runtime
Erjo|BoA JISAE AMElshe ol &F A | runtime
7] Aol ARE 7€ Ze Foll &F A | runtime
US #E ARRIE Tl 2F

runtime

A runtime

AR wgk A2 4E runtime

WAL A2 ARk runtime

s g AE runtime

FT ARIEE ARRSR] AR B runtime

A Egfols kA runtime

CglolH HolBER Effo|HE FABR= 2o 25 | runtime

Eley

SefolHolA wAR] A2] A% runtime

stopekm HH#E 421 2 *Jg] runtime

Zelo]H HlolEdllA EelolH A|AH resource_management
CEgjolH HoJEof|A =elolBE AASRE Foll £ |resource_management
A

TefolH HolES 7 es H AF resource_management
EgjolB HolES 7HHE Foll oF A resource_management
TefolH HolES YREUE o AF resource_management
EgjolE HolES YHUlE Foll &F A resource_management
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E7-2. ZAFE o[IEE A} Hl=E 7F (A1)

7 oMIE

P A 5

listcerts ™7 Al

resource_management

resource_management

TejolBE Eefold HolBol| Frleke Hl A%
Eefo|BE =rlold Hojgol Fokshes Sl £
Ay

=

resource_management

listdrives & A% resource_management
listdrives HH-S *2shs ol &7 A resource_management
ol HlolE 74 AF resource_management
EjolH HolES 8k ol oF A resource_management
7] AdAE o o A resource_management
7] AEAE oAe ol oF WA resource_management
T3 5 AR WA configuration_management
T T ARE WEhe Tl F WA configuration_management
T4 TF AR 2 configuration_management
T T ARE AMHAsle Foll oF A configuration_management
TS 7o H AE configuration_management
TAE THeE Tl oF WA configuration_management
TS UEUE b A configuration_management
TS YEUlE Toll &F 2 configuration_management

listconfig & &

configuration_management

A7 A R
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M 8 & HEKIOE AL

Ho[HE Foslshal Hlolaze] 2= 79 F83F dlo[HE AAsh= XML 31d< 2t
ASF== Encryption Key Managers Td3lloF dUt) o] vl EF dd sz
Z3Jsle] BFolA AREE Y EE 7] HolEs IAT F U HiE EY
o2 x3Elo dd 7] HolEEE ddE BE EFe INE = Ut

Z: WEfIolE] T4e FAeHA ko™ Encryption Key Manager7} A1ZHe7] gigs)

453} *elE 435I Encryption Key Manageroll4 T HIoJHE T&Ych
dH

o Ego]Ho] WWN(WorldWideName)
o AR G

« 71 89 1

« 7] 89 2

* DKi

* VolSer

g dlolel7t 9 sHAlol] =2 XML 3ol 715Ul Encryption Key
Manager 55 AE 3}%U(KeyManagerConfig.properties)ollX 274 7153t 715 31|
= #FE= 1007]9uth. It do] A= Encryption Key Managers A3isk=
U AS 23S AsUE AL P UF AR @S Fol 9 7)ol =
Dol Al 2ol Azo®E FoHEHUNE EoEx 71E Hd 2 Z7|= IMBE
o] & 9| Encryption Key Manager 55 AXE oA 2L 4 Ut A
2 o whd WHNE AU Encryption Key Manager 74 55 X 31
AR e o syt
Audit.metadata.file.name

WlERolEPE AbE XML ) o8RIc) Banck
Audit.metadata.file.size

A MM o] Mo E HUS EeHsl] ol 8= Ho| 3 =7(KB)

Puth. AEAYUTE 7185 1024(IMB) AU
Audit.metadata.file.cachecount

HEfolE] 3ds 7] 7R JINE HFE YU AdEAYuyTt 712 100

e,



XML mel SA|

Sholls Trest e o] Psrh ek

<KeyUsageEvent>

<DriveSSN>FVTDRIVE0000</driveSSN> -Drive Serial Number
<VolSer>TESTER</volSer> -Volume Serial
<DriveWWN>57574E414D453030</driveWWN> -drive WWN
<keyAlias2>cert2</keyAlias2> -Key Aliasl
<keyAliasl>certl</keyAliasl> - keyAlias2

<dateTime>Tue Feb 20 09:18:07 CST 2007</dateTime> - creation date
</KeyUsageEvent>

Fa: LTO 4 2 LTO 5 =2folBo] 749 <keyAliasl></keyAliasl> #ZERF 1S
o DK} 71584t

HEHOE! XML md =3

EKMDataParser =78 A-83ko] WErdlole] 9l 2s|gUch o =7
DOM(Document Object Model) 7]&S ARESl] XML 31 &S 2451
Encryption Key Manager W& QUEHo|2o = AsE 4= gl thaat 2o]
TEEYH

java com.ibm.keymanager.tools. EKMDataParser -filename

full_path_to_metadata_file {-volser volser | -keyalias alias}

metadata_path
KeyManagerConfig.properties 31J°] Audit.metadata.file.name®l] HE}H|]E] 3}
de| tHEy] Fde2= 23 gt Z5UTh

-filename
filename& B=Folw] XML WELH| o] 3 o]Folojo FUtt HF
KeyManagerConfig.properties 3] Audit.metadata.file.name 5= #Hol| A
el olgs} YAlhc

-volser
XML 3dojlA Ask= Ho|Z 71EZA|Y] EF ¢ HEYUT: -volser T
-keyaliasE ZAsl|oF FUTh

-keyalias
XML 3doljA] AAlls= 7] dlols B AU -volser = -keyaliasE A

Aok gk,

<A
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KeyManagerConfig.properties®] WENoE] 3 olF 55 AKX
(Audit.metadata.file.name)’} metadata #tS= AAE|3 1}Uo] Encryption Key
Managers Ash= 22 tllgEg]el] kil 7S o) o3 M2 volser 72448
I} AE XML HZ=RF HERs IA]HHAE}

<jvm_path>/bin/java com.ibm.keymanager.tools.EKMDataParser -filename metadata -volser 72448
= o) o) 5 =
e thew} o] FNsigurt

HE8-1. vEHEOlE £3] 28 F4
keyaliasl  keyalias2  volSer dateTime driveSSN dki
certl cert2 72448 Wed Mar 14 10:31:32 CDT 2007 FVTDRIVE0004

SAKEl DEfEolE] T =7

Encryption Key Manager A|2~81-S 282X oA Al2~Hl S535AY Encryption Key
ManagerE Adsk= A|2Hlo] £4%= 749 Encryption Key Manager WEN|O[E]
shlo] 4 5 SR WO Te EnlA) epl W Ee Segske 4
Sol= Fdo] &4 4 Ut EKMDataParser’} WERoJE] uldS & 4
T m7AE o] BAEA] Ut v fARE /2 EKMDataParser|F &)
W 5 geIch

[Fatal Error] EKMData.xm1:290:16: The end-tag for element type "KeyUsageEvent" must
end with a '>' delimiter.

org.xml.sax.SAXParseException: The end-tag for element type "KeyUsageEvent" must
end with a '>' delimiter.

at org.apache.xerces.parsers.DOMParser.parse(Unknown Source)

at org.apache.xerces.jaxp.DocumentBuilderImpl.parse(Unknown Source)

at javax.xml.parsers.DocumentBuilder.parse(Unknown Source)

at com.ibm.keymanager.tools.EKMDataParser.a(EKMDataParser.java:136)

at com.ibm.keymanager.tools.EKMDataParser.a(EKMDataParser.java:26)

at com.ibm.keymanager.tools.EKMDataParser.main(EKMDataParser.java:93)

g40] XML & B} 7EQ7] witel o] 2771 @A Tt. EKMDataParser©l]
A HA-S A - BAEE=E Encryption Key Manager WElH|oJE] u}d-8- E48h
T AU
1. Encryption Key Manager HMEHIO]E] 2}Ude] i) ARR-S ZAJSAA| L.
2. Encryption Key Manager WEN]E 3148 HHSMIAL L.
3. XMLeX= Zf "o oflEe] sl oF ejm1s} ofel] 35k € Bl 1o
oF ghick
o Sk EiTLe] o)
— <KeyUsageEvent>
— <driveSSN>
— <keyAliasl>
« £ EHTLY o)
— </KeyUsageEvent>

Al 8 % viekolel Akg  8-3



— </driveSSN>
— </keyAliasl>
4. LS Wt GABIA] e B JeA] ERIsiAl L. EKMDataParser®] 9
7 WAAle] E Bt e Bl UEEEE HA AT S dsU
5. YRR R Bl R AR oMIES AHAlEAY Begt BlOE FUIsH

o] oMIEE SHISIIALL.

* Encryption Key Manager WEM|CJE U] ths o& HH A WA
KeyUsageEventol| & El17} $i5UTh
<KeyUsageEvent>
<driveSSN>001310000109</driveSSN>
<volSer> </volSer>
<driveWWN>5005076312418B07</driveWWN>
<keyAliasl>key00000000000000000F</keyAliasl>
<dki>6B657900000000000000000F</dki>
<dateTime>Thu Aug 30 09:50:53 MDT 2007</dateTime>
<KeyUsageEvent>
<driveSSN>001310000100</driveSSN>
<volSer> </volSer>
<driveWWN>5005076312418ABB</driveWWN>
<keyAliasl>key000000000000000000</keyATiasl>
<dki>6B6579000000000000000000</dki>

<dateTime>Thu Sep 06 16:49:39 MDT 2007</dateTime>
</KeyUsageEvent>

<dateTime>Thu Aug 30 09:50:53 MDT 2007</dateTime> 33}
<KeyUsageEvent> 3§ A}o]o]l </KeyUsageEvent>% F75IH A HA|
<KeyUsageEvent>7} ST}

1Y &4fe] B4EH EKMDataParser’t HoJEHE S¥l2 7+ 4% 4 JFUT
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El
e

0=

[

Linux

JPEUE

ja
st

oX.

3 7] AL HolHE RESRE A}e ul$- o3 7
Aol HA|lzslA] gkom QkeslE Holze| ks E =
FUTh webd 7] AgA Bl de FRE AR AL

ASH Ao Mok EKM< AR = e AlE 2~aHEJUTH
2IHEE EKMS ARJSIaL 7] A4 4&, keystore_passworde 2~TAHES F
AL} o] 749 7] A4 dE= EKM 74 3fdel| 3 4 glsyth o)
s FxsHhAe. 2TYHE gdols o] E3kEojoF ok

va com.ibm.keymanager.KMSAdminCmd KeyManagerConfig.properties <<EOF
artekm

keystore password

st

atus

2IYES 73l 7] A4 dSE EKMel| d=€sks 45, EKM 8 THdo

A et IR ) EKMS Wigdeh Sd(4 9, Eefold

7] A W] sid)ye BigeEel Ad vt glsuch AN 7] A

= 2THES HEEA] BSHA A olof kel o

A | Aa o= 71 AEolEg 7 gHE X2jsfof g

Ut 239HE g Bl Widshs Ad9olle 7] e dEE Edehs

NAS wfe} A2 FAo] UFUTE SEAIRE EKM 3] stdolla 39

EEe sl AAAEd = suth 23 HHER] S

HeMS K = JFUTE VAR 7] AA dEE AHYHE H= EKM T

7 el AL 7] A A2 E Y 57 AT WA s

ApdelloF Ut 7] Ada e BE ARES s 7] Akl BE 1S
sk Aol o] A 87 e glsuch

by

2+
4

>
e
(i
=
\

=
M

1Y ud

=
=

S0 E 7| A o] e ATEI 0] 7] AAAE JlE7|= AZ EKM 5

AR wgii.

Admin.ss1.keystore.name = /keymanager/testkeys
Admin.ss1.keystore.type = jceks
Admin.ss1.truststore.name = /keymanager/testkeys
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Admin

.ssl.truststore.type =

jceks

Audit.event.outcome = success,failure
Audit.event.types = all

Audit.eventQueue.max = 0
Audit.handler.file.directory = /keymanager/audit
Audit.handler.file.name = kms_audit.log
Audit.handler.file.size = 10000

Audit

config.keystore.type
fips = Off

TransportListener.
TransportListener.
TransportListener.
TransportListener.
TransportListener.
TransportListener.
TransportListener.
TransportListener.
TransportListener.

ss|
ss |
ss |
ss|
ss|
ss|
ss |
ss |

(o))

EF

H

B

.event.outcome =
.event.types =
.eventQueue.max

.metadata.file.name =
config.drivetable.file.url
config.keystore.file =
config.keystore.provider =

.truststore.name =
.truststore.type =
tep.

RE 7] A P2o| TR AXEY0] 7] A Tl A
AU, FeAm wAE

.ss1.keystore.name =
.ss1.keystore.type =
.ssl.truststore.name =
.ssl.truststore.type =

.handler.file.directory =
.handler.file.name =
.handler.file.size =
.metadata.file.name =
config.drivetable.file.url

/keymanager/metafile.xml
= FILE:///keymanager/drivetable

/keymanager/testkeys
IBMJCE

jceks
.ciphersuites = JSSE_ALL
.clientauthentication = 0
.keystore.name = /keymanager/testkeys
.keystore.type = jceks
.port = 443
.protocols = SSL_TLS

/keymanager/testkeys
jceks

port = 3801

g=e 9lo] A W

/keymanager/adminkeys. jceks
jceks
/keymanager/admintrustkeys
jceks

success,failure

all

0

/keymanager/audit
kms_audit.log

10000

/keymanager/metafile.xm]

= FILE:///keymanager/drivetable

config.keystore.file = /keymanager/drive.keys
config.keystore.provider = IBMJCE

config.keystore.type = jceks

fips = Off

TransportlListener.ssl.ciphersuites = JSSE_ALL
TransportListener.ssl.clientauthentication = 0
TransportListener.ssl.keystore.name = /keymanager/sslkeys
TransportListener.ssl.keystore.type = jceks
TransportListener.ssl.port = 443
TransportlListener.ss1.protocols = SSL_TLS
TransportListener.ssl.truststore.name = /keymanager/ssltrustkeys
TransportListener.ssl.truststore.type = jceks
TransportListener.tcp.port = 3801
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HE B. Encryption Key Manager 4 58 M4 mjel

Encryption Key Managerolli= Encryption Key Manager A/ % CLI S€}0|AE]
S 27le] A 5= AR wdo] "ghct o3t Z; ulU-S Java.util. Properties
=S IRIZ AeHI TR 2AE0] 55 o) g2 3l el gt e 54 A
FARRS FRirt

- T B AR @ 2o iy J12EU 54 58 AR o) wels 2 &

rr

. Fuo] TP okEel 2 BB AR S A BEL FL Bavt Ygunh
qkso] Aol 1274 olsldo} Fick.
. E Pl Wy Fulo] Gl A% o] TUL BE QW Fhe] Yuw sy

AE T4 5 AR 3Ye 2= 4 JUES http://support.dell.com©|A]
EKMServicesandSamples 4= A|lFFUt}

Encryption Key Manager A 314 S8 MH mjel
T2 Encryption Key Manager AH 43 31J(KeyManagerConfig.properties)$] %1
A 55 AR AES TAETUH. deM 55 AR 2A] sAMe T8k &Y
ok 9ol Awo] Yepe 5 Utk Ae FrIstH 39 A WAl DollA [#]
7|55 ARSI

F*: KeyManagerConfig.properties IfJolA HASH AlGke A|2Hl 5 A] §2E
JFUTE w4 55 ARE XS] Aol Encryption Key Manager A
HE APekA] ¥=% FSHIAIL. Encryption Key Manager AHE SA6H
™ CLI Z2}o|AECNA stopekm 8752 23¥5HIA L. Encryption Key Manager
AHE T ARKsHE w17 ARl SAsgE Ut

Admin.ssl.ciphersuites = value

Encryption Key Manager AJH ZF FAlolA A8 o5 ~9JES AT
o} &5 ~RE= dHlofE H Al dlole] w$k 2 ES TLS(Transport Layer
Security) 3 HQF A7 AS(SSL: Secure Sockets Layer) AR83} ¢tss) o+
PSS Aok

e eyt
b4 7Fs%t 32 IBMISSE20A A== s 2~9JEQJUYTH
783k JSSE_ALL



Admin.ssl.keystore.name = value
o] 52 Encryption Key Manager A 7+ HQF A7 AlS(SSL) S&toldd
E ZRd(ell: syne WH)oll AREE 7] & B QA HoJEH|o]2=9] o] 5]
t}. sync Zollx] Bt 47l STIINET) Bt A AHE Algshs QISA]
© °| 7] A2ollA Ayt

g AT syne HegolATE AL83MUTY. config.keystore.file
T BE o] 71EgdYTh
Admin.ssl.keystore.password = password
Admin.ssl keystore.nameol] HH wff ARESE dEUYTE

i)

i

SIES AU} AlF3HA] ¢S Encryption Key Manager Al
) Y B SR} AL e A 3
7} Heks 9l o] B AR 3he s ofHFA ke 5

= AR 91 _/:T%H_Z]- ol A=
‘ Admin.ssl.keystore.password.obfuscated’ 2= ©|52] A 2=
R ERR Y

Admin.ssl.keystore.type = value

AgEe 7 A FRU

A Aok
7|25k jeeks

Admin.ssl.protocols = value
Hel ZREIIULY

a4 AU
¥4y SSL_TLS | SSL | TLS
71823k SSL._TLS

Admin.ssl.timeout = value
SocketTimeoutException®] BHAYSE7] 2ol 2204 eI717HA] 7 [el= AIRES

A

95 e QLY.

2 el BQIU 08 AR FREA heg vEiuch
7)egk !

Admin.ssl.truststore.name = value
o] G2 HRF A At Bt Al SEPIIER AlFehs Bt 47 AW
ASAE AlEERE vl ARSE= dlofgHo)l 3l o]FUT
a4 AU syne HEAATE ARSRRTE config.keystore.file
52 A0 gl 71EgMT.
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Admin.ssl.truststore.type = value

ARBEE 7] A4 FrEdUTh
A AT
7%k jeeks

Audit.event.outcome = value
2 e E9S sk AAF oMIERT Z1EHUT

ale o

Zr success | failure. T 74% 25 €% = AujEEoE F1
st AT 4= 55U

7123k success

Audit.event.Queue.max = 0
TIollx] BISIA7] Heoll 2L mi=e] FFollA] Bfshs Hof oMIE QBAE =

Uy

S AelEuct. AgUTh

3 0 - ? 0 SA HlE-S YePIUCH
712k 0

Audit.event.types = value
AE 29E sk A oMIERE ZISEYTh
g4 of
43 all | authentication | authorization | data synchronization |

runtime | audit management | authorization terminate |

configuration management | resource management | none.
o] Fhe HE T ArEEeR Sl AT 5 Y
ot
iy all
Audit.handler.file.directory = ../audit
Audit.handler.file.name®| &= TAEZJYTH

24 eEeTh. AR

Audit.handler.file.multithreads = value
AL dEElollA Rl AHEE t2ulx|Ele] 1} ElFEE Aefslof she

| SR AR,

o eyt
Zr true | false
7127k true
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Audit.handler.file.name = kms_audit.log
A} o] F|ZsEe o4 ofg YL,
a5 o
Audit.handler.file.size = 100
Audit.Handler file.name®] AX27] Z71A] 2718 4 Q= 37|

dae Ayt AU
Zr 0 - ? 9%+ KBYUYTH
7|8z} 100

Audit.handler.file.threadlifespan = value
A FFE Ae] 2~#Ee] S AT audit.handler.file. multithreads=
trueQ] 74-s-olvt AR 7

S A
i3 cIofe Welzduc,
7|25k 10000
Audit.metadata.file.cachecount = 100
HEelolg] HU-S 227] AR WEge] A = = dFE = ARG
=
94 ohle.
71237k 100

Audit.metadata.file.name = value
HleldolE] HFEES A4S XML 3 o2 At}

g4 of

Audit.metadata.file.size = 1024
S B A SAL ARE] 27 XML HEkolE] Shol Hak 4
gk A 9 (@9l KBS Aghch shel @) st o)zl wal
T APy
Y ohle

7|82k 1024

config.drivetable.file.url = FILE:../filedrive.table
Il AT, JISA T 2 Ho|Z tefolHe} HHE HRE
e},
g4 of
config.keygroup.xml.file = value
N EES 7] IECE Adshs XML 9 ol5-S AR

23]
ot
ol
F[[_J
“
e
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1o e
config.keystore.file = value
A8 7] AHEE AP
g o
config.keystore.password = password
config keystore.fileol] HH|2& wf] ALgsh= dauUt) AAsR= 749 71
HORE Sl o 5% A e Wal] ol TSV 5B Aw Hele] 2
BNz} o5 AAl= ‘config.keystore.password.obfuscated’ 2= 152 Al €A
A2 wpUe
SIES AedAquUct. AlgskA] 252 Encryption Key Manager Al
% A g B wEres) ARG

config.keystore.provider = IBMJCE

25 DR
config.keystore.type = jceks

95 eI, T

71237k jeeks
debug = value

A% Encryption Key Manager HEZWENX THIE AT

25 REEDIRE

* all | audit | server | drivetable | config | admin | transport

| logic | keystore | console | none. & #hs F3= He]
sl AR = dFUTh
7|27k none

debug.output = value
A9 HRHE o1 295 2HeEdUTH
25 eI

¥4 simple_file | console(FZ=A] &)

)

drive.acceptUnknownDrives = value
Encryption Key Managerg T2}o]H H|o|Eo|| dZsk= Al =lo]|BE As
o= Z7Rhck
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g4 of
Zk true | false
7%k false
Hob 3 - SR} drive.defaultalias] A7} 3] Z316}] o] AAE ARE-
3FH Encryption Key Managerol] S12%= Ho|Z =glo|HE A2z} s)d
A 7] e ASeA ¥als U 2 ASAIE g dsUTE AARE
AE= 3%, [Ho|= t=efolB HolE Aks AHolELE IEsHA L.

fips = value

FIPS(Federal Information Processing Standard). AMA|gF HH= 2%,
[FIPS(Federal Information Processing Standard) 140-2 JedAREH]S Zhs)

AL,

°p AelAgck
4y on | off
7125k off

maximum.threads = 200
Encryption Key ManagerollA] 2438 4 Qe Ho 2d= Yyt
145 HeEe,

Server.authMechanism = value

224 FeolRleoli AET 2% WALUES AT, Pl EMo 4

AW CLI Zgo|AE ALgAE= AMEA ©]E2/¢E52 EKMAdmin/

changeMEE AREsl] Aol 2180 Rt} o] &%= chgpasswd ™

Bow WAL 4 UFUTE o] Local0SE AP STIRIE 15 2

A 4 AA dR=Eg]olA 8gUt). (KeyManagerConfig.properties 3}

48 W7sE7] Aol Encryption Key Manager AHE 25 TABHIAIL.) 9]

78 CLI STIE AREARE OS AREAF olg/¢te® =RlsioF gt

Linux Z3%04e] 24 &9 AAel 7RI 15 Al o 22 571 9

= TN L.

1. http://support.dell.comol|A Dell E&|
R175158(EKMServicesAndSamples)S The-2Es}o] sl= talEg]o)] 3
SHAL L.

2. EKMServiceAndSamples.jar(Dell A& wjAlo] E3=o] ¢lom

http://support.dell.comolX] A& 7F53hH 8-S YA HalERe)] F=3}
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