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Preface

The Dell EMC OpenManage Network Manager (OMNM) application offers automated,
consolidated configuration and control of your converged infrastructure resources, including
servers, storage and network devices. You can customize OMNM, and unify multiple systems for a
single view of infrastructure assets, monitoring, compliance auditing, troubleshooting.

Why OpenManage Network Manager?

Productive

Discovery and wizard-driven configuration features are available within minutes of OpenManage
Network Manager installation, which let you quickly discover, monitor and manage your multi-
technology, multi-vendor infrastructure.

Easy

OpenManage Network Manager provides the network information you need from a single pane of
Y
glass, and offers advanced capabilities with minimal configuration overhead.

Valuable
OpenManage Network Manager often costs less to use and maintain than most other solutions.

Scalable

You can scale OpenManage Network Manager to almost any size.

K NOTE:

The OpenManage Network Manager product is custom software. The underlying software code, debug
statements, installation files, Java classes, license entries, Logs and so on, may refer to names other
than OpenManage Network Manager. Such names only have meaning for troubleshooting or support.
Most users can safely ignore these. Examples include Redcell, Synergy, Oware, and Liferay.

Application Overview

The OpenManage Network Manager (OMNM) application provides a flexible system to manage
networks big and small. It distributes processing between the following elements:

*  Application Serveris the application’s “central processor.”

*  Web Portal Server provides clients (browsers) with information based on the Application
Server’s processes.

*  Mediation Server manages message processing between the Application Server and managed
devices.

OMNM 6.5.2 User Guide
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Database Serverstores and retrieves information about managed devices.

The installation wizard displays these options because you can install each of them to separate
servers. Single-server installations are possible. Ilowever, to manage larger networks and provide
failover High Availability (IIA) installations, distributed and redundant installations are also

available.
Single Server
Solution
s =
Client(s)
|
Application Web Server
Server
Mediation Database
Server Server

Network of
Managed Devices

Multiple Server
Solution
T —
=
Client(s)
|
Application Web Server

Server

Server Server

Mediation ] Database —|

| A

(Larger) Network of
Managed Devices

Refer to the Installation Guide for more information about distributed and HA installations.
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Key Features

The following are some key features of OpenManage Network Manager:

Feature

Customizable and
Flexible Web Portal

Automate and Schedule
Device Discovery

OpenManage Network
Manager Administration

Open Integration

Network Topology

Alarms

Traps and Syslog

Reports and Graphs

Modularity

Description

You can customize the web portal, even providing custom designed views of
your data assigned to individual users. You can even create web portal
accounts for departments, geographic areas, or other criteria.

Device discovery populates OpenManage Network Manager’s database and
begins network analysis. You can also create schedules to automatically run
Discovery whenever you need to update the initially discovered conditions.

You can administer your network—adding devices, user accounts, and web
portal displays—from a secure console on your network.

OpenManage Network Manager supports industry standards. It comes with an
open-source MySQL database, and supports using Oracle databases. It also
uses industry-standard MIBs and protocols, and even lets you install open-
source screen elements like Google gadgets to its web portal.

The OpenManage Network Manager topology screen lets you create multi-
layered, customizable, web-based topology displays of your network to help
track the state of network devices.

Alarms respond to hundreds of possible network scenarios by default, and you
can configure them to including multiple condition checks. Alarms help you
recognize issues before your network’s users experience productivity losses.
Alarms can also trigger actions like e-mailing technical support staff,
executing Perl scripts, paging, emitting SNMP traps to other systems, Syslog
messaging, and executing external application.

OpenManage Network Manager lets you investigate network issues by
examining traps and Syslog messages. You can set up events/alarms and then
receive, process, forward, and send syslog and trap messages.

This application comes with many pre-configured reports to display data from
its database. You can archive and compare reports, or automate creating them
with OpenManage Network Manager’s scheduler. If your package includes
them, you can also configure graphs to present performance and traffic flow
data.

Modules analyze network traffic, manage services and IP address and subnet
allocations. OpenManage Network Manager modules save time adding to
existing OpenManage Network Manager deployments to add feature
functionality without requiring additional standalone software.

Networks with Dell EMC OpenManage Network Manager

The beginning of network management with OpenManage Network Manager is executing
Discovery Profiles to discover resources on a network. After that occurs, you can configure System
Topology, Resource Monitors, and Performance Dashboards.

After these initial steps, OpenManage Network Manager helps you understand and troubleshoot
your network’s conditions. For example: Suppose a OpenManage Network Manager Performance
Dashboard displays something you want to troubleshoot. You can right-click the impacted device
in the Managed Resources portlet to access its configuration and initiate potential actions on it.
The Network Status icon in the view indicates the device status. Its Connected Devices panel also
displays the highest severity alarm on the device or its sub-components. For example, red indicates

a Critical alarm.
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In screens like Connected Devices on page 191 you can examine each section of device
information and right-click components to see further applicable actions. For example, right-click
to Show Performance, and edit and/or save that view of performance as another Performance
Dashboard. Performance can also appear in portlets that Show Top Talkers (the busiest devices) or
Show Key Metrics.

From looking at Performance Dashboards or Top N [Asscts] you may conclude some configuration
changes made memory consumption spike. Right-click to access resource actions under File
Management Menu that let you see the current configuration files on devices, and compare current
to previous. You can also back up devices (see Backing Up Configurations on page 473) and restore
previously backed up files (see Restoring Configurations on page 474). Finally, you may simply
want to Resync (another right-click menu item) to insure the device and your management system
are up-to-date.

K NOTE:

Alternatively, the Alarms portlet also lets you right-click to expose Alarm Actions.

You can right-click for Direct Access — Telnet or Direct Access — MIB Browser to display a
command line telnetting to the device, or an SNMP MIB browser to examine SNMP possibilities
for it.

Click the plus in the upper right comer of any portlet to see its expanded version, for example: the
Managed Resources expanded view. This displays detail or “Snap-in” panels at its bottom, with
additional information about a selected resource.

Generating a Report let you take snapshots of network conditions to aid in analysis of trends, and
Audit Trail portlets track message traffic between OpenManage Network Manager and devices.

Updating Your License

If you have a limited license — for example OpenManage Network Manager may limit discovery to
a certain number of devices — then it does not function outside those licensed limits.

You can purchase additional capabilities, and can update your license for OpenManage Network
Manager by putting the updated license file in a convenient directory. Click License Management
from the Settings > Application Configuration Settings portlet to register your license Your
updated license should be visible in the License Viewer (See License Viewer Window on page 46
for details.)

K NOTE:

If you update your installation from a previous one where you upgraded license, you must also install any
new licenses.

If you import a license that, for example, changes the application’s expiration date, it often does
not immediately take effect. Log out and log in again to have newly licensed capabilities
immediately (with a few exceptions that may make you wait).

Licenses support three expiration formats: Never, Date certain, and a format that indicates the
license will be valid for a number of days after registration.
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Online Help/Filter

Access general online help by clicking Help from the OpenManage Network Manager portal header.
Help appropriate to each portlet appears when you click the help tool (question mark) on the
portlet title bar.

By default, this opens a separate browser window, which is not necessarily always in front of the
screen that calls it. Because it is separate, you can arrange the display so the help screen does not
conceal the portlet it describes. Click the Show button to display the contents, index and search
tabs (Hide conceals them again), and the Prev/Next buttons, or clicking table of contents topics
moves to different topics within the helpset.

K NOTE:

A browser's cache may interfere with help’s correct appearance. If you see a table of contents node
without contents, refresh (Reload) the help window or the application page.

ProductLogo Start Prev | | Next Hide
Contents Index Search
Open All | | Close All , o
ow to

Use Online Help

;Use Oniine Help Onling help includes features to reach topics other than what appears when help first

Preface opens. Click the Show/Hide button toggles the appearance of the contents, index and

i Getling Started with Dell OpenManag cearch tabs, and the Prev/ Next buttons, or clicking table of contents topics moves to

#Portal Conventions different topics within the helpset.

'iE;E”;Sr‘:I"? Alamms Table of Contents -- Displays topics arranged as they appear in the Synergy manual,

orflets

}RE);UUIEE Management Index -- Search for significant contents in the Synergy index. Search terms appear in

& Display Stralegies an alphabetically sorted list below the clickable alphabet, Click a letter to go to
that portion of the index, then open the headline of the section where it appears

#File Server / File Management h -
e ] and click the blue term to go to the topic.

= Traffic Flow Analyzer Search -- Search for any word or phrase. You can use JavaScript regular expressions
E-Actions and Adaplive CLI n search, by prefixing the search text with a forward slash (/). To learn more
B Change Management / ProScan about the syntax required, consult a JavasScript reference.
E-Serving Multiple Customer Accounts The AND / OR / NOT radio buttons that appear below the search text are also
FTroubleshooting Your Applicafion useful in configuring searches, If you search for Change Management without
F-Localization selecting AND, and/or without enclosing the phrase in quotes, search retrieves
EFIntegration with Other Dell EMC Prodt pages that contain these words, but not necessar y together.

|

Sometimes your browser’s cache may interfere with help’s correct appearance. If
you see a table of contents node without contents, you can often repair it by
refreshing the panel or wheole screen.

@ teip l
he online help system appears if you click the Help at the top of the

screen. Online help appropriate for specific portlets appears after you click question -
b 3

A Note About Performance

OpenManage Network Manager is designed to help you manage your network with alacrity.
Unfortunately, the devices managed or the networks that communicate with those devices are not
always as fast as this software. If discovery takes a long time (it can), often network and device
latency is the culprit. You can also optimize installations to be faster (sce the recommendations in
the Installation Guide and the first chapter of this guide), and limit device queries with filters, but
device and network latency limit how quickly your system can respond.

Ei NOTE:

If you use management systems other than this one, you must perform a device level resync before
performing configuration actions. Best practice is to use a single management tool whenever possible.
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Getting Started

The section outlines the steps in a typical OpenManage Network Manager (OMNM) installation.
Because the software described here is both flexible and powerful, this section does not
exhaustively describe all the details of available installations. Instead, references are made to those
descriptions elsewhere in this guide, the OpenManage Network Manager Installation Guide, or
online help. This guide assumes that the OMNM product is installed and operational.

This section focuses on the tasks a user performs. For a detailed description of the OMNM portal,
windows, portlets, options, features, and so on.

In addition to the general information and the portlets and editors description, this section
provides administrative tasks. If you already have a good understanding of the general information
and the Control Panel, portlets, and editors, go directly to the tasks you want to perform.

OMNM Administrative Tools — 22
General Information — 57
Starting/Stopping OMNM — 60

Setting Up Secure Connections (SSL & HTTPS) — 62

Managing Users and Permissions — 65.
Implementing DAP — 73

Opening an Archive in dapviewer — 74
Backing Up the Database — 75

Restoring Databases — 76

Setting Up Authentication — 77
Configuring Pages and User Access — 85
Registering a License — 90

Creating an IPv6 Discovery Profile — 93
Discovering Resources — 96

Resetting a Password — 103

Deploying Add-On Capabilities — 104
Using Device Drivers — 105

Optimizing Your System — 111
Maintaining and Repairing Your System — 117
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In addition to the OpenManage Network Manager (OMNM) Control Panel on page 22, this
section describes the following portlets, editors, and windows used by a system administrator or
anyone else responsible for the tasks described in this section:

*  Aging Policies Editor

*  Quick Navigation Portlet

*  Network Tools

* License Viewer Window

*  Common Setup Tasks Portlet

Control Panel

Use the Control panel to configure access to the OpenManage Network Manager system. You must
be signed in as a user with administrative permissions. (The default admin user has such
permissions.) The Go to > Control Panel menu item opens a screen with the following tabs of
interest:

*  Administrator

* [Domains]

* Portal > Users and Organizations

*  Public/Private Page Behavior

* Portal > Roles

* Portal > Portal Settings

*  Portal > [Other]

*  Redcell > Permission Manager

* Redcell > Database Aging Policies (DAP)

* Redcell > Data Configuration

*  Redcell > Mediation

* Redcell > Filter Management

*  Redcell > Application Settings

*  Server Administration

Each screen begins with its description. Click the question mark button to hide or show this
description. Tool tips appear when you hover the cursor over fields, or click the question mark
button.

Users without Administrator permissions may not see all of the features described in this guide.
See Control Panel on page 22 for the Control Panel capabilities.

Sometimes OpenManage Network Manager may display Control Panel objects like users, roles, and
organizations inaccurately. This occurs because search Indexes need to be re-indexed every so
often, especially when changes to roles, users and organizations are frequent.

To re-index go to Control Panel > Server Administration and then click on the Reindex all search
indexes. This takes little time.
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Administrator

To configure information for your login, look for the bar titled with your account login’s name. It
has the following lines beneath it:

My Account— This configures your information as a user, including your e-mail address, password,
and so on.

Contacts Center— This configures contacts, in other words, people within your system that you
are following. This is not the same as customer contacts as in the Contacts portlet (see
Contacts Portlet on page 220).

Click the Find People link to see a list of potential contacts within your system. You must click
Action > Follow to sce them listed in the Contacts Home. Use the Action button to explore
other possibilities.

The contact has to approve you in their requests. To Follow means you want to receive the
followed person’s activity stream, blog postings, and so on. Friending means your friends can
see your activity and you can see theirs. They have to accept any Friend request.

K NOTE:

You can export vCards for all contacts in the system to use with other software that uses contacts. For
example: e-mail clients.

[Domains]

A default domain name (OMNM) appears in Control Panel. Global and Administrator’s Personal
Site, or [Multitenant Site Names] site configurations may appear as additional items to configure
when you expand the domains list. The Global option is unrelated to Dell EMC OpenManage
Network Manager functionality. Refer to the Installation Guide or online help for more about
Multitenancy, also referred to as MSP (Multitenant Service Provider) capabilities.

Ei NOTE:

See whether Multitenancy is installed from the Manage > Show Versions > Installed Extensions list. It
shows as the Synergy MSP Extension.

The domain options configure the site settings and the portal’s overall look and feel, reference
information, and so on. See the tooltips for more complete descriptions. This also configures pages,
documents, calendars, blogs, wikis, polls and so on.

Social Activity lets you alter measurements for user participation in organizations. Equity values
determine the reward value of an action; equity lifespans determine when to age the reward of
action.

Portal > Users and Organizations

In these screens you can create Users you later assign to Roles and Locations with the appropriate
permissions (Roles for operators, administrators, and so on). The limit for User Names is 70
characters. Define the default password policy in the Control Panel under Portal > Password
Policies.
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Users perform tasks using the portal. Administrators can create new users or deactivate existing
users. You can organize users in a hierarchy of organizations and delegate administrative rights.

After creating them, add Users to roles which configure their permissions for access and action with
the Actions menu to the right of a listed user, or during user creation.

Ei NOTE:

Best practice is to spend some time designing your system’s security before creating users,
organizations and roles.

By default, every new user has the Power User and User roles. To assign a new user to specific
permissions only, remove all rights on these roles, or confine their permissions to those that are
universal first. You can remove users from Power User, but not from User.

When signed in, you can edit your user information by clicking the link with your username in the
top right corner of the screen.

User/Power User Roles

This role’s description is Portal Role: Portal users with view access. To turn off most permissions
from the User Role, go to Redcell > Permission Manager and edit the User role. The Advanced

button opens a screen where you can select/de-select permissions in larger groups. Power User is
Portal users with extended privileges, and Administrator is Portal users with system privileges.

Default User Roles — Power User

To make new users not assigned as Power Users by default, go to the Portal > Portal Settings >
Users > Default Associations Tab and remove the roles you do not want assigned by default. Notice
that you can assign/unassign to existing users in this tab too. The role User appears in this default
list, but removal does not have an impact. OpenManage Network Manager automatically assigns all
users to the User role, so you must modify it as a universal minimum of permissions.

Multitenancy and Roles

For a new user that is part of Customer Turnup, OpenManage Network Manager always assigns the
Power User role, regardless of defaults, since it is a Site Contact.

Public/Private Page Behavior

Despite the small Public/Private label next to the My Private/My Public pages listed in the Go To
menu, both types of pages appear only for the user(s) who created them. Page Standard settings are
Max Items, Default Filter, Max Items per Page, and Column Configuration. These persist for
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Admin users on the OpenManage Network Manager pages, or for users who have the portlet on
their Public or Private pages (which makes them the owner of that instance). Without
OpenManage Network Manager portlets, URLs for pages labeled public are accessible even to users
who do not log in.

Some portlets provide extra settings—for example Alarms portlet’s charting options, or the Top N
portlets number of Top Items. These persist too.

K NOTE:

Max Items, Max Items Per Page and Columns persist for both the summary and maximized portlets
independently. For example: If Max ltems is 50 in minimized mode it does not affect the Max ltems in the
Maximized window state. This lets you configure modes independently.

OpenManage Network Manager remembers the default sort column and order per user, whether
the user has Admin rights or not. The Sort Column/Order (Descending/Ascending) is also shared
between both summary and maximized portlets. A sort on IP Address in Resources persists if you
expand the summary portlet to maximized mode.

The My Public and My Private pages do not appear in sites that have Multitenancy enabled unless
you access them through Portal > Sites in the Control Panel. These pages are unrelated to user-
specific pages in non-Multitenant installations. They refer to the site, not the user. Refer to the
Installation Guide for more information about Multitenancy.

In any case, the administrative user can re-arrange pages and portlets in a way that persists. Non-
administrative users typically cannot do this.

Portal > Roles

Roles determine the applications permissions available to users assigned them; manage them in the
Portal > Roles screen. Notice that these permissions are for the web portal’s open source
capabilities. You can click the Actions button to the right of listed Roles to change a role’s portal
capabilities. To configure OpenManage Network Manager’s functional permissions, over and above
portal capabilities, use the editor described in Redcell > Permission Manager on page 27.

Click Add to create a Regular Role, Site Role, or Organizational Role. A Regular Role assigns its
permissions to its members. A Site or Organizational Role assigns portal permissions to a site or
organization to which you can assign users. Other than for Regular Role, however, only web portal
permissions (not OpenManage Network Manager permissions) are available for Site Roles and
Organizational Roles. Only Regular Roles restrict a user’s OpenManage Network Manager
abilities.

Click the Action button to the right of a role to Edit, view or alter Permissions, Assign Members
(this last works to see and assign users). You can also assign role members in the Portal > Users and
Organizations user editor.

Ei NOTE:

Owner Roles do not have an Action button. Owner implies something you have added or created and so
actions do not apply.

Notice also that when you Assign Members, a screen appears with tabs where you can assign Users,
Sites, Organizations and User Roles. Typical best practice is to assign users to one of these
collective designations, then assign the collection to a Role.

Notice also that you can view both Current and Available members with those sub-tabs. You can
even Search for members.

Click Back (in the upper right corner) or the View All tab to return to the screen listing roles and
their Action buttons.
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Portal > Password Policies

This panel lets you configure password policies for your installation. It includes options that
configure whether and when change to passwords must occur, syntax checking, history, expiration,
and lockout policies for failed logins.

Ei NOTE:

For users of Multitenant sites, logins require the prepended site prefix. For example, an admin user in
customer site with prefix BP, logs in as BP-admin.

You can also generate a User Login Report/Last 30 Days to view the history of logins.

Portal > Portal Settings

The Settings screens are where users who are administrators can configure the most basic global
settings for OpenManage Network Manager, including names, authentication, default user
associations, and mail host names. These include the following:

e Users — Among other things Default User Associations configures Site and Role defaults for
users. Remember, you can remove the Power User default here, but removing the User role
does not work. You have to change permissions for User because every user gets that Role.

*  Mail Host Name(s) — These are for user account notifications, not mail hosts for
OpenManage Network Manager event-based notifications configured in Event Processing
Rules, for example (see Automation and Event Processing Rules on page 297). Configure
such notifications as described in SMTP Configuration on page 54.

e Email notifications, who sends them, what the contents are for account creation notices, or
password change/reset notices.

* Identification, including address, phone, email and web sites.

*  The default landing page, and display settings like the site logo.

*  Google Apps login/password.

/\  CAUTION:

Checking Allow Strangers to create accounts may produce a defective login screen. Do not do it.

Portal > [Other]

Some of the remaining portal items permit the following:

Sites—Configure sites. Sites are a sct of pages that display content and provide access to specific
applications. Sites can have members, which are given exclusive access to specific pages or
content. Refer to the Installation Guide (or online help) for a more in-depth explanation of
Multitenancy and the real power of sites.

Site Template—Configures pages and web content for organizations. Refer to the Installation
Guide (or online help) for a more in-depth explanation of Multitenancy and the real power of
sites.

Page Template—Contfigures a page and portlets, as well as permissions. Refer to the Installation
Guide (or online help) for a more in-depth explanation of Multitenancy and the use of Page
Templates.

Password Policy—Configure the security policies you want, including user lockout and password
expiration, and assign them to users.

Custom Fields—Lets you configure custom fields for Blog entries, Bookmarks or Bookmark
Folders, Calendar Events, and so on.
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Monitoring— Lets you see details like accessed URLs, number of hits, and so on, for live sessions
on the portal. Click a session to see its details. This is usually turned off in production for
performance reasons.

Plugins Configuration— Configure access to portlets and features like themes, layouts and so on.
By default, only administrators can add portlets/plugins to their pages.

Redcell > Permission Manager

Manage Permissions in these panels to manage user access to different OpenManage Network
Manager features. These are configured as part of Roles, which aggregate users regardless of
community affiliation. Create Roles with Portal > Roles.

Notice that, by default, User, Power User and Administrator roles exist and have OpenManage
Network Manager permissions. Also, by default, the application assigns User and Power User roles’
permissions to any new users you create. Since OpenManage Network Manager logically ANDs all
permissions, this may mean you want to alter the defaults that come with these roles too. You can
remove the Power User default in the Portal > Portal Settings > User > Default User Associations
panel, but removing the User role from these default assignments is ineffective, so take care to
configure User to reflect your system’s requirements.

The Users editor screen accessible from the Action menu for users listed in Portal > Users and
Organizations lets you manage groups to which Users are assigned.

Permission Manager

(Role to Permission Settings

Name~ Description Action
User Authenticated users should be... | |
Power User Power Users have theirownp... | 3
Administrator Administrators are super users. ..
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Click the Actions Edit button to see and configure its permissions.

Role Details

Name Description
User A unigue name Authenticated users should be assigned this ro

\ J
Permissions Advanced
Name ~ Enabled Settings | Actions |
Access to RTM Snapin [EXECUTE] L&
Access to Reference Tree Snapin [EXECUTE] |
Action Groups [EXECUTE] L2
Adaptive CLI [EXECUTE] L&
Adaptive CLI Type Perl Script [EXECUTE] L
Adaptive CLI Type Script Gen Only [EXECUTE] L2
Alarm Suppression [EXECUTE] L&
Alarm Suppression - Stop All [EXECUTE] L&
Alarms [EXECUTE] &
Application Services [EXECUTE] L&
Application Services AS Groups [EXECUTE] L&
Application Services CIM Events [EXECUTE] L2
Application Services Computer Systems [EXECUTE] [

N IR

Show: ® All  Assigned | 0]

Ln] Save | O Cancel |

Notice that you have the option to view Assigned or All permissions or search for the permission
you want to locate.

Click Actions Edit button to modify the type of permissions available.

The following describes the actions of the permissions, when selected:

Action Default Behavior

read Enables Details, Topology and View as PDF

write Enables the Edit, Save, and Import/Export.

exccute Lets you see the view altogether, launch from a portlet and query for elements.

Alternatively this action can control a specific application function, (typically
described by the permission name) like provisioning a policy.

add Enables the New menu item, and Save. If you do not check this action, then the New
menu item does not appear.

delete Enables the Delete menu item.
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The Advanced button lets you configure cach functional permissions by type. For example, expand
the Read list to specify READ permissions to all or selected functions.

When you hover the cursor over a functional permission, tooltips provide a description.

K NOTE:

If you upgrade your installation and new permissions are available, edit the Administrator Role, and
notice an enabled Add button indicates new permissions are available. Because of an upgrade, for
example, the Configuration Files portlet might not be visible. By default, upgrades turn off any new
permissions, so if you want them enabled, particularly for Administrators, click Add and enable them for
the Roles for which you want them enabled.

The portlet settings button (wrench) through which you edit portlet settings, is only accessible if you
have the “Change Portlet Settings” permission. On upgrade, no users this permission. This is by

design, because the intent is for the system administrator to consider which users (more specifically,
which user roles) should change portlet settings and which users should not have access to this
feature.

Redcell > Database Aging Policies (DAP)

Database Aging Policies prevent the OpenManage Network Manager database from filling up by
deleting old records. You can also save designated contents to an archive file on a specified cycle.
Database Aging Policies configure which contents to archive, the archive location, and the
configuration of that archive file.
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To view and manage such policies, right-click an item with them (for example, an alarm), or click
Manage > Control Panel, and under Redcell click Database Aging Policies.

Policies appear in the Aging Policies tab of this screen, with columns that indicate whether the
policy is Enabled, the Policy Name, Details (description), Scheduled Intervals and icons triggering
three Actions (Edit, Delete and Execute). Notice that the bottom right corner of this page also lets
you Enable/Disable/Execute All policies listed.

Redcell > Data Configuration

This panel configures custom attributes for OpenManage Network Manager. Click the Edit button
next to the Entity Type (Managed Equipment, Port, Contact, Vendor, or Location) for which you
want to create custom attributes. This opens an editor listing the available custom attributes for
the entity type. Editing Custom Attributes on page 150 describes right-clicking to access this
directly from the portlet menu, and the details of how to edit custom attributes.

K NOTE:

The custom fields configured here are for OpenManage Network Manager. only. The Custom Fields
editor in the Portal portion of Control Panel manages custom fields for the rest of the portal.

Redcell > Audit Trail Definitions

This screen, accessible from Go to > Control Panel lets you manage audit trail definitions in
Redcell. Audit trail entries are based on these definitions. Clicking the Edit icon to the right of a
listed filter opens the editor. From this screen you can control the behavior of audit trail entries
based on each respective definition.

The following fields are available for configuration:
Severity Level - Users viewing the audit trail must have at least this level of security in order to view

this type of audit trail. 0 is the most restrictive, so if a definition has a security level of 0 then only
users with the highest level of security can see this type of audit trail.
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Disabled - Controls whether or not this type of audit trail is saved to the database. If disabled is
checked, then audit trail entries of this type are not saved.

Emit Event - Controls whether or not to emit an event when this type of audit trail is created. This
can be useful, for example, if you want to forward audit log entries to a northbound system. To do
this, simply check Emit Event for the type of audit trails that you want to forward and then create
an Event Processing Rule to forward northbound all events of type redcellAuditTrailEntry. Note
that the default behavior for the event definition redcellAuditTrailEntry is reject, meaning that
these events will not be saved to the event history, but they can still nonetheless trigger the
execution of event processing rules.

Redcell > Mediation

This panel monitors mediation servers in your system, appearing only when such servers exist.
Mediation servers appear listed in the Servers tab of this manager if mediation servers are
connected to application servers.

Mediation server, routing entries and partition entries appear automatically when mediation server
connects for the first time. You can test connectivity from appserver cluster and medserver/
partition.

You can export or import both server and partition configurations. Use the button on the right
above the listed servers or partitions to do this. Importing Partitions/MedServers overwrites those in
the database with the same names. Exporting a partition exports contained medservers too.
Importing a partition looks for overlapping routing entries and saves the partition with only its
unique entries. If no entries are unique, the partition is not saved.

K NOTE:

This panel does not appear if you install OpenManage Network Manager in stand-alone mode, without a
separate mediation server. To make it appear, add nedser ver . support =truetoportal -
ext. propertiesfiein\ owar e\ synergy\tontat - 7. 0. 26\ webapps\ ROOT\ \iEB-

I NF\ cl asses. Remember, best practice is to override properties as described in Overriding
Properties on page 111.
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In addition to automatically detecting mediation servers, you can click Add Server to configure
additional mediation servers.

When creating a new server, enter a Name, Description and [P Address. You can also Create
Partition (or select from Existing Partitions), choosing a Name, Description, Routable Domain,
and Routing Entries (click the ‘+’ to add your entries to the list).

The Test button scanning the ports in the proposed application server/mediation server link,
validating the installed versions of OpenManage Network Manager in both locations are the same,
and validating the connection between application server and mediation server. A window opens
similar to the Audit Trail/Job Status on page 151 that tracks testing progress.

The Fartitions tab of the Mediation monitor displays already-configured partitions, and lets Add
Fartition, or lets you edit them with an Edit this entry icon. The editor screen is like the one that
adds new partitions, where you enter a name, description and routable domain CIDR IP addresses.

Test listed partitions with the gear icon to the right of the partition, or delete it with the Delete this
entry icon. Notice that you can also Import/Export partition descriptions with that button on this
screen.

Search for Mediation Server

The Search button in the Partitions tab of the Mediation monitor opens a screen where you can
enter an address in IP to Search for.

Clicking Search locates the mediation partition that services the entered IP address (although it
does not determine whether that partition is up and running).
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Redcell > Filter Management

This screen, accessible from Go to > Control Panel lets you manage the filters in OpenManage
Network Manager.

Click the Delete icon to the right of a listed filter to remove it from the system. Click the disk icon
to export the filter. Clicking the Import button at the top of the screen lets you import previously
exported filters.

Ei NOTE:
To find a particular filter, click the Search (magnifying glass) icon in the lower left corner of this screen.

Clicking the Edit icon to the right of a listed filter, or clicking the Add Filter button opens the filter
editor.
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Use this editor to configure filters. Enter a Name and Description, and use the green plus (+) to
select an entity type from a subsequent screen. Checking Shared makes the filter available for all
users, not just your user. You can add groups of filter criteria (click Add Group) that logical AND
(Match All) or OR (Match Any) with each other. Click Clear Conditions to remove criteria.
Conlfigure the filter in the Criteria Group panel as described in the How to: Defining Advanced
Filters on page 147. Delete filters with the Delete this entry icon next to the edit icon.

Redcell > Application Settings

This screen has several panels in the following tabs:

*  General > Entity Change Settings

*  User Interface > Map Provider

*  User Interface > Job Viewer

*  User Interface > Performance Chart Settings

*  User Interface > Revert to Factory Defaults (self-explanatory)
* Server

General > Entity Change Settings

This panel lets you override polling/refreshing for the minimized Managed Resources, Alarms,
Hierarchical View Tree, Topology and Map Context portlets. By default, these portlets poll at 40,
35,40, 40, and 60 seconds, respectively, for changes in the data and automatically refresh. Polling
times are configurable. The valid range is 10 seconds -> 3600 (1 hour) for the minimized Alarms
portlet, 20 seconds -> 3600 seconds for the others.

User Interface > Map Provider

The Map Provider panel lets you set whether OpenManage Network Manager uses Google or Nokia
maps by default, and sets the Initial Latitude and Longitude. Check Use Secure API if you want to
load map APIs in secure SSL mode. Some browsers block non-secure external APIs if they are
viewing a secure page, so use this if you view OpenManage Network Manager through an HTTPS
connection.
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Follow the directions in Setting Up Google Maps on page 255 to set the application to use those
maps.

User Interface > Job Viewer
The Job Viewer panel lets you select the following options and set the popup width:

Show Job Viewer— Checking this displays the job viewer after Execution (most cases). Leaving it
unchecked does not display it, although you can still view jobs with My Alerts in the lower left
portion of the screen.

Always show Job Viewer for Actions— When checked, this displays the job viewer for execution of
Actions or Action Groups.

Show Information Messages by Default—When checked, shows informational message nodes by
default.

User Interface > Performance Chart Settings

This panel displays options for the performance dashboard and traffic charts. Day and Minute
Formats depend on the locale settings in the operating system running OpenManage Network
Manager. Select them in the pick lists that appear in this panel. The 24 Hr Clock setting makes the
charts show times in 24-hour format.

The Canvas Line Charts option controls the type of line charts that are used. Farlier versions of
OpenManage Network Manager used a Scalable Vector Graphics type line chart. OpenManage
Network Manager now supports a Canvas based line chart which can display many more points. If
you prefer to use the old style SVG line charts you can uncheck this box.

The Restrict Y-Axis Range to data range option causes the Y-axis range to be based on the range of
data being graphed. If this is not checked the range will be based on the max and min values
associated with the attribute definitions. For example most % values will have a range of 0 to 100.
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The Equipment Display setting controls how equipment labels are shown in the performance
dashboards. The default is to display the IP address. You can also have it display the device name.
The Port/Interface Display setting lets you select between showing the Port/Interface Name of the
Port/Interface description.

(Performance Chart Settings

Day Format Month/Day - 7/20 r
Minute Format hours:minutes:seconds : 4:49:06 v
24 Hr Clock

Canvas Line Charts
Show Thresholds

Restrict Y-Axis Range to data range

Equipment Display IP Address £
Portiinterface Display Name v
Server

This panel lets you override the system defaults for web client time-outs. You must configure this if
you want your web client to remain connected to the server for extended periods. The timeout
extends automatically with any activity (keystrokes) on the client.

(Session Settings

Override System Defaults
Timeout [mins] 240

Role based Extended InActivity

User Role - Disabled J- r

Timeout [days] 1

Set the timeout with the following fields:

Override System Defaults—Check this to start overriding the system default time-outs for all
users.

Timeout [mins] —Enter the minutes of inactivity before Timeout occurs (5 - 2880 [two days])
Role based Extended Inactivity

If you want to confine extended web client sessions to a particular role, then use these fields to
configure that.

User Role—Select the role for which this override works from the pick list.

Timeout [days]—Select the number of days for role-based timeout override, up to 365.

Server Administration

The Server Administration option lets you manage the portal’s webserver, and maintain its smooth
operation in a variety of ways. Click the Execute buttons to run actions, such as re-indexing the
search indexes. These options are visible to administrators only and they contain helpful settings
and resource information related to the server.

Access this option by selecting Go to > Control Panel > Server > Server Administration.
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Aging Policies Editor

When you click Add Policy, a selector appears where select the kind of policy you want to create and
the then the editor appears. If you click the Edit icon to the right of a listed policy, the Aging
Policies Editor appears with that policy’s information already filled out, ready to modify.

The General screen has the following fields:
Name—An identifier for the policy
Description—A text description of the policy

Enabled—Check to enable the policy.

Schedule Interval—Use the pick list to select an interval. Once you have configured an interval
here, you can re-configure it in the Schedules portlet.

Base Archive Name—The prefix for the archived file.
Compress Archive—Check to compress the archive file.
Archive Location—Select from the available Repositories in the pick list.

The contents of the Options tab depend on the type of DAP you are configuring. Typically, this tab
is where you set the retention thresholds.
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DAP SubPolicies

Some Options tabs include sub-policies for individual attribute retention.

Click Add SubPolicy or click the Edit button to the right of listed policies to access the editor. The
fields vary depending on the policy selected.

Editing Tips

Archiving options that appear in the Aging Policies Editor vary, based on type of policy
selected. Inventory Change Tracking DAPs ask how long you would like to keep Contig
reports, Inventory Report DAPs ask how long you would like to keep your Historical Reports
based on number of instances, days, and weeks, months or years.

Set these thresholds in the Options tab. All DAPs require a Name and a record threshold.
Check the Enabled checkbox to enable the policy.

DAPs run on a schedule. If the record threshold number is greater than or equal to the
configured threshold then the DAP runs at the scheduled time. You may also manually click
the gear icon to the right of a listed policy, and execute a DAP at any time to check that
threshold figure. In either case, if the threshold is not crossed OpenManage Network Manager
creates no archives.

To verify when current DAPs are scheduled to run, open the Schedules portlet, and select the
schedule on which it runs. For most DAPs, this is the Daily (recommended) DAP. Right-click
to edit it. The Scheduled Aging Policies list should include all DAPs that have sclected that
schedule.
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Aging Policies Options

The Options tab in this editor can vary, depending on the type of policy.

Fields can include the following:

Keep [Aged Item] for this many days—The number of days to keep the aged item before
archiving it.

Archive [Aged Item]—Check this to activated archiving according to this policy.

Sub-Policies

Some types of Database Aging Policies can have sub-policies that further refine the aging for their
type of contents.

These appear listed in the Aging Policies Options tab. Click Add Sub Policy to create them. Notice
that you can Edit or Delete listed policies with the icons in the far-right Action column in this list.

Such sub-policies can contain the following types of fields:

Component— Select the component for the sub-policy from the pick list.

Action Type—This further sub-classifies the Component.

Retention (Days)—The number of days to keep the aged item before archiving it.

Archive—Check this to activated archiving according to this policy.
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Repositories

When you select a repository in the Aging Policies Editor, the available policies come from what is
configured in this tab of the editor.

Available repositories appear listed in the initial screen. Like the Aging Policies Editor, you can
click Add Repository to create a new repository, and Edit or Delete selected, listed policies with the
icons in the Action column. Notice the listed policies indicated whether the archiving destination
is Online with a green icon (this is red, when the destination is offline).

When you Add Repository or Edit an existing one, the following fields appear in the editor:
Repository Name—An identifier for the archiving destination.
Description—A text comment.

Virtual Path—This is the path relative to the installation root directory. Any user with
administrator permissions can specify or change the default archive path here.

Online—Check this to put this repository online.
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OpenManage Network Manager automatically writes to any configured failover repository if the
primary repository is full or not writable.

K NOTE:

To view any archived DAP file, use dapvi ewer . Type owar € in a command shell, then, after pressing
[Enter], type dapvi ewer to use this utility.

Quick Navigation Portlet

By default, the Quick Navigation portlet is available from the Ilome page. Admin users and Power
users can see all tasks listed. The User role sees only options to which the user has write
permissions.

The Quick Navigation portlet lets you quickly perform these basic tasks:

Task Description

Quick Discovery Discovers devices in you network with the Quick Discovery defaults, or construct
a Quick Discovery profile if not exists. See Discovering Resources on page 211 for
details.

Link Discovery Discovers their connections to resources after you discovered them. See Link

Discovery on page 190. This option is visible only if you have write permission.

Managed Resource Backs up discovered devices” configuration files. Before you can use this feature,
Configuration Backup |you must have servers configured as described in File Servers on page 468. See
also Configuration File Compare Window on page 459.

Upload Firmware Uploads firmware changes for devices. See Firmware Image Editor on page 464

Image for more about these capabilities. This option is visible only if you have write
permission.

Deploy Firmware Deploys firmware updates. To deploy images, you must have File Servers

Image configured, as described above for Backup. See Deploying Firmware on page 476.
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Network Tools

The Network Tools portlet lets you invoke a variety of existing functions on a device without having
the device currently discovered. It typically appears listed as an available Application to install as a
portlet.

Before you can use the tools, you must enter an IP address in the appropriate field. Once you have
entered that address, you can use the following:

*  Ping Tool
¢ MIB Browser Tool
¢ Direct Access Tool

K NOTE:

If you want to restrict access for some users so they do not automatically log in with direct access, then
remove direct access permissions for users, and use Network Tools for direct access.

Ping Tool

The second button is the Ping tool, which pings the selected device, and lists the time for ping
response.
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MIB Browser Tool

The first button displays the MIB browser with default SNMP settings. You can Edit the settings to
match the device’s SNMP community settings and then save them. The next time Network Tools
invokes the MIB browser, it defaults to your previous settings.

Once you are done editing the SNMP settings, click Save. Click the Browse tab to look through
available MIBs as you would ordinarily do in MIB browser. See MIB Browser Tool on page 43 for
more about using the MIB browser. You can also browse MIBs in the attribute selection panel for
the SNMP monitor. See SNMP on page 413.

i NOTE:

Locations for MIB file included with your package are subject to change without notice, but generally are
under the owareapps/[application name]/mibs directory for different application modules. Refer to the
Installation Guide for additional information.

Direct Access Tool

The third button on the Network Tools portlet toolbar opens the Direct Access tool. It provides a
command line interface terminal for Telnet, SSH, and SSH V2 access to the device.

Click and select the type of direct access you want.

¢ Direct Access - Telnet
e Direct Access - SSH/SSH V2

Or see Firefox Browser Configuration for Direct Access on page 44.
Direct Access - Telnet

Telnet direct access connects to the device with telnet and displays the terminal session. You must
login to the device manually, unlike the method described for discovered devices in Network Tools
on page 42.
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Direct Access - SSH/SSH V2
Direct Access for SSH or SSH V2 first prompts for a user name and password.

The Use LF instead of CR LF checkbox suppresses carriage returns when you click Enter key. This
is necessary for some devices (for example: some Dell Power Connect devices).

Once you log in, OpenManage Network Manager attempts to connect with SSH or SSH V2 using
the user id and password provided. Some Dell Power Connect devices do not log when connected
and prompt you to enter the user and password again.

Firefox Browser Configuration for Direct Access

To make Direct Access - Terminal tool for CLI cut-through to work on the Firefox browser; you
must install or update the latest version of Java that is compatible with the browser from the
following page.

https://www.java.com/en/download/manual.jsp

Once installed, go to Firefox plugins page (about:addons) and enable the Java plugin.

You must enable Java content in the browser from your Java Security configuration.

Control Panel > Java > Security tab > select “Enable Java content in the browser” option.
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You might also have to add the OMNM server IP Address to the Java Security Exception Site list.
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License Viewer Window

Use the License Viewer window to examine the licenses for your system’s capabilities, monitor
license expirations, and register a license.

Access the License Viewer window by clicking the License Management button from the Settings
> Application Configuration Settings portlet.

The License Viewer provides access to the following panels by selecting the appropriate tab:

*  Subscription Info

e Product

*  Subscription Renewal

*  Register License
See Registering a License on page 90 for detailed instructions. The following section details how
license expiration notification works.

License Expiration Notification

The OpenManage Network Manager (OMNM) system includes an alarm warning of possible
license expiration (emsAppServerLicense WillExpireSoon). If your license is about to expire, a
license expiration warning similar to the following example displays in the Alarms portlet.
Application server license will expire in 30 days, on 2017-7-14,0:0:0.0, -
-8:0
The time (0:0:0:0) indicates midnight, and --8 hours is the offset from GMT.
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When this event occurs, the portal status bar color changes and displays the following message,
which includes the number of days until license expiration:

Your Application Server license will expire in 30 days causing the systemto
shutdown in red status banner.

Click the message and the License Viewer, Subscription Renewal panel opens, where you can start
the license renewal process.

The alarm color reflects the threshold for the number of days remaining before license expiration:

* 60 days or less: yellow status bar
* 30 or less days: red status bar
* 61 or more days status bar does not change colors

A 0 days left message means that you have exceeded the subscription license expiration. When the
Application license expires, the following occurs:

*  Any data collected up to this point remains stored and no new data is collected.

*  Status bar does not change colors and does not display a license expired message.

*  Most portlets display a message saying they cannot reach the Application server.

* License Management option is still available to register a license when the Application server
is down.
Select Settings > Application Configuration Settings from the navigation bar, click the
License Management, click the Register License tab, and then click the Select License
button. When registered, a successfully registered license message 1s displayed.

When an managed resource license expires, the following occurs:
*  Resources under management are placed in a suspended management state until the number
of resource under management meets the managed resource license total.
* Suspended resources remain in inventory but cannot be accessed and no alarms are received.
*  Aresource suspended alarm (resrouceSuspended) is raised for each suspended resource to the
user visibility.

K NOTE:

Extending your license clears any expiration alarm and status bar color, but might leave earlier warning
alarms in your event/alarm histories. Manually clear the history if you like.

Increasing your license that has 30 or less days left displays the following message and the status bar
turns blue. The message shows and the status bar remains blue until the initial license count expires.

A Right to Manage (25 count) license will expire in xx days reducing your
l'i censed count.

This behaviors applies whether the software is a trial version or yearly subscription.
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Subscription Info

Use the Subscription Info panel to view upcoming changes to managed resources and Traffic Flow
Analyzer (TFA) exporters licensed resource counts.

Initially the Subscription Info panel is displayed when you access the License Viewer window.
Otherwise, access this panel by clicking the Subscription Info tab from the License Viewer window.

The Subscription Info panel provides the following information.

Column/Field Description

Future License Alist of upcoming changes to licensed resource counts for managed resources and
Events TFA exporters.

Event Date The date when an event takes place. The date background color depends on the

event type:
¢ Green indicates that there will be an increase in Licensed Count for TFA
Exporters or Managed Resources.

* Yellow indicates that there will be a decrease in Licensed Count limit for TFA
Exporters or Managed Resources that will not go below the current number of
registered exporters/ discovered licensed resources. As a result, no changes will be
made to the devices in inventory.

* Red indicated that there will be a decrease in Licensed Count limit for TFA
Exporters or Managed Resources that will reduce the limit to be lower than the
current number of registered TFA exporters or licensed managed resources. As a
result, the exporters would be unregistered and the managed resources will be
suspended.

Description A message describing what subscription is affected (TFA or managed resources) and
what changes occur due to the event.
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Column/Field Description
Active License Information related to the current licensed count for:
Subscriptions * Traffic Flow Analyzer (TFA):

* Licensed TFA Exporter Count shows the current limit amount of managed
resources allowed to be registered as TFA exporters.

* Currently Registered shows the current number of managed resources
registered as TFA exporters.

* Managed Resources:

* Licensed resource count shows the current limit for the number of managed
resources (that require a license) that can be managed.

* Currently managed requiring a license shows the current number of managed
resources within inventory that require a license.

* Currently managed not requiring a license shows the current number of
managed resources within inventory that do not require a license.

* Total managed shows the current total of managed resources within inventory
(both requiring a license and not requiring a license).

Product

Use the Product licenses list to monitor the products for which you have licenses, their expiration
dates, and other details about the selected license. The most important product license listed is
Oware Standard Edition, which is the Application server license. The Application server requires a
valid license to run. All other components depend on a running Application server. If the
Application server license expires, you cannot start the server and most applications that you start
display a message that the server cannot be reached.

Access this panel by clicking the Products tab from the License Viewer window.

l Subscription Info m Subscription Renewal | Register License J

# Subscription Licenses All Licenses

 Hide Expired | Show Expired

Producta Summary Edition Registration Activation Expiration Date
Traffic Flow Analyzer Exporter Count 10 COMMON-15240...  04/25/15 11:08 AM 04/25/18 12:00 AM 4127118 12:00:00..
Right To Manage Managed Resource Count 100 CORE-15240933 04/25/15 11:08 AM 04/25/18 1200 AM 4/271M8 12:00:00.

License Details Traffic Flow Analyzer

Product License for TA
EDITION = COMMON-1524893833218
DESCRIPTION = Traffic Flow Analyzer
USER = DellEMC_OMMM
P =*
EXPIRATION = 1D
VERSION = OMNM 6.5
KEY = SVX-56725773-84447-H -- IS VALID
APPPROPS:
MaxExporterCount=18:
TFAGenned=Wed Apr 18 16:23:53 PDT 2013:

VALID LICENSE = true

® Close
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The Product panel provides the following license information.

Column/Field

Subscription
Licenses

All Licenses
Show/Hide
Expired
Product
Edition

Next Expiration
Date

Valid
P
User
Version

License Details

Description

The option to show only subscription licenses related to the Subscription Renewal
panel (Managed Resources and TFA).

The option to show all registered licenses including subscription licenses.

The option to show or hide expired licenses(subscription licenses and all licenses).

The product for which you have a license.
Information useful for support, such as the distinction between core and additional.

The date and time when your license expires.

An indicator showing whether the license is valid (checkmark) or not (X).

Any IP restrictions (asterisk is unrestricted).

The person authorized to use the application.

The license version (not the software).

The selected registered license details displays information, such as edition, activation

date, expiration date, and so on. By default, this field displays information for the first
product in the list.

To see your license activation date, for example, select the Oware product license and

then look in the License Details field for the ACTIVATION DATE parameter. The

date is cither:

* The day you installed the OMNM system

* The day registered a new license by increasing the license

* The day the current license expires if you register a new license by extending your
license

* A given day if you register a new license from the command line

To see your software’s Digital Service Tag parameter, select the Oware license and look

in the License Details field for the APPPROPS parameter. This parameter is useful in

license renewal.

Subscription Renewal

Use the Subscription Renewal panel to purchase or renew a subscription license. Enter the relevant
information, select the type of renewal, add any additional information or questions, and then click
Send Request to request a license.

Once you click Send Request, the information is forwarded to Dell EMC and you are redirected to
a Dell EMC order page, where you place an order for a new subscription license.

Access this panel by clicking the Subscription Renewal tab from the License Viewer window. You
can also access this panel by clicking the subscription message if it appears in the OpenManage
Network Manager status bar.
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The Subscription Renewal panel includes the following fields and options.

Fields/Options Description

Name The user requesting to purchase or renew a subscription.
Company The company the requestor works for.

Phone Number The phone number in which to contact the requestor.

Email The email address in which to contact the requestor.

Subscription The license option you are requisition. Select one of the following:
Request * 25 Devices/5 TFA exporters

* 50 Devices/5 TFA exporters

* 175 Devices/20 TFA exporters

* 250 Devices/25 TFA exporters

* 500 Devices/50 TFA exporters

* 1000 Devices/100 TFA exporters
* 2000 Devices/100 TFA exporters
* Other (please comment)

Register License

Use the Register License panel to register your license. When you receive the OpenManage
Network Manager (OMNM) software package, it comes with a 30-day trial license for the Right to
Manage (RTM) and Application server expiration date. The OMNM installation automatically
installs this 30-day trial license.

The expiration depends on the time left on the current Dell EMC subscription license, the length
of time for the new Dell EMC subscription license, and whether you are extending or increasing
the license.
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Once you upload a license file, one of the following scenarios occur:
* License is not valid and a message displaying why the license is not valid and the Cancel
button displays below license details.
* License is valid and the Register and Cancel buttons are displayed.
* Licenses is valid and the following activation buttons are displayed:
* Activate the license immediately to increase licensed resource counts
* Activate the license to extend the current subscription duration.

Selecting either registration displays a confirmation before registering. You also have the
option to cancel the registration.

Ei NOTE:
If you select the wrong activate option during license registration, you can re-register the most recent
managed resource license (if more than one non-trial license is registered) using the other activate
option.
For example, after registering a license to extend a subscription, you can re-register the license to
activate immediately.

Access this panel by clicking the Register License tab from the License Viewer window.

Initial
View

Subscripfion Info | Products | Subscription Renewal EEVEEIEEEY J

Product~ Edition Expiration valid
Oware Standard Edition STANDARD-SKU... 20D (V]
Right To Manage CORE-SKU-1521... | 20D (V]
Trafic Flow Analyzer COMMON-SKU-1... | 20D (V]

License Details Oware Standard Edition

Product License for Oware
EDITION = STANDARD-SKU-1521577320634
DESCRIPTION = Oware Standard Edition
USER = DellEMC_OHHM
1P =
EXPIRATION = 20D
VERSTON = OMHH
KEY = CNK-22230928-63803-B -- IS VALID
APPPROPS:

After License File HAEnabled=False:
. [ — OracleEnabled=false: -
Selection

3 Activate the license immediately to increase licensed resource count

{6 Activate the license on Fri Apr 27 00;00:00 UTC 2018 to extend the subscription duration

® Cancel Registration

# Close

The Register License panel includes the following fields and options.

Fields/Options | Description
Product The product for which you have a license.
Edition Information useful for support, such as the distinction between core and additional.
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Valid
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User

Version

License Details

Activate the
license
immediately to
increase licensed
resource count

Activate the
license on
Date'lime UTC
Year to extend
the subscription
duration

Register

Cancel
Registration
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Description

The date and time when your license expires.

An indicator showing whether the license is valid (checkmark) or not (X).
Any IP restrictions (asterisk is unrestricted).

The person authorized to use the application.

The license version (not the software).

The selected registered license details displays information, such as edition, activation
date, expiration date, and so on. By default, this field displays information for the first
product in the list.

To see your license activation date, for example, select the Oware product license and
then look in the License Details field for the ACTIVATION DATE parameter. The
date is cither:

* The day you installed the OMNM system

* The day registered a new license by increasing the license

* The day the current license expires if you register a new license by extending your
license

* Agiven day if you register a new license from the command line

To see your software’s Digital Service Tag parameter, select the Oware license and look
in the License Details field for the APPPROPS parameter. This parameter is useful in
license renewal.

This option activates the registered license once the current license expires, which
extends the license period by the length of the new license (recommended for renewed
subscriptions).

For example: Your OMNM licensed is for 50 devices and one year starting January 1st
2018. On November 1st 2018, you apply an additional 50 devices and one year license
using the Extend option. On December 31st 2018, the original license expires and the
new license takes effect with no disruption of service. You continue to be licensed for
50 devices until December 31st 2019.

This option activates the registered license immediately. Use this option for:
* Upgrading a Trial version
* Increasing your subscription to a higher count

This option applies the new license immediately and adds the new purchased license
device count to the existing device count. The new license expiration countdown starts
immediately. Expiration notification continues until the existing trial/subscription
device count elapses. Once expired, the trial/subscription device count is deducted
from the total device count leaving only the new license device count.

For example: Your OMNM license is for 50 devices and one year starting January 1st
2018. On July 1st 2018, you apply an additional 25 devices and one year license using
the Increase option. You can manage 75 devices from July 1st 2018 to December 31st
2018. On December 31st 2018, the original 50 devices license expires, with 25 devices
remaining until June 30th 2019.

See License Expiration Notification on page 46 to understand how license expiration
notification works.

This option starts the registration process and displays a confirmation message.

The option to discontinue with the license registration process.
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Common Setup Tasks Portlet

By default, the Common Setup Tasks portlet appears on the Home page as part of the Getting
Started portlet and the Settings page. If your package does not display this portlet on these pages
and you want it there, click Add > Applications and put it there.

Common Setup Tasks

Step Description Status Action Requirement Tag
1 ,{ Dell EMC SupportAssist u Setup complefe Edit Optional

2 Dell EMC Warranty Reporting 4 setup complets Edit Recommended
3. [~ SMTP Configuration u Sefup complete Edit Required

4, = File Servers u Setup complefe Edit Required

5. ) Upload Firmware Image u Setup complete Edit Optional

6. | Discover Devices -> Authentication u Setup complete Edit Optional

7. U Discover Devices -> Discovery Profile u Setup complefe Edit Recommended
8. ’ Traffic Flow Analyzer Registration u Setup complete Edit Optional

9 [ Performance Monitors 4 setup complets Edit Required

10. U Check Server for Perl Installation u Setup complefe Edit Recommended
1. B PDF Test Check u Setup complete Edit Recommended
12. . OpenManage Essentials (OME) Integration O Seftup required Edit Optional

This portlet shows the setup status for the common tasks, such as:

*  SMTP Contfiguration
* File Servers
*  Upload Firmware Images
The Status column shows whether the setup is complete (check mark) or is required (X). The

Requirement Tag column shows whether the setup is Optional, Recommended, or Required and a
tool tip describes cach tag. Click the Edit action to modify a task’s settings or complete its setup.

SMTP Configuration

You can use the OpenManage Network Manager (OMNM) messaging capabilities to communicate
with other users, but if you want to receive e-mails automated by actions, such as configuration file
backups, the OMNM application must have a mail account. The SMTP Configuration window
configures the e-mail server so the OMNM application can send such automated e-mails.
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The Apply button accepts your edits. The Test button tries your edits. The Cancel button
abandons your edits and returns to the OMNM application. The SMTP Configuration window
contains the following ficlds and options.

Field/Option
SMTP Server Host
SMTP Server Port

Authentication
Enabled

User Name
Password

Security

Return Address
Default Subject

Connection/Send
Timeout

Max Per Minute
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Description
The IP address or hostname of your SMTP server.
The port for your SMTP server. (Common ports are 25, 465, 587)

Check this to enable authentication for this server. Checking enables the next
two fields.

The login ID for the SMTP server, if authentication is enabled.
The password for the SMTP server, if authentication is enabled.

Enable Secure Sockets Layer (SSL) protocol to interact with your SMTP server,
or Transport Layer Security (TLS).

The return address for mail sent from OpenManage Network Manager.

Text that appears by default in the subject line of mail sent by OpenManage
Network Manager.

The time-outs for mail sent by OpenManage Network Manager. If your SMTP
server or network is slow, increase the default timeout.

Note: These time-outs are in milliseconds, and have been critical in getting e-
mail to work, so do make them long enough to handle whatever latency is normal
for your network.

The maximum number of e-mails OpenManage Network Manager can send per
minute.

Two settings for e-mail servers appear in Control Panel, one in the Control Panel
> Portal > Settings Mail Host Names edit screen, and another in Control Panel
> Server Administration > Mail. These are for Liferay login and password
reminders/resets (see Resetting a Password on page 103). The Portal-based e-mail
settings help Administrators limit signups to e-mails only existing in their
organization. The screen in that panel provides a list of allowed domain names, if
that feature is enabled.

Control Panel > Server Administration > Mail is where to configure the Main
server and authentication for routing mail.

Note: If you require a sender/reply to e-mail address on mail sent, configure that
with the following property in the owareapps/installprops/lib/installed. properties
file:

redcel | . snt p. returnaddress. nane
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File Servers

The file servers provide FTP connections for retrieving and deploying devices” configuration files,
and for deploying firmware updates to devices on your network. See Configuration Management
for a description of the portlet that manages file servers. If you want to configure servers from the
Common Setup Tasks portlet, a slightly different screen appears when you click Edit.

This displays configured file servers. Configure new servers by clicking the new file server link in the
upper right corner. The editing process after that is as described in External File Server Editor on
page 472.

/\ CAUTION:

If you select the internal file server, make sure no external file server is running on the same host. A port
conflict prevents correct operation. Either turn off the external file server, or use it as the FTP server. We
strongly recommend using the internal file server only for testing, and external file server(s) for
production.

OpenManage Network Manager selects the file server protocol for backup, restore or deploy based
on the most secure protocol the device supports.

Upload Firmware Images

Use the Upload Firmware Images window to copy firmware images into the OpenManage Network
Manager database. This opens an editor like the one described in Firmware Image Editor on page
464. Refer to Configuration Management, particularly Image Repository on page 462 for more
about using this capability to deploy firmware to devices you have discovered.
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General Information

The following topics provide some general information you may need to know:

*  Web Portal/Multitasking
e Cookies and Sessions

e Web Clients

e Network Basics

Web Portal/Multitasking

You can open multiple tabs to different managers in the OpenManage Network Manager system. In
most cases this does not cause any issues for read—only data browsing. However, best practice is not
opening multiple tabs when creating, editing or deleting. These may report Web session
information incorrectly and task completion may appear to never finish. For example, you may
submit a job that appears stuck “running” when in reality it has already finished but the status has
not updated in the browser session. When this occurs, manually click the refresh button on the job
status window to force an update. The recommended process is to close the job status window and
move on to other tasks. The My Alerts feature in the portal’s lower left corner indicates when jobs
are complete, and you can view details from that status bar location.

Cookies and Sessions

The OpenManage Network Manager (OMNM) application stores cookies during the session. No
personal data, such as username/password is stored. The cookie stores the assigned session ID as
well as information about the current view so that the OMNM application can do partial view
updates. OMNM sessions are not persisted, they are in memory only.

Web Clients

With the minimum hardware for a 32-bit client, you can run either a Web client or Java client, not
both. You can start and stop the client without impacting the application server. Device monitoring
stops when you stop the application server or turn off its host machine. The client can also be on a
different machine than the application server.

K NOTE:
See Starting Web Client on page 61 for more information about using web access to this software.

The OpenManage Network Manager (OMNM) application detects mobile devices and pads, such
as tablets and iPads. For smaller screens, the Navigation bar collapses to the left hand side and the
page only displays a single column. Some limits apply:

*  Because touch devices do not support a right-click, the first time clicking a row selects it. A
repeat click launches a menu displaying the available actions. Click the menu item you want.

*  All major charts are rendered as HIML 5, which are mobile-friendly. These charts are Line,
Pie, Donut, Bar and Column. Some Gauges and LED charts require flash, which is not
compatible with all mobile devices.

*  Topology views are not available.
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Ei NOTE:
Apple products are mostly OpenManage Network Manager-friendly. Android is only partly supported.

/\  CAUTION:

If your application server and client are on different machines, make sure that they have the same time
settings.

Network Basics

The OpenManage Network Manager (OMNM) application communicates with devices over a
network. You must be connected to a network for the Application server to start successfully.
Firewalls, or programs using the same ports on the same machine where this application is installed
can interfere with its ability to communicate with devices.

Your network may have barriers to communication with this software that are outside the scope of
these instructions. Consult with your network administrator to ensure this application has access to
the devices you want to manage with the protocols described below.

Ei NOTE:

One simple way to check connectivity with a device is to open a command shell with Start > Run cnd.
Then, type pi ng[ devi ce | P address] atthe command line. If the device responds, itis connected
to the network. If not, consult your network administrator to correct this. No useful information comes
from disconnected devices.

Consider Description
Name Resolution The OMNM application requires resolution of equipment names, whether by
(equipment) host files or domain name system (DNS).

If your network does not have a DNS, you can also assign hostnames in the
following file on a Windows system:

% ndi r% syst enB2\ drivers\etc\hosts
You must assign a hostname in addition to an IP address in that file. Here are

some example hosts file contents (including two commented lines where you
would have to remove the # sign to make them effective):

# 102.54.94. 97 rhino.acne.com# source server
# 38.25.63.10 x.acne.com# x client host
127.0.0.1 | ocal host

Caution: This software only supports installation to a local file system. Do not
install to shared drives.

Protocols The OMNM application uses the following protocols:
» TCP/IP

* SNMP

* HTTP

* UDP Multicast

You can bypass multicast, if it is disabled on your network. To allow a client to

connect without multicast, add the following property to the client’s owareapps/
installprops/lib/installed. properties file.

oware. application.servers[Hostl | P address], [Host2 IP
address] ...
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Consider Description
Fixed IP Address The OMNM application includes a Web server and must be installed on a host

with a fixed IP address. For demonstration purposes, you can rely on dynamic [P
address assignment (DHCP) with a long lease. However, this is not recommended
for production installations.

If you need to change your host’s IP address, do so by:

* Changing Your Host IP Address using the ipaddresschange script

* Manually Changing Your Host IP Address

Partition Name First character must be a letter (a-z, A-Z). The remaining must be alphanumeric
Limitations or underscore or dash characters (a-z, A-Z, 0-9 and _ or -). Maximum length is 31
characters.

In a clustered installation, make owar e/ syner gy/ dat a a shared directory
because local user images, documents, and uploads go there, and in a cluster
environment all web servers need to access this directory.

Changing Your Host IP Address

Change your host’s IP address as follows.

1

o g~ W N

Change the Virtual host IP to the new IP address in Manage > Control Panel > Portal.
Change the host IP address

Open a shell and run owar e to set the environment

Run i paddr esschange - nin the shell followed by the new IP address

Restart the application server and the web server service.

Open a browser to see the web client at this URL: [ new | P addr ess] : 8080.

Manually Changing Your Host IP Address

Change your host’s IP address without the i paddr esschange script as follows.

1

2
3
4
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Change the Virtual host IP to the new IP address in Manage > Control Panel > Portal.
Change the host IP address
Delete the contents of \ owar e\t enp.

Change your local IP address anywhere it appears in
\ owar eapps\instal | props\lib\installed. properti es.

Change the address on your web server. Change this in port al - ext . properti es in
\ owar e\ syner gy\t ontat - 7. 0. 40\ webapps\ ROOT\ VEEB- | NF\ c| asses

Change property:

jdbc.defaul t.url=jdbc:nysql://[IP address]/
| portal ?useUni code\ =t r ue&char act er Encodi ng\ =UTF-
8&useFast Dat ePar si ng\ =f al se

and
owar e. appserver.ip=[|P address]

Restart the application server and the web server service.

Open a browser to see the web client at this URL: [ new | P addr ess] : 8080.
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Starting/Stopping OMNM
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The OpenManage Network Manager (OMNM) Application server processes network information
for Web-based clients. The Application server monitors devices, and produces the output for the
Web server and then makes it available for the Web clients. When you install or upgrade the
OMNM application, the installer automatically stops the servers before installation and starts them
after installation. However, there are many instances where you need to stop/stop the servers. The
following tasks show how to start the Application server and its subordinate process, the mediation
server, which communicates directly with devices, and how to stop these processes when needed:

*  Starting/Stopping Servers
*  Starting Web Client

Starting/Stopping Servers

. E Starting application server. In Windows, you can use the Start button (Start >
OpenManage Network Manager > Start application server), or type St art appser ver ina
command shell, or right-click the server manager tray icon and select Start (if you have
installed this software as a service and that icon is red, not green).

Ei NOTE:

A message declares “Application serveris now up” in My Alerts in the bottom left corner of the screen of
the web client when application server startup is complete. You can also make server monitor appear
with the pnt r ay command either in a shell or from a start menu icon.

. Starting web server. If this does not auto-start, you can use the Start button (Start >
OpenManage Network Manager > Synergy Manager), or right-click the web server’s tray icon
to start it. You can also double-click this icon and automate web server startup. From a
command line, you can also start this manager with [ i nstal | ati on
root]\owar e\ synergy\tontat *\ bi n\startsynergy.
To start the Web server in Linux in a shell, type / et ¢/ init. d/ synergy start. Stop
web server with /et c/init. d/ synergy stop.

/\  CAUTION:
If your OpenManage Network Manager environment has a firewall, ports 8080 and 80 must be open for it
to function correctly. If you want to use cut-thru outside of your network, then ports 8082 — 8089 must be
open. OpenManage Network Manager uses the first one available, so typically 8082, but if another
application uses 8082, OpenManage Network Manager uses 8083 and so on. Web Services for
OpenManage Network Manager previously used port 80, but for this version, they use 8089. See Ports
Used on page 1021 for a complete list of all ports impacted.

Here are the various ways to start (and stop) OpenManage Network Manager elements:

Windows Start Menu  Windows Command Line Linux Command Line

Program Shortcut

Server Monitor pmtray N/A

Start Application startappserver startappserver

Server

Network Manager startsynergy.com While no monitor display appears, you
Note: this is in the can start the Web server with these
oware\synergy\tomcat*\bin directory, commands: startportal.sh start/
and is not on the path. startportal.sh stop
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Windows Start Menu | Windows Command Line Linux Command Line
Program Shortcut

Synergy Web Service | http://[application server host IP]:8080 ' http://[application server host IP]:8080
Manager

Starting Web Client

Open the Web client user interface from your browser. Refer to the OpenManage Network
Manager Installation Guide for supported browsers and versions. The URL is:

http://[application server hostname or |P address]: 8080

The default login user is admin, with a password of admin. The first time you log in, you can select
a password reminder. If you have forgotten your password, click the Forgot Password link in the
initial screen to begin a sequence that concludes by mailing your user’s e-mail address a password.
(See Resetting a Password on page 103.)

For this forgotten password sequence to work, you must configure users” e-mails correctly, and the
portal’s SMTP server in Go to > Control Panel > Server > Server Administration > Mail settings.
To configure a user’s e-mail settings and other things, click the user name link in the portal header.
The same configuration settings are available in Control Panel’s tabs labeled as that user’s login.

The application server hostname is the name of the system where OpenManage Network Manager
is installed.

/\  CAUTION:
The first time you start the application after you install it, you may have to wait an additional five minutes
for the Application to completely start. One indication you have started too soon is that the Quick
Navigation portlet does not appear properly. Also: The Web server may indicate it has fully started before
itis entirely ready. In rare instances, this may also inhibit correct communication with the client
interface. If OpenManage Network Manager appears stuck after the application server is running
completely, restart the Web server.

Disable password reminders with user s. rem nder . queri es. enabl ed=f al se to
owar e\ syner gy\t ontat - x. x. xx\ webapps\ ROOT\ WEB- | NF\ c| asses\ portal -
ext. properties
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Setting Up Secure Connections (SSL & HTTPS)

The following describes how to turn on SSL support within OpenManage Network Manager on
single-server installations. Configure Clustered installations with a Load Balancer with SSL
Offloading. SSL Offloading takes advantage of hardware which has been designed to deal with
quick encryption and decryption of SSL. It also lets you purchase a single SSL certificate rather
than generating a certificate per server, something that can be more costly.

Ei NOTE:

If you want a secure connection between distributed servers (application and mediation servers, for
example), the following also applies.

Enabling Secure SSL

Best practice for a clustered production environment is to use a Load Balancer with SSL Offloading
rather than creating a private key, as described below. Refer to the Installation Guide for more
about load balancing.

The private key and certificate described below provides identity and browser verification against
the CA signed root certificate. For testing and internal use you need this step to create a Private
Key and Private Signed Certificate to enabled SSL encryption.
Ei NOTE:
Some functions may fail using this approach since some third party layers may expect a valid CA signed
root.

Creating a Private Key (Linux/Windows)

1 Open a command prompt in Windows or a Terminal within Linux
2 Navigate to a <I NSTALL DI R>/ owar e/ syner gy/ t oncat - XX/ bi n/ certs
3 Enter the command: openssl

If this command does not find openssl, then first enter the oware environment (in Windows
type owar e, in Linux, type . /etc/.dsienv).

4 The OpenSSL prompt appears: QpenSSL>
Enter the command:
genrsa -des3 -out tontatkey.pem 2048

6 OpenSSL then asks for a pass phrase for the key. Enter changei t . See Turning on SSL
Within the Web Portal on page 63 if you want to change the default password.

7 OpenSSL then creates the private key and stores it in the current directory

Creating a Certificate (Linux/Windows)

Once you have the private key created, you must create a certificate.

8 Assuming you are still running the OpenSSL program from the previous step, enter the
command:

req -new -x509 -key tontatkey.pem -out tontat.pem -days 1095

9 OpenSSL asks for the pass phrase defined for the private key. Enter the previous pass phrase
(default: changei t ). This command creates a self-signed certificate with a lifetime of 3
years, using the private key.
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This password must be identical to the one entered in the previous steps.

10 When asked the other questions such as Country Code, Organization you can enter any data
you wish. When asked for the Common Name (FON) you must enter the hostname or IP
address of the server.

11 OpenSSL generates the t oncat . pemin the directory you were in from the previous steps.
12 Exit OpenSSL by typing exi t

13 Two new files appear within the / /. . / t ontat - xx/ bi n/ cert s directory:
t oncat key. pemand t ontat . pem

Some systems may put these files in another directory (for example
C:\users\[usernane] on Windows 7). If so, copy or move them to the
owar e\ syner gy\tontat - 7. 0. 40\ bi n\ cer t s directory before proceeding.

Turning on SSL Within the Web Portal

Turn on SSL within the Web portal by:
*  Windows: Changing the Environment:
* Linux: Changing the Environment
*  Heartbleed SSL Vulnerability
* Lnabling Terms of Use
Windows: Changing the Environment:

First, update the set env. bat with the SSL preferences. You must do this whether OpenManage
Network Manager’s web server starts manually or runs as a service. if OpenManage Network
Manager runs as a service, this file automatically updates the service on the next portal service
restart.

1 Stop OpenManage Network Manager service

2 Navigate to the <I NSTALLDI R>/ owar e/ syner gy/ t ontat - xx/ bi n directory.
3 FEdit the set env. bat file in a text editor.

4 Change the property ENABLE_SSL=f al se to ENABLE_SSL=t r ue.

5

If you used a pass phrase different from changei t then you can set it for the
SSL_PASSWORD=changei t value.

Save set env. bat

()]

7 Ina command prompt navigate to / owar e/ syner gy/ t ontat - xx/ bi n, and type:
servi ce. bat update

8 Settings take affect after the you restart the service.

You are now ready for a secure, SSL connection to OpenManage Network Manager. After it has had
a few minutes to start navigate to ht t ps: // [ appl i cati on server |P address]: 8443.
(The HTTPS port is 8443, not 8080.)

Linux: Changing the Environment
1 Enter the command: “servi ce synergy stop” to stop the OMNM service.
2 Navigate to the / owar e/ syner gy/ t ontat - xx/ bi n directory
3 Edit the set env. sh file.
4 Change ENABLE_SSL tot r ue.
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If you used a different pass phrase than the default (changei t) then you can set it for the
SSL_PASSWORD property here.

5 Save the file.

6 Enter the conmand: "service synergy start" to restart the OVNM
servi ce.

You are now ready for a secure, SSL connection to OpenManage Network Manager. After it has had
a few minutes to start navigate to ht t ps: // [ appl i cati on server |P address]: 8443

Heartbleed SSL Vulnerability

OpenManage Network Manager is not vulnerable as shipped. If the client does not have SSL
turned on with a valid certificate then the following does not matter:

When running Linux then your system admin must keep OpenSSL up to date. This is native to
Linux, not to OpenManage Network Manager.

For windows OpenManage Network Manager ships with 0.9.8d which is not affected. You can
update this any time. This is only applicable if you are using SSL by replacing the openssl . exe
in owar e/ syner gy/ t ontat - xx/ bi n/ nat i ve/ wi ndows/ x64.

Enabling Terms of Use
To Enable a “Terms of Use” statement required of each user use the following steps:
1 Login as Admin
2 Go to Control Panel
3 Click on Portal Settings and then the Users link on the right, and look in the Fields tab.
4

Check Terms of Use Required and save. You must then click I Agree to the Terms of Use
document that appears.

5 Logout and attempt to login as another user to validate the Terms of Use appear.
To change the Terms of Use wording:
1 Login as Admin
2 Go to the Synergy Control Panel
3 Click on Web Content
4 Click on the TERMS-OF-USE article link which will take you to the editor where you can
alter and save it.
Ei NOTE:

Nothing prevents a user from deleting the Terms of Use article. If the Terms of Use seeded article is
removed then the static Liferay Terms of Use appears until next OpenManage Network Manager restart.
The editable/delete-able article is a copy of the compiled static version but exposed as an article to make
editing easier. The next time OpenManage Network Manager restarts, if the TERMS-0F-USE article does
not exist, it imports a new one.
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Managing Users and Permissions

Manage users and permissions by performing the following tasks:

Adding Users and Connecting them to Roles
Adding and Configuring User Roles/Permissions
Adding LDAP Users

Creating an LDAP Admin User

Adding Users and Connecting them to Roles

When you add a new user, that user may not appear immediately. You can speed up the user’s
appearance by using control panel’s Server > Server Administration Resource panel. Click Reindex
all search indexes.

Add Users with the following steps:

1 Click Go to > Control Panel and navigate to Portal > Users and Organizations.

2 Click the Add > User menu item at the top of the Users screen.

3 Enter the details of the new user. If you are editing an existing user, more fields appear. Screen

Name, and Email Address are required. Optionally, you can enter Name, Job Title, and so on.

Ei NOTE:

Make sure you specify a Password when you add a user. This is not optional.
After you click Save notice that the right panel expands to include additional information.

The first time users log in, the application prompts them for a security question. E-mail for
password reminders/resets requires setting up the fields in Control Panel > Server
Administration > Mail, not the SMTP Configuration which is for OpenManage Network
Manager-originated e-mails. See Resetting a Password on page 103

Also: When you make a multitenant site, OpenManage Network Manager automatically
assigns the site prefix you select to the admin user it creates in the Site Management Editor. If
you enter “Admin” as that user, and the prefix is DS-, then that user must log in as “DS-
Admin.” When you or the tenant site admin create tenant site users manually in control
panel, you must manually add that prefix too when creating the user and when logging in as
that user.

Notice that if you are editing an existing user, or creating a new one, you can use the links on
the right to configure connections with Roles. Roles, in particular, configure the OpenManage
Network Manager functional permissions for that user. For example the Operators role’s
capabilities are typically more limited than Administrators. See Adding and Configuring
User Roles/Permissions on page 67.

Click Save again, and the user you just configured should appear listed in the Users screen
when you select View > All Users.

After you have configured roles as described in Adding and Configuring User Roles/
Permissions on page 67, return to the Users and Organizations screen, edit the User, and click
the Roles link to associate the User with the Role(s) you have configured.

The most dramatic evidence of permission changes appears when you first remove Default
User Roles — Power User from your system in Portal > Portal Settings > Users > Default
User Associations (check Apply to Existing Users if you have already configured your user). If
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you impersonate your user, and Go To > Control Panel, without User and Power User roles
assigned, the impersonated user can only see My Account and Sites.

Ei NOTE:
You can Export Usersto a comma-separated value (CSV) file.
Once you have configured a user, you can click Action and to do the following:

Edit—Re-configure the selected user. Select the user’s Role in the editor, too. Roles configure
access and action permissions.

Permissions—Manage the user’s access to and control over various parts of the portal.

Impersonate User (Opens New Window or tab) —This allows you to sce the etfect of any
configuration changes you have made on a user. The new window (typically a new tab) also
lets you click the Sign Out link in the upper right corner where you can return to your original
identity impersonation concealed.

Manage Pages—The menu described below appears when you have not installed the
Multitenancy option. Configure the Public or Private pages for a user, depending on the
selected tab. Possible actions here include changing the look and feel of pages (for computers
and mobile browsers), adding pages and child pages, and importing or exporting page
configurations. Notice that you can configure meta tags, and javascript on these pages too.

Exports arc in . | ar format, and go to the download location configured in the browser you
are using. The export screen lets you select specific features, and the date range of pages to
export.

Ei NOTE:

If you want to set up several pages already configured elsewhere for another user, or even for an entire
community of users, export those pages from their origin, then Manage > Pages menu for the user or
community.

Also: On private pages, you can see the Languages portlet. Click a flag to translate some labels to the
language represented by the flag. You can change the text in many labels (the portlet titles, for one
example) by clicking and re-typing that label. Some labels do not translate, no matter what.

See also the Multitenancy chapter of the Installation Guide for more potential variations on
page appearance.

Deactivate—Retires a user configured on your system. You can also check users and click the
Deactivate button above the listed users. Such users are not deleted, but are in a disabled
state. You can do an Advanced search for inactive users and Activate them or permanently
delete them.

Your organization has a number of geographic locations and you plan to manage the network
infrastructure for all these locations using RC7 Synergy. You can define the geographic locations to
which devices can be associated. This will help you manage and view your network, grouped by
location or branches. See Locations Portlet on page 221 for the specifics about the portlet where
you can set up locations.

K NOTE:

To edit your own information as a signed-in user, simply click your login name in the upper right corner of
the portal screen.
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Organizations

Create Organizations just as you would create Users. You can create a Regular or Location type of
organization. You can do this only if your package includes the MSP option, so this capability is not
available to all users.

K NOTE:

You must first create a Regular organization to be the parent for a Location. Also: These organizations are
useful to organize users. They are distinct from the device-organizing Locations described in Locations
Portlet on page 221 and are not available for organizing in the Hierarchical View portlet (see Using
Hierarchies on page 254).

Adding and Configuring User Roles/Permissions

Add and configure User Roles with the following steps:
1 Click Go to > Control Panel > Portal > Roles.
2 Click the Add tab under the heading at the top of the page, and select Regular Roles.
The New Role options are displayed.

You can also add site and organization roles that configure permissions.

Enter the details of the new role (Name, Title, Description), then Save it.

4 Click Portal > Roles > View All to verify that the new role was added to the list.
The actions available for a new role are Edit, Permissions, Define Permissions, Assign
Members, View Users, and Delete role.

5 Click Actions > Define Permissions for the new role.

The Define Permissions editor is displayed.

Alternatively, select or delete OpenManage Network Manager permissions by editing the role
in Redcell > Permission Manager.

Ei NOTE:

If you are restricting permissions for new users, you must also remove the permissions from the Userand
Power Userroles, that OpenManage Network Manager assigns all new users by default. The
permissions available are a combination of those configured here and the User and Power User roles’
permissions. You can remove users from the Power User role altogether, but not from the User role. You
must remove permissions from that User role if you want users not to have them.
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If you have eliminated all permissions from a role by removing the Default User Roles —
Power User, an intervening screens lets you copy another Role’s permissions so you do not
have to enter all permissions from scratch.

‘ Initialize Permissions for Role |

Role { Role1 ) does not have any assigned permissions. If you would like to start by
copying permissions from another Role and maodify them, select a Role name below
and click Copy.

=

[7] Skip Copy. © cancel

i NOTE:
Defining a base role’s permissions can provide the start for non-base role’s permissions if you use this
screen to copy them, then edit them later for the difference between the base role and non-base role. As
always, planning is the key to simplifying this work.

6 Select the type of permission from the Add Permissions list.

7 Select the actions you want to enable.

8 Click the Redcell > Permission Manager to alter or enable more of OpenManage Network
Manager functional permissions.
The Role to Permission Settings list is displayed.

9 Click the action’s Edit button to see and configure available permissions.
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The Editing Role window is displayed.

Ei NOTE:
The Show Assigned/Show All options to filter what displays in the list.

10

11
12
13

14 Enable and apply the appropriate permissions.
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;

(Role Details |
Name Description

| User A unique name | Authenticated users should be assigned this ro |

\ J
Permissions Advanced
Name ~ Enabled Settings | Actions |
Access to RTM Snapin [EXECUTE] L&
Access to Reference Tree Snapin [EXECUTE] |
Action Groups [EXECUTE] L2
Adaptive CLI [EXECUTE] L&
Adaptive CLI Type Perl Script [EXECUTE] L
Adaptive CLI Type Script Gen Only [EXECUTE] L2
Alarm Suppression [EXECUTE] L&
Alarm Suppression - Stop All [EXECUTE] L&
Alarms [EXECUTE] &
Application Services [EXECUTE] L&
Application Services AS Groups [EXECUTE] s
Application Services CIM Events [EXECUTE] L2
Application Services Computer Systems [EXECUTE] &

N IR

Show: (& All ) Assigned | 0|

H Save | o Cancel |

Click Advanced to sec available permissions organized by Read, Write, Execute, Add or Delete

actions.

Select the appropriate permissions for each category.

Apply your changes.

Click the action’s Edit button to modify permissions type.

The Editing Permissions window is displayed.

15 Save the role configuration.
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Adding Individual Permissions

The Redcell > Permission Manager options are more convenient to do this in bulk, but to add
individual permissions, click Portal > Roles > Actions > Define Permissions for the appropriate

role, and then select the specific resource set.

Roles

Roles are groupings of users that share a particular function within the portal, according to a particular
@ scope. Administrators can add roles which can be granted permissions to various functions within portiet

applications

g View All (+] v

TestRole1

Define Permissions

Add Permissions

Action Groups

Action Groups

Action

Add to Page
Configuration
Permissions

View

Save | Cancel

« Back

Assign Members

Scope
Portal
Fortal
Portal

Portal

@ Limit Scope

@ Limit Scope
@ Limit Scope

Once you select a general type of permission with the pick list below Add Permissions, the Action
Groups that appear below let you check to select areas to enable, and the Limit Scope link to the
right lets you further filter the application of this enabled permission. The Private Pages limitation
in this final filter does not apply in Multitenant systems.

Because these screen are so granular, however, best practice is to use them to fine tune existing
permission structures.

Multitenant Users

When you try to log in as a multitenant user, OpenManage Network Manager prepends the Screen
Name Prefix if you create the user in the Site Management Editor. If you make other users for the
tenant site manually in Control Panel, you must manually add the prefix to assign them to the

correct site.
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Adding LDAP Users

You can integrate LDAP with your OpenManage Network Manager installation in the Portal
Settings > LDAP tabs. LDAP-added users cannot log into OpenManage Network Manager’s Java
Client, and can only use the web portal.

/\  CAUTION:

Before enabling an LDAP server in the Portal, you must create and assign one user from the LDAP server
as the Portal administrator. You cannot access the Control Panel without a user with the administrator
role. See Creating an LDAP Admin User below for details.

Make sure Import at Startup is turned off and in Password Policies, edit the default password policy
and make sure that Change Required is off.

K NOTE:

Notice that several test buttons appear in the LDAP screens, for example, Test LDAP Connection. Use
these to validate your entries as you make them.

Click Add under LDAP Servers to add the specifications of your LDAP server. After configuring
your LDAP server, restart the OpenManage Network Manager server, and attempt to log in as an
LDAP user.

LDAP Server Settings

The following settings are required (the values below are examples, only):
Connection

Base Provider URL : 1dap://192.168.50.25:389

Base DN : de=dorado-exchange,dc=oware,dc=net

Principal: dorado@dorado-exchange.oware.net [Principle user must have the necessary
administrator rights in Active Directory Server or any other LDAP server]

Users

Authentication Search Filter:(sAMAccountName=@screen_name@)
Import Search Filter: (objectClass=person)

User Mapping

Screen Name: sAMAccountName

In the Portal Settings > Authentication > LDAP tab:
Authentication

Enabled

Import/Export

Import Enabled

Import on Startup Disabled

OMNM 6.5.2 User Guide 71



Managing Users and Permissions | Getting Started

Creating an LDAP Admin User

All users imported from an LDAP server default to the Poweruser role. The default OpenManage
Network Manager (login/password: admin/admin) cannot log into Synergy once you enable
authentication through LDAP. Therefore, you must manually assign one of the users from the
LDAP server as the Portal administrator. An example of an LDAP database user with Administrator
privileges:

Screen name: I'TAdmin
User password: I'TPassword
First Name: Scott

Last Name: Smith

Email: scott@doradosoftware.com

Ei NOTE:

You cannot import users without these five attributes into OpenManage Network Manager from an LDAP
source.

Create an LDAP admin user by:
*  Creating user ITAdmin with Administrator role:
*  Stopping LDAP Authentication
Creating user ITAdmin with Administrator role:
1 Asan Admin user, Go to > Control Panel.
2 Under the Portal category, click Users, then click the Add button.

3 Fill out the User form with name and email address and so on. Remember: screen name, first
name, and email address are required. Synergy LDAP import will not overwrite existing users.

When you are finished, click Save.
A message appears saying that the save was successtul.

Select the Password, enter password: I'TPassword and click Save.

~N o o A

Click the Roles link. A screen appears showing the roles to which your ID is currently
assigned. By default, all users are assigned the Power User role.

8 Remove the default PowerUser role (optional), and add the administrator role for the user,
then click Save.

Now you can enter LDAP server info.

Stopping LDAP Authentication
1 To stop authenticating through LDAP, log in as the admin user with ITAdmin/ITPassword.

2 In control panel go to Portal > Portal Setting > Authentication > LDAP and uncheck the
Enabled then Save.

3  When the portal re-appears, Users can login only with credentials that exist on Synergy
database
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Implementing DAP

Database Aging Policies (DAP) prevent the OpenManage Network Manager database from filling
up by filling up by deleting old records. You can also save designated contents to an archive file on a
specified cycle. Database Aging Policies configure which contents to archive, the archive location,
and the configuration of that archive file.

To view and manage such policies, right-click an item with them (for example, an alarm), or click
Manage > Control Panel, and under Redcell click Database Aging Policies.

Policies appear in the Aging Policies tab of this screen, with columns that indicate whether the
policy is Enabled, the Policy Name, Details (description), Scheduled Intervals and icons triggering
three Actions (Ldit, Delete and Lxecute). Notice that the bottom right corner of this page also lets
you Enable/Disable/Execute All policies listed.
The following steps are typical for implementing DAP:
1 From the screen listing Database Aging Policies (DAP), click Add Policy, and select a policy
from the displayed list of alternatives.
This opens the Aging Policies Editor.
3 In the Aging Policies > General tab, specify the name, schedule interval, whether this policy
is Enabled, and so on.
4 Specify the Archive Location. Those listed are the Repositories listed on the Repositories
panel. You can manage those on that tab.
5 Click the Options tab.

6 Specily either the archiving and retention you want, or further specify sub-policies that refine
the items archived, and specify archiving and retention for those sub-policy elements. Which
one you can specify depends on the type of DAP you are configuring.

7 Click Apply until the displayed screen is the DAP manager.
8 View/Verify DAP

DAP archives information into the specified repository under the installation root. You can
open archived .xml data with dapvi ewer. Launch this application from a command line
after setting the environment with owar e in Windows or . ./ et ¢/ . dsi env in Linux.

Archived data is deleted from OpenManage Network Manager’s database. You can verify that
by querying whether archived data still exist. You also can backup your database if you want to
preserve records not yet archived.
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Opening an Archive in dapviewer

1 First, make sure you have an archived file. One way to do this is to edit the Events DAP, make
sure the archived events go to a directory you can access later, and retain them for zero days.

2 Manually run the Events DAP

3 Open a command shell. Type owar e in Windows, or . ./ etc/. dsi env in Linux.

4 ‘lype dapvi ewer .

5 Select the file with the ellipsis (...).

K NOTE:

dapviewer opens both compressed and uncompressed files. It does not open empty files. Also: You must
have display set to the host running dapviewer if you are running it on a remote host.

6 Click the Load button.

7 Examine the archived data.

74 OMNM 6.5.2 User Guide



Backing Up the Database | Getting Started

Backing Up the Database

To back up your database, open a command shell (Start > Run cnd, in Windows), and then type
the following at the prompt replacing USERNAME and owbusdb. By default, the database is
owbusdb, user name is r 0ot and password is dor ado.

nysql dunp -a -u USERNAME - - passwor d=[ nanme] owbusdb > FI LENAVE. nysql
For example:
nysql dunp -a -u oware --password=dorado ownetadb > owret adb. nysql

If you have Performance monitors or Traffic Flow Analyzer, you must also back up your stored

J

procedures otherwise they do not get restored when you restore the database. The command line
here adds - - r out i nes. For example:

nysql dunp -a -u oware --password=dorado --routines owbusdb > owbusdb. mysql

This writes the owbusdb to a plain-text file called FI LENAVE. nysqgl (owbusdb. nysql in our
examples). This file is a full backup with which you can fully restore your database in case of
problems.

Defaults for the database are owar e (login) and dor ado (password). These are typically different
from the login/password for the application.

Ei NOTE:

To get a rough estimate of a database's size, looking at the size of the directory
\ owar e3r d\ nysql \ dat a.

Iere are the backup commands for all the databases:
nysql dunp -a -u root --password=dorado owbusdb > owbusdb. mysql
nysql dunp -a -u root --password=dorado owretadb > owret adb. nysql
nysqgl dunp -a -u root --password=dorado |portal > |portal.nysql
nysql dunp -a -u root --password=dorado synergy > synergy. nysql
To backup stored procedures too:

nysql dunp -a -u oware --password=dorado --routines owbusdb > owbusdb. nmysql
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Restoring Databases

Restoring from FI LENAME. nysql is a three step process. This occurs, again, in a command shell:
1 Drop the database:
nysql admin -u USERNAME -p drop owbusdb

or

nysql adm n -u USERNAME - - passwor d=[ password] drop owbusdb
2 Recreate the database
nysql admin -u USERNAME -p create owbusdb

or

nysql admi n -u USERNAME - - passwor d=[ password] create owbusdb
3 Import the backup data
nysgl -u USERNAME -p owbusdb < FI LENAME. nysql

or

nysgl -u USERNAME - - passwor d=[ password] owbusdb < FI LENAME. nysql
Here are restoration commands for all the databases:
nysql -u root --password=dorado owretadb < ownetadb. nmysql
nysql -u root --password=dorado owbusdb < owbusdb. nysql
nysql -u root --password=dorado |portal < Iportal.nysql
nysql -u root --password=dorado synergy < synergy.nysql

K NOTE:

If you receive the error “Access Denied. Invalid Role for this device” or if the application(s) fails with
error indicating that it cannot connect to the device after a network change, There may be a DNS
resolution issue. You may still be able to ping or connect to a device by IP address but testing server
connectivity by using hostname will confirm or rule out a DNS problem. This would only be a problem if
the device(s) were discovered or set to “Manage by Hostname.” If the system was migrated to a system
thatis not using DNS, then name resolution could fail and there would be no connectivity to devices. The
solution from the Resource Manager is to Right-click > edit and un-check “Manage by Hostname.” This
will then default to Manage by IP address. Alternatively, you can fix name resolution in your environment.

Ei NOTE:

Whenever you upgrade your system and your database is on a separate server, you must run the
dbposti nstal | scripton the (primary) application server too.
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Setting Up Authentication

Here are some authentication setup tasks:

* Integrating LDAP
*  Configuring a CAS Server with RADIUS
*  Setting Up Radius Authentication

Integrating LDAP

You can integrate LDAP with your OpenManage Network Manager installation in the Control
Panel > Portal Settings > Authentication > LDAP

/\  CAUTION:

Before enabling LDAP server in Portal, you must create and assign one user from LDAP server as Portal
administrator. You will not be able to access control panel without administrator role.

Step1: Assign one user from LDAP server as Portal administrator

All users imported from an LDAP server default to the Poweruser role. The default OpenManage
Network Manager (login/password: admin/admin) cannot log into OpenManage Network Manager
once you enable authentication through LDAP. Therefore you must manually assign one user from
the LDAP server as Portal administrator. Here is an example of an LDAP database user with
Administrator privileges:

Screen name: I'TAdmin
User password: I'TPassword
First Name: Scott

Last Name: Smith

Email: scott@dellhardware.com

K NOTE:

You cannot import users without these five attributes into OpenManage Network Manager from an LDAP
source.

Creating user ITAdmin with Administrator role:
1 Asan Admin user, Go to > Control Panel.
2 Under the Portal category, click Users, then click the Add button.

3 Fill out the User form with name and email address and so on. Remember: screen name, first
name, and email address are required. OpenManage Network Manager LDAP import will not
overwrite existing users.

When you are finished, click Save.
A message appears saying that the save was successtul.

Select the Password, enter password: [TPassword then click Save.

~N o o b~

Click the Roles link. A screen appears showing the roles to which your ID is currently
assigned. By default, all users are assigned the Power User role.
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8 Remove the default PowerUser role (optional), and add the administrator role for the user,
then click Save.

Now you can enter LDAP server information. Be patient, your changes may take a moment to
take effect.

Step2: Add an LDAP server

In the LDAP tab of the Authentication screen, check the Enabled checkbox, then click Add under
LDAP Servers and fill in that screen as appropriate.

Authentication

Enabled

Import/Export

Import Enabled

Import on Startup Enabled

K NOTE:

Notice that several test buttons appear in the LDAP screens, for example, Test LDAP Connection. Use
these to validate your entries as you make them.

LDAP Server Settings

The following settings are required (the values below are examples, only):

Connection
Base Provider URL : 1dap://192.168.50.25:389
Base DN : dc=test-exchange,dc=oware,dc=net

Principal: test@test-exchange.oware.net

Ei NOTE:
The Principal user must have the necessary administrator rights in Active Directory Server or any other
LDAP server

Credentials; *#*#**%*#*

Users

Authentication Search Filter:(sAMAccountName=@screen_name@)

Import Search Filter: (objectClass=person)

User Mapping

Screen Name: sAMAccountName
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In the Portal Settings > Authentication > LDAP tab
wonnecuon

Base Provider URL &)
|dapf172.17.100.240:389

Base DN &)
de=dev de=loc

Principal
administrator@dev.loc

Credentials

Test LDAP Connection

Users

Authentication Search Filter &

(sAMAccountName=@screen_nameg)

Import Search Filter

{objectClass=person)

User Mapping
Screen Name

sAMAccountName

Password

userPassword

Email Address

mail

Full Name &)

First Name
diveniarme

Middle Name

Step 3: Turn off default 'admin’ user's local authentication. (Optional)

By default, user 'admin' able to login with local authentication even when 'LDAP' required was
selected.

To prevent user 'admin' to use local authentication, edit the file .../oware/synergy/conf/server-
overrides.properties and add the following line:

auth.pipeline.enable liferay.check={false

i NOTE:
user will need to rename server-overrides.properties.sample to server-overrides.properties
Step 4: Restart the webserver

Restart the OpenManage Network Manager server, and attempt to log in as an LDAP user.

Ei NOTE:

If LDAP users are not imported correctly, you can check the log under .../oware/synergy/tomcat-7.0.40/
logs/
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LDAP and Multitenancy FAQs

The following are answers to some of the frequently asked questions about LDAP, particularly
related to multitenancy (see the User Guide for more about Multitenancy).

Disabling logins after a preset number of failed attempts—OpenManage Network Manager
supports this for both local and LDAP users.

Reporting login attempts—Supported from report: User Login Report/Last 30 Days.

All users log in with LDAP—This is supported. Tenant site users must prepend the site prefix. For
example: The full screen name for user admin in customer site with the prefix BF, logs in as

BP-admin.

Are Passwords stored as plain text?— Passwords are stored in encrypted form in the database, even
for imported users. LDAP users can authenticate through Active Directory (AD) or
OpenLDAP If you do not want locally stored password, manually create users. Alternatively,
import users, then disable import, and change the local passwords so they are different than
the one from AD.

Roles and Users— You must locally configure different roles for users within OpenManage
Network Manager.

Authentications— By default, OpenManage Network Manager authenticates from the local
server(s). If you add aut h. pi pel i ne. enabl e. | i feray. check=fal se (in
[installation root]\oware\synergy\tontat-7.0.40\webapps\soci al -
net wor ki ng- port| et \ VEB- | NF\ cl asses\ portal . properties) andenable
LDAP required, it uses LDAP to authenticate. Liferay does have multiple entries for AD and
OpenLDAP.

Configuring a CAS Server with RADIUS

OpenManage Network Manager does not support RADIUS for authentication directly, however it
does support LDAP (see Integrating LDAP on page 77), CAS, NTLM SSO, OpenlD, Open SSO
and Siteminder. If you are not doing NTLM/LDAP/Active Directory, Central Authentication
Service (CAS) is a widely used, open source central authentication solution.

K NOTE:

For more information on NTLM SSO (Microsoft Single Sign-On Authentication), please reference https://
dev.liferay.com/discover/deployment/-/knowledge_base/7-0/ntlm-single-sign-on-authentication

This feature imports users with the default level of permissions. You must manually alter permissions
and create groups if you want to differentiate between user permissions.

CAS can also use various authentication schemes like LDAP, or RADIUS, so OpenManage Network
Manager supports those indirectly. Web applications like OpenManage Network Manager only
need to know about the CAS server, not the various authentication protocols CAS uses to provide
the final authentication mappings.

One popular CAS Server is available at: http://www.jasig.org/cas

Configure access to CAS in the Portal > Portal Settings > Authentication > CAS tab, which
includes a Test CAS Configuration button. Other tabs are available here for authentication too, for

example LDAP and Active Directory (see Integrating LDAP on page 77 for instructions about how
to enable LDAP).

Liferay provides foundation classes for OpenManage Network Manager’s web client. Liferay Wiki
instructions about setting up CAS appear here: http://wwwliferay.com/community/wiki/~/wiki/
Main/CAS + Liferay +6+Integration.
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The example we tested uses two devices running Tomcat 7.x and Java 6 on one device (DeviceA)
and OpenManage Network Manager on the second device (DeviceB). You must access DeviceA
using its fully qualified hostname (example: QA002.test.loc, not QA002). You must create cas-
web. war for OpenManage Network Manager’s CAS server to support this. Instructions about how
to do this are on the CAS open source site at wiki.jasig.org/display/CASUM/Best+Practice +-
+Setting+Up+CAS+ Locally +using + the + Maven+WAR+ Overlay + Method. Your preferred
search engine may find other instructions for compiling or downloading cas- web. war file.

Configuring DeviceA
Follow these steps:
1 Install tomcat 7.x (example: apache-t ontat - 7. 0. 37- wi ndows- x64. zi p)

2 Insert cas- web. war into the . .\t ontat\ apache-t ontat - 7. 0. 37\ webapps
directory. Start Tomcat (run st art up. bat int oncat\ bi n directory). This extracts cas-
web. war, creating the cas- web folder with subcomponents.

3 Shut down Tomcat (shut down. bat)

Creating RADIUS configuration setup:

Follow these steps (inserting the correct path when [ pat h] appears):

1 Edit the depl oyer Conf i gCont ext file located in the . . t ontat \ apache- t ontat -
7. 0. 37\ webapps\ cas- web\ VEB- | NF directory.

Search for the Radi usAut hent i cat i onHandl er section of that file.
Replace index="0" with the IP address of the RADIUS server.
Replace index='"1" with the global RADIUS server password.

a b~ W N

We tested a RADIUS server using mschapv2 protocol. If your radius server uses a different
protocol replace index="2" value with the correct RADIUS protocol value.

6 Save this file.

Create, Export, Import Certificates using Java
Follow these steps:

1 Run the following from the Java location on your computer (typically under ¢: \ Progr am
Fi | es in Windows):
.. Java\j dk1. 6. 0_26\ bi n>keyt ool -genkey -alias cascommon -keyal g RSA

.. Java\j dk1. 6. 0_26\ bi n>keyt ool -export -alias cascommon -file
casserver.crt

.. Java\j dk1. 6. 0_26\ bi n>keytool -inport -trustcacerts -alias cascomon -
file casserver.crt -keystore "C:\Program
Fil es\Java\jdk1l.6.0_26\jre\lib\security\cacerts"

2 Uncomment connect or port="8443" section in the . .\t ontat\ apache-t ontat -
7.0.37\conf\server. xn file

3 And add keystorefile, keystorepass, truststorefile properties

<Connect or port="8443" protocol ="HTTP/ 1. 1" SSLEnabl ed="tr ue"
maxThr eads="150" schenme="https" secure="true"

clientAut h="fal se" ssl Protocol ="TLS"

keystoreFi | e="C:\ user s\ Test User\ . keyst ore"
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keyst or ePass="changei t"

truststoreFil e="C:\ Program
Fi l es\Java\j dk1.6.0_26\jre\lib\security\cacerts"”

/>

In same file comment out <Li st ener
cl assNane="or g. apache. catal i na. core. AprLi f ecycl eLi stener"
SSLENngi ne="on" />

Restart tomcat

Copy the casserver. crt file that was created during keyt ool - export from deviceA
to deviceB

Do the following configuration on deviceB

7

8

10

11
12
13
14
15
16
17

Import the certificate:

/cygdrivelc/[path]/oware3rd/jdkl. 6. 0_45nt 64: keytool -inport -trustcacerts
-alias cascommon -file "c:\ssl\casserver.crt" -keystore
"[pat h]\ oware3rd\jdkl.6.0_45nt64\jre\lib\security\cacerts"

Add near the end of set "JAVA OPTS" -

Dj avax. net.ssl.trustStore="[path]\oware3rd\jdkl. 6.0 _45nt64\jre\li
b\ security\cacerts" tothe set env. bat file located in

.. \owar e\ synergy\tontat xxx\bin

When finish the line should look like this:

set "JAVA OPTS=%JAVA OPTS% - Df i | e. encodi ng=%ORTAL_ENDCODI NG% -
Dj ava. net. pref er| Pv4St ack=%PORTAL_| P_STACK% -
Dsynergy. htt ps=%ENABLE_SSL% - Dssl . certfil e=%SL_CERTFI LE% -
Dssl . certkeyfil e=%6SL_CERTKEYFI LE% - Dsyner gy. htt p. por t =9%PORTAL_PORT% -
Dj avax. net. ssl.trust Store="[ pat h]\ oware3rd\jdkl. 6.0 _45nt64\jre\lib\secu
rity\cacerts" - Xnms%PORTAL_MAX MEM - Xk %PORTAL_MAX _MEMY -
XX: MaxPer nSi ze=%ORTAL_ PERMGENY

On deviceB edit the por t al - ext . properti es file located in
\ owar e\ syner gy\t ontat xxx\ webapps\ r oot \ web-i nf\ cl asses

Set property settings as follow:

l'i ve. users. enabl ed=f al se

comliferay.portal.servlet.filters.sso.cas. CASFilter=true

def aul t . | andi ng. page. pat h=/ gr oup/ r oot

conpany. def aul t. home. ur | =/ gr oup/ r oot

Restart web service using a command window to run this command:

owar e/ syner gy/ tontat-7. 0. 40/ bi n/ st art up. bat

CGo to > Control Panel in OpenManage Network Manager

Select Portal > Portal Settings

Click on the Authentication link on the right

Click on CAS tab.

Check the Enabled check box.

Change the login URL to ht t ps: // devi ceA_host name: 8443/ cas-web/ | ogi n
Change the logout URL to ht t ps: // devi ceA_host nane: 8443/ cas_web/ | ogout
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Change the server URL to ht t ps: // devi ceB_| PAddr ess: 8443/ cas_web
Click the Test CAS Configuration button.
If the test passes, click Save

To use RADIUS with OpenManage Network Manager create users (no password) that already
exist on the RADIUS server in the Portal > Users and Organizations portion of the Control
Panel.

Logout from OpenManage Network Manager.
in a web browser go to the URL of your OpenManage Network Manager:8080.

A CAS authentication page appears where you enter credentials of users created on radius
server.

Setting Up Radius Authentication

The OpenManage Network Manager (OMNM) application supports radius authentication using
an external radius authentication server. To set up direct radius support, you need an OMNM user
with the same name as the radius user name.

Set up direct radius support as follows.

1

Configure the OMNM system to recognize your radius server.

a. Navigate to the installDir/owareapps/installprops/lib/installed. properties file.
b. Open the installed.properties file with a text editor.

c. Add the following properties:

com dor ado. server.radi us. server=<server| P> required
com dor ado. server.radi us. port=<radi us port#> optional, default = 1812
com dor ado. server. radi us. secr et =<radi us secret val ue> required

com dor ado. server.radi us.tineout=<timeout in ms> optional, default =
1000 ns

For example:

com dor ado. server. radi us. server=192. 168. 54. 137
com dor ado. server. radi us. port=1812

com dor ado. server. radi us. secret =testi ngl23
com dor ado. server. radi us. ti neout =1000

2 Enable radius authentication.

a. Navigate to the installDir/oware/synergy/tomcat-7.0.40/webapps/netview/WEB-INF/
classes/portal.properties file.

b. Open the portal.properties file with a text editor.

c. Add the following line:

aut h. pi pel i ne. pre=com dor ado. nva. aut h. Cust onRadi usAut henti cat or

This property causes the OMNM application to authenticate against the radius server
prior to logging in through OMNM authentication. To skip OMNM authentication,
continue with step 3. Otherwise, continue with step 4.
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3 Edit the server-overrides. properties file if you only want to authenticate against the radius
Server.

a. Navigate to the installDir/oware/synergy/conf/server-overrides.properties.sample file.
b. Rename the server-overrides.properties.sample file to server-overrides.properties.

c. Open the server-overrides.properties file with a text editor.

Add the following line:

aut h. pi pel i ne. enabl e. | i feray. check=f al se

If this line is set to false, the OMNM system authenticates against the radius server
only. If set to true (or not set), authentication must pass at both the radius server and
local OMNM authentication.

A

4 Verify that authentication work as defined.
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Configuring Pages and User Access

This section describes adding pages to your OpenManage Network Manager (OMNM) installation,
and configuring role-based user views. This is a way to manage user access to the OMNM features
in a more complex environment. Configuring pages and user access involves:

Creating Users

Creating and Rearranging Pages
Setting Page-Level Permissions
Setting Portlet-Level Permissions
Setting Resource-Level Permissions

Pages display portlets in the following ways:

Display Mode Description

Summary/ Any portlet's that have the Settings toolbar option (Filters and Max Results) can
Minimized Mode |save/toggle the Current Filter, Max Results, Max Items Per Page, and column

choices. See Portlet Tools and Options on page 128.

Note: The Max Results settings for summary portlets differ from those for
maximized/expanded portlets.

If you are an Admin and are on the Main portal site, OpenManage Network Manager
saves these permanently. If you are a REGULAR user they are only saved temporarily
unless the portlet is on your personal Public/Private pages. See Public/Private Page
Behavior on page 24 for details.

Maximized/ The Settings button in expanded portlets lets you configure displayed columns and
Expanded Mode  |their order, and the number of items to display. If the number of items in a list

exceeds the maximum specified, a [limit reached] message appears next to the
number of items listed in the bottom right corner of the page.

Note: For large list, filters are a more efficient use of computing resources than large
maximum settings. See Defining Advanced Filters on page 147 for more about
configuring filters.

Creating Users

Create users as follows.

1 Go to the Control Panel.

2 Under the Portal category, click Users and Organizations, then click the Add > User menu

item.
Fill out the User form with name and email address and so on.
Click Save when finished.

The save was successful message appears.

Ei NOTE:

The expanded form lets you fill out more information about the user.
Select the Password, enter a password for the user, and then click Save.

Click the Roles link.

A screen appears showing the roles to which your ID is currently assigned. By default, all users
are assigned the Power User role, and to the User role.
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7

8
9

Optionally remove the default PowerUser role, add the appropriate new role for the user with
the +Select link, and then click Save.

You can optionally fill out other details later.

(You may want to do this step after configuring roles. See Adding and Configuring User
Roles/Permissions on page 67.)

Select Redcell > Permission Manager.

Remove any permissions from the User role you do not want the user to have.

Creating and Rearranging Pages

Create and rearrange pages as follows.

1 Sign in as an administration user.

2 Click Add > Page from the portal.
A field appears.

3 Enter the page name.
That creates a page with a blank title in the doc.

4 Click on that tab page to sce it.
Click Manage > Page.
An editor appears that lets you configure the page, add child pages, and so on.

6 Re-arrange the portal pages from the tree on the left.

7 Click Save when configured as needed and then click the X in the upper right corner of this
editor.
Your page should appear in the portal after you refresh it.

8 Click the page label to open any new page, and click Add > Applications to add portlets to
that page.
You can also drag and drop the portlets within the page to rearrange them. The applications
under the Portal node are open source, and not documented here. The rest are OpenManage
Network Manager-connected, and are documented in this guide.

K NOTE:

Use the Search Applications field at the top of the Add > Applications menu to find portlets nested within
that menu'’s categories. The Portal Applications and Global categories includes generic portlets; the
remaining categories are for OpenManage Network Manager portlets.

Setting Page-Level Permissions

Setting page-level permissions provide a user/group/role/organization access to a defined OMNM
page. Set page-level permissions as follows.

1
2
3

Sign in as an administration user.
Click Manage > Page.
Expand the Page Layout tree.

This represents the page layout as seen in the portal.
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Select a page where you want to restrict access.
Click the Permissions button.

Deselect the View permission for Guest and Community members.

~N o o A

Make sure Owner and PowerUser can still view the page.

8 Now sclect View for any other roles you want to give access.
9 Click Save.

10 Verify that the user cannot see restricted pages by logging out and then logging in as the new
user.

Setting Portlet-Level Permissions

The portlet-level permissions provide a user/group/role/organization access to a defined portlet.
Conlfigure portlet-level permissions as follows.

1 Sign in as an administration user.

2 Click the Configuration tool (wrench) > Configuration for the appropriate portlet.

The Managed Resources - Configuration displays a list of permissions.

3 Deselect View permission for Guest and Community members.

OMNM 6.5.2 User Guide 87



Configuring Pages and User Access | Getting Started

4 Make sure Owner and PowerUser still have View permissions.

5 Select View for the relevant roles (for example, Silver Group).

6 Click Save.

7 Verify your configuration by logging out and then log in as Guest or another community

member.

Setting Resource-Level Permissions

The resource-level permissions provide a user/group/role/organization access to a defined resource.

Conlfigure resource-level permissions as follows.

1 Create a hierarchy for each Customer from the Iierarchical View Manager portlet.

a. Right-click to select New.

The Creating New Root Hierarchical View window is displayed.

b. Create a hierarchy for the desired Customer, naming and describing it.

Click the Authorizations tab.

d. Add authorization for admin and select limited authorization for the desired customer

88

(goldcustomercp, for example).

General Membership Authorizations Topology Display

'.Container Authorizations

Add User | | Add Role

UseriRole Name Inherited From
_D_ goldcustomercp

A admin (owner)

Container Management Permissions for User/Role
Permission

Allow access to container

Allow to modify container

Allow to create child centainer

Allow to delete container

Setting

[+

LI

2 Configure the hierarchy’s membership by selecting and adding a group of devices.
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Set up a page for Device Level View.

a. Add a Hierarchical View portlet to the page of interest with portlets for which you want to
restrict access.

Currently the Hierarchical View is enabled for the Managed Resources, Alarms, Ports,
and Audit Trails portlets.

b. Log out as admin and then log back in as a user with Gold Customer permissions.

c¢. Confirm your permission configuration is operating on this page.

K NOTE:

OMNM 6.5.2 User Guide

If you add sub-hierarchies, the admin and goldcustomercp permissions “trickle down,” so that users see
the lower hierarchies’ contents. If you added, for example, silvercustomercp customer, that customer
does not see the parent Gold hierarchy.
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Registering a License

When it is time to register a license, you have the option to register the license using the
OpenManage Network Manager (OMNM) application or using a command line interface.

Using the OMNM Application

Register a license from the OMNM application as follows.
1 Seclect Settings > Application Configuration Settings > License Management.
The License Viewer is displayed.
2 Click the Register License tab.
A blank license list is displayed.

Click Select License.
4 Navigate to the license file, for example:

|'i cense6.5_2000dd_180D 200t fa_Servi ceTag_byGen. xm
5 Select the file and then click Open.

The license information is displayed.
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Subscripfion Info  Products | Subscription Renewal [MEESE TP J
Product ~ Edition Expiration ‘ Valid ‘
Oviare Standard Edition STANDARD-SKU... 20D (V]

Right To Manags CORE SKU-1521. . 20D V]

Traffic Flow Analyzer GOMMON-SKU-1... 20D (V]

License Details Oware Standard Edition

Product License for Oware
EDITION = STANDARD-5KU-1521577320634
DESCRIPTION = Oware Standard Edition
USER = DellEMC_OMMM
IP=*
EXPIRATION = 28D
VERSION = OMNM
KEY = ONK-22238928-63803-B -- IS VALID
APPPROPS:
HAEnabled=false:
OracleEnzbled=false:

4a; Activate the license immediately to increase licensed resource count

45; Activate the license on Fri Apr 27 00:00:00 UTC 2018 to extend the subscription duration

® Cancel Registration

® Close

6 Click one of the following registration types:

* Activate the license immediately to increase licensed resource count

* Activate the license on dateTime UTC year to extend the subscription duration

See Register License on page 51 if you need more details about these options.

The license is registered.

7 Verify that the license was activated.
a. Click the Products tab.
b. Select the Oware product.
c. Look at the ACTIVATION DATE.

If you increased the licensed resource count, the activation date is today’s date. If you
extended the subscription duration, the activation date is the day the current license

expires.

Using a Command Line Interface

Register a license from a command line interface (CLI) following the instructions for the

appropriate operating system:

*  Registering a License from Windows CLI
* Registering a License from Linux CLI
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Registering a License from Windows CLI

1 Start the command line tool.
2 Enter oware.
3 Navigate to the licenseFilename.xml file.
4 Enter the following command:
l'i censeinmporter |icenseFil enane. xm

If you want to specify an activation date, enter the following command using the activation
option (-aYYYY-MM-DD):

l'i censei nporter -aYYYY-Mw DD IicenseFil enane. xm

Registering a License from Linux CLI

1 Start the command line tool.
2 Enter. /etc/.dsienv
3 Navigate to the licenseFilename.xml file.
4 Enter the following command:
|'i censei mporter |icenseFil enane. xn

If you want to specify an activation date, enter the following command using the activation
option (-aYYYY-MM-DD):

l'i censei nporter -aYYYY- MW DD |icenseFil ename. xni
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Creating an IPv6 Discovery Profile

The OpenManage Network Manager (OMNM) system functions independently of the underlying
[P protocol communication, so you can expect the OMNM application behavior to be the same
regardless of whether resource management is through IPv4 or [Pvo.

IP Address 10126315 @

The following conditions indicate how to use such IP addresses in OpenManage Network Manager:
*  When the blue 4/6 icon appears to the right of the IP address field means both [Pv4 and [Pv6
addresses are acceptable. When no icon appears, then only IPv4 addresses work.

*  When a blue 6 icon appears, then only IPv6 addresses work. Notice that IPv6 does not support
capital letters; lower case only.

* Ifa field supports IPV4/V6 and you enter something like : : f f f f: 192, 2. 2. 2 then
OpenManage Network Manager converts it to a standard address format after you tab off the
field, perhaps adding some zeroes you did not enter.

IP v6 support exists for the following:
*  Discovery—IPv6 Discovery profiles support single IPv6 entries, not IPv6 ranges and subnets.
OpenManage Network Manager discovers devices configured to have an IPv6 management
interface. If you discover a device with an IPv6 management interface, the discovery data

collected on its ports and interfaces defaults to [IPV4 if both [Pv6 and IPv4 are configured on
the same port or interface.

Ei NOTE:

The ability to exclude a specific IP address on discovery profiles is limited to IPv4 only. IPv6 discovery at
this time does not support ranges or subnets so exclusion is not necessary.

*  Hilters/Filtering/Target selection by IP address

* Lditing the device management interface for IPv4 or I[Pv6

*  Network tool portlet includes support [Pv4 and IPv6

*  Alarms, inventory reports, and other screens support IPv6 too.

/\  CAUTION:

If you have a distributed installation, inter-server communication must be IPv4. Also: IPv6 is enabled by
default. Add the following property to the owareapps/installprops/install.properties file to disable IPv6:

di scovery. supports.ipv6=fal se
The following features are not supported:

¢ You cannot install to an IPv6 server.
e Distributed installations must communicate with IPv4
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Create an IPv6 discovery profile as follows.
1 Create and name a Discovery Profile (see Discovering Your Network on page 97 for a more
complete description).

2 Enter the IPv6 address in the second screen of a discovery profile in the editor.

Notice that an address like de80: : 4564: 3344: 1a10: f 37 becomes

de80: 0: 0: 04564: 3344: 1a10: f 37, inserting zeros, when you tab off the address field.
3 Conlfigure the discovery as you would like, and inspect to validate the device is ready to

discover.

Notice that if your network has switches without IPv6 enabled between your OpenManage
Network Manager installation and the device you are discovering, inspection fails.

4 FExecute discovery.
The device appears in Managed Resources with the IPv6 interface in its IP Address column.

It also appears in filters (like selecting device targets)

Add one or more entities of the following type: Wanaged Equipment =|
| @ P Address =l e =] [fe80:0:0:0:4dce:5038872 B || o Go
[+]
Network Status ‘ Name~ | IP Address |Vendor | Modh
u Responding T PC7042R_RA_fe80:0:0:0:4... | feB0:0:0:0:4dc4:5... | Dell Inc. Powe
...and in various Alarm screens
i Alarms F+x
@| ~| Ba| ¢ search ©
Severity | Date Opened> ‘ Entity Name Device IP Event Name Message
A Minor 941913 1117 AM T PC7042R_RA_feB... | fe20:0:0:0:4dc4... | redcelNetConfigBackupFailure.

| Extended Details

I Addtional information Historic Information

Equipment

PCT048R_RA_fe80:0.0:0:4dc4:5b36:8120:c115
Device IP fed0:0:0:0:4dc4:5b36:8120:c1f5
Entity Description

Region SevendotzDemoPartition

Notes
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.and in Details panels

¥ Details

# PCT048R_RA_feB0:0:0:0:4dc4:5b36:8f20:0115

ral Network Services Alarms History Performai

Quick Actions: @ “§ &2 ¢ |}

GEMNERAL

Equipment Hame: PCTO43R_RA_TeB0:0:0:0:4dc4:5636:882

O:cifs
IP Address: fed0:0:0:0:4dc4:5b36:8120:c1f5
Vendor: b Dell Inc. @
Model: PowerConnect 7048RA
Equipment Type: Switch

DNS Hostname:

Manage By Hostname: 6 False

Firmware Version: 5004

Software Version: 5.0.04

Description: PowerConnect 7048R-RA, 5.0.0.4,
VxWorks 6.8

..and in Reports...

.and view topologies

Name: |FVE tetst Link

Type: Ethemat Link

A: WIN-1CLSAQIST4B. fe80:0:0:0: 1454 1cdf: 3657 .cdBF

Z: FCTO4ER_RA_fell:

0:4dc4: 5b3G: B2

.and Performance Dashboards

Creating an IPv6 Discovery Profile | Getting Started

OMNM 6.5.2 User Guide

(C] | Last 30 Days
Legend: @ fe80:0:0:0:1454:1cdf:3157:cd8f (@ fe80:0:0:0:4dc4:5h36:8720:c115

AvgRTT (ms)

:0:0:0:4do4.5b36:8f20:c115 - 0.0
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Discovering Resources
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Discovery profiles configure equipment discovery for OpenManage Network Manager.

The summary view displays the Name, Description, Default (the green check indicates the default
profile), whether the profile is Scheduled and Next Execution Date for scheduled discovery.

The Expanded portlet adds a Reference Tree snap panel that displays a tree of associations between
selected profiles and authentication and tasks that they execute. See Discovery Profiles on page
165 for more about this portlet.

You can import discovery profiles to target multitenant domains with a command line importer.
The command is i nmpor t profi | es and is in the owar eapps/ r edcel | / bi n directory. This
command takes the import file name an argument. The required domains should be available in
the OpenManage Network Manager system before import occurs. Before importing discovery
profiles to domains, any referenced authentications should be available in the domains or should be
imported first by using the i npor t aut hs command (the same way you would import discovery
files). In other words, you should either manually create authentications for domains or import
authentication files using importauths command before importing discovery files to those
domains. Example XML files (with the <cust oner > tag for domains) are in

owar eapps\ redcel |\ db.

K NOTE:

The date format follows the operating system’s conventions for the location and language selected.
Restarting the system changes system menus to the new language. If you want to revert back to the
original language in Linux, you may also need to update the cache file under / var / cache/ gdm

Here are the resource discovery tasks outlined in this sections:
* Tuning Discovery Ping
*  Discovering Your Network
* Incomplete Discovery
*  Contfiguring Resync
*  Zero-Touch Provisioning and Auto-Discovery

Tuning Discovery Ping

During discovery, OpenManage Network Manager pings the devices specified in profiles. You can
alter the defaults with the following properties:

redcel | . di scovery.tineout
redcel | . di scovery.retries
redcel | . di scovery. defaul t port

OMNM 6.5.2 User Guide



Discovering Resources | Getting Started

Add these to the owar eapps/instal | props/1ib/installed. properti es file with the
values you want preceded by an equal sign (=).

Discovering Your Network

The following steps describe how to discover devices on your network. You can also edit any seeded
authentications and discovery profiles to see what they look like.

1 Right-click the Discovery Profiles list and select New.

In a multitenant environment, you can create profiles exclusively for specific tenant sites (and
the master site). A selector appears with a list of available sites if you have other sites
configured.

2 The Discovery Profile Editor appears, with a step-by-step set of screens to configure resource
discovery. You can navigate through it by clicking the screen tab names at the top, or by
clicking the Next button at the bottom of the page.

This editor appears with the following panels:

General

3 General Parameters—Configure the Name, Description and whether this profile is the
baseline default. Baseline discovery finds the baseline configuration to compare to later
discoveries.

4 Profile Options—Select the Device Naming Format (how the device appears in resource
lists, once discovered), whether to Manage by IP address or hostname, and check whether to
Resolve Hostname(s), ICMP Ping Device(s), Manage ICMP-only Device(s), or Manage
Unclassified Device(s). This last checkbox determines whether OpenManage Network
Manager attempts to manage devices that have no device driver installed. Management may
be possible, but more limited than for devices with drivers installed, provided this capability is
one you have licensed.

K NOTE:
Some packages disable ICMP ping by default.

The Filters (by Location, Vendor, or Device Type) let you narrow the list of devices discovered
by the new profile. As the screen says, this filtering will not have any impact on the processing
that occurs during the Inspection step.

Make sure you Save profiles you alter, or these selections have no impact when you execute
discovery.

Network
5 After you click Next, the Network screen appears.

Network Type and Addresses—Select the type of entry in the pick list (IP Address(es), IP v6
Address, CIDR Address, Hostname, Subnet).

Ei NOTE:

You can specify an IP v4 Address range by separating the beginning and end with a dash. For example:
192.168.1.1-192.168.1.240.

Hover your cursor over the data entry field and the tooltips describe what valid entries look

like.
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You can exclude IP addresses, or ranges of IP addresses if you check the Display exclusion
input checkbox and input the addresses you want excluded as you did for those you entered in
the Address(es) for Discovery field. Such exclusions only apply to the profile where you enter
them. To exclude an address or range, use the com.dorado.redcell.discovery.exclude property.
Examples of how to enter such exclusions appear in the redeell.properties file under
owarcappsiredcell\lib. As always, best practice, if you want such properties to persist is to put
the property in owarcapps\installprops\lib\installed. properties.

Authentication— You can Create new, or Choose existing authentications. (See Tuning
Application Features’ Performance Impact on page 112 for more about creating
authentications.) Notice that authentications appear with Edit/Delete icons and Up/Down
arrows on their right. The Up/Down arrows order authentications, so OpenManage Network
Manager tries the top authentication first, then the next, and so on.

If you have an authentication like adm n/ abc123 and one that is identical with an enable-
level login/password (admi n/ abc123/ enabl e/ enabl e123), make sure the
authentication with enabl e appears first in the list, otherwise, discovery finds the device,
but does not access its enable functionality.

/\ CAUTION:

If you do not get to the correct level of authentications—for example the “enable” user—then
OpenManage Network Manager's full functionality is not available. The functionality will not be available
for backup, restore, deploy, seeded or created actions that require a device enable login, Proscan, some
performance monitoring that requires for OMNM to log into the device to retrieve an information using
command line interface (CLI). Also, some device information will be missing like firmware versioning,
serial number, or port attributes when OMNM cannot retrieve that information using SNMP and needs to
use CLI to retrieve that kind of information

i NOTE:

Best practice is to avoid special characters, particularly # and > (command line prompts) in device
banners so terminal access is unambiguous.

The Edit icon opens the authentication editor. Click the arrows to arrange the order in which
the software tries credentials (top first). Ordering only applies when two credentials are of the
same type.

Actions

7 You can configure Actions to run as part of discovery. By default, the actions screen includes

the Resync action. For more about that, see Configuring Resync on page 100.

Use Add Action to select others to enter here. You can also edit parameters (if available),
delete and re-order the actions listed here by clicking the icons to the right of them.
OpenManage Network Manager executes them in top-to-bottom order.

By default discovery now automatically updates monitor targets with discovered equipment.
For example, if you have a monitor targeting the dynamic All Dell Devices group, and
discover a Dell device, discovery automatically adds the discovered device to the monitor’s
target list.

Device discovery initiated by web services does not require an existing discovery profile,
however, if a default discovery profile exists, then discovery initiated by web services uses it. If
you have updated your system, you must add the Refresh Monitor Targets action to any
existing discovery profiles you have created before this default behavior occurs in upgraded
discovery profiles.
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You can change this default by changing the settings in the Jowareapps/redcell/lib/
redcell.properties file’s redcell. discovery.taskactivity.order property. See also Refresh Monitor
Targets for Newly Discovered Devices on page 420.

Inspection

8 Inspect Network using your current settings—This screen lets you preview the discovery
profile’s actions and access to devices. If you clicked Next rather than Inspect at the bottom of
the previous screen, click Start Inspection to begin the inspection process for selected
authentications that validates the device’s credentials.

Notice that the Inspection Status fields below listed authentications indicates the success or
failure of ping (if not disabled), Hostname resolution, and the listed Authentications.

If the device does not match all required authentications, you can click the Fix it icon (a
wrench with a red or yellow dot) to edit them for the selected device. You can also click Test
Device, Create New, or Choose Lxisting authentications while in the editor clicking the Fix it
icon displays the authentication selection panel. The yellow dot on the Fix it icon means an
optional authentication is missing. A red dot means a required one is missing.

When authentications are unsuccessful, you can remove or edit them in this editor too. Click
the icons to the right of listed authentications to do this.

When they test successfully, the authentications appear in a nested tree under the Discover
checkbox (checked when they test successfully).

9 Save—Click Save to preserve the profile. You can then right-click it to select Execute and
begin discovery. If you select Execute from the profile editor, OpenManage Network Manager
does not save the profile to execute later.

Results

10 Execute—Clicking Execute begins discovery, confirm you do not mind waiting, and the
message traffic between OpenManage Network Manager and the device appears on the
Results screen.

This is a standard Audit screen. See Audit Trail Portlet on page 154 for more about it. The
Audit Trail portlet saves its contents if you want to sce the message traffic between
OpenManage Network Manager and the device(s) later.

11 A message (Discovery Profile Execute is complete) appears in the Messages at the bottom left
of the status bar.

Ei NOTE:

You can also schedule discovery profiles to run periodically, updating your database with any network
changes. For more, see the options description in Schedules on page 156.

12 The devices in your network now appear in the Managed Resources portlet, and elsewhere (in
the Network View topology, for example).

See Discovery Profiles on page 165 for more about these capabilities.

K NOTE:

OpenManage Network Manager automatically adds discovered devices to the default ICMP monitor.
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LLDP Warnings

Warning messages sometimes appear in the Discovery Audit Trail about LLDP. This occurs when
the device's LLDP information indicates that a component exists with LLDP enabled at a certain
IfIndex, but that IfIndex doesn't actually exist in the IfTable.

In other words, the information in the two SNMP tables does not match perfectly, OpenManage
Network Manager warns about the IfIndexes that are missing. This incongruity in the tables is
rather common and is not normally a problem, but OpenManage Network Manager still displays
the warning.

The only time it would be of concern is if the warning claimed that it could not match IfIndex
numbers that do exist in the IfTable, otherwise it's just a harmless warning that the LLDP table has
some bad data in it.

Incomplete Discovery

If the device is detected and responds to ping, but does not respond to actions (for example:
Resync or Adaptive CLI), you may have only partially discovered it. Right-click the device in the
Managed Resources portlet and select Direct Access > Telnet. If that menu option does not exist,
the device is typically partially discovered with SNMP only. Right-click to edit the device, and add a
both Telnet Management Interface and Authentication in those two tabs of the editor.

Configuring Resync

Resync now can retrieve, and if it is obsolete, update, the information gathered on initial discovery.
Fields retrieved/updated include SysDescription, Contact, and Location.

OpenManage Network Manager can also retrieve the device’s SysName to update the device's
Name field on resync, depending on a system property. By default this is false, so no name retrieval
occurs o1 resync.

The property determining this behavior is in owar eapps\ ddbase\ | i b\

ddbase. properti es. Here is how that property looks in ddbase. properti es:
##Updat e Device Name on resync - 'false' turns this behavior off.
##OQ her options: sysnane_ip , hostnane_ip, sysnane, hostname, and ip
##For exanple, to set this to use sysname + |P naning fornat, use
##com dor ado. devi cedri ver. base. updat eName=sysnane_i p
com dor ado. devi cedri ver. base. updat eNane=f al se

Best practice is to override the default in
owar eappse\instal I props\lib\installed. properties.

/\  CAUTION:
This property overrides the discovery profile’s Device Naming Format convention selected. This can be
useful if you want to force discovery to use a particular naming convention regardless of how others may
have configured the Discovery Profile that initially retrieves information about the device discovered. It
may be less-than-useful if a Resync action that follows or is part of the discovery process provides
naming you do not want.

If you elect the default, resync still updates SysDescription, Contact and Location, but does not
update SysName (Name).
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If you have selected Manage by Hostname in your discovery profile, then resync will also retrieve
any IP address changes, for example in a network with DHCP. Any override to resync’s retrieved
Device Naming Format may also change the device’s Name when resync occurs if the IP address has
changed, but it does not override the Manage by Hostname selection, and OpenManage Network
Manager still keeps the originally retrieved hostname to refer to the device, even though it may not
appear in the Managed Resources portlet and elsewhere.

Finally, you can manually override all retrieved Name information. Right-click a device and
selecting EEdit, then make the alterations. See Resource Editor on page 186. Such edits only alter
OpenManage Network Manager’s database, not data on the device. To alter data on the device, you
can create an Adaptive CLIL. See Actions and Adaptive CLIL

Resync overwrites any manual alterations if you make the resync property anything but the default.

Zero-Touch Provisioning and Auto-Discovery

Zero-touch provisioning is a process through which devices can be automatically configured and
provisioned. Auto-discovery is a related process through which OpenManage Network Manager
automatically discovers unmanaged devices that have been configured to send traps.

To enable zero-touch provisioning within your network, you will need an external DHCP server.
This server needs to be configured to automatically provision new devices with a basic
configuration file. You can include any basic configuration settings you want within this file.

If you want to enable auto-discovery, then you need to configure the devices in your network to
send traps to OpenManage Network Manager and you will also need to log into the OpenManage
Network Manager web portal and follow a few configuration steps in order to activate this feature.
Note if you want to use zero-touch provisioning in conjunction with auto-discovery, then your basic
configuration file that is provisioned to the device will need to include a setting that tells the device
to send traps to the OpenManage Network Manager server. However, auto-discovery can be used
independently of zero-touch provisioning and vice-versa.

To activate auto-discovery of network devices within OpenManage Network Manager, follow these
steps:

1 Loginto the OpenManage Network Manager web portal.

2 Click on the Discover tab.

3 Within the Discovery Profiles portlet, find the entry named “Device Auto-Discovery”. This is
the discovery profile that will be executed when a trap is received from an unmanaged device,
but it needs to be configured properly first.

4 Right-click and Edit this entry.

You might want to change some of the settings on the General tab. Please see the Discovery
Profiles section for more information about this edit screen and the available options.

6 Click on the Network tab.

7 Note that unlike the other discovery profiles, within this record, the IP Address(es) field is
intentionally left blank because the IP address of the target device will come from the source
[P address of the trap that is received from the unmanaged device.

8 You will need to configure the credentials within the device(s) that you wish to auto-discover.
If you are using zero-touch provisioning, then you could include authentication credentials in
the basic configuration file that is provisioned to the device.
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11

12
13

14
15

16

This discovery profile was created with placeholders for the authentication credentials, as
seen in the “Select Authentication” list. You will need to remove these entries from the list
and create new entries that match the authentication credentials that the device is configured
with.

Save the discovery profile.

You will now need to enable the event processing rule that will execute this discovery profile
so that it will be triggered when a trap is received from an unknown device.

Expand the Alarms menu item and click on Definitions and Rules.

Within the Event Processing Rules portlet, find the entry named “Execute Auto-Discovery
when a trap is received from an unmanaged device”.

Right-click and Edit this entry.

Everything within this event processing rule should already be configured properly so that the
only thing you need to do would be to check the Enabled box and the click Save.

Once the event processing rule is enabled it will be triggered any time a trap (or syslog) is
received from an unmanaged device. If auto-discovery is used in conjunction with zero-touch
provisioning, and if all the pieces are configured properly, then OpenManage Network
Manager will automatically discover a device shortly after it has been provisioned by the
DHCP server.

The Managed Resources portlet displays all discovered devices.
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Resetting a Password

You can reset a user's password two ways. One is to login as admin and change the user's password in
Portal Settings > Users and Organizations. For additional information please refer to Portal >
Users and Organizations on page 23.

For the second method, users themselves can request an email be sent to them with instructions to
set a new password. Follow the steps below.

1 Login fails. At the bottom of the login screen is the Forgot Password link.
2 A prompt appears for user to enter a Screen Name.

3 A prompt appears to enter the answer to the reminder question (their Father's middle name)
that they set when logging in the first time.

4 After entering the correct answer for their account, OpenManage Network Manager sends an
email to the user’s email address. E-mail for password reminders/resets requires setting up the
fields in Control Panel > Server Administration > Mail, not the SM'TP Configuration which
is for OpenManage Network Manager-originated e-mails.

After entering an incorrect answer, a request failed screen appears, with another chance for
entering a correct answer.

5 The e-mail provides a link where the user can enter a new password and confirm it.
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OpenManage Network Manager (OMNM) add-on capabilities come in the following forms:
*  Deploy Updates
* [xtensions
e .ocp and .ddp files

These add-on capabilities do not require a complete re-installation of the application. If you are
upgrading to an entirely new OMNM package, refer to the OpenManage Network Manager
Installation Guide for the upgrading from a previous version instructions. If you are updating your
operating system, refer to the OpenManage Network Manager Installation Guide for instructions.

The following sections describe how to update your initial system with them.

Add-0n Capability |Description

Deploy Updates | Updates to OpenManage Network Manager can come in .war files. For example, a
new helpset (nvhelp.war), that updates the information about the program. To
deploy such files, copy them to the installDir\oware\ synergy\deploy directory. A few
minutes later, the OMNM application deploys them.

Extensions Extended capabilities for the OMNM application may appear in jar files. For
example, the synergy-msp.jar file. To deploy these, copy the file into the
installDir\oware\synergy\extensions directory.

.ocp and .ddp files |Device drivers and additional application capabilities come in files with the .ddp and
.ocp extensions, respectively. These install automatically during the full OMNM
installation when they are in the owareapps directory. To install them after your
system is already up and running, use the following command line programs:
ocpinstall -x [filenane.ddp or fil ename. ocp]

ocpinstall -1 [filenane.ddp or fil ename. ocp]
ocpinstall -s [filenane.ddp or fil enane. ocp]

Note: You must install these to all application servers in a distributed environment.
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Using Device Drivers

For complete communication with devices, the OpenManage Network Manager (OMNM)
application requires a device driver. For example, to communicate with Dell EMC devices, you
must have a Dell EMC driver installed. That does not mean you cannot discover and communicate
with other vendors” devices without a driver installed. See .ocp and .ddp files on page 104 for driver
installation instructions. The following sections include discussions of some of these drivers:

e Base Driver

*  Supported PowerConnect Models
*  Windows Management Instrumentation (WMI) Driver
*  Web-Based Enterprise Management (WBEM) Driver

Base Driver

If you have no driver installed, the OpenManage Network Manager (OMNM) application provides
the following functionality, depending on the devices” supporting and providing data from the
SNMP system group (sysDescr, sysObjectID, sysUpTime, sysContact, sysName, sysLocation) and
the ifTable, which provides list of device interface entries from the RFC1213-MIB. The OMNM
application also depends on the entPhysical Table in the ENTITY-MIB, which provides a list of
physical entities contained on a device. If the device does not support the ENTITY-MIB, then the
OMNM application bases sub-component creation entirely on ifTable contents.

Confirm that a device is not part of those supported by installed drivers when part of its OID is

3477.

Functionality

Description

Top Level Resource | The OMNM application creates top level resource for discovered devices with the

Subcomponents

Port/Interface
Attributes

Direct Access

Monitors

Reports
Network View

Events
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following attributes: Equipment Name, Description, IP Address, Location, Contact,
Vendor, Model, System Object Id, Date created, Creator, Discovery date, Last
Modified.

The OMNM application creates subcomponents (modules, ports, interfaces, power
supplies, fans, and so on) for discovered device based on contents of
entPhysical Table.

The OMNM application sets Port/Interface Attributes depending on port/interface
type: Name, Port Description, MAC Address, Administrative State, Operational
State, Port Type, Speed, Encapsulation, Operation Type, Switch Mode, CLI Name, If
Index, Port Number, and Slot Number.

SNMP and Ping (ICMP) are enabled.

The OMNM application automatically adds discovered device instances to the
Default ICMP Monitor to indicate their Network Status. Support for SNMP based
performance monitors using discovered ports and interfaces as targets is also
possible. For example, Bandwidth Utilization.

You can execute reports like the Port Inventory Report or Device Inventory and
results should include discovered device and device port entities.

Discovered devices and their sub-components appear, regardless of whether a device
driver exists for them.

The OMNM application supports standard MIB-II traps for discovered device and or
sub-components. For example, linkUp, linkDown, coldStart, warmStart, and so on.
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Functionality Description

MIBs The OMNM application can import MIBs for use within MIB Browser and
performance monitoring so you can query device-specific OID values on discovered
device.

Hierarchies Depending on the licensing, device and or contained sub-components are selectable

and manageable in filters and portlets like Hierarchical View.

Links You can manually create Links using discovered device or device subcomponents as
end points which are then visible in Network View.

Attributes You can manually populate or modify device/port attributes. For example Serial
Number, Firmware Version, Port Type, Notes ete. Attribute values should then be
included in reports based on a given report template.

Supported PowerConnect Models

Refer to release notes for a list of supported devices. From the OpenManage Network Manager
(OMNM) application portal, select Manage > Show Versions to view information about supported
devices and operating systems.

Windows Management Instrumentation (WMI) Driver

The Windows Management Instrumentation (WMI) driver currently supports any Windows-based
operating system that supports the WML This driver must install supported versions of Windows.
Refer to the OpenManage Network Manager Installation Guide for supported operating systems.

This driver supports global group operations. Discovery may display benign retry warning messages
in the application server shell or log. You can safely ignore these.

Before installing the WMI driver, make sure that completed all prerequisites. Then, prevent WMI
requests from being blocked by configuring the firewall.

Prerequisites

Before installing the OpenManage Network Manager (OMNM) application to manage other
computers with a WMI driver, you must download and install the Microsoft .Net framework
version 3.0 or later on the application server if it is not already installed there. For complete
functionality, the WMI login for this software must be a login for a domain user who also belongs
to the administrator group on the WMI device. Both are requirements for any installation
managing WMI devices.

K NOTE:

If you have complied with the prerequisites for installation and do not need the basic installation
instructions that appear in the next section, refer to the more detailed installation instructions in the
other manuals for information about how to install OpenManage Network Manager in more complex
environments.

The following are common Windows prerequisites:
Credentials— Use administrative credentials to manage the computer system with WML.

Firewall— Allow those WMI requests that you want to manage as some firewalls installed may
block WMI requests. (See Configuring the Firewall.)

License—Make sure that you have the proper licenses installed to discover the devices you want. If
you have a Dell-only license and are discovering a non-Dell device, discovery does not work.
Or if you have a Dell license for desktop discovery only, you cannot discover a server.
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See License Viewer Window on page 46 for more about licenses.

Configuring the Firewall

Conlfigure the firewall between your server and the Internet as follows.
1 Deny all incoming traffic from the Internet to your server.

2 Permit incoming traffic from all clients to TCP port 135 (and UDP port 135, if necessary) on
your server.

Open Port 445 (WMI).

4 Permit incoming traffic from all clients to the TCP ports (and UDP ports, if necessary) on
your server in the Ports ranges specified.

5 Permit incoming traffic on all ports where the TCP connection was initiated by your server if
you are using callbacks.

WMI queries succeed only if you add the user account to a local admin group. Refer to the
Microsoft knowledgebase articles for the way to do this. For example, Leverage Group Policies
with WMI Filters.

For user rights for WMI access, see: www.mese.ms/archive68-2005541196.html

See also: Service overview and network port requirements for the Windows Server system
(support.microsoft.com/kb/832017/)

Webh-Based Enterprise Management (WBEM) Driver
The Web-Based Enterprise Management driver currently supports operating systems supporting
the Web-Based Enterprise Management interface (WBEM).
WBEM is always installed on the following operating systems versions, and later:

¢ Red Hat Linux and/or CentOS 6.2, 6.4
* VM Wiare (ESX) with WBEM installed.
You can install Web-Based Enterprise Management on some other systems if they do not already

use it, but monitored devices must have this installed.

Ei NOTE:

To verify WBEM is running on your system, run the following command:ps -e | grep ci mYou
should see a process labelled ci nser ver.

Installing WBEM on Red Hat

You can download and install WBEM support for Red Hat Linux. For example, for Red Hat 6.2, a
release for WBEM is t 0g- pegasus- 2. 12. 0- 3. el 6_4. x86_64. r pm This is what you need
to download once you have logged into the Red Hat network.

Install this as follows:

Install: rpm -i h tog- pegasus-2.12.0-3. el 6_4. x86_64.rpm
Upgrade: rpm - Uh t og- pegasus- 2. 12. 0- 3. el 6_4. x86_64. rpm

To determine if wbem is running, run ps -ef | grep ci nserver in a shell.
To start | stop | get status of the WBEM service:

t og- pegasus start | stop | status”
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WBEM Prerequisites

The following are common prerequisites:

Credentials— WBEM credentials have a role in discovering the device. Your system must have
access to the computer using Administrative only credentials. These are the same credentials
as the user installing WBEM on the device.

Telnet/SSH credentials are necessary for other supported applications.

For full functionality, this WBEM device driver requires administrative (root) access. Many
devices may only allow root logins on a local console.

In such cases, configure the Telnet/SSI authentication for these devices to login as a non-
root user—and, in Authentication Manager, enter su in the Enable User ID field and enter
the root user’s password in Enable User Password in that same authentication. This enables
full device management functionality with root access.

Credentials for Telnet/SSI should have a privilege level sufficient to stop services and to
restart the computer system.

Firewall — Some firewalls installed on the computer may block WBEM requests. Permit access for
those you want to manage.

License—Make sure you have the correct WBEM driver license installed. Licenses come in the
following types:
*  Major Vendor by Name - Such as Dell, Compaq, HP, Gateway.
* Server/Desktop individual license support.
* Generic computers - non-major vendors.

* ALL - this gives the driver all capabilities for any computer system.

K NOTE:

If you discover an Amigopod host that does not have its SNMP agent turned on, OpenManage Network
Manager labels it a WMI or WBEM host rather than an Amigopod host.

Secure WBEM Access

Some monitoring capabilities require root access, even if you securely log into the Linux host. In
this case, when configuring a secure (SSH) login, configure a telnet authentication with su as an
Enable User ID, and the root user’s password as the Enable Password. For other WBEM access,
configure authentication as an HT'TP/HTTPS login/password, and select WBEM as the protocol
after you have selected the WBEM authentication.
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VMWare ESX and KVM Controller Support

Basic support for management of VMWare ESX and KVM Controller devices has been added. The
controllers are discovered/managed via WBEM protocol and require WBEM and SSH
authentication protocol at discovery time. VMs will appear in the controller's reference tree, but
can also be discovered standalone.

Example Reference tree for a KVM Controller showing three hosted VMs

Supported Functionality for VMWare ESX and KVM Controllers
VMWare ESX and KVM Controller devices support the following functionality:

*  Discovery/Resync

*  Limited KPI Support

¢ Direct Access/Terminal

* ACLI Support

* VM Management Actions

VM Management Actions

VMWare ESX and KVM Controller devices have specialized VM Management Actions that are
available to them. These actions are accessible via the Actions menu that is available on a Managed
Resource.

The following actions are supported for managing hosted VMS:

*  Start
*  Stop
*  Suspend
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* Resume
¢ Reboot
Ei NOTE:

In order for some actions to function, the target hosted VM must be configured correctly. For VMWare
ESX devices, please see: https://www.vmware.com/support/developer/vcli/ and ensure that the vSphere
CLI tools are installed on the target guest VM. For KVM devices, please see: http://virt-tools.org/learning/
start-stop-vm-with-command-line/, and ensure that the target guest VM is configured to respond to ACPI
requests.
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Optimizing Your System
To optimize you system, you can perform the following tasks needed:

*  Overriding Properties

* Tuning Memory (Heap & Portal)

* Tuning Application Features’ Performance Impact
*  MySOL Resizing, Starting and Stopping

Overriding Properties

You can fine-tune various features of the application. Rather than lose those changes if and when
you upgrade or patch, best practice is to override changes.

To do this for the Web portal, first rename the provided file \ owar e\ syner gy\ conf\ server -
overrides. properties. sanpl etoserver-overrides. properties, and enable the
properties within it by uncommenting them, and altering them to fit your needs. The comments in
this file provide more information.

You can also override application server-related properties in
\ owar eapps\instal l props\lib\installed.properties.

Both of these properties files remain as you previously configured them if you install an upgrade,
but upgrades overwrite the server - overri des. properti es. sanpl e, so keep a copy if it has
anything you want to preserve.

Screen names— One possible configuration property
(com syner gy. val i dati on. scr eenmane. m n. | engt h) specifies a minimum length
for user screen names. For the existing user base then any screen names that are shorter than
the value must change to the required length on the next edit/save for that user.

Tuning Memory (Heap & Portal)

You can adjust the memory footprint of any installed server’s virtual machine (VM) by configuring
it in the Heap configuration installation screen that appears during most package installations.
Within limits, using more memory, if it is available, generally means better performance.
Launching a server without sufficient memory produces the following error: Error occurred
during initialization of VM Could not reserve enough space for object
heap.

You can re-set these after installation too, with the following properties in
\ owar eapps\instal | props\lib\installed. properti es:
owar e. server. nmn. heap. si ze=3072m
owar e. server . max. heap. si ze=3072m

For Windows and Linux valid settings range from 512m to the limit of available RAM minus
operating system needs.

While you can enter any number within these constraints, the following are values that are
supported during upgrade. Other values are ignored during upgrade and you must choose again
from supported value list during installation/upgrade.
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Portal Memory Settings

To manually change OpenManage Network Manager web portal heap settings, change the
set env. sh (Linux) or set env. bat (Windows) file:

set " PORTAL_PERMGEN=512nf

set " PORTAL_MAX_MEM=3072nt

set "PORTAL_I NI T_MEM=768nt

set "PORTAL_32BI T_MAX_MEME768nf

These files are in the Tontat ***/ bi n directory. After you change their settings, for Linux, restart
the portal service to apply new memory settings. In Windows, besides updating set env. bat you
must run servi ce. bat updat e in that same directory.

You can increase these to even higher figures if your system has the memory available.

Ei NOTE:

Make sure only one Tomcat process is running, otherwise your web server may exhibit poor
performance.

Memory Limits Advice

RAM size on hardware can increase virtually without limit. However, if you configure application
server so it does not use half of the configured Heap, then having such a large Heap degrades
performance since Java (this software’s programming language) scans and sizes garbage collection
with the pre-allocated large Heap in mind.

That is not to say servers cannot have large amounts of memory. As the applications goes into
production and usage grows, larger RAM lets you adjust to meet demand as it grows. Having a small
amount of RAM does not allow for growth when needed.

Another thing to remember: Suppose a host has 32GB for an Application Server. Say the
Application Server Heap is 28GB.  This limits the amount of Threads you can run simultancously
in Thread Pools as well as I/O forking. Every time Java executes a thread, it allocates memory
outside of its VM for native calls Since the server only had 32GB and the operating system must
use some, very little remains for these processes.

Best practice: Lower the Heap Memory in favor or leaving some more available to the operating
system so you can take advantage of more threads if you have the CPU cycles.

Too much Heap RAM impacts only excessive garbage collection which can equate to application
pauses as garbage collection moves memory around. Application pauses degrade performance.

Tuning Application Features’ Performance Impact

Resyne, Performance, and so on use different pools than backups, so limiting the size of the
backups pool would have little impact on resync since these applications does not compete for
TESOurces.

If you need to configure these, you can configure pool sizes using properties in

i nstal | ed. properties. On startup the application server creates a file called
nbean_attr_overrides.tenpl at e in owar eapps/ i nstal | props/ i b. This includes
text descriptions of Mbeans and their settable properties. It allows you to copy properties you want
to override and add them to the existingi nst al | . properti es, so the settings persist even if
you upgrade the software. This replaces a previous tuning method that required editing mbean-
settings. xm and did not persist past upgrade.
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For more about performance settings for monitors, see Understanding Performance Monitoring
on page 361.

For successtul discovery of the resources on your network, OpenManage Network Manager requires
authenticated management access to devices. To get such access, you must provide the correct
SNMP community strings, WMI login credentials, and any other command-line (Telnet/SSH) or
browser (HT'TP/HTTPS) related authentication, and SNMP must active on devices, if that is not
their default. Some devices require pre-configuration to recognize this management software.
Consult your network administrator or device manuals for instructions about how to enable them
and authorize OpenManage Network Manager as the management console.

/\  CAUTION:

If you do not get access to the deepest level of authentications—for example the “enable” user's—you
cannot access all of OpenManage Network Manager's functionality.

MySQL Resizing, Starting and Stopping

MySQL Database Sizing— Installation includes the chance to select a size for your embedded
database. This should reflect expected use, and should be small enough that you leave enough
RAM for the application and operating system (at least 4G, typically).

Ei NOTE:

The default MySQL login command line is: >mysql -u root --password=dorado

By default, installation optimizes the embedded database for the minimum hardware
requirement. This may not be sufficient for some environments when your database size
grows. You can sct the database size during installation, and further tune performance
parameters in . . owar e3r d\ nysql \ [ ver si on nunber ]\ ny. cnf . Have your MySQOL
operational expert review the links cited below to determine the best values for your
environment.

1. i nnodb_buf f er _pool _si ze=512mto 16382m
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Best practice is to make your buffer pool roughly 10% larger than the total size of

Innodb TableSpaces. You can determine total tablespace size with the (free download)
MySOL Workbench application.

If your database size is 30G, ideally have a buffer size of 33G or more. You can also
investigate limiting database size or consider adding extra RAM. For dedicated
database server, we recommend 70%-80% of system server's RAM, for example use 16G
of RAM for a server with 24G RAM total.

To avoid operating system caching what is already cached by this buffer you may have
to make additional adjustments. This is not necessary on Windows, but for Linux you
need to set i nnodb_f | ush_met hod=0O_DI RECT.

You may want to make MySOL to use Large Pages for allocating Innodb Buffer Pool
and few other buffers. Tuning your VM to be less eager to swap things with echo 0 >
/' proc/ sys/ vni swappi ness is another helpful change though it does not always
save you from swapping.

The optimal setting for Inno DB buffer is to have buffer pool hit rate of 1000/1000)
nmysql > SHOWN ENG NE | NNODB STATUS\ G
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BUFFER POOL AND MEMORY
Buf fer pool hit rate 1000/1000

You may need to modify system settings, increase or decrease application server heap,
web server heap, and innodb buffer to fit your needs. This depends on whether you use
the webserver heavily.

2.innodb _log file size = 256 Mto1024m

Alarger file improves performance, but setting it too large will increase recovery time in
case of a crash or power failure. Best practice is to experiment with various settings to
determine what size is best for performance.

To change the log file size, you must move existing the log files named ib_logfile0,
ib_logfilel, and so on. See Changing InnoDB Log Files in MySOL on page 116 for step-
by-step instructions. The database may not start if you configure a log file size
mismatch.

3. max_connect i ons=100 to 1000

Best practice is to configure 200 or more connections per server (application server +
web server), especially if you are adding more servers.

The number of connections permitted in this version of MySOL defaults to 100. If you
need to support more connections, set a larger value for this variable. Windows is
limited to (open tables X 2 + open connections < 2048) because of the Posix
compatibility layer used on that platform.

Log in to mySOL to check current settings:

nysql -u root --password=dorado
nysql > show vari abl es |ike ' max_connections';

To check open connections:

nysql > SHOW STATUS WHERE "vari abl e_name’ = ' Threads_connected';

Ei NOTE:
You may need to reduce t abl e _cache if you increase max_connecti on.

4.

t abl e_cache = 1024 (increase the default as appropriate).

t abl e_cache is related to max_connections. For example, for 200 concurrent
running connections, you should have a table cache size of at least 200 * N, where N is
the maximum number of tables per join in any of the queries which you execute. You
must also reserve some extra file descriptors for temporary tables and files.

If the value is very large or increases rapidly, even when you have not issued many
FLUSH TABLES statements, you should increase the table cache size.

5. Monitors: If you enabled and configured the default SNMP interface monitor, it would
typically consume most of the space in owbusdb (the database).

Unless you have reason to do otherwise, best practice is to disable Retain polled data on
the default SNMP interface monitors. The graphs do not need these data for display.
OpenManage Network Manager only uses retained data to derive the calculated
metrics attributes. In most cases, saving only calculated data for the default SNMP
interface monitor suffices.
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For example, if you have 16 polled data attributes and 27 calculated attributes, not
saving polled data can reduce the table size about 35%.

You can further reduce the table size if you only poll/save the relevant calculated
attributes in the default SNMP interface monitor. To accomplish this you must remove
calculated/polled attributes that you do not want to retain from the monitor
configuration, OpenManage Network Manager does not support selectively choosing
which attributes to keep. Retained attributes can be all calculated or no calculated.

Ei NOTE:

Best practice is to archive the modified database sizing file somewhere safe. Upgrading or patching your
installation may overwrite your settings, and you can simply copy the archived file to the correctlocation
to recover any configuration you have made if that occurs.

If you want to change the size of your database after you have installed it, edit the my. cnf filein/
owar e3rd/ nysql / [ ver si on nunber]/. Alter the last number on the following line:

[ pat h]/ owar e3rd/ nysql /i bdat a/ i bdat al: 1024M aut oext end: max: 102400M
To start MySQOL, run the following in a shell:
[ pat h] owar e3rd/ MySQ./ [ ver si on nunber]/bi n/ nysql d" --consol e

When it starts successfully, the console includes ar eady for connecti ons message. Without
the - - consol e parameter, MySQL writes diagnostic output to the error log in its dat a directory.

To stop MySOL, run the following in a shell on the path with MySOL:
nysql adm n shut down

Other operating system-specific shutdown initiation methods are possible as well: The server shuts
down on Linux when it receives a SIGTERM signal. A server running as a service on Windows
shuts down when you shut it down in Windows’ services manager.

Ei NOTE:

The default MySQL login command line is: >mysql -u root --password=dorado
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Changing InnoDB Log Files in MySQL

To change the Number or Size of InnoDB redo log Files, follow these steps:
1 Ifinnodb_fast_shut down is 2, set it to I:
nysql > SET GLOBAL i nnodb_fast_shutdown = 1;
2 After ensuring that i nnodb_f ast _shut down is not set to 2, stop the MySQL server and

make sure that it shuts down without errors (to ensure that there is no information for
outstanding transactions in the log).

3 Copy the old log files into a safe place in case something went wrong during the shutdown
and you need them to recover the tablespace.

4 Delete the old log files from the log file directory.
Edit my. cnf to change the log file configuration.

6 Start the MySOL server again. mysqld sees that no InnoDB log files exist at startup and
creates new ones.

SNMP in Multi-Homed Environment

Trap listener, Inform listener and all outbound SNMP requests must bind to a specific interface in
a multi-homed environment. This interface is considered appropriate to use for all network-facing
SNMP activity. By default, this is | ocal host, interpreted as the application's local IP value (the
NIC selected at installation time). The following text in i nst al | ed. properti es provides a
specific IP address to control outbound SNMP interface binding on the local machine:

# specific interface used for all NVB initated

# communi cations to the network

com dor ado. nedi ati on. out bound. addr ess=I ocal host
Include the following and provide a specific IP address to control inbound (listener) interface
binding on the local machine:

#

# specific interface used for binding mediation

# listeners such as SNVWP trap |istener

com dor ado. nedi ation. | i stener. address=l ocal host
Events with no corresponding definition appear as alarms of indeterminate severity. The only way
to change behavior of an unknown event in this version would be to locate the missing MIB and
load it into the system. This creates the missing event definition(s) needed to specify explicit
behaviors.
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Maintaining and Repairing Your System

The following describes ongoing tasks that keep your OpenManage Network Manager system
functioning without interruptions. Some of these take advantage of pre-seeded features, and others
take manual intervention.

*  Mini Troubleshooting

* Database Aging Policies (DAP)

e Scheduled Items

e Database Backup and Administration
*  Log Cleanup

*  File Cleanup

Mini Troubleshooting

Suggested mini-troubleshooting steps for a balky application that is already installed and running:
1 Refresh the browser. If that does not work...

2 Clear the browser’s cache (Firefox in particular loves persistent old pages), then refresh. If
that does not work...

Stop and start the browser. If that does not work...
4 Stop and start the Web server
For Windows, to start the web server manager: owar e\ syner gy\ t oncat -
X. X. X\ bi n\ startsynergy. For Linux.
/etcl/init.d/ synergy start or /etc/init.d/synergy stop

Worth noting: The tray icon for the web server () is “optimistic” about both when the
web server has completely started and completely stopped. You cannot re-start web server
when its Tomecat process still lingers. If you lack patience, kill the (large) Tomecat process then
re-start web server. The smaller one is that tray icon.

If that does not work...

5 Stop and start application server. Command lines for this:
st opappser ver and st art appser ver
If that does not work...

6 Delete the contents of the owar e/ t enp directory and restart application server. If that does
not work...

7 Reboot the host and re-start the application server, web server and browser.

When troubleshooting (or contacting technical support), you may find pertinent information in
logs located in the following directories:

.\ oware\jboss-3.0.8\server\oware\l og

.\ owar e\t enp\ soni qng. | og

.\app_setup.log

.\db_setup.log
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Best practice is to run the getlogs script from a command line. It packages relevant logs in a logs.jar
file in the root installation directory, and moves any existing copy of the logs.jar file to oware\temp.
The logs.jar file compresses all logs necessary for troubleshooting. Read the jar yourself, or forward
this jar to technical support for help in troubleshooting.

Searching \oware\jboss-5.1\server\oware\log\serverlog for “error” is one way to look for the root of
application server problems.

K NOTE:

If you see errors that say your Linux system has too few threads, make sure that you have set the file
handles correctly.

Database Aging Policies (DAP)

DAP policies automatically purge or archive stale data so the database can maintain its capacity.
Several pre-defined and pre-seeded DAPs come with OpenManage Network Manager. You may
need to revise these to fit your system. These start at specific times—see the Schedules portlet for
specifics about when.

DAPs amount to preventative maintenance since they help to maintain the database’s capacity.
Best practice is to do the following regularly:

1 In the Audit Trail Manager, create a Filter for Creation Date = prior Month and Action =
DAP Executed.

2 Review the records for Status — Failed. These indicate that a DAP job failed. As long as the
following DAP jobs execute, no immediate action is required. If any DAPs are repeatedly
failing, then consult the troubleshooting document or OpenManage Network Manager
support.

3 Review the DAP jobs entries and compare to the scheduled DAP start times. Confirm that
audit records are displaying a corresponding audit record for each scheduled execution.

Scheduled Items

Reviewing schedules to ensure that scheduled task are executing as expected.

1 In the Audit Trail portlet, create a Filter for each scheduled action and confirm that the
schedule action is successful. The schedule “Type” is the Audit Filter Action.

2 Investigate any failure of a scheduled action.

Database Backup and Administration

Backup your database regularly. Best practice is for the Oracle database administrator to perform a
monthly Full backup with Daily incremental backups. Best practice is for the Database
Administrator to check monthly to ensure that the application has sufficient resources. See
Backing Up the Database on page 75 and Restoring Databases on page 76.

Log Cleanup

The server. | og files may accumulate over time. Best practice is to purge these once a month.
The serverlog files are in the directory <i nst al | ati on root >\ owar e\ j boss-

5. 1\ server\ owar e\ | 0g. Archived these if you need historical log data. Best practice is to store
only a maximum of 30 days worth of log files.
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Installation Logs may also accumulate in <i nst al | ati on root >\ | ogs. Best practice is to
review this directory monthly and purge it as needed. Best practice is to retain at least 6 months to
a year of log data in this directory.

File Cleanup

When you turn on CLI trace, this software generates a log file for every CLI transaction and stores
them in the owar e\ t enp directory. This directory may accumulate many files if you leave CLI
trace on for an extended period. You can delete or archive these files. Best practice is to inspect the
directory and take the appropriate action at least once per month.

When backing up/restoring configuration files or deploying firmware images using the internal file
server, a copy of the file may remain in owar e/ t enp. You can delete the contents of this directory
since it is auto created.

External file servers used in the production environment may also accumulate a copies of
transferred files. Best practice is to review space on these file servers monthly to ensure the file
server space is adequate.
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Portal Configuration

The following explains how to customize the OpenManage Network Manager (OMNM) portal.
Because this portal can be so flexible, and comes from open source features, this is not a
comprehensive catalog of all its features. The following discussion covers only those features
significant for using the OMNM application. If you already have a good understanding of the
portlets and editors, go directly to the tasks you want to perform.

Portal Overview — 122

Setting Time Formats — 140

Defining a Debug File — 141
Activating Log4J Email Feature — 142
Hiding Portlet Hint Text — 145
Modifying Column Settings — 146
Defining Advanced Filters — 147
Exporting/Importing Page Configurations — 148
Sharing a Resource — 149

Editing Custom Attributes — 150
Audit Trail/Job Status — 151
Schedules — 156

The Audit Trail and Schedules portlets are not part of the portal configuration. However, they are
fundamental to the OMNM functionality and accessible from many different portlets within the
application. Therefore, they are described in this section.
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Portal Overview

This section describes the OpenManage Network Manager (OMNM) portal window, general
portlet information, and features that are common for multiple portlets.

The portal header has the company logo, OpenManage Network Manager, and its menu options.
The userName is an active link to the Manage My Account options, where you can configure your
name, job title, image, email and so on. You can access these same options from the Go to >
Control Panel menu option. The header also includes:
*  Sign Out, which logs you out of the OpenManage Network Manager portal. When you sign
in, Password Reminder portlet is displayed if your administrator has set this option.
*  Full Page Toggle, which expands the window full page or returns to a manually adjustable
window.
*  The page navigation bar, which provides access to the pages, subpages, and portlets.

The status bar opens My Alert/Action History window, displays subscription expiration alert, access
to settings, conferencing, and a list of colleagues on the system.

Page Navigation Menu Options Status Bar
Bar

Header

Menu Options

The following menu options are available from the OMNM portal header.

Menu Description

Help Opens the OMNM online help and provides access to any other available sources of
information.

Add Lets you create Pages or add Applications (portlets) to an existing page.

Select Add > Page and a field opens on the navigation bar when you enter the page
name and then click the checkmark.

Select Add > Applications and a list of available applications (portlets) is displayed.
Navigate to the portlet, click Add, and the portlet is added to the currently selected

page.

See General Portlet Information on page 127 for more information about pages, child
pages, portlets, editors, and the applications list.
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Go to
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Description

Opens the Manage Page window where you alter the page organization or its layout
when you select the Page or Page Layout options. From the Manage Page window,
you can drag and drop page locations in the tree, and add child pages. See Creating
and Rearranging Pages on page 86 for instructions.

The Show Versions option displays information about your current OMNM
installation, such as product details, installed extensions, and driver information.
This option is not available from the message board portlet. You can create an HTML
version of this information by running the drvrpt (Linux) or drvrpt.cmd (Windows)
command from the /owareapps/ddbase/bin directory.

Provides access to the Control Panel on page 22 and any other pages (public/private)
defined by you or your system administrator. When you add a new community, its
configured pages appear in this menu too.

Creating public pages requires administrative rights. However, users that do not have
administrative rights can only configure their private pages. Changes to a page persist
after you make them, provided you have the rights to make changes to that page. See
Public/Private Page Behavior on page 24 for the details.

Best practice is to use multiple pages within the OMNM system rather than multiple
tabs.

If you have the Multitenancy (MSP) option installed, these options are not available
and MSP offers a different security model.

Page Navigation Bar

The page navigation bar provides access to the pages and child pages installed by default or the
pages and child pages you configured from the Manage > Page menu option. The page navigation
bar appears horizontally below the portal header by default, or vertically on the left of the screen.
The pages that appear on this bar vary depending on which OpenManage Network Manager
package you installed.

Home

Alamms

Alarms by Container
Automation

Network Management

Network View
Traffic Flow
Performance
Monitors
Resources
Discover
Actions

‘Configuration
Management

Compliance

Reports

Settings

Audit

Alarm Definitions
Groups & Locations
Schedules

Server Configuration
Site Map

Support Assist

Home Alarms Network Management Performance Resources Configuration Management Reports Settings

Discover

¥ Managed Resources Actions

Horizontal Navigation Bar
(default)

Vertical Navigation
Bar

If you narrow your browser window, the navigation bar collapses to the left. If you want the vertical
navigation bar as the default, change the regular browsers menu position settings to vertical from
the Manage Page window.
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Status Bar

The status bar is at the bottom of the OpenManage Network Manager (OMNM) portal window. It
contains the following elements:

* My Alerts

*  Subscription Notification
*  Settings

*  Conferencing

*  Colleagues

My Alerts

My Alerts opens the MyAlert/Action History window when you click on it. The MyAlert/Action
History window displays cataloged messages and notifications you received, including generated
reports and growl messages that appeared in the upper right corner for a few seconds. From this
window, you can:

*  Delete selected messages or notifications by selecting those you want to delete and then
clicking Selection.

*  Delete all messages and notifications by clicking All.

*  View additional information about the message or notification by clicking the magnifying
glass.

You can sce the portal when the Web server is up, but the application server is not. When the
application server starts after the Web server, an alert appears in the MyAlert/Action History list
announcing that application server is up.

/\  CAUTION:
If My Alerts is not receiving messages or notifications, make sure that your firewall is not blocking ports
the application uses. See Ports Used on page 1021 for a list of ports and more about configuring Linux
firewalls.

Subscription Notification
The subscription notification is a warning that your license is nearing expiration. The status bar
color changes and displays a message, such as:

Subscription expiration alert: Action required! Your OVNM Subscription is
about to expire. You have 30 days |left before expiration

Click the message and the License Viewer, Subscription Renewal panel opens, where you can start
the license renewal process. It also displays the number of days until license expiration.
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The alarm color reflects the threshold for the number of days remaining before license expiration:

* 60 days or less: yellow status bar
* 30 or less days: red status bar
* 6l or more days status bar does not change colors

See License Viewer Window on page 46 form more details.

Settings

The Settings tool in the status bar lets you configure your user settings for any online chat with
your colleagues, including the saying, whether your online presence appears, and whether to play a
sound when messages arrive.

When you have a message from another user, that user’s name appears on the status bar to the left
of the settings tool.

admin is...

¥ Show me as online.

Play a sound when I receive a new
message in a hidden window.

¥ Refresh page in the event of
connection timeout

Save

&

Conferencing

The Conferencing tool in the status bar lets you share whatever is of concern with other
OpenManage Network Manager (OMNM) users and collaborate with more than one person. For
example, if a discovered device has problems, you can create a link to the device’s from the
Connected Devices on page 191 and share it with other users with the OMNM internal instant
messaging/chat system (see Sharing a Resource on page 149).

Use the Conferencing tool to configure your user settings for any online chat with multiple
colleagues.

[ I |

Conference Name

Test conference
This is a private conference

A, Invited Participants
0 participants have been invited edit
Participants
No participant.

Create

E}

The Join options become active when you are invited to a conference. An online chat window
appears after you join.

The Create options let you name the conference, specify whether the conference is private (for
invites only), and then invite colleagues and configure an invitation message by clicking edit.
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Conferencing also opens a screen that both records text and provides a virtual white board where
participants can draw.

Hover the cursor over the white board tools at the top to see what they do. Enter text in the lower
left corner, and it appears on the left after you click Enter. Conference participants appear with
icons and colors keyed to their text in the lowest portion of the screen.

Ei NOTE:

If appearance or performance concerns impede your conferencing, clear your browser’s cache, then try
conferencing again.

Colleagues

The Colleagues tool has a red dot when you are online alone and a green dot when other users are
online. It also shows the number of colleagues online. Click the Colleagues tool and a list of
OMNM users is displayed. The title bar shows the number of users online. A green dot indicates
the users that are online and a red dot indicates the users that are not online. Click on a colleague
and enter text in the popup that appears to send messages. Previous chat history also shows above
any current text in the chat popup.
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Click the upper right corner (-) to close the window.

K NOTE:

You can turn off chat for the application with special branding available through your sales
representative, but not for a single user. Chats are stored in the OpenManage Network Manager
database, but as blobs, so reading chat history, except the date of chats, is problematic.

General Portlet Information

Portlets are the elements of any page within the OpenManage Network Manager (OMNM) portal.
Whether you have access to a portlet and from which page a portlet is accessed is defined by your
system administrator. In your environment, a portlet could be accessed from multiple pages. See
the description of each portlet for more details.

Here are some common portal features related to portlets:

Modifying pages by dragging portlets to a different location, adding portlets, or deleting
portlets. The applications list shows all the available portlets when you select the Add >
Applications menu option.

Viewing data from both a summary view and an expanded portlet view for most portlets.
Sorting on a column by clicking on that column’s heading. Reverse the sort order by clicking it
again. This only sorts what appears in the portlet, whether expanded or not. The application
remembers each user’s choice saving the last Sort Column and Order on any page. The arrow
to the right of that heading’s text displays the sort direction (ascending or descending). When
the arrow appears in a heading, the selected column is the basis for sorting.

Resizing columns by dragging the header border.

Print a portlet’s content by exporting by exporting its expanded view content to a PDF, Excel,
or CSV file, open the exported file in the appropriate application, and then printing it.

All time stamps are based on the users timezone. It is based upon Greenwich Mean Time
(GMT) and changes depending upon the timezone that you are in when viewing a record.
Some portlets include editors that appear after you select an item, right-click, and then select
either New or Edit.

Mandatory fields in these editors appear with a red flag icon to their right. That flag may
disappear once you fill in the field. Mandatory fields in an Action appear with a red flag icon
to their right. That flag disappears once you add the action to an Action Group.

Password fields do not support copy/paste operations. When you type into a password field,
the text shows briefly and then disappears.
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Standard t

ooltips show for most portlet field’s content, which is useful when the field cannot

show all its content. Windows and editors have help tooltips when you click the question

mark next

to a field.or what goes into a field in an editor when you hover over the cell/field.

For cells where a question mark appears when you hovering over a listed item, a more detailed

tooltip is d

isplayed or a graph (in the Top N portlets) is displayed.

20 =

40 -

[
6:32

Ping Rate (ms)

10.128.30.179 is up

Model: &8 PowerConnect 7048

[0 Dellinc.

Normal

Vendor:

Management State:
18:32 2132 26:34 3'!32 Discovery Date: 10M0/13 12:08 PM
Description:

PowerConnect 7048, 5.1.0.1, VxWorks 8.6

If a graph i

T

s displayed, it can line, bar or pie graph, depending on the portlet, device and

activity monitored. The more detailed tooltips require the latest Adobe Flash for full
functionality.

This section des
footer, and hint

Portlet Tools

cribes common portlet features, such as the portlet tools and options, summary,

F

Tools and
Options

Summary

Footer

————Hint

and Options

The following portlet tools and options apply to all OMNM portlets, where available. Specific
portlet features and functions are described in their respective section.

Tool

ya

X

Return to
previous

128

Description
Provides access to the following options:

Look and Feel, where you configure the portlet text styles, background, border, margin
and padding, advanced, and WAP styles.

Configuration, where you specify whether users have view, add to page, configuration,
and permissions based on their assigned role. You can also specify whether to share the
portlet with a website, Facebook, OpenSocial gadget, Netvibes, or Friends.

Displays a expanded portlet and provides additional information and options. Click
Return to previous to return to the initial portlet view.

This tool shows only for those portlets that have the Maximize option.
Removes the portlet from the existing page.

Takes you back to the previous page (initial portlet). Some examples where this option
shows are the expanded portlet and details portlets.
Although browsers have a back button, the Return to previous option is the most

dependable way to return to a previous page, window, portlet, and so on within the
OMNM portal.
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Tool Description
Displays online help for the selected portlet. Once you access the online help, you also
(7 have the option to search the help for other topics.
P P P

= Opens a Settings window, where you filter the results and specify which columns to
& include and their settings. In some portlets, such as Alarms, this option can configure
""" whether charts or graphs appear. See Modifying Column Settings on page 146 for
instructions.

Column selections from the portlet are not propagated to the maximized view. If you
want the same columns for both views, you must select them for each view.

Isolates the browser’s page refresh to the selected portlet so that you do not have to load
. the entire window again. After you modify a portlet’s settings, click the refresh tool to see
"""" your changes.

Search Filters the list to show more specific items. Select from the list of user-defined filters.
This searches all available items in the database, whether they appear listed or not.

Displays the first page in the list.

M

p Displays the previous page in the list.

R Displays the next page in the list.

M Displays the last page in the list.
Summary

The portlet summary supports displaying up to 500 rows, the expanded portlet supports up to 1000
rows. Using the portlet filtering capability makes more sense than trying to see more rows. (See
Defining Advanced Filters on page 147 for instructions.)

To act on listed items, right-click the item and then make a selection from the popup menu. The
menu options available depend on the portlet and the row selected.

To see information about listed items in a portlet, hover over the row until a large tooltip displays
more details.

i NOTE:

Portlet for Reports, Report Templates, Action and Compliance have a pre-seeded drop down list filters to
allow quick filtering of portlet rows.

Footer

The footer lists the number of items returned, the limit reached in red if you specified a maximum
for the list, and the navigation buttons. The navigation buttons are the standard go to first/last
page, move back/forward one page at a time, and select the page to go to.

Hint

The hint at the bottom of the portlet lets the user know that right-clicking the table opens a popup
menu (context menu) listing the available actions. By default, this hint is there for every portlet. If
you do not want the hint showing, set the show.portal.hints attribute to false in the server-
overrides.properties file. See Hiding Portlet Ilint Text on page 145 for detailed instructions.
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Expanded Portlet

The expanded portlet lets you display more information, do quick searches, do more advanced

filters, or export the list to a PDF document or Excel or CSV formats. You can also see details about
a selected row in the Widgets panel. Access the expanded portlet from the summary portlet’s title
bar by clicking the expand (+) tool. Return to the summary portlet by clicking Return to previous.

You can perform all the same actions from the expanded portlet and you can from the summary
portlet and navigating the list is the same as the summary portlet.

User permissions may limit access to the expanded portlets. For example, the OpenManage
Network Manager can have many communities and limit users’ memberships. Such users can
lightly browse other Communities’ screens without full privileges.

See Control Panel on page 22 for more about setting up user privileges for portlets.

K4 NOTE:

Note that Screen size limitations may require you to expand the browser to see expanded screens
correctly. You must have at least 1250 pixels in width.

In addition to the options the summary view provides, the expanded portlet provides the following
options.

Option Description

Return to Takes you back to the previous page (initial portlet).

previous

Filter Displays the default filter and any user-defined filters available. Select a filter from the

list. Otherwise, select the Advanced or Quick Search option.

Advanced Provides options to create conditional (AND, OR) filter statements. Once you create a
conditional statement, click GO to view the results. Click Save As to save the filter.
Click Reset to create another conditional filter. Otherwise, use the Filter or Quick
Search option.

Quick Search | Activates a field, where you type a phrase and then press ENTER. Otherwise, use the
Advanced or Filter option.
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Option Description

Export Saves the current table to PDE Excel, or CSV format. Click Export, select the format
type, and then click Generate Export.

Widgets Displays one or more detail widgets, such as the Reference Tree. You have the option to
show or hide the widget details from the title bar.

The Reference Tree also expands/collapses tree elements.

Settings Window
Use the Settings window to set the return results parameters, define a filter, and select the context
mode. You can also specify which columns the portlet shows and the settings for each column.
The Filter/Results panel is displayed by default. Click the Columns tab to display the Columns

panel.

Ei NOTE:

Column selections from the portlet are not propagated to the maximized view. If you want the same
columns for both views, you must select them for each view.

Click the portlets Settings tool to access this window.

The Settings window provides the following fields and options.

Field/Option Description

Max Items Returned Sets the maximum number of items the filter returns. Valid values are 2, 25,
50, 75, 100, 200, 300, or 500.

For performance reasons, this default value is often relatively low.
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Field/Option Description
Max Items per Page Sets the maximum number of items displayed per page. Valid values are 4 to
100.

For performance reasons, this default value is often relatively low.
Current Filter Provides a list of user-defined filters from which to choose. The product

ships with a default filter.

Depending on your permissions, you have the option to create a filter or copy

the currently selected filter from which you create a filter.

The expanded portlet does not include this option. See Defining Advanced

Filters on page 147 for alternatives.

Note: An administrator configures a portlet’s default display filter and then
clicks the portlet name and renames it. For example, make the default filter
in the Managed Resources portlet to display only Dell Routers, then click the
Managed Resources portlet name to rename it to Dell Routers.

If you are not an administrator, you must make a personal page for such
portlets if you want the filter settings to persist (not applicable in
multitenant environments).
Context Mode Specifies which of the following context modes the selected portlet uses:
* Listen for Context
* Ignore Context (default)
* Broadcast Context
* Broadcast and Listen for Context
* Not all portlets have all option.
Columns Displays a list of columns, their settings, and whether a column is hidden.

Select the Column tab to display the columns. The default columns
displayed and the available columns vary with each portlet.

If you have many instances of a portlet in your environment, the changes
made to the portlet or maximized portlet are not global, they apply only to
the current portlet or its maximized portlet.

Click the Settings button to specify whether the width is automatically set
(Auto Width) or specify a specific pixel width. Auto Width is the default.

The grayed out Show/Hide button indicates the selection for the column.

Applications List

The applications list is displayed when you select the Add > Applications menu option. The
application (portlet) list shows some portlets with a purple icon and others with green icons.

The purple icon indicates that you can add only one instance to a community and it displays the
same data, even if it appears on more that one page, such as the Hierarchical View portlet. These

are referred to as non-instanceable portlets. Once you add a non-instanceable portlet to a page, its
entry in the applications list is disabled (grayed out).
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The green icon indicates that you can add the portlet to many pages with each instance displaying
different information, such as the Authentication or Hierarchical View Manager portlets. These are
referred to as instanceable portlets.

Category

Actions

Administration and
Settings

Alarms, Events, and
Automation

Compliance

Configuration
Management
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Application
Action Group

Actions
Tasks
Application Configuration Settings

Audit Trail
Common Setup Tasks

Getting Started

Quick Navigation

Schecules

Alarms

Automation and Event Processing
Rules

Event Definitions

Event History

Variable Binding Definitions
Compliance Policies/Proscan
Configuration Alarms
Configuration Files

Configuration Management

Schedule
File Servers

Image Repository

Default Location/Notes

Automation/Actions page
Note: Can create only one instance
to a community.

Automation/Actions page
Available for use

Settings page

Note: Can create only one instance
to a community.

Settings > Audit page

Settings page and Home page as part
of Getting Started

Note: Can create only one instance
to a community.

Home page
Note: Can create only one instance
to a community.

Home page
Note: Can create only one instance
to a community.

Settings > Schedules page

Home, Alarms/Events, Alarms/Events
> Hierarchical View, Topology >
Hierarchical View pages

Automation/Actions page

Settings > Alarm Definitions page
Alarms/Events, Automation/Actions
pages

Settings > Alarm Definitions page
Compliance page

Configuration Management page
Configuration Management page

Configuration Management page

Configuration Management page

Configuration Management page
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Category

Hierarchical Views

Multitenancy

Network

Network Virtualization

Performance Monitoring
Management

134

Application

Hierarchical View

Hierarchical View Manager

Map Context

Access Profile Templates
Site Management

User Site Access

Connected Devices

Links

Network Tools

Search by IP or Mac Address

VLAN Domain Assignment
VLAN Domains

VLAN Membership

VLANSs

Network Service Descriptors
Network Service Records

Physical Network Functin
Descriptors

Physical Network Function Records
Software Images
VIM Images

Virtual Network Function
Descriptors

Virtual Network Function Records

Virtual Requirements

Virtual Reservations
Virtualized Infrastructure Managers
Application Server Statistics

Dashboard Views

Performance Dashboard

Resource Monitors

System Dashboards

Default Location/Notes

Alarms/Events > Hierarchical View,
Topology > Hierarchical View pages
Note: Can create only one instance

to a community.

Alarms/Events > Hierarchical View
page
Available for use

Note: Can create only one instance
to a community.

Available for use
Available for use
Available for use

Resources page

Resources page

Home, Resources pages
Note: Can create only one instance
to a community.

Available for use
Available for use
Available for use
Available for use
Available for use
Available for use

Available for use

Available for use
Available for use
Available for use

Available for use

Available for use

Available for use
Note: Can create only one instance
to a community.

Available for use
Available for use

Settings > Server Configuration page
Note: Can create only one instance
to a community.

Performance > Dashboard
Management page

Available for use

Settings > Monitor Management
page
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Portal Applications > News

Portal Applications >
Sample
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Application

Top Bandwidth Received
Top Bandwidth Received (bps)
Top Bandwidth Transmitted
Top Bandwidth Transmitted (bps)
Top CPU Utilization

Top Configuration Backups
Top Disk Utilization

Top Egress Packet Loss

Top Ingress Packet Loss

Top Input Discards

Top Input Errors

Top Interface Bandwidth
Top Interface Errors

Top Jitter

Top MOS

Top Memory Utilization
Top Output Discards

Top Output Errors

Top Packet Loss

Top Ping Response (Slowest)
Top Problem Nodes

Top RT Delay

Alerts

Announcements

RSS
Weather

[Frame
Web Proxy
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Default Location/Notes
Available for use
Performance page
Available for use
Performance page
Performance page
Available for use
Available for use
Performance page
Performance page
Available for use
Performance page
Performance page
Performance page
Available for use
Available for use
Performance page
Available for use
Performance page
Performance page
Performance page
Available for use
Available for use

Available for use
Note: Can create only one instance
to a community.

Available for use
Note: Can create only one instance
to a community.

Available for use

Available for use
Note: Can create only one instance
to a community.

Available for use

Available for use
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Category
Portal Applications > Tools

Reports

Resource Management

Services
Storage
Topology
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Application

Dictionary

Language

Network Utilities

Password Generator

Quick Note

Search

Sign In

Unit Converter

Report Templates

Reports

Authentications

Cards

Contacts

Discovery Profiles
Interfaces

Locations

Managed Resource Groups

Managed Resources

Ports

Vendors
Customers
System Arrays
System Topology

Topology Views

Default Location/Notes

Available for use
Note: Can create only one instance
to a community.

Available for use
Note: Can create only one instance
to a community.

Available for use
Note: Can create only one instance
to a community.

Available for use
Note: Can create only one instance
to a community.

Available for use

Available for use
Note: Can create only one instance
to a community.

Available for use
Note: Can create only one instance
to a community.

Available for use
Note: Can create only one instance
to a community.

Reports page

Reports page

Resources > Discover, Settings pages
Available for use

Settings > Groups & Locations page
Resources > Discover page
Resources page

Settings > Groups & Locations page
Settings > Groups & Locations page

Home, Resources, Configuration
Management pages

Resources page

Settings > Groups & Locations page
Available for use

Available for use

Topology, Topology > Hierarchical
View pages

Available for use
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Traffic Flow Analysis

Manage Page

Application
Traffic Flow Applications

Traffic Flow Autonomous

Traffic Flow Conversations

Traffic Flow Endpoints

Traffic Flow Exporters by Managed

Equipment

Traffic Flow Exporters by
Subcomponent

Traffic Flow Protocols
Traffic Flow Receivers

Traffic Flow Senders

Traffic Flow Snapshots

Portal Overview | Portal Configuration

Default Location/Notes

Traffic Flow page

Note: Can create only one instance
to a community.

Traffic Flow page

Note: Can create only one instance
to a community.

Traffic Flow page
Note: Can create only one instance
to a community.

Traffic Flow page
Note: Can create only one instance
to a community.

Traffic Flow page
Note: Can create only one instance
to a community.

Traffic Flow page
Note: Can create only one instance
to a community.

Traffic Flow page

Note: Can create only one instance
to a community.

Traffic Flow page

Note: Can create only one instance
to a community.

Traffic Flow page

Note: Can create only one instance
to a community.

Available for use

Use the Manage Page window to configure, add, or delete pages and to manage their appearance and
permissions. You must refresh any altered page before edits take effect. Use the Copy Portlets from Page
option to duplicate another page’s portlets on the selected page.

Alter the following portal components:

*  Page permissions, appearance, order (using drag-and-drop), and so on

*  Child page creation

*  Page configuration import/export

*  Page layout column configuration
This option is not available if you have an expanded portlet open because the focus is not in
the context of a page.
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Access this window by selecting the Manage > Page or Manage > Page Layout menu option.

Show Versions

Use the Show Versions portlet to see which products and versions are installed. This portlet has the
following panels:

*  Product Details displays the installed package and modules, as well as their version numbers.

* Installed Extensions displays any installed presentation layer enhancements.

*  Driver Information displays individual drivers (see Base Driver on page 105).
The Profile Details outlines the supported device models, identifiers (OIDs), types and
interfaces, and the OS Versions supported by the driver (although not device-by-device). This
information is important when you need technical support.

Ei NOTE:

You can also produce an HTML version of this information from a command line. Run dr vr pt
(drvrpt.cmd in Windows) from the \owareapps\ddbase\bin directory. The drvrpt command saves the
HTML version in the installRoot\reports\drivers directory.
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Access this portlet by selecting the Manage > Show Versions menu option.

42} Show Versions <4 Return to previous
| OMNM v6.5 |
[ Product Details Installed Extensions Driver Information }

Profile Details: Dell PowerConnect Device Driver ‘
Adva FSP Carrier Ethernet Access Device Driver = L J
APC Device Driver Supported Model Identifier Type ﬁ 08 Versions
Aruba Device Driver PowerConnect 3424 1.3.6.1.4.1.674.10895.3006 Switch 1.0.0x
Barco BCI Device Driver PowerConnect 3424P 1.3.6.1.4.1.674.10895.3008 Switch 1.01x
Brocade Device Driver PowerConnect 3448 13.6.1.4.1674.10895.3007 Switch 102x
Brocade RX Series Device Driver PowerConnect 3448P 1.3.6.1.4.1.674.10895.3009 Switch 1.0.4x
Cisco CATOS Device Driver PowerConnect 3524 1.3.6.14.1674.10885.3018 Switch 11.0x
Cisco I0S Device Devices — PowerConnect 3524P 136.1.4.1674.10895.3018 Switch 120x
Cisco MDS Device Driver PowerConnect 3548 1.3.6.1.4.1.674.10895.3017 Switch ;I 121x ;I
Cisco Nexus Device Driver
Interfaces:
Cisco PIX/ASA Device Driver Bridge Service =
Cisco I05-XR Device Driver R Sevice
Config File - Backup
Dell PowerConnect Device Driver Device ACLI Service
Direct Access Login Service
Doremi Labs Device Driver Driver About Service
Firmware Deploy Service
EMC Device Driver Firmware Service =l
Enterasys Device Driver LI IP Service
5 J

Password Reminder

Use the Password Reminder portlet to add another level of security. If set by your administrator, this
portlet displays when you sign in to the OpenManage Network Manager portal.

You have the option to pick a question from the list or create your own question.

Password Reminder +

| ' Please choose a reminder query. |

Password Reminder

Question
What is your father's middle name? v

Answer

Save
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Setting Time Formats

To set the time display in various locations (alarms, schedules, and so on), set the operating
system’s time format as you would like. These example steps show how to set the Australian default
day, month, year for the Windows 10 operating system.

140

Set Windows time formats as follows.

1
2

~N o o b~

10

Navigate to the Control Panel.

Select Clock, Language and Region.

Click Change Date, Time, or number formats.
The Region window displays the format settings.
Verify that the format is: English (Australia).
Click the Administrative tab.

Click on Copy settings.

Select both these options:

*  Welcome screen and system accounts

* New user accounts

Click OK.

Restart the application server.

Verify that the Day/Month format appears in your portlets.
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Defining a Debug File
For more advanced users, any component under owareapps can define a log4j.xml debug file for
each component matching the following pattern:
owar eapps\ <conponent - di r >\ server\ conf\ *| og4j . xm

Consult these files for categories you want to change, and copy those altered properties to the file
you created in the owareapps\installprops directory. The categories altered in this file override any
others. Changing such properties can produce enhanced error output in server logs. See also
Application Server Statistics on page 369.
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Activating Log4J Email Feature

The activation steps vary depending on whether you are activating the log4j email feature on the
application/mediation server or on the Web server.
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Defining Log4J on Application or Mediation Servers

The application and mediation servers use JBoss, which defines Log4J settings through XML.
Define the log4j email feature on Application or Mediation servers as follows.

1 Go to the ../Joware/conf/ directory
2 Find the server-log4j.xml file.
3 Add the following alongside the other <appender> tags:

<l-- If this is present the processing of SMIP will be asynchronous. It
is not required -->

<appender nanme="ASYNC' cl ass="org. apache. | og4j. AsyncAppender" >
<errorHandl er class="org.jboss.logging.util.Onl yOnceErrorHandl er"/>
<appender-ref ref="SMIP"/>

</ appender >

<l-- These are the main settings. Note that "SMIP" here is just a nane.
You choose any nane you want

and in fact you can have nore than email appender -->
<appender name="SMIP" cl ass="org. apache. | 0g4j. net. SMIPAppender" >

<errorHandl er class="org.jboss.|ogging.util.OnlyOnceErrorHandl er"/>

<par am nane="Thr eshol d" val ue="ERROR'/ >

<par am nane="To" val ue="destinati on@mail"/>

<par am name="Fronf' val ue="sender @mail"/>

<par am nane="Subj ect" val ue="Testing Log4J Emai|l feature"/>

<par am nane="SMIPHost" val ue="enail.com au"/>
<l-- you might need this <param name="TLS" val ue="true"/> -->

<par am nane="SMIPUser nane" val ue="nmyuser nane"/ >

<par am nane=" SMIPPasswor d" val ue="nypassword"/> -->

<par am nane="Buf f er Si ze" val ue="10"/> <-- find an appropriate val ue
for this -->

<l ayout cl ass="org.apache.|o0g4j . PatternLayout">

<par am nane="Conversi onPattern" value="%1/> <!-- read nore at
https://| oggi ng. apache. org/ | og4j /1. 2/ api docs/ or g/ apache/ | og4j /
PatternLayout. htm -->

</ | ayout >
</ appender >
4 Find the server-log4j-tail.xml file.
5 Change the file to something like this:
<root >
<appender -ref ref="CONSCLE"/>
<appender-ref ref="FILE"/>
<appender -ref ref="SMIP"/>
</root >

6 Restart the server.
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Defining Log4J on Web Servers

Web servers use Tomeat, which defines Log4] settings through a properties file. Define the log4;
email feature on Web servers as follows.

1 Go to the following directory:

.../l oware/ synergy/tontat-7.0.40/ webapps/ net vi ew VEEB- | NF/ cl asses

2 Find the log4j.properties file.

3 Change the file to something like the following example, as appropriate.

You may want to use some of the same values from the XML file used for the application

SEIVET.

| 0g4j
| 0g4j
| 0g4j
| 0g4j

| 0g4j
| 0g4j

[Ye{1}: %]
r oot Logger =ERROR, Enai | Al ert sAppender
Enmi | Al ert sAppender =

| og4j .
| og4j .

| 0g4j

| og4j .
| og4j .

| 0g4j

| og4j .
| og4j .

| 0g4j

| og4j .
| og4j .

| 0g4j

| og4j .
| og4j .

.l ogger. com dor ado=I NFO, CONSOLE

.l ogger. com dor ado. net vi ew. soci al =DEBUG CONSOLE

.l ogger.comicesof t =WARN, CONSOLE

.l ogger.comicesoft.faces. async. render =TRACE, CONSOLE

. appender . CONSOLE=or g. apache. | og4j . Consol eAppender
. appender . CONSCOLE. | ayout =or g. apache. | og4j . Pat t er nLayout
| og4j . appender . CONSOLE. | ayout . Conver si onPat t er n=%l{ ABSOLUTE} % 5p

appender .
. appender.
appender .
appender .
. appender.
appender .
appender .
. appender.
appender .
appender .
. appender.
appender .
appender .

)

Enmi | Al ert sAppender .
Enmi | Al ert sAppender.
Enmi | Al ert sAppender.
Enmi | Al ert sAppender .
Enmi | Al ert sAppender.
Enmi | Al ert sAppender.
Enmi | Al ert sAppender .
Enmi | Al ert sAppender.
Enmi | Al ert sAppender.
Enmi | Al ert sAppender .
Enmi | Al ert sAppender.
Enmi | Al ert sAppender.

4 Restart the Web server

K NOTE:

Your settings are overwritten on upgrade. Make sure that you backup the appropriate files before
upgrading and then restore the files after upgrading.

or g. apache. | og4j . net . SMIPAppender
Fr onrsender @nai |

To=dest i nati on@nmi |

Thr eshol d=ERROR

SMIPUser nane=myuser name
SMIPPasswor d=nypasswor d
SMIPHost =emai | . com au
Buf f er Si ze=10

Subj ect =Testi ng Log4J Email
| ayout =or g. apache. | og4j . Pat t er nLayout
| ayout . Conver si onPat t er n=%n

Eval uat or G ass=Tri gger LogEvent
TLS=true

feature
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Hiding Portlet Hint Text

By default, all portlets display hint text at the bottom. If you do not want the hint text to show, it
can be hidden.

Ilide the portlet hint text as follows.

1

~N o 0o~ W

Stop the Web server.

For example, enter the following from the command line:

sudo service synergy stop

Navigate to the following directory:

instal | D r/ OpenManage/ Net wor k Manager / owar e/ syner gy/ conf
Copy the server-overrides.properties.sample file to server-overrides.properties.
Open the server-overides.properties file with a text editor.

Uncomment the show.portal.hints attribute.

Set the show.portal.hints attribute to false.

Restart the Web server.

For example, enter the following from the command line:

sudo service synergy start

Login and verify that the hint no longer shows.
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Modifying Column Settings

You can make changes to the columns that are displayed, including to show additional columns,
hide certain columns, change the column left-to-right orientation shown, or change the column

width.
Modity column settings from an expanded or summary portlet as follows.
1 Click the Settings tool.
The Settings window is displayed.

2 Click the Columns tab.
All data attributes that are available for the portlet are displayed.

3 Click the appropriate button to show/hide a column.

If you select to show a column, the settings option is activated, where you specify column
width.

4 Click Settings to change the column width settings as needed.

5 Change the order in which columns appear using drag-and-drop.

The top-to-bottom attribute orientation corresponds to the left-to-right column orientation
within the portlet.

6 Click Apply and exit the window.

The changes appear instantancously when you return to the portlet.
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Defining Advanced Filters

Among other places, filters appear at the top of expanded portlets. Many pre-installed filters come
from driver packages you installed. Filters match vendors and/or entity types, but may not
necessarily make sense in the context of a particular portlet. You can pick filters from already-
configured filters list, or click Advanced and create your own filter.

Ei NOTE:

You can also filter what appears on a page with the Hierarchical View. Select an hierarchy, and the rest
of the portlets on that page confine displayed data to reflect the selected hierarchy’s contents.

Define advanced filters as follows.

1

© 00 N O o b~ W N

Select Advanced.
The advanced filter ficlds and options are displayed.

Select an operator (and/or) if combining more than one filter.
Provide the field, condition, and text to filter.

Click the add button (+) to define another filter.

Click Go to see the list after the filter acts on it.

Click Reset if you want to return the list to its original state.

Click Save As to preserve a filter you have configured for future use.
Enter a name and description.

Click Save

The new filter is now available from the Filter list.

See Redcell > Filter Management on page 33 for directions to the screen that catalogs all
such filters.

OMNM 6.5.2 User Guide 147



Exporting/Importing Page Configurations | Portal Configuration

Exporting/Importing Page Configurations

Export/Import also appears as a tab in screens that manage pages (Manage > Page and Manage >
Control Panel screens display these tabs). For example, click Manage > Settings in the Dock. Use
the options on the Export/Import page to select exactly what elements to export. The automated
file name includes your login identity, the date, and the lar extension. The file itself is a compressed
collection of XML file configuration settings for the Pages/Portlets you have elected export. Its
destination is the browser’s default download location. Use the More Options link at the bottom of
the Export screen to expose more export options. Use this same page to import such exported files,
if it is enabled for your user.
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Sharing a Resource

You can share elements within the OpenManage Network Manager (OMNM) system with
colleagues when more than one user exists on your OMNM system, and consult with them using
the conferencing described in Status Bar on page 124.

Share a resource with colleagues as follows.
1 Select a resource listed from the appropriate portlet.

2 Right-click and the select Share with User.

The Share with User window is displayed.

,1. Select the user you would like to share this asset with:

| Namea |T\tle | Online | Last Login Status Message |
GoldCP Q Wiy
test Q NIA

2. Type in a message which will be presented with this asset:

Take a look at this.. |

£y [4 - Miner] redcellNetConfigBackupFailureMetification, Device Driver Error: Error pattern **%.* matched ‘% Invalid input detected at ™
marker."
\

Share Asset | Cancel |

3 Select a user with whom you want to share.
4 Type any message you want to include.

5 Click Share Asset.
Ei NOTE:

Sharing can only handle one item so it uses the first one in the selection.

The chat message to the selected user includes your text and a link that opens to display the
Widgets panel for the selected item.
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Editing Custom Attributes

The Edit Custom Attributes pop-up menu option is available from many portlets (Managed
Resources, Port, Contact, Vendor, or Location),

Edit custom attributes as follows.
1 Right-click the items whose attributes you want to modify.

For example, right-click an alarm from the Alarms portlet.

The Custom Attribute Editor displays the definitions appropriate for your selection. See
Redcell > Data Configuration on page 30 for another way to get to this editor.

S

2 Click the edit tool.
Select Enable to activate the custom field.
4 Enter a label and optional tooltip.

The label is for the tooltip and is what you see in the portlets appropriate for the entity type
you have selected. The tooltip that appears when you hover the cursor over the custom field.

K NOTE:

Tooltips do not always function where the custom attribute appears in the Web client. However, even If it
does not appear, other views, Web services, or reports may use it.

1 Click Apply.
2 Click Save to preserve any changes you have made.
3 Verify that the Custom Attributes panel now exists.
a. Right-click a resource.
b. Select Edit.
c. See if the Custom Attributes tab exists in the Extended Details.

d. aresource and look in the Extended Details/Custom Attributes panel to see them.

K NOTE:

If you want to enter the longitude and latitude for your OpenManage Network Manager installation, go to
Control Panel’'s Redcell > Application Settings to enter the information as a default location.
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Audit Trail/Job Status

When you execute an action, such as resyncing network resources, a Job Status window displays the
message between the OpenManage Network Manager (OMNM) product and the devices the
action addresses.

To see the details of any message, click on it, and those details appear below the toolbar. If you click
on a summary message (not a “leaf” on the tree), a graph appears displaying the duration for its
component messages. Hover your cursor over each portion of the graph for more details.

The time for messages and logged in user initiating the action appear on the bar between the upper
and lower screen, and an icon summarizing the action appears on its right. Click the second icon
from the left to configure the amount of detail displayed in audit messages. Click the first
(Refresh) icon to re-display messages if you re-configure the types displayed.

To review the audit trail for recently completed processing, open the My Alerts tab in the lower left
corner of the portal, and click the magnifying glass to the right of the message.
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Some audit trails display as many as three tabs for the Input (the command variables sent to the
device), the Job Viewer with the message traffic to the device, and finally the Results of sending the
messages to a device. This lists devices on the left, and message traffic for a selected device on the
right.

K4 NOTE:

By default, the Job Viewer window conceals info-level messages. To see them, click the icon next to the
Refresh icon to open the message level selector and check the info circle level of reporting, then click
Refresh to see those blue circles.

I Job Viewer Results J I Job Viewer

© '@ Processing Task Cisco ‘show configuration” Target iame show configuration E
© W Executing 3 Taskis) G  asomam Using 4519 out of 262136 byves
© 1 Processing Task ‘Cisco ‘show configuration” on farget c2524.10.128.2.126: B | cobsyoudomancom vtz | versica 12.3
@ Executing Adaptive CLICisco ‘show configuration” service timestamps debug datetime msec
2 u ciscolaD2435.10.128.2.50 service timestamps log datetime msec | |

i@ Running seript Cisco, click here to see command list no service password-encryprion

i@ Executing read commands against device !
_ hostname oiscolAD243S

@ Adaptive CLI execution completed, click here for details. \

5 | Processing Task ‘Cisco ‘show configuration” on target ¢3845 yourdomain.com.10.128.2.11 boot-start-marker

Boot-end-marker

{@ Executing Adaptive CLI Cisco ‘show configuration” .

@ Running script Cisco, click here Io see command list !card type command needed for slot 1
_ logging message-couater syslog

1@ Executing read commands against device enable secret 5 $13pLU24Ev5TNL1gI¥QlcEDa¥osTnl
{@ Adaplive CLI execution completed, click here for details. !

iy -model

© & Processing Task Cisco ‘show configuration” on target ciscolAD2435.10.128.2.50: aas newmeds
@ Executing Adaptive CLI Cisco ‘show configuration” :
- thenticat: 1 default local
@ Running script Cisco, click here Io see command list 8% BuEnentifaTion login desaulc local none
{@ Executing read commands against device :

222 session-id common

i Adaptive CLI execution completed, click here for details... :
0 ip source-route

©| /8| | {3 10ms13z00em 1§ success e Fossing
'
show configuration il '
Using 4319 out of 262136 bytes '
' no ip cef
version 12.4 no ip domain lockup
service vimestamps debug datecime msec no ipvé cef =
service timestamps log datetime msec TelmA T AT s mamn mwehamednnend =

no service password-encryption
'

® Close % Close

Close the audit trail viewer any time, and the action continues in the background. The the audit
trail is archived in the Audit Trail Portlet.

Cancel option, when displayed, stops some, but not all jobs in progress. The underlying feature
(Discovery, Resync, Backup, and so on) described in the audit trail is responsible for gracefully
stopping the execution flow, ensuring that the system and the database is left in a good state; not
all features can do this. For performance reasons, it checks for cancellation at appropriate spots in
the transaction where it is casy and safe to exit the execution flow. This means that even if the type
of job supports cancellation, it may not cancel the current execution. If you press cancel while in
the middle of a multiple-device resync, the OpenManage Network Manager application does not
stop the resync or that device but instead bypasses the resync of subsequent devices.

Cancellation does not roll back work that has already been completed. So if you are executing an
Adaptive CLI action against 10 devices and you cancel the job after the third device is configured
the OpenManage Network Manager application does not try to roll back the work that has already
occurred against the first three, it does, however, stop executing against the remaining seven.

You can modify the Job Viewer appearance.
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Modifying Job Viewer's Appearance

Modify the Job Viewer appearance as follows.
1 Select Go to > Control Panel.
The Control panel is displayed.
2 Select Redcell > Application Settings.

The General application settings are displayed.

w

Select the User Interface tab.

N

Go to the Job Viewer options.

5 Select any of the following options that apply:
* Show Job Viewer after Execution
*  Always show Job Viewer for Actions

*  Show Information Messages by Default

(e2}

Change the pop-up width if needed.
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Audit Trail Portlet

The Audit Trail summary portlet contains an archive of the Audit Trail/Job Status message traffic
between the OpenManage Network Manager application and monitored devices, as well as the

OpenManage Network Manager reaction to failed message transmission.

By default, this portlet is available by selecting Settings > Audit from the navigation bar.

+ Audit Trail P ox
Creation Date v | Subject |Act\on UserID | Status
07721017 8:00:01 PM DAP Every 12 Hours 45+ Schedule ltem Executed LU_, OWPublic B
07121117 6:00:02 PM Check database free space igs Schedule ltem Executed ﬂﬂb OWPublic n
07/21117 4:07-02 PM Refrash Proscan Targets once every 6 b | {5 Schedule Item Executed £ owPublic 7]
07121117 4:07.02 PM 5¢ Proscan Target Refresh A%, admin
07121117 3:31:29 PM = Set Operational and/or Administrative State | (o) Action Task Executed :R: OWSystem A
07f21717 3:31:29 PM iy Set Operational and/or Administrative State (23 Action Task Executed .«_°_~. OWSystem ‘:_'J
0772117 3:31:29 PM 7y Set Operational and/or Administrative State | (53 Action Task Execuled £ owsystem s
07721717 2:00:02 PM Refresh Monitor Targets Every Six Hours igs Schedule ltem Executed ﬂﬂb OWPublic n
07/21117 2:00:02 PM Check database free space 4 Schedule Item Executed £ owPublic 7]
07721717 2:00:02 PM Check expiralion dales for licensed prod... {53 Schedule ltem Executed A%, OWPublic B
07721717 2:00:02 PM Resolve hosinames using DNS for fraffic ... | {5 Schedule ltem Executed :R: OWPublic n
07f21117 1:39:54 PM iy Set Operational and/or Administrative State (23 Action Task Executed .«_°_~. OWSystem T
07721017 1:31:40 PM 7y Set Operational and/or Administrative State | (53 Action Task Execuled £ owsystem s
07121117 1:31:39 PM () Set Operational and/or Administrative State (o) Action Task Executed ﬂﬂb OWSystem A
0721717 1:19:04 PM 2y Set Operational and/or Administrative State | (o) Action Task Executed ‘_Q_‘ OWSystem =
50 item(s) returned [limit reached] H 4« 1 2 a 4 r M

The Creation Date, Subject, Action (the summary message of the audit trail), User ID (the login
ID of the user whose actions resulted in this trail), and the status message appears when you hover
over the Status field.

Right-click an item to View Job status, Delete a message, manage its Aging Policy, View as PDFE, or
Share with User. See Implementing DAP on page 73 for more about such policies.

The Audit 'Trail/Job Status portlet displays additional information.
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Expanded Audit Trail

When you click the plus (+) in the upper right corner of the summary screen, the expanded portlet
appears. Click the Settings button to configure the columns that appear in this screen and their
order. Filter the screen appearance using the Advanced Filter capabilities at its top.

i Audit Trail <a Return fo previous
@ 4| Ba : Fite: ® | Default Audit Trails Filter A Advanced Quick Search fml Export
Creation Date v Component Action UserID Status User IP Subject
07121717 9:00:03 AM Redcell Comma... | {3 DAP Executed | f admin 10.80.31.104 &, Discovery D...
07/21117 9:00:03 AM Redcell Commo...  ¢5; DAP Executed ) admin 10.90.31.104 [} configFileDAP
07121717 :00:03 AM Redeell Commo | §5; DAP Executed | f}, admin 10 90 31104 'L ConiigChan. ..
072117 9:00:03 AM Redcell Comma... i35 DAP Executed f} admin 10.90.31.104 |4, AlamsDAP
07/21717 9:00:03 AM Redcell Commo... | {5 DAP Executed | ) admin 10.90.31.104 i Adaptive CL
0721717 9:00-02 AM Redcell Commo 457 DAP Execuled Lo;‘ admin T 10.90 31104 = AuditDAP
0721717 8:00:02 AM Redeell Commo... | {3 DAP Executed | f admin 10.90.31.104 -, EventHistor...
0721117 9:00:02 AM Redcell Commo... ¢35 DAP Executed :_UJ admin 10.90.31.104 & Inventory C.
072117 9:00:02 AM Redcell Commo... | {3; DAP Executed _'3‘ admin 10.90.31.104 ., InventoryRe
07/21/17 9:00:02 AM Redeell Commo...  i5; Schedule It £, owPublic 7] 10.90.31.104 =] DAP Daily (...
07/21M7 0002 AM | Redeell Commo... | {3} DAP Executed | B, admin 10.90.31.104 £ User Sign-D...
0721117 9:00:02 AM Redcell Commo... ¢35 DAP Executed :_UJ admin 10.90.31.104 & JobDAP
OT/21717 8:49-19 AM Redeell Commo {5 UserModifi.. | f OWSystem 7] 10.90 31104 £ admin
07121117 8:49:00 AM Redcell Comma... i35 User Modifi..  f} OWSystem 7] 10.90.31.104 B, admin
07/21/17 8:45:49 AM Redcell Commo... | {5 User Group . . OWPublic a 10.90.31.104 # user
0721717 8:45:39 AM Redcell Commo i User Group ... B, OWPublic 7] 1090 31.104 ) Power User
07121117 8:45:32 AM Redcell Comma... | {3 User Group ... | fl OWPublic 7] 10.80.31.104 L Super User
07/21117 8:45:21 AM Redcell Commo... | ¢ User Group ... B OWPublic a8 10.90.31.104 . Administrator
100 item(s) returned [limit reached] H 4 2 = 508 » M

In addition to the summary screen’s columns, the following columns are available in expanded
view:

e User IP the OpenManage Network Manager application creates the Audit Entry for IP
Address of the related user. If it cannot acquire the user’s IP Address or if the audit entry
occurred because of a Scheduled or System event then the [P address is for the related
Application Server.

*  Subject the equipment at the origin of the message traffic with OpenManage Network
Manager.

Right-click an item to provides the same options as the minimized view (View Job, Delete a
message, manage its Aging Policy, View as PDF, or Share with User).

Job Status

The Job Status window displays the audit trail messages in tree form. Access this window by right-
clicking an audit trail item and then selecting View Job. To see the contents of an individual
message that appears in the upper panel, select it and view its contents in the bottom panel. The
divider has Refresh double-arrow, and screen/arrow icons in the left corner, and an icon indicating
the status of the job on the right. Click Refresh to clear an old message so you can view a new one.

Click the refresh button to check (info, warning, error) filters that limit the types of visible
messages. Notice that when you select a message, its date and time appears to the right followed by
the status.
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Schedules

Use the Schedule options to schedule an action. These options display in either a window’s panel
or a window of its own depending on how you accessed them.

Access the Schedule options from a portlet that ordinarily executes schedules using the Schedule
pop-up menu option, clicking the Schedule button from a window, or selecting the Schedule tab
from a window. For example, right-click a discovery profile and then select Schedule from the
Discovery Profiles portlet. Alternatively, right-click in the Schedules or Configuration
Management Schedules portlets, select New > actionType > Schedule.

Once you save the schedule, the action (for example Discovery Profile) also appears in the
Contfiguration Management Schedule portlet as a scheduled item.

If you have the OpenManage Network Manager Change Management/Proscan capabilities
installed, use Schedules to initiate the Change Determination process. See Change
Determination Process on page 519. It is disabled by default.

The following descriptions provide more information about the Schedule fields and options.

Field/Option Description
Starting On Sets the date and time to execute the selected action.
Recurrence Specifies how often to execute the selection action. Select one of the following

recurrence types:

* Every, the number, and unit of measure (Minutes, Hours, Days, Weekdays,
Weekend Days, Weeks, Months, Years)

* Increment (by minutes) and then specify the number of minutes
* Only at Startup
* Only Once

Enable Schedule | Activates the schedule when selected.

Stopping On Sets whether to stop by date and time, occurrence, or never. If you select By Date and
Time, the information displays in the m/d/yy h:mm a format. If you specify By
Occurrence, specify the number of occurrences.

Once you schedule actions, you can view and modify them using the Schedules Portlet on page

158.
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Scheduling Actions

Schedule an action rather than execute it immediately, for example from Managed Resource
portlet, follow these steps:

1 Select the action in the right-click menu. For example: device Backup.

2 Click Add Schedule instead of Execute.
The schedule panel appears.

Conlfigure the start time and date, recurrence, and stop parameters in this screen. The Results
tab displays an audit trail when the action executes.
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3

Click Apply.
The previous panel returns, the Add Schedule button now appearing as Iidit Schedule.
Click Save.

OpenManage Network Manager creates a scheduled item around the activity and its data. A
row also appears in the screen described in Schedules Portlet on page 158 for this schedule.

When you have scheduled something from the Add Schedule button, clicking Apply in the
schedule panel returns you to the previous screen.

If you click Execute in that previous screen, the action begins, and the audit trail panel
appears, displaying the running job for the activity. If you have attached a Schedule,
OpenManage Network Manager also saves the activity as a scheduled item in the Schedules
Portlet.

Schedules Portlet

Use the Schedules portlet to view and modify schedules. If you have OpenManage Network
Manager’s Change Management/Proscan capabilities installed, you can use Schedules to initiate
the Change Determination process. See Change Determination Process on page 519. It is disabled

by default.

This portlet is intended for users who are interested in scheduling tasks, such as Scheduling
Actions on page 606.

Access this portlet by selecting Settings > Schedules from the navigation bar. This portlet has both
a summary view and an expanded view. Each view could display different columns and has the
same pop-up menu options available.

m Schedules &+ X
( y Summary
YIRS Fiter: Defautt Schedules Filter -t
View
Enabled | Description = | Type | Next Execution Recurrence
[V] Check database fr System 1071617 2:00 PM Recur Every 4 Hours
u Check expiration d...  Group Operalicn 10716117 2:00 PM Recur Daily
(V] DAP Daily (Recom...  Database Aging Policy 10717717 9:00 AM Recur Daily Expanded
u DAP Every 12 Hours = Database Aging Policy 10/16/17 8:00 PM Recur Every 12 Hours VIEW
[V] =] DAP Monthly Database Aging Policy 10725717 11:00 AM Recur Monthly
u E DAP Weekly Database Aging Policy 10/20/17 10:00 AM Recur Weekly
0 [&] Schedules < Return fo previous
o @ /| Bl : Fiter: ® | Detautt Schedules Filter v Advanced ' Quick Search bl Export
0 L P Execution
u Enabled Description~ | Type Submission Date Start Date Next Execution Recurrence End Date Scheduled Count
u u Resolve Traffic Flow ... 12/05/09 1:27 AM 12/07/09 2:00 PM 10/18/17 2:00 PM Recur Every ... Never Ending u 7
u u Refresh Refresh Pros...  12/15/10 10:06 PM 1215710 10.07 PM 10/18/17 4:07 PM Recur Every ... Never Ending u 24
u u E Refresh Refresh Mon...  12/05/09 1:27 AM 12/07/09 2:00 PM 10/16/17 2:00 PM Recur Every ... Never Ending u 25
u Refresh System 12/05/09 1:27 AM 12/07/09 2:00 PM 10/16/17 2:00 PM Recur Every ... Never Ending u 37
u u E Network Network Link...  12/15/10 &:11 PM 07/01/10 10.00 AM 10/17/17 10:00 AM Recur Daily Never Ending u 7
u u Hetwork Network Dat. 12/15/10 &:11 PM 07/01/10 700 AM 10717 7:00 AM Recur Daily Never Ending u 7
15 item(s] @ [E¥] Discover... | Device Disco... | 12/05/09 1:27 AM 12/07/09 2:00 PM Recur Daily NeverEnding KA 0
6 Default Config File B... 06/28/17 7:35 PM 08/25/17 &30 AM Recur Weekly ~ Never Ending u o
6 E Default Group Opera...  11/13/05 9.30 AM 11712405 9:30 AM Recur Weekly ~ Never Ending u o
u DAP We. Database Ag... 0224/114.19PM 02/25/11 10:00 AM 10720117 10:00 AM Recur Weekly ~ Never Ending u 1
u E DAP Mo Database Ag... 02/24/114.21PM 02/25/11 11.00 AM 1025/17 11:00 AM Recur Monthly ~ Never Ending u o
u DAP Eve. Database Ag... 0224/11 417 PM 02725/11 8:00 AM 10/16/17 8:00 PM Recur Every ... Never Ending u 12
u E DAP Dail Database Ag... 0224/114.18PM 0225/11 9:00 AM 10/17/17 9:00 AM Recur Daily Never Ending u L]
u Check e Group Opera... 12/05/09 1:27 AM 12/07/09 2:00 PM 10/16/17 2:00 PM Recur Daily Never Ending u 7
u E Check d System 12/05/09 1:27 AM 12/07/09 2:00 PM 10/16/17 2:00 PM Recur Every ... Never Ending u 37
15 item(s) returned
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Other than the general navigation and configuration options, the Schedules portlets (summary and
expanded views) include the following columns. The columns displayed by default are noted.

You can view the value for most of the hidden columns by clicking the Settings tool, selecting the
columns tab, clicking Show for the appropriate column, and then applying the change.

Column
Enabled

Description

Type

Submission Date

Start Date

Next Execution

Recurrence

End Date

Scheduled

Execution Count

Domain ID
Run Status

OMNM 6.5.2 User Guide

Description

A indicator that shows whether the schedule is enabled (check mark) or disabled
(X).

This field displays on the summary and expanded views by default.

A detailed description of the scheduled action, such as Network Data Collection,
Default Device Config Backup, and so on.

This field displays on the summary and expanded views by default.

The type of action scheduled, such as Traffic Flow Analyzer, Refresh Proscan
Targets or Monitor Targets, System, and so on.

This field displays on the summary and expanded views by default.
The date and time that this schedule was submitted.

This field displays on the expanded view by default.

The date and time to start the scheduled action execution.

This field displays on the expanded view by default.

The next date and time that the schedule will execute.

This field displays on the summary and expanded views by default.

The frequency in which to execute the scheduled action, such as each weekday,
every three months, only at startup, only once, and so on.

This field displays on the summary and expanded views by default.

The date and time to end the scheduled action execution or the number of
occurrences before ending this scheduled action.

This field displays on the expanded view by default.

An indicator that shows whether action will execute on the next start date (check
mark) or not (X). The scheduled action does not execute on the next schedule
start date if it has exceeded the execution count or the specified end date has
passed.

This field displays on the expanded view by default.
The number of time the schedule will execute.
This field displays on the expanded view by default.
The identifier for the resource domain.

Indicate the schedules current state, such as waiting.
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Pop-Up Menu

The Schedules pop-up menu provides access to the following options. Right-click a row to access

these options.

Menu Option
New

Edit

Delete
Disable Schedule

Execute

Share with User

Description

Provides access to the following menu options that allow you to schedule a variety of
actions:

* Action (see Scheduling Actions on page 606 for the details)

* Alarm Suppression (see Managed Resources on page 179 for details)

* Config File Backup on page 453

* Config File Restore on page 454

* Database Aging Policy (see Implementing DAP on page 73 for more about DAP)
* OS Image Deploy on page 455

Based on the action selected, the subsequent window’s allow you to configure
actions, their targets, and the order in which they execute.

Note: You can also schedule new actions from the portlet that ordinarily executes
them, for example Discovering Resources on page 211.

Opens the Editing Schedule window, where you modify the activity’s schedule
parameters.

To edit an existing schedule for an already scheduled action like a Discovery Profile,
just right-click the item in its portlet and select Schedule. This displays the schedule
information for the discovery profile and lets you make modifications.

Note: You can also modify a schedule from the portlet that ordinarily executes it. For
example Discovering Resources on page 211.

Removes the selected scheduled item.
Appears on an already enabled scheduled item.

Runs the scheduled action. If the scheduled item is an activity-based or discovery-
profile-based scheduled item, an audit viewer displays progress (see Audit Trail/Job
Status on page 151).

For other types of scheduled actions, the following message is displayed:

The schedul ed iten(s) has been sent to the application server
for imredi ate execution.

Monitor its status from the Audit Trail portlet.

Opens the Share with User window where you select the colleague you want to share
the selected rules with and then type your message.
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This section describes the user interface components used to manage resources and then
provides some resource management tasks. If you already have a good understanding of the
portlets and editors, go directly to the tasks you want to perform.

Resource Management Portlets and Editors — 162
Discovering Resources — 211

Discovering a List of IPs and/or Subnets — 212
Modifying Discovery Profiles — 213

Logging Terminal Sessions — 215

Setting Java Security for Terminal Access — 216
Changing Customer to Port Associations — 217
Using the Add Ports Action — 218

Contacts, Locations and Vendors Portlets — 220

Optional applications and device drivers may increase the basic functionality described here, your
steps my differ slightly from the example steps provided.
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Resource Management Portlets and Editors

162

The Resource management portlets let you manage devices you have discovered or created on your
network and view device-specific information, both general (name, type, location, contact) and
technical (vendor, subcomponents, and so on). This section provides a detailed description of the
following resource management portlets and editors:

* Authentications

* Discovery

*  Managed Resource Groups
* Managed Resources

* Links

*  Secarch by IP or Mac Address
*  Connected Devices

*  Equipment Details

*  Direct Access

*  Resource Management

* Interfaces

e Cards

Authentications

Use the Authentications portlet to see access credentials that let you discover and manage devices
on your network. Authentications portlets include a summary and an expanded authentications
portlet.

By default, this portlet is available by selecting Settings > Audit from the navigation bar.

The Name column lists identifiers for sets of credentials, Designated for EMS means the
credentials are accessible by all users, and Type indicates the protocol for that authentication.

K NOTE:

If you have multitenancy installed, you can also elect to display a sites column that designates which
tenant site owns an authentication.

The following pop-up menu are available.

New/Edit—Opens Authentication Editor, where you can create a new authentication or edit the
selected authentication. You cannot change the Authentication Type when you edit an
existing authentication.

Details—Displays a reference tree, associated equipment, and the configuration created or altered
in Authentication Editor.
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Audit—Opens an audit trail viewer for the selected authentication.

Delete—Deletes the selected authentication. If it is in use, an error message appears saying that
deletion is not allowed.

Import/Export—Export the selected config file to disk, or import it from disk. You can also import/
export a selected configuration file.

Provides the following actions when available for the selected image:

* Import retrieves a file containing XML compliance descriptions. Some imports can
come from a URL.

* Export Selection exports the selected description to an XML file.

* Export All exports all descriptions to an XML file.

Click Download Export File to specify where to save the file.

The Import/Export option is useful as a backup or to share descriptors with other projects.

You must import data into the correct portlet. For example, you cannot import event data into

the Actions portlet.

If one type of data depends on another, you must import the other data before importing the

data that depends on it.

Share with User—Opens the Share with User window where you select the colleague you want to
share this assets with and then type your message.

Authentication Editor

You can right-click and select New or Open to create or modify credentials for your system. You can
also Delete and Share with User from that right-click menu.
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The fields that appear in this editor vary, depending on the type of authentication. The ID (name)
for the authentication is mandatory. If you Add an existing authentication, for example to
Discovery, you can also configure the Management Interface Parameters like Timeout, Retries, and
Port used. If you have an authentication that works for multiple protocols (for example SSH or
Telnet), you can also select the Protocol Type.

K4 NOTE:

Discovery can fail because of network latency/timeout issues. Increasing the timeout or retries for
OpenManage Network Manager authentications can circumvent that.

/\  CAUTION:
If you do not get access to the deepest level of authentication—for example the “enable” user—you
cannot access all of OpenManage Network Manager's functionality. Also: many devices require more
than one authentication—for example SNMP and Telnet/SSH (including that enable authentication).

When attempting to access a device configured with SNMP v3, if you see an error message like
unabl e to read devi ce serial nunber for selected credential, discovery fails.
This indicates the SNMP v3 credential is faulty. One common problem: SMNP v3 credentials must
be at least eight characters long. Correct it, and discovery and other access should be available.
OpenManage Network Manager’s SNMP v3 authentications support the following:

*  No Auth - No Priv
e Auth with MD5 and SHA digests - No Priv
*  Auth with MD5 and SHA digests - Priv with DES, 3DES or AES128 encryption

/\ CAUTION:
The standard for SNMP v3 passwords is eight characters or larger. Some devices may accept shorter
passwords, but OpenManage Network Manager requires eight characters or longer. Also: Traps from an
SNMP v3-accessed device do not appear when you change an SNMP v3 login or password on the
device or OpenManage Network Manager, unless you resync the device, or until an SNMP monitor polls
the device. Finally: Rebooting an SNMP v3 device may change the number for the SNMP v3 engine. You
must restart application server to pick up this change.

Use the Equipment and User Groups tabs to associate the authentication you configure here to
devices or groups of users.

OMNM 6.5.2 User Guide



Resource Management Portlets and Editors | Resource Management

Expanded Authentications Portlet

The Settings button in the expanded Authentication portlet lets you configure column appearance
(see Modifying Column Settings on page 146). This offers the same column setup as the summary
screen.

When you select a listed authentication the Reference Tree Snap Panel displays a tree of that
authentication’s connections to Discovery profiles and equipment.

Discovery

The OpenManage Network Manager application has a Discovery Profiles portlet and Discovery
Profile Editor. This section describes both.

Discovery Profiles

Discovery profiles configure equipment discovery for OpenManage Network Manager. These
profiles configure equipment discovery for the OpenManage Network Manager application.

Access this portlet by selecting Resources > Discovery from the navigation bar.
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The summary view displays the Name, Description, Default (the green check indicates the default
profile), whether the profile is Scheduled and Next Execution Date for scheduled discovery.

The Expanded portlet adds a Reference Tree snap panel that displays a tree of associations between
selected profiles and authentication and tasks that they execute. See Discovery on page 165 for
more about this portlet.

You can import discovery profiles to target multitenant domains with a command line importer.
The command is importprofiles and is in the owareapps/redcell/bin directory. This command takes
the import file name an argument. The required domains should be available in the OpenManage
Network Manager system before import occurs. Before importing discovery profiles to domains, any
referenced authentications should be available in the domains or should be imported first by using
the i mpor t aut hs command (the same way you would import discovery files). In other words, you
should either manually create authentications for domains or import authentication files using
importauths command before importing discovery files to those domains. Example XML files
(with the <customer> tag for domains) are in owarcappsiredcell\db.

Ei NOTE:

The date format follows the operating system'’s conventions for the location and language selected.
Restarting the system changes system menus to the new language. If you want to revert back to the
original language in Linux, you may also need to update the cache file under /var/cache/gdm.

When OpenManage Network Manager discovers unknown devices, it examines the RFC1213 MIB
for hints of the device's capabilities, determining if it looks similar to a layer 3 router or a layer 2
switch. Since some device can do both, OpenManage Network Manager classifies such ambiguous
devices as routers. See Base Driver on page 105 for more about generic discovery capabilities.

When you right-click a profile, the following menu options appear:
New—Opens Discovery Profile Editor in new profile mode. (see General on page 168)

If you have the multitenancy option installed, you can limit a discovery profile to a tenant site
or have it discover devices within the entire system. To create discovery profiles for a
particular site, select the site with New (Specified Site) right-click menu item for the
Discovery Profile portlet.

Edit— Opens Discovery Profile Editor.

Copy— Opens Discovery Profile Editor, and renames the selected profile as “CopyOf[Original
Name|”. Rename this copy appropriately before proceeding.

Execute—Executes a discovery profile. This also produces an audit trail (see Audit Trail/Job
Status on page 151). A message appears indicating the success or failure of discovery
execution.

Discovery execution continues in the background even when you close the audit trail/jobs
screen, but the message indicating success/failure still appears when the discovery process is
done.

Execute With File— Similar to the Execute option except profile discovery is from a file (.txt).
This allows you to discovery multiple IP addresses and/or subnets. Each line in the file
spedifies an IP address or an IP address range or a classless inter-domain routing (CIDR)
network.

Inspect—This validates that the device responds to ping, the profile’s credentials, and that the
device is licensed for discovery. See Inspection on page 173.
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Quick Discovery—Opens discovery wizard displaying network and authentications, but without
the Actions and Inspection panels. Not only does the Actions not appear, Quick Discovery
does not execute any Actions. It is important to note that Quick Discovery settings, including
Authentications and temporary device mappings, are not persisted. Device authentication
mappings are only persisted in saved Discovery profiles. Click the Execute button once you
open this screen to quickly discover equipment. See Network on page 170 for more about the
screen this displays. Quick discovery is not available on tenant sites in a Multitenant system.

K NOTE:

When using Quick Discovery, a "Quick Discovery" profile is created in Discovery Profiles. Quick discovery
is intended to minimize user inputs by eliminating some data entry. For example, there is no description
field and profile will have a blank description field. Users can edit the quick discovery profile and set a
description, but the profile will be overwritten with the execution of the Quick Discovery process. Itis
important to note that Quick Discovery settings, including Authentications and temporary device
mappings, are not persisted. Device authentication mappings are only persisted in saved Discovery
profiles

Schedule—Opens schedule editor where you can create and/or modify the schedule for a discovery
profile’s execution.

Audit— Displays audit trails for the selected profile. See Audit Trail/Job Status on page 151.

Delete—Deletes a discovery profile. After confirming that is what you want to do, a notification
message appears when deletion is completed on the application server.

Import/Export—Export the selected config file to disk, or import it from disk. You can also import/
export a selected configuration file.

Provides the following actions when available for the selected image:

* Import retrieves a file containing XML compliance descriptions. Some imports can
come from a URL.

* Export Selection exports the selected description to an XML file.

* Export All exports all descriptions to an XML file.

Click Download Export File to specify where to save the file.

The Import/Export option is useful as a backup or to share descriptors with other projects.

You must import data into the correct portlet. For example, you cannot import event data into
the Actions portlet.

If one type of data depends on another, you must import the other data before importing the
data that depends on it.

Share with User—Opens the Share with User window where you select the colleague you want to
share this assets with and then type your message.

Ei NOTE:

OpenManage Network Manager discovers Aruba Access points through the controllers to which they
connect, discovery does not find stand-alone access points.
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Discovery Profile Editor
The Discovery Profile editor lets you create or modify profiles by setting the following parameters
and options:

¢ General

¢ Network

e Actions

* Inspection

¢ Results
General

The Discovery Profile editor opens to the General.

The General panel includes settings for:

*  General Parameters, where you specify the name, description, and whether this profile is the
discovery default.

*  Profile Options, where you specify the Device Naming Format (how the device appears in
lists, once discovered), whether to Manage by IP address or hostname, and whether to Resolve
Hostnames, ICMP Ping Devices, Manage ICMP-only Devices, or Manage Unclassified
Devices. This last option determines whether the OpenManage Network Manager application
attempts to manage devices that have no OpenManage Network Manager device driver
installed. If your system’s license permits it, such management may be possible, but more
limited than for devices with drivers installed.

If your license limits the number of devices you manage, discovering such “generic” devices
may count against that limit. See Base Driver on page 105 for more.
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The Filters (by Location, Vendor, or Device Type) let you narrow the list of devices discovered
by the selected item(s). As the screen says, this filtering will not have any impact on the
processing that occurs during the Inspection step.

The Attempt to enable SNMP option (when selected and a device is not reached during the
SNMP discovery process) allows the discovery engine to attempt to enable SNMP on a device
using the SNMP credentials provided in the discovery profile authentication section. In order
to enable SNMP on the device the device must be reachable via CLI with the CLI credentials
provided. If the device is successfully enabled for SNMP, the SNMP discovery process is
attempted again.

The Equipment Type list is displayed when you select the Attempt to enable SNMP option.
Select which equipment type on which you want to enable an SNMP trasnsaction.

Ei NOTE:

Fields like Location query the database for current information, so even though its field may appear
empty, Locations may exist. Click the Search button to the right of this field to populate it. Keeping such
fields empty until you use them enhances performance.

The buttons at the bottom of the Profile Editor let you navigate through this series of panels.
Previous/Next move back and forth between screens, Save lets you preserve whatever stage you have
configured, and close the editor, Inspect moves directly to the Inspection screen (described below),
and Execute triggers the discovery profile and opens the Results panel, displaying message traffic
between OpenManage Network Manager and the device(s). Click the “X” in the top right corner of
these screens to close them without saving.

If you discover devices without retrieving their hostnames, and need that hostname later, you can
re-run discovery after checking Resolve DNS Hostnames. This fetches the DNS hostname and
resyncs the device.

K NOTE:

If there is a need to sync up discovered equipment names to a new format, or to keep the current format
in sync with the device - ie as sysname changes, You can enter one of the property options below into the
installed.properties file in / <i nst al | di r >/ owar eapps/ | i b/instal |l ed. properties.

Save the file, restart the applcation server and resync devices to update the equipment name.
com.dorado.devicedriver.base.updateName=sysname_ip

com.dorado.devicedriver.base.updateName=hostname_ip
com.dorado.devicedriver.base.updateName=sysname
com.dorado.devicedriver.base.updateName=hostname
com.dorado.devicedriver.base.updateName=ip
com.dorado.devicedriver.base.updateName=false

This last setting will disable update of the equipment name on resync. This property will control
whether resync updates contact and location.

com.dorado.devicedriver.base.updateContactAndLocation=true|false

true will refresh on the contact and location on resync. false will not update information on resync.
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Network

The Network Panel collects the network (IP range, hosts, and so on) and the authentication
information for the discovery profile. After you click Next, the Network panel appears.

The Network panel includes settings for:

Network Type and Addresses, where you select the type of entry in the pick list (IP
Addresses, CIDR Address, Hostname, SNMP Broadcast, Subnet).
The tooltips tell what valid entries look like.

K NOTE:

OpenManage Network Manager now discovers all IP addresses in a specified range, regardless of the
specified base IP address is (middle, starting IP, or last in the range). IP addresses outside of range will
not be discovered. You can use the CIDR specification of the network to discover rather that the subnet
ID.

You can exclude IP addresses, or ranges of IP addresses if you check the Display exclusion
input checkbox and input the addresses you want excluded as you did for those you entered in
the Address(es) for Discovery field. Such exclusions only apply to the profile where you enter
them. To exclude an address or range, use the following property:

com dor ado. redcel | . di scovery. excl ude

Examples of how to enter such exclusions appear in the redcell.properties file in the
owareappsiredcell\lib directory. If you want such properties to persist, put the property in the
owareapps\installprops\lib\installed.properties file.
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* Authentication, where uou can create new, or add existing authentications. See
Authentications on page 162 for the way to create such authentications outside the discovery
process.

/\  CAUTION:
If a device or its driver requires two authentications and you only enter one, it may not appear in
inventory after discovery. To correct this, enter both authentications in the Discovery Profile or in Quick
Discovery. If you discover a device partially with only one authentication—typically the SNMP
community—you can re-discover with the correct authentications later, or Editthe resource to add that
correct authentication andthe management interface for it.

Note that authentications appear with Edit/Delete icons and Up/Down arrows on their right.
The Edit icon opens the authentication editor. Click the arrows to arrange the order in which
the application tries credentials (top first). Ordering only applies when two credentials are of
the same type.

If you have imported a discovery profile without importing or creating the authentications it
uses, editing its authentications is not possible. If you cannot import authentications, or have
not created them when you do attempt to edit them, the easiest solution is to delete the un-
imported un-created authentication the profile refers to and create a new one.

If two similar authentications include one with a deeper, enable login, and a “shallower” one
without that additional login, arrange to try the deeper login first. If the device rejects it,
discovery still tries the shallower one later.

Actions
When you click Next, the Actions panel appears.

You can accept the default actions that appear here (like Resync, adding the device to a global
Scheduled Resyne, link discovery, and so on) by clicking Next to the Inspection portion of
discovery. (See also Configuring Resync on page 100).
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Alternatively, you can click Add Action. This opens a screen with a list of available actions. Click
Apply to select an action to add to the list for this profile.

Notice that the default are for the most common actions, but you can also click keyword search to
display a search field instead of a pick list with the most common actions. The search results appear
in the pick list. When you select an item, if it has parameters, they appear listed below that item.
Select the options or from the pick list to configure these parameters, then click Apply to select this
action as part of the profile. The screen appearance changes depending on the selected action.

The Edit, Delete, Move icons appear to the right of each action. If you Edit a profile with
parameters, you can change them. The screen looks like the one that appears when you Add
actions. Deleting actions removes them from the list, and the Move arrows help arrange the order
in which actions appear listed, and are executed. The list of actions the profile executes goes from
top-to-bottom.
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Inspection

Using the Inspection panel is optional. If you want to execute the profile after entering the required
information on the General and Network panels, you can skip this step, and just click Execute. The
Inspection panel lets you preview the discovery profile’s actions and access to devices. If you clicked
Next rather than Inspect at the bottom of the previous screen, click Start Inspection in the top right
corner of this screen to begin the inspection process that vahdates the device’s credentials.

Notice that the Inspection Status fields indicate the success or failure of Ping, Hostname
resolution, and Authentications, and the Status column displays whether a valid authentication
exists, whether it has been tested, and whether the test is successful.

OMNM 6.5.2 User Guide 173



Resource Management Portlets and Editors | Resource Management

174

When authentications are unsuccessful, click the icons to their right to remove or edit them. You
can also click the wrench/screwdriver “fix it” icon in the Discover column to open an editor where
you can revise the authentications for that device.

Create New lets you create new authentications, Choose Existing lets you select from existing
authentications, Test Device lets you try out the authentications you have selected, and Close
closes this screen. Notice that you can configure new or existing authentications” port, retry and
timeout settings before you click Apply (or Cancel) in the authentication editor that appears after
clicking the “Fix it” button.

Save preserves the profile. You can then right-click it to select Execute. If you select Execute from
the profile editor, OpenManage Network Manager does not save the profile to execute later.

Execute begins discovery, and the message traffic between OpenManage Network Manager and
the device appears on the Results panel.

Results

This is a standard Audit Trail/Job Status window displaying the message traffic. See also Audit
Trail/Job Status on page 151 for more about retrieving audit trail archives.

A message (Discovery Profile Execute is complete) appears in the Messages at the bottom left of the
status bar.

Click the X in the top right corner of the discovery profile editor to close it.
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Discovery Profiles Expanded

This larger view offers a Reference Tree snap panel where you can see the connection between a
selected profile and the authentications and discovery tasks it includes.

Managed Resource Groups

The managed resource groups make acting on several devices at once more convenient. They also
make managing groups of devices possible. The summary screen displays columns describing the

group Name, Type, and Icon. Typically a variety of Dynamic Groups come with your package. For
example, Discovered devices are all added to All Devices automatically.

By default, this portlet is available from the Settings page by selecting the Groups & Locations
menu option.

You can also right-click to do the following:

New— Lets you make cither a Static Group (one in which you select devices) or a Dynamic Group
(one in which a filter selects devices). See details of these screens below.

Edit—This opens the same editors as New, populated with the information for the selected group.
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Edit Resources—Lets you edit resources associated with the selected group like its location,
contact, or whether to manage it by hostname.

Topology— Displays a topology map of the selected group. See Presentation Capabilities for
more.

Actions— Select from a sub-menu of actions available for the group. This includes Adaptive CLIs.
Select from a sub-menu of Adaptive CLL

If you want the target to be a group of devices, Ctrl + click the target devices before your
right-click to invoke an action, or right-click in the Groups portlet and select Actions there.

File Management > Backup, Restore, Deploy—Lets you call on OpenManage Network
Manager’s NetContfig configuration file backup, restore and deploy capabilities. See Backing
Up Configurations on page 473 for an example of the steps this follows. See also
Configuration File Compare Window on page 459 and more about deploying updates to the
OS for the selected resource group. See Deploying Firmware on page 476 for details.

When you select a group backup, and the group contains devices of several types, the Device
Options panel displays a tab for each device type. Select the backup parameters there before
exccuting or scheduling backup.

Ei NOTE:
Some devices merge rather than replace configurations when you select Restore. (Cisco XR, for one)

You can tune resources consumed by processes like backup or resync. See How to: Tuning
Application Features’ Performance Impact on page 112

Link Discovery— Discover links between members of the selected group, and others. See New
Link on page 189 and Link Discovery on page 190 for details.

Resync Resources—Queries the devices in the group to update OpenManage Network Manager’s
database. Resyncing also resyncs alarms on the selected device.
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Delete—Remove the selected group from inventory. The devices remain in inventory, but this
removes the grouping.

Import/Export—Export the selected contig file to disk, or import it from disk. You can also import/
export a selected configuration file.

Provides the following actions when available for the selected image:

* Import retrieves a file containing XML compliance descriptions. Some imports can
come from a URL.

* Export Selection exports the selected description to an XML file.

* Export All exports all descriptions to an XML file.

Click Download Export File to specify where to save the file.

The Import/Export option is useful as a backup or to share descriptors with other projects.

You must import data into the correct portlet. For example, you cannot import event data into
the Actions portlet.

If one type of data depends on another, you must import the other data before importing the
data that depends on it.

Share with User—Opens the Share with User window where you select the colleague you want to
share this assets with and then type your message.

OpenManage Network Manager does not supports static groups that include members retrieved by
(dynamic) filters. You can configure membership with dynamic resource groups that include group
memberships as filter criteria. For example you can create a filter for members of

ResourceGroupABC or members of ResourceGroupXYZ.
Expanded Managed Resource Groups

The expanded Managed Resource Groups screen lets you see the summary screen’s groups with a
Reference Tree snap panel that displays a selected group’s connection to its devices and any
assigned monitors.
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Static Group

Selecting Static Group as the type to create displays a selector screen where you can Name and

select a Category for the group, then search for available resources with a filter. Click Apply Filter
after you have configured it, and a list of devices fitting its criteria appears. Select device(s) and
click Add Selected, or simply click Add All to add the entire list to your static group. Notice that
you can continue to re-use this filter to list devices, and continue to select them.

When you select a device, it no longer appears listed. When you click Done the subsequent screen
displays all devices you have selected. You can click Add on this screen to return to the previous
screen (or Remove All to delete the listed devices from the group). At the bottom of this screen,
you can also elect to group devices by None, Vendor or Common Iype (Switch, Router, and so on).
These last two create “trees” with nodes for each vendor or type. You can also click the magnifying
glass to search through listed devices. Clicking Remove All removes all devices in the group.

Click Save to preserve the group you have configured.
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Dynamic Group

In contrast to Static Groups, Dynamic Groups do not let you select individual equipment. You
simply configure a filter, and OpenManage Network Manager creates the group on the fly. After you
enter the Name and Category for the group, create the filter. To see what the group would look like,
click Preview Group. This opens the Preview tab, concealing the General tab. To return to General,
click that at the top of the screen. Click Save to preserve the group configuration, or Cancel to exit
without saving.

Managed Resources

Use this Resource Management portlet instance to manage the configuration of devices that you
discovered or created on your network. Resource Management portlets show device-specific
information, both general (name, type, location, contact) and technical (vendor, subcomponents,
and so on). The default layouts in the summary and expanded views are geared towards device
configuration management.

This portlet is intended for anyone that wants to manage their network device’s configuration.
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Access this portlet by selecting the Configuration Management page. This portlet has both a
summary view and an expanded view. Each view displays different columns and have the same pop-
up menu options available.

Summary
View

Expanded View

Other that the Reference Tree, Details properties, Utilization Summary, and Bandwidth Utilization
widgets, the expanded view includes a Details settings widget. The Details settings widget includes
the system Object Id, Date Created (that is, discovered), Creator (the user who performed
discovery), Install Date, Administrative State (Locked [Device use is prohibited]| Shutting Down
[Only existing users can use the device] Unlocked [Normal use of device is permitted]),
Operational State (Disabled [Inoperable because of a fault, or resources are unavailable| Enabled
[Operable and available for use] Active [Device is operable and currently in use with operating
capacity available to support further services] Busy [Operable and currently in use with no
operating capacity to spare]).

OpenManage Network Manager includes a task that updates the operational and administrative
states of a port or interface when an event processing rule (EPR) responds to the events listed
below. Five automation EPRs respond to these events and invoke this update task with the target
from the entity associated with the event. Only subcomponents are affected. The EPRs are as
follows (impacts in parenthesis follow them):

monitorlargetDown (operational state = Down)
monitorlargetUp (operational state = Up)
monitorlargetIndeterminate (operational state = Unknown)

linkDown (operational state = Down, administrative state = the value of the var bind
ifAdminStatus)

linkUp (operation state = The value of the var bind ifOperStatus, administrative state = Up)
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Other than the general navigation and configuration options, this instance of the Managed
Resources portlets (summary and expanded views) include the following columns. The columns
displayed by default are noted.

You can view the value for most of the hidden columns by clicking the Settings tool, selecting the
columns tab, clicking Show for the appropriate column, and then applying the change.

Column
Network Status

Name

Firmware Version
Last Backup
Next Backup
Next Deploy

IP Address
Vendor

Model

Type

Software Version
Location
Hardware Version

TFA Registered
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Description

The resource’s status in the network, such as:
* Responding means that this application gets a response from the device through a
network protocol.

* Not Responding means that the device does not respond to the protocol.

* Indeterminate means that the monitoring software has not tried to reach the
device or there was some other error that prevented us from determining one of
the other two statuses.

The Network Status option availability depends on its response to the ICMP
monitor. If you disable the monitor (for example, for performance reasons), a status
may appear, but it is not meaningful.

This field displays on the summary view by default.

The device name.

This field displays on the summary and expanded views by default.
The version for the device’s firmware.

This field displays on the summary and expanded views by default.
The date and time that the device was last backed up. You can sort on this column.
This field displays on the summary and expanded views by default.
The next date and time that the device is scheduled to back up.
This field displays on the expanded view by default.

The next date and time that the device is scheduled to deploy.
This field displays on the expanded view by default.

The device’s IP address.

This field displays on the expanded view by default.

The vendor for this device.

This field displays on the expanded view by default.

The device model.

This field displays on the expanded view by default.

The device type, such as switch, router, and so on.

This field displays on the expanded view by default.

The version for the device’s software.

This field displays on the expanded view by default.

The device’s location shown with text and an icon.

expanded view

The device’s version.

This tield displays on the expanded view by default.

An indicator that traffic flow analyzer (TFA) is registered (checkmark) or not ().
This field displays on the expanded view by default.
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Column

Alarm Severity

Vendor Name
Location Name

Widgets

Additional IP
Addresses

Alarm Suppression

Description

Alarm Suppression

Mode

Asset Tag
Contact

Creator

DNS Hostname
Description
Discovery Date
Domain ID

Foreign ID
Install Date

Last Configuration

Change

Description

The highest alarm severity opened for a device and /or its subcomponents. Alarms
against the device as a whole are always considered and this also includes all alarms
that are against subcomponents (ports, interfaces, etc.) and whose Resource
Propagation is "Impacts Top Level" or "Both" but it does not include alarms against
subcomponents whose Resource Propagation is "Default" or "Impacts
Subcomponents".

This field displays on the expanded view by default.

The resource’s vendor name.

This field displays on the expanded view by default.

The location where the resource resides. Shows both text and icon.

This field displays on the expanded view by default.

Additional information about the selected rule, such as:

* Reference Tree shows the device and connected components

* Details shows information about equipment name, vendor, location, contact,
icon, and last modified and discovery date

* Utilization Summary graphs device utilization, such as CPU, disk I/O, memory
and ping rate

* Bandwidth Utilization graphs the device’s bandwidth utilization. Notice that you
can change the number of top interfaces graphed, when this is applicable. See also
Bandwidth Calculation on page 418

The Widgets field is available only from the expanded view.

Any additional IP addresses assigned to the resource, other than the primary IP

address. For example, a resource might have an IPv4 address and a IPv6 address. 1f

this is the case, the primary IP address appears in the I[P Address column and the

additional IP addresses appear in this column.

The description provided for an alarm suppression configuration.

Indicates if the device is in alarm suppression, and if so, which mode of suppression
is active. The two modes of active alarm suppression are "Ad Hoc", which means that
suppression will remain indefinitely until it is stopped manually, and "Scheduled",
which means that suppression will automatically stop at some point in the future
(see the Schedules portlet). If the device is not in alarm suppression then a dash "-" is
listed.. If some form of alarm suppression is listed, the device does not receive alarms.

Any asset tag identifier for the device.
Any contact associated with the resource.

The user or process (such as, a discovery rule or device driver) that created this
resource.

The resource’s host name.
A text field for a description of the resource.
The date and time the resource was discovered.

The identifier for the device’s domain. This is populated in a multitenant
environment.

An optional identifier for the customer’s organization.
The date and time that the resource was installed.

The time/date stamp for the last configuration change detected. This is driven from
Automations (which are a category of Event Processing Rules) whose configured
action is "Config Changed"
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Last Modified
Last Status Change

MAC Address

Manage By
Hostname

Management State

Mediation Server 2
IP Address

Mediation Server
IP Address

Next Restore
Notes
Operational State

Physical Index

RTM Category
Serial Number
Service Tag

SupportAssist
Status

System Object ID
Topology Icon Size

Pop-Up Menu
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Description
The date and time that the last modification occurred.

The last time that the Network Status changed. For example, if the device has been
not responding for 8 hours continuously (but was previously responding) then this
value will give the time that that the status changed to "Not Responding"

The resource’s Machine Address Code.

An indicator that shows whether the device is managed by host name rather than IP
address.

The management state of the resource.

The resource’s secondary mediation server IP address (applies in a high availability
system with two mediation servers).

The resource’s mediation server IP address.

The next date and time to restore a resource.
A text field for information about the resource.

The resource’s state independent of its network status. Valid values are:
* Disabled indicates that the resource is inoperable because of a fault, or it is not
available.

* Enabled indicates that the resource is operable and available for use.

* Active indicates that the resource is operable and currently in use with operating
capacity available to support further services.

* Busy indicates the resource is operable and currently in use with n operating
capacity to spare.

The given index associated to the resource. This is useful when a vital device

component, such as a power supply or fan has sensors attached.

The resource’s right-to-manage category.

The resource’s serial number.

The device’s service tag.

The device’s SupportAssist status. Valid values are Opt-In and Opt-Out.

The identifier for the resource’s system object.

The equipment icon size. Modify this size by right-clicking a device and then
selecting Edit.

The Managed Resources pop-up menu provides access to the following options. Right-click a row
to access these options.

Menu Option
New

Edit
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Description

You can create a new device without discovering it with this menu item. Select the
device vendor, model and type in the next screen, then fill in the information about
the device in the editor that appears after that selection.

Opens the Resource Editor, where you use modify a resources options and
parameters.
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Menu Option

Details
(Click+ Shift)

Manage

Topology

Actions

Change

Management

Direct Access

184

Description

Opens a Details screen for the selected resource. This contains information like the
performance indicators, power supplies and fans, monitor status summary, reference
tree, network (ports, interfaces, details, and associated links), alarms and history
events, audit trail and execution history, performance data, and maintenance
information.

Provides access to the following actions:

* Set Management State for the selected devices to one of the following states:

* Normal — The device is unconstrained by the other Administrative States.
Changing from Suspended to Normal stops alarm suppression. Standard
access, and inclusion in right-to-manage count.

* Decommissioned — While this device is in inventory, it is not active. No
device access allowed, no Monitor associations, no event processing, no
Management Interfaces, no Authentication, no links, and no services are
permitted.

* Suspended — Suspends all device-related activities. No device access allowed,
Monitoring Suspended, No event processing, Counts against right-to-manage.

* Planned — The planned (future) device. No device access allowed, no monitor
associations, and no event processing.

* Maintenance — Neither alarms or polling apply to the device. Does allow
resync and Adaptive CLI. Standard device visibility.

The Management State menu option is available if the write permissions are

functional.

* Set Domain Access Control Select the Multitenancy domain where the selected
device is to be visible, or manageable. This only appears if you implemented the
Multitenancy option. Refer to the OpenManage Network Manager Installation
Guide for details about that option.

* View the Maintenance Log log for the selected device. See Connected Devices on
page 191 for more about maintenance logging capabilities.

Opens the Topology portlet, where you define a topology. It also displays a topology

map that includes the selected resources. See Presentation Capabilities on page 229

for more about these maps.

Displays a list of action that you can initiate, such as Adaptive CLI Actions and other

actions specific to the selected device.

The list’s content depends on the device selected. Use the magnifying glass search

option to narrow the list of actions. Select an action and then click Load Selected to

run it manually. See Actions Portlet on page 558 for more about configuring these

activities.

Executes or schedules for execution one of the following policies based on the option

selected:

* Change Determination runs the selected device. (See Change Determination
Process on page 519.)

* Execute Proscan runs any ProScan (also known as Compliance Policy) connected
to the selected device.

* Execute Proscan Policy runs any Proscan. (See Compliance Policy Summary on
page 495.)

Open an SNMP Mib Browser to the alarmed device, a CLI Terminal (Telnet window)

to the alarmed device, or ICMP Ping the device alarmed. Only those available appear

in the subsequent menu.
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Menu Option

Event
Management

File Management

Links

Performance

Resource Groups

Resync

SupportAssist
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Description

Suppresses or updates alarms related to the selected resource. The following event

management options available are:

* Start Alarm Suppression starts alarm suppression after you enter a description
and then click Start. A Success/Failure confirmation message is displayed.

* Stop All Alarm Suppression discontinues all alarm suppression. A confirmation
message is displayed. You can also stop alarm suppression using the View Active
Suppressions option.

* Schedule Alarm Suppression opens the New Schedule suppression Action window,
where you set the exception options and suppression targets parameters and then
set the schedule options.

* View Active Suppressions displays a list of active suppressions. A messages is
displayed if there are no active suppressions. You can stop selected alarm
suppressions from this list.

* View Event History shows event history for the selected resource in the Event
History portlet.

* Resync Alarms refreshes the information displayed with the latest information in
the database for the selected resource or all resources.

Except for View Event History, perform these actions on one or more resources.

Displays a current configuration file, compares it to previous backups, backs up,

restores, imports or exports a configuration file by selecting the appropriate option.

You can also deploy firmware to devices from this menu.

If you go to the Configuration Files portlet, you can also edit backed up

configuration files. See Configuration File Compare Window on page 459 for details.

Create a new link or discover links between members of the selected group, and

others. See New Link on page 189 and Link Discovery on page 190 for details.

Shows performance data for the sclected interfaces in the Performance Dashboard

window. Click the edit tool to modify the dashboard view properties, entities, or

attributes. See Dashboard Editor on page 429 for more about the editor and its
options.

Adds the selected device to new Dynamic or Static groups, or to existing groups. See

for Managed Resource Groups on page 175 more about this.

Queries the device again for more current information, including alarms.

Changes whether the selected devices SupportAssist status is Opt-In or Opt-Out.
This option is available only if you have configured the Dell EMC SupportAssist
feature.
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Menu Option

Traffic Flow
Analyzer

Delete

Edit Custom
Attributes

View as PDF

Share with User

Description

Configures the selected device to appear in the Traffic Flows displays when you
select the Register option. Selecting UnRegister removes the selected device from
the Traffic Flows displays. See Traffic Flow Analyzer on page 527 for more details on
the analyzer.

There are two Show Traffic menu options available from this sub-menu, both of
which will navigate to full-screen views of the expanded Traffic Flow Portlet and will
show the traffic flow data for the selected device. Show Traffic as Endpoint is
available for all managed devices and this option navigates to a page showing the
traffic where this device was either the sender or the receiver of the flow (as
endpoints are essentially senders and receivers combined). Show Traffic as Exporter
is available only for registered exporters and this option shows all traffic going
through the device.

You also have the option to execute or schedule execution for:
* Create Configuration

* Remove Configuration

* Show Configuration

Removes the selected devices from inventory.

Opens the Custom Attribute Editor where you define field characteristics, such as
whether it is enabled, the label name, and the tooltip.

Creates an Acrobat PDF document containing the selected alarms’ content
displayed in the portlet.

Opens the Share with User window where you select the colleague you want to share
the selected alarms with and then type your message.

Resource Editor

The Resource editor allows you to modify the following options and parameters:
*  Resource Editor: General
*  Resource Editor: Authentication

¢ Resource Editor: Management Interface
*  Resource Editor: Custom Attributes—This tab appears only if you have configured custom
attributes. See Redcell > Data Configuration on page 30 for more about them.

Click Save to preserve any changes made in these screens to OpenManage Network Manager’s
database, or Close to abandon any changes made in editor screens. Unless the device is a printer,
changes to these screens typically make database changes, not changes on the device.

Ei NOTE:

You can edit fields like Notes and Description in subcomponent cards by right-clicking them in the

resource tree.
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Resource Editor: General

This screen may vary for different kinds of devices. Its General Details panel displays the Name,
Description, Vendor, Location, Contact, and Equipment Icon for the selected device.

The Extended Details panel includes Network, Properties and Settings tabs. These let you view or
alter things like IP Address, DNS Hostname, Manage by Hostname, Network Status, Model and

Equipment Type, Serial Number, Software Version Firmware and Hardware versions. The Settings
tab lists the System Object 1D, Date created (the date this managed device entered the database),
Creator (the user who discovered or created the device), Install Date, Management State (see also

the Manage > Administrative State menu below), Operational State, Topology Icon Size (eXtra
Large - Small), and any Notes about the device.

i NOTE:

Changing fields in the Editor screens like Network Status, Administrative State, Operational State (and
MAC address for ports) do not change the device; they change only the OpenManage Network Manager
database. You can alter these fields to take notes or set aspirational values, but no change goes to the
device, and resync eradicates changes made if the device has conflicting values.
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Resource Editor: Management Interface

This lists the management interfaces for the selected device, including the IP Address, Port,
Retries, and Timeout.

You can Add interfaces with the button in the upper right corner, delete them with the icon to the
right of the listed interface.

i NOTE:

If an operation produces an error saying the device lacks authentications, if none exists that
corresponds to the authentication type, make sure that you add a management interface as well as
authentication to remedy that problem.

Resource Editor: Authentication

This lists the authentications for the selected device. You can Add authentications with the button
in the upper right corner, delete them with the icon to the right of the listed authentication. These
originate in the portlet described in Authentications on page 162.

Details— Displays several tabs with detailed resource information. A reminder of the selected

device’s name appears above the tab bar. See Connected Devices on page 191 for more
information about this screen.

Ei NOTE:

Not all devices support the options listed below for the Manage menu.
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Links

The links portlet displays discovered or created links in your system. If information is truncated,
hover the cursor over a column to see the contents of that column as a tooltip. The expanded
portlet displays link connections in a Reference Tree snap panel, and includes columns for the
interface and device for each end of the link.

The expanded portlet displays link connections in a Reference Tree snap panel, and includes
columns for the interface and device for cach end of the link.

By right-clicking, you can create a New link, Edit an existing, selected one, or Discover links for

specified devices. See New Link and Link Discovery on page 190 for more about creating, editing
and discovering links.

New Link

When you create a new link or edit an existing one, the Link Details screen appears where you can
configure the link.

This screen has the following fields:
Link Name—A text identifier for the link.
Link Type—Select the type of link from the pick list.

A End Point Resource/Address —Click the plus (+) to select a resource for one end of the link.

When you right-click a selected resource, it automatically appears here. Click the minus (-) to
remove it.

7 ¥nd Point Resource/Address —Click the plus (+) to select a resource for one end of the link.
When you have selected two resources, they automatically appear as A and 7 endpoints.
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Link Discovery

This is an automated network link discovery feature that you can initiate from individual devices in
the Resource Editor portlet, or with the Link Discovery button on the home screen. The following
device features that provide link information:

* [EEE Link Layer Discovery Protocol (LLDP) support

*  Cisco Discovery Protocol (CDP) support

Links discovered can also appear in the screen described in Links in a Topology on page 252.

Although OpenManage Network Manager automates link discovery, you must enable the sources

J

for link discovery information on the devices where you do such discovery.

When you elect to discover links from a right-click menu, the Network Link Discovery screen
appears. Check the type of links you want to discover or from which you want to refresh collected
data. Other options available on this screen include the following:

* Layer 2/Layer 3 option allows you to select the layer for which you want to discover links.
Depending on the layer selected, the available types appear as options below this tab
selection.

i NOTE:

Click All/None to select all or none of the displayed types for each layer. Remember, selecting more link
types consumes more time and processing power.

* Archive Data is an advanced option. Selecting this option archives current data before
collecting information about and discovering links.

K NOTE:

Links with incomplete endpoint information are not discovered.

Click Add Schedule to schedule link discovery, or Execute to run it now (and confirm you are
willing to wait for results in a subsequent screen). The Job Viewer tab in the link discovery screen
displays the message traffic between OpenManage Network Manager and the device(s). See Audit
Trail Portlet on page 154 for more about Job Viewer screens.
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Search by IP or Mac Address

The Search by IP or Mac Address portlet lets you find Managed Equipment, Ports and Interfaces
for the IP or MAC address entered.

o) Search by IP or Mac Address

& X
Search by IP or Mac Address:
10.128.6.25 4 Search G Reset
Managed Resources [ 1]
Network Status Hame~ IP Address \endor Madel
|&d Responding H F10_850_25.10.128.6.25 10.1286.25 Dell Inc. Force10 S50M
Interface (1]
Name~ Interface Type IP Address State
wVIanE-ﬁF1075507251U125625 WLANS) Other 10.1286.25 [V']

=

The same right-click menus as appear in Resource Editor, Ports or Interfaces appears in the search
results. The display confines those results to what is found; if only ports satisfy the search criteria,

then Managed Equipment and Interface do not appear. A count of found items appears in the
upper right corner of each panel.

Ei NOTE:

Search by IP or Mac Address portlet supports search by description on both ports and interfaces

Connected Devices

Connected Devices is an enhanced version of the Find Physical Connection for IP or MAC Address
feature. Connected Devices can assist you in locating the port that a device you are searching for is
physically connected to. Additionally, using Connected Devices, you can determine everything that

is connected to a specified managed device - whether those somethings are managed or
unmanaged.

OpenManage Network Manager's Connected Devices feature works by utilizing LLDP, CDF, EDP,
Bridging, and ARP data that is collected during Network Data Collection. At the very end of the
Network Data Collection action, using that data, a list of connected devices is compiled and
maintained for each device being managed by OpenManage Network Manager.

i NOTE:

Connected Devices relies on Network Data Collection related data being up to date. It is automatically

scheduled to be run daily, however - depending on your network situation - you may wish to schedule
Network Data Collection to happen more frequently.
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Additionally, when using Connected Devices, if you have reason to believe that your Network Data
Collection data may be out of date, it is suggested that you run Network Data Collection on any
devices that you believe may have changed.

K4 NOTE:

In order for the Connected Devices feature to have maximum success at finding devices that may be
connected to your managed equipment, it is important to ensure that all devices in your network have all
configuration necessary to enable the following applicable protocols/network technologies: LLDP, CDP,
EDP, ARP, Bridging Tables. The necessary configuration varies from manufacturer to manufacturer, so
please consult with the applicable guides for the devices you are working with.

Access this portlet from the Resources page or the selected connected device’s Details portlet.

Searching and Filtering

Data displayed in the Connected Devices portlet can be searched and filtered on in two ways.

The Quick Search feature can be used from the minimized portlet view, and allows the user to
search the Remote Device IP, Remote Device ID, Remote Port ID, and VLAN fields.

Advanced filtering can be done from the portlet's maximized view, and allows any field to be
filtered on.

Fields

The following fields are available for Connected Devices:

Local Device - The endpoint that is being managed by OpenManage Network Manager.
Local Port - The port that the Local Device knows about the connected device through.

*  Connection Type - This will either be DIRECT or UNKNOWN. If the type is DIRECT, the
connection was discovered via LLDP, CDP, or EDP, and a direct connection is known to exist.
In the case that the type is UNKNOWN, the connection was discovered via bridging data,
and the connection may be either indirect, or direct.
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*  Remote Device IP - The IP Address of the device connected to Local Device.

*  Remote Device ID - The Remote ID of the device connected to the Local Device. The value
contained within this field can vary depending upon how LLDP, CDP, EDP, etc. is configured
on the devices in your network (For example, it could be the MAC address of the remote
chassis, or it could be a descriptive string).

*  Remote Port ID - The Remote Port ID of the port that the remote device is connecting to the
Local Device via.

*  VLAN - The VLAN through which the Local Device knows about the Remote Device.

Ei NOTE:

For a given connection, certain fields may or may not be populated, depending on which data (LLDP, CDP,
EDP, Bridging, ARP) that connection was present in.

Equipment Details

This screen displays the details for a selected resource. You can see it by selecting Details in the
right-click menu for the Resource Editor portlet. You can also install an Equipment Details portlet
on a page and use the Hierarchical View portlet to select individual devices that appear in it. In that
case, you must select an individual device before it displays data.

L& Details 4 Return to previous

#i 8024C_Campbell_225.10.128.30.225

Network ~ Services | Alarms | History | Performance | Logs

Quick Actions: @ °1§ 2 |

Performance Indicators Reference Tree

Data Source  Current Last 30 Minutes.

CPU Utilization
]

GENERAL © E@8024C_Campbell 225.10.128.30.225

Equipment Name: 8024C_Campbell_225.10.128.30.225 | Siot 2.0

IP Address: 10.128.30.225 =0 e +/ Equipment to Contact
Vendor: [ oel inc. @ (@ Equipment to Location
Modetk: PowerConnect 8024 0.0% © i Equipment to Vendor
Equipment Type: Switch ., This Equipment has these Authentication(s)

Memory Utilization
DNS Hostname: 0 50 100
Manage By Hostname: Q False

Firmware Version: 5.1.0.1

0.0%
Software Version: 5.1.01
Description: Powerconnect 8024, 5.1.0.1, VxWorks Temperature
&8 0 60 120
Domain Id: RC Synergy
HEALTH
0.0°C

Alarm Severity:

Network Status:

LOCATION & CONTACT

s, Majr
Indeterminate

Location: @Lae
Contact: = Milan @ Monitor Status Summary Authentication
[DENTIFICATION - Monitor Target Last Polled Name~ Designated for EMS Type
System Object Id: 1.386.1.4.1674.10895.3023 .

237 EdsTth Te2i0/1 (8024C_C... BMHM32:01PW qapublic [V} SHHPVIv2e
Serial Number: 007 R

; dmin/DOrado” Telnet/SSH

Service Tag: - [£ Edsatn Te2/0/1 (8024C_C... BH32:31P admin/Drado V] elnet
Asset Tag: none & Eds4th Te2/0/1 (8024C_C. TISH39:11 PM
TIMELINE £ edséth Te2/0/1 (B024C_C.. BHH32:04 P
Date created: 072013 15:57 [ edsuth Te2/0N (B024C_C... BAH31:55 Pl
Creator: admin X

[ EdsTth Te20/11 (8024C_.. 8113146 P
Discovery Date: 7513 357 P -
Last Modified: 71513 357 P & EdsTth Te2/0/6 (8024C_C. 8MM31:48 PM
Last Backup: H A 203 4 r M

Last Configuration
Change:

Details screens are available for a variety of things besides equipment, too. Here are some highlights
of the Equipment Details screen (and others):
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The Quick Actions panel in the General tab also displays icons that activate direct access or the
resource editor.

Direct access includes Terminal, MIB Browser, Ping (ICMP) or HTTP/HTTPS).
Click the tab name to see the following:

General-In addition to Quick Action icons, this displays details about the selected equipment,
including its Domain ID. This screen also includes performance indicators to report on the
device’s CPU, memory and disk utilization (flash memory) both currently and for the last 30
minutes (click the links above the panel), a Monitor Status Summary, and Reference Tree,
and a list of the Authentications connected to the device. If disk utilization is less than one
percent, an indication that the device is still active may appear in that graph.

Permissions control the visibility of some attributes. Information like [OS/Firmware/Software
versions appears to users only if they have READ permission for these attributes. To configure
attributes as not viewable—one example: management IP address—you must define the
attribute set and add it to owareapps\installprops\lib\installed. properties file as in the
following example:

restricted. attri bute. nanes. set 1=RedCel | . Confi g. Equi prent Manager _| PAddr ess

For each restricted attribute set, you can define multiple attributes with comma delimited
DSI names.

After defining such attributes, in the permission manager, uncheck the READ permission on
roles that you do not wish to have access to Restri cted Attribute Access 1.Youcan
conceal up to five such attributes. Attribute names are similar to the Using Email Action
Variables on page 318, at least when fully qualified with the prefix

Redcell.Config. EquipmentManager. Contact technical support for identifiers not listed there.

Network—This screen lists the Ports and Interfaces for the selected device (some devices have one,
but not the other), VLANs and links associated with the device.

Alarms-Displays the alarms and events associated with the selected device.

History—Includes audit trails connected to the device, and any backed up configurations. Right-
click to view or otherwise act on these.

Performance—This screen contains two links at its top. One displays a performance dashboard
(template) related to the selected device. See Show Performance Templates on page 435 for
how to configure these. The other displays any configured Top lalkers for the device. See Top
N [Assets] on page 422.

You can also configure the interval displayed by clicking the clock icon at the top of this
screen.
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Logs - Displays maintenance logs connected to the device to users with permissions to see this tab.
Right-click to create or edit these.

Notice that you can right-click listed interfaces, configuration files, and so on to perform more
actions, or to see additional Detail screens.

You can also right-click and then select Details to view more information about some
subcomponents like Interfaces and Ports. The Details portlet includes a Reference Tree (similar to
the Widget). You can even right-click nodes in that reference tree to drill down to additional
details.

#i ForceS4810P_11.10.128.6.11 » ManagementEthernet 00 » ManagementEthernet 170

K NOTE:

Notice the breadcrumb trail at the top of the Equipment Detail panel tracks the levels through which you
drill down. You can click a level that appears in this trail to return to a previous screen. If you click Return
to previous in the upper right corner of the screen, you will return to the original screen from which you
selected the basic equipment.

Also: Some fields may appear truncated onscreen, but you can hover the cursor over the truncated
field so the text appears as a tooltip or drill down to see the detail.

Some devices populate the ports panel, but not the interfaces panel, which is empty for such
devices. Interfaces may appear for Dell EMC Networking FTOS, Cisco or Juniper devices. You may
also discover such devices as type: Unknown (see Base Driver on page 105). Force 10 devices
interfaces details can display Port Channels (LAGs), VLANs (SVIs) and Loopbacks.

If the Ports portlet is on the same page as the Resource Editor portlet, selecting a device in
Managed Resources makes its ports appear in the Ports portlet. The display can also get out of sync,
but clicking the browser’s Refresh restores the correspondence between a selected device and the
ports displayed. To resync a port, resync the device that contains it.
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Field Definitions

The meanings of most fields that appear in details screens are self-evident. Here is a little more
information about some of them:

Operational State—One of following possible values describing the availability of the resource.
Disabled—Inoperable because of a fault, or resources are unavailable.
Enabled—Operable and available for use.

Active—Device is operable and currently in use with operating capacity available to support
further services.

Busy—Operable and currently in use with no operating capacity to spare.
Administrative State—One of the following values:

Locked—Device use is prohibited.

Shutting Down—Only existing users can use the device.

Unlocked—Normal use of device is permitted.

Network Status—The status of the resource in the network. For example: Responding means this
application can, via some network protocol, get the device to respond. Not Responding means
the device does not respond to the protocol. Indeterminate means the monitoring software
has not tried to reach the device or there was some other error which prevented us from
determining one of the other two statuses.

The appearance of Network Status depends on the default ICMP monitor (see Resource
Monitors on page 371. If you exclude this equipment from the monitor or disable it (for
example, for performance reasons) then a status may appear, but it is not meaningful.

You can now use monitors other than ICMP to determine this status. See Monitoring

Network Availability on page 375.

K NOTE:

The Alarms Details panel now lets you correlate parent/child alarm pairs.

Direct Access

Direct access provides less-mediated access to the device in the following ways:
*  MIB Browser

¢ Terminal
* Ping (ICMP)
e HTTP/MHTTPS

The following sections describe those direct options in more detail.

Ei NOTE:

Best practice is to avoid special characters, particularly # and > (command line prompts) in device
banners so terminal access is unambiguous.
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MIB Browser

As part of the Direct Access menu, the MIB Browser lets you examine SNMP data available about
devices.

The screen that opens when you select this option displays MIBs available in OpenManage
Network Manager in a tree on the left. Notice that a pick list at the top of the left column narrows
what appears in the tree. A progress bar at the bottom of this screen indicates a query for the
selected information is in progress.

Click Load MIB at the top left corner of the screen to load a new MIB. A file selection dialog opens
after you click Load MIB. Click the Refresh button at the bottom of the browser to re-query the
device for new information. Click the Export button at the bottom of the browser to export the
screen contents to a spreadsheet (Excel-format) file.

Use the Load MIB button in the upper right corner, or the menu described in Using Extended
Event Definitions on page 341 for loading new MIBs.
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Select a MIB and expand it to see the contents for a selected node appear on the right. In addition
to the Device Results tab, which displays what the currently selected device uses from the MIB, the
MIB Information tab displays the parameters available for the selected node.

Notice that the Description, Comments, Notification Variables, and Valid Values tabs appear at the
bottom of this screen.

Terminal

This opens a terminal shell connected to the selected device.

File Edit Terminal

User Access Verification |

Username: admin
Password:

Default domain is not set
Name faddress lookup uses domain serwice
Name serwers are 255.255.255.255 T

Port Flags
[perm, OE) **

Address(es)
100.100.100.
100,100,100
(perm, O 100.100.100.
(perm, OK) * P 100.100.100.

(perm, O

(perm, O

hostzZ006

hostz007 |
hostz008 i
192.168.0.154 © Online

A green icon in the lower right corner indicates the device is online, while the IP address of the
device appears in title bar. The IP address of OpenManage Network Manager’s server also appears
in the lower left corner, when the connection is active.
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The following menus appear for your terminal session:
File—This menu lets you Connect or Disconnect to the device.

Edit—This menu lets you Copy or Paste text within the terminal session. Click and drag to select
text.

Terminal —This menu lets you set Foreground and Background colors, as well as configuring the
Font and Buffer sizes. Reset lerminal restores the defaults.

Terminal is an applet that requires a Java Runtime Environment be installed and associated to
the browser as a plug-in on the client machine. See also Setting Java Security for Terminal
Access on page 216 below.

K NOTE:
You can cut and paste from the Direct Access terminal.

Telnet sessions are synchronous. You cannot interrupt a command in progress with another
command you send, unless you have enabled something that periodically prompts for additional
commands (for example enabling line continuation prompts).

Ping (ICMP)

Select this option from the Direct Access menu to initiate ICMP ping, and to display a list of the
selected device’s ping responses.

Response Time

64 bytes from 10201 73 icmp_seq=0 <1ms
64 bytes from 10.204 73 iemp_seq=1 <1ms
B4 bytes from 10,201 73 icmp_seq=2 <1ms
B4 bytes from 10,201 73 icmp_seq=3 =1ms
64 ytes fram 102041 73 iz _seq=4 <1ms
64 bytes fram 102041 73 iemg_se=5 <1ms

% Close

Alternatively, an error message can appear describing the device’s lack of response.
When ping responds in less than one millisecond, results appear in a table with <Ims entries.

HTTP/HTTPS

Selecting this menu item opens the default browser, providing access to the selected device.

An intervening dialog appears advising you about the required network conditions for a successful
connection.

Secure Connections to OpenManage Network Manager

Typically multi-server installations with load balancers are where OpenManage Network Manager
users need secure connections. Consult the Installation Guide for instructions about how to
configure HT'TPS to connect to a load balancer in such an installation.
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Ports

The Ports summary portlet displays discovered device ports. Note that in this context a "Port" is a
type of subcomponent that is essentially a physical interface of the device. The Interfaces portlet is
tied to a different distinct but related type of subcomponent that some device vendors might call a
"sub-interface” or a "logical interface.”

This displays a list of ports, with columns for Port Icon, Equipment Name, Name, Type and
Encapsulation. Hover the cursor over the State column, and a popup appears to display the port’s
Name, Type and Operational State information. Right-clicking offers a subset of the actions listed
in Resource Editor on page 186. You can also create links. See Links on page 189.

If the Ports summary portlet appears on the same page as the Managed Resources portlet, then a
selection made in Managed Resources makes the Ports portlet display only ports for the selected
resource. This “filter” through Managed Resources disables filters configured through the settings
menu. See Understanding Hierarchical View on page 253 for more about this feature.

The Port Details portlets display all the port’s settings that have been retrieved, including a
Reference Tree of logical interfaces below the port, a Learned MAC Address panel, Alarms related
to the port, and other Detail.
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Ei NOTE:
Switch Mode is only populated for devices that support the Bridge-MIBs.The default value is unknown.
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Ei NOTE:

Switch Mode is only opulated for devices that support the Bridge-MIBs. The default value is unknown.

This screen displays the following tabs, accessed by clicking their name in the top of the screen.
Just above their names, a reminder appears of the name of the selected port.

General —In this tab, fields appear describing attributes for the selected port. For example Date
Created (typically, this is the date discovered).

Alarms—This tab displays alarms and the Event Iistory connected to the selected port. See
Alarms Portlet on page 284 and Event History on page 295 for more about that information.

Performance— Displays monitor information, if available, related to the selected port.

See also Connected Devices on page 191 and Managed Resources on page 179 for an explanation
of some of these fields.
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Ports Expanded

Clicking the plus (+) in the upper right corner of the summary screen displays this expanded view
of available ports.

The Settings button lets you configure columns that appear and their order. The available columns
for this view include many related to the attributes that appear in the Port Details. This screen also

includes a Reference Tree displaying a tree of the selected port’s relationship to logical interfaces
and monitors.

This screen has columns similar to those described in Alarms Portlet on page 284. Configure these
as visible or hidden by clicking Settings. The following are some additional columns available.

Interfaces

Use the Interfaces portlet to monitor and manage your discovered interface resources. This portlet,
like the Ports portlet, displays subcomponents of discovered resources. Unlike the Ports portlet, it
does not display the Widgets panel in its expanded form, just more columns.
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Access this portlet from the Resources page. This portlet has both a summary view and an
expanded view. Each view could display different columns and could have the same pop-up menu

options available.

TF Interfaces &+ X
ol Falla‘. Defaull Resource Profile Filler
| ~| ®a| 1 searcn S .
ummary View
Name~ Interface Type State —
TF v1and093 (ME3400_2 30 domain1.10.12... | Proprietary Virtual (53) Interface Q
TF viand091 (ME3400_2 30 domain1.10.12.. | Proprietary Virtual (53) Interface Q
TF vian3501 (ME3400_2 30 domain1.10.12... | Proprietary Virtual (53) Interface Q E .
xpanded View
TF Vian3500 (ME3400_2 30 domain1.10.12..  Proprietary Virtual (53) Interface Q P
TF v1an3090 (ME3400_2 30 domain1.10.12... | Proprietary Virtual (53) Interface 7]
TF vian3010 (ME3400_2 30 domain1.10.12..  Proprietary Virtual (53) Interface (V]
50 item(s) returned [limit reached] W 4 n 2)(2)[4] » W
b Hint Fims 5t == #o= fomis s cmom - meiod oo ks —oo s —okoos coomok e domios coioois

Other than the general navigation and configuration options, the Interfaces portlets (summary and
expanded views) include the following columns. The columns displayed by default are noted.

You can view the value for most of the hidden columns by clicking the Settings tool, selecting the
columns tab, clicking Show for the appropriate column, and then applying the change.

Column

Name

Interface Type

State

Equipment

Encapsulation

IP Address

Description
A interface identifier, such as the CLI Name.
This field displays on the summary and expanded views by default.

The resource interface type, such as IP interface, Proprictary Virtual interface,
Primary ISN interface, and so on.

This field displays on the summary and expanded views by default.

An indicator that shows whether the operation state is functioning (checkmark) or
not (X).
This field displays on the summary and expanded views by default.

The name of the managed resource (top-level device) in which the interface is
contained .

This field displays on the expanded view by default.
An identifier for the port.
This field displays on the expanded view by default.

The interface’s primary address within the network. See Additional IP Addresses if
you interface has more than one address.

This field displays on the expanded view by default.
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Column
Subnet Mask

Interface
Description

Date Created

Additional TP
Addresses

Administrative
State

Alarm Severity

Alarm Suppression
Description

Alarm Suppression
Mode

CLI Name

Hierarchical View
Index

Creator

Domain ID
Fgress Bandwidth

Egress/Ingress
Bandwidth

Calculation

Foreign ID
IfIndex

Ingress Bandwidth
Install Date

Interface Number
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Description

The network segment address to which an interface belongs.
This field displays on the expanded view by default.

A detailed description for the interface.

This field displays on the expanded view by default.

The date this resource entered the database.

This field displays on the expanded view by default.

Any additional IP addresses assigned to the interface, there than the primary 1P
address. For example, an interface might have an IPv4 address and a IPv6 address. If
this is the case, the primary IP address appears in the IP Address column and the
additional IP addresses appear in this column.

The interface’s current administrative state, such as down, testing, unknown, or up.

The highest severity of any existing alarms against this resource.

The description provided for an alarm suppression configuration.

Indicates if the device is in alarm suppression, and if so, which mode of suppression
is active. The two modes of active alarm suppression are "Ad Hoc", which means that
suppression will remain indefinitely until it is stopped manually, and "Scheduled",
which means that suppression will automatically stop at some point in the future
(see the Schedules portlet). If the device is not in alarm suppression then a dash "-" is
listed.. If some form of alarm suppression is listed, the device does not receive alarms.

The command line resource name.

The hierarchical view index number.

The name of the person or process (such as a discovery rule) that created this
interface.

The identifier for the interface domain.
The interface’s outgoing bandwidth (bps).
The type of calculation used to determine bandwidth:

* CONFIGURED means that the OMNM system has a QoS policy configured
against the interface.

* TRUNKAGGREGATION means that the port is in trunking mode and calculates
it bandwidth from its access ports.

* INTERFACE AGGREGATION means that the total bandwidth of the parent is
the sum of the bandwidth of it children if the interface has sub-interfaces.

* ASSOCIATION means that the bandwidth is taken from the linked port if the
port is currently UNCONFIGURED and has a physical and has a physical link to
another port that is not UNCONFIGURED.

* UNCONFIGURED means that the bandwidth is set to the port’s IfSpeed. This is
the default setting.

See Bandwidth Calculation on page 418 for more details.
An optional identifier for the customer’s organization.

The SNMP interface index number used to identify a particular end point (port or
interface).

The interface’s incoming bandwidth (bps).
The time and date the interface was installed.

The number used to create a logical or virtual interface.
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Column

MTU

Notes

Port Number
Rack Number

VRF Name

Slot Number
Speed

Subslot Number

Pop-Up Menu

Description

The maximum transmission unit (packet) size (256-9192).

A text field for information about the interface.

A number assigned to user sessions and server applications in an IP network.

The number that identifies on which rack the component (card, port, or interface) is
installed. This is useful when you have larger chassis that have internal racks.

An identifier for the VRE
An interface attribute set by the OMNM product.
The port/interface speed.

The number that identifies which slot on the card that the service module is
installed. Cards have the potential of supporting child modules, configurable service
modules installed on the card.

The Interfaces pop-up menu provides access to the following options. Right-click a row to access

these options.

Menu Option
Edit

Details

(Click+Shift)
Topology

Domain Access
Control

Actions

Event
Management

Description

Opens the Editing interfaceName window, where you view or modify the resources
general details or interface properties.

Displays the sclected resource’s general details and the alarms, event history,
performance, and quality of service (QOS) details.

Displays a topology map that includes the selected resources. See Presentation
Capabilities on page 229 for more about these maps.

Opens the Domain Access Control window where you assign access rights to the
domain.

Executes any actions associated with the selected resource. An error is displayed if
you do not have permission to execute actions or if there are no actions for the
selected resource.

Suppresses or updates alarms related to the selected resource. The following event

management options available are:

* Start Alarm Suppression starts alarm suppression after you enter a description
and then click Start. A Success/Failure confirmation message is displayed.

* Stop All Alarm Suppression discontinues all alarm suppression. A confirmation
message 1s displayed. You can also stop alarm suppression using the View Active
Suppressions option.

* Schedule Alarm Suppression opens the New Schedule suppressionAction window,
where you set the exception options and suppression targets parameters and then
set the schedule options.

* View Active Suppressions displays a list of active suppressions. A messages is
displayed if there are no active suppressions. You can stop selected alarm
suppressions from this list.

* View Event History shows event history for the selected resource in the Event
History portlet.

* Resync Alarms refreshes the information displayed with the latest information in
the database for the selected resource or all resources.

Except for View Event History, perform these actions on one or more interfaces.
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Menu Option Description

Links Opens the Add a New Link window when you select New. Specify a link name, type,
and A/Z end points resource/address. See Links on page 189 for more details about
the link options available.

Show Performance |Shows performance data for the selected interfaces in the Performance Dashboard
window. Click the edit tool to modify the dashboard view properties, entities, or
attributes. See Dashboard Editor on page 429 for more about the editor and its

options.
Traffic Flow Executes the following traffic flow analyzer actions on the selected resource:
Analyzer * Show Traffic

* Create Configuration
* Remove Configuration
* Show Configuration

See Traffic Flow Analyzer on page 527 for more details.

Edit Custom Opens the Custom Attribute Editor where you define field characteristics, such as
Attributes whether it is enabled, the label name, and the tooltip.
View as PDF Creates an Acrobat PDF document containing this alarm’s contents displayed in the

summary portlet.

Share with User  |Opens the Share with User window where you select the colleague you want to share
this assets with and then type your message.
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Cards

Use the Cards portlet to monitor and manage your discovered card resources.

This portlet is intended for users who are interested in managing their discovered devices.

After installation, this portlet is not from any page. However, you can add it to any page, such as the
Resources page by selecting Add > Application, expanding the Resource Management list, and
adding the Cards portlet. This portlet has both a summary view and an expanded view. Each view
could display different columns and could have the same pop-up menu options available.

|mm Cards &+ X
: — - Summary

Name~ ‘ Equipment | Card Description | Card Type Operational State | Date created — .

£3845 Motherbo. [ | qatestc3845. Unknown Enabled Wed Jul 26 12:5. VleW

c2811 Motherbo... €3 C2311.dorad... Serial WAN Card Enabled Wed Jul 26 12:5...

Wan Interface C... @9 Cc2811.dorad... Serial WAN Card Enabled Wed Jul 26 12:5...

‘Wan Interface C. [ | qatestc3845. Serial WAN Card Enabled Wed Jul 26 12:5 ExpandEd

WAN Inferface C... € qatesic3845. . Unknovn Enabled Wed Jul 26 125... View

Virtual Private N... @9 C2811.dorad... SSL Card Enabled Wed Jul 26 12:5...

50 item(s) returned [limit reached] H 4 o 20 3 4 p N

" Hint Right click on the table to open a Context Menu to execute actions ac 8 Cards < Return to previous

/| By| : Fitter: ® | Default Card Fiter v Advanced ' Quick Search bl Export
Name~ Equipment Card Description | Card Type Operational State ‘ Date created
Loopback Interfa... ¥ C2811.dorad.. Slot Enabled Wed Jul 26 12:5.,
Dialer Interfaces V9 c2811.dorad.. Slot Enabled Wed Jul 26 12:5.,
Dialer Interfaces V9 gateslc3845... Slot Enabled Wed Jul 26 12:5.,
DaughterCard Sl.. ¥ qatesic3845.... C3845 Daughter...  Slot Enabled Wed Jul 26 12:5.,
DaughterCard Sl... ¥ qalestc3845.... 3845 Daughter...  Slot Enabled Wed Jul 26 12:5.,
DaughterCard Sl.. ¥ qatesic3845.... C3845 Daughter...  Slot Enabled Wed Jul 26 12:5.,
DaughterCard Sl... W8 C2811.dorad... 2811 Daughler...  Slot Enabled Wed Jul 26 12:5.,
DaughterCard Sl... ¥ qalesic3845.... 3845 Daughter...  Slot Enabled Wed Jul 26 12:5.,
100 item({s) returned [limit reached) M d[s|[7 a ol 10 » M

© widgets

HEl el e e

Reference Tree
© [# DaughterCard Slot 4 on Card 0

© [ PVDMII DSP SIMM with four DSPs-120
DSP(C5510)0/0/0
DSP(C5510)0/0/1
DSP(C5510)0/0/2
DSP(C5510)0/0/3

Columns

Other than the general navigation and configuration options, the Cards portlets (summary and
expanded views) include the following columns. The columns displayed by default are noted.

You can view the value for most of the hidden columns by clicking the Settings tool, selecting the
columns tab, clicking Show for the appropriate column, and then applying the change.

Column Description
Name A resource identifier, such as the CLI Name.

This field displays on the summary and expanded views by default.
Equipment The name of the resource, such as ISDN card, NIC, and so on.

This field displays on the summary and expanded views by default.
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Column

Card Description

Card Type

Operational State

Date Created

Active Ports

Administrative
State

Alarm Severity

Alarm Suppression
Description

Alarm Suppression
Mode

CLI Name

Hierarchical View
Index

Creator

Domain ID
Firmware Version
Foreign ID
Hardware Version
Card Icon
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Description
A description of the resource, such as the card part number.
This field displays on the summary and expanded views by default.

The type associated with this resource, such as slot, ISDN card, NIC, Other, and so
on.

This field displays on the summary and expanded views by default.

An indicator that shows whether the resource is:
* Active shows that the card is operable and currently in use with operating capacity
available to support further services.

* Busy shows that the card is currently in use with no operating capacity to spare.

* Disabled shows that the card is not operable because of a fault or unavailable
resources.

* Fnabled shows that the card is operational and available for use.
* Not Determined show that the state is not determined.

This field displays on the summary and expanded views by default.
The date this resource entered the database.

This field displays on the summary and expanded views by default.

The number of active ports related to a resource. By default, a port is considered
active if the administrative state is up.

You can modify this functionality to use the port’s operational state to determine
whether a port is active or inactive by adding the following property to your
installed.properties file, saving the file, and then restarting the application server:

com dor ado. redcel | .inventory. ActivePortAttribute=OW Qperati on
al State

This attribute only updates when the device re-syncs.

The interface’s current administrative state, such as down, testing, unknown, or up.

The highest severity of any existing alarms against this resource.

The description provided for an alarm suppression configuration.

A boolean setting (on/off). If Ad Hoc suppression is listed, the device does not
receive alarms.

The command line resource name.

The Hierarchical View index number.

The name of the person or process (such as, a discovery rule or device driver) that
created this interface.

The identifier for the resource domain.

The resource’s firmware version.

An optional identifier for the customer’s organization.
The card’s hardware version.

The icon that represents the resource.
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Column

Inactive Ports

Install Date
Model
Notes

Physical Index
Rack Number

Serial Number
Slot Number
Software Version
Subslot Number

Total Ports

Pop-Up Menu

Resource Management Portlets and Editors | Resource Management

Description

The number of inactive ports related to a resource. By default, a port is considered
inactive if the administrative state is not up.

You can modify this functionality to use the port’s operational state to determine
whether a port is active or inactive by adding the following property to your
installed.properties file, saving the file, and then restarting the application server:

com dorado. redcel | .inventory. ActivePortAttribute=OWN Qperati on
al State

This attribute only updates when the device re-syncs.
The time and date the resource was installed.

The number that identifies the resource model.

A text field for information about the resource.

The given index associated to the resource. This is useful when a vital device
component, such as a power supply or fan has sensors attached.

The number that identifies on which rack the component (card, port, or interface) is
installed. This is useful when you have larger chassis that have internal racks.

The resource’s serial number.
An attribute set by the OMNM product.
The resource’s software version.

The number that identifies which slot on the card that the service module is
installed. Cards have the potential of supporting child modules, configurable service
modules installed on the card.

The total number of ports related to a resource.

This attribute only updates when the device re-syncs.

The Cards pop-up menu provides access to the following options. Right-click a row to access these

options.

Menu Option
Edit

Details
(Click+ Shift)

Edit Custom
Attributes

Share with User

Description

Opens the Editing cardName window, where you view or modify the general details
and card properties.

Shows the general, alarms, and event history details for the selected card.

Opens the Custom Attribute Editor window, where you add or modify attribute
definitions.

Opens the Share with User window where you select the colleague you want to share
this asset with and then type your message.
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Discovering Resources

This section outlines some basic resource discovery steps. Discover resources as follows.

1 Set up Authentications for the resource you want to discover.

a.
b.
C.

d.

Click Settings from the navigation bar.
Right-click the Authentications portlet and then select New.
Enter a unique identification.

Add any associated equipment.

OpenManage Network Manager must be authorized to set CLI session parameters;
permissions-related timeouts may occur during device access if it is not enabled. For example,
Cisco CLI access requires the set term nal |ength 0 command.

2 Set up the Discovery Profiles for the resource you want to discover.

a.
b.
C.

d.

€.

Select Resources > Discovery from the navigations bar.
Right-click the Discovery Profiles portlet and then select New.
Enter a unique name for the profile.

Specify the discovery, network, actions, and inspection options.
Execute the profile.

If the discovery fail, use the Network Tools Portlet to confirm that any device missing
from discovery is online. The device itself must permit the OpenManage Network
Manager system access it.

3 View the results in the Managed Resources portlet.
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Discovering a List of IPs and/or Subnets

Discover a list of IP addresses and/or subnets by creating a discovery profile, a text file listing the [P/
subnet values, and then executing the discovery profile using the Execute With File menu option.

The steps in this section assume that you already have a text file (.txt) listing each IP address, IP
range, or subnet on a single line. For example:

10. 100. 4.5
10.100. 4.6
10. 100. 4.7

10. 100. 4. 130 - 10.100. 4. 150

10. 100. 6. 17
10. 100. 6. 30 - 10.100.6. 35
10. 100. 6. 128/ 25

If you do not have the text file, create it before getting started.
Discover a list of IPs/subnets from the Discovery Profiles portlet as follows.
1 Right-click and then select New > Current/Specified Site.
The Creating New Discovery Profile window is displayed.
2 Enter a name.
Select the Network tab.

4 Set the appropriate authentications.

5 Right-click the profile you created and then select Execute With File.
6 Select your text file.
7 Click Execute.

When discovery process completes, the Results panel displays Success or Failed is displayed.
The portal also displays a successful completion, unable to execute, or failed message.
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Modifying Discovery Profiles

Modify discovery profiles from the Discovery Profiles portlet as follows.
1 Right-click the profile you want to modity.
2 Seclect Edit.
The Discovery Profile editor is displayed.

3 Modify the general parameters and profile options as needed.
4 Click the Network tab and then modify network types or authentication.

The Network panel is displayed.
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5 Click the Actions tab and then modify actions as needed.

6 Click the Inspection tab and then modify settings as needed.
7 Click Save to preserve the profile.

If you execute the profile before saving it, the OMNM system does not save the profile to
execute later.

8 Click Execute.

The Results panel displays the message traffic between the OMNM system and the device.
When processing completes, Success or Failed is displayed. The portal also displays a
successful completion, unable to execute, or failed message.

9 Close the Discovery Profile editor.
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Logging Terminal Sessions

Log terminal sessions (if you like) as follows.
1 Enable Java Console on the client.

¢ For Windows, do this in Control Panel.

*  On Linux you must navigate to the install location of your JRE and run the Console
script. Select the Advanced tab and change the Java Console setting to show the
console.

Java Control Panel > General tab > Settings displays the location where the logs are
stored.

2 Open a Direct Access > 'lerminal session by right-clicking a device.
The Java Console appears.

3 Conlfigure the logging level in the Terminal menu of the direct access screen.

Levels, in increasing order of detail, include None, Info, Debug, and 'Irace, which echoes
keystrokes.
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Setting Java Security for Terminal Access

Newer Java distributions (7+) block websites with self-signed certificates, which interferes with
Direct Access. You need to provide a security exception for the OpenManage Network Manager

(OMNM) application server to avoid issues.
Set Java security for terminal access as follows.
1 Access the Java control panel by doing one of the following:
* From Windows, locate the confi gure j ava program and open it.

* From Linux, locate the JRE installed and associated to your browser and then run the
..ljrel/bin/ Control Panel script.

Select the Security tab and then click Edit Site List.

Click Add.

Enter the OMNM URL (example: http://192.168.0.51:8080/).
Click OK and Continue.

Apply this change and/or click OK.

o o~ WN

Direct access functions correctly after you make this adjustment.
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Changing Customer to Port Associations

You can associate or dis-associate a customer with a port or interface using the Associate Contact to
Equipment or Remove Associated Contacts actions.

Change customer port associations as follows.
1 Execute the action (Associate Contact to Equipment or Remove Associated Contacts).
2 Select the port and contact.

3 Finish executing the action.
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Using the Add Ports Action

218

A Manage-type Action lets you add Juniper device ports to the OpenManage Network Manager
(OMNM) database before resyne picks them up. These can be ports created by Adaptive CLI
actions that simply add ports without updating the database, or those added outside the OMNM
application. Once ports are in the database, you can then use them in services in in the Service
Center. The advantage of having this action available explicitly is that you do not have to wait for a
resync to populate the database correctly.

/\ CAUTION:

This Management Action works only for ports already added to the device. Using it to add to the OMNM
inventory first then running automated or manual resync removes the port from the database.

Use the Add ports action from the Managed Resources portlet as follows.
1 Right-click a device and then select Actions.

The Actions Selection window is displayed.

2 Click the Manage tab.
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3 Select Add Ports to Inventory > Continue.

The Action editor displays the input parameters.

4 Enter the CLI names of one or more ports to add (separate multiple entries with commas).

5 Execute or schedule the Action.

If you enter something not in a format like a port (xx-#/#/#, or xx-#/#/#:#, and so on), the
OMNM application does not attempt to add it. If you enter a port identifier for which the
OMNM application cannot find, the OMNM application does not add the port. For example,
the parent card (ge-1/10/20) when no card with a containerIndex 1, slotNumber 20 is in the
database.

The OMNM application does not populate any of the details other than name, CLI
name, slot number, and icon. The OMNM application retrieves any other attributes
when a normal resync occurs.

OMNM 6.5.2 User Guide 219



Contacts, Locations and Vendors Portlets | Resource Management

Contacts, Locations and Vendors Portlets

This section describes the following key portlets:
¢ Contacts Portlet
¢ Contacts Editor
¢ Locations Portlet
¢ Vendors Portlet

Contacts Portlet

The Contacts portlet displays available contacts for your system. There is no expanded version of
this portlet, but you can select multiple contacts (Ctrl+click).

By default, this portlet is available by selecting Settings > Groups & Locations from the navigation

bar.

You can right-click to act on the selected contact with the following menu items.
New/Edit —Opens the Contacts Editor, where you can create new contacts or alter existing ones.

Details— Displays a screen with contact-associated alarms, and the information entered in
contacts editor.

Delete—Delete the selected item. Caution: such deletions can impact anything else referring to
what you are deleting.

Because of its simplicity, this portlet does not have an expanded version, so no plus (+) appears in
its upper right corner.

OpenManage Network Manager only retrieves Contact and Location information on initial
discovery. You can modify these once the resource is under management, however doing so will not
modify any system information on the device.

K NOTE:

You can import contacts to Multitenant domains with a command line importer. The command is

i nportcontacts. Thisscriptisinthe owareapps/redcell/bin directory. It takes the import file
name as a parameter. The domain must exist before it can import contacts, and it generates an error if
the contact specifies no domain, or if the domain does not exist. The required domains should exist in the

OpenManage Network Manager system before import occurs. Example XML files (with the <customer>
tag for domains) are in owareapps\redcell\db.
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Contacts Editor

This editor has several panels where you can enter contact information (Name, Address, Phone, and
so on). Click the tabs at the top of this screen to move between the panels. The Contact ID, a
unique identifier for the contact in your system, is a required field at the top of the first page.

Click Save to preserve your new or modified contact information. Click Cancel to leave the contact
unmodified.

Locations Portlet

The Locations portlet displays configured locations in your system.

By default, this portlet is available from the Settings page by selecting the Groups & Locations
menu option.

You can right-click to create, modify or remove (New, Open, Delete) the selected location. See
Location Editor description below for more about editing or creating locations.

If you select Topology, a map of the selected location’s connection to equipment appears. See
Presentation Capabilities for more.
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This screen has the following columns:

[Icon] —The icon for this location.

Name—The name for this location.

Details—A description for this location.

Type—A designated type for the location.

In addition to the Location portlet, this section describes the:

* Location Editor
* Expanded Location Portlet
* Tag

Location Editor

When you click New or Open, an editor appears. The Name field is mandatory.

Name—A unique name for the Location. If you alter the name of an existing location already in
use by existing equipment, the editor creates a new location. If you change the name of a
location, this change may take a short period to percolate to all managed objects that use it.
You can do this, though.

Parent —The “parent” of this location (the location to which this location is subordinate). Select a
Parent Location from the pick list. The maximum number of levels supported is 15.

Details—A text description of the location.

Type—Type of location, as selected from the drop-down menu. Available types are: Area Hub,
Customer, National Hub, Other, Provider, Regional Hub, and State.

Postal Address— The Street, City/State, Zip address of the location.
Additional—Any optional notes.
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Click Save to save the Location, or any modifications you have made.

/\  CAUTION:
Deleting locations can impact anything else referring to what you are deleting.

Expanded Location Portlet

The location portlet displays a list of all locations, with Snap Panels to display a selected location’s
connection to the network and details.

The New menu option appears in the expanded location portlet. Click Settings to change the
column appearance (see Modifying Column Settings on page 146). This has the same columns as
Locations Portlet on page 221.

Selecting a location row displays the Reference Tree widget, with the selected location’s connection
to hierarchical views (see [ierarchical View on page 234) and equipment. Click the plus (+) icons
to expand the tree. The Location Details panel displays what has been configured in the Location
Editor.
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Tag

When creating a location, OpenManage Network Manager automatically selects the latitude and
longitude for the address entered for a location. Tag a location by right-clicking it in the Locations
Portlet..

The location created by default is the address entered in the Locations Portlet editor. You can also
enter the address in the Search field, or click and drag the marker that appears on this screen. Click
Apply to accept the re-location. A Delete Tag button appears when you have created a tag, and lets
you remove it. Cancel closes the screen.

Ei NOTE:

You can zoom in or out on the displayed map with the + and - buttons in the upper left corner of this
screen.

224 OMNM 6.5.2 User Guide



Contacts, Locations and Vendors Portlets | Resource Management

Vendors Portlet
The Vendors portlet displays the available vendors for network resources. This portlet also has an
Expanded Vendor Portlet.

By default, this portlet is available from the Settings page by sclecting the Groups & Locations
menu option.

Right-clicking a row lets you do the following:
New/Edit—Opens the Vendor Editor where you can configure or re-configure a vendor.

Details—Displays a panel showing the alarms, registered models, and identifiers for the selected
vendor.

Topology—=See a topology of the network filtered to display only the selected vendor, see
Presentation Capabilities

Import/Export—Export the selected config file to disk, or import it from disk. You can also import/
export a selected configuration file.

Provides the following actions when available for the selected image:

* Import retrieves a file containing XML compliance descriptions. Some imports can
come from a URL.

* Export Selection exports the selected description to an XML file.
* Export All exports all descriptions to an XML file.
Click Download Export File to specify where to save the file.

The Import/Export option is useful as a backup or to share descriptors with other projects.

You must import data into the correct portlet. For example, you cannot import event data into
the Actions portlet.

If one type of data depends on another, you must import the other data before importing the
data that depends on it.

Delete—Delete the selected item. Caution: such deletions can impact anything else referring to
what you are deleting.

This screen has the following columns:
Vendor Icon—The icon for this vendor.
Enterprise Number—The enterprise number for this vendor.

Vendor Name—The name for this vendor.
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Vendor Editor

The Vendor editor configures (or re-configures) vendors.

The General panel has the following fields:
Vendor Name—A text identifier for the vendor.
Enterprise —A numeric identifier for the vendor.
Vendor Icon—Select an icon from the pick list.

From the Contacts panel, click the Add button to select from contacts in OpenManage Network
Manager to associate with this vendor. See Contacts Portlet on page 220 and Contacts Editor on
page 221 for information about configuring contacts.

Expanded Vendor Portlet

When you expand the Vendor portlet, besides sharing you can also click Settings to configure the
columns that appear here (see Modifying Column Settings on page 146). This screen has the same
columns and menu items available as the summary portlet. The Reference Tree in the Widgets
panel displays a company icon for the selected vendor.
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Presentation Capabilities

You can display devices and network arrangements in a variety of ways. This section describes
the presentation capabilities user interface components and then provides some common tasks.
If you already have a good understanding of the portlets and editors, go directly to the tasks you
want to perform.

Presentation Portlets and Editors — 230
Understanding Hierarchical View — 253
Using Hierarchies — 254

Setting Up Google Maps — 255

Setting Up Nokia Maps — 256

Creating a Topology View — 257
Modifying Topology Label Length — 258
Exporting to Visio — 259

/\  CAUTION:

If you installed a firewall on the application server, ports 80 and 8080 must both be open for topology
feature to work.
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Presentation Portlets and Editors

This section describes the following presentation portlets and editors used to view your network
content graphically and to modify your graphical network view:

* Ilierarchical View Manager

* Hierarchical View

e Map Context

*  Maps and Hierarchical Views Together
*  System Topology

* Topology Portlet

* Topology Toolbar

*  Topology and View Configuration
* Alarms in Topologies

* Links in a Topology

* Topology Views

Hierarchical View Manager

Hierarchical View Manager portlet lets you create, edit and delete hierarchical tree models
displayed in Hierarchical Views (described in the next section). These hierarchical views filter what
appears in other portlets on the page with the Hierarchical View portlet.

The relationship to users and devices appears in Iierarchical View Manager Expanded.

Right-click to select from a menu with New, Edit and Delete, and Refresh Members/Alarm State.
Refreshing re-queries the database for members fitting the dynamic filter, or for new alarms for
members. Selecting New, or Edit displays the Hierarchical View Editor.

You can also Tag hierarchies so Map views show hierarchies. See Tag on page 235 for more about
how that works.

Access this portlet by selecting the Alarms/Events > Hierarchical View from the navigation bar.

Hierarchical View Manager Expanded

The expanded view displays the same information as the summary view, but displays the selected
hierarchy’s authorized users, creator, owner, and membership in the Reference Tree snap panel.
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Multitenancy and Hierarchies

If you have the multitenancy option installed, you can limit a hierarchy’s visibility to a tenant site,
or to the entire system. You can also import hierarchies to target multitenant domains with a
command line importer. The command is i mpor t cont ai ner s and is in the owareapps/redcell/
bin directory. This command takes the import file name an argument. The required domains
should be available in the OpenManage Network Manager system before import occurs. Example
XML files (with the <cust omer > tag for domains) are in the owareapps\redcell\db directory.

Hierarchical View Editor

The Hierarchical View editor lets you create and manage hierarchies. You can also associate user
authorizations with hierarchy models to specify which groups or users have access to contained
items.

In this editor, a tree panel on the left lets you build and navigate the hierarchical tree. Click Add
Child (or Delete Child) to create (or remove) a node to/from the node you have selected in the
tree. Clicking a node in the tree displays the tabbed panel on the right where you can edit it.

The Hierarchical View Details panel has the following tabs:

¢ General

*  Membership

¢ Authorizations

*  Hierarchical View Display

Click the labels at the top of the screen to access these. Alarm states and severities are recalculated
and propagated for hierarchies as they are for System Topology on page 240.

General

This panel has the following fields:

Name— The hierarchical view identifier.
Description—A text description of the hierarchical view.

Domain/Site Access—If you have the Multitenancy option installed, to expose a hierarchical view
or sub-hierarchical view within a site the hierarchy must specify that site. You can confine a
hierarchical view’s contents to what is visible on a single site. All hierarchical view contents
are visible for the master site.
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Owner—Select an owner for the hierarchical view. The owner of a hierarchical view can also
change the ownership of the hierarchical view.

Update View Authorizations—Clicking the link here automatically includes the creating user in
those authorized to see the hierarchical view. See Authorizations for more about them.

Membership

Hierarchical view membership defines the inventory items that are in a hierarchical view. You can
select either a Static membership, which cannot change, or a Dynamic one, based on a filter or
existing groups. When the OpenManage Network Manager application evaluates the filter it adds
the resulting items as members in the hierarchical view.

The sub-tabs at the top of the screen let you edit these types. You can add individual items with the
Static tab, or the results of a Dynamic filter with that tab. See Managed Resource Groups on page
175 for more about the specifics of editing these dynamic groups.

When you add an item or filter to your hierarchical view, notice that the subsequent screen
contains a pick list Select an entity of the following type. The contents of that list can contain
several types of managed objects, including Contact, Equipment and Subcomponent, Interface,
Location, Managed Equipment, Port, and Vendor. Select the type appropriate for your hierarchical
view.

Click Save to preserve the membership you have configured. If you Group By Entity Iype (at the
bottom of the screen) rather than None, the list of devices appears in a tree, with each node as an
entity type. Click the plus (+) to the left of the entity label to expand the tree.

Authorizations

This tab configures user or role access to the hierarchical view you are editing. By default, no
authorization exists to see a hierarchical view or its contents, so you must permit specified users
and roles to have access before any hierarchical views or their contents are visible in the
Hierarchical View portlet.
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Click Add User or Add Role to select the users or groups with permission to access the hierarchical
view you are configuring. By default hierarchical views are accessible to everyone.

Each entry in the Hierarchical View Authorizations list specifies the name of the user or role, and
whether the entry is inherited or not. A child hierarchical view by default inherits the
authorizations from parent hierarchy, no explicit authorizations for child hierarchical views are
necessary. Edit any authorizations in the parent.

When editing a child hierarchical view, click a listed authorized user or role and its permissions
appear in the panel at the bottom of this screen.

Clicking Save preserves any alterations you have made. Confirm the hierarchical view is configured
as you like by examining it in a Hierarchical View portlet.

Hierarchical View Display

This tab configures how the hierarchical view appears in the System Topology portlet.

Selected hierarchical views’ labels appear in the Topology’s title bar. Configure the following display
settings in this panel:

Display Hierarchical View within Graph as—Select either Node or Group.

Node Icon Type—This appears if you select Node. Use the pick list to select among the various
icon types as s appropriate for your hierarchical view.

Group Style—Select either Default (Rectangle Shaded Group) or Cloud (Cloud Background
Image). The group is like the Expand Grouped capability described in Topology and View
Contfiguration on page 244. The Cloud is a cloud icon like the one you can add to views as
described in Topology Toolbar on page 241.

Display Hierarchical View Name within Group—This appears if you select Group. Check it to

display the hierarchical view name as a label within the group.
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Hierarchical View

The (non-instanceable) Hierarchical View portlet displays configured hierarchical views authorized
for the logged-in user, in the color of the most severe alarm for equipment within that hierarchical
view. Because it is non-instanceable, only one can appear on a page.

Filter what appears on a page using the Hierarchical View portlet. Select a hierarchical view, and
the rest of the portlets on that page filter their data reporting to reflect that hierarchical view’s
contents. The only caveat to this type of filtering is that you can add only one Hierarchical View
portlet to a page.

Access this page by selecting the Alarms/Events > Hierarchical View from the navigation bar.
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Expand the Hierarchical View tree to view its content. Hierarchical View contents sort
alphabetically, and alarms appear to the right of equipment displayed.

The hierarchical view selected acts as a filter for a screen’s other OpenManage Network Manager
portlets. If you select “Folsom” as a location in the Hierarchical View portlet, then only items
related to Folsom devices appear in the other portlets on the page. If you select a parent
hierarchical view, that expands the sclection to include all child hierarchical views’ selections. It
does not, however select everything. You can configure hierarchical views in Hierarchical View
Editor on page 231. You may have to wait a few moments to see a hierarchical view’s contents
accurately.

Portlets that respond to Hierarchical View or Map Context “filtering” include the following: Audit
Trail, Event History, Locations, Vendors, Contacts, Managed Resources, Ports, Authentications,
Discovery Profiles, Monitors. If you have no hierarchical views configured, the other portlets appear
empty when Hierarchical View is on the same page.

See General > Entity Change Settings on page 34 for the way to set the summary portlet refresh
interval. The default is 40 seconds. If this portlet is in expanded mode, refresh does not occur
automatically, but you can refresh it manually.

i NOTE:

If a Hierarchical View portlet displays unexpected results or no members at all, right-click it to refresh its
membership or alarm severity/state. Remember also that the visible changes may take a moment to
appear.

Right-clicking a hierarchical view displays the following menu items:

Refresh Members—Query the database again to populate any dynamic filter that is part of the
hierarchical view.
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Details—Opens a details panel with a list of the hierarchical view’s contents (Members) as well as
hierarchical view members” Alarms (Alarms and Event History) and History (Audit trails and
Configurations).

Refresh Alarm State—Re-query the database to update the hierarchical view’s alarm state based
on its contents.

Edit Resources—Open an editor screen for the hierarchical view that lets you change common
attributes within it.

Topology— Display a hierarchical view in the System Topology portlet where you can drill in to see
its contents (see System Topology on page 240).

Tag—Enter map location coordinates for the hierarchical view. See Hierarchical View in Tenant
Sites and Tag for more details.

Share with User

Hierarchical View in Tenant Sites

Within a Multitenant environment, only hierarchical views configured to appear in tenant sites
appear there. If that hierarchical view contains equipment only visible on the master site, those
devices will appear below the hierarchical view node, but will have no impact in filtering other
portlets, like Alarms, for example.

Tag

When creating a hierarchical view or customer tag, OpenManage Network Manager automatically
selects the latitude and longitude of the address entered for a location. Tag a hierarchical view by
right-clicking it from the Hierarchical View Manager on page 230.
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You can also enter the address in the Search field, or click and drag the marker that appears on this
screen. Click Apply to accept the re-location. A Delete Tag button appears when you have created a
tag, and lets you remove it. Cancel closes the screen.

K4 NOTE:

You can zoom in or out on the displayed map with the + and - buttons in the upper left corner of this
screen.

Map Context

In addition to displaying filtered-by-Iierarchical View portlets, you can view discovered devices in
the Map Context portlet, automatically placed by location.

Notice that you can move the center of the map with the arrows in its upper left corner above the
zoom in/out (+/-) buttons. The menu in the upper right corner lets you select a Map or Satellite
views, and fine-tune them to include labels, terrain and so on.

In addition to the Help and Settings icons at the top of this portlet, you can also Toggle Marker
Style (pushpins or triangles), Toggle Marker Clustering (combine markers into cluster marker when
they are near each other), or Search by Name for a location. Clustered markers display the number
of separate markers combined within them.

K NOTE:

The Search function is case-sensitive. Omit the initial letter if you are uncertain about capitalization for a
tagged location.

Clicking the Settings icon produces a screen where you can configure the default marker style,
whether clustering is enabled, and where you can save the current map boundaries (Save Current
Bounds), which appear, read-only, below that option.
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See General > Entity Change Settings on page 34 for the way to set the summary portlet refresh
interval. The default is 40 seconds. This screen also sets the default center of your map.

The page layout controls the width of the map. However you can control the height of the map
with the Look and Feel configuration in the Advanced Styling tab.

Add the following line to the custom CSS settings in this tab:
#portl et _8877_WAR netview .gmap { height: 1000px !inportant; }
This sets the height of the map context portlet to the configured number of pixels, here, 1000.

Access this tab from the drop-down originating with the word Map in the top right corner of the
portlet.

Configure mapped hicrarchical view or customer locations with the Tag menu item. See Tag on
page 235 for an explanation. See Maps and Hierarchical Views Together below for more about
their joint capabilities.
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Map Context without Hierarchical Views

If a page has no hierarchical view then the Map Context can act like a Hierarchical View too. It
displays all tagged resources within the system (see Tag on page 235). Clicking on a tagged item
behaves like clicking a Hierarchical View portlet, confining displayed resources, alarms, and so on,
to those for the selected tag.

Each tagged coordinate is cross-correlated with the Alarm severity table (if there are alarms against
it) and its color reflects the current Alarm severity.

Maps and Hierarchical Views Together

A map context portlet is in Standalone mode when no Hierarchical View portlet is on the same
page.

In Standalone mode you can determine exactly what portion of the map appears through the
Settings option (the wrench icon).

The map context portlet is in Hierarchical View Context mode when a Hierarchical View portlet is
on the same page. In these Hierarchical View Context configurations, the Hierarchical View portlet
determines what appears in the Map portlet, so the Map Context portlet resets its boundaries

238 OMNM 6.5.2 User Guide



Presentation Portlets and Editors | Presentation Capabilities

based upon the geographic position of the selected hierarchical view's members. For example, you
can select a hierarchical view (Morocco) resulting in two clustered pin for both Casablanca and
Tangier.

However if you select Casablanca from the hierarchical view the map automatically changes its
presentation and boundaries based upon the members of the new selection. The view zooms to the
street level in Casablanca.

If you select Tangier and map presents the hierarchical view’s sites in a street-level view of Tangier.
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System Topology

The System Topology portlet displays discovered devices, mapping them in relationship to each
other. It also lets you store and retrieve views you have arranged, as well as configure the default
view (sce Topology and View Configuration on page 244 for more about these capabilities). The
topology toolbar is common to both the this portlet and the Topology Portlet.

See General > Entity Change Settings on page 34 for the way to set the summary portlet refresh
interval. The default is 40 seconds.

The color displayed in these topologies indicates the alarm severity of the node or link (“edge”)
only. No color or icon indicates a device’s network status or availability, although hovering the
cursor over a node displays that information.

Ei NOTE:

You canincrease or decrease the size of icons in the Equipment Editor. Right-click a device in the
Managed Resources portlet, and select Edit. In the Extended Details panel, select Settings and a
Topology Icon Size pick list appears as one option to configure.

System Topology portlet also acts like a filter. Portlets like Alarms and Ports respond to clicking a
topology node, by displaying information relevant to only that node.
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Topology Portlet

Use the Topology portlet to define topologies. This portlet is access from the Managed Resource
portlet by right-clicking resources and then selecting Topology. The topology toolbar is common to
both the this portlet and the System Topology portlet. It also lets you configure the default view
(see Topology and View Configuration on page 244 for more about these capabilities).

Toolbar ————
Breadcrumbs ——»

(

Topology View —><

Layout
Configuration Teest >

Topology Toolbar

The topology toolbar helps navigate through the topology, load a view, save a view, and so on.

When you click the Toggle Design Mode tool, several additional tools appear that let you manipulate the
topology view.

Tool Description

Toggle Design Mode (Ctrl+D) shows and hides the design tools, such as the line
o draw, undo/redo, group/ungroup, and so on.

Click this to turn on the design tools, such as line draw, edge filtering, undo/redo, and
so on. You can configure users’ permissions for Design Mode in Control Panel >
Permissions manager. To disable Design mode, uncheck Visualizer permission both
ADD and DELETE for all assigned roles (typically these include User, Power User,
and sometimes Administrator).

To enable Design Mode check Visualizer permission ADD and DELETE for roles
(typically for the Administrator role). To give other-than-administrator users no
Design Mode permission, uncheck ADD and DELETE for User and Power User
assigned roles.

Help Click this to turn access the online help for this screen.
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Tool

Description

Default Click the wrench icon to configure the default view. If the Topology portlet
is on a page not driven by another Context—for example, Hierarchical—and you
have write permission, then this icon appears. Clicking this lets you associate the
Topology portlet on the current page to a selected view. To return to the default
network view, click the red minus (-) in the settings. Any view change requires a page
refresh after applying the revised setting.

Search Node Elements within this Graph (Ctrl+S)

Search for a particular node. This opens a screen displaying the search results, name,
type of node and the node’s alarm severity. Click Select/Center Item on Graph to
select a listed item.

Note: Search also finds links or “edges” between devices, and saving a view preserves
displayed links” appearance.

Selection Tool

The cursor selects nodes. Click and drag around nodes to select several.

Pan Tool
The hand moves the background.

Shortest Path Tool

Click two nodes to highlight the shortest path between them. This simple tool looks
for the shortest set of lines, and does not take into account factors like route cost,
bandwidth, link status, and so on.

Bifocal Effect
Move the cursor to magnify nodes under it. Handy in a crowded view.
Line Draw Click to select the type of line to draw, then shift +click two icons

onscreen to draw the line.

hidden with other view tools
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Description
Z.oom Out

These magnifying glass icons change the magnification for the view.

Zoom In

Load a View opens a saved view.

Delete and Reset Factory View tool

Save this View tool saves the current. Views include visible nodes and links, but you
cannot save the location of these nodes. (See Map Context on page 236 for a possible
alternative.)

Edge Filtering tool opens the Edge Filtering window, where you select whether to
enable edge filtering and then which links appear in the topology.

By default, edge filtering is not enabled and all links are selected.

Undo tool reverses the last action.

Redo tool puts the last action back.

Group tool puts the selected objects, lines, and labels together allowing you to move
the in tandem. Ctrl+click to select multiple objects.

These two icons group or ungroup selected icons labels and lines together so you can
move them in tandem. Ctrl+click to multi-select icons.

When you create a group, the Properties panel provides additional configuration
parameters. These include the Header panel where you can configure whether the
group header is Visible, its Label the Background and Text Color. Click the minus in
the header to minimize the group (and plus to expand a minimized group).

The Content panel lets you configure whether the group appears as a Panel or Cloud,
and its Background and Stroke colors.

Ungroup tool separates all objects, lines, and labels and you can no longer move the
objects in tandem.

Clear tool empties the topology view.
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Tool Description

Add tool open the Add a Graph Element window where you select the element type
=% Add (Label, Cloud, or Linked View) and whether it is a static placement.

Use the Properties panel to configure the font, background color, label contents, and

so on, after you select the added element.

Note: If you configure and save a Drill-in view with the design tools, then that view

persists for all drill-ins from that device until you remove it an icon that appears

between view Open and Save when it is enabled. Deleting such a drill-in view

restores the default settings.

When you add these elements, you can elect to check Static Placement and they will
not move with graphic elements when they are automatically re-arranged. You can,
however, click and drag them.

Topology and View Configuration

Click and drag displayed portions of this view to see other topology parts. To move the display
more, click in the Overview Panel. You can also expand/collapse the panels on the left of the screen
by clicking their title bars. (Figures below display them expanded.)

Nodes appear colored according to the alarm severity on the device, and white if no alarm exists for
the device. Hover the cursor over an icon or link between icons to see a small screen describing its
device (Name, Type, IP address), network status (Responding/Not Responding) and alarm severity.
Click an icon to highlight it (or click its name in the Top-Level Nodes Tab list) and its connections
to the network. See Alarms in Topologies on page 251 for more about the alarm severities
indicated by icons in topology.

Click the Legend Tab to see the lines meaning, links, and alarm colors. Hover the cursor over a link
to see its type described.

The topology toolbar helps navigate through the topology, load a view, save a view, and so on.
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The right of the topology view displays the following panels:

*  Overview Panel

* Layouts Panel

* Properties and Settings > Properties
* Legend Tab

* Top-Level Nodes Tab

Click the triangles to the left of these panels’ labels to collapse or expand them.

In addition to the screen components immediately displayed, you can right-click an icon or
component, and Drill in or Expand a device to see its subcomponents. If you expand, then its
subcomponents appear with the rest of the topology. If you Expand Grouped, then the
subcomponents appear in a minimize-able block (hover your cursor to see the block in color, and
click the circled minus to minimize the group).

If you drill in, other components do not appear. In addition, you can select the Details menu option
to open another browser window with the selected node’s Details. The Event History menu item
also opens a new browser window with the selected node’s event history.

K NOTE:

If you want to initiate Actions on a node or its components, do so by right-clicking the Details screen’s
Reference Tree.

The Layouts Panel selections determine the arrangement of such expansions or drill-ins.
When you drill in, the path back to the top level appears below the topology.
Click the level where you want to “drill out,” or click Home to go to the top level.

If you right-click the blank area of the screen, you can Export it as either a .png image or GML
(graphic markup language), or print the displayed topology.

You can also right-click to Remove Node and delete a device from a view. You cannot add nodes to a
view; you must add them when you create the view. You can visualize Managed Resource Groups,
however, or simply go to the expanded Managed Resources portlet, select multiple resources
(Ctrl+click), and the right-click > Topology.

K NOTE:

Because Topology uses Adobe Flash, menu items appear for that software when you right-click nodes.
This includes Settings, Global Settings and About Flash menu items. The text below does not discuss
these since they relate to Adobe products.

Overview Panel

The Overview panel displays a thumbnail of the entire topology view. Click on a location to center
on it in the topology view.

OMNM 6.5.2 User Guide 245



Presentation Portlets and Editors | Presentation Capabilities

Use the slider at to change the magnification of your view. The icons to the right of the slider let
you click them to fit visible icons vertically and both vertically and horizontally. You can also click

and drag the cursor within this overview to change the magnification.

Layouts Panel

The Layouts panel lets you select and configure the automated node layout type that appears in
the topology display.

Access this panel by selecting the Properties and Settings > Layouts tab.
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Use one of the following layout tools to specify a layout type and its settings. The fields and options
available depend on the layout selected.

/\  CAUTION:

Layout settings become fixed once you save a view. For example, when you save a view with a particular
line style, that line style is not something you can alter later. Saved Views do not preserve links if they
include non-grouped hierarchical views (single-node representations).

Layout Tool Description

Hierarchical-Cyclic layouts arrange connections in a hierarchy.
O

Use the following settings to alter its appearance:
* Orientation (Vertical or Horizontal)

* Vertical Spacing (High, Medium, or Low)
* Horizontal Spacing (High, Medium, or Low

* Line Style (Orthogonal polyline, Straight, Straight polyline, Curved polyline, or
Orthogonal curved)

o Orthogonal layout connections include right-angles.

Use the following settings to alter its appearance:
* Grid Spacing (High, Medium, or Low)

* Use Diagonal Edges enables edges that have non-right angles
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Layout Tool

L

Description

Circular layouts arrange all nodes in a circle.

Use the following settings to alter its appearance:
* Layout Angle (360 or 180)
* Nodes spacing (High, Medium, or Low)

Balloon layouts display links between managed objects in a balloon tree structure.
The root is typically whatever device you expanded or drilled into.

Use the following settings to alter its appearance:

* Root/Child wedge angle sector uses radio buttons to determine the angle (360,
180). The root sector determines how much of an arc around that root the child
nodes fill. The child sector determines the orientation around the child nodes.

* Root selection policy specifies the item you want at the center of this view
(Directed [a pop-up appears with the remaining selections], Most closed/
surrounded/weighted).

* Equal angle distribution specifies whether to distribute nodes at equal angles.

Radial layouts arrange nodes in concentric rings.

Use the following settings to alter its appearance:

* Layout angle uses the radio buttons determine the angle (360, 180).

* Root selection policy specifies the item you want at the center of this view
(Directed [a pop-up appears with the remaining selections], Most closed/
surrounded/weighted).

Organic layout produces a static GEM layout, withou any parameters to tune.
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Properties and Settings > Properties

This panel configures the System Topology view properties. This panel has the following fields (you
must click the Design Mode icon in the upper left corner to see all of them).

Background Settings
The background settings allow you to set:

Background Color—Click the icon to see a color selector where you can select the background
color for the System Topology view.

Image Source—Click the Browse icon to select a graphic for the background.

Image Opacity— Use the slider to set the background opacity.

Global Settings
Node Labels— Check to label nodes in the System Topology view.

Legend Tab

This displays the meaning of various link types and alarm severity colors in the System Topology
view. It describes only the type of links that appear onscreen in the topology.
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Top-Level Nodes Tab

This displays a legend of icon types followed by a count (in parentheses) of how many of each
appear in the topology. The switch at the bottom of this panel centers the display around the
selected icon.

Click the plus (+) to the left of the inventory category icons to display a list of devices in that
category in the topology. Click on a list item to highlight that device and its network connection in
the topology view. A colored glow highlights it and its network connection(s). The listed inventory
changes if you drill in.

The listed text appears in the alarm color of the device. See Alarms in Topologies on page 251.
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Alarms in Topologies

Colored rectangles appear around topology nodes to indicate the highest alarm on them. Expand or
drill in to see alarms on the sub-components. For information about the alarm, hover your cursor
over the device or subcomponent, and a tooltip appears describing the alarm’s severity appears. The
alarms indicated are like alarms described in the portlet Alarms Portlet on page 284.

Expanding to

see the alarmed

sub- £
component,

By default, un-alarmed nodes appear clear/white. You can alter this so they appear green instead. To
change this behavior, uncomment the following property:

nodes. di spl ay. cl ear. severity. as. green=true

This property is located in the server-overrides.properties.sample file in the \oware\synergy\conf
directory, and save the file as serveroverrides.properties in that directory.

By adding icons to the devices, the topology also displays the alarm suppression and maintenance
status of devices in the Topology view.

Here are the icons and their significance:

Icon Device Status

No icon—The device is unconstrained by the other Administrative States. Changing from
Suspended to Normal stops alarm suppression. Standard access, and inclusion in right-to-
manage count.

Alarm Suppression active—Activated from the Managed Resources, Event Management pop-
up menu option.

=

Decommissioned — While this device is in inventory, it is not active. No device access allowed,
no Monitor associations, no event processing, no Management Interfaces, no Authentication,
no links, and no services are permitted.

b

Down—The device is down.

Maintenance — Neither alarms or polling apply to the device. Does allow resync and Adaptive
CLI. Standard device visibility.

Planned — Planned (future) device. No device access allowed, no monitor associations, and no
event processing.

EE| % ©

Suspended — Suspends all device-related activities. No device access allowed, Monitoring
Suspended, No event processing, Counts against right-to-manage.

D

You can set these alarm suppression and maintenance statuses in the right-click Event
Management and Maintenance menus in the Managed Resources portlet.
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Links in a Topology

When you discover links between devices in your network (see Link Discovery on page 190), they
show in a topology view.

Hover the cursor over a link, and a panel the color of the link’s alarm severity, appears with the link
information (Name, Type (for example: Ethernet), Severity, and A/Z Names for the endpoints).

OpenManage Network Manager currently does not support displaying one-ended links.

Topology Views

The Topology Views portlet displays saved views, and when it is on the same page as the System
Topology portlet, filters that portlet so it displays the selected, saved topology.

<= Topology Views F+ X
/ | Search
Name~ Description Created User Updated
TestViewZ This is a second test vi... _'3_ admin 9IZTM2 12:28 PN
Test View 1 LU;‘ admin 10MM2 11:08 AM
TestView This is a test _':_ admin 92712 11:00 AM
MyTestView2 A test to see whether . :_U_J admin 106312 1:49 PN
4 item(s) returned

Right-clicking selected views, lets you Edit the title of the view, or its description, or Delete the
selected view.
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Understanding Hierarchical View

Hierarchical views manage what appears in other portlets on the same page, including Topology
and Maps portlets. If a page with a Topology portlet has no Hierarchical View portlet, clicking a

topology node limits other portlets on that page to only that node’s information (for example
Alarms).

Here are the context display rules for how portlets manage each others’ displays:

Rule Description

1 If the Hierarchical View portlet is on a page, its selections drive all portlets that
accept context. If you have no hierarchies configured, the other portlets are empty.

If the Hierarchical View portlet is not on a page, then the remaining rules may apply.

2 If the System Topology portlet is on a page, it acts like the Hierarchical View portlet
and drives all portlets” appearance.

3 If rules 1 and 2 are not in effect, the Managed Resources portlet drives Ports and
Links portlets” appearance.

4 If rule 1 is not in effect and the Topology Views portlet is on the same page as the
System Topology portlet, the selected view appears in the Topology portlet.

The context rule displays in a portlet’s header if its appearance is being managed by another portlet
as defined by these context display rules.

When a page with a Hierarchial View loads, the hierarchy loads first and then starts polling. If a
System Topology portlet is on the same page as a Hierarchical View portlet, the System Topology
portlet starts its polling after the page loads, so some lag may occur between the Hierarchical View
and Topology Views portlets, depending on your settings. Clicking Context from a portlet or
drilling down or expanding nodes in the Topology portlet resets the refresh timer since it may poll
different nodes. This can also offset refresh timing for different page elements. You can change
refresh timing from the Application Settings window (see Redcell > Application Settings on page
34 for details), but synchronizing such portlets is not likely.

K NOTE:

Some portlets may display a selected context without operating as though it was selected. For example if
you put Managed Resources.

Some pages may not exhibit this default behavior. For example, custom branding on pages may
interfere with these rules, in which case, you can see the default behavior by creating a new page
with the relevant portlets. You may also try refreshing the page.

You can disable the context responses in the Alarms portlet from its preferences menu (click the
wrench). When you disable context responses, the Alarm portlet instance’s auto refresh displays
new, unique alarms, but does not display, for example, a selected hierarchical view’s alarms.
Otherwise, you must change the context call from the Hierarchical View portlet to refresh alarms.
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Using Hierarchies

Use hierarchies as follows.
1 Create the hierarchies you would like for filtering resource views.

For example, create a hierarchy for each customer or location.

/\  CAUTION:

By default, hierarchies are configured without any authorizations. Make sure that you configure
authorizations so you can see the hierarchy once it is configured. Otherwise, it is not visible.

a. Navigate to the Hierarchical View Manager portlet (Alarms/Events > Hierarchical View).
b. Right-click the portlet and then select New.
The Creating New Root Hierarchical View window is displayed.
c. Enter a name and description.
d. Specify membership, such as customers.
e. Set Authorizations.
f. Choose the topology display object.
g. Click Save.

2 Create a page with the Managed Resources portlet or other hierarchy-filtered portlets (Ports,
Alarms, and so on).

Add the Hierarchical View portlet to that page.
4 Sclect the hierarchy by which to filter.

Observe the other portlets to see resources assigned to the selected hierarchy, such as,
customer or location.
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Setting Up Google Maps
Google now requires an API key to use their google maps APL. Set up Google Maps as follows.

Ei NOTE:

© 00 N O O B~ WN PP

I I e N T U O =
B O © ©® N o UM W N P O

If you do not specify an APl key, the OpenManage Network Manager (OMNM) default key is used but you
may be severely limited in the number of map downloads you can make.

Go to https://console.developers.google.com.

Create a google account if you do not already have one.

Click the APIs & Services Library link.

Click Google Maps JavaScript APL.

Click Create Project.

Click Create a Project under API Manager Dashboard.

Type in a project name and click yes to agree to terms of service.
Click Create.

Click Enable.

Click Create Credentials.

Under “Which API are you using?” select “Google Maps JavaScript API”.
Under “Where will you be calling the API from?” select Web browser (Javascript).
Click the “What Credentials do I need?” link.

Type a name for your API key.

Click Create API key.

Copy down the API key value.

Go to the OMNM Control Panel > Redcell >Application Settings.
Click the User Interface tab.

Select Google Maps as the map provider.

Enter the AP key in the Application ID field.

Click Save.
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Setting Up Nokia Maps

By default, the OpenManage Network Manager (OMNM) application uses Google maps. To use
the Nokia maps service, you need App ID and App token. Set up Nokia maps service as follows.

256

1

o 0o~ W N

10
11
12
13
14

Get an ID and token from https://developer.here.net.
Click Sign In.

Click on Register.

Create Your Nokia Account.

Click Register.

Click “Create app” and provide an application name.
For example: OpenManage Network Manager

Click Get Started.

Click Done.

Copy the App ID and App token.

Go to the OMNM Control Panel > Redcell >Application Settings.

Click the User Interface tab.

Select Nokia Maps as the map provider.
Enter the API key in the Application ID field.
Click Save.
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Creating a Topology View

Creating a topology map of devices or services is as simple as right-clicking the items you want to
map, and selecting Topology. You can also save different topologies after configuration and fine-
tune its appearance using the tools provided. For a detailed description of the Virtualize portlet and
its available options, see Topology Portlet on page 241.

/\  CAUTION:

If you installed a firewall on the application server, ports 80 and 8080 must be open for topology to work.

Create a topology map as follows.

1
2
3

Navigate to the Managed Resources portlet.

Select the items you want to include in the topology map.
Right-click the selections and then select Topology.

The Topology portlet is displayed.

Note that Topology uses Adobe Flash. The pop-up menu includes the Flash Settings, Global
Settings, and About Flash menu items.

Organize the objects and draw the needed connectors.

Save your view.

Your view is now available from the Topology Views portlet.

Fine-tune your view using the Overview, Layout, and Properties options.
Save any changes.

If you do not see what you expect, make sure that you refresh your browser so cached images
do not interfere with current images.

If you want to initiate Actions on a node or its components, right-click the node, select
Details, right-click the reference tree node/component, and then select Actions.
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Modifying Topology Label Length
Labels default to 13 characters, but you can extend them to a wider size by adding the following
property to the installDir/oware/synergy/conf/server-overrides.properties file:
nodes. | abel s. ext ended. wi dt h=true

Otherwise, you can force an extended label with your Extension so it is automatic. Using your
extension, you can do it within the Port | et Provi der #get Port al Properties() call

For example:

public Properties getPortal Properties() {
Properties props = new Properties();
props. put (" nodes. | abel s. ext ended. wi dth", "true");
return props;

}
Ei NOTE:

This allows labels to be much longer but adds the possibility of text bleeding on top of other nodes.
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Exporting to Visio
Export a topology view to Visio as follows.
1 Create a topology view if it does not already exist.
See Creating a Topology View on page 257 if you need some detailed steps.
2 Go to the Topology Views portlet.

3 Right-click the view you want to export and then select Export to Visio.

A message displays indicating that the view was exported.
4 Click Download Visio File.

This downloads the Visio file to your browser. The equipment and link tooltips are saved in
the Visio shape data. To see the shape data in Visio, right-click the shape or link (connector)
and then select Data > Shape Data.
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Generating Reports

This section describes report-related portlets and editors, and tasks related to creating a report
template, generating reports, and printing groups of reports. If you already have a good
understanding of the portlets and editors, go directly to the tasks you want to perform.

Report Portlets/Editors — 262

Creating a Report Template — 273

Generating a Report — 274

Branding Reports — 275

Adding Custom Report Images — 276

Printing Groups of Reports — 277

Example Reports — 279
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Report Portlets/Editors

This section describes the following report-related portlets and editors:

*  Report Templates Portlet

* Report Template Editors

* Reports Portlet

* Expanded Reports Portlet

*  Report Editor

Report Templates Portlet

Report Templates are the basis of reports. This portlet displays the Template Name, Description,
Inventory Entity, and 'Iype in columns.

|| Report Templates

e /i [ i Search

Template Hame ¥

Subnet Template

Software Inventory Change Template
Port Template

Pool Template

Pool Allocation Template

Metconfig Backup Template

Description

Detault Template for Subnets

Detautt Template for Software Inventor
Default Templste for Ports

Paool Statistics

Allocation Report Template

Default MNetConfig Backup Template

Wa@iziz 4 rm

Type
Tahle
Table
Table
Tahle
Table

Table

Right-clicking in this portlet lets you create a New template, Edit a selected template (see Report
Template Editors for information about subsequent screens), view Details or Delete a selected
template. You can also Import/Export report templates to files.

The expanded Report Templates portlet also includes a Reference Tree snap panel displaying a tree
for selected templates connecting them to Report Groups and specific reports.

Ei NOTE:

You can create reports related to users and their groups. Create a new report and select Permission as

the Source of attributes in Report Template editor to begin.

262
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Report Template Editors

OpenManage Network Manager has several report template editors. Creating a New template, can
make Comparison, Table and Trend templates.

Table reports simply report the configured data in tabular form as you have configured the
columns. Comparison reports display selected attributes comparing reporting devices, for example
a summary graph then a list of devices’ ICMP monitor RTT in the following pages.

A Trend Report displays a data graph with data reported over a polled period.

You can now select more than one attribute for trend reports. Chart generation depends on the
number of attributes selected and the number of targets:

* 1 target, n attributes produces 1 chart with all attributes (line series graph only)
* ntargets, | attribute produces 1 chart with all the targets
*  x targets, n attributes produces n charts with x targets on each

This editor has General, Source, and Layout panels.

You can edit any but pre-existing templates, whether they have reports attached to them or not.
Consider this example:

Template T has three columns; A, B and C. Someone creates a report R against Template T,
exccutes the report, saves the data as a historical report H1. Two weeks later, someone modifies the
Template T, removing column C, adding column D.

When executing report R against the revised Template T, the report now shows columns A, B and
D. User saves the report as historical report H2. Here, H1 only has data for columns A, B and C. H2
has data for columns A, B and D.

If you view H1 you see Template T is in use and this template creates a report with columns A, B
and D. Unfortunately, H1 only has data for columns A, B and C, so the report created has data for
columns A and B only. Column D is empty. When viewing H2 you can see Template T is in use
and can create a report with columns A, B and D. H2 has data for columns A, B and D, so all data
appears.
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General

The following are fields that appear on these screens. Not all screens have all fields.

General Settings
Name—An identifier for the template.
Description—An optional description of the template.

Chart Type—Select from the available alternatives (column, line). This is only available for trend
and comparison templates.

Summarize by Group— Group similar results together. This is only available for trend and
comparison templates

Advanced Settings
Orientation—Select from Portrait and Landscape

Include Chart Details—Includes a table with the data after the graph. This is only available for
trend and comparison templates

Report Summary— Enables the report summary, which places the total count of records at the end
of the report.

Row Separator— Displays a separator between rows within the report.
Page Header Position—Select none, top, bottom or both.

Auto Column Split—Enable automatic column splitting. This automatically aligns the columns
equally on the report providing the column widths that are most proportional.

Group on First Attribute—Creates a report that groups rows based on the first reported attribute.
This creates groups of items in the report whenever the left most column’s value changes.

For example, with disabled, a report looks like this:

Devi ce Nanme G g/e Port Nanme Heal th Status

Vb ge/ 0/ 0/ 1 Up

Vb ge/ 0/ 0/ 2 Down

Vb ge/ 0/ 0/ 3 Up

Vb ge/ 0/ 0/ 4 Unknown

ML8 ge/0/1/1 Up

ML8 ge/ 0/ 1/2 Starting

ML8 ge/ 0/ 1/ 3 Up

ML8 ge/ 0/ 1/ 4 Down
The same report looks like this with Group on First Attribute enabled:

Devi ce Nanme G g/e Port Name Heal th Status

Mo

ge/ 0/ 0/ 1 Up

ge/ 0/ 0/ 2 Down

ge/ 0/ 0/ 3 Up

ge/ 0/ 0/ 4 Unknown

ML8

ge/0/1/1 Up

ge/0/1/2 Starting

ge/ 0/ 1/ 3 Up

ge/ 0/ 1/ 4 Down
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Alternative ways of Grouping Attributes in Reports—The following are ways to turn on grouping
in a report template.

*  Select Group on First Attribute. This groups output based only on the first attribute as
described above.

* Do not select Group on First Attribute—In the layout for each column select group by
for the individual attributes you wish to report together. This method creates separate
groups for each attribute, groups within groups appear.

Select both of the above. This method creates a single group using all the columns you have
selected in attribute layout and inserts a count for each group.

The Source and Layout tabs are common to all editors.
Summarize Data Only - Generates a report that only shows the raw data, with no column or page

headers and no group summaries.

Source

Select the source inventory for a report, and its data types in this screen.

Click the green plus (+) to select the Inventory Type. The types of data available for that inventory
type appear in the leftmost column in this screen. Click on a Selected Type to see its Available
Columns. Click the arrows to move columns from Available to Selected. The Selected Columns
appear in the template’s report.
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Layout

This tab outlines the column layout for the template.

Click on the up/down arrows on the right of each row to re-order data columns. Click to select a
row, and the editor panel at the bottom of the screen appears. It has the following ficlds:

Column Text—The column label.
Horizontal Alignment—Right, Left, Center (the default).
Column Width—The column width in characters.

Sort Priority—Configures report sorting. Define the attribute sort order here. You can sort within
asort, so you can sort on Name and then by Location and then by IP Address, and so on. The
number configures the sort group, so 1 sorts, then 2 within 1, then 3, and so on.

The report sorts the leftmost column first and then the sort priority moves left to right.
Font Size—The data’s font size.

Font/Background Color—The color for the text/background. Click the field to open a color
chooser.

Calculation Type—IHow to calculate for summarizing the numeric data. Select from the available
options, which includes Average, Min, Max, Sum, and Min/Avg/Max (which shows each of
these together). If Min/Avg/Max is selected for at least one attribute a report summary header
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will be created at the top of the report showing the average max and min values for the
attribute calculated over all the data rows in the report. The following screenshot shows an
example report summary:

Group data by this attribute — If checked, the data will be grouped by this attribute, which means
that every distinct value for this attribute will only appear once as a group header and the related
data for the other attributes will show rows below this header.

Sort Type — Select ascending or descending.

Click Save to preserve any template you have configured, or Close to close the editor screens
without saving.

Reports Portlet

This portlet’s summary screen lists the available reports that you can run with OpenManage
Network Manager.

The report Icon, Name, Template, and Subtitle appear in the columns in this summary screen.
Generally speaking, the report selects the target equipment, and the template configures the layout
and attributes reported. If the Interface details panel is empty, then the Interface reports will have
no contents. Some devices have ports, but no interfaces. Use the Ports report for such devices.

OpenManage Network Manager generates reports with only the first 5,000 records by default.
Larger reports warn that they have reached the maximum, and have only those first 5,000 records.
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You can change the maximum with the property
com dor ado. redcel | . reports. nax. report. query. si ze=5000

in rpt.properties file in Jowareapps/reports/lib/.

Larger numbers have an impact on the performance of the report and database.

Ei NOTE:
You must have Adobe’s Acrobat reader installed to view reports.
Right-click a selected report to do the following:

New/Edit/Copy —This opens the Report Editor, described below, to configure a new report, edit
or copy an existing, selected report. Copy automatically renames the selected report.

New Group— Creates a collection of reports. See Printing Groups of Reports on page 277 for
details about how to configure these.

Schedule— Opens a scheduler screen to automate report creation.

Execute Report— When you exccute a report, a numbered message notification appears, and a
link to the report appears in the Messages panel to notify you the report is ready for viewing.
Click the magnifying glass to the right of the notification to view cither the audit trail or the
report.

.

Lengthy Reports may take a some time to appear onscreen without much indication that they
are in process. This is an artifact of the Acrobat plug-in, and outside the scope of
OpenManage Network Manager to influence. Acrobat also produces an error if a report has
too much data to display meaningfully.
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Execute Report (Advanced) —Also lets you schedule configure a few other things with
reports.

When you View or Execute Report (Advanced), by right-clicking either a listed report or a
historical instance of that report, a configuration screen appears that lets you select several
parameters.

These include the following:

Report Email/Export Type—Select the export file type from the pick list. Options can
include CSV, HI'ML, and PDE

Ei NOTE:

Programs other than OpenManage Network Manager let you manipulate mail outside the scope of
OpenManage Network Manager. For example IFTTT (If This Then That) could save mail attachments like
reports to Dropbox accounts. Also: Open CSV output in a spreadsheet for additional formatting options.

Opverwrite Existing—Check to activate overwriting any existing report.
Save—Check to activate saving the report to the database.
Notify—Check to activate emitting a notification event.

Email Address— Enter an e-mail destination for the generated report, and click the plus (+)
to list it. You can enter several such e-mails.

Export Directory— Enter directory destinations for saved reports as you would e-mail desti-
nations.x

Click Add Schedule to schedule the report for future or repeated execution, Execute to run
the report immediately, or Save to preserve this report’s configuration. The Job Viewer tab
displays the report’s progress if you click Execute.

/\  CAUTION:
Reports can be large. Typically the limitations on e-mail within your system are what limit the size of
deliverable reports. Best practice is to use filters and a limited number of targets to make reports
succinct rather than comprehensive.
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Aging Policy—If you automate report generation, you may also want to configure a Database
Aging Policy to insure the volume of reports does not overwhelm your storage capacity. See
Implementing DAP on page 73 for more about doing that.

Delete—Removes the selected report from the list display
Delete History— Removes the selected report’s history.

To change reports” appearance and contents, you must configure their Report Templates Portlet.
Also, see Branding Reports on page 275 for instructions about changing the default report logo.

Expanded Reports Portlet

Clicking the plus (+) icon displays the expanded portlet. the expanded portlet adds Add/Remove
Column to the menu options available in the summary screen.

B Reports <a Return to previous
@ .~ Ful ¢ Fier: ® [Defaul Report Fiter =] © Advanced * Quick Search led Export
Report Hame » Report Template Title
“irtual Storsge Extent Report || wirtual Storage Extent Template: Yirlual Storage Extent Report
Wirtual Processor Report || irtual Processor Template: wirtual Processar Report
wirtual Netwark Sdaptor Report ] Wirtual Network Template wirtual MNetwork Adaptor Repart
“irtual Memory Report || irtual Memory Template Yirtual Memory Report
Wirtual Host Report || Wirtual Host Template: wirtual Host Repart
Subnet Report || Subnet Templste Subnet Report
Storage Virtual Disk Report || StorageArray Virtual Disks Report Template Yirlual Disks Report
Storage Summary Capacity Report || StorageArray Summary Capacity Report Template Storage Capacity Summary
50 item(s) returned [limit reached] WA iz 3 45k
) widgets
Reference Tree Report History
)y Wirkual Storage Extent Report =
— Run Date™ Row Count User ¥Yersion
2 | ] virtual Storage Extent Template o
42412 1:52 PM 1) oty admin 2
Repork Group
4fz4{12 1:52 PM 0 L admin 1

#  Report History Group
_] 04/24j2012 at 13:52:40 by admin
_j 04/24j2012 at 13:52:51 by admin

E

Available columns are like those described in the summary screen section previously. The Reference
Iree snap panel displays the selected report’s connection to devices, historical reports and any
report template. Right-click to view the reports in the Historical Reports node.

The Widgets panels for reports display a Reference Tree of connections between the selected report
and target equipment, and between the report and any Report Template.

The Report History Snap Panel displays the selected report’s Run Date, Row Count and the User
who ran the report. Right-click a row in this panel, and you can Delete, Print (the report history) or
Export (the report history), View (the report) or View (Advanced). If you View the report, a
message with a link to the report appears in the bottom left of the screen.
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Report Editor

This editor configures reports, and their targets. It has the following panels:

¢ General
e Filter

General

This screen configures the Name, Title (displayed text in the report), Subtitle, and lets you select
the Report Template for the report (see Report Templates Portlet on page 262 for more about
them)

Filter

This screen configures a filter to retrieve devices that are the source of the report.

Click Add Filter in the filter panel to select an existing filter, create a new filter, or copy an existing
filter. When you create a new filter, you must enter a Name and optionally a Description for it,

select an Entity Type with the green plus (+), and elect whether this filter is available to other users
(Shared). See Defining Advanced Filters on page 147 for instructions about configuring the filter

itself in the lower portion of this screen.
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Once you have configured or selected a filter, the Filter panel displays its characteristics in tree
form. Click Edit to re-open the editor, or Del to remove the filter. Filters appear only from the
entity type of your report template.
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Creating a Report Template

Formatting counts in making reports useful. Sometimes the output limitations need to inform the
formatting you select. For example, PDF output does not handle large numbers of columns well,
while CSV (importable into Excel) output has no problem with it. Best practice is to test reports
you configure before putting them into production. For a detailed description of the Report
Templates portlet and related editors, sce Report Templates Portlet on page 262.

Create a report template from the Report Templates portlet as follows.

1

10

11

12

Right-click the portlet and then select New > template Type.
The Creating New Report Template window is displayed.

Name the template (for example: Test Amigopod Report).
Optionally enter a detailed description for the template.
Make sure that the advanced settings are correct, such as orientation.

The defaults are Landscape.
Click the Source tab.

The Source panel displays a list of inventory sources.

Select an inventory source (for example: Inventory resources [A - DD] Amigopod).

Alist of values related to the selected source is displayed.

Select the appropriate value.

The Inventory columns lists are populated.

Select a type.

Populate the selected columns list from the available columns list (for example: Amigopod:
Administrative State, Amigopod: DNS Hostname, Amigopod: Equipment Name,
Amigopod:IP Address)

If you populate the selected columns list in the order you want them to appear in the report,
they automatically appear in this order on the Layout panel and you can skip to step 12.
Otherwise, continue with step 10.

Click the Layout tab.

The Layout panel lists the column order (top s first, bottom is last) and the default column
settings.

Click the Edit action tool to modify a column’s the font size, color, alignment, and so on and
then Apply your changes.

Click Save.

You have successfully created a template.
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To generate a report, you first configure the report and then generate it from the Reports portlet.
For a detailed description of the Reports portlet and related editors, see Reports Portlet on page
267.

Ei NOTE:

If you create a report based on interface monitoring, remember, the interface monitor is disabled as
default. Additionally, some reports rely on data collected through Actions and are empty unless the
Action supplying data is executed first. For example, to generate a report using VLAN data, you need to
execute the “Get VLAN Data” action first. Without data, the report is empty.

For an example of a standard system report, see User Login Report on page 280.
Generate a report from the Reports portlet as follows.
1 Right-click a report and then select New.
The Creating New Report window is displayed.

2 Name the report (for example: Test Juniper Router Report).
Enter a title and/or subtitle for the report (such as Juniper Routers).
4 Sclect a template for the report.

For example, the template configured in Creating a Report Template on page 273.

Note that if you create a template, the first report you create after making that template
automatically selects the newly created template.

5 Click the Filters tab.
6 Add aa filter to confine the reports input to certain devices, locations, and so on.
For example, select the existing All Juniper Routers filter.
7 Click Save.
8 Locate the newly created report in the Reports portlet.
9 Right-click the report and then select Execute Report.
A message of success or failure is displayed.
10 Click My Alerts from the portal status bar.
The My Alert/Action History window displays a notification that the report is ready for
viewing.
11 Click the magnifying glass tool for the report message.

The report displays in a new window.

12 Hover your cursor over the lower right corner of the report to show tools that let you expand,
zoom out and in, save, or print the report.
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Branding Reports

Reports come with a default logo, but you can change that. Put the graphic file (.png, .jpg or .gif)
with your desired logo in a directory on the application server.

/\  CAUTION:

If you have a distributed installation, make sure this image and property are on all servers.

Brand reports with a different logo as follows.

1

2
3
4

Create an image that is no taller that 50 pixels, and no wider than 50 pixels.

Save the image file as .png, .jpg, or .gif.

Navigate to the installed.properties file located in the owareapps/installprops/lib/ directory.
Alter the image property in the installed.properties file.

redcel | . report. brandi ng. i nage=<fil ename_her e>

For example:

redcel | . report. brandi ng. i nage=C:. /i nst al | Pat h/ owar eapps/ redcel | / i nages/
Test | mage. png

Notice that you must use the forward slashes, (not backslashes as is typical of Windows) when

you specify the path.

Verify that the logo changes by generating a report.
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You can uploading images that appear, branding reports into the portal’s Documents and Media
portlet. Put them in the pre-seeded folder named Report Images. By default reports use the site
logo in reports if you have set up no override.

Site Override—To override the logo for every report that does not have an individual custom logo
setup, upload the image into the Documents and Media/Reports Images folder and name it
report logo. This image becomes the site's default report logo.

Individual Report Override —Individual reports. To override the logo for individual reports,
upload an image into the Documents and Media/ Reports Images folder. It then appears in the
report editor as a selectable branding images. Users can view and select these images if they have
the correct permission with write privileges (Permission-RP:ReportTitlelmage).
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Printing Groups of Reports

You can print a collection of several reports and generate a table of contents if the collection is large
enough to warrant it. Print groups of reports from the Reports portlet as follows.

1 Right-click and then select New Group.
The Group Report editor is displayed.

2 Enter the name and optionally a title and subtitle.

K NOTE:

Reports within the report group are sorted by title. If no title specified, the report name is used as the map
key.

3 Select whether to generate a table of contents.
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0 N o o

The generated table of contents lists reports by group.

companylLogo Juniper BGP Information
Test BGP Report Group
Created By: admin Run At Thu Jan 24 08:55.01 PST 2013 Data Collected: Thu Jan 24 08:55:01 PST 2013
Contents
BGP
Displays BGP information across Juniper JUNDS Devices, . . . 2
BGP Groups
Displays BGP Groups across Juniper JUNOS Deviees 3

Click Add Report (+).
Alist of reports from which to select is displayed.

Select all that apply.
Click Add Selection.
Click Done.

Click Save.
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Example Reports

This section provides the following example reports:
*  Cisco Port Groups
*  User Login Report
*  Network Assessor Reports

Cisco Port Groups

The Cisco Port Group Report collects data on port groups and assembles that to display the current
total bandwidth for port groups under a device or card.

This supports two types of port groups, both with § ports:
*  One type is alternating groups of §, so on a 48 port card, 1-8 would be one port group, 9-16
would be a second, 17-25 would be a third, and so on.
*  The other type is even/odd alternating groups of §, so on a 48 port card, ports 1, 3,5,7,9, 11,

13, and 15 would be one group, while ports 2, 4, 6, 8, 10, 12, 14 and 16 would be a second
group, 17,19, 21, 23, 25,27, 29, 31 would be a third group, and so on.

The following two properties in the owareapps/cisco/lib/cisco.properties file configure port
collection:

com dor ado. ci sco. port groups. bl ockcards

com dor ado. ci sco. port groups. evensoddscar ds

Tou must add any card for which you want to gather port group data to one of these two lists,
depending on what kind of port groups it wants to collect. Add the card by adding its MODEL

NAME (example: WS-X6248-RJ-45). Delimit multiple models with commas. Examples are in the
cisco.properties file comments.
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User Login Report

In addition to reports about inventory, devices, and so on, the OpenManage Network Manager
application lets you create a report documenting user logins.

companylLogo User Login Report
Last 30 Days
|Latast 12f1an{13 2:04 PM - Jeremy Unruh
Created By: admin Run At: Sat Jan 12 13:58:47 PST 2013 Data Collected: Sat Jan 12 13:58:47 PST 2013
Filter Summary: Match All of the following: and Match All of the following: Login Date within last 30 days
Sat, 12 Jan 2013 13:58:47 Page: 1 of 2
Login Date Status UserlD Name User IP Proxy IP AppServer IP Browser 0s
112131134 Success admin Synergy Admin 192,168 56.11 192.168.56.10 Chrome Mac
AM
1112131134 Success nokia Nokia 192.168.56.11 192.168.56.10 Chrome Mac
AM MapTester
M21311:33 Success admin Synergy Admin  192.168.56.11 192.168.56.10 Chrome Mac
AM
1M1/13 257 Success admin Synergy Admin  192.168.56.11 192.168.56.10 Chrome Mac
PM
111713 8:59 Success admin Synergy Admin 192,168 56.11 192.168.56.10 Chrome Mac
AM
11013 5:15 Auth Failure admin Synergy Admin  192.168.56.125 192.168.56.10 Other Linux
PM
1103 5:14 IP Restricted admin Synergy Admin  192.168.56.125 192.168.56.149  192.168.56.10 Chrome Linux
PM
1M10/13 5:13 IP Restricted admin Synergy Admin  192.168.56.125 192.168.56.10 Chrome Linux
PM
110113 5:13 Auth Failure admin Synergy Admin 192.168.56.10 Other Linux
PM
1/10/13 4:56 IP Restricted admin Synergy Admin ~ 192.16856.10  192.168.56.149  192.168.56.10 Firefox Windows
PM
1103 4:21 Auth Failure dw-dex Dexter Morgan 192.168.56.10 Other Linux
PM
11013 4:04 Success admin Synergy Admin  192.168.56.11 192.168.56.10 Chrome Mac
PM
110/13 3228 Success admin Synergy Admin  192.168.56.11 192.168.56.10 Chrome Mac
PM
110013 3:15 Success admin Synergy Admin 192,168 56.11 192.168.56.10 Chrome Mac
PM
Sat, 12 Jan 2013 13:58:47 Page: 1 of 2
Copyright

This report can include the following attributes: Login Date, Status [SUCCESS, AUTH FAILURE,
[P RESTRICTION], UserID, User Name, User IP, Proxy IP (if going through a Load Balancer/
Proxy), AppServer IP, Browser [CHROME, FIREFOX, and so on], Operating System
[WINDOWS, LINUX, MAC, IPHONE, IPAD, and so on.]

The following attributes are available, but not in the default seeded report to conserve Column
space: Portal IP and Browser Version.

When authentication fails, this report does not record the [P address from which the user made the
attempt, unless such users are behind a proxy or load balancer.

Browser ID, Version and Client appear only by best effort. Browsers do not always send the user-
agent and can change standard messaging with extra plugins.

Ei NOTE:
A Default User Sign-0n Log DAP exists, which by default keeps the last 30 days.
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Network Assessor Reports

If you have the Network Assessor option (assessor.ocp) installed, it includes reports like the
following: Asset Report ALL Resources, Software Version Report, IP - Hostname Only Report, IP -
Hostname Report, Configuration Change Report, Hardware Change Report, Software Change
Report, NetConfig Backup Status Report, NetConfig Deploy Status Report, NetConfig Restore
Status Report, Card Report, Firmware Report, Interfaces Report, Inventory Report, Port Report,
Primary Contact Report, Subnet Report. You can also see an EOL Report ALL Devices (EOL
means “End of Life”).

The EOL Report ALL Devices report tells which of your discovered equipment has passed its end
of life or end of service. A registration script (RegisterEOL) in the .../owareapps/assessor/bin
directory registers EOL information different from the defaults that ship with the Network Assessor
option. To update your EOL/EOS (“End of Life”/“End of Service”) dates, create a text file
(myEOL.txt) with EOL and EOS definitions as a parameter for RegisterEOL. Construct this
parameter file as follows:

EOL="SysobjectlD, EOL True False, EOL Date (mm/dd/yyyy), EOS True False, EOS Date (mm/
dd/yyyy)
Here is an EOL and EOS example text file:
# Exanple (below) G sco AS5200 Series Universal Access Servers AS5200,,,,
EOCL=1.3.6.1.4.1.9.1.109, True, 07/ 14/ 1999, True, 07/ 23/ 2010

where:

1.3.6.1.4.1.9.1.109 is the SysobjectID for a Cisco AS5200 Universal Access Server . Remember
to preceed the objectID with EOL=

True sets the End Of Life indicator to true
07/14/1999 is the End Of Life date

True sets the End of Service indicator to true
07/23/2010 is the End of Service date

Once you created your EOL/EOFS text file (myEOL.txt), follow these steps to register the file.
1 Save the myEOL.txt file to installDir/owareapps/assessor/bin directory.
2 Navigate to installDir/owareapps/assessor/bin directory.
3 Execute the RegisterEOL script while the server is running.

¢ In Linux, run these commands:

. letc/.dsienv
./ Regi sterEQL nyEQL. t xt
¢ In Windows, run these commands:

owar e
Regi ster EQL nyEQL. t xt
The “New EOL Definition was processed” message is displayed.
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Alarms, Events, and Automation

This section provides tasks and information related to setting up alarms, events, and
automation. It also provides what you need to understand alarm propagation and event/alarm
life cycles. If you already have a good understanding of the portlets and editors, go directly to the
tasks you want to perform.

Alarms — 284

Event History — 295

Automation and Event Processing Rules — 297

Event Definitions — 332

Variable Binding Definitions — 347

Understanding Alarm Propagation to Services and Customers — 350

Understanding Event Life Cycle — 353

Understanding Alarm Life Cycle — 356
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Alarms

This section describes the following portlets and editors related to alarms, events, and automation:

¢ Alarms Portlet
e Alarm Editor
e Setting Audible Alerts

Alarms Portlet

The Alarms portlet on the Home page displays the pie chart and the color legend.

By default, access the portlet by selecting Home, Alarms/Events, or Alarms/Events > Hierarchical
View, and Topology > Hierarchical View from the navigation bar.

In its summary form, this portlet displays alarms. See General > Entity Change Settings on page
34 for the way to set the summary portlet refresh interval. The default is 40 seconds. If this portlet
is on the same page as the Hierarchical View portlet, or if it is in expanded mode, refresh does not
occur automatically, but you can refresh it manually.

A small clock icon appears in the upper right corer of this portlet if auto-refresh is enabled. A
small speaker icon appears if audible alerts are enabled. See Using Extended Event Definitions on
page 341 for more about this feature.

i Alarms X
e {; Last Updated: 07/25M7 7:22:37 AM 1
Showing: EA\I Alarms (click on chart slice to filter) - Total Unique Alarms: 16
Critical : 8 (50.00%) @ Informational
O Minor
® Critical
Severity ‘ Date Opened~ | Entity Name Device IP Event Name Message
0772517 1:00:01 AM EMS emsappServerLicenseWillExpireS...  Right to .
07/25A17 1:00:01 AM EMS emsAppServerLicenseWillExpireS Applicati
072117 1:42221 PM % synergy.domain.in...  10.1283.155 authenticationFailure
072117 1:39:53 PM ‘4 synergy.domain.in... 10.128.2.10 linkDown ifindex: 29
07/21A7 1:19:03 PM 7} synergy domain.in 10.128.3.158 linkDown ifindex: 514
5 item(s) returned [limit reached]

The chart acts as a filter, too. For example, clicking the Critical alarms slice means only Critical
alarms are listed. The chart explodes to highlight the selected slice. Hover the cursor over a portion
of the chart and a tooltip with information about that slice also appears. Click exploded slices to
return the graph and the list to its original state.

Different tooltips appear when you hover over the Entity Name and Device IP columns. Such
tooltips are available if the question mark appears when you hover over the field.
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For example, hover over an alarm’s entity name and the tooltip displays the alarm’s Date Opened,
the Entity Name, any alarm Message, Event Name, Alarm and Entity Type, its status as Service
Affecting, Notification OID, Equipment, Severity, whether the alarm was Suppressed, or
Acknowledged and the Device IP.

Date Opened: 10/15M3 10:02 AM |_
Entity Hame: QADDT.192.168.53.124
Message: Exporter down: 182.168.53.124
Event Name: taExporterDown

Equipment: QAD07.182.168.52.124

Device IP: 182.168.53.124

Severity: é VWarning

Acknowledged: 0 Not Acknowledged
Correlation State: Top level alarm

Entity Type: Eguipmentianager

Resource Farer

Propagation:

Hover over the Device IP Address column, and a tooltip appears with information about the alarm
source’s Model, Vendor, Management State, Discovery Date, and Description, with a title bar that
indicates whether the device is running or not. Such tooltips elsewhere also include other device-
dependent items. For example, bar graphs to display the % CPU [utilization], % Memory, and
Description..

10.128.30.79 is up

Model: @8 PowerConnect 6224P
Vendor: [0 Deilinc.
Management State:  Normal

Discovery Date: 10M0/M3 12:08 PM
Description:

PowerConnect 6224P, 3.3.6.4, Vx\Works 6.5

By default, the chart appears only when alarms exist. See Alarms Menu on page 288 for details
about menu items available when you right-click in the summary and expanded portlets.

The following columns appear in this screen by default:

Severity—The alarm severity indicated by the color of the leftmost icon. The severity only has
meaning for Alarms and Security Alarms. Informational Alarms get a severity level of
Indeterminate. Closed alarms appear without color.

Date Opened—The date the alarm appeared.

Entity Name—The entity emitting this alarm (often within the Equipment).
DeviceIP—The IP address of the equipment where the alarm appeared.

Event Name—The event associated with the alarm.

Message—The message associated with the alarm.

Open the Settings > Columns screen to see additional possibilities for columns.

If an alarm is Service Affecting, (reflect an impact on a service) it propagates to appear as
components of service- and customer-related alarms. The Service Affecting alarm column in this
portlet does not appear by default. To see an alarm’s propagation, show that column in the Using
Extended Event Definitions portlet, where it is concealed by default.

K NOTE:

You can select multiple rows in the Alarms portlet and the Managed Resources portlet. Many other
columns are available, including those related to suppression, region, any parent alarm, and so on.
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See Alarms in Topologies on page 251 for a description of how alarms appear in the topology
portlet. The Expanded Alarm Portlet section below describes additional alarm portlet capabilities.

The Settings tool lets you select an Alarm Chart, the expanded Alarms portlet’s totals, or no chart.
The last two options permit selecting a filter. The Alarm Chart is a filter itself. If no data exists for
the chart and the Chart option is on, the portlet returns to “no-chart” mode.

Settings persist if you have Admin rights or the Portlet is on your Public/Private pages (like standard
behavior).
Ei NOTE:

Changes appear after you click Apply. The Filter panel disappears when you select the Show Chart
option.

In addition to the Alarms summary portlet, there is the:

* Expanded Alarm Portlet
* Alarms Menu

¢ Parent/Child Alarm Correlation: Alarm Details Panel
¢ Alarm Email

Expanded Alarm Portlet

The expanded Alarm portlet appears when you click the plus (+) in the top right comer of the
smaller screen.

i Narms < Return to previous
Al Ttas by Severty: axm
‘0 /| Bal ¢ Fiter: & | Open Alarms | © Advanced © Quick Search [l Export
‘Au |A ‘Dale Openedv |COIml ‘Emi'y Hame ‘Devloe P |Enmy'rype ‘Evenl Hame Message
Q@ umemem2am 2 OB PC704GP_182.10.... | 10.20.1.162 Managed Equipment | endTip Ext code="11, Fle=/010020001132_DefautConfig
Q meznzsa 1 T PCT04EP_182.10.. 10.201182 Managed Equipment  starfTip. File=/010020001182_DefaulConfig
Q@  nnenzessan 1 € Routeryourdomai... | 10.1282.11 Managed Equipment  redcellNeiConfigRestoreFaiure... Device Driver Error: Faied to log into device, crede.
Q@  tnenzearan 1 ¥ Routeryourdomai...  10.1282.11 Managed Equipment  adaptiveCLRunFailreNiofification _ Failure: Cisco ‘show interfaces summary’
Q@  nnmzizsim 1 182.168.50.112 1821685012 | Equipment monitorAttriouteTrend Wonitor: Default Server Status Monior, memoryuii.
Q  nmnzesoan 1 W 1ig1B (NG_GST48. 10428413 Port fnkDown ifindex: 18
Q@  nmzssman 1 8 1g17 (NG_GST4B.. 10128413 Port finkDown ifindex: 17
Q@  nmrasa 1 %] 1105 (NG_GST48T... 10.128:4.13 Port inkDown ifindex: 6
39 item(s) returned K 4“ 2024 5 » N
) widgets
) Reference Tree Total Occurrence(s) By Date
i, [6 - Crtical] adaptiveCLRunFaiureNotification, Failure; Cisco 'show interfaces summary’ a0
32
24 4
1.6 4
08
0.0 + T
Nov 16 Oct24 ot 16
) Alarm Details
adaptiveCLIRUNFailreNotification Totzls =l
@ M8 Details

This displays listed alarms, totals by severity for alarm types found, and Snap Panel details of a
selected alarm. By default this screen adds the first of the following columns to those visible in the
Event History portlet. To add the others listed here, right-click, and select Add Columns to change
the screen appearance.

K NOTE:

All severity totals appear in expanded view. This display updates automatically when alarms clear.
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Instead of the filtering graph on the summary portlet, the expanded portlet gives you the option to
select a user-defined filter from the list, create custom filtering by selecting Advanced Filters, or do
a quick search.

The following are available additional columns, besides the default columns visible in the Alarms
Portlet (summary view):

Assigned User—The user currently assigned to this alarm (right-click to do this). The assigned
user can then look for alarms by consulting the Assigned User (AU) column in the display
(concealed by default), or by filtering alarms using Advanced Filters. One can even create an
alarm portlet that filters for a single user’s assigned alarms.

Acknowledged— Indicates whether or not the alarm has been acknowledged. This is controlled by
the Acknowledge and Unacknowledge actions that are available from the popup menu.

Count—A count of the instances of the events that correlate to this alarm. Multiples of what is
essentially the same alarm appear as a single row, but increment this count.

Entity Type—The type of monitored entity.
State—The state (open/closed) of the alarm.
Date Cleared—The date and time that the alarm was closed.

Update Time—The time stamp for when this alarm was updated (for an additional count, the
time the last duplicate was received).

Notification OID—The identifier of the notification displayed as an alarm. This is also the
unique identifier of the Event Definition upon which the alarm was based, which means that
the alarm inherits attributes such as Severity, Resource Propagation, ete. from the Event
Definition that has the same Notification OID.

Equipment—The name for the top-level entity (Managed Resource) emitting the alarm.
Date Assigned—The date and time that the alarm was assigned.

Ack Time—The time the alarm was acknowledged.

Cleared By—The user who cleared the alarm.

MIB Text—The alarm’s MIB Text.

Location—The location of the Managed Resource associated with the alarm.

Correlated Time—The alarm’s date/time of correlation to a parent alarm (caused by or blocked
by).
Entity Description—The description of the alarmed entity.

Mediation Partition — The mediation partition that received the event (traps, syslog, etc.) that is
correlated to the alarm.

Resource Propagation — Indicates how this alarm propagates through the resource hierarchy, so
as to possibly impact the Alarm State of the top-level device and/or the subcomponents that
are hierarchically associated with the entity that was alarmed. This value is inherited from the
Event Definition upon which the alarm is based.

Equipment—The equipment emitting the alarm.
Ack By—The user that acknowledged the alarm.

Correlation State—The role this alarm plays in any parent/child correlation (for example: Top
level alarm, caused by parent, Blocked by parent).

Has Children—Red for no or green for yes: an indication of whether the alarm has children (see
Parent/Child Alarm Correlation: Alarm Details Panel on page 290).
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Notes—A text field to take notes about the alarm.

Parent Alarm—The name of the parent alarm (see Parent/Child Alarm Correlation: Alarm
Details Panel on page 290).

Domain ID—The Multitenant domain ID emitting the alarm.

Service Affecting— Indicates whether or not the alarm affects services that are provisioned against
the alarmed entity. If this is true then the alarm state of the entity might propagate to the
associated services.

Correlated By—The name of the user who correlated this alarm to a parent.
The Widgets panel includes the following information:

Alarm Details—The source, Severity, Message, Date Opened, and so on. See also Parent/Child
Alarm Correlation: Alarm Details Panel below.

MIB Details—The Notification OID, and MIB Text for the selected alarm.
Reference Tree— The connection between the alarm and its source in tree form.

Total Occurrences by Date—A graph of the total occurrences of this alarm, by date.

Alarms Menu

Right-clicking an alarm lets you select from the following pop-up menu options:

Edit—Access the editors for the Alarm (see Alarm Editor on page 292) or Event Definition (sce
Event Definition Editor on page 334).

Details (Shift+Click)—This menu item expands to display options for the different detail viewing
options. Select Alarm details to open a Details screen for the alarm itself; or select Equipment
Details to open a Details screen for the entity emitting it. (sce Connected Devices on page
191 for an example of this type of screen). The Alarm Details contains information like the
MIB text, any Event Processing Rules invoked, and a Reference Tree for the alarm. It also lets
you configure alarm correlation. See Parent/Child Alarm Correlation: Alarm Details Panel
on page 290.

Topology— Display a topology map that includes the selected alarm(s). See Presentation
Capabilities for more about these maps.

Acknowledge/Unacknowledge Alarm— Acknowledges the selected Alarm(s). The current date
and time appear in the Ack Time field. Unacknowledges previously acknowledged alarmy(s),
and clears the entries in the Ack By and Ack Time fields. The red “unacknowledged” icon
appears in the expanded portlet and turns to a green check “acknowledged” icon the alarm
has been acknowledged.

Assign User—Assign this alarm to one of the users displayed in the sub-menu by selecting that
user. An icon also appears in the expanded portlet indicating the alarm has been assigned to
someone.

Clear Alarm— Clearing the alarm removes the alarm from the default alarm view and marks it as a
candidate for the database archiving process (DAP). Essentially it is an indication to the
system that the alarm has been resolved/addressed. If your system has enabled propagation
policies, clearing recalculates dependent alarms.

Clear Group of Alarms —Sometimes you might have lots of open alarms that are unimportant
because they are old and/or of low severity. For example, perhaps you want to clear all alarms
that are informational and are more than a week old. Rather than having to clear them all
individually, you can clear them as a group. Before selecting this menu item, you will need to
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create a filter for the group of alarms that you want to clear. When this menu item is selected,
a panel will appear that contains all previously saved alarm filters. When you select a filter
from the list and push Execute, it will clear all open alarms that meet the criteria of this filter.

/\  CAUTION:

The Clear Group of Alarms action is irreversible.

Direct Access—Open an SNMP Mib Browser to the alarmed device, a CLI Terminal (Telnet
window) to the alarmed device, or ICMP Ping the device alarmed. Only those available
appear in the subsequent menu.

Email Alarm—Opens the Email Alarm window to email the selected alarm. Enter a subject an e-
mail address to which you want to mail the alarm’s content, and click add (+) to the list of
addresses (the minus deletes them). Then click Send Email. Click Cancel to end this
operation without sending e-mail.

SMTP setup is required to e-mail an alarm. See SMTP Configuration on page 54 for
instructions about setting up e-mail from OpenManage Network Manager. See Alarm Email
on page 291 for an example of what the content looks like.

Show Performance—If the equipment is monitored, this displays a performance dashboard for the
alarmed equipment. See Dashboard Views on page 425 for more about these.

Edit Custom Attributes—Opens the Custom Attribute Editor where you define field
characteristics, such as whether it is enabled, the label name, and the tooltip.

Aging Policy—This lets you select a policy that determines how long this alarm remains in the
database. See Implementing DAP on page 73 for information about configuring such
policies.

View as PDF—Create an Acrobat PDF document containing this alarm’s contents as displayed in
the summary portlet basic columns.

Share with User—Opens the Share with User window where you select the colleague you want to
share the selected rules with and then type your message.

Ei NOTE:

To resync alarms—that is, query the device for its alarm state—resync the device.
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Parent/Child Alarm Correlation: Alarm Details Panel

Like many other items managed by OpenManage Network Manager, the Alarms portlet has a
Details panel (see Connected Devices on page 191, for example). In addition to the items
mentioned above, the Alarm Details also have a Correlations panel.

¥ Details < Return fo previous

# [6 - Criticall monitorTargetDown, Monitor: Topolagy Test (fimed out after waiting on SNMP response for 5000ms)

IGenera\ (WULETUN  Services | Performance

Correlation Details Caused Alarm(s)

Correlated Time: Severity Date Opened~ Event Name Message

Correlated By: i Major 773013 11:34 A monitorTargethotReachable Wonitor: Topology Test (timed out after waiting on SNMP response for
Correlation State: Top level alarm

Parent Alarm:

Domain ID: RC Synergy

Blocked Alarm(s)

Severity Date Opened~ Event Name Message
i Critical 714113 2:06 AW monktorAttributeTrend lonitor: Default interface Montor, Percent Packet Loss range: High (=20)
Ak Critical 614113 5:24 P ospfifStateChange router: 182.168.1.3 fipAddress: 182.168.1.1

Alarm parent/child correlation lets you correlate one alarm to another so you can conceal the child
alarm(s) in standard alarm views. You can also correlate one alarm to block resolution of another. In
effect, parent alarms conceal (or block) correlated child alarms. This can confine alarms that
appear or resolve to those requiring action only.

The Correlations panel lists the following:

Correlation Details—The current correlation state of the current alarm. Attributes include:
Correlation Date, Correlated By, and Correlation State along with information about the
correlated, parent alarm. In addition to manually removing the correlation, you can right-click
in this component to navigate to the details of the correlated alarm.

Caused Alarm(s) —The alarms caused by this alarm. Right-click to add alarms to the table or to
remove them.

Blocked Alarm(s) — The alarms that are currently blocked from resolution by this alarm. Right-
click add alarms to the table (and remove them).

When adding a correlated alarm, you can select any alarm that does not already have a parent
alarm, then click Done to make it a child alarm.

When you correlate correlating one alarm to another, OpenManage Network Manager understands
their correlation state as either Caused By or Blocked By. By default, the correlation state is Top
Level Alarm.

OpenManage Network Manager does not support multiple correlation states so one alarm cannot

be both Caused By and Blocked By. However, a parent alarm can have both Caused By and Blocked
By child alarms. A single alarm can also be both parent and child. Consider, for example, an alarm
that causes several other alarms but is Blocked By another alarm. Its parent alarm would appear in
the Correlation Details panel too.

Alarms correlated as Caused By clear automatically when the parent alarm clears. Blocked by alarms
status as child alarms disappears when their parent alarm clear. This means they become visible
again within the alarm view's.
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Here are a few things you need to know about alarm correlation state:

*  Alarm Processing Effects
An alarm’s correlation state does not affect alarm processing behavior. So if a clearing event
enters OpenManage Network Manager, the open alarm clears regardless of its correlation
state. Event counts also continue to increase as duplicate events arrive.

*  Detault Filtering

By default, all alarm filters exclude child alarms. A filter criteria (Include child alarms) can
include child alarms, so you can always sce all alarms regardless of their correlation state by
selecting the Include child alarms attribute within the expanded alarms portlet and setting
the search criteria to Is true.

* Additional Alarm Attributes
The following attributes reflect the correlation state for an alarm. When another alarm
conceals the child alarm (or blocks it), it sets the following too.

* Correlated By: User who created the correlation

¢ Correlation Date: Date the correlation was created
* Correlation State: CausedBy or BlockedBy

¢ Parent Alarm

¢ Tas Children: Whether the alarm has children

Alarm Email

The e-mail sent by right-clicking an alarm has the subject specified when you send it, and contains
the information within the alarm. For example:

Alarm nonitorlnterval Skip

Alarm Attri butes:

Device | P
Message

Alarm State
Severity

Count

Dat e Opened
Update Date/ Ti ne
Entity Name
Entity Type
Entity Description
Equi prrent

Regi on

Locati on

Assi gned By

Dat e Assi gned
Assi gned User
Acknow edged

Ack By
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Open

5 - Mjor

1

Tue Dec 14 22:01:30 PST 2010
Tue Dec 14 22:01:36 PST 2010

SUPDEMOPartition

ONByst em
Thu Dec 16 10:40:24 PST 2010

gat est er
fal se
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Ack Tine =
Cl eared By
Date O eared

M B Text Moni t or session was skipped due to resource
constraints. Typically, this inplies one or nore nonitors should run
less frequently. This may al so be caused by a | arge nunber of timeouts
whi ch force executions to take longer to conplete than normal.

Advi sory Text =

Alarm Editor

The Alarm Editor window appears when you right-click an alarm and select Edit Alarm from the
Alarms Portlet.

General Details

Event Hame redcelNetConfigBackupFailureNotification
Date Opened 10/M6M3 1:31 PM

Entity Name 5448_Kenan_85.10.128.30.85

Alarm State Open

Severity 4 - Minor LI

(Extendad Details

l Addtional Information Historic Informatien

Equipment 5448_Kenan_85.10.128.30.85

Device IP 10.128.30.85
Entity Description

Location LAB

Region QAD07Partition

Notes

el Ssave ® Close

You also have the option to edit the Event Definition (see Using Extended Event Definitions on
page 341) or open the alarmed device’s Details panel (see Connected Devices on page 191). The
Alarm Editor window contain the following type of information:

Information Type Provides

General Details Event Name—The event that triggered the alarm.
Date Opened—The date the alarm occurred.
Entity Name—The entity emitting this alarm (often within the Equipment).
Alarm State—The state of the alarm (Open/Closed).

Severity—The alarm severity indicated by the color of the leftmost icon. The
severity only has meaning for Alarms and Security Alarms. Informational Alarms get
a severity level of Indeterminate. Closed alarms appear without color. If you change
the severity, you may have to refresh the portlet after you save the changed alarm.
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Information Type Provides

Extended Details:  |Equipment—The equipment (not subcomponent) that triggered the alarm.
Additional

DeviceIP—The IP address of the equipment where the alarm appeared.
Information

Entity Description—A description of the triggering equipment.
Location—The location for the alarm. See Locations Portlet on page 221.
Region—The partition/region for the alarm.

Notes—A ficld where you can enter text.

Extended Details: | This panel contains primarily read-only fields describing the alarm, including
Historic whether it was Acknowledged, Ack by, Ack Time, Count and so on.
Information

Extended Details: |If you have created any Custom Fields for Alarms, this panel appears in the editor.
Custom Fields See Editing Custom Attributes on page 150 for instructions about these.

Setting Audible Alerts

Audible Alerts produce a sound when a new alarm arrives in the Alarms summary (not expanded)
portlet. The sound occurs when the OpenManage Network Manager (OMNM) auto-refresh
controller polls for state changes. If you enable Audible Alerts and the Alarms summary view
receives new alarms, the specified sound occurs.

Cleared alarms do not trigger an audible alert. Only new alarms received trigger an audible alert
during auto-refresh. To cut down on audio clutter, only a single Audible Alert sounds no matter
how many alarms occur during an auto-refresh cycle.

Each browser supports sound differently because of licensing for various sound formats. Audible
alarm support exists for most browsers, so if issues occur with a particular browser the workaround
is either to upgrade or use Chrome.

Browsers support MP3 sounds the most, so this is the only format supported for Audible Alerts.
The Firefox browser only support OGG format natively and the Internet Explorer browser has
issues with most sounds. To support those browsers, the OMNM application plays MP3 sounds
through a Flash Object, so browsers need no special plugins.

This section provides instructions for:

* Turning On Audible Alerts
*  Adding Custom MP3 Sounds

Turning On Audible Alerts

Turn on Audible Alerts as follows.

1 Navigate to the page containing the Alarms portlet.

Ei NOTE:

For audible alerts to work, the Alarms portlet must be on a page without the Hierarchical View portlet or
other context broadcasting that dynamically changes the Alarms portlet's context. Auto refresh does not
run when in this environment so as a result the Audible Alerts are not exposed. (See Understanding
Hierarchical View on page 253.)

2 Click the Settings (wrench) tool.
The Setting window is displayed.
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Enable the audible alerts for new alarms option.
This activates the sound field.

Select a sound to plays.

Click the play button to preview the selected sound.

By default, the OpenManage Network Manager product ships with four standard alert sounds:
Alert, Bell, Chord, and Ding. See Adding Custom MP3 Sounds to add custom sounds.

Click Apply.

This Alarms portlet instance now has Audible Alerts enabled.

Adding Custom MP3 Sounds
Add custom MP3 sounds as follows.

1

2
3
4

6
7
8

Go to the Control Panel.

Click the Documents and Media section.

Click the Add button and then Select Basic Document.

Click Choose File and pick an MP3 file to upload from the File section.

Because this interface lets you add any type of media, no file validation occurs. However,
Audible Alerts only display audio/MP3 mime-types.

Give the new MP3 sound a short title.

For example, if you upload cowsound.mp3, call it Cow Sound.
Click Publish.

Go back to the Alarms portlet.

Click the Settings (wrench) tool.

Verify that there is a new sound to select.
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Not all events appear as alarms. Event History preserves all event information for your system.

= Event History &+ X
Receive Time v Entity Name Device IP Event Name Message Entity Type

s 07/25/17 9:00:01 AM EMS redcellDAPJobBegin Executin... EMS
1] 07725/17 9:00:01 AM EMS redcellDAPJobEnd Executin EMS
i 07/25/17 9:00:01 AM EMS redcellDAPJobBegin Executin... EMS
i) 07/25/17 9:00:01 AM EMS redcellDAPJobEnd Executin... EMS
o 07/25/17 9:00-01 AM EMS redcellDAPJobBegin Executin EMS

EMS redcellDAPJobEnd Executin... EMS

o 07/25/17 9:00:01 AM
0

50 item(s) returned [limit reached]

4

e : I

The Event History portlet (summary view) displays an icon whose color reflects any alarm state
associated with the event. It also displays the Receive Time, Entity Name, Device IP, and Event

Name, Message, and Entity Type. Right-click to edit event definition or entity details, view event
details, view or modify aging policies, create a PDE or share and event with users.

K NOTE:

Hovering over the Device IP column produces a tooltip similar to the Alarms tooltip.

The default filter for this portlet displays only recent events. If you do not see the desired events,
expand the period for which they appear.

Clicking the plus (+) in the upper right corner of the initial portlet view displays the Event History
portlet (expanded view). As in other expanded portlets, use the filtering capabilities to further limit

the events listed.

= Event History

0/

Wy | ¢ Filter: & |Defaun Evert History Fiter

;I © advanced © Ouick Search

<a Return to previous

[l Export

Receive Time >
4126/12 3:08 PM
4126012 305 P
412612 3.05 PM
4126/12 3:04 PM
41262 303 P
4126412 3:03 PM
412612 303 PM
4126012 235 P

14 itens) returned

) Widgets

() Reference Tree

Entity Hame

3 Router yourdamai...

¥ Router yourdomai

3 Router yourdomsi...

3 Router yourdamai...

3 Router yourdomsi

3 Router yourdomi...

@ Router yourdomai...

145, Junipertds-10.125

) 2012-04-26 15:08:20 syslogMotification
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Event Hame Entity Type Device IP

sysloghatification Managed Equip 100128.2.11
sysloghlotitication Managed Equip 10128211
sysloghdification Managed Equip 101268211
sysloghatification Managed Equip 100128.2.11
sysloghlotitication Managed Equip 10128211
sysloghdification Managed Equip 10128211
sysloghatification Managed Equip 10.128.2.11
adaptiveCLIRUNSUCCess Managed Equip 10128.3.15

Wal@:z »n
Bindings

syslogCategory.0:
syslogSeverity D:
sysUpTime.0:
syslogFacility.0:
syslogText.0:

redcellDeviceIPAddress.0:

snmpTrapOID.0:
4

fef256ecteds | aTre0f4E00e
4

58 mins, 55 secs

23

5514; SIP_SNMP-4-HOTRA!
SMMP trap source ATMOJO/O
address

10.128.2.11
1.3.6,1.4.1,3477.1.7.5.6
B

Message
(23) 5314 %IP_SHMP-4-...

(23] 5313 %AAA-3-BAD

(2315312 %SYS-5-COM...

(231 5311: %AAA-3-BAD
(231 5310; 36IP_ShMP-a-

(23)5309; %ALS-3-BAD

(23) 5308 %SYS-0-CON...

Success Juniper JUNOS,

MIB Details

Notification OID: 1.3.6.1.4.1.3477.1.7.5.6
Syslog message From the device

MIB Text:

Protocol
Syslog
Sysloy
Syslog
Syslog
Sysloy
Syslog
Syslog

System
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The expanded view has columns similar to those described in Alarms Portlet on page 284 or
Expanded Alarm Portlet on page 286. Configure these as visible or hidden by clicking Settings.
The following are some additional columns available.

Receive Time—The date the event was received.

Entity Name—The entity emitting the event.

Event Name—The event identifier.

Entity Type—Typically something like Managed Equipment.

Protocol—The protocol that delivered the event. Commonly this is either SNMPv1, SNMPyv2c, or
SNMPy3, indicating that the event originated from some version of an SNMP trap or inform
notification. Other possible values that indicate an notification was received from an external
system include Syslog and HT'TP REST. System; indicating OpenManage Network Manager
itself delivered it.

Instance ID—The instance identifier for the event.

Mediation Server IP—The mediation server retrieving the event. If you have a single-server
environment, this is blank. It is most useful in a clustered environment.

Location—The location of the entity emitting the event.
Equipment—The equipment emitting the event.
Sublype—A classification for the event. For example: Trap, Inform, etc.

Notification OID—The object identifier (OID) for the Event Definition upon which this event is
based.

Source IP—The source of the event’s IP address.
Region—The region emitting the event.

Click a listed alarm to display its details in the Widgits panel. The Reference Iree displays the
event’s relationship to any alarms, and to the source device. Click the plus (+) next to an item in
the tree to unpack it.

The Bindings Snap Panel displays the event’s Variable Binding (varbind) information, including the
Binding OID, the device’s IP address, and other event-specific information.

The MIB Details Snap Panel includes MIB information like the Notification OID and MIB Text.

You can right-click the listed events and Share with User (see Sharing a Resource on page 149), or
Modifying Column Settings on page 146.
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Automation and Event Processing Rules

Use the Automation and Event Processing Rules portlet to configure and maintain event processing
and automation rules.You can create custom multitenant domains and event processing rules
(EPRs) within any Multitenant site. Aside from the filter criteria, which EPR applies depends on
the EPR’s Domain ID compared to the target entity's notification Domain ID. All EPRs with the
root site’s Domain ID apply to all arriving events. EPRs with another Domain ID only apply to
events for entities that have been assigned the same Domain ID.

This portlet is intended for users who are interested in configuring and maintaining event
processing and automation rules. For steps to create these rules, see Creating Livent Processing
Rules on page 300.

Access this portlet by selecting Alarms > Automation from the navigation bar. This portlet has
both a summary view and an expanded view. Each view could display different Columns and has
the same Pop-Up Menu options available.

Summary
View
Expanded
View
¢op Automation and Event Processing Rules 4 Return to previous
@| / T : Fitte: ® | Default Event Processing Rule Fiter ¥ Advanced ' Quick Search kel Export
Rule Name= | Rule Category | Rule Type Event Name Description Enabled System
inkUp to Link ... Automation Automation 2 Events Q Q
ciscoConfighta...  Automation Automation ciscoConfigMa...  ciscoConfigha... | K V]
Update Campo... | Auomation Automation monitorTargetUp  Setthe operati... | |ed Q
Update Compo...  Automation Automation monitorTargetl...  Setthe operati...  |d Q
Update Campo... | Auomation Automation monitorTargetD... | Setthe operati... | |d Q
Update Compo...  Automation Automation linkUp Setthe operati..  kd Q
Update Campo... | Auomation Automation inkDown Setthe operati.. | kd Q
Tum off Servic...  Event Definitio...  Set Service AR, 8 Events Tum off service..  kd Q
45 item(s) returned o o 2)(3](4](5] » M
© widgets
Reference Tree Rule Actions Event Filter Summary
“g linkUp to Link Config Up Proces ~ Name Description © T AND (Match All of the followii
linkUp to Link Event Name in linkUs, linkU)

Columns

Other than the general navigation and configuration options, the Automation and Event
Processing Rules portlets (summary and expanded views) include the following columns. The
columns displayed by default are noted.
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You can view the value for most of the hidden columns by clicking the Settings tool, selecting the
columns tab, clicking Show for the appropriate column, and then applying the change.

Column
Rule Name

Rule Category

Rule Type

Event Name

Enabled

System

Description

Widget

Component
Domain ID
Icon

Valid

Description
A descriptive name given to the rule.
This field displays on the summary and expanded views by default.

The stage in the event and/or alarm life cycle that the rule is triggered. For example:
* Protocol Translation rules trigger early in the life cycle when non-SNMP messages,
such as Syslog are received.

* Stream Based Correlation rules also trigger carly in the life cycle to minimize the
event processing load on the application server and to improve throughput.

* Event Definition Override rules trigger after the aforementioned rule categories,
but prior to alarm correlation.

* Automation rules trigger a little later in the life cycle so that the results from the
execution of those rules are taken into account during automation.

This field displays on the summary and expanded views by default.

Text that indicates what the rule does. For example, there are several rule types
within the Event Definition Override category that change specific event attributes
to override default values otherwise inherited from the event definition.

To consider a specific example of this, you can make an Event Definition Override
Event Processing Rule that sets an event as service-affecting. These rules override the
default service affecting field that would otherwise be entirely determined by the
event definition (as determined by the notification type).

Note: The installation provides some seeded event processing rules. You can edit
some sceded rules, others you cannot edit. If you edit a system seeded rule and want
to restore the default settings, you need to delete the rule from the portlet and then
enterocpi nstall -s from an oware command line to re-seed the database.

This field displays on the summary and expanded views by default.

The event associated with the rule.

This field displays on the summary and expanded views by default.

An indicator that the rule is enabled (checkmark) or not (X).

This field displays on the summary and expanded views by default.

An indicator that the rule is a system rule (checkmark) or a non-system (user-

defined) rule (X).

This field displays on the summary and expanded views by default.
Text describing the rule in more detail.

This field displays on the expanded view by default.

Additional information about the selected rule, such as:
¢ Reference Tree shows the connection between the rule and its event.

* Rule Actions list any configured actions associated with the rule.

* Event Filter Summary shows configured filters for the selected rule.
The Widgets field is available only from the expanded view.

The component the rule accesses, such as Extreme Networks device driver.
The identifier for the resource domain.

The icon that represents this resource.

An indicator that the rule is valid (checkmark) or not (X).
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The Automation and Event Processing Rules pop-up menu provides access to the following
options. Right-click a row to access these options.

Menu Option
New

Edit

Copy

Audit

Delete
Import/Export

Share with User

Description

Provides access to the following menu options:

* Protocol Translation displays the Syslog Escalation option. Select this option to
open the Creating New Syslog Escalation Rule window and define a syslog
escalation rule.

* Stream Based Correlation displays the Frequency Threshold and State Flutter.
options. Select the event processing rule type to open the Creating New eventType
Event Processing Rule window and define a new event processing rule.

* Event Definition Override displays the Reject Event, Suppress Alarm, Set
Severity, Set Service Affecting, and Device Access options. Select the event
processing rule type to open the Creating New eventType Event Processing Rule
window and define a new event processing rule.

* Automation opens the Creating New Automation Event Processing Rule window,
where you define an automation processing rule.

Opens the Editing Automation Event Processing Rule window, where you can view

the rule details or edit the rule if it is not read-only.

Creates a new rule derived from the selected rule with some changes to the

properties, filtering, members, or actions.

Note: The OpenManage Network Manager system generates a new name, such as

CopyOfUpdate Component State. You must change that name before you save the

event processing rule.

Opens the Audit Trail Viewer window, which lists existing audit records and jobs for

the selected record.

Removes the selected rule.

Provides the following actions when available for the selected rule:
* Import retrieves a file containing XML compliance descriptions. Some imports
can come from a URL.

» Export Selection exports the selected description to an XML file.
* Export All exports all descriptions to an XML file.
Click Download Export File to specify where to save the file.

The Import/Export option is useful as a backup or to share descriptors with other
projects.

You must import data into the correct portlet. For example, you cannot import event
data into the Actions portlet.

If one type of data depends on another, you must import the other data before
importing the data that depends on it.

Opens the Share with User window where you select the colleague you want to share
the selected rules with and then type your message.

Multitenant Domains and Event Processing Rules (EPRs)

You can create custom EPRs within any Multitenant site. Aside from the filter criteria, which EPR
applies depends on the EPR's Domain ID compared to the target entity's notification Domain ID.
All EPRs with the root site's Domain ID apply to all arriving events. EPRs with another Domain ID
only apply to events for entities that have been assigned the same Domain ID.
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Creating Event Processing Rules

There are many different types of rules you can create. As an example, the steps provided show how
to create a device access rule from the Automation and Event Processing Rules portlet. If you need
a detailed description of this portlet, the rule types, or other menu option, sce Automation and
Event Processing Rules on page 297. Also see Filtering/Settings on page 302, Syslog Escalation
Criteria on page 306, and Actions on page 310 for more about the differences available between
rule types.

Create a rule from the Automation and Event Processing Rules portlet as follows.
1 Right-click and then select Event Definition Override > Device Access.
The Rule Editor is displayed.
2 Enter a name to identify the rule and an optional description.
Select Enabled if you want this rule to begin working immediately.

4 Click Next to specify filters.

5 Add the events to filter.
a. Click Add to show the events list.
b. Select the events you want to add.
c. Click Add Filter to further filter the selected events.
6 Click Next to specify the settings for the selected rule type.

This panel’s appearance depends on the type of rule you selected when you clicked New.
When you are editing an existing rule, it defaults to that rule’s screen. For more about the
available alternatives, see Filtering/Settings on page 302.

The Device Access example creates a specific device access event for user login, logout, login
failure, or configuration change.

7 Select the Access Type (Config Change, Login Failure, User Login, User Logout) from the
pick list for that field.

OMNM 6.5.2 User Guide



Automation and Event Processing Rules | Alarms, Events, and Automation

8 Enter the User Name Variable and/or User Name RegEx match string.

This confines rule response to the selected users.

9 Select Suppress Correlated events if you do not want to see events correlated with this one.

10 Click Save to preserve the event processing rule.

Ei NOTE:

To test these rules, you typically need specialized trap-sending software. However, you can make a rule
respond to an internal OpenManage Network Manager event, such as backup failure if you only want to
see the outcome. Simply disable your FTP server) and back up a device to get a backup failure event.

Rule Editor

After you select a category and type for a new rule, the Rule Editor is displayed, where you manage
the event processing described briefly in Creating Event Processing Rules on page 300. The editor
has the following panels:

e GCeneral

*  Iiltering/Settings

*  Syslog Escalation Criteria (for Syslog Escalation)
e Actions (for automation rules)

Subcomponent names must cache on the server if you want to refer to them in rules. For example,
if you want e-mail whenever a linkDown occurs on a port, then you must cache subcomponents. If
you cache subcomponents, it impacts performance, which is why such caching is disabled by
default.

To enable caching, set the following property in the installed.properties file and then restart the
Application server:

com dor ado. redcel | . i nventory. equi pnent . subconponent . cache=true

General

The General panel is common to all rule types.

[t contains the following fields:

Name—Enter a text identifier for the rule.
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Description— Enter an optional text description of the rule

Alarm Only— Visible only in automation rules. Check this to enable the rule only if an alarm is
generated, not suppressed.

Explicit Membership — Visible only in automation rules. This indicates that this rule has explicit
membership. If any explicit members are defined for a rule, then the event must be associated
with one of these entities in order for this rule to execute. This box must be checked in order
to enable the buttons to add entities on the Explicit Members tab.

Enabled—Select this option to enable the rule.

Filtering/Settings

For all rule types, select the Event Definition. Click Add to open a screen where you can select
events to include in the event you are creating. This includes a filter at the top that you can use to
search for specific events. For example, Event Name Contains. Click Add Selection to include
selected items in this filter, or Add All to include all displayed events. After you finish event
selection, click Done at the bottom of this selection screen.

Click Add Filter to further filter the selected events. See Defining Advanced Filters on page 147
for more about this feature. After you Add Filter the button changes to Clear Filter so you can
remove any filter from the event rule.

K NOTE:

OpenManage Network Manager supports multiple IP addresses per resource. During event processing,
filters that include IP address criteria may behave incorrectly when OpenManage Network Manager
evaluates the filter. Best practice is using resource name(s) instead of IP addresses.
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The following types are processing rule types and a description of their properties.

Rule Type

Protocol Translation

Stream Based
Correlation

Event Definition

Override

Automation

OMNM 6.5.2 User Guide

Properties

These rules define how to translate messages that are received from protocols
other than SNMP into a format that is more similar to an SNMP trap so that
they can become events in OpenManage Network Manager. SNMP traps
always have all of the data in their payload contained within variable bindings,
and this is also the way events are structured within OpenManage Network
Manager so for the system to be able to have events that come from protocols
other than SNMP, they first have to undergo this translation. Currently the
only rule type within this category is Syslog Escalation, and rules of this type
translate incoming syslog messages into a payload that is more similar to an
SNMP trap so that they can become events based on the definition
syslogNotification.

These rules allow you to control the stream of events that are processed. You
can do this by specifying a correlation pattern that the system should detect
among the events within the stream and then also specifying the action that
the system should take to modify the stream in some way. Correlation patterns
can take into account the frequency of certain types of similar events (as is the
case for Frequency Threshold rules) or they can operate on the intermittent
fluttering of the raising and clearing of certain types of alarms (as is the case for
State Flutter rules). You can use rules of types within this category for the
purpose of minimizing the number of events submitted to the application
server for further processing.

By default, events inherit all of their attributes (such as severity, behavior, etc.)
directly from the event definition identified by the notification type OID.
These rules allow you to override the default attributes such as severity (Set
Severity), service affecting (Set Service Affecting), and/or behavior (with rules of
the type Reject Event or Suppress Alarm). Device Access rules also fall into this
category because you can use rules of this type to normalize the device-specific
events into standardized events.

These rules execute specified actions for the rule after the event processing
occurs. Note that Automation is both a rule category and a rule type since there
is only one type of rule within this category.

The following are Event Definition Override rule types:

* Reject Event — This screen presents the Specify Event Filtering portion of
the screen without any Settings in the lower screen. Specify events to reject
with this selection and filtering.

* Set Severity — This rule overrides the default alarm severity of an event
selected and filtered in the upper screen.

| Specify Settings for: Set Severity \

Set Severity Cleared LI
Overrides the default severity of the event

* Suppress Alarm — This screen presents the Specify Event Filtering portion
of the screen without any Settings in the lower screen. Specify events/alarms
to suppress with this selection and filtering.
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Rule Type Properties

Device Access The Device Access example creates a specific device access event for user login,

logout, login failure or configuration change. Select the Access Type (Config
Change, Login Fuailure, User Login, User Logout) from the pick list for that
field.

Enter the User Name Variable and/or User Name RegEx match string in those
fields. This confines rule response to the selected users.

Select Suppress Correlated events if you do not want to see events correlated
with this one.

Stream Based Correlation has the following rule types:

Frequency Threshold—This rule type changes event behavior based on the frequency of the

selected event. For successive events of the same type, associated with the same entity, it
suppresses or rejects the first few received, up to the given event threshold, within the pattern
expiration time, and publishes the rest.

Enter the Pattern expiration time (idle time between events), specified in seconds and Event
threshold, number of events required before a notification is published, then select an Event
Action to take before the threshold is reached (Reject or Suppress the event). If you Reject an
event, it does not appear in Event history; if you Suppress it, it creates no alarm, but it does
appear in the Event history. Check Publish frequency start and stop notifications if you want
OpenManage Network Manager to keep a record of when this rule starts and stops filtering
events.

On receipt of the first event matching the given filter criteria, OpenManage Network
Manager enables the selected pattern. It remains active until no matching events are received
for at least the number of seconds specified as the pattern expiration time. The rule always
waits this number of seconds before publishing the event(s), even if the number of matching
events crosses the threshold before the pattern expires. Every time the rule reaches its
threshold in this time window, it publishes one event and then reset the counter.

For example, consider a pattern configured for 3 events in 10 seconds. If OpenManage
Network Manager receives only 2 matching events in a 10 second time window then it
publishes no events. With these same parameters, if OpenManage Network Manager receives
at least 3 but less than 6 (3 times 2) events, then OpenManage Network Manager publishes

OMNM 6.5.2 User Guide



Automation and Event Processing Rules | Alarms, Events, and Automation

one event. If it receives six events then it publishes two events (because this amounts to 3
times 2).

State Flutter—This type of rule changes event behavior on transient raising/clearing state changes
for events that are correlated to each other. For example, if there is a series of flapping linkUp
and linkDown events for the same interface, but you do not want the alarm state of this
interface to change rapidly, then you can use a rule of this type to filter out the noise so that
the alarm state reflects the most common state of the interface. When rules of this type are
configured, the system looks for successive raising and clearing events that correlate to cach
other and are associated with the same entity and it publishes the final state in after a given
number of seconds has elapsed and it suppresses or rejects the extra events..

|J Specify Settings for: State Flutter |

Interval 5
Action Reject ® Suppress

Publish Event

Changes event behavior on transient state change events such as a series of linkDown and linkUp events for same
interface

To create a rule of this type, you will need to associate it with at least one raising and/or
clearing event definition. You can include more than one raising and/or more than one
clearing, but for an event to be affected by this type of rule, it must have a correlated pair to
another event definition. To add event definitions to the rule, when you are on the Filter tab
of the edit screen, click the Add button within the upper panel and select event definitions
that correlate to each other through raising/clearing correlation. If you need to look up this
information, you can go to the Event Definitions portlet and bring up the edit screen for any
given event definition and then navigate to the Correlations tab. Examples of pairs of event
definitions that are related to each other through raising/clearing correlation include linkUp/
linkDown, monitorTargetUp/monitor TargetDown, among many others.

After you select the event definitions and also enter any additional filtering as desired,
navigate to the Setting tab and enter the Interval (seconds) and the Action (Reject or
Suppress the event). If you Reject an event, it does not appear in Event history; if you
Suppress it then it creates no alarm but it does appear in the Event history. Check Publish
Event if you want OpenManage Network Manager to keep a record of when this rule starts
and stops filtering events.

OpenManage Network Manager always publishes the first raising event matching the given
filter criteria. When OpenManage Network Manager receives a correlated event (either the
raise or the clear), this activates the State Flutter rule pattern, which will then expire after the
given number of seconds has elapsed. Until the pattern expires, it holds all correlated rising
and clearing events. This way if the state goes from raise to clear and back to raise in rapid
succession, the result will be the final state after the number of seconds has elapsed, but
without publishing the extra events and/or creating the alarms.

The following type is the Protocol Translation rule type:

Syslog Escalation —This screen presents the Specify Event Filtering portion of the screen without
any Settings in the lower screen. Specify events to select. Then click Next to go to the
Escalation tab.

Automation rules let you modify the Specify Event Filtering portion of the screen without any
Settings in the lower screen. Specify events to select. Then click Next to go to the Actions tab. See
Actions on page 310 for more about that feature.
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Syslog Escalation Criteria

This tab of Syslog Event Rules lets you manage events based on matching text, and configure
messages in response to such matches.

The following sections describe syslog escalation criteria:

* Ciriteria: Syslog Match Text
* Ciriteria: Syslog Event Setup
e Template Fields

*  Message Test

*  Explicit Members

Criteria: Syslog Match Text

In this tab, enter the Syslog Match Text. Click the plus to add matching text to the list below the
empty field. There are two options for How to Apply the Match Text to Syslog Messages, which is
controlled by whether or not this box is checked. Check to match any single entry (only one
message match text must be present in the message) or uncheck to match all entries (all message
match texts must be present). For example, consider that the Message Match Text list contains the
following entries: "LOGIN" and "FAILED" and consider a Syslog message that says "USER LOGIN
SUCCESS". This message would be a match if the box was checked but it would not be a match if
the box was unchecked. If the list contains the same entries but the Syslog message was "USER
LOGIN FAILED" then this would be a match regardless of whether the box was checked.

Criteria: Syslog Event Setup

This portion of the Criteria screen sets up the sysl ogNot i fi cation event emitted when
matching occurs. Here are the fields:

Event Severity — Select the alarm severity of the event emitted when a match occurs. You can
choose to assign a specific severity to the syslogNotification events that would be created
from this escalation, such as Major, Minor, etc., or you can instead select Indeterminate,
which will use the severity within the original Syslog message to determine the severity of the
resulting event. For example, if you select Indeterminate and the Syslog message has a
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severity of Critical then the resulting event will also be Critical. But if you select a specific
severity from this drop down, such as Minor, then this the events will be assigned this severity
regardless of what severity is found within the original message.

Message Pattern —- An optional regular expression for the text to retrieve and transmit in the
created event's variable bindings (varbinds). Syslog escalation uses the retrieved value(s)
entered in the template fields to populate the associated varbinds.

Category Template —A directive for how to populate the syslog category varbind value. This is a
template field, which means that you can either enter static text (like Cat egory1) or a
template containing variables (like Cat egor y9d.). This populates the sysl ogCat egor y
varbind with the appropriate text, for example: Cat egor y- LOG N See Template Fields
below for more about this type of field.

Ei NOTE:

When you dynamically populate the syslog category, you can more easily base extended event
definitions (EEDs) on the sysl ogNot i fi cat i on definition. For example you could change the base
event definition to allow EEDs on the syslog category varbind. See Using Extended Event Definitions on
page 341 for more about EEDs.

Message Template— A directive for how to populate the syslog text varbind value. This is a
template field, which means that you can ecither enter static text (like sysl og nessage
recei ved) or a template containing variables (like %4 occurred on %8 for %2). Sce
the next topic for more information about Template Fields.

Suppress Alarm — Indicates whether or not to suppress the alarm for the resulting event. If you
only want events to be created in the Event History but you do not want alarms to also be
created, then check this box.

Template Fields

Template fields are associated with specific varbinds. When a syslog message matches an escalation
filter, OpenManage Network Manager creates an event and populates its varbinds using the
respective templates and the Message Pattern.

Templates have numbered variables—%., %2, and so on. OpenManage Network Manager resolves
such variables with substrings extracted from the original message text. This means it inserts the
first pattern retrieved in place of %4, inserts the second pattern retrieved for %2, and so on. For
example: the Message Template ficld contains %4 occurred on %3 due to 92, the Message
Pattern contains the regular expression (. *): (. *). IP: (.*) and a syslog message arrives
that matches the Syslog Match Text with the contents: Error: out of mermory. |P:

192. 168. 0. 1 then the message text varbind on the resulting event resolves to Er r or
occurred on 192.168.0.1 due to out of menory. This works on other template fields
too, like Category.

OpenManage Network Manager's syslogNotification event also includes a varbind containing the
original syslog message. This can be useful if you want the syslogText varbind to be the product of
processing but you also want to see the original message.
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Message Test

This screen lets you test your message against the pattern and/or template. Click the Test button to
the right of the top field to activate this testing.

Test Message—Enter a message to test.

Test Message Result—The text extracted for the event as it appears in the template after you click
the Test button.

Click Apply to accept these escalation criteria, or Cancel to abandon them without saving.

K4 NOTE:

The default behavior of the syslogNotification is Reject rather than Suppress. This means that received
syslog messages have to match an escalation filter to become events. Users who want all received
syslog messages to become events must override this default setting and change the behavior to either
Suppress (which makes only events but no alarms) or Alarm (which makes alarms). Note that this default
behavior only affects messages that do not match any escalation filter. OpenManage Network Manager
processes those that match an escalation filter just the same regardless of what is the default behavior
of syslogNotification.

Explicit Members

This screen displays the explicit member entities that are associated with this rule. If any explicit
members are defined for a rule, then the event must be associated with one of these entities in
order for this rule to be triggered. This is a convenient way of defining entity-specific filters for the
rule and you can also use this feature to allow the rule to behave differently based on the entity that
is associated with the triggering event. Please note that the Explicit Membership box on the
General tab must be checked in order to enable the buttons on this tab.
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If explicit membership is enabled, then you can click Add and this displays a screen through which
you can select an explicit member entity and optionally configure specific overrides that would be
associated with this member.

From the Editing Explicit Member Entity popup screen, you can select a Member Entity from
among different possible entity types including Managed Equipment, among others. You can also
specify Filter Criteria Overrides, which are the changes to the filter criteria that should be applied
when this rule is triggered by an event associated with the Member Entity that was selected. Finally,
you can specify Action Parameter Overrides, which are changes to the action parameters that
should be applied when this rule is triggered by an event associated with the member entity that
was selected. If you choose to add an override of either type, a screen will be shown that allows you
to specify the attributes that are being overridden along with the override value.

On the Editing Override Value screen, if this is a filter criteria override then a drop down list will be
shown to select the Filter Criteria Attribute. Note that this list will be populated with the filter
criteria that this rule is configured with from the Filtering tab. If you select an attribute and then
enter a value then this value will override the default configured value on the Filtering tab if this
rule is triggered by an event associated with the configured member. The filter will then be applied
with the override values and this rule will only be triggered if these criteria are met.

OMNM 6.5.2 User Guide 309



Automation and Event Processing Rules | Alarms, Events, and Automation

If this is an action parameter override then drop down lists will be shown to select the action and
the action parameter. Note that these lists will be populated with the names of the items in the
Actions tab and also with the parameters associated with each respective action. If you select an
action and an action parameter and then enter a value then this value will override the default
configured value on the Actions tab if this rule is triggered by an event associated with the
configured member. The action will then be executed with the override values.

Actions

This screen catalogs the actions configured for the Automation rule you previously configured.

Click Add Action to create a new action in the editor. The Actions column lets you revise (Edit this
entry) or Delete entries in this table. Click Save to preserve the actions configured here, or Cancel
to abandon any edits.

Clicking Add Action to configure:

e anaction based on available Adaptive CLI actions

* destinations and messages for email and SMS recipients
* automation to forward northbound messages

* config changed

Click Apply to accept configured actions, or Cancel to abandon their editor and return to this
screen.

Ei NOTE:

Actions available here are like those for Discovery Profiles on page 165. You can also use actions to
Execute Proscan. See Change Management and Compliance.
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Action

This screen lets you configure an action based on Adaptive CLI actions available in the system.
Select an action. To search for an action, specify search criteria and then click Go. The parameters
available vary depending on the selected action. Tooltips provide additional information when you
hover over a field.

Optionally select the action device target from the list. If you do not specify an explicit target,
OpenManage Network Manager uses the default entity for the event as the target.

You can specify parameter variables, dependent on the event, rule, and selected targets specifics.
Do this with either NOTIFICATION or VARBIND.

The following are valid attributes to use in a phrase like [ [ NOTI FI CATION: <attr name>]]:
*  TypeOID
e AlarmOID
*  EntityOID
*  EquipMgrOID
e DevicelP
e SourcelP
* EntityName

K NOTE:

Consult the relevant portlet to find and verify an OID. For example, the Event Definitions portlet has an OID
column, and the varbind OIDs appear in the event editor Message Template window.

Correct spelling is mandatory, and these are case sensitive. NOTIFICATION and VARBIND must
be all caps, and within double brackets. The colon and space after the key word are required.

OpenManage Network Manager converts anything that conforms to these rules and then passes the
converted information into the action before execution. Anything outside the double square
brackets passes verbatim.
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For example, if you have the following string:

This is the alarm O D [[NOTI FICATION. AlarmO D]] of notification type
[ [ NOTI FI CATI ON: TypeQ D] ] having vari abl e binding [[VARBIND: 1.3.4.5.3]]

This string is passed as:

This is the alarm O D 10 E92t |1 3A3 of notification type
1.3.6.1.4.1.3477.1.27.20.7 having variabl e binding 151.

Click Apply to accept your edits, or Cancel to abandon them. For an example, see Extracting
Adaptive CLI Attributes from a Syslog Alarm on page 322.

Email

Email actions configure destinations and messages for e-mail and SMS recipients. You can include

fields that are part of the event by using the features described in Using Email Action Variables on
page 318.

Notice that below the e-mail action Description, you can check to send this mail (and/or SMS) to
associated Contacts, if any are available, even if you specify no mail address destination. The SMS
tab is similar to the e-mail tab, but limits the number of characters you can enter with a field at its
bottom. You must send SMS to the destination phone carrier’s e-mail-to-SMS address. For

example sending text to 916-555-1212 when Verizon is the carrier means the destination address is

9165551212 @vtext.com.

When enabled, notification emails go to the Contact associated with the Managed Equipment for
the notification event. For the contact's email address, mail goes to the first specified address from
cither the Work Email, Home Email or Other Email fields in the Contact editor. SMS messages go

OMNM 6.5.2 User Guide



Automation and Event Processing Rules | Alarms, Events, and Automation

to the Pager Email field for the contact. If a Contact was not found or the required addresses are
not specified for the Contact, then OpenManage Network Manager uses the Recipient addresses
configured in the Email Action.

K NOTE:

Programs other than OpenManage Network Manager let you manipulate mail outside the scope of
OpenManage Network Manager. For example IFTTT (If This Then That) lets you send SMS in countries
whose providers do not provide e-mail equivalents to SMS addressing. You can also use such
applications to save mail attachments like reports to Dropbox accounts.

This screen has the following fields:

Recipient —FEnter an e-mail address in this field and then click add (+) to add a recipient’s
address. Click delete (-) to remove selected recipients.

Subject—The e-mail subject.
Email Header/Footer—The e-mail’s heading and footing.
SMS Body—The e-mail contents to be sent as text.

SMS Max Length—The maximum number of characters to send in the SMS. Typically this is 140,
but the default is 0, so be sure to set to your carrier’s maximum before saving.
Here is what Email looks like when it arrives:
Sent: Wednesday, March 02, 2011 2:37 PM
To: techpubs@ est sof tware. com
Subj ect: Wb Test
Notification: redcelllnventoryAttribChangeNotification
Notification Attributes:

sysUpTine. 0 = 5 hours, 16 mns, 43 secs
snnmpTrapA D. 0 1.3.6.1.4.1.3477.2.2. 1
redcel I  nvent oryAttrNane. 0 RedCel | . Confi g. Equi pnent Manager _Not es

redcel I  nvent oryAttr ChangedBy. 0 = adnin
redcel I I nventoryAttrNewvalue.0 = hello
wor | d

severity

auto

redcel I I nventoryAttrd dvalue.0 = hello
wor | d
severity
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Forward Northbound

When you want to forward a message, such as an SNMP v2 event (trap) to another host, then
configure automation in this screen to do that.

,Settings for Northbound Forwarding

Forwarded Message Type
SNMPv2 Trap

Destination Address
0.3 .35 .157 |7

Destination Port
162 *

Community String
public

Send as Proxy
@[ 192 . 188 . 53 . 85

Send Generic Message

Only forward variable bindings received in original trap payload (do not forward mined variable bindings)

o Apply ® cancel

Enter the following fields:

Forwarded Message Type — The type of message to forward. This can be an SNMP v2 Trap, a
Syslog, or an HT'TP REST call. This selection is determined by the type of message the
northbound system is expecting. For example, you might have a northbound system that is
expecting to collect SNMP traps from OpenManage Network Manager. Some northbound

systems are configured to collect Syslog messages and other might be configured to collect
HTTP REST calls.

Destination Address— The IP address of the northbound destination.

Destination Port—The port on the northbound destination. Note that this auto-populates with
the most common port number based on the selected Forwarded Message Type.

Community String —The SNMP community string for the northbound destination. This is only
relevant if the Forwarded Message Type is SNMP Trap.

Username — If the Forwarded Message Type is HT'TP REST call, the username is required for

authentication.

Password — If the Forwarded Message Type is HI'TP REST call, the password is required for
authentication.

Send as Proxy— Select this option to send the IP address you specify as the event source. If not
selected, the IP address of the mediation server receiving the trap is sent. (See Sending as
Proxy on page 315 for more information.)

Send Generic Message — When selected, this sends a generic message, whether this be a trap ora
different kind of message. See Forwarding a Generic Message on page 317 for more
information.

Only forward variable bindings received in original trap payload (do not forward mined variable
bindings) — If selected, only the variable bindings received in the original trap payload is
forwarded. If not selected, the mined variable bindings are also forwarded. If the Forwarded

Message Type is Syslog, this is irrelevant because Syslog messages do not contain variable
bindings.
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Config Changed

This action sets a flag on the device notifying that a configuration change has occurred. This also
updates the "Last Configuration Change" attribute of the managed resource that is associated with
the event that triggered the automation to execute.

Iint: You can generate the report named "Configuration Change Report" to see all configuration
changes that have occurred for each device.

Forwarding Traps

SNMPv1 and SNMPv3 traps become SNMPv2 Traps

SNMPv1 traps are converted according to the RFC 1908 specification. SNMPy3 traps are already in
the SNMPv2 format and the application simply does not use SNMPv3 security when sending these
northbound. The following is the relevant snippet from the RFC 1908 specification:

3.1.2. SNWPv1l -> SNWPv2

When converting responses received froma SNWPv1 entity acting in an agent
role into responses sent to a SNMPv2 entity acting in a manager role:

(1)

(2) If a Trap-PDU is received, then it is nmapped into a SNWPv2- Tr ap- PDU.
This is done by prepending onto the variabl e-bindings field two new
bi ndi ngs: sysUpTime.0 [6], which takes its value fromthe timestanp
field of the Trap-PDU;, and, snmpTrapO D.0 [6], which is calculated as
follows: if the value of generic-trap field is enterpriseSpecific,
then the val ue used is the concatenation of the enterprise field fromthe
Trap-PDU with two additional sub- identifiers, ‘0, and the value of the
specific-trap field; otherw se, the value of the corresponding trap
defined in [6] is used. (For exanple, if the value of the generic-trap
field is coldStart, then the application uses the coldStart trap [6])
Then, one new binding is appended onto the variabl e-bi ndings field:
snnpTrapEnterprise.0 [6], which takes its value fromthe enterprise
field of the Trap-PDU. The destinations for the SNWPv2-Trap-PDU are
determined in an inpl ementation-dependent fashion by the proxy agent.

Despite this description, many vendors defined a trap for SNMPv2 and then had to support
sending it as SNMPv1 protocol. The assembly of v2 OID from vl enterprise and specific is
supposed to include an extra zero (0) as in: enterpriseOID.0.specific. However, if a v2 trap is
defined that has no '0" in it, it cannot be sent as vl and converted back following the specifications.

Sending as Proxy

The OpenManage Network Manager (OMNM) application can forward a trap as though it came
from a device (sourcelP spoofing) or act as an agent proxy according to the SNMP-COMMUNITY-
MIB. If not sending as a proxy, the OMNM application forwards traps from an application server
cluster as an SNMPv2 notification as though it is coming directly from the originating agent
(device). This is a common and the desired behavior. Some operating systems prevent packet
spoofing as a security measure so this behavior is optional.

If sending as a proxy, the OMNM application forwards the trap from the IP address given in the
field adjacent to the Send as Proxy option when you select it. If you select the Send as Proxy option
but leave the adjacent IP address blank, the OMNM application forwards the trap from the
receiving mediation server as sourcelP.
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The relevant excerpt from SNMP-COMMUNITY-MIB is:

-- The snnpTrapAddress and snnpTrapConmuni ty objects are included
-- in notifications that are forwarded by a proxy, which were

-- originally received as SNWPvl Trap nessages.

snnpTr apAddr ess OBJECT- TYPE

SYNTAX | pAddress

MAX- ACCESS accessi bl e-for-notify

STATUS current

DESCRI PTI ON
"The val ue of the agent-addr field of a Trap PDU which
is forwarded by a proxy forwarder application using
an SNWP version other than SNMPvl. The value of this
obj ect SHOULD contain the value of the agent-addr field
fromthe original Trap PDU as generated by an SNWPv1
agent . "

-- 1.3.6.1.6.3.18.1.3 -- ::={ snnmpConmmuni tyM BCbj ects 3 }

snnpTrapComuni ty OBJECT- TYPE
SYNTAX COCTET STRI NG
MAX- ACCESS accessi bl e-for-notify
STATUS current
DESCRI PTI ON
"The val ue of the community string field of an SNWPv1l
nmessage containing a Trap PDU which is forwarded by a
a proxy forwarder application using an SNVP version
other than SNWMPvl. The value of this object SHOULD
contain the value of the community string field from
the original SNWPvl nessage containing a Trap PDU as
generated by an SNWPv1l agent."
-- 1.3.6.1.6.3.18.1.4 -- ::={ snnmpCommuni tyM BCbj ects 4 }

The OMNM application always adds snnpTr apAddr ess to every trap forwarded as a proxy,
(never adding snnpTr apCommuni ty). It does not keep track of the community string on the
traps received.
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Forwarding a Generic Message

The option to forward a generic message forwards a trap or other type of message is found in the
following MIB file:

../ owar eapps/ event ngnt / m bs/ Assur eAl arns-M B
The following is the definition, as found in this file:
redcel | Generi cTrap NOTI FI CATI ON- TYPE

OBJECTS { alarm D, referencedNotificati onTyped D,

referencedNotificati onNane, redcell Severity, redcell Equi prent Nane,

redcel | Equi prent Manager O D, redcel | | nvent oryEntityNane,

redcel I I nventoryEntityType, al armvessage, redcel | NotificationRecei vedTi ne,
redcel | Equi prrent | PAddr ess }

STATUS current
DESCRI PTI ON
"Generic trap used for forwarding informati on about another trap while using a
standard trap format and notification type QAD."
::={ defaultProcessing 6 }

There 1s an XML version of this definition in the following file:
.../ owar eapps/ event ngnt / server/ conf/m bs. xni

Here is the XML content, as found in this file:

<itenp

<Description>Generic trap used for forwarding informati on about anot her
trap while using a standard trap format and notification type O D. </
Descri pti on>
<l ndexPosi ti on>1</ | ndexPosition>
<Name>r edcel | Generi cTr ap</ Nane>
<0 D>1.3.6.1.4.1.3477.1.7.11. 6</ A D>
<Status>current </ St at us>
<Type>NOTI FI CATI ON- TYPE</ Type>
<Vari abl es>
<itenp
<Narme>al ar O D</ Nane>
<0 D>1.3.6.1.4.1.3477.1.7.11. 1</ A D>
<litenp
<itenpr
<Nane>r ef er encedNot i fi cati onTypeQ D</ Nane>
<0 D>1.3.6.1.4.1.3477.1.7.11.3</ A D>
<litenp
<itene
<Nane>r ef er encedNot i fi cati onNarme</ Name>
<0 D>1.3.6.1.4.1.3477.1.7.11. 4</ A D>
<litenp
<itenpr
<Nane>r edcel | Severity</ Nane>
<0 D>1.3.6.1.4.1.3477.1.6. 1</ A D>
<litenp
<itenpr
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<Nane>r edcel | Equi pment Nane</ Nane>
<0 D>1.3.6.1.4.1.3477.2.3.1</Q D>
<litenp
<itenp
<Nane>r edcel | Equi pment Manager O D</ Nane>
<0 D>1.3.6.1.4.1.3477.2.3.14</ A D>
<litenp
<itenp
<Nane>r edcel | I nvent oryEnt it yNane</ Nanme>
<0 D>1.3.6.1.4.1.3477.2.1.8</ 0 D>
<litenp
<itenp
<Nare>r edcel | | nvent oryEntit yType</ Narme>
<0 D>1.3.6.1.4.1.3477.2.1.5</ A D>
<litenp
<itenp
<Nane>al ar mvessage</ Nane>
<0 D>1.3.6.1.4.1.3477.1.7.11.2</ A D>
<litenp
<itemp
<Nane>r edcel | Noti fi cati onRecei vedTi me</ Nane>
<0 D>1.3.6.1.4.1.3477.1.6.3</A D>
<litenp
<itemp
<Nane>r edcel | Equi prent | PAddr ess</ Nanme>
<0 D>1.3.6.1.4.1.3477.2.3.8</A D>
</itenp
</ Vari abl es>
<Vi ewType>OBJECT</ Vi ewType>

</itenp

Using Email Action Variables

The following are the Email Action variables used to customize the action email content. These
variables are classified as follows:

*  Basic Variables

*  Managed Equipment Variables

* Entity Type: Port

* Lintity Type: Interface, Logical interface
To successfully retrieve custom attributes in an e-mail, you must first create them. See Editing
Custom Attributes on page 150.

You can also configure more limited variables that are slightly more efficient in performance, if not
as detailed as those described in the following section.
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For example, you can retrieve the following attributes:

{RedCel | . Confi g.
{RedCel | . Confi g.
{RedCel | . Confi g.
{RedCel | . Confi g.
{RedCel | . Confi g.

K NOTE:

Equi pnent Manager _Cust ontl}
Equi pnent Manager _Cust on?}
Equi pment Manager _Last Backup}

Equi pnent Manager _Last Conf i gChange} and
Equi pnent Manager _Heal t hSt at us}

If the entity does not contain/return these values, then the message [No data for <attribute name>]
appears in the email instead.

Best practice is to clarify such attributes by combining them with others that spell out their source.

Basic Variables

Iere is a description of the basic variables:

Attribute
Name
Message
Entity Name

Equipment Manager
Name

Device IP address
Entity Type
Instance 1D

Protocol Type
Protocol Sub Type
Receive Time
Region

Severity

Source IP address

Description

The event/alarm name

Description from the event

The entity (interface, card...) name

The name of the equipment, parent or
chassis.

the IP of the device in alarm

Type of entity (Router, and so on)
An identifier for the event

Of originating alarm (SNMP , syslog,
etc.)

Inform, Trap, [blank] (for internal
events)

The mediation server partition name.

0 - cleared, through 6 - critical, from
Alarm Definition

The IP of the component sending the
alarm

Managed Equipment Variables

Email Action Variable
{Name}

{Message}
{EntityName}
{EquipMgrName}

{DevicelP}
{EntityType}
{InstancelD}
{Protocol Type}

{ProtocolSubType}

{RecvTime}
{Region}
{Severity}

{SourcelP}

Iere is a description of the managed equipment variables. These variables may have a performance

impact

Attribute

Custom 1
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Description

Note that although you can re-name
any Custom attribute, you must use
the variable’s original name. For
example here, that is
{RedCell.Contfig.EquipmentManager
_Customl }

Email Action Variable
{RedCell.Contig.EquipmentManager

_Customl}
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Attribute
Custom 2

Custom 3
Custom 4
Custom 5
Custom 6
Custom 7
Custom §
Custom 9
Custom 10
Custom 11
Custom 12
Custom 13
Description
DNS Hostname
Equipment Type
Firmware Version
Hardware Version
Last Backup

Last Configuration
Change

Last Modified
Model

Name

Network Status

Description

Description of the equipment
Hostname of equipment
Equipment Type

Version of the equipment’s firmware
Version of the equipment’s hardware
Last Backup

Last Configuration Change
Timestamp of Last Modified

Model number of the equipment
Component name

Network Status

Email Action Variable

{RedCell.Config. EquipmentManager
_Custom2}

{RedCell.Config. EquipmentManager
_Custom3}

{RedCell.Contig. EquipmentManager
_Custom4}

{RedCell.Contig. EquipmentManager
_Custom5}

{RedCell.Config. EquipmentManager
_Custom6}

{RedCell.Config. EquipmentManager
_Custom7}

{RedCell.Config. EquipmentManager
_Custom8}

{RedCell.Contig.EquipmentManager
_Custom9}

{RedCell.Contig. EquipmentManager
_Customl10}

{RedCell.Config. EquipmentManager
_Customl 1}

{RedCell.Config. EquipmentManager
_Customl12}

{RedCell.Config. EquipmentManager
_Customl13}

{RedCell.Config. EquipmentManager
_DeviceDescription}

{RedCell.Config. EquipmentManager
_Hostname}

{RedCell.Config.EquipmentManager
_CommonType}

{RedCell.Contig. EquipmentManager
FirmwareVersion }

{RedCell.Contfig.EquipmentManager
_HardwareVersion}

{RedCell.Config. EquipmentManager
_LastBackup}

{RedCell.Config. EquipmentManager
_LastConfigChange}

{RedCell.Config. EquipmentManager
_LastModified}

{RedCell.Contfig.EquipmentManager
_Model}

{RedCell.Contfig.EquipmentManager
_Name}

{RedCell.Config.EquipmentManager
_HealthStatus}
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Notes

OSVersion
Serial Number
Software Version

System Object 1d

Entity Type: Port

Automation and Event Processing Rules | Alarms, Events, and Automation

Description
Equipment Notes

OSVersion
Unique identifier for the equipment
Version of the equipment’s software

SNMP based system object identifier

Here is a description of the Port entity type variables.

Attribute

Custom 1

Custom 2
Custom 3
Custom 4
Encapsulation
Hardware Version
If Index

MAC Address

Model
MTU
Name
Notes

Port Description

Port Number
Slot Number
Speed

Subnet Mask
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Description

Note that although you can re-name
any Custom attribute, you must use
the variable’s original name. For
example here, that is
{RedCell.Config.EquipmentManager
_Customl}

Encapsulation
Version of the port’s hardware
SNMP If Index

“Typically a MAC Address, with the
octets separated by a space, colon or
dash depending upon the device. Note
that the separator is relative when
used as part of a query.”

Model number of the port
Maximum Transmission Unit
Port name

Port Notes

Description of the port

Port Number
Slot Number
Speed
SubMask

Email Action Variable

{RedCell.Config.EquipmentManager
_Notes}

{RedCell.Config.EquipmentManager
_OSVersion }

{RedCell.Contfig.EquipmentManager
_SerialNumber}

{RedCell.Contfig.EquipmentManager
_SoftwareVersion}

{RedCell.Contig.EquipmentManager
_SysObjectID}

Email Action Variable
{RedCell.Config.Port_Custom1}

{RedCell.Contfig.Port_Custom2}
{RedCell.Contfig.Port_Custom3}
{RedCell.Config.Port_Custom4}
{RedCell.Config.Port_Encapsulation}
{RedCell.Config.Port_HardwareVersion}
{RedCell.Contig.Port_IfIndex}
{RedCell.Config.Port_UniqueAddress}

{RedCell.Contfig.Port_Model}
{RedCell.Contfig.Port_Mtu}

{RedCell.Config.Port_Name}
{RedCell.Contig.Port_Notes}

{RedCell.Contig.Port_DeviceDescrip
tion}

{RedCell.Contig.Port_PortNumber}
{RedCell.Contig.Port_SlotNumber}
{RedCell.Config.Port_Speed}
{RedCell.Contfig.Port_SubMask}
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Entity Type: Interface, Logical interface

Here is a description of the Interface, Logical interface entity types

Attribute Redcell Email Action variable

Custom 1

Description

Note that although you can re-name | {RedCell. Config.Interface_Customl}
any Custom attribute, you must use

the variable’s original name. For

example here, that is

{RedCell.Config. EquipmentManager

_Customl }
Custom 2 {RedCell.Config.Interface_Custom2}
Custom 3 {RedCell.Config.Interface_Custom3}
Custom 4 {RedCell.Config.Interface_Custom4}
Encapsulation Encapsulation {RedCell.Config.Interface_Encapsula
tion}
[fIndex SNMP Interface Index {RedCell.Config.Interface_IfIndex}

Interface Description
Interface Number
Interface Type

MTU
Name
Notes
Port Number
Slot Number
Subnet Mask

Description of the Interface
Interface Number
Common Interface Type

Maximum Transmission Unit
Interface name

Interface Notes

Port Number

Slot Number

Subnet Mask of the Interface

{RedCell.Config.Interface_DeviceDe
scription}
{RedCell.Contig.Interface_Interface
Number}

{RedCell.Config.Interface_Common
Type}
{RedCell.Config.Interface_Mtu}
{RedCell.Contfig.Interface_Name}
{RedCell.Contig.Interface_Notes}
{RedCell.Config Interface_PortNumber}
{RedCell.Config Interface_SlotNumber}
{RedCell.Config.Interface_SubMask}

Extracting Adaptive CLI Attributes from a Syslog Alarm

This section demonstrates how to pass attribute text from a syslog alarm to an action by detailing

the following workflow:

1 Receiving Syslog Events

a b~ W N

Matching Text from a syslogNotification Event

Verifying the Results

Creating Extended Event Definition for syslogNotification
Creating ACLI Action and Pass Varbind Value for Execution
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Receiving Syslog Events
To receive syslog events, you need to configure a device to send syslog traps to the OpenManage
Network Manager (OMNM) application.

Receive syslog events by configuring your device to send syslog traps to the OMNM application as
follows.

1 Contfigure a device to send syslog to the appserver.
For a Dell S5000 switch (10.128.6.22), add | oggi ng 192. 168. 0. 138.
!
| oggi ng trap debuggi ng
| oggi ng 192. 168. 54. 43
| oggi ng 10. 35. 35. 201
| oggi ng 10. 35.35.78
| oggi ng 192. 168. 50. 200
| oggi ng 192. 168.0. 138
Verify that the Event History portlet shows the SyslogNotification event name for the defined
entity.
The syslogNotification default behavior is suppress. Because we receive many

syslogNotifications, you can set the event to Reject after confirming the use case. For Cisco,
the syslog event may use clogMessageGenerated.

Matching Text from a syslogNotification Event

This example matches specific text from an event and associates it to a category by creating a
Syslog Escalation rule in the Event Processing Rule portlet.

Match text from a syslogNotification event as follows.
1 Extract the port information from a syslog message.
S5000> configure t
2 Login Device and
> interface te 0/20
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3 Shut down an interface:
> shut down
4 Bring up the interface
> no shutdown
5 Locate the sysl ogNot i fi cati on event in the Event History portlet.
6 Look at the syslogText provided from the shut down and no shut down commands.

7 Extract the relevant port information with these messages.

sysl ogText.0: 6wbdlh: S5000_22: %STKUNI TO- M CP 9% FMGR- 5- ASTATE_DN:
Changed interface Admin state to down: Te 0/20

sysl ogText.0: 6wbdlh: S5000_22: %STKUNI TO- M CP 9% FMGR- 5- ASTATE_UP:
Changed interface Admin state to up: Te 0/ 20

8 Right-click to create a new Protocol Translation > Syslog rule in the Event Processing Rules
portlet to extract information.

9 Make sure that the filtering tab is not blank as you edit.
For this example set Source 1P is not 0.0.0.0.

324 OMNM 6.5.2 User Guide



Automation and Event Processing Rules | Alarms, Events, and Automation

10 Add the Escalation criteria extracting the following Syslog information for the Te 0/ 20
interface:

sysl ogText. 0: 6wedlh: S5000_22: %STKUNI TO- M CP % FMGR- 5- ASTATE_DN:
Changed interface Admin state to down: Te 0/20

11  Provide the following information:
* Message Match Text use ASTATE_DN from the sysl ogText .
* Event Severity is the alarm severity for sysl ogNot i fi cati on:: [ Cat egory]

* Message Pattern get from the given sysl ogText . 0, parse the port string (Te 0/ 20)
with down: (. *)

* Category Template set up an event definition based on the Category name. The next
step creates an Extended Event Definition for this. For example, the next time this type
of syslog alarm arrives, it appears as sysl ogNot i fi cati on:: [ Cat egory] in this
case sysl ogNoti fi cati on:: STATE DOMN

* Message Template is the regular expression in this rule parses Message Pattern, %1 from
(.*) intosysl ogText

12 Apply the STATE_DN criteria.
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13 Parse the ASTATE_UP match text similar to:

sysl ogText.0: 6wbdlh: S5000_22: %STKUNI TO- M CP 9 FMGR- 5- ASTATE_UP:
Changed interface Admin state to up: Te 0/20

14 Apply and then Save.

Creating Extended Event Definition for syslogNotification

Create extended event definition events to associate certain alarms for syslogNotification
categories.

1 Go to the Event Definitions portlet (Settings > Alarm Definitions).

2 Locate the syslogNotification event.

3 Right-click the syslogNotification event and then select Edit.
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The Editing Event Definition window is dispalyed.

Click the Extensions tab.

Add syslogCategory to the Key Variables list.

Click Save.

Right-click the syslogNotification event and then select Add Extended Event Definition0.
The Adding Extended Event Definition window is displayed.

~N o o b

8 Use the category specified earlier and have sysl ogCat egory create the Extended Event
Definition.
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9

10

Verify that the next alarm is the alarm created during this exercise, after creating the syslog
events for syslogNotification:STATE_DOWN and STATE_UP.

Log into the device and shutdown an interface and then check the Alarms or Event History:
S5000> configure t

> interface te 0/20

> shut down

Then bring up the interface:

> no shut down

Creating ACLI Action and Pass Varbind Value for Execution

For this example, create an ACLI action to bring up the interface based on the Varbind extracted
from the syslogNotification event. So if you shut down an interface, what we did previously
extracted the port information into the syslogText attribute, the Adaptive CLI uses the Varbind for
the ACLI script we set up here.

Create an ACLI action pass the Varbind value for execution as follows.

1
1

328

Navigate to the Actions portlet (Resources > Actions).

Create a new action.

a. Right-click the portlet and then select New > Adaptive CLI
b. Specify the general settings and any associated actions.

c. Save the action.

Select the Attributes tab.
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3 Create a String attribute Message.

4 Select the Scripts tab.
5 Create an Embedded CLI script.
For example, enter the following commands:
configure t
interface [ Message]
no shut down
exi
We will create a post processing rule and pass a Varbind OID so it goes into the Message
parameter specified here.

6 Create an Automation rule.
a. Select Alarms > Automation.

The Automation and Event Processing Rules portlet is displayed.

b. Right-click and then select New > Automation.
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c. Add the event with which to trigger an action.

d. Click the Actions tab and then select Add Action > Action.
e. Select the action you made.
f. Pass the Varbind OID to the Adaptive CLI action.
For a Varbind, the syntax is [ [ VARBI ND:  <var bi nd_oi d>]] .

The Varbind of interest is the syslogText extracted port string from syslogNotification.

7 Check the Event Details from Event History portlet.
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8 Get the Varbind OID.
a. Go to the Event Definition portlet (Settings > Alarm Definitions).
b. Right-click the event definition and then select Edit.
The Editing Event Definition window is dispalyed.
c. Click the Message Template tab.
The syslogText OID shows as 1. 3. 6. 1. 4. 1. 3477.1.7.5.1

Verifying the Results

Verify the results as follows.

A

If the Adaptive CLI action successfully brings the interface back up, it triggers the
syslogNotification::STATE_UP event.

2 Check the audit trail for the Adaptive CLI action.

When successful, it indicates the Adaptive CLI successfully used the syslogText varbind
message.
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You can define how the OpenManage Network Manager application treats notifications (events)
coming into the system. Administrators define event behavior deciding whether it is suppressed,
rejected, or generates an Alarm. Manage the definitions of events from this portlet.

By default, this portlet is accessed by selecting Settings > Alarm Definitions from the navigation
bar.

/% Event Definitions F X
©| /| B # searer
MIB Name ¥ Event Name Naotification OID | Severity Default Behav... | System
RFC1313-MIB frOLCIStatusC...  1.3.6.1.2.1.10... Suppress u
MPLS-TE-STD mplsTunnelUp 13612110 Alarm u
MPLS-TE-STD... | mplsTunnelDown | 1.3.6.1.2.1.10... Alam G
MPLS-TE-STD... mplsTunnelRer... 1.3.6.1.2.1.10.. . Major Alamm u
MPLS-TE-STD mplsTunnelRe 13612110 Suppress u
MPLS-LSR-ST... mplsXCUp 13612110 Suppress (V]
50 item(s) returned [limit reached] H 4 n 2l 2 4. »r N

From this portlet, you can configure events that, when correlated as described in Automation and
Event Processing Rules on page 297, trigger actions.

Columns include the MIB Name, Event Name, Notification OID, Severity for associated alarms,
and Default Behavior. Alter these settings from the Event Definition Editor. Right-click a selected
event definition for the following menu items:

Edit—Open the selected event definition in the Event Definition Editor.
Set Behavior—This lets you select from the following options:
* Reject—Every received message is rejected.
*  Suppress—The message is tracked in Event History and then ignored.

*  Alarm-"The message is tracked in Event History and then processed through the alarm
life cycle, which might create a new alarm, increment an existing alarm, or clear an
existing alarm.

Set Severity—Set the alarm severity for the selected event, or select the Cleard option.
MIB—This lets you upload a new MIB to your event definitions.

Import/Export—Export the selected config file to disk, or import it from disk. You can also import/
export a selected configuration file.

Provides the following actions when available for the selected image:

* Import retrieves a file containing XML compliance descriptions. Some imports can
come from a URL.

* Dxport Selection exports the selected description to an XML file.

* Export All exports all descriptions to an XML file.

Click Download Export File to specify where to save the file.

The Import/Export option is useful as a backup or to share descriptors with other projects.

You must import data into the correct portlet. For example, you cannot import event data
into the Actions portlet.

If one type of data depends on another, you must import the other data before importing the
data that depends on it.

OMNM 6.5.2 User Guide



Event Definitions | Alarms, Events, and Automation

Share with User—Opens the Share with User window where you select the colleague you want to
share this assets with and then type your message.

You can also configure an Aging Policy and View events as PDF in this menu. See Implementing
DAP on page 73 for more details.

To see an event’s propagation policy, you can view the editor panel described below. See also
Understanding Alarm Propagation to Services and Customers on page 350.

Unknown Traps

OpenManage Network Manager normalizes all incoming traps not elsewhere defined as

redcel | UnknownTr ap (essentially “none of the above”). When a trap arrives with an OID not
in the list of event definitions then the r edcel | UnknownTr ap determines its behavior. You can
configure OpenManage Network Manager to reject all such traps, suppress them so that they
become events or allow them all to become full-fledged alarms.

You can also create event processing rules to handle (suppress, alarm, send e-mail) any such events.
See Creating Event Processing Rules on page 300. The r edcel | UnknownTr ap’s default
behavior is suppress, its default severity is indeterminate. Events and alarms that are unknown still
contain the notification OID from the trap. As a formality, r edcel | UnknownTr ap has its own
notification OID.

Different Forms of Event and Alarm Correlation
OpenManage Network Manager supports different forms of event and alarm correlation:

*  Stream Based Correlation: When multiple events occur within the mediation server and
there are rules that correlate them with each other so that when a certain kind of pattern is
detected (frequency threshold, state flutter), this affects which events the mediation server
submits to the application server. You can configure this form of correlation by creating
certain types of event processing rules. See Stream Based Correlation on page 303

* Event to Alarm correlation: Open alarms are uniquely identified by the source entity and the
key bindings. This means that if a new alarm comes in that is essentially identical to an
existing open alarm, this will increment the count of the open alarm and also in some cases
escalate it or de-escalate it (if the incoming alarm has a different severity level or a different
message). This is facilitated by the correlation hash field on each alarm record, which encodes
all of the fields relevant for correlation. Note that for key bindings, the data within the binding
that is used for correlation depends on how the variable binding definition is configured. If it
is configured to correlate By Value then the value within the binding is used and conversely if
it is configured to correlate By Index then the index of the OID is used. The index is the last
segment in the OID string after the defined OID. For example, if a variable binding definition
has an OID of 1.2.3 and the payload of a trap has a variable binding based on this definition
with an OID of 1.2.3.55 then 55 is the index of this binding. There will also be a value
associated with this binding in the payload of the trap, which is different from the index. See
Key Bindings within Correlations on page 338 for more information.

* Raising/Clearing Alarm Correlation: When an open alarm with a raising severity (Critical,
Major, Minor, or Warning) is correlated with another alarm that was recently created whose
severity is cleared, this will then clear the raising alarm (it will no longer be opened). See
Event Definitions Correlated Events for Raising/Clearing within Correlations on page 338 for
more information.

¢ Parent/Child Alarm Correlation: In some cases an alarm can cause other alarms to be created
and in other cases an alarm can block other alarms from being addressed. In these cases the
causing or blocking alarm becomes the parent and the alarms that were caused or blocked are
the children. This form of correlation can be performed manually or automatically. For
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information on manual parent/child alarm correlation, see Parent/Child Alarm Correlation:
Alarm Details Panel on page 173. For information on automatic parent child alarm

correlation, see Event Definitions Correlated for Parent/Child within Correlations on page
338.

Event Definition Editor

This editor lets you modify event definitions from the following panels:

General

Message Template
Entity Lookup
Correlations
Extensions

And then you can start adding extended event definitions.

Click Save to preserve any modifications you have made, or Cancel to abandon them.

General

This tab manages basics for Event Definitions.

It has the following fields:

Event Name—A text identifier for the event.
Notification OID—The object ID.
MIB Name—The MIB with which this event is associated.

Severity—The severity of any associated alarm. If a new alarm is a clearing severity, then it closes
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any existing alarm to which it correlates. Otherwise, if a new alarm severity does not match
the existing severity then the existing alarm is closed and a new alarm opened for the new
severity.
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Default Behavior—The options for behavior (Undefined, Alarm, Suppress, Reject). Alarm means:
Process at the mediation server, generate event history and an alarm. Suppress means: Process
at the mediation server and generate an event (not an alarm). Reject means: Reject at the
mediation server (do not process)

Resource Propagation—The hierarchical resource propagation behavior for any alarm based on
this event definition (either Default, Impacts subcomponents, or Impacts top level, or Impacts
lop Level and Subcomponents). (See also Understanding Alarm Propagation to Services and
Customers on page 350 for more about how this impacts services and customers.)

An event definition configures “Resource Propagation” (distinct from “Alarm propagation”)
based on the event type. Do alarms based on this event definition impact the overall device
(Impacts top level), subcomponents (Impacts subcomponents), both (Impacts Top Level and
Subcomponents) or just the correlated inventory entity (Default)?

Alarm behavior differs for monitorAttributeTrend alarms when an SNMP Interface monitor
targets a Port/Interface rather than targeting a device. If the alarm comes from the former, and
its correlation state is not Top Level Alarm, only the port appears alarmed, not the device. If
the monitor target is the device, however, the device appears as alarmed. If the monitor has
Port targets, then you must configure propagation to Top Level Alarm to see the device
alarmed in, for example, the System Topology view.

Service Affecting— Check this if the event has an impact on services. Indicates whether the alarm
has an impact on services. If this is checked then alarms based on this event definition
propagate calculated alarm states across services and customers that depend on the (directly)
alarmed resource.

For example: If a resource has a service affecting alarm, then OpenManage Network Manager
propagates the severity of this alarm across all associated services and customers. If the
resource alarm is “clear” then all services depending on this resource are “clear” too. If the
resource alarm is “critical,” then all services depending on that resource are “critical” too.

Ei NOTE:
Alarms imported from previous versions appear as not service affecting, regardless of severity.

For more about propagation, see Understanding Alarm Propagation to Services and
Customers on page 350.

Service Propagation — This only affects alarm propagation if Service Affecting is true for the event
definition. This is like Resource Propagation, but controls only whether alarms affect services
associated with entities hierarchically related to the alarmed entity. For example, if a port
alarm is created and its event definition specifies that the Service Propagation is Impacts
Subcomponents then the alarm propagates only to the services associated with this port's
interfaces. This does not affect the services associated with the top-level device.

Advisory Text—The Advisory Text appears with the event. Configure it in the text box here.
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Message Template

The Mwssage Template panel lets you view or alter MIB Text, Bindings and the Message Template
for the selected event.

Message Template Entity Lookup Correlations Extensions }

(MIB Text

The sensor value oossed the threshold
listed in entSensorThresholdTable. |

This notification is genersted once esch time
the sensor value orosses the threshold.

Variable Bindings in Event Add Critical Mined Binding
Variable Binding Hame | 0ID Association Type Action
entSensorThresholdSeverity 1.3614189891.12112 Critical Mined | |
entSensorValue 1.361.419991111.1.4 In Trap Payload
entSensorThresholdValue 13614199911211.4 In Trap Payload
entSensorType 1.361.418991.11.1.11 Latent Mined

WAz

L

/Message Template

{1.3.6.1.4.1.9.9.81.1.1.1.1.1} sensor crossed the {1.36.1.4.1.9.9.91.12.1.1.3; {1.3.6.1.4.1.8.9.91.1.2.1.1.4} threshold

This is a template for messages that accompany this event. Specifying an OID from the event bindings within curly braces { } in the
= template acts as a tag which replaces the OID with its MIB value. For example: Interface:{1.3.6.1.2.1.2.2.1.1} left the down state.
Please see product help for more details, including how to specify optional clauses.

[E_.] Save @ Cancel

This contains three sections:
MIB Text—A read-only reminder of the MIB contents for this OID.

Variable Bindings in Event — Lists the variable bindings that are expected to be in events
based on this definition. This displays the varbind contents of the event, matching the
Variable Binding Name, OID (object identifier), and the association type. There are three
ways that bindings are associated to event definitions:

* In Trap Payload means that the association is determined by the MIB and thus it being
mentioned here is read-only.

* Ciritical Mined means that the binding needs to be mined from the device that
emitted the trap so that the event is augmented to have this additional information
available for the message template, correlation, entity lookup, extensions, or filtering of
event processing rules.

* Latent Mined means that the bindings are mined only during alarm correlation. This h is
too late for such bindings to be available for certain features, such as entity lookup and
extensions.

Click the Add Critical Mined Binding button to display a list of variable binding definitions
from which to select. Critical mined bindings are configured using this option. Latent mined
bindings are configured from the variable binding definition level. See Variable Binding
Definitions on page 347.

336 OMNM 6.5.2 User Guide



Event Definitions | Alarms, Events, and Automation

Message Template—A template for messages that accompany this event. Specifying an OID
within the curly braces {} in the template acts as a tag which replaces the OID with its MIB
value. For example: Interface: {1.3.6.1.2.1.2.2.1.1} left the down state.

You can also add optional messages surrounded by double brackets [[ ]]. if the event
definition has the message “aindex: {1.2.3}[[, bindex: {1.2.4}]]” and {1.2.3} is defined as say
“1” but {1.2.4} is not defined then this resolves to “aindex: 1". If they are both defined (say
{1.2.4} is “27) then this resolves to “aindex: 1, bindex: 2"

If a message template exists for an existing, correlated alarm and the generated text does not
match the original alarm, then OpenManage Network Manager closes the existing alarm, and
generates a new one. Leaving this blank transmits the original message.

K NOTE:

Putting an OID in curly brackets amounts to a tag replaced by the MIB text for that OID. Look for OIDs and
messages in the MIB browser (as described in MIB Browser Tool on page 43).

Entity Lookup

This screen lets you configure how events based on this definition will be associated to entities. By
rule, the Equipment attribute of any event will be determined by the source IP address of the
original message (trap, syslog, etc.) By default, the Entity attribute will be the same as the
Equipment, but there might be information in the variable bindings of the trap through with the
event can be resolved to a subcomponent (Port, Interface, etc. )

Variable Binding to Use for Lookup — Indicates the variable binding that should be used for the
entity lookup. This drop down list includes all bindings that are expected to be in the trap payload
and also those that are critical mined. Latent mined bindings cannot be used for this purpose.

Entity Lookup Type — IndIndicates the algorithm that should be used to lookup the entity. For
example, if the variable binding to use for lookup contains an iflndex then you should select By
ifIndex. It might also be that it instead contains the physical index, in which case there are two
options, either By Physical Index (simple) to simply lookup the entity by this given physical index
and associate to that entity directly, or By Physical Index (find parent) to instead use the physical
index to find the hierarchical parent. This is useful when a vital component of a device, like a power
supply or a fan, has sensors attached. Traps coming from this device contain the physical index of
the sensor rather than the vital component being monitored. This lookup type lets you associate
alarms with the vital components so you can ensure these components are functioning optimally.
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Correlations

This screen lets you configure different forms of correlation for the event definition including
Raising/Clearing Correlated Events, Parent/Child Correlated Events, and Correlation Key
Bindings, the latter of which is essential for event to alarm correlation.

The Event Definitions Correlated Eventsfor Raising/Clearing panel lets you control what type of
events will automatically clear the correlated alarms that are based on this definition. Within this
panel, click Add to display a selector (with filter) to find events definitions to correlate with the one
you are editing. What this means is that if there is an existing open alarm based on this definition
(we can call it a raised alarm) and then subsequently another alarm is created that is correlated to
the raised one, it will cause the raised alarm to be cleared (it will no longer be open). Note that this
will only work if the definition you are editing has the severity of cleared and the definition in the
list has a severity other than cleared. For example, link down and link up event definitions are
correlated as raising/clearing, and thus all events and alarms based on these definitions will inherit
these correlations. So consider that a link down event is received that creates a raised alarm and
then subsequently a link up event is created. The link up would then correlate to and clear the link
down alarm.

The Event Definitions Correlated for Parent/Child panel lets you control what type of alarms will
automatically correlate as parent/child relationships that indicate that one alarm caused the other
or that one alarm blocks progress on the other. What this means is that an open alarm based on the
definition you are editing will form a parent/child correlation to another open alarm based on a
definition in this list. Note that alarms based on the definition you are editing will become
correlated children of alarms based on definitions in the list (the later will become correlated
parents). For example, when new alarms are created that are based on this definition, OpenManage
Network Manager will try to find a correlated match between each new alarm and other existing
open alarms, and it does this based on the entries in this list. If it finds a match, it will correlate the
parent alarm to the child alarm.
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Within this panel, click Add to display a popup panel through which you can select an event
definition to correlate with the one you are editing.

The following fields show on this screen:

Correlated Parent Event Definition — Displays a selector (with filter) to find the event definition
to correlate to the one that you are editing. Alarms based on the definition you select will be
correlated parents of alarms based on the definition that you are editing.

Correlated By — This is the algorithm that is used to determine if there is a correlated match
between any potential parent and child alarms. Currently the only option is Same Entity, meaning
that the two alarms must be associated with the same entity in order to be correlated in this way.

Resulting Correlation State — This indicates the type of parent/child correlation that should be
created. Caused By indicates that the parent alarm caused the child alarm to be created and
Blocked By indicates that the parent alarm is blocking progress on the child alarm. The most
significant difference in terms of how such correlations are processed occurs when the parent alarm
is cleared. In such scenarios, caused by children will be cleared automatically when the parent is
cleared, whereas blocked by children will simply be unblocked when the parent is cleared.

Priority — Indicates the priority that this entry should have in relation to the other entries in the
list. If there are multiple entries in this list, then OpenManage Network Manager will first try to
find correlated matches based on the entry with priority 1 and then if there are no matches it will
try to do so based the entry that is priority 2, and so on.

In Correlation Key Bindings, use the right/left arrows to select Key Variables from Available
Variables. The variables considered keys for event to alarm correlation are the key bindings for the
target alarm in the correlation process. This means that if event A is defined to include event B as a
correlated event, comparison of the key bindings defined for event B is also considered when
comparing a new alarm for event A to an existing alarm for event B.
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Extensions

This START panel lets you configure Extension Key Bindings. Extensions allow you to adding
extended event definitions.

In Extension Key Bindings, use the right/left arrows to select Key Variables from Available
Variables. For example, if a device generates one type of trap, but has three key variables (alarmID,
state, and severity), you may extend the event definition based on state. One derived definition for
the “alarm” state and another for the “clear” state. You probably would extend based on state and
severity to define a clearing definition for all events where state is “clear” and then derive a specific
“alarm” event for each severity as defined by the vendor.

Adding Extended Event Definitions

The menu item for this screen can appear when you right-click an extendable event (one that has
one or more Extensions). For an implemented example, see Extending Event Definitions on page
342.
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The Extended Event Definitions editor has the Extension Key Values fields that are the same as
those configured in Extensions, and the following general properties:

Event Name— An identifier for the Extended Event. This field is editable, but if left blank the
system creates a name based on the name of the parent event definition and the key bindings
entered here.

MIB Name—A MIB identifier for the Extended Event
Parent Name— An identifier for the parent of the Extended Event

Notification OID—As with parent event definitions, this is the object ID. OpenManage Network
Manager automatically generates this based on the Notification OID of the parent and key
binding values entered. For example, if the parent event definition has a Notification OID of
“1.2.3.4” and the key binding values of the extended definition are 5 and 6 (the parent must
have previously been configured to have two extension bindings available) then the resulting
Notification OID for this new extended event definition will be “1.2.3.4::5:6”.

The remaining fields are as described in the Event Definition Editor General screen. The Message
Template tab is as described in Message Template on page 336, only this message template is for
the configured extended event definition.

Click Save to create or re-configure an extended event, or Cancel to abandon your edits. See
Extending Event Definitions on page 342 for detailed steps.

Using Extended Event Definitions

To handle complex networks, you can configure event responses with a “Base Event Definition”
and several “Extended Event Definitions” (EEDs). You can customize events, the reaction to them,
and even extend events with EEDs. Modified or extended event definitions override the base set of
definitions that comes from the traps and notifications found in loaded MIB files, and their OIDs
appear in the Event Definition Editor on page 334.

You can modify Extended Event Definitions two ways:

* [Dxtending Event Definitions
* Ixtending Event Definition XML

You can configure extended event definitions to perform partial matching on variable bindings by
including wildcard characters in the extension key. The asterisk * matches any number of
characters and the question mark ? matches a single character. For example an extension key of 1*
matchs variable bindings that start with a 1 including 11, 12, 134, and so on. An extension key of 17
matchs 11, 12, 13 but does not match 134. An extension key of *3* matchs any variable binding
that includes the number 3 somewhere, including 34, 13, 3, 438.
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Extending Event Definitions

To extend event definitions, you create “child” events that extend a “parent” event. Extend an
event definition as follows.

1 Save the parent event for which you configured Extensions.
2 Select it from the Event Definitions manager.
3 Right-click your selection and then select Add Extended Event Definition.

The Adding Extended Event Definitions on page 340 window the Extension Key Values
fields configured from the Event Definitions, Extensions panel. The variables also show in
the order you selected from the Extensions panel. A suggested name for this event is the
parent event name, followed by a colon-separated list of the field values entered on this
screen.

Once configured, this extended event overrides the parent.

Extending Event Definition XML

After loading its base event definitions, the OpenManage Network Manager (OMNM) application
loads all event definitions in the XML files in the server\conf directory under each module (for
example \owareapps\redcell\server\conf\eventdefs.xml) and applies them as overrides. The OMNM
application discards any XML event definitions if the notification type is unknown—that is, not in
aloaded MIB. If you alter this XML file, you need to import it in Event Definitions Manager before
the alterations take effect.

Extended event definitions (EEDs) support system extensions along with system overrides. An
extension creates a unique definition for a MIB-based event that only applies to certain instances
of the event. The extension appears as a separate event in the event definition manager and you
can modify it as you can any other event.

Extension exist primarily to create specialized event definitions for recognizable variations from
the basic event.

For details, see the following:

¢ XML Event Definition
¢ [Fxtended Event Definitions
* Extended Event Definition Example

XML Event Definition

The format format is of an XML event definition:
<bean xsi:type="tns: NotificationDefinitionNrP'>
<NotificationOD > <!-- required -->

<Ext ensi onKey/ > <l-- extensions only - syntax: keylVal ue[: key2Val ue] -
->

<Descri ption/ > <l-- nessage text - supports object QD tag
replacement: {objectd D} -->

<Behavi or/ <l-- l1=alarm 2=suppress, 3=reject (default is
alarm-->

<Severity/> <l-- 0O=cl earing, 1=info, 2=unkown, 3=warning,
4=m nor, 5=nmjor, 6=critical -->

<l npact Propagati on/ > <!-- 1=up, 2=down, 3=both (default is none) -->
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<KeyBi ndi ngs> <l-- AOD(s) for bind object value(s) to use as
correlation key -->

<item >

</ KeyBi ndi ngs>

<Correl atedEvents> <!-- OD(s) for alarns to clear when this event

occurs. These O Ds can include an extension key as O D::extKey -->
<itenroi d[::keyVal ue[: keyval ue]]</itenr
</ Correl at edEvent s>
</ bean>

Extended Event Definitions

You can extend any event definition that defines one or more key bindings. The extension key
consists of a value for each key binding in the correct order. You must separate each value with a
colon (:).

Only extensions should set an extension key. The key format is dictated by the parent (extended)
definition’s key bindings. Set key bindings for the extension as needed for proper alarm correlation.
The following Extended Event Definition Example provide some clarification.

K NOTE:

Definition extensions do not inherit any settings from the extended definition.
Extended Event Definition Example

Events extend a basic definition:
bi gBand 1.3.6.1.4.1.6387
Here are the extensions:
bi gBandAdmi n 1.3.6.1.4.1.6387::400
bi gbandConfig 1.3.6.1.4.1.6387::5* (with partial matching extension key)
bi gbandTraps 1.3.6.1.4.1.6387::400: 50
bi gbandAl armlrapPrefix 1.3.6.1.4.1.6387::400:50:0
bi gbandSessi onAlarm 1. 3. 6. 1. 4. 1. 6387.400.50.0.0.2 (v2 A D)

bi gbandEscal ation 1.3.6.1.4.1.6387::400:50:0:0:3* (with partial matching
ext ensi on key)

Another base event:
bi gBandConmon 1. 3.6.1.4. 1. 6387. 100
Other extensions:
session 1.3.6.1.4.1.6387.100::50
sessionAlarns 1.3.6.1.4.1.6387.100::50:100
sessionAl arniTabl e 1.3.6.1.4.1.6387.100::50: 100: 40
sessionAl arnEntry 1.3.6.1.4.1.6387.100::50:100:40:1
sessi onAl ar nProgramNunmber 1.3.6.1.4.1.6387.100::50: 100: 40: 1: 2

sessi onAl arnEscal ation 1.3.6.1.4.1.6387.100::50: 100: 40: 1*:2? (with
partial matching extension key)
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The following example variables are for such extended events:
bi gbandSessi onAl ar m TRAP- TYPE
ENTERPRI SE  bi gbandAl ar mTr apPr ef i x
VARI ABLES {
sessi onAl ar mAssert edTi e,
bi gbandAl ar mnOr O f,
sessi onAl ar nut put Channel | ndex,
sessi onAl ar nPr ogr amNunber ,
sessi onAl ar nPi d,
sessi onAl ar mMsser t edType,
sessi onAl ar mMAsser t edl nput Channel | ndexOr Zer o,
bi gbandSessi onAl ar nSequenceNo,
sessi onAl ar nSessi onl d,
sessi onAl ar mAuxi | i aryl,
sessi onAl ar mAuxi | i ary2
}
DESCRI PTI ON
"a session alarmis generated for every asserted/renoved
alarm It contains all paraneters as in sessionAlarmtable,
as well as a sequence no. that is incremented by 1 for
every session-trap generation."”
=2
The sample XML for the definitions and extensions:
<!-- bigbandSessi onAlarm -->
<bean xsi:type="tns: NotificationDefinitionNP'>
<NotificationO D>1.3.6.1.4.1.6387.400.50.0.0.2</NotificationO D>

<Descri ption>Program #{1. 3. 6. 1. 4. 1. 6387. 100. 50. 100. 40. 1. 2} </
Description>

<Behavi or >1</ Behavi or >

<Severity>2</Severity>

<KeyBi ndi ngs>
<!-- bigbandAl armO O f -->
<itermpl.3.6.1.4.1.6387.400.50.1</iten>
<l-- sessionAl ar nProgram\unber -->
<itempl.3.6.1.4.1.6387.100.50.100.40.1.2</iten>

</ KeyBi ndi ngs>

</ bean>

<!-- bigbandSessi onAl arm ext:al arnOn program 12 -->

<bean xsi:type="tns: NotificationDefinitionNP'>
<NotificationO D>1.3.6.1.4.1. 6387.400.50.0.0.2</NotificationO D>
<Ext ensi onKey>1: 12</ Ext ensi onKey>
<Descri pti on>program #12 al arm ON</ Descri pti on>
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<Behavi or >1</ Behavi or >
<Severity>4</ Severity>

<Correl atedEvents>1.3.6.1.4.1.6387.400.50.0.0.2::0: 12</
Correl at edEvent s>

</ bean>

<!-- bi gbandSessi onAl arm ext:al arnOf f program 12 -->
<bean xsi:type="tns: NotificationDefinitionNP'>
<Noti ficationO D>1.3.6.1.4.1.6387.400.50.0.0.2</Notificationd D>
<Ext ensi onKey>0: 12</ Ext ensi onKey>
<Descri pti on>Program #12 al arm OFF</ Descri pti on>
<Behavi or >1</ Behavi or >
<Severity>0</ Severity>

<Correl atedEvents>1.3.6.1.4.1.6387.400.50.0.0.2::1:12</
Corr el at edEvent s>

</ bean>
To build on the previous BigBand example, the following example shows support for an EED with a
partial key. It also shows the base event as an indeterminate severity alarm, then extends it for
alarm on and alarm off default behaviors using partial keys. Finally, it is extended twice more,
showing example of program-specific event settings.

<!-- bigbandSessi onAlarm -->
<bean xsi:type="tns: NotificationDefinitionNrP'>
<NotificationO D>1.3.6.1.4.1. 6387.400.50.0.0.2</NotificationQ D>

<Descri ption>Program #{1. 3. 6. 1.4. 1. 6387. 100. 50. 100. 40. 1. 2} </
Descripti on>

<Behavi or >1</ Behavi or >

<Severity>2</ Severity>

<KeyBi ndi ngs>
<l-- DbigbandAl armOnOr & f -->
<itenpl.3.6.1.4.1.6387.400.50. 1</itenr
<!-- sessionAl arnProgramlunber -->
<itempl.3.6.1.4.1.6387.100.50.100.40.1.2</itenr

</ KeyBi ndi ngs>

</ bean>

<!-- bigbandSessi onAlarmext: alarnOf all prograns -->

<bean xsi:type="tns: NotificationDefinitionNP'>
<NotificationOD>1.3.6.1.4.1.6387.400.50.0.0.2</Notificationd D>
<Ext ensi onKey>0</ Ext ensi onKey>

<Descri ption>Program #{1. 3. 6. 1. 4. 1. 6387. 100. 50. 100. 40. 1. 2} </
Descri ption>

<Behavi or >1</ Behavi or >
<Severity>0</ Severity>
</ bean>
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<!-- bigbandSessi onAlarmext: alarntn default -->

<bean xsi:type="tns: NotificationDefinitionNP'>
<NotificationO D>1.3.6.1.4.1.6387.400.50.0.0.2</NotificationO D>
<Ext ensi onKey>1</ Ext ensi onKey>

<Descri ption>Program #{1. 3. 6. 1. 4. 1. 6387. 100. 50. 100. 40. 1. 2} </
Description>

<Behavi or >1</ Behavi or >
<Severity>6</Severity>
</ bean>

<!-- bigbandSessi onAl arm ext: al armn program 12 -->
<bean xsi:type="tns: NotificationDefinitionNP">
<Noti ficationd D>1.3.6.1.4.1.6387.400.50.0.0.2</Notificationd D>
<Ext ensi onKey>1: 12</ Ext ensi onKey>
<Descri pti on>program #12 al arm ON</ Descri pti on>
<Behavi or >1</ Behavi or >
<Severity>4</ Severity>
</ bean>

<!-- bigbandSessi onAl arm ext: al arnmn program40 -->
<bean xsi:type="tns: NotificationDefinitionNP'>
<NotificationQ D>1.3.6.1.4.1. 6387.400.50.0.0.2</Notificati onO D>
<Ext ensi onKey>1: 40</ Ext ensi onKey>
<Descri pti on>#40 speci al message text</Description>
<Behavi or >1</ Behavi or >
<Severity>5</ Severity>
</ bean>
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Variable Binding Definitions

Events contain data elements called Variable Bindings and also known as varbinds for short. Just as
Events are based on Event Definitions, Variable Bindings are based on Variable Binding
Definitions.

Variable Binding Definitions Portlet

You can define how the OpenManage Network Manager application treats variable bindings that
are found within events. Administrators can fine-tune certain aspects of how variable bindings are
processed using this portlet.

By default, this portlet is available from the Settings page by selecting the Alarm Definitions menu
option.
You might need to edit a variable binding definition if any of these scenarios occurs:

Alarm to event correlation is not working properly for events/alarms based on a certain event
definition - In this case, you might need to find which variable bindings are within the event
and change the Correlation Type for one or more of the variable binding definitions. This
might then correct the correlation issues for new events and alarms based on the same
definitions.

*  The message within an alarm is not descriptive enough - In this case, you might need to find
which variable bindings are within the event definition upon which the alarm is based and
then add latent mined variable bindings so that new alarms based on these definitions will
include more information.

*  The message within an alarm is unreadable (i.c. it shows up as hexidecimal code) - In this

case, you might need to find the which variable bindings are within the event definition upon

which the alarm is based and then set it to perform Forced Conversion.

Columns include the MIB Name, Name, Variable Binding OID, Data Type, Correlation Type, and
Forced Conversion. See Variable Binding Definition Editor for how to alter these. Right-click a
selected variable binding definition for the following menu items:

Edit — Open the selected variable binding definition in the Variable Binding Definition Editor.
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Variable Binding Definition Editor

This editor lets you modify variable binding definitions

/General Properties

Variable Binding OID

Hame

Description

MIB Name

Data Type

Correlation Type

1.3.6.1.4.199.81.121.1.4

entSensorThresholdValue

This variable indicates the value of the threshald. -

To comedly display or interpret this varisble's value,
you must also know entSensorType, entSensorScale, and <

CISCO-ENTITY-SENSOR-MIB

INTEGER

By Index

Forced Conversion ]

Variable Bindings Add Latent Mined Binding
Name 0ID Association Type Action
entSensorThresholdRelation 1.36.1.41.99.91.121.13 Latent Mined

[ save @® cancel

It has the following fields:

Name — A text identifier for the variable binding.

Variable Binding OID — Unique identifier for the variable binding.
MIB Name — The MIB with which this variable binding is associated.
Data Type — The data type, as defined in the MIB.

Correlation Type — The way that variable bindings based on this definition should be correlated.
You might need to change this value if certain types of events and/or alarms do not correlate
correctly for your system-for example the clearing alarm does not clear the initial raising alarm-then
you can edit one or more of the variable binding on the Message Template tab of the event
definition. The possible values for this attribute are: By Value, where all bindings have both an OID
and a value, the value is used to correlate (this is default), and By Index, ¢.g. OID of
1.4.5.3.4389.334 where no binding exists with this exact OID but 1.3.5.3 does exist and is
configured this way will use the remainder of the string (4389.334 in this example) to correlate.
The correlation value that is extracted from the binding (whether By Index or By Value) is only
relevant if this particular binding is configured as a key binding within the event definition ( see
Using Extended Event Definitions on page 341 for an explanation of key bindings) and this is
used for event to alarm correlation, not other forms of correlation (see Correlations on page 338 for
an explanation of the different forms of correlation).

Forced Conversion — Indicates whether or not forced conversion should be applied to the data
within the variable bindings that are based on this definition. This is false by default. If this is set to
false, then it is possible that variable bindings based on this definition will have data that does not
conform to the data type it is supposed to have based on what is stated in the MIB. For example,
the MIB might say that a certain variable binding is supposed to be an integer, but there could
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nonetheless be a device that sends data based on this definition as a string. If this is set to true,
then this will enable a conversion mechanism so that it will ensure that the data will conform to the
data type specified in the MIB.

Variable Bindings — This panel contains a list of additional variable bindings to mine after a trap
comes in. The variable bindings present in any SNMP trap is supposed to be specified in the MIB,
but sometimes more variable bindings are needed to so that the resulting alarm message contains
the necessary contextual information. If more variable bindings are needed, but can only be
accessed by using data from one that has already come in then this should be specified here where
the variable binding you are editing is the one that is expected to come in the payload of the trap
and the binding listed within this panel are then mined using the index of the binding that is based
on the definition you are editing. You can push the button Add Latent Mined Binding and select a
binding from the popup and add it to this list. After you save this screen, the bindings you add will
show on the Message Template tab of any event definition that contains this binding in its trap
payload based on the trap definition as specified in the MIB. Note that any bindings added to this
list are latent mined, meaning that they are only mined during alarm correlation. The data from
these bindings can be used in the message template and/or key bindings of the respective event
definition, but latent mined bindings cannot be used in filters, nor for extensions, and nor for
entity lookup. If you would like to use a mined binding for any of those features, you will have to
use critical mining rather than latent mining. Critical mined bindings are defined at the event
definition level rather than at the variable binding definition level. Please see Using Extended
Event Definitions on page 341 for more information.
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Understanding Alarm Propagation to Services and
Customers

350

The following describes the use cases where Alarm Propagation services and customers occurs. This
describes the sequence of events/alarms. See also Variable Binding Definition Editor on page 348
for ways to augment propagation possibilities.

Alarm state must propagate to associated entities for each step and might take some time to reach
all of them, so matching mentioned may not be instantancous, depending on the complexity of the
associations. This propagation to services and customers occurs through a background process,
running on regular intervals.

A resource can have several levels of services that depend on it, and then customers can depend on
them, and so on. Potentially, several levels of dependency and a large database full of services and
customers to propagate alarm states can exist, so propagation processing occurs in the background.
By default, this process runs every 30 seconds, but you can configure this interval by setting the
com.dorado.assure.propagation.AlarmPropagationInterval property. This value is in milliseconds.
For example, the to set the interval to 60 seconds, set this property as follows:

com dor ado. assur e. propagat i on. Al ar nPr opagat i onl nt er val =60000
To prevent any OpenManage Network Manager upgrades from overwriting this setting, it is best to
put it into the following file:

\ owar eapps\instal | props\lib\installed. properties

After changing this property, make sure that you restart the application server for the change to
take effect.

i NOTE:

Only services associated with the alarmed subcomponents are affected by alarms on the subcomponent,
not services connected to the rest of the device. You can also override default service affecting alarm
behavior with an Event Processing Rule. See Automation and Event Processing Rules on page 297 for
more details about this editor.

The remainder of this section describes what happens when a new alarm arrives, an existing alarm
clears, or user actions execute.

A New Alarm Arrives

When a new alarm arrives, here is what happens:

What Happens Description

Service Affecting Alarm The new alarm changes the alarm state (higher or lower) of the resource
Changes Source Alarm State: |that is its source.

Dependencies: If this resource has services or customers that depend on it,
the alarm state matches for all such deployed, dependent services and their
associated customers. Without such dependencies, no alarm state changes,
besides that of the source.

Parent Resources: The alarm changes the alarm state of a child of the source and the alarm's
Resource Propagation value is Impacts Subcomponents.

Dependencies: Child equipment matches the top level’s alarm state. All
deployed services and their related customers depending on this particular
resource component match the resource component’s alarm state.
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What Happens Description

Child Resources: The alarm changes the alarm state of parent of the source and the alarm's
Resource Propagation value is Impacts Top Level.
Dependencies: Parent equipment matches the child entities alarm state.
All deployed services and associated customers depending on only this
resource’s alarmed component have their alarm state match the resource’s
component.

No Change to Alarm State: | The new alarm does not change the alarm state of its source, so no services
or customers have their alarm state changed

Alarm not Service Affecting: | The new alarm is not service affecting. The result is that no change occurs
to services’ or customers’ alarm state.

Existing Alarm Clears

When an existing alarm clears, here is what happens:

What Happens Description

Clearing Service Affecting | This changes the alarm state (higher or lower) of a resource.
Existing Alarm Changes

Dependancies: All deployed services and associated customers depending
Alarm State:

on this resource have their alarm state match the resource.
No Dependencies: No services or customers change their alarm state

Clearing Non-Service No services or customers have their alarm state changed
Affecting Existing Alarm:

User Actions Execute

When user actions execute, here is what happens:

What Happens Description

Resync the resource’s alarm | If the resource’s displayed alarm state was incorrect, perhaps because it
state: is a parent or child of a resource whose alarm state has changed, then
this corrects it.

* If this action changes the alarm state and this resource’s most severe
alarm is service affecting, then resync makes alarm states propagate to
any associated services and customers. If the deployed services have the
incorrect alarm state, then resync corrects that inaccuracy.

Viewing alarms associated * If the service is deployed, and the target resource has open service
with a service: affecting alarms, all open service affecting alarms for the target resource
appear.

e If the service is deployed, but the target resource has only cleared or
non-service affecting alarms against it, no alarms appear.

e If the service is deployed, and the target resource does not have open
service affecting alarms, but at least one descendent entity of this
resource has open service affecting alarms against it, those alarms
propagate up to the resource. All open service affecting alarms that
propagate up (Resource Propagation is Impacts top level) for the target
resource’s descendants appear

* If the target resource does not have service affecting alarms, and neither
do any service affecting alarms exist for its descendent entities, no
alarms appear.

¢ If the service is undeployed, no alarms appear.
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What Happens

Viewing alarms associated
with a given customer:

User views the services
impacted by a particular
alarm:

Deploying a service whose
target resource has service
affecting alarms:
Undeploying a service whose
target resource has service
affecting alarms:

Editing a deployed service to
change the target from one
resource to another:

Description

If at least one service associated with the customer has open, service
affecting alarms, all open service affecting alarms for all services
associated with this customer appear.

If none of the services associated with this customer have open, service
affecting alarms, so alarms appear

If the alarmed resource has at least one deployed service that depends
on it, all deployed services depending on the alarmed resource appear.
If the alarmed resource does not have any deployed services that depend
on it, no services appear.

Before deploying, no alarms appear for the service. After deploying, all
open, service affecting alarms for the target resource appear.

Before undeploying, all open, service affecting alarms for the target
resource should appear. After undeploying, no alarms appear.

If the original resource has service affecting alarms but the new one does
not, all open service affecting alarms for the original target resource
should appear before the edit. After the edit, no alarms appear.

If the original resource does not have service affecting alarms but the
new one does, before editing, no alarms appear. After editing, all open
service affecting alarms for the new target resource appear.
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Understanding Event Life Cycle

The following diagram shows the OpenManage Network Manager events processing.

Mediation Server
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4, New Event (Notification)

created
( 2. RC internal trap occured D//

5. Satisfies
Syslog Escalation
conditions?
(Go to EPR Flow)

7. Critical mining of
variable bindings

10. Normalize device-specific data 9. Resolve
for standardized Event processing € Notification Type OID
(Go to EPR flow) from BED or EED

i

11, Apply Event Definition
override mappings
Includes:

Set Severity,

Set Service Affecting,
Set Behavior
(Go to EPR Flow)

y

6. Reject

14. Reject

12. Apply stream based correlation|
Includes: No -
13. Marked 15. Submit Events to
State Flutter for reject? application server
Frequency Threshold Ject? PP
{Go to EPR Flow)
Application Server
16. Receive Events
18. Perform
au;:‘;afi’;e::zions 19. Persist Event Alarm Correlation 17. Execute device driver
to DB See Alarm Lifecycle processing
(Go to EPR Flow) Diagram

@ ( 22. Apply Database Aging Policy )—) 23. Delete old Events 24. Done

EPR Flow (executed on application server or mediation server)

‘ 25. EPR flow ’

33. For each associated
Action Definition,
create an instance with
concrete parameters
from Action Param
Overrides, etc.

28. Meets
standard
filter criteria?

Automation

30. EPR category?

26. For each
Event Processing Rule

Stream Based Correlation or
vent Definion Override

Protocol
ranslation

32. Execute the 34. Execute the
Event Actions Automation Action

31. Execute
Translations

29. Meets
filter criteria
override for

this member ?

27. Entity is an
explicit member
of the EPR?

The following items correspond to the numbered processes in the diagram.

Process Description
1 SNMP trap received | The server received an SNMP trap.
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Process

2 OpenManage Network
Manager internal trap
occurred

3 Syslog message
received

4 New Event
(Notification) created

5 Satisfies filter
conditions?

6 Reject

7 Ciritical mining of
variable bindings

8 Entity lookup

9 Resolve Notification
Type OID from BED or
EED

10 Normalize device-
specific data for
standardized Event
processing

Description

An internal trap occurred within OpenManage Network Manager. Many
situations are considered internal traps that emit an Event. One example is
when a monitor polls a certain target and retrieves data for an attribute
making the attribute cross a severity threshold. This emits a
monitorAttributeTrend Event.

The server received a Syslog message.

OpenManage Network Manager creates a new Event (“Notification”) from
the data received. Such Events are specific to OpenManage Network
Manager’s internal processing.

Syslog Event Processing Rules (EPRs) handle received Syslog messages to
determine whether to convert the message into a OpenManage Network
Manager Event or discarded. Such EPRs also determine how the Syslog data
creates the new Event (what severity, message, and so on, it has).

If the received Syslog message does not satisfy the filter conditions of the
Syslog EPRs then it is rejected and no Event occurs.

Sometimes OpenManage Network Manager must return to the device that
sent the original trap to “mine” additional variable bindings. This mining can
be either critical or latent, depending on whether OpenManage Network
Manager needs the additional information early in the Event life cycle or
whether it can wait until after an Alarm has been created.

If OpenManage Network Manager needs additional data to associate an Event
to an entity (which happens in #8. Entity lookup) then this is critical. On the
other hand if OpenManage Network Manager only needs this additional data
for an Alarm message, then this would be better configured as latent mining
of variable bindings of the Alarm. Critical mining is configured using the
Variable Binding Definition Editor on page 348.

By default, OpenManage Network Manager associates Events with the IP
address of the device from which the original trap (or other kind of message)
came. The entity lookup process associates the Event to a subcomponent or
other type of entity if necessary based on the available variable bindings.
Sometimes OpenManage Network Manager must configure Event definitions
to associate Events based on them to the appropriate entities. You can
configure these through the <Ent i t yLookup> tag within

event defs. xn files. See Entity Lookup on page 337 for details.

The notification type OID is set on the Event either from the matching base
event definition (BED) or if there is an extended event definition (EED)
whose extension bindings match those in the Event then this notification type
OID is used instead. All default properties (such as severity, behavior, etc.)
and EPRs associated with the resolved Event Definition are used, whether this
happens to be a BED or EED.

If the Event came from a device-specific trap then an Event Processing Rule
of type Device Access may exist that can normalize the payload. This then
facilitates standardized Event processing.

For example, OpenManage Network Manager can convert an Event based on
a Cisco-specific definition reporting on a failed login to a generic Event that
still reports on the failed login, but is not Cisco-specific. OpenManage
Network Manager applies any EPRs whose filter conditions match the
incoming Event here.
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11 Apply Event Definition

12

13

14

15

16

17

18

19
20

21
22

23
24

override mappings
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Marked for reject?

Reject

Post Events to
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Execute device driver
processing

Perform Alarm
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Persist Event to DB

Execute automation
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Done

Apply Database Aging
Policy

Delete old Events

Done
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Description

By default, the Event Definition determines the data attributes of an Event,
but some Event Processing Rules can override these defaults. Such EPRs can
override attributes like severity, service affecting, and behavior. OpenManage
Network Manager applies any such enabled EPRs whose filter conditions
match the incoming Event here.

OpenManage Network Manager considers frequent Events a stream that
might correlate within the steam base. Users can control stream base
correlation by creating Event Processing Rules to detect patterns in the
frequency of incoming Events for the purpose of minimizing the number of
Events submitted to the application server for further processing. This
includes EPRs of type State Flutter and Frequency Threshold. OpenManage
Network Manager applies any such enabled EPRs whose filter conditions
matches the incoming Event here. If an Event matches a steam base
correlator then this step might be the end of its processing.

Is the behavior of the Event “Reject”? If so, then OpenManage Network
Manager does insert it into the database. In most cases rejected Events do not
go to the application server for further processing if, but some Events require a
trigger for correct system behavior and therefore must be processed by the
system even when rejected. OpenManage Network Manager posts such
Events to the application server for further processing but does not insert
them into the database.

OpenManage Network Manager rejects the Event rather than inserting it into
the database. Note that even rejected Events might have some effect, like
triggering device driver processing, despite not being persisted to the
database. See # 13. Marked for reject?

In distributed environments, much of this processing is going on within the
mediation server. Events that make it through to this point are posted to the
application server so that they can be inserted into the database and for
additional processing to take place that depends on data that needs to be
queried from the database, including Alarm Correlation.

Application server receives Events from the mediation server.

Some managed devices have drivers that feature follow-up Event processing.
If the Event originated from a such a device then this step executes that
follow-up processing.

Go to step one of the Understanding Alarm Life Cycle diagram. This process
might create, edit, or clear an Alarm.

Saves the Event to the database for future reference.

If any automation Event Processing Rules satisfy the filter conditions of the
Event, then the OpenManage Network Manager application executes the
associated actions here. Actions may include sending an email, forwarding the
Event northbound as an SNMP trap, signifying that the configuration was
changed on the device, and so on.

Processing on the application server is done for this Event.

This begins the process that applies Database Aging Policies (DAP) to delete
old Events.

Delete the old Events according to the active DAP for Events.
Done applying database aging policies for Events.
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Understanding Alarm Life Cycle

The following diagram shows the OpenManage Network Manager alarm processing flow.
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The following items correspond to the numbered processes in the diagram.

Process
1 Alarm correlation

2 Marked as suppress?

3 Event is persisted but
creates no Alarm

4 Source entity under
Alarm suppression?

5 Severity is already set
to cleared

6 Clear open correlated
Alarms

7 Latent mining of
variable bindings

8 Opened correlated
Alarms exist?

9 Correlated Alarm has
the same severity and
message?

10 Escalate/de-escalate to
new severity and
message

11 Increment Alarm
count

12 Clear extra correlated
Alarms
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Description
An Event occurred and was not marked as Reject.

Is the behavior of the Event Suppress? At this point, this might occur because
of the default behavior of the Event Definition or possibly because of an
override mapping event processing rules (EPR).

If OpenManage Network Manager suppresses the Event then it is inserted to
the database but the insertion creates no Alarm

Is the entity that is the source of the Event under Alarm suppression? This
can be scheduled or indefinite.

Is the severity of the Event set to Cleared?

Clear all open Alarms correlated to this Event. Correlated implies more than
one meaning for Alarms and/or Events: this correlation refers to rising/clearing
correlation. How the Event Definitions associated with these Alarms/Events
are correlated to cach other is what drives this.

OpenManage Network Manager must sometimes return to the device that
sent the original trap to “mine” additional variable bindings. Such mining can
be cither critical or latent, depending on whether this additional information
is needed early in the Event life cycle or whether it can wait until after
OpenManage Network Manager creates an Alarm.

If OpenManage Network Manager needs additional data to associate an Event
to an entity (which happens in # 8. Entity lookup in the Understanding Event
Life Cycle diagram) then mining is critical, as described below. Critical
mining of variable bindings also within the Event Life cycle diagram. On the
other hand if this additional data is only needed for an alarm message, then it
this would be better configured as latent. See Variable Binding Definition
Editor on page 348.

Are there any open Alarms that correlate to this Event? Here, “correlated”
refers to the correlation of a single open Alarm to one or more Events. The
first of these was the Event that made the Alarm open. If the original Alarm is
still open, each subsequent correlated Event does not open a new Alarm,
instead incrementing this Alarm’s count. Events correlate to existing open
Alarms provided it meets all of the following conditions: 1) It is based on the
same Event Definition as the Alarm 2) It has the same values for all key
bindings as the Alarm 3) It is associated with the same entity as the Alarm.

Are the severity and the message associated with this new Event the same as
those of the correlated Alarm?

Escalate or de-escalate the correlated Alarm by editing its severity and
message to match that of the new Event.

Increment the count of the correlated Alarm.

Only one open correlated Alarm can exist. It is unusual, although not
impossible, for more than one open Alarm to correlate to each other. If this
happens it would probably be due to concurrency issues across multiple
application servers. If this does happen then one of the Alarms can stay open
and OpenManage Network Manager clears the others.
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Process

13

14

15
16

17

18

19

20
21
22

23
24

25
26
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30

31
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Done
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Execute Propagation
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Clear child Alarms

Un-parent child
Alarms

Children are caused by

parents?

Done

Apply Database Aging
Policy

Delete old Alarms

Done

Description

Open a new Alarm and persist it to the database so that it can be queried later.

If your configuration designates open Alarms the parent or child of a new
Alarm then OpenManage Network Manager automatically creates the parent/
child relationship. This derives from configurations made within the Event
Definitions that are the basis of the Alarms. You configure this through the
CorrelatedParentData tag of the eventdefs.xml files.

This is the start of process propagating Alarm States to associated entities.

Depending on the Alarm’s resource propagation attribute, it might propagate
Alarm States to the subcomponents of the alarmed entity and/or to the top
level device.

Propagate the Alarm States to the Links associated with the source entity.
OpenManage Network Manager compares the severity of the A and Z
endpoints and sets the severity of the Link to the higher of the two.

Is this Alarm service affecting? This will either come from the default
behavior of the Event Definition or else a mapping Event Processing Rule
(EPR) may override it.

Propagate the Alarm State to the deployed Services and Customers associated
with the source entity. This uses the severity calculator configured for the
association type being used to route the propagation. This occurs one
association route at a time, where if one routing and calculation results in a
change in severity of the target entity then it will find the targets associated
with that entity and route to them to do another round of calculation. This
propagation is recursive and only stops once there are no more target entities
whose severity has changed as a result of the calculation.

Processing on the application server is done for this Alarm.
The user manually clears an Alarm.

The database is updated to make this Alarm cleared.

Go to # 15. Propagate Alarm States to the associated entities.

Does the Alarm have children? This includes other Alarms that are caused by
or blocked by this one.

Clear all of this Alarm’s children.

Update all of this Alarm’s children so that they are top-level Alarms (no longer
children of any other Alarm).

Are the child Alarms caused by the parent? This comes from the correlation
state of the child Alarms. There is more than one sense of what it means for
Alarms and/or Events to be “correlated” so to clarify in this context the
“correlation state” refers to Alarm parent/child correlation.

Processing on the application server is done for this Alarm.

This is the start of the process that applies Database Aging Policies (DAP) to
delete old Alarms.

Delete the old Alarms according to the active DAPs for Alarms. Note that
there can be more than one active DAP, which might include one to delete old
cleared Alarms and possibly another to delete very old Alarms that are still
open, if this is desired.

Done applying database aging policies for Alarms.
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Performance Monitoring

This section focuses on the following performance monitoring tasks a user performs from the
OpenManage Network Manager (OMNM) portal:

Performance Monitoring Overview — 360
Understanding Performance Monitoring — 361
Application Server Statistics — 369

Resource Monitors — 371

Monitoring Network Availability — 375

Top N [Assets] — 422

Dashboard Views — 425

Show Performance Templates — 435

Key Metric Editor — 439
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Performance Monitoring Overview

360

This section describes Resource Monitors as they appears in the OpenManage Network Manager
web portal. The following describes these monitors:

* Application Server Statistics
*  Resource Monitors

Top N [Assets] (pre-configured monitor portlets that come with your installation by default.

Finally, this chapter contains a reminder about scheduling refreshes of monitor target groups. See
Scheduling Refresh Monitor Targets on page 420.

If you see a monitor documented here that is unavailable in your installation, you may not have

purchased it with your system’s package. Consult your sales representative if you need to have the
monitor that appears in documents, but not your installation.

Ei NOTE:

If you configure your installation with multitenancy, you may be unable to edit Monitoring, except in the
central, OpenManage Network Manager site. Collected statistics may be visible in the customer's
domain as dashboards, but the configuration of the underlying monitor is not. Therefore, do notinclude a
monitor portlet in the customer site template. Multitenancy does limit data dashboards and monitors
display to the assets visible to the tenant sites as long as you create the dashboard on the tenant site.
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Understanding Performance Monitoring

This chapter contains the following step-by-step instructions for these features:

Create a Server Status Monitor Dashboard
Create an SNMP Interface Monitor
Create an ICMP Monitor

Create a Key Metrics Monitor

Create an Adaptive CLI Monitor

Create a Monitor for an External Script
Create a Monitor Report

Create a Simple Dashboard View

Create A Performance Template

You can see Performance Options from a variety of locations by right-clicking in OpenManage
Network Manager. For example:

Ports in the Ports portlet

Interfaces

Ports/Interfaces in the Details panels lets you Show Performance

Right-clicking on any of the above within a Reference tree lets you select Performance
Options.

All Top N [Assets] portlets let you right-click for Performance options.

Monitors do not directly monitor string attributes, but you can create an extractive Adaptive CLI
monitor that responds to string values in devices. See Example 5: Monitor Text Values on page 602
for an example.

Diagram 1 and Diagram 2 illustrate the OpenManage Network Manager (OMNM) performance
monitoring life cycle processes.
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Application Server

Diagram 1

Mediation Server
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The following items correspond to the numbered processes in diagram 1.

Process

1

10

For each enabled
Monitor and each
target

Polling interval has
elapsed

Server low on memory

Skip due to low
memory

Is the server done
processing the
previous polling
attempt for all targets?

Is the polling thread
hung?

Skip due to hung
thread

Skip due to overload

For each attribute

Attempt to poll this
attribute
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Description

This process executes for each item within the Resource Monitors portlet that
is marked as Enabled and for each targeted entity.

This process executes every time the Polling Interval has elapsed. For example
if the Polling Interval for a given Monitor is 15 Minutes then it executes that
often.

Is the server low on memory? This is determined by the property

 ower. threshol d.limt which by default is 5. This means that if the
available memory on the server is less than 5% (or whatever value this property
is set to) then it meets this condition.

Numbers 4, 7 and § all involve skipping rather than trying to poll the targeted
entity. If OpenManage Network Manager finds the system low on memory
then it cannot poll the target(s) and skips polling instead. Any time it skips it
increments the associated skip count and also updates the associated last time
skipped. You can view these attributes can be viewed through the JMX console
> oware > service=PollingEngine. See

Ski ppedExecut i onDueToMenor yCount and

Most Recent Ski ppedExecut i onDueToMenory.

Is the server still working on polling targets from the previous time? The
polling process begins every time the polling interval elapses, regardless of
whether or not the server is still working on the previous round of polling.

This means the previous polling attempt has not produced results so the
server will have to skip it (due to overload) rather than trying to perform two
(or more) polling attempts simultaneously. If the polling interval is short
enough then there will inevitably be skips due to overload because the polling
process takes time.

Is the polling thread hung? If so it is not doing any work and will not produce
any results. There is a maximum duration that a polling thread has to produce
results before the polling engine considers a thread hung. The PollingEngine
MBean attribute Thr eadl nt er r upt Thr eshol d which is set to 90000
(15 minutes) by default determines this.

Similar to number 4. If a polling thread is hung then it cannot poll the
target(s) and will instead skip. Any time it skips it will increment the
associated skip count and also update the associated last time skipped. View
these attributes through the JMX console > oware > service=PollingEngine.
See HUNgThr eadl nt er r upt edCount and

Most Recent HungThr eadl nt er r upt ed. When the system identifies a
hung polling thread it tries to interrupt the thread and reclaim it.

Like number 4. If the server is overloaded then it cannot poll the target(s) and
will instead skip. Any time it skips it will increment the associated skip count
and also update the associated last time skipped. View these attributes
through the JMX console > oware > service=Pollingkngine. See

Ski ppedExecut i onDueToOver | oadCount and
Most Recent Ski ppedExecut i onDueToOver | oad.

Every Monitor has a set of attributes that it will try to periodically poll from
each targeted entities.

OpenManage Network Manager tries to reach the target device and poll the
given attributes.
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Process

11 What was the result of
this polling attempt?

12 Post data result

13 Post error result

14 Post indeterminate
result

15 Did the attribute to
cross a severity
threshold or condition
because of the new
data?

16 Emit Monitor
Attribute Trend Event

Description

Was this target available and reachable? If so did data return for this attribute?
Certain error conditions result from an error occurring, including if the
connection failed or was refused or dropped or if there were bad credentials or
if there was a device fault. Some conditions result in posting an indeterminate
result, including the data context not being found within the device for the
attribute being polled.

OpenManage Network Manager posts attribute data it successfully retrieves
from the target device. Once it posts this data to the application server and
stores it in the database, because data returned, the Monitor Status Summary
of the target device becomes Available (with a green checkbox icon) in most
cases.

The only exception occurs when not all requested attributes for the target
returned data. If some data returns but one or more attributes is unavailable
or not supported by the device then status of the target says Partial Results
(with a yellow triangle with an exclamation point icon).

Note that this step compiles the polling data that came from the target
device, it does not post the returned data to the application server nor store it
to the database, but it does identify the polling results as successful, as
opposed to error or indeterminate.

If an error occurred during the attempt to poll the target then OpenManage
Network Manager posts information about the error. Possible causes:
connection to the target failed, was refused, or was dropped, bad credentials,
or another device fault. Once OpenManage Network Manager posts the error
information to the application server and stores it in the database, the
Monitor Status Summary of the target device becomes Not Available (with a
red “X” icon). Note that this step exists only to take note of the errors that
occurred during the last polling attempt. Like step 12, this step does not post
any data to the application server nor store it to the database, but simply
compiles the results of the last polling attempt.

Sometimes the attempt to poll the target device is indeterminate. In such
situations, neither an error occurred, nor did any data return from the target.
If OpenManage Network Manager did not find the data context on the target
device for this attribute, or a timeout occurred while trying to reach the
device, this can occur. Once OpenManage Network Manager posts the
indeterminate information to the application server and stores it in the
database, the Monitor Status Summary of the target device becomes Not
Applicable (with a gray question mark icon). Like step 12, this step does not
post any data to the application server nor store it to the database, but simply
compiles the results of the last polling attempt.

Each attribute can have one or more severity thresholds and/or conditions. For
example if the CPU usage exceeds 95% then its attribute might be at a critical
severity level. If an attribute was previously within a certain severity level and
the new polling results show that this attribute crossed the threshold into
another severity level (for example minor to major or major to critical) then it
meets this condition. If new polling results show that this attribute remained
in the same severity level (for example, it was critical and remains critical at
least for the moment), then it does not meet this condition.

OpenManage Network Manager emits a monitorAttributeTrend Event. Go to
step 1. RC internal trap occurred of the Understanding Event Life Cycle
diagram.
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26

Emit availability/
reachability Event

Post result to
application server

Go to Emit Monitor
Target Status Event
Routine to
conditionally emit
reachability Event

Go to Emit Monitor
Target Status Event
Routine to
conditionally emit
availability Event

Receive polling results

Update network
status?

Update the network
status of the device

Insert the polling
results to the current
detail table for this
Monitor

Update hourly and
daily rollup records

Done
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Description

An Emit Availability checkbox appears on the Editing Monitor popup screen.
When you check it, OpenManage Network Manager creates reachability
Events.

In distributed environments, much of this processing is going on within the
mediation server. Once OpenManage Network Manager produces the polling
results, it adds them to a queue that the server then reads. In effect,
OpenManage Network Manager has posted the results to the application
server. Once the application server receives these results, it inserts them into
the database for later querying. Monitor this queue through the JMX console
> oware > service=MonitorPollingHandlerMBean.

Go to step 27, the Emit Monitor Target Status Event Routine, to consider the
reachability of the target device. This routine computes whether to emit the
reachability Event.

Go to step 27, the Emit Monitor Target Status Event Routine, to consider the
availability of the target device. This routine computes whether to emit the
availability Event.

Here, the application server receives polling results from the mediation server.

The Update Network Status checkbox on the Editing Monitor popup screen
determines whether this condition is met.

OpenManage Network Manager updates the network status of the device
based on the polling results that were created in steps 12, 13 or 14.

OpenManage Network Manager inserts the polling results into the detail table
associated with this Monitor so that they can be queried later.

OpenManage Network Manager updates the hourly and daily rollup records
for this attribute.

Processing on the application server is done until more polling results are
received from the mediation server.
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Diagram 2

Mediation Server

27. Monitor Target Status
Event Routine

\/

31. Return without
emitting Event

28, One of these conditens is met?
1) State changed
(was previously available/reachable,
now not so or vice-versa)

2) State is unavailablefunreachable
and either the "Always Emit” property
is set or the duration of the
"Re-Alarm” property has elapsed
since the last time
this event was emitted

29. One of these conditions is met?
1) State is available/reachable
2) state is unknown
3) state is unavailable/unreachable
and emit threshold is reached

30. Emit Monitor target status Event
— |(reachable, not reachable, up, down)
See Event Lifecycle Diagram

Application Server

- —

C 33. Apply Retention Policies _)

Y

34, Drop old
retention tables

35. Deletion of
old rows enabled?

37. Deletion of
excess rows enabled?

39, Done

36. Delete old rows 38. Delete excess rows |
in retention tables in retention tables

The following items correspond to the numbered processes in diagram 2.

Process Description

27 Monitor Target Status | This routine is executed to compute whether or not to emit the Monitor
Event Routine target status Event (reachabilityEvent or availabilityEvent). There are similar
conditions that determine whether these types of Events are emitted.
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Process Description

28 Is one of these Are any of these conditions met?
conditions met? State |* The state changed with the last polling attempt. Either the device was
change, always emit, previously available/reachable and now it is notavailable or notreachable or
re-emit timeout vice versa. If the state is the same as before (for example, it was unavailable

and this is still the case) then it does not meet this condition.

e The state is unavailable/unreachable and one of the follow two sub-

conditions is met:

* The pm noni t or. Al waysReem t Al ar mproperty is set to true. This
property is set to false by default.

* The duration of the pm noni t or. Al ar rReemi t Ti meout property
has elapsed since the last time OpenManage Network Manager emitted
a Monitor target state Event for this particular target and Monitor. By
default this property is 30, which means that by default even if a polling
target stays down for a period of several hours, it will only emit this
Event at most every 30 minutes. Even if you configure the Monitor to
poll this target more often than this and even if this target is unavailable
every polling cycle, it will still only emit this Event every 30 minutes,
unless you change this property.

29 One of these Available, unknown, or threshold reached? (State is unavailable/unreachable
conditions is met? and threshold for the number of unreachable/unavailable attempts was
reached).

This threshold comes from the # of Unreachable Attempts before update field
on the Editing Monitor. Note that this field covers both unreachable and
unavailable attempts.

30 Emit Monitor target | Emit the Monitor target status Event. If this routine is called to consider the
status Event reachability of the target, it emits one of these event types:
* monitorTargetReachable
* monitorTargetUnreachable
If this routine is called to consider the availability of the target, it emits one of
these event types:
* monitorTargetUp (available)
* monitorTargetDown (not available)
See Understanding Event Life Cycle on page 353, the second process
(OMNM internal trap occurred) in the event life cycle diagram.

31 Return without Return the origin of this routine without emitting an Event.
emitting Event

32 Return Return to the origin calling this routine.

33 Apply Retention Begin the process that applies retention policies to drop tables and/or delete
Policies rows from tables.

34 Drop old retention Drop the retention tables that are old according to the retention policy for the
tables monitor associated with each table.
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Process

35 Deletion of old rows
enabled?

36 Delete old rows in
retention tables

37 Deletion of excess
rows enabled?

38 Delete excess rows in
retention tables

39 Done

Description

Most often, the only way old polling data is aged out of the system is by
dropping the old tables but there is also a property that controls whether or
not to delete old records within the tables without dropping the tables
completely. This property is pm r et enti on. Del et eQ dDBRecor ds and is
false by default. This feature was added in an earlier OpenManage Network
Manager version to deal with limitations that existed in older database
versions that are no longer supported. We strongly recommend keeping this
feature disabled because it produces a significant drag on system performance
and does not provide any added benefit beyond the dropping of expired tables
(and all the data within them), which occurs anyway.

Deletes the old rows in the retention OpenManage Network Manager tables
according to the retention policy for the monitor associated with each table.

Controls whether to delete excess records within the retention tables without
dropping the tables completely. This is accomplished using the following
porperty, which is false (disabled) by default:

pm ret ention. PruneRows| nRawDat aTabl esToMaxCount

If you set this property to true, then the value of the the following property is

the maximum number of rows that any retention table can have:
pm r et enti on. RawDat aMaxCount

This feature existed in earlier OpenManage Network Manager versions to deal
with limitations that existed in older database versions that are no longer
supported. We strongly recommend keeping this feature disabled because it is
a significant drag on system performance.

Deletes the oldest rows in the OMNM retention tables to get the row count
down to the maximum accepted number.

Done applying retention policies for polling data.
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Application Server Statistics

The Application Server Statistics portlet has no expanded view. It displays the statistics for the
OpenManage Network Manager application servers and provides access to set logging levels for a
variety of categories on application servers.

By default, this portlet is available from the Settings page by sclecting the Server Configuration
menu option.

|| Application Server Statistics F X
182.168.53.124 .
r T T T 1
0G 2G 4G &G 86

Total Memory Used Memory u Free Memory

| ] Log categories | Thread Count

Partition ... | Server T... | Node Hame | 120

QAD07Par...  primary ap... 192.188.5...
240

160

&0

0 T T T 1
‘ 045 1:19 150 220 250

The bar graph displays Total, Used, and Free memory on the server. One such graph appears per
server monitored. Hover your cursor over a bar to see its reading in a tooltip. Hover your cursor over
the bar graphs related to the server you want to monitor, and its information appears in a tooltip.

The Thread Count graph displays information for as long as this portlet is open, restarting when
you revisit it or refresh the page.
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Logging Categories

The Application Server Statistics portlet also displays a table that catalogs servers’ Partition Name,
Server Type and Node Name. This includes a button the upper right corner where you can access
Log Categories—| 0g4j . xm items—without having to text edit that file. See Defining a Debug
File on page 141 for more about | 0g4j . xm .

| Log Categories Eaacd |
ALL[~ TRACE[V DEBUG[Y INFO[¥ WARN[¥ ERROR[# FATAL[Z OFF[
Search
Category Hame = Level ‘ Actiona |
com.dorado WARN L4
com.dorado.assure.alarm WARN L&
com.derado.assure.command WARN L4
com.dorado.assure. common WARN |4
com.derado.assure. correlation WARN L4
com.derade.assure heartbeat WARN L4
com.dorado.assure heartbeat HeartBeatPolingWorker WARN L&
com.derado.assure heartbeat HeartbeatPolingHandler WARN ..A‘
com.derado.assure heartbeat HeartbeatPolinghgr WARN L4
com.derado.assure heartbeat HeartbeatStatusActienHelper WARN ._A’
U - RENEEN PN
# Close

The | 0g4j . xm items appear listed with their default log levels. Altering log levels for the listed
items can provide more information for troubleshooting. Log levels determine the detail of server
log output.

Notice that you can sort these by clicking the table headings, and can look for items with the
Search link below the checkboxes. You can check or uncheck categories at the top of this screen to
confine the display to only desired categories.

These self-monitoring capabilities let you tune Application Server logs to produce meaningful
output. Clicking the Edit icon to the right of an item lets you change its log level.

Changing log levels in this screen alters log reporting levels for all Application servers, if you have
more than one, without restarting them. This simplifies setting log levels, and does not require
editing the log4j.xml file.

/\  CAUTION:

More, and more detailed logging can have a performance impact. See also Understanding Performance
Monitoring on page 361.
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Resource Monitors

This summary screen displays currently, active performance monitors in brief.

The Name column displays the identifier for each monitor instance, Enable displays a green check
if it is currently enabled, or a red minus if it is disabled.

The Monitor Type column typically displays what the monitor covers. Hover your cursor over this
column to see a popup with the selected monitor’s properties. The popup that appears after this
query displays the relevant information for the monitor, including whether it is Name, Enabled,

and Monitor Type.
1|
Name: Dell Force10 RMONEtherStatsHC Attributes
Enabled: |4 Enabled
Al Monitor Type: SHMP Interfaces

AMPTnterface: T

The graph that appears to the right of the monitors displays the aggregate availability information
for the enabled monitors. Topics graphed include, Available, Not Available, No Data and Not
Applicable.

Yellow icons mean that not all the data requested was collected. This can occur when MIB
attributes have been deprecated. Typically, OpenManage Network Manager monitors include
alternative attributes.

Right-click a listed monitor to do the following (not all menu items appear for all types of
monitors):

New Monitor—Opens the Select Monitor Type popup, where you can select the type of monitor
to create. Pressing continue after doing so will open the Monitor Editor. See Monitor Editor
on page 378 for details.

New (from Template) —Opens the Select Template popup, where you can select a template for a
new monitor. Pressing continue after doing so will open the Monitor Editor, where you can
configure the equipment targets for preconfigured monitor templates of the type(s) selected
in the sub-menu. These templates are based on monitors described in Monitor Options
Type-Specific Panels on page 397, but have already have selected attributes and calculations.
You can examine exactly what these are in the editor that appears when you select one.

Edit Monitor—Opens the Monitor Editor, where you can modify the selected monitor. For a look
at the individual monitors’ screens, see Monitor Options Type-Specific Panels on page 397.
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Details—Opens a Detail panel, with a reference tree, status summary, and general information
about the selected monitor.

Copy Monitor— Copy the selected monitor and its settings to make a new monitor. You must re-
name the copy, and can change settings selectively.

Enable/Disable Monitor—Enables or disables the monitor. Only one of these options appears.
Only enabled monitors report data (and demand resources), while disabled monitors do not.

Refresh Monitor— Re-query to update any targets for the current monitor. See Scheduling
Refresh Monitor Targets on page 420 for instructions about automating this.

Manage Retention Policies— Select this to manage the data retention policies for the selected
monitor. See Retention Policies on page 376 for details.
Delete—Removes the selected monitor.

View Monitor Data —View the targets’ responsiveness to the monitor. Red means unresponsive,
green means responsive, and yellow means intermittently responsive.

View as PDF—Creates an Acrobat PDF document containing this alarm’s contents displayed in
the summary portlet.

Import/Export—Export the selected contig file to disk, or import it from disk. You can also import/
export a selected configuration file.

Provides the following actions when available for the selected image:

* Import retrieves a file containing XML compliance descriptions. Some imports can
come from a URL.

* Export Selection exports the selected description to an XML file.

* Export All exports all descriptions to an XML file.

Click Download Export File to specify where to save the file.

The Import/Export option is useful as a backup or to share descriptors with other projects.

You must import data into the correct portlet. For example, you cannot import event data
into the Actions portlet.

If one type of data depends on another, you must import the other data before importing the
data that depends on it.

Share with User—Opens the Share with User window where you select the colleague you want to
share this assets with and then type your message.
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Expanded Resource Monitor

This screen appears when you click the plus in the upper right corner of the summary screen.

As in most expanded views, this one displays a list ordered by the Name of the monitor. Click
Settings to configure the column display. Available columns include those on the summary screen
(Name, Enabled, Monitor Type) as well as Description, Poling Interval, Target Count and Retention
Policy. Menu items are like those described for the summary portlet.

Resource Monitor Snap Panels

When you select a monitor, the Snap Panels at the bottom of the screen display details about it.
The Reference Tree shows the selected monitor’s connection to attributes, groups, retention
policies and its membership (the devices monitored).

The Details Snap Panel displays the attributes the popup shows when you hover the cursor over the
Monitor Type column in the summary screen, and adds Emit Availability (events), Retain
Availability, Retain Polled Data, and Retain Calculated Data parameters.

The Monitor Status Summary Snap Panel displays the status of each individual member (Target) of
the monitor, showing the Last Polled time and date, and a title bar and icon indicating Availability
(green is available, red is not).

i ME220_Randall_205.10.20.1.205

Managed Equipment: m ME220_Randall_20510 201 205
Availability: o

1 AvarTT: 5

1 MaxRTT:
MinRTT:

i PacketCount:

D A |

I NetgearGS5716Tv2,10.128.4.15

d Error Message: timed out after waiting on ICMP response for
1000ms

1 Managed Equipment: MetgearGS716Tv2.101254.15
q Availability: 1]
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Hover the cursor over the Availability icon, and a popup appears with details about availability. If
the device is available, the RTT (round-trip time) for communication appears in Avg (average),
Max (maximum), and Min (minimum) amounts, along with the PacketCount. If it is not, an Error
Message appears instead of the RTT and PacketCount parameters.

To edit more performance settings and targets than are available here, use the features described in
Dashboard Views on page 425. You can create and display dashboards by right-clicking items in the
Managed Resources portlet, selecting Show Performance.

Excluding Attributes from Display

The show. per f . excl ude property in the port al - ext . properti es file contains a comma
delimited list of the attribute display names to exclude from display. Remember, best practice is to
override properties as described in Overriding Properties on page 111.

For example,
show. per f. excl ude=CPU Utili zation, AvgRTT
If you define this property, the Show Performance command creates charts for the listed attributes.

This has no impact on manually created dashboards.

Ei NOTE:

You must restart tomcat after changing the properties file for the changes to take effect.

OMNM 6.5.2 User Guide



Monitoring Network Availability | Performance Monitoring

Monitoring Network Availability

In addition to using the standard ICMP monitor, you can create performance monitors that return
network availability information displayed on monitor tooltips and reflected in the Network Status
column in the Managed Resources portlet.

Here are the steps to set that up:

1 Create an Adaptive CLI that monitors some status attribute. For example, rather than using
the built-in ICMP ping on OpenManage Network Manager, you can use a Perl script like this
one:

use Net:: Ping;

$host nane = ' 10.128.7.11'; # host to check

$tinmeout = 10; # how long to wait for a response
print "-1" if pingecho($hostnarme, $tineout);

2 Make sure the script’s network-monitoring attribute return maps to an Adaptive CLI integer
attribute named or containing NetworkStatus. (NetworkStatus can be just part of the
attribute name. It is case insensitive.) You must add this attribute to the Adaptive CLL

3 Conlfigure the data extraction as follows:

Attribute Name: NetworkStatus
Parse Algorithm: Extract
Parse Expression: (/-*/d)$
4 Create an Adaptive CLI monitor referring to your Ping script Adaptive CLL.
Conlfigure it to monitor the attribute in the selected Adaptive CLI as follows:

Attribute Name: Network Status (or your name containing that)

Attribute Type: Integer

Enabled: [check]

Metric Type: Gauge

Also make sure to check the Update Network Status checkbox on the monitor.

6 If this attribute exists and the value is 1, polling sets the device’s network availability to
Available. If its value is 0 it sets availability to Not Available and if it is -1 it sets availability to
Indeterminate.
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Retention Policies

The basis of all reporting and dashboard presentations is data retained from monitors. In other
words, each monitor provides a simple schema from which you can produce a chart, graph or
report.

All monitors rely on a polling engine which executes device interactions at regular intervals. To
reduce resource impacts, you can exclude some of the collected data from what OpenManage
Network Manager retains. A monitor could even have no retained data, only emitting events based
on transient results in the execution/calculation. Another example: the application can derive a
metric from several collected values and you may opt to retain only the derived result. Monitors
may share a retention policy.

OpenManage Network Manager rolls up data hourly and daily into aggregations. See the Aggregate
Data on page 377 for more details. The retention policy controls how long OpenManage Network
Manager holds data per aggregation period. You must select the correct period if you want to review
what has been collected.

When you select Manage Retention Policies in the Monitors portlet, first a list of available policies
appears. Clicking the Add button at the top of the screen lets you create a new policy, while clicking
the Edit button to the right of selected, listed policies lets you modify existing policies. The Delete
button to the right of listed policies removes them from the list.

Editor

Monitors may share a retention policy. The retention policy controls how long data is held per roll-
up period. The editor for Retention policies lets you assign characteristics and monitors to them.

The editor contains the following fields:
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General Retention Policy Options

Policy Name—A text identifier for the policy.

Description—An optional description for the policy.

Detail/Hourly/Daily Data (Days) —How many days to retain the selected data.

The amount retained has both a performance and data storage impact. For example, retaining
day’s information from an active performance SNMP monitor configured with one target’s
worth of data, retrieved on one minute intervals can consume 0.7 G of database, and require
21 insertions per second. See Understanding Performance Monitoring on page 361 for more
about retention policies, monitors and how they impact performance.

Active Monitor Members

Select from Available Monitors on the left, and click arrows to move the desired monitor(s) to the
Selected Monitors on the right.

Click Save to preserve your edits, and include the monitor as listed among existing Retention
Policies, or click Cancel to abandon any changes.

Aggregate Data

OpenManage Network Manager uses detail polling data to produce aggregate values for larger
intervals of time, including hourly and daily periods. Here is how this works: at the end of cach
hour, the detail polling data for the previous hour is aggregated (or as we can say "rolled up") into
hourly data. The resulting hourly records are always given the polled time that is the start of the
hour, but these data points represent the aggregation across the entire hour. For example, if there is
a monitor that polls its targets every 5 minutes, then during the 10 am hour it will poll 12 times and
it will have results for cach target and for each attribute for cach time it polls. Then when the 11
am hour begins, OpenManage Network Manager will aggregate all of the detail polling data
collected between 10:00 am and 10:59 am and these new hourly data points will be given the polled
time 10:00 am. Likewise, at the end of each day, OpenManage Network Manager will aggregate all
hourly data into daily data, and all new daily data points will be given the polled time of midnight
of the previous data. These daily data points should be understood to represent an aggregation
across the entire day.

You can also report on longer aggregation periods, including Weekly, Monthly, Quarterly, and Yearly,
but these values are computed on-the-fly and are not stored in the database. See Create a Monitor
Report for more information about how to generate reports for monitoring data.

Deployment and Polling of Monitor Targets

For each active monitor, the polling targets are deployed and OpenManage Network Manager polls
the appropriate attributes every interval. There are two ways of defining the targets for a given
monitor: explicit and implicit. Explicit targets are defined by selecting the specific devices that
should be polled (equipment managers, subcomponents, etc.) Implicit targets are defined by
configuring a monitor to poll a group of devices, where the group implicitly includes certain devices
based on certain filter criteria. Explicit targets can only be added or removed if you edit the
monitor. Implicit targets can be added and removed any time a device is added or removed from
inventory or some attribute of a device changes. When implicit targets are removed from a
monitor, they are not deleted but they are changed from active to inactive. Only active targets are
deployed. Inactive targets are not deployed, but you can still report on the polling data that is
associated with inactive targets.
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Also, for each monitor target, the Equipment Manager that the target is associated with has a
Device Management State, and this data is copied over into an attribute of the monitor target
itself. Only targets whose Device Management State is Normal will be deployed. For example, if a
monitor target is an interface of a device in inventory whose Management State is
Decommissioned, then this target will not be deployed. As long as the Management State is
something other than Normal, this target will never be deployed and OpenManage Network
Manager will never poll the device, even if the target is active. See Create a Monitor Target Report
on page 396 for more information.

Monitor Editor

This editor lets you fine-tune the monitor you selected and right-clicked to open the editor. It
includes the following panels and fields:

e General

*  Monitor Options

e (Calculated Metrics
e Thresholds

* Inventory Mappings
¢ Conditions

General

The General panel is common to all different monitor types.

General Monitor Options
Name—The identifier for this monitor.
Description—A text description for this monitor.

Polling Interval— Use these fields to configure how often the monitor polls its target(s).

378 OMNM 6.5.2 User Guide



Monitoring Network Availability | Performance Monitoring

Retention Options

Retention Policy—This configures how long OpenManage Network Manager retains the
monitor’s data. Manage these by right-clicking in the Resource Monitors portal, and selecting
Retention Policies. You must make retention policies before you can select them here. See also
Retention Policies on page 376.

Enabled—Check to enable.

Emit Availability Events— Check to activate emitting availability events. The monitor does not
emit an event until the monitored entity’s state has changed. All monitors can generate
events on failure to contact the monitored device, port, and so on. For example, by default
ICMP monitor updates the network status after a selected number of consecutive failures.

You can configure the monitor to generate an event in addition to updating network status,
but OpenManage Network Manager does not like the polling interval to be very small
especially when monitoring many devices.

Example: poll every 10 secs for 10,000 devices with Packet Size = 64 bytes, Packet Count = 3
Timeout (secs) = 1, and configure Unreachable attempts = 1 with polling interval = 10
seconds. This polls the device every 10 seconds and emits a “down” event on the first failed
attempt.

Retain Availability Data—Check to activate. You must Retain availability data to enable alarms.
[f you define thresholds, you should retain availability data. Retain availability data stores the
Boolean values of whether availability data was in the range your defined metrics.

Retain Polled Data—Check to activate. If you uncheck Retain polled data only calculated data
remains, you cannot view data retrieved from monitored entities. Turning off Retain polled
data discards the data as it arrives from the device.

Retain Calculated Data—Check to activate. Retain calculated data complements Retain polled
data. If checked, it stores the calculated results which came from the raw poll data received
from the device.

Update Network Status—Check to activate reporting the network status of the target device(s).
The results of this monitor's activity then appear in the Network Status column of the
Managed Resources portlet. Only one monitor—and no monitors on interfaces or child
components—should ever update networks status. Any monitors on child components or
interfaces are rolled up to the top level device, so status may be erroncously reported. For
example the top level device is not necessarily down if the interlace is down.

If two monitors report the network status of a single device on different intervals, they must
both agree it is down before that state appears in Managed Resources. As long as one monitor
says a device is Responding, then that is the state displayed.

If ping fails (an endpoint is down) and update network status is configured, then
OpenManage Network Manager tries to ping the switch/router in front of the endpoint to
determine if that device is reachable. If that device also failed, then the endpoint’s status
becomes indeterminate.

Ei NOTE:

For clarity’s sake, best practice has only one monitor per device updating network status. By default
ICMP monitoring enables Update Network Status, and monitors all discovered devices.

Migrating from previous OpenManage Network Manager versions automatically replaces any
configured Heartbeats with ICMP monitors with Update Network Status enabled. If your
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previous system had HT'TP or SNMP heartbeats, you must manually configure monitors to
provide equivalent monitoring in this version.

# of Unreachable Attempts before update—The number of attempts to reach the device before
OpenManage Network Manager updates the displayed network status of the device. (1-100)

Click Save to preserve any edits you make, or Cancel to abandon them.

Monitor Options

Monitor options contains two panels. The entity panel lets you select the monitor targets. The
types of monitor entities allowed varies depending on the type of monitor. The second panel
contains options specific to the monitor type being edited.

The entity and options panels for the various types of monitors appear below in Monitor Options
Type-Specific Panels on page 397.

/\  CAUTION:

Have no more than 20,000 targets on a single monitor. Your system may not keep up with polling if you
exceed the recommended target limit. Best practice is to poll important devices in shorter intervals and
less important devices over longer intervals.

Ei NOTE:

You can elect to monitor the same attribute in multiple, different monitors. This has a performance
impact. Best practice is to monitor an attribute only once.
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Calculated Metrics

The calculated metrics panel lets you create attributes that are calculated from existing monitor
attributes. The metric attribute legend assigns a letter value to each monitor attribute. The
Reassign button reassigns the letters. This is useful if some attributes have been deleted and their
letters are no longer used.

The Configured Metrics table lists the calculated metrics. An edit and delete action appears to the
right of each row. The Add button creates a new calculated metric and the Remove All button
deletes all the calculated metrics.

Clicking on the Add button or edit button displays the calculation editor.

This panel contains the following properties:
Name—The attribute name to be displayed for the calculation
Type—Calculation Type - Gauge or Counter

Units— Units string to appear in graphs. Units do not appear in dashboards with a single attribute.
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Max Value—Maximum value to be used in graphing (0 = no max)

Formula—The formula for the calculation using the assigned formula codes from the metric
attribute legend.

Thresholds

The thresholds panel allows the user to set threshold intervals on attributes in the monitor. The
table lists the attributes for which attributes have been configured. Each row has an edit action and
delete action. The Add button allows thresholds to be specified for another attribute. If all monitor
attributes have thresholds defined for them the Add button will be disabled.

The Add or Iidit buttons open a threshold editor (blank or with existing, configured thresholds,
respectively).

Configure threshold intervals you Add at in the editor screen according to the following
parameters.
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Attribute Name—Appears when you click Add rather than Editing a selected threshold. Use the
pick list that appears in this screen to select the attribute for which you are specifying
threshold information. When you Edit, the name of the attribute appears as a title within the
editor screen.

Calculation Type—Select from the pick list. Specifies whether the range calculation is to be done
based on Average or Consecutive values.

Consecutive Value Count—Select how many consecutive values to consider at once for a range
calculation. Typically the larger the number here, the less “flutter” in reporting threshold
crossings.

Emit Notification—Check to emit an event if the device crosses the configured threshold(s). The
notification event contains the threshold-crossing value, as well as which threshold was
crossed, and is an alarm at the severity selected when you configure the threshold.

You can make a set of thresholds for each monitored attribute, so a single monitor can throw
different alarms for different attributes. To sec available events and their descriptions, view
the contents of the RedcellMonitor-MIB in \ owar eapps\ per f or mance\ mi bs.

Apply to Series —Check to enable on composite attributes only. Checking this applies the
threshold to individual elements within the series. When it is unchecked, the threshold
applies only to aggregate measurements (the overall value of the series), not individual
elements within the series.

For example; a Key Metric monitor for CPU utilization on a device with two CPUs actually
monitors both CPUs.  When unchecked, the threshold applies to the average of both CPUs,
when checked, the threshold applies to each individual CPU.

You can also apply thresholds to regular expressions. This is useful to monitor components
within components, for example cores within a CPU.

Click Apply to preserve your edits, or Cancel to abandon them.

The threshold interval editor pops up when you select the Add button or the Edit icon to the right
of a threshold’s row in the threshold attribute editor.

This screen contains the following fields:
Name—The identifier for the threshold interval.

Severity—The event severity for crossing this threshold interval (informational/indeterminate/
warning/minor/major/critical)

Color—The color to display threshold interval on graphs.
Lower Boundary—The interval’s lower boundary.

Upper Boundary—The interval’s upper boundary. May be blank.
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Matching String—A Regex matching string.
K4 NOTE:

You can configure a response to threshold crossing with an Event Processing Rule. Create your
thresholds within the monitor and then create an Event Processing Rule whose filter conditions respond
tononi t or Att ri but eTr end and other conditions such as severity, and so on. You can even use
specific values of the event varbinds in the filter conditions too.

Threshold Graph Background

If you configure a set of thresholds, the dashboard graph displaying the data monitored displays the
threshold colors (and text label) in the background. When an upper or lower threshold has no
upper or lower bound, then those background colors may appear as white.

Inventory Mappings

The inventory mappings panel lets you associate predefined inventory metrics with a monitored
attribute to normalize the attribute if a device does not report metrics in a way that matches the
monitored attribute’s name or format. Available metrics include CPU Utilization %, Memory
Utilization %, ICMP Round Trip Iime, ICMP packet errors, and Bandwidth utilization %.

Common attributes include those for Top N. For example, service A may call it “Disk % Utility”
and Service B may call it “% Disk Utility”. We can map them to a common name and can display
them as Top N.
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You can Add a new mapping with that button, or Remove All listed mappings with that button. You
can also edit or delete listed mappings with the Action icons to the right of each row. Adding or
editing opens the Inventory Mapping Editor.

This lets you configure the following:
Metric ID—Inventory metric name
Attribute ID— Attribute to associate with the inventory metric

Conditions

This panel lets you add multiple conditions to the monitor you are editing.

Click the Add button to enter a new set of conditions, or click the Edit this entry button to the
right of a listed Monitor Condition to open the editor. Click the Delete button to remove a listed
set of conditions. Click the Copy icon to duplicate the listed condition.
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The editor has the following fields and settings to configure:

Condition Properties
Name— Enter a text identifier for the conditions.

Alert— Check this if you want OpenManage Network Manager to emit an alert when the monitor
satisfies the conditions.

Trendable— Check if the conditions specified are trendable. If this is true, the database retains
qualifying conditions (or thresholds) for later reporting/dashboards.

Severity— Specify the severity of the emitted alert, if any.

Successive Intervals Required— Enter the number of occurrences of what is specified in the
Condition Filter to satisfy the Conditions.

Description— A text description for the conditions.

Condition Filter

Minimally, use this panel to select a condition, an operator and a value. If you want to use the
logical AND or OR operators with a second condition, click the green plus (+), and select a second
condition, operator and value. For example, Packet Out Errors greater than 200 AND ifSpeed
greater than 10000 can be a set of conditions that only has to occur once to satisfy this monitor’s
condition.

Click Save to accept your edits, or Cancel to abandon them.
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Self Management/Self Monitoring: Default Server Status Monitor

OpenManage Network Manager also includes a Default Server Status Monitor that monitors its
own server(s). Even clustered application and mediation servers are automatically added to this
monitor. You can edit this monitor to alter polling intervals, and make different calculations for the
monitored attributes. Those attributes include TotalMemory, FreeMemory, MemoryInUse,
ThreadCount and TrapCount for Application Server and Mediation Server processes. You cannot
modify the targets for this monitor.

You must create your own Dashboard to view the data in this monitor. Create a custom dashboard
for this as in described below.

% How To:

Create a Server Status Monitor Dashboard

1 Create a custom dashboard as described in How to: Create a Custom Dashboard View on
page 429.

2 Click the edit icon on one of the dashboard components and set the data source as the
Default Server Status Monitor, and the target as the server(s) monitored.

3 Save the monitor

See Dashboard Views on page 425 for more about configuring dashboards.
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% How To:

Create an SNMP Interface Monitor

388

To set up a typical performance monitor, follow these steps:

1

In the Resource Monitors portlet, and create a new monitor by right-clicking and selecting
New.

Select the type of monitor from the submenu—for this example, an SNMP Interfaces
monitor.

Ei NOTE:

Some devices have ports rather than interfaces. This monitor works for them too, even though it is an
“interface” monitor.

In the General screen, enter a polling interval (5 minutes is the default). For this example,
check Retain polled data and accept the remaining defaults for checkboxes and the retention
policy.

Select an entity to monitor by clicking the Add button in the top portion of the Monitor
Options screen. For an interface monitor, select Interface as the Type at the top of the screen.
You can also filter the list of interfaces that appear further by selecting Interface Type as ge
(gigabit ethernet), for example.

K NOTE:

10

Notice that you can add refinements like filtering on Administrative State and IP Address to the filter.

Select interfaces (Ctrl+click to add more than one), then click Add Selection then Done to
confirm your entity. Hover your cursor over a line describing an interface to have a more
complete description appear as a popup.

Click Browse to display the MIB Browser. For the sake of this example, we elect to monitor
ifInErrors (in RFC Standard MIBs, RFC1213-MIB > Nodes > mib-2 > interfaces > ifTable
> ifEntry > ifInErrors).

In the Thresholds screen, configure thresholds by first clicking Add.
Click Add above the threshold levels list for each threshold you want to add.

In the threshold editor, enter a name (Examples: Low, Medium, Overload), an upper and
lower boundary, (0 - 10, 10 - 100, 100+), a severity (Informational, Warning, Critical) and

color (BLUE, YELLOW, RED). In this case, no string matching is necessary. When the data
crosses thresholds, the monitor reacts.

Attributes available depend on the type of monitor you are creating. Notice that you can also
check to make crossing this threshold emit a notification (an alarm that would appear on the
Alarm panel). You can also configure the type of calculation, and so on. You can even alter
existing thresholds by selecting one then clicking Iidit to the right of the selected threshold.

Click Apply for each threshold interval you configure, then Apply for the entire threshold
configuration.

If a threshold’s counter is an SNMP Counter32 (a 32-bit counter) monitoring can exceed its
capacity with a fully utilized gigabit interface in a relatively short period of time. The defaults
configured in this monitor account for this, but if you know that this is an issue, you can
probably configure the monitor to account for it too.
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After taking a look at Thresholds no more configuration is required. Notice, however, that you
can also configure Calculated Metrics, Inventory Mappings and Conditions on other screens
in this editor to calculate additional values based on the monitored attributes, to map them,
and to make conditional properties based on monitored behavior.

Ei NOTE:

11

12

% How To:

Calculated Metrics is particularly valuable if you want to monitor a composite like ifinErrors + ifOutErrors
or want to calculate a parameter like errors per minute when the monitor's interval is 5 minutes.

Click Save and the monitor is now active.

Notice that the Availability icon appears at the top of a Monitor Status Summary snap panel
in the Expanded Resource Monitor next to a time/date stamp of its last polling. Right-click
the monitor and select Refresh Monitor to manually initiate polling.

Values displayed in the Overall Availability column of the Monitor Manager do not
automatically refresh and may be out of date. The Reference Tree snap panel maps the
monitor’s relationship to its target(s) attribute(s) and other elements. The Details snap panel
summarizes the monitor’s configuration.

For information about having the monitor’s results appear in the a Dashboard portlet, sce
Dashboard Views on page 425.

Create an ICMP Monitor
The following steps create an ICMP (ping) monitor.

1

In the Resource Monitors portlet, and create a new monitor by right-clicking and selecting
New.

Select the type of monitor from the submenu—for this example, an ICMP monitor.

In the General screen, enter a name (Test ICMP Monitor), and a polling interval (5 minutes is
the default). For this example, check Retain polled data and accept the remaining defaults for
checkboxes and the retention policy.

Select an entity to monitor by clicking the Add button in the top portion of the Monitor
Options screen.

Select devices you want to ping, (Ctrl+click to add more than one), then click Add Selection
then Done to confirm your entity.

Define packets in the ICMP Monitor Options panel, including Packet Size, Packet Count and
timeout. You can accept the defaults here, too.

In the Thresholds tab, select an attribute (MaxRT'T, or maximum round trip time) and add
the following thresholds by clicking Add:

Name High color red, Lower Boundary 15 and Upper Boundary [blank] Severity Critical
Name Fine color green, Lower Boundary 0 and Upper Boundary 15 Severity Cleared.

Notice that this example does not emit a notification. If you checked that checkbox, an alarm
of the configured severity would accompany crossing the threshold.
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8 Accept the other defaults and click Apply

9
10

% How To:

Create a Key Metrics Monitor
Follow these steps to create a Key Metrics Monitor (also, see Key Metric Editor on page 439).

1

%
}\ How To:
Create an Adaptive CLI Monitor

390

Click Save.
Test ICMP Monitor now appears in the portlet.

In the Resource Monitors portlet, and create a new monitor by right-clicking and selecting
New.

Select the type of monitor from the submenu—for this example, an Key Metrics monitor.

In the General screen, enter a name (Test Key Metrics Monitor), and a polling interval (5
minutes is the default). For this example, check Retain polled data and accept the remaining
defaults for checkboxes and the retention policy.

Select an entity to monitor by clicking the Add button in the top portion of the Monitor
Options screen.,

Select devices on which you want to monitor Key Metrics.

Select from the available metrics that appear at the bottom of the screen in Key Metric
Properties by selecting a category with the pick list at the top of the screen, then click on an
Available metric, and click the right arrow to make it a Selected metric.

Click Save to retain your new Monitor.

Test Key Metrics Monitor appears in the Resource Monitors portlet.

You can create monitors that track Adaptive CLI responses. The following outlines the steps:

1

a A W N

Determine the Show Command that you want to run.

Create ACLI to extract the data as described below.

Create the Monitor that uses the data from the ACLI.

Create any threshold crossing events/actions (see Thresholds on page 382).

Create dashboards (see Dashboard Views on page 425) to view results and reports (see How
to: Create a Monitor Report) to preserve or display the data.

Monitor Reports in Multitenant Environments

Reports for the master site can target all available devices, however, in tenant sites, only devices to
which the tenant site has access are visible in reports.

If, for example, a tenant wants to make a report about a monitor shared by all tenants, then the
tenant can create the report only for data from devices assigned to its site.
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Show Command

For this example, use the Cisco show i p traffi c command. Run the command so you can see
the data you want to extract. Here, we want to know the number of dropped packets due to
adjacency and no route issues. Here is some example output:
c1720- 1. 30#show ip traffic
IP statistics:
Revd: 2072045 total, 1995503 |ocal destination

0 format errors, 0 checksumerrors, 0 bad hop count
0 unknown protocol, 0 not a gateway
0 security failures, 0 bad options, O with options
Opts: 0 end, 0 nop, O basic security, O |oose source route
0 timestanp, O extended security, O record route
0 streamID, O strict source route, 0 alert, 0 cipso, O unp
0 ot her
Frags: O reassenbled, O tineouts, 0 couldn't reassenble
0

fragmented, O couldn't fragnent

Bcast: 1952255 received, 4 sent

Mcast: O received, 0 sent

Sent: 86915 generated, 0 forwarded

Drop: 18 encapsul ation failed, 0 unresolved, 0 no adjacency
0 no route, O unicast RPF, 0 forced drop

This command has more output, our only concern is extracting the number of no routes and no
adjacencies in the first section, underlined, above.

Create ACLI

Create a show ACLI for the show i p traffic command. This ACLI executes the command
and it will extract the appropriate data using RegEx.

1 Create a new ACLI (or modify an existing)

Create an attribute in ACLI for cach attribute that you want to monitor. The Date Type must
be Integer.
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2 Here, there is an attribute for no_adj acency.

Create an attribute forno_rout e, too.

4 Create the script which contains the command you want to run. Notice the the attributes
appear listed on the right panel. Do not refer to the attributes in the script as you would in a
configuration script. The next step contains attribute references.

5 In the Value Extractions Tab click Add new attribute extraction and then pick the attribute.
The Parse Expression is the RegElx that extracts the correct data. For no_r out e use this
RegEx:. *(\d+) no route,.*
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Add the next attribute. For no_adj acency use the RegEx: . *unr esol ved, (\d+) no
adj acency. *

Apply and Save the ACLL.
Select the ACLI and execute it, selecting the devices you want to monitor.

The audit panel catalogs the progress of the job, and the Execution History snap panel in the
expanded Actions portlet displays the execution, listing multiple executions by time and date.
Right-click an execution listed, and select Results to see the results.

Create the Monitor

Follow these steps to monitor the Adaptive CLI created in the previous section.

1
2
3

Create a new monitor, select Adaptive CLI as the type.
Name the monitor, set the polling interval.

Select device(s) to monitor and then select the ACLI you just created. Notice that the
attributes appear in the input parameters tab.

Under the Monitor Attributes tab, use the defaults.

Set any thresholds you like in the Thresholds node. This example monitors normal
functionality so it includes no thresholds.

When you save the monitor it begins working and executes the ACLI every polling cycle,
extracting the data.
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% How To:

Create a Monitor for an External Script

394

The following steps describe creating a monitor for an external command configured as an

Adaptive CLI (ACLI).
Create the Adaptive CLI

1
2
3

0 N o o

Right-click in the Actions portlet, and create a new External Command ACLI
Make a new attribute schema with attribute: Status (integer)
In Scripts, enter the following as Script Content:

perl "C\[installation path] \owareapps\performance\scripts\
http_test. pl"[_Equi pnent Manager _| P_Addr ess]

The path that precedes the owareapps directory may differ if you have installed OpenManage
Network Manager elsewhere, and by default on Linux.

Several Perl scripts appear in this performance\scripts directory by default. You can try others
in addition to the http_test.pl script.

In the Value Extraction panel enter the following:
ALV d#)\ ). *

Click Apply

Click Save

Right-click and Execute the ACLI to test it.

Look in Job Viewer for the results.

Click Set attribute extraction results, click here to see the results appear in the bottom panel.
Notice also that you must check informational messages for all these to appear, and that
several additional sets of messages besides the extraction results appear.
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Create a Monitor for the External Script Adaptive ACLI

Now that you have verified the script is working, you can create a monitor to see how this attribute
is doing.

1
2

ol

6
7
8
9
10
11

In the Monitors portlet, create a new ACLI Monitor

Uncheck Update Network Status (recommended since the ICMP monitor is already doing
this)

In Monitor Options select your example monitor configured previously.
Confirm that Monitor Attributes displays the Status attribute configured previously.

In the Conditions tab of the Monitor Editor, create “Status Up” condition, with the severity
of Informational, and check Alert.

Create a criterion which is Status = 0.

Save this condition

Create a new Condition called “Status Down”
The criterion is Status = 1

Apply and Save

Save your monitor

Ei NOTE:

12

You may want to test your monitor, in which case, you may want to change the interval to 30 seconds.

Right-click to select View Monitor Data, and you can see the results of your efforts.
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% How To:

Create a Monitor Report

You can create reports based on your monitors. The following example creates a report based on
How to: Create an SNMP Interface Monitor above.

1

© 00 N O

10

11

12
13

14

15

% How To:

Create a Monitor Target Report

396

Create a new Report Template by right-clicking the Report Templates portlet, selecting New
> 'lable 'lemplate.

Name the report (here: Test SNMP Interface Report).
Select a source in the Source tab. Here: Active Monitoring > SNMP Interfaces.

Notice that the Select your inventory columns panel displays the attributes available based on
your monitor selection.

Select Available columns and click the right arrow to move them to Selected. In this case we
select SNMP Interfaces: Monitor Target, Polled Date/Time, ifInErrors.

Arrange the columns and fonts as you like in the Layout tab.
Save the template.

Right-click, and select New in the Reports portlet.

Enter a Name and Title for the report.

Notice that since this is the first report created since you made the Test SNMP Interface
Report template, that it is the Report Template already selected.

Since the monitor already filters devices, we add no filter in the Report, although you could
add one to further filter the monitored devices.

Test SNMP Interface Report should appear in the Reports portlet.

Right-click and select Execute (noticing that you can also schedule such reports, even
repeatedly).

Click the magnifying glass to the right of the Report Completed message in My Alerts to sce
the report.

Hover your cursor over the lower right corner of the report to see a set of icons that let you
expand, zoom out and in, save, or print the report.

Similar to Monitor Reports, you can create reports based on the targets associated with your
monitors. The following example creates a report based on How to: Create an SNMP Interface
Monitor above.

1

Create a new Report Template by right-clicking the Report Templates portlet, selecting New
> Table Template.

Name the report (here: Test SNMP Interface Targets Report).

Select a source in the Source tab. IHere: Active Monitoring > SNMP InterfacesTargets (there
should be two entity types for cach monitor: one for the actual monitor data, and one for the
targets).
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Notice that the Select your inventory columns panel displays the attributes associated with
the monitor targets. These attributes are the same for each monitor target entity type. This is
unlike the monitor data entity types, where the list of available attributes is different for each
monitor.

Select Available columns and click the right arrow to move them to Selected. In this case we
select Monitor Target, Equipment, Availability, Last Polled, Enabled, Device Management
State.

Arrange the columns and fonts as you like in the Layout tab.
Save the template.

Right-click, and select New in the Reports portlet.

Enter a Name and Title for the report.

Notice that since this is the first report created since you made the Test SNMP Interface
Targets Report template, that it is the Report Template already selected.

Since the monitor already filters devices, we add no filter in the Report, although you could
add one to further filter the target devices and/or subcomponents.

Test SNMP Interface Target Report should appear in the Reports portlet.

Right-click and select Execute (noticing that you can also schedule such reports, even
repeatedly).

Click the magnifying glass to the right of the Report Completed message in My Alerts to see
the report.

Monitor Options Type-Specific Panels

The following describes the panels associated with the following Monitor Options types.

Adaptive CLI

Cisco IPSLA

Cisco Metro Ethernet SLA Monitors
Cisco QoS Monitors
ICMP

Juniper CoS

Juniper RPM

Key Metrics

ProScan

SNMP

SNMP Interfaces
SNMP Table Monitor
VRF

Adaptive CLI

For this monitor, see Ilow to Create an Adaptive CLI Monitor on page 390.
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Select Monitor Entities in the top panel, and an Adaptive CLI to monitor at the top of the bottom

panel. The Input Parameters for the Adaptive CLI appear in that tab, and you can edit the Monitor
Attributes in that tab.

The Name and Type, and whether the attribute is I'nabled appear in this editor. You can also select
whether the attribute is a Counter, Gauge or Boolean. For Counter types, the monitor computes

change from previous readings, and for Gauges it does not. Boolean attributes are either true or
false

Cisco IPSLA

This screen configures options for Cisco IPSLA monitoring.

/\ CAUTION:
Target equipment for this monitor must be an IPSLA transmitter, not an IPSLA responder.

Click to select from Available Attributes and use the arrows to move such attributes to Selected
Attributes that you want to monitor.

Ei NOTE:

This Monitor provides end-to-end service verification. Alarms appear in the Service Details Panel and
service topology. You must configure the monitor to emit availability events for this to occur.
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The following are the object IDs for IPSLA, all found in CISCO-RTTMON-MIB

Monitor Attribute Name
NumOfPositvesDS

NumOfRTT
RTTSum
RTTSum?2
MinRTT
MaxRTT
MinOfPositivesSD

MaxOfPositvesSD
NumOfPositivesSD
NumOfPositivesDS
Sum?2PositivesSD
MinOfNegativesSD
MaxOfNegativesSD
NumOfNegativesSD
SumOfNegativesSD
Sum2NegativesSD
MinOfPositivesDS
MaxOfPositivesDS
NumOfPositivesDS
SumOfPositivesDS
Sum?2PositivesDS
MinOfNegativesDS
MaxOfNegativesDS

NumOfNegativesDS
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Mib Attribute name
rttMonEchoAdminNumPackets

rttMonLatest]itterOperNumOfRTT
rttMonLatest]itterOperRTTSum
rttMonLatest]itterOperRTTSum2
rttMonLatest]itterOperRTTMin
rttMonLatest]itterOperRTTMax

rttMonLatest]itterOperMinOfPositivesS
D

rttMonLatest]itterOperMaxOfPositivesS
D

rttMonLatest]itterOperNumOfPositivesS
D

rttMonLatest]itterOperSumOfPositivesS
D

rttMonLatest]itterOperSum2PositivesSD

rttMonLatest]itterOperMinOfNegatives
SD

rttMonLatest]itterOperMaxOfNegatives
SD
rttMonLatest]itterOperNumOfNegatives
SD

rttMonLatest]itterOperSumOfNegatives
SD
rttMonLatest]itterOperSum2NegativesS
D

rttMonLatest]itterOperMinOfPositivesD
S

rttMonLatest]itterOperMaxOfPositivesD
S

rttMonLatest]itterOperNumOfPositives
DS

oiD

13.6.1419942122.1.1
8

13.6.14.1.9942.1.52.1.1
1.3.6.1.419942.152.1.2
13.6.1419942.152.13
13.6.1.41.9942.15.2.1.4
1.3.6.1.419.942.15.2.15
13.6.1419942.152.1.6

13.6.1419942.152.1.7

1.3.6.1.4.1.9.942.1.5.2.1.8

1.3.6.14.1.9.942.1.52.19

13.6.14.19942.1.52.1.1
0

13.6.1419942.152.1.1
1

13.6.1419942.152.1.1
2

13.6.1419942.152.1.1
3

1.3.6.1.4.1.9942.1.5.2.1.1
4.

1.3.6.1.4.1.9942.1.5.2.1.1
5

1.3.6.1.4.1.9942.1.5.2.1.1
6

13.6.1419942.152.1.1
7

13.6.1419942.152.1.1
8

rttMonLatest]itterOperSumOfPositivesD [1.3.6.1.4.1.9.9.42.1.5.2.1.1

S
rttMonLatest]itterOperSum2PositivesDS

rttMonLatest]itterOperMinOfNegatives
DS

rttMonLatest]itterOperMaxOfNegatives
DS

rttMonLatest]itterOperNumOfNegatives
DS

9

13.6.1.419942.152.1.2
0

1.3.6.1.419.942.152.1.2
1

13.6.1.419942.152.1.2
2

13.6.1419942.152.12
3
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400

Monitor Attribute Name
SumOfNegativesDS

Sum2ZNegativesDS
PacketLossSD
PacketLossDS
PacketOutOfSequence
PacketMIA
PacketLateArrival
OWSumSD
OWSum2SD
OWMinSD
OWMaxSD
OWSumDS
OWSum2DS
OWMinDS
OWMaxDS
NumOfOW

MOS

ICPIF
InterArrival]itterOut
InterArrival]itterln
Avglitter
AvglitterSD

AvgJitterDS

Mib Attribute name

rttMonLatest]itterOperSumOfNegatives
DS

rttMonLatest]itterOperSum2NegativesD
S

rttMonLatest]itterOperPacketLossSD
rttMonLatest]itterOperPacketLossDS
rttMonLatest]itterOperPacketOutOfSeq
uence
rttMonLatest]itterOperPacketMIA
rttMonLatest]itterOperPacketLateArrival
rttMonLatest]itterOperOWSumSD
rttMonLatest]itterOperOWSum2SD
rttMonLatest]itterOperOWMinSD
rttMonLatest]itterOperOWMaxSD
rttMonLatest]itterOperOWSumDS
rttMonLatest]itterOperOWSum2DS
rttMonLatest]itterOperOWMinDS
rttMonLatest]itterOperOWMaxDS
rttMonLatest]itterOperNumOfOW
rttMonLatest]itterOperMOS
rttMonLatest]itterOperl CPIF
rttMonLatest]itterOperlAJOut
rttMonLatest]itterOperlAJIn
rttMonLatestJitterOperAvg]itter

rttMonLatest]itterOperAvgSD]

rttMonLatest]itterOperAvgDS]

oD

1.3.6.1.4.1.9.942.1.5.2.1.2
4

1.3.6.1.4.1.9.942.1.5.2.1.2
5

1.3.6.1419942.1.52.1.2
6

1.3.6.1419942.1.52.1.2
7

1.3.6.14.19942.152.1.2
8

1.3.6.1.4.1.9.942.1.5.2.1.2
9

1.3.6.1.4.1.9.9.42.1.5.2.13
0

1.3.6.1.4.1.9.942.15.2.13
3

1.3.6.1419942.1.52.13
4

1.3.6.14.19942.152.13
5

1.3.6.14.19942.152.13
6

1.3.6.1.4.1.9942.1.52.13
7

1.3.6.1.4.1.9.942.1.52.13
8

1.3.6.1.4.19942.152.13
9

13.614.19942152.14
0

13.61.419942152.14
1

13.6.1.419942152.14
2

1.3.6.1.4.1.9942.1.52.14
3

13.6.14.19942152.14
4

1.3.6.1.419942.1.52.14
5

13.6.14.19942.152.14
6

1.3.6.14.19942.152.1.4
7

1.3.6.14.199.42.15.2.1.4
8
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Monitor Attribute Name Mib Attribute name 0D

OWAvgSD rttMonLatest]itterOperOWAvgSD 13.6.141.9942.1.52.14
9

OWAvgDS rttMonLatest]itterOperOWAvgDS 13.6.1419942.1.52.15
0

LatestHTTPOperRT rttMonLatest HTTPOperRTT 1.3.6.1419942.151.1.1

LatestHTTPOperDNSRTT rttMonLatest HTTPOperDNSRTT 13.6.14.1.9.942.15.1.1.2

LatestHTTPOperTCPConnectRT | rttMonLatest HTTPOperTCPConnectR  [1.3.6.1.4.1.9.9.42.1.5.1.1.3

T TT

LatestHTTPOperTransactionRTT | rttMonLatestHTTPOperTransactionRTT  1.3.6.1.4.1.9.9.42.1.5.1.1.4
LatestHTTPOperMessageBodyOc | rttMonLatest HTTPOperMessageBodyOc 1 1.3.6.1.4.1.9.9.42.1.5.1.1.5

tets tets

LatestHTTPOperSense rttMonLatestHI T TPOperSense 1.3.6.1.4.1.9.942.1.51.1.6
LatestHTTPErrorSenseDescriptio | rttMonLatestHTTPErrorSenseDescriptio ' 1.3.6.1.4.1.9.9.42.15.1.1.7
n n

LatestRttOperCompletionTime | rttMonLatestRttOperCompletionTime 11.3.6.1.4.1.9.9.42.1.2.10.1.

1

Cisco Metro Ethernet SLA Monitors

This monitor Cisco's CISCO-IPSLA-ETHERNET-MIB. It collects performance metrics against
individual RT'T probe operations for the target device. This monitor works like the existing Cisco
IPSLA monitor for the CISCO-RTTMON-MIB. It indexes statistics using the probe index as
defined in the rttMonCtrlAdminTable in the CISCO-RTTMON-MIB. The Ethernet jitter probes
have a rttMonCtrlAdminRtt Type of ethernet]itter.

OpenManage Network Manager does not provide configuring of Ethernet jitter SLA operations.
Information about configuring CFM can be found in the following documents found on the Cisco

web site: Configuring Ethernet CFM and OAM and Configuring IP SLAs for Metro-Ethernet.

To create a Cisco Metro Ethernet monitor, select New Monitor > Cisco Ethernet SLA from the
right-click menu in the Resource Monitors portlet. The Monitor Options screen lets you configure
monitored attributes and devices. As with the IPSLA monitor, you can select either equipment
groups or individual managed equipment objects. If you select a managed equipment object you
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can click on the gear icon in the Action column to see a list of the Ethernet Jitter SLA probe IDs
configured for that device and select specific probes which then appear in the SLA Key(s) column.
Without such a selection, the monitor tracks all Ethernet Jitter SLA probes for the device.

The Ethernet SLA Properties panel allows selection of the specific attributes you wish to collect
data on. The attributes correspond directly to the oids in the ipslaEther]itterAggStatsTable in the
ipslaEthernetStats section of the CISCO-IPSLA-ETHERNET-MIB.

Cisco QoS Monitors

This monitors values for Cisco QoS from the Cisco Class-Based QOS MIB. The following
screenshots come from the Class Map monitor, but OpenManage Network Manager’s Cisco QoS
monitoring capabilities include more than just this monitor. See Additional QoS Monitors on page

403.

Service Policies

A Service Policy is a policy map attached to a logical interface. Because a policy map can also be a
part of the hierarchical structure (inside a classmap), OpenManage Network Manager considers
only a policy map directly attached to a logical interface as a service policy.

Class Map—A user-defined traffic class that contains one or many match statements that classify
packets into different categories.

Match Statement— Specifies specific match criteria to identify packets for classification purposes.
Match statements exist within a class map.

Policy Map—A user-defined policy that associates QoS actions to the user-defined traffic class -

ClassMap.
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Oos Actions—These include: Queueing, Random Detect (WRED), Traffic Shaping, Police, Set
(Packet Marking), Compression (IP header), Account (C3pl).

See Additional QoS Monitors on page 403 for attributes you can monitor related to

these.
Monitor Entitles

Select the equipment to monitor in this screen. Notice the PF and IF columns that indicate
whether a port filter or interface filter is active to further limit what parts of the selected device is
monitored. Delete the device or configure port and interface filters with the icons to the right of
listed equipment.

Q0S Properties - Monitored Attributes

This panel lets you select attributes monitored with right/left selection arrows. Move the desired
attributes from the Available to the Selected side of this panel. Notice that, by default, you can
monitor two additional calculated attributes. You can also edit the monitor to create additional
calculated attributes, which would also appear here.

Ei NOTE:

If you change the bandwidth (speed) on an port/interface, you must resync the device to update the port
speed in OpenManage Network Manager. You must refresh targets on any Q0S monitor after resync for
the application to reflect the correct MaxClassBandwidth value. See also Bandwidth Calculation on page
418.

Additional QoS Monitors

The sections below list the monitored attributes for possible Monitor types that include the
following:

*  Qos Class Map Monitor

*  Qos Match Statement Monitor

*  Qos Police Monitor

*  Qos Queuing Monitor

*  Qos Traffic Shaping Monitor

¢ Qos RED Monitor

e Qos IPHC Monitor

*  Qos Packet Marking Monitor

* QoS Police Monitor

¢ Qos Estimate Bandwidth Monitor

* QoS C3pl Account Monitor

Qos Class Map Monitor

Qos Class Map Monitor collects metrics from the cbQosCMStatsTable. This table specifies
ClassMap related Statistical information.
Avyailable Metrics:

DropBi t Rat e

PrePol i cyPkt

PrePol i cyByt e

PrePol i cyBitRate

Post Pol i cyByt e

Post Pol i cyBi t Rat e
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Dr opPkt

DropByt e

NoBuf Dr opPkt

Fr agnent Pkt

Fragnment Byt e
larget Summary Pattern

This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

Monitor Status Summary

-

Target Last Polled

Serial1/0:23 (Router3845. yourdomain.com. 10. 128, 2. 11): Gold:class-default
Serial1/0:23 (Router3845. yourdomain.com. 10. 128, 2. 11): Gold:VOIP
Serial1/0: 23 (Router3845.yourdomain.com, 10, 128, 2, 11): Gold:VIDEQ
Serial1/0:23 (Router3845.yourdomain.com, 10, 128, 2, 11): Gold:MULTIMEDIA
Serial 1/0: 14 (Router3845. yourdomain.com, 10, 128, 2, 11): Gold:class-default
Serial 1/0: 14 (Router3845. yourdomain.com. 10. 128, 2, 11): Gold:VOIP

Serial1/0: 14 (Router 3845, yourdomain.com, 10. 128, 2. 11): Gold:VIDEQ
. -

<Pol i cyMapNane> : <Nane>
Qos Match Statement Monitor
Qos Match Statement Monitor collects metrics from the cbQosMatchStmtStatsTable. This table

specifies Match Statement related statistical information.
Available Metrics

PrePol i cyPkt

PrePol i cyByte

PrePolicyBitRate
larget Summary Pattern
This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<Pol i cyMapName> : <Name> : <Stnt Name>

Qos Police Monitor

Qos Police Monitor collects metrics from the cbQosPoliceStatsTable. This table specifies Police
Action related statistical information.
Available Metrics

Conf or medPkt

Conf or nedByt e

Conf or nedBi t Rat e

ExceededPkt

ExceededByt e

ExceededBi t Rat e

Vi ol at edPkt

Vi ol at edByt e

Vi ol at edBi t Rat e
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larget Summary Pattern

This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<Pol i cyMapNane> : <CMName> : <Cf gRate>
Qos Queuing Monitor
Qos Queuing Monitor collects metrics from the cbQosQueucingStatsTable. This table specifies
Queueing Action-related statistical information.
Available Metrics
Curr ent QDept h
Max QDept h
Di scar dByt e
Di scar dPkt
QoS Configuration Filtering Attributes
CfgBandwi dth - specified in kbps or percentage
CfgBandwi dt hUnits - enuneration

larget Summary Pattern

This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<Pol i cyMapName> : <CMNane> : <Cf gBandw dt h>

Qos Traffic Shaping Monitor
Qos Traffic Shaping Monitor collects metrics from the cbQosTSStatsTable. This table specifies
traffic-shaping Action related statistical information.
Available Metrics

Del ayedByt e

Del ayedPkt

Dr opByt e

Dr opPkt

Active

@Si ze
larget Summary Pattern
This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<Pol i cyMapNane> : <CWNanme> : <TSCf gRate>

Qos RED Monitor
Qos RED Monitor collects metrics from the cbQosREDClassStatsTable. This table specifies per
Precedence WRED (wait random early detection) Action-related statistical information.
Available Metrics

RandomDr opPkt

RandonDr opByt e

Tai | Dr opPkt

Tai | Dr opByt e
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Transmi t Pkt

Transmi t Byte

ECNVar kPkt

ECNMar kByt e

MeanQSi zeUnits

MeanQSi ze
larget Summary Pattern
This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<Pol i cyMapNanme> : <CWNanme> : < CfgDscpPrec >

Qos IPHC Monitor

Qos IPHC Monitor collects metrics from the cbQosIPHCStatsTable. This table specifies IP Header
Compression statistical information.
Available Metrics

Rt pSent Pkt

Rt pCmpr sQut Pkt

Rt pSavedByt e

Rt pSent Byt e

Rt pSent Byt eRat e

TcpSent Pkt

TcpCpr sQut Pkt

TcpSavedByt e

TcpSent Byt e

TcpSent Byt eRat e

Rt pFul | Hdr Sent Pkt

TcpFul | Hr Sent Pkt
larget Summary Pattern
This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<cbQosPol i cyMapName> : <cbQosCMName> : <Cf gOpti on>

Qos Packet Marking Monitor

Qos Packet Marking Monitor collects metrics from the cbQosSetStatsTable. This table specifies
packet marking statistical information.
Available Metrics

DscpPkt

Pr ecedencePkt

QosG oupPkt

Fr DePkt

At nCl pPkt

L2CosPkt

Mpl sExpl nposi ti onPkt

Di scar dCl assPkt
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Mpl sExpTopMost Pkt

SrpPriorityPkt

Fr FecnBecnPkt

DscpTunnel Pkt

PrecedenceTunnel Pkt
larget Summary Pattern
This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<cbQosPol i cyMapName> : <cbQosCWName> : <Cf gFeat ure>

QoS Police Monitor
Qos Police Monitor collects metrics from the cbQosPoliceColorStatsTable. This table specifies
Police Action-related statistical information for two rate color aware marker.
Available Metrics

Conf or nedBi t Rat e

ConfirnmedByt e

Conf or nedPkt

ExceededBi t Rat e

ExceededByt e

ExceededPkt

Vi ol at edBi t Rat e

Vi ol at edByt e

Vi ol at edPkt
larget Summary Pattern
This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel

<chQosPol i cyMapName> : <cbQosCWName> : <chbQosPol i ceCf gRat e>

Qos Estimate Bandwidth Monitor
Qos Estimate Bandwidth Monitor will collect metrics from the cbQosEBStatsTable. This table
specifies Estimate Bandwidth related statistical information.
Available Metrics
St at sCor vi | EBVal ue
St at sCor vi | EBSt at us
St at sCorvi | CTD
larget Summary Pattern

This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel
<cbQosPol i cyMapName> : <cbQosCWName> : <???>
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QoS C3pl Account Monitor

Qos C3pl Account Monitor collects metrics from the cbQosC3plAccountStatsTable. This table
specifies C3pl Account Action-related statistics information.

Available Metrics
cbQosC3pl Account Dr opPkt
chQosC3pl Account DropByt e
chQosC3pl Account Tai | Dr opPkt
cbQosC3pl Account Tai | Dr opByt e

larget Summary Pattern

This pattern appears in the expanded Resource Monitors portlet when you select the monitor in
the top panel
<cbQosPol i cyMapNane> : <cbQosCMNane> : <cbhQosC3pl Account Feat ur eType>

ICMP

The ICMP Monitor Options panel contains the following properties:

Packet Size—Size of packet for ICMP transmission
Packet Count—Number of packets to send.
Timeout—Number of seconds without a response before a timeout is issued

The ICMP Entity Panel lets you select resource groups and Resource manager objects. Clicking
Add button displays a selector panel for these.

Select the type of entity you want to add, then select any desired filter attributes, then click Apply
Filter. Select from the entities that appear and add them to the monitor.

Ei NOTE:

Migrating from previous versions updates the Network Status check box to true and redeploys the
monitor.
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Juniper CoS

This (optional) monitor uses the fields described below and lets you track CoS attributes for
Juniper equipment. It appears only on systems with a Juniper device driver installed.

Monitor Entities

Click Add to configure monitored devices in a subsequent selector screen. This is the typical
selector with a filter to help you find discovered devices.

At the right you can see PF (Port Filter) and IF (Interface Filter) columns, which display green
icons if such filters are active. Click the Configure Port/Interface Filter icon at the far right to
configure such filters. These contain the standard filtering mechanism visible throughout
OpenManage Network Manager. (See Defining Advanced Filters on page 147, for example).
Notice that for port and interface filters, the editor also lets you delete the filter. The Delete button
on the right of listed Monitor Entities lets you delete equipment.

COS Properties

Click to select Available Attributes, and use the arrows between columns to move these to the
Selected Attributes column to select the monitored CoS properties.
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Juniper RPM

This (optional) monitor uses the fields described below and lets you track RPM attributes for
Juniper equipment. It appears only on systems with a Juniper device driver installed.

Monitor Entities

Click Add to configure monitored devices in a subsequent selector screen. This is the typical
selector with a filter to help you find discovered devices.

At the right you can see the RPMs column. This displays information about RPM probes. Click the
Configure RPM Probes icon (a gear) at the far right to select and configure such probes. The Delete
button on the right of listed Monitor Entities lets you delete equipment and probe combinations.

RPM Properties

Click to select Available Attributes, and use the arrows between columns to move these to the
Selected Attributes column to select the monitored RPM properties.

These monitors collect data for all tests for the selected probe(s), and collect only attributes
assigned to them. If all attributes are assigned in the monitor, but only a handful of actual
attributes are being tested, then the monitor collects only data from attributes running tests.

For example, if you select Egress to monitor, and tests occur for Egress, then the monitor collects
Egress. However, if you select all attributes, and only Egress and PostRtt]itter are tested, and the
monitor collects only Egress and PostRtt]itter.

Another example: If you select all attributes for the monitor, then slowly add more tests and
attributes on the device, the monitor picks up these changed attributes as you add them to the
tests.
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The default refresh rate is 30 minutes, but you can configure the refresh by overriding the attribute
pm.monitor.rpm.refresh_rate. This property determines how often the monitor fetches the list of
tests and attributes for the probe. Disable/Enable-ing the monitor also refreshes the list. The
monitor can stay up to date with the device without much user intervention.

You can also change the attribute names (like Egress) too through the prmsgs. pr operti es file.
Search for RPM and modify the nine attribute names. Remember, best practice is to override
properties as described in Overriding Properties on page 111.

Click Save to preserve your edits, or Cancel to abandon them.

Key Metrics

The Key Metrics Properties panel contains a list of key metrics you can add to the monitor. They are
grouped by category.

The Monitor Entities Panel lets you select equipment group and equipment manager objects (as
described in ICMP on page 408, above).

The Key Metrics Properties panel at the bottom of this screen uses a pre-defined list of key metrics.

[t does not check if the key metrics selected are supported by the devices and groups selected in the
monitor.
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ProScan

In this screen, you simply select the Proscan (also known as Compliance Policy) to monitor. In the
Thresholds tab, you can set thresholds for both in and out of compliance numbers.

The Proscan policy contains the target network assets.

Execute the Proscan only after creating the monitor. The Proscan monitor displays data when you
create it and its supporting Proscan policy in the following order:

1 Create Proscan policy X that has explicit targets.

2 Create a Proscan monitor referring to Proscan policy X, and modify polling to the desired
interval.

3 Execute Proscan X.
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SNMP

The SNMP attributes panel lets you specify which SNMP attributes are to be monitored.

You can specify the SNMP attributes the following ways:

¢ With the SNMP browser, or
* Entering the SNMP attribute properties explicitly.

The Browse button launches the SNMP MIB browser. (See MIB Browser Tool on page 43) You can
also click the Device Results tab to open an SNMP authentication screen and log into any device

you specify, even undiscovered devices. Specify the IP address, SNMP Read Community, port,
SNMP version, timeout and retries.

Click on the desired SNMP nodes and then click on the Add Selection button to add an SNMP
attribute. When done selecting, click the Done button to add selected attributes to the monitor or
Cancel to abandon the operation and close the browser.
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The Add and Edit buttons in the SNMP attribute panel launch the SNMP Attribute editor.

This panel contains the following properties:

Oid—The object identifier for this attribute

Name—This attribute’s name

Instance—SNMP instance. 0 for scalar or the ifIndex value for an SNMP column.

View Type—Scalar or Column.

Syntax—Integer, Boolean, DisplayString, and so on.

Meta Syntax— Counter, Gauge, and so on.

If you type in an OID and click the scarch button next to the OID field, the browser searches the
MIB for the OID and fills in the other values if it finds the OID.

K NOTE:

For all counter types, the polled data stored in database reflect the changes between two polled data
points from an SNMP table.
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SNMP Interfaces

The SNMP Interface Monitor Entity editor supports the following entity types: group, equipment
manager, port and interface. It also supports port and interface filters on groups and equipment
manager objects.

If you check the Collect from ifX'Table checkbox, then OpenManage Network Manager attempts to
fetch attributes from the ifXTable. These attributes are ifHighSpeed, ifHCInOctets,
ifHCInUcastPkts, ifHCOutOctets and ifHCOutUcastPkts. If any of these attributes are not
available, then it fetches from ifTable.

If an interface does not support ifxTable, SNMP get typically retrieves an error and OpenManage
Network Manager uses the if Table instead. Some ATM ports do not send errors from the ifxTable
oids, so OpenManage Network Manager also uses the if Table values if ifHighSpeed is 0.

K NOTE:

The SNMP V1 protocol does not support 64bit counters located in ifXtable. This means OpenManage
Network Manager monitors only collect performance data from ifTable when a device is discovered

using the SNMP V1 protocol. Best practice: Discover devices using snmpV2c or snmpV3 protocols to
collect performance data located in ifXtable.

Even with this checked, OpenManage Network Manager defaulting to 32-bit counters if 64-bit is
not available.

OpenManage Network Manager now supports multiple indexes in the SNMP Interface monitor.
Specify them in the instance field, separated by dots. For sf pTxPower Val ue
1.3.6.1.4.1.28458.7.2.4.6.7.1.22.Y.Z where Y is the slot and Z is the @ifindex,
specify @l ot Nunber . @ f | ndex as the instance. You can also specify a constant string. For
sonetLinelnterval UASs 1.3.6.1.2.1.10.39.1.3.2.1.5. X 16 Where Xis the
@ fi ndex and 16 is the last record, specify @ f | ndex. 16.

The variable name following the “@” must correspond to an attribute in the port or interface bean.
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When determining the “not available” status of a device, SNMP AdminStatus and
OperationalStatus messages both have to indicate a device is Available before a monitor
determines it is available.

Certain devices that do not support ifTable availability indicators. For the sake of these devices, a
Skip availability check checkbox appears.

The Skip Polling Interval configures skipped availability checks when polling, so you can check
availability, for example, every fourth polling interval (skipping three). This helps the monitor avoid
flutter artifacts

The PF and IF table columns indicate if a port filter or interface filter is configured for the entity.
Click the icons on the right side of the list of Monitor Entities to configure filters. Clicking these
buttons displays an interface configuration panel.

This panel lets you specity filter attributes for the port or interface filters you want to monitor. For
example, if you select a device but only want to monitor active interfaces created by a particular
user, then these filters do the job.

The SNMP Attributes panel is the same as described in SNMP on page 413.
SNMP Table Monitor

This panel appears if you are editing an SNMP Table monitor. The application stores not absolute
numbers from counters but the counter’s change since its last measurement.

Columns include the SNMP Attribute Name, OID, Row Identifier, Foreign Key, Series Name, Meta
Syntax, Units, and Action.

i NOTE:
If you select one of the 64-bit counters in ifXTable, make sure the Meta Syntax is 64-bit.
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Clicking the Add or the Edit button to the right opens either a MIB Browser where you can retrieve
these attributes, or an Add/Edit SNMP Attributes editor at the bottom of the screen, See the
following sections for details.

MIB Browser

This lets you select attributes to monitor as described in MIB Browser Tool on page 43. The SNMP
table monitor lets you pick a table column, not the entire table.

Add/Edit SNMP Attributes

This screen lets you specify individual attributes.

It has the following fields:

Oid— A field where you can enter the object identifier. This also has an integrated search function.
Click the magnifying glass icon on the right to activate it. A successful search populates the
rest of the fields for the object identifier.

Row Identifier—This mandatory field defaults to @instance (The OID instance).
Name—The text identifier for the OID

Foreign Key—Enter the foreign key, if any.

Series Name—This defaults to @Rowldentifier.

Units— Enter the units of measurement.

Meta Syntax— Further refine the variable type with the pick list. For example, you can select
Counter32 (a 32-bit counter). For Counter types, the monitor computes change from
previous readings, and for Gauges it does not.

Ei NOTE:

If a message appears saying: “Device fault: Return packet too hig” in the Monitor Status Summary, then
you have selected too many SNMP attributes to poll in a single request. Please modify your monitor to
request smaller numbers of attributes
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VRF

Select the device with the VRF you want to monitor in this screen.

The monitor calculates the average interfaces utilization associated with the VRF on the selected
target device, based on the current VRF configuration. Click Save to preserve your choice.

Bandwidth Calculation

Cisco devices running [0S or IOS-XR can calculate bandwidth. To support this functionality, all
ports and interfaces now have four new filterable attributes:

* Ingress Bandwidth (the ingress bandwidth in bps)

* Ingress Bandwidth Type (the type of calculation used to determine the ingress bandwidth)
*  Egress Bandwidth (the egress bandwidth in bps), and

*  Egress Bandwidth Type (the type of calculation used to determine the egress bandwidth).

Types of Bandwidth Calculation

The ways to arrive at a bandwidth number appear here in order, from highest priority to lowest
priority. If OpenManage Network Manager can calculate bandwidth in more than one way for a
particular port/interface, it uses the highest priority calculation type.

K NOTE:

If a port or interface's Administrative State is not Up, its bandwidth will always be 0, regardless of the
calculation type!

CONFIGURED—This means OpenManage Network Manager has a QoS policy configured
directly against this port or interface. For example: a policer, shaper, or queuing policy. Policies
applied to input affect the ingress bandwidth, output affect the egress bandwidth.

TRUNK AGGREGATION—This calculation means a port is in trunking mode and calculates its
bandwidth from its access ports. Essentially, if a trunk shares a VLAN with any access port,
that access port adds its bandwidth values to the trunk port's totals. This reverses ingress and
egress values. The total ingress bandwidth of the access ports becomes the egress bandwidth
of the trunk port, and the total egress bandwidth of the access ports becomes the ingress

bandwidth of the trunk port. If a port in this configuration is no longer in trunking mode, it
reverts to UNCONFIGURED.
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INTERFACE AGGREGATION—If a port or interface has sub-interfaces, the total bandwidth of
the parent is the sum of the bandwidth of its children. For example: If GigabitEthernet(/1 has
four subinterfaces GigabitEthernet0/1.1, GigabitEthernet0/1.5, GigabitEthernet(0/1.8 and
GigabitEthernet0/1.9 and cach sub-interface has bandwidth of 1G, the total bandwidth of
GigabitEthernet0/1 will be 4G.

Unlike trunk aggregation, this does not reverse ingress and egress. The total ingress of the
children becomes the total ingress of the parent, and the total egress of the children becomes

the total egress of the parent. If a port or interface in this configuration loses all of its children
(i.c. the interfaces all get deleted), it reverts to UNCONFIGURED.

ASSOCIATTION—If a port is currently UNCONFIGURED and has a physical link to another port
that isn't UNCONFIGURED, it takes the bandwidth of the linked port. This reverses Ingress
and Egress—the linked port's ingress becomes the other port's egress and vice-versa. I
someone deletes the link, the port reverts to UNCONFIGURED.

UNCONFIGURED —The default setting for bandwidth. This sets the ingress and egress
bandwidth of a port or interface to the IfSpeed of the port. This means a 10G port with an
[fSpeed of 10G registers an Ingress and Egress Bandwidth setting of 10G.

Triggering Bandwidth Calculations

On resync, OpenManage Network Manager’s rules check for configured QoS policies and update
the port and interface bandwidth as needed (the CONFIGURED bandwidth calculation type).
OpenManage Network Manager adds any ports and interfaces registering a change in their
bandwidth values (or any newly-created ports and interfaces, as in initial discovery) to a list to be
processed after the resync is over. OpenManage Network Manager also queues the device for
recalculation of TRUNK AGGREGATION every time it collects VLAN data (for example, during
resync or during network data collection).

After the resync finishes, the OpenManage Network Manager bandwidth processor processes the
list of ports and interfaces whose bandwidth values changed and re-check its calculations to see if

INTERFACE AGGREGATION or ASSOCIATION calculation types are applicable, and then

calculate them if necessary.

Link creation, modification or deletion also trigger recalculations of ASSOCIATION calculation
type for the endpoints of the link in question.

OpenManage Network Manager adds any ports/interfaces that change in the bandwidth processor
back to the processor, so that changes can propagate throughout the network. For example, if
OpenManage Network Manager discovers a link and it changes the linked port's bandwidth (type
ASSOCIATED), it needs to recalculate the TRUNK AGGREGATION for all trunk ports on that
device in case the port was an access port and the trunk port bandwidth values need to be updated.

Another example: If an interface's bandwidth value changed, then OpenManage Network Manager
adds its parent for INTERFACE AGGREGATION reprocessing in case it has a parent using that
calculation type that now needs to be updated.

OpenManage Network Manager uses a strict priority to determine which calculation method to use
if multiple are applicable: CONFIGURED > TRUNK AGGREGATION > INTERFACE
AGGREGATION > ASSOCIATED > UNCONFIGURED. This means that if a port has a direct
QoS configuration against it, it doesn't matter if it also has child interfaces or links. OpenManage
Network Manager uses the QoS configuration's value. Likewise, if OpenManage Network Manager
calculates a port’s bandwidth using INTERFACE AGGREGATION and it has a link, the link does
not matter for the purpose of bandwidth calculation since ASSOCIATED is lower priority.
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Scheduling Refresh Monitor Targets

Because monitors can address targets that are members of dynamic groups, refreshing these ensures
that group memberships are up-to-date. To do this, you can create or alter the schedule for Monitor
Target Refresh (in most packages, such a scheduled item appears by default). When executed, this
updates monitors with groups as targets based on current memberships. This removes targets no
longer members of a monitored group and adds new group members. A seeded schedule refreshes
these every six hours, by default.

Refresh Monitor manually by right-clicking in the Resource Monitors table.

Refresh Monitor Targets for Newly Discovered Devices

If you discover a new device that is part of a monitored dynamic group, it may take some time
before monitoring includes that device. To provide immediate monitoring, as soon as discovery
finds the device, add the Refresh Monitor action to the discovery profile. See Actions on page 98
for more about that Discovery Profile capability.

To make sure this refresh occurs, do not override the following in r edcel | . properti es (This
section defines the actions executed when no default discovery profile exists):

#Thi s shows the default order of Task Activities within Resource Discovery
Options

#The TaskDefG d will be used for identification and true/false wll
determine if they are

#on by defaul t

#format: <TaskDef O d>&&t r ue, <TaskDef O d2>&&f al se, <TaskDef O d3>&&t r ue

redcel | . di scovery.taskactivity. order=Resync&&true,\

Dat aCol | ecti onFor G oupOf Devi ces&&f al se, \

Di scover_Li nks_for_a_G oup_of _Devi ces&&f al se, \

Schedul ed_Resync&&f al se, \

Ref resh_Mbni t or _Tar get s&&t rue

Topological Correlation

A device can appear unresponsive in monitors if devices through which OpenManage Network
Manager must access it are down, even though it may be active independently of the condition of
its access. Topological correlation take this into account, and produces fewer false
MonitorTargetDown events because OpenManage Network Manager attempts to communicate
with adjacent devices to the first device in the network topology. OpenManage Network Manager
calculates adjacency according link configuration. If adjacent devices are unreachable, then
OpenManage Network Manager does not generate a MonitorTargetDown event because this first
device is simply unreachable from OpenManage Network Manager at the moment.

Updating Polling Subscriptions

Polling subscriptions on the mediation agent process can get out of sync with the application server
process. When the application server and mediation agent start running, whichever one comes
online last triggers application server sending the polling subscription and target information to the
mediation server. Enabling or disabling performance monitors also sends this information from the
application server to the mediation server.
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Any time data goes from one machine to another, temporary connectivity issues can arise, along
with potential for data loss, so OpenManage Network Manager accommodates this possibility too.
If a server is running for a long time (weeks) and the performance monitors have been frequently
enabled and disabled, some targets may not be polled because the appserver/medserver information
has become out of sync. It’s possible, but less likely, that polling and target information could be
out of sync even on standalone systems, where the application server also serves as a mediation
agent. This is why the following feature is also available on standalone systems.

You can schedule periodic resyncs of polling subscription and target information. The scheduled
item that runs this process is disabled by default, but if enabled it typically runs every 30 minutes.
You can also enable this item and schedule it more or less often than every 30 minutes.

[f you enable this scheduled item, or run it a single time manually, then it ensures the mediation
agent has all of information it needs for polling. This includes the polling subscription information
associated with each active performance monitor and all active targets associated with each active
monitor.
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The OpenManage Network Manager system uses seeded, default Active Performance Monitors
(APM) to display performance data in several categories. The Top Asset portlets display device

monitoring summary results. For example, the Top Ping Response (Slowest) portlet displays the
devices that are the slowest to respond to a ping.

Devices listed are ranked by the monitored parameter. Hover over the Ping Rate column to view
recent activity in a pop-up graph.

If you right-click a monitored item, you can select from menu items like those that appear in the
portlet described in Managed Resources on page 179.

For some portlets (for example Top CPU/Disk/Memory Utilization, Top Interface Bandwidth/
Errors), the right-click Performance menu items include Key Metrics. The menu can include
Performance, which displays Dashboard Views related to the selected monitor.

For some packages, these can also include [P SLA statistics like the following: Top Bandwidth
Received/Transmitted, Top CPU/Disk Utilization, Top Ingress/Egress Packet Loss, Top Jitter, and
Top RT Delay. To sec all available Top portlets, click Add > Applications and look below Top N on
the subsequent panel.

Top RT Delay maps to the AvgRTDelay inventory metric. When no metric for Average RT Delay
exists in the MIB, OpenManage Network Manager calculates it the average RT Delay using two
MIB attributes: RT'TSum (the total time taken for all round trips) and NumOfRTT (the number of
round trips taken). The calculation of AvgRTT is the value of RT'TSum divided by the value of
NumOIRTT. OpenManage Network Manager maps this attribute to the AvygRTDelay inventory

metric.

K NOTE:

An alternative way to provide this kind of performance information is to use the Traffic Flow Analyzer. For
systems generating large amounts of information that strain the limits of processing capacity, see Best
Practices: Performance Tuning Traffic Flow Analysis on page 551 as a possible solution.

Calculations within Top N Portlets

The following Top N portlets are potentially available. Only those with monitored parameters
display data. The data comes from monitor data using the monitor inventory mappings specified in
cach monitor.
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The tooltip graph shows the values for the attribute over the last 30 minutes. The Errors and
Discards attributes are counter values that show the change in value since the previous polling
cycle. The other attributes are gauges which display a rate or percentage. The value displayed for
cach entry is the average over the last 30 minutes for the gauge attributes and the sum of values
over the last 30 minutes for counter attributes.

These top asset portlets are available from the Performance page or can be added using the Add >
Application menu option as needed.

The following portlets display data based on equipment targets:

Portlet Description

Top CPU Utilization Percentage of CPU used. Located on the
Performance Summary page by default.

Top Disk Utilization Disk use.

Top Memory Utilization Memory use. Located on the Performance Summary

page by default.

Top Ping Response (Slowest) Lowest ping response. Located on the Performance
Summary page by default.

The following portlets display data based on port or interface targets:

Portlet Description

Top Interface Bandwidth Most interface bandwidth use. Located on the
Performance Summary page by default.

Top Interface Errors Most interface errors. Located on the Performance
Summary page by default.

Top Input Discards/Errors Most input discards/errors. The tooltip/graph that
appears when you hover your cursor over a row in
these portlets shows the change in discards or errors,
then the OMNM system adds changes to the base
value and that sum appears within the table.

Top Input Errors portlet is located on the
Performance Summary page by default.

Top Output Discards/Errors Largest number of output discards/errors.

Top Output Errors portlet is located on the
Performance Summary page by default.

Top Bandwidth Received/Transmitted Displays percentage of bandwidth use received or
transmitted.

Top Bandwidth Received (bps)/Transmitted (bps) | Displays bandwidth use in bytes per second.
Located on the Performance Summary page by
default.

The following portlets display data based on SLA or VRF targets:

Portlet Description

Top Egress/Ingress Packet Loss Most egress/ingress packets lost. Located on the
Performance Summary page by default.

Top Jitter Highest jitter rates
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Portlet Description

Top MOS Highest MOS (a network performance
measurement).

Top Packet Loss Greatest packet loss. Located on the Performance
Summary page by default.

Top RT Delay Longest round trip (RT) ping delay

The following portlets are not monitor-based:

Portlet Description
Top Problem Nodes Devices with the highest alarm state
Top Contfiguration Backups The most recent backups

Displaying Tenant Domains in Top N Portlets

If you have implemented a multitenant (MSP) system, but want the master domain to display Top
N for just a tenant domain, the key icon in the portlet’s toolbar lets you select different sub-
domains.

The filter label in the toolbar displays which domain has been selected. Once you filter a Top N
portlet this way, it displays results only for equipment authorized for the selected domain.

Top Configuration Backups

This panel lists the most recent configurations backed up from devices. The pick list in the upper
right corner lets you select not just the top 10 such backups, but the top 5, 10, 15, 20, and 25 Right-
clicking a backup offers the same options as the portlet described in Configuration Files on page

456.
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Dashboard Views

The Dashboard Views portlet lets you assemble several monitors into a single display, or dashboard.
You can create and display dashboards by right-clicking items in the Managed Resources portlet,
selecting Show Performance, or by selecting New in the Dashboard Views portlet.Dashboard Views.

Right-click the listed dashboards, and a menu appears that lets you Rename, Delete, Copy, Lidit,
create a New simple or custom dashboard, or Launch a Dashboard View (either Maximize—a larger
view—or as a Popup). You can also import/export views and share views with other users on your
system. See Dashboard Editor on page 429 for information about creating or modifying
dashboards. For an explanation of Convert, see Convert Simple Dashboards to Custom Dashboards

on page 434.

The Performance Dashboard on page 428 and Dashboard Editor on page 429 describe configuring
simple dashboards. See the How to: Create a Custom Dashboard View on page 429 section for a
description of custom dashboard view creation.

You can also Convert Simple Dashboards to Custom Dashboards, as described below. When you
Edit a view, Dashboard Editor appears. It lets you select which monitors appear in the dashboard,
the monitored entities, and attributes.

The expanded portlet offers similar capabilities. To make a monitor appear on a page, use the
portlet described in Performance Dashboard on page 428.

When you create dashboards, data rollup is part of what the display shows. If, for example, the

monitor displays the results from a boolean (0 or 1 output), rollup may average values for a
duration, and values less than one will appear in the graph.

/\  CAUTION:
Revisions like deleting Hierarchical View portlets from a page require a page refresh before the
dashboard works correctly. Some packages contain a System dashboard that may not let you select
monitors.
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Launch a Dashboard View

Launching a view lets you view the monitors active for a Dashboard view.

Some packages display a Network Dashboard by default. If the Network Dashboard portlet is blank,
you can create a new one. Click the select new text in the upper right corer of the portlet to select
an alternative, already configured view from those in Dashboard Views portlet. Click the edit
button in that same corner to alter the configuration of any existing dashboard. See Dashboard
Editor on page 429 for more about altering views.

You can configure Dashboards appear by configuring them in the Dashboard Views portlet, or by
selecting a device or devices from the Managed Resources portlet, right-clicking and choosing Show
Performance. To select more than one device, use the expanded Managed Resources portlet.

The first time you create a default template dashboard for a single device, OpenManage Network
Manager saves it in the Dashboard Views manager. Invoking Show Performance for that device
subsequently displays its default view.

The icons in the dashboard’s upper right corner let you edit Dashboard Properties with the
Dashboard Editor, or Save the dashboard with the other icon.

i NOTE:

No need to reload the browser to update a dashboard; it reloads data every 30 seconds by default, with
less overhead.

Displaying Values

Hovering the cursor over the individual points displays the charted attribute value(s) as popup
tooltips. If a graph has multiple lines, the data points for different lines are charted at different
times (OpenManage Network Manager distributes polling to balance the load on its mediation
service). Hover the cursor over the time when a line’s data point appears, and that line’s value
appears as a tooltip. It may scem a device reporting the same value as others is not graphed
properly, but mousing over the graph displays the value.
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The legend of devices and/or attributes that appear in each graph also provides interactive features.
Hover your cursor over a device or attribute color in the legend and only that device or attribute
appears onscreen. By default all such legend color squares contain checks. Uncheck the ones you do
not want to see. The legend can appear consolidated or for each chart, as is appropriate to the
distribution of charted devices and attributes.

If no data is available for an attribute in a dashboard, no panel appears for that data.

Changing Dashboard Time/Date Format

Control panel’s Redcell > Application Settings screen has a Performance Chart Settings panel
where you can set the Day Format and Minute Format so dashboards display time (the x axis) in a
meaningful way. If you want European date formats (day/month/year rather than month/day/year),
this is available if the language/location settings of the operating system on the computer running
OpenManage Network Manager makes it available.

In Control Panel’s Performance Chart Settings panel, you can also enable Threshold display in
dashboards and elect to Restrict Y-Axis Range to data range with checkboxes.

% How To:

Create a Simple Dashboard View

Follow these steps to create a simple dashboard view. See How to: Create a Custom Dashboard
View on page 429 for more complex monitor creation.

1 In the Dashboard Views portlet, right-click to select New > Simple Dashboard.

2 Select a name (for example SNMP Interface, to display the monitor configured in How
to:Create an SNMP Interface Monitor on page 388).

Click Add Entity in the Entities panel.
In the filter that appears, select the type: Interface.

Filter for the IP address of the entity monitored in the previous SNMP interface monitor
creation, select it and click Add Selection and Done.

6 Select the ifInErrors attribute, and click the right arrow in the Dashboard View Attributes
panel.

7 Click Save. The dashboard view you have configured should appear in the portlet.
8 Tolaunch it, right-click and either Launch (Popup) or Launch (Maximize)

9 If you want to convert this simple dashboard to a custom dashboard so you can alter it further,
rlght click and click Convert.

10 Notice that you can also change the time/date format as described in Changing Dashboard
Time/Date Format above.

Ei NOTE:

To improve performance, SNMP Interface Monitor does not retain polled data by default. You cannot use
historical attribute data in a dashboard without this retention.
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Performance Dashbhoard

This portlet lets you install and configure Dashboard Views as permanent displays rather than
portlets. When you initially install this portlet, it appears empty. The message “No Dashboard View

has been sct:” appears with a Select button. Click that button to open the Dashboard View
Selection screen.

Dashboard View Selection

This screen displays any existing dashboards so you can select one for the Performance Dashboard
you want to appear on a page in OpenManage Network Manager.

Use the filter at the top of this selector to limit the listed dashboards from which you can select.
See Dashboard Views on page 425 for more about creating and configuring the views from which
you select.

K NOTE:

If you delete the Network Status Dashboard can put it back by adding the Performance Dashboard

portlet to the desired page, then select the desired Dashboard View you would like to display as your
Network Dashboard.
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Dashboard Editor

When you Edit a dashboard by right-clicking a resource from the Managed Resources portlet and
selecting Show Performance, or create (select New) a dashboard from the Dashboard Views portlet,
an editor appears that lets you select and rearrange the monitor components of the dashboard.

This screen has the following fields:

View Name—The identifier for the dashboard. The default is “Performance dashboard for [IP
address],” but you can edit this. This is what appears in the Dashboard Views list.

Show Composites— Show attributes that are constructed from other attributes. Composites
attributes are special attributes that consist of the attribute name and the instance name. For
example: CPU Utilization:cpul. Some KPI metrics are composite. If you use SNMP Table
monitor, then pretty much all values retrieved are composite.

TimeFrame— Use the selectors to configure the time frame for the performance measurement
displayed.

Entities—Select the equipment you want to monitor. When you right-click to Show Performance
with resource(s) selected, those resources appear in this list.

Dashboard View Attributes—Click the arrows between Available and Selected panels to select
monitors for the dashboard. The Available Attributes list shows all the available attributes for
that device based on its monitor affiliations. If you select none, a chart appears for each
attribute that has data. This is the default. If the user moves some attributes to the Selected
list then only charts for those attributes appear.

% How To:

Create a Custom Dashboard View

The following steps create a custom dashboard view:
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1 In the Dashboard Views portlet, select the New Custom Dashboard command. An empty

default view with twelve components appears.

B Graating Gustom Dashboard View,
‘ Properties ‘
( View Name TimeFrame ]
within last =] a0 Winutes x|
Dita Source
Layout
Aut -
= _I 3 Columns | ..
Dashboard Component Grid Add Row
L L L%
i B ¥
i LH ¥
L4E L2E (4%
led save || ® Close |

The Properties panel contains the following controls:

View Name—The name of the dashboard view (Required)

Time Frame—The period over which to display the data. May be cither relative (like last 30
minutes) or absolute (between specific dates and times). The specified frame applies to

all charts in the dashboard.

Data Source—Source for the data. Current displays current (raw) data. Hourly displays
rolled up hourly data. Daily displays rolled up daily data. Auto (default) determines
which data source to use based on the selected time frame.

Layout—Select the desired layout style used to display the dashboard components.

430
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2 To select a layout style, click on the ... button next to the current layout. The layout chooser
appears.

3 Click on the desired layout or click Close to keep the current layout. The components
displayed to reflect the selected new layout.

If no dashboard components have been configured yet a default configuration appears with
three or four rows depending on the dashboard style. If the dashboard components have been
configured it will create at least enough rows to display all the configured dashboard
components. Add more rows by clicking on the Add Row button. An individual dashboard
component can be deleted by clicking on the delete button on the component.
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Moving Dashboard Components

4 To move a dashboard component to another location, click and drag it over another
component. When you release the mouse, the components exchange places.

Configuring Dashboard Components

5 To configure a dashboard component, click the Edit button in the upper right corner of the
component. The component editor appears.

The following properties appear in the General Properties section:

Title—Title of this component (required).
Ei NOTE:

Dashboards with a single attribute do not display units, so including them in the title may be informative.

Show Title—Check to display this title above the chart for this component. This overrides
the default title that is shown for some charts.

Aggregate—Aggregate the monitored attributes. The aggregate is a sum of all the values for
all the entities in the current context.

Show Percentile—Check to enable showing a percentile line for displayed data. Configure
the percentile in the field and spinner combination that appears after you check to
enable it.

A blue line appears on the dashboard at the selected percentile of the displayed data. If
you selected 95%, then of 100 data points, five would be above the line, and 95 below it
(so the calculation is more like median than mean). A tooltip for this line displays the
calculated value and the selected percentile.

This only supports one line per chart for percentile. If more than one line is on the
chart, this computes the percentile based on the first line.
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Component Type—Combo Box which specifies what type of component to create. These

include the following chart types, Line, Dial, Bar, Top lalkers (a line chart showing the
top [or bottom] n components for a specific attribute on a specific monitor) Top Sub-

components (a line chart showing the top [or bottom| n subcomponents belonging to a
specific device for a specific attribute. See

Other controls appear depending on the component type selected. These components
also have a Monitor control, a pick list where you can select from which monitor the
charted data originates. See Dial Chart Properties, Top Talkers Properties and Top
Subcomponents Properties below for specifics about those.

The line and bar components have two tabs under the general properties section:
Monitor Targets and Attributes. The Monitor Targets section lets you select the devices
that are sources of data. You can select any device or attribute in the previously selected
monitor. Click the Add button displays the monitor target selector.

6 The Attributes tab selects the attribute(s) that appear in the chart. If an attribute is a
composite, then its series appears in the Available Series listbox.

ot Targe: (TGN
Available Atributes Available Series Selected Amributes

Activa Processes - idia « b cPU Utiization : background
Auto Updates Availability ouerall o CPU Utiization - interupt
Awilability = user by CPU Utilzation : systom
Availabla Memary e

CAU Utlization H

Disk Space Used

Disk Space Utilization

Disk Temperature
Established TCP Cannections
Fan Speed

Inbound ICMP Echo Requests
Inbound ICMP Errors

Select the desired series and click the right arrow to move them to the Selected Attributes
listbox.

If the attribute is not a composite, then nothing appears in the Available Series listbox. Here,
click the right arrow to move the attribute to the Selected Attributes listbox.

You can also elect to Show Title, Aggregate (show composite attributes), or Show Percentile
(display a line at the 95th percentile on the graph) by checking the checkboxes.

Dial Chart Properties
Dial charts have the following additional properties

Monitor— Select which monitor the charted data comes from in the pick list.

Attribute—The attribute to get data for. Note that for aggregate data, cach attribute has a
minimum (min), maximum (max), and base attribute . If the period is set to Detail, then the
aggregate values will always be zero.

Min/Max Value— The minimum/maximum value on the dial.

Entity—The monitor target to get the data for. Clicking on the + button brings up the entity
selector.

Top Talkers Properties

Top Talkers components have the following properties.

Monitor—Select which monitor the charted data comes from in the pick list.
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Attribute—The attribute to get data for.

K4 NOTE:

For aggregate data, each attribute has a minimum (min), maximum (max), and base attribute . If the
period is set to Detail, then the aggregate values will always be zero.

Max # of Entities—The number of entities to display
Order—Select cither Ascending (Bottom n), or Descending (Top n).

Top Subcomponents Properties
Top Subcomponents components have the following properties.

Entity—The parent entity for the found subcomponents. Clicking on the + button brings up the
entity selector.

Attribute—The attribute to get data for.
Max # of Entities—The number of entities to display
Order—Select either Ascending (Bottom n), or Descending (Top n).

Convert Simple Dashboards to Custom Dashboards

To convert a simple dashboard to a custom dashboard use the Convert command on the
Dashboard Views menu. You cannot convert custom dashboards to simple dashboards.

% How To:

View Historical Dashboard Data:

434

1 Click on the clock icon in the dashboard header.

2 Change the timeframe to the period on the day for which you want to view data.
3 Click on the green checkmark.

4 The data appears for the selected time frame.

On simple dashboards the type of data (raw, hourly, daily) depends on the timeframe selected. For
less than three hours, raw data appears. For three hours to less than three days, hourly data appears.
For three days or more daily data appears.

Do not forget you may need to change the data retention policy. You may not see raw data if you are
viewing a timeframe from two days ago because the default retention policy only keeps raw data for
one day.
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Show Performance Templates

By default, the Show Performance command displays data for the first twelve attributes it finds.
You can control which attributes appear when you select Show Performance by creating a
performance template. A performance template lets you set dashboard parameters and associate
them to one or more device models. Then, when you execute Show Performance on a device of that
type, those dashboard parameters display the dashboard for that device.

% How To:

Create A Performance Template
To create a performance template, follow these steps:

1 Right-click in the Dashboard Views portlet and click on the Performance lemplates menu
item.

The Performance Templates manager appears.

3 To create a new performance template, click on the Add button. The Performance Template
Editor appears.

For this example, we have selected Entity Type: Equipment with the radio buttons below
Device Models. See Dashboard Templates for Interface and Port Equipment on page 437

4 Name your template. The Show Composites and Time Frame fields are the same as in the
dashboard (see Dashboard Editor on page 429).
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5 To specify which device model(s) this template will apply to, click on the + button in the

Device Models panel. The model selector appears.

Select multiple devices by clicking + repeatedly, selecting a single device each time. You can
also make several templates for each device. See Multiple Performance Templates on page
437 for the way that works.

Click on a vendor to see the device types for that vendor. Then click on a device type to see
the models available for that vendor and device type. Select the model you want and click on
the select button.

To select the attributes that you want to appear by default in a performance dashboard for the
selected device, click on a monitor to see the attributes available for that monitor. Click on
the right arrow button to move the selected attributes from Available to Selected. Those are
the attributes that will appear by default in dashboards for the selected device.

When you have selected all the parameters you want, click Save. It then appears in the
template list.

To edit or delete your template, use the buttons in the action column of the table.
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Now when you click on show performance, OpenManage Network Manager checks whether a
template for that device type exists. If one exists, then that template guides what appears in the
performance view for the device.

Multiple Performance Templates

The template name appears in the upper right corner of dashboards that appear when you select
Show Performance.

If other templates for that device type exist they also appear in a template pick list in the upper
right corner. You can pick another template to display its attribute selection. The No Template
selection displays the default dozen attributes that would appear if you selected Show Performance
without a template defined for the device.

Dashboard Templates for Interface and Port Equipment

Dashboard template types include Interface and Port templates. When configuring a dashboard
template in the editor (see How to: Create A Performance Template on page 435), select the
Interface or Port radio button in the middle panel of the editor, then add the appropriate port or
interface in that same middle panel.
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After selecting the port or interface types for the template, you can select the Attributes to monitor
as you would for other equipment.
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Key Metric Editor

When you select Performance > Show Key Metrics, this editor appears for devices that have such
metrics. It displays the available Metrics, and a Chart panel where you can configure their display.

Metrics

This panel’s display depends on the selected device.

Ev !| I‘IE nurma IDFI

m Chart

Chart

Click Chart to first select up to three metrics you want to graph, and the polling interval for the

graph.
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Then click Save, and the graph appears.

Click the screwdriver/wrench icon in the upper right corner to return to the chart configuration
screen.
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Best Practices: Performance and Monitors

Monitoring can impact system performance. Monitors with many targets, many attributes per
target and frequent polling intervals are most likely to slow system performance.

/\  CAUTION:
Limit monitor targets to 10,000 or less per monitor (distribute them if you have more than 10,000). The
following suggests other ways to improve monitor performance, too.

The following are the primary considerations when configuring monitors to get the desired

performance from your system:

Database Insertion Rate — How many rows can your hardware realistically insert per second?
Every system has a maximum data insertion rate. This rate depends on the system’s hardware
configuration. A standard 7200 RPM disk can typically manage 300 insertions per second per

disk. 10000-15000 RPM disk can have as many as 600 insertions per second per disk. Your
experience may vary depending on your drive’s controller and configuration.

The sum of all monitors” insertion rate should not exceed the system’s maximum data
insertion rate. To calculate the insertion rate of a monitor apply the following formula:

<# of monitor targets> x <# of retained attributes>/<polling interval in seconds> =
inserts /second.

So a monitor with 100 targets, retaining 10 attributes once a minute would have an insertion
rate of 17 rows per second (100 * 10/ 60 = 16.67 inserts per second).

Example:

Monitor A: 1000 targets * 10 retained attributes each /120 = 83 insert per second
Monitor B: 100 targets * 25 retained attributes each / 600 = 4 insert per second
Monitor C: 10000 targets * 10 retained attributes each /60 = 1667 insert per second
System total insertion rate (A+B+C): 1754 insertions per second

This configuration would be too aggressive for a system with a 7200 RPM disk since it dramatically
exceeds the 300 insertions per second that the disk can support.

The following alternatives could resolve this:

*  Upgrade to disk hardware that can keep up with the insertion rate. If the target insertion rate
is 1754 inserts per second, add a disk to the array. If 1754 inserts / 300 insertions per second on
a 7200 rpm disk amounts to 5.84 disks, use 6 disks (or more). If using 15000 RPM disks at 600
inserts per second, 1754/600 means you need 2.92 (3 discs) minimum.

*  Modify the monitors to achieve a lower insertion rate. If you only have one 7200 RPM disk, it
can only support 300 insertions per second. You have the option of lowering the target count,
reducing what is retained or lengthening the polling interval.

So from the example above if we changed the polling interval from once a minute to once
every 10 minutes, Monitor C’s insertion rate would drop to 167 inserts per second. The overall
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system would then only have an insert rate of 254 per second well below the hardware’s
limitation.

Ei NOTE:

Traffic flow analysis can process and retain even larger amounts of information. Flows that correlate
50%, polled every minute for a day require roughly 109G of database, and require 4500 insertions per
second.

/\  CAUTION:

These numbers and sample calculations represent best case scenarios. Any disk or disk array typically
serves other applications and processes besides monitors. Make sure to take account of that when
calculating how to accommodate your monitors. The system admin or system user should assist in
making that assessment.

Storage Requirements (Database Size) — IHow much disk space do you need, based on your
retention policy? See Retention Policies on page 376 for more about configuring those.

OpenManage Network Manager stores performance data in three different forms Detail,
Hourly and Daily data. It collects Detail metrics directly from the device or calculates these
from the collected data with each poll. Hourly data summarizes the detail data collected
during the hour. Daily data summarizes the hourly data collected during that day. The
retention policy associated to the monitor describes how long OpenManage Network
Manager retains cach of these data types within the system.

OpenManage Network Manager stores a performance metric as a single row within a database
table. Each row in that database consumes roughly 150 bytes of disk space. The sum of cach
monitor’s disk space required determines the amount of disk space. For each monitor add the
disk space required for the Detail, Hourly and Daily data using the following formula:

<Detail disk space> + <Hourly disk space> + <Daily disk space> = Monitor disk space in
bytes

where...
<# of metrics retained per poll> = <# of monitor targets> x <# of retained attributes>.

<# of metrics retained per day> = <# of metrics retained per poll> x <# of polls per
day>.

<Detail disk space> = <# of metrics retained per day> x <# of days to retain Detail data>
x 150.

<Hourly disk space> = <# of metrics retained per poll> x <# of days to retain Hourly
data> x 24 x 150.

<Daily disk space> = <# of metrics retained per poll> x <# of days to retain Hourly data>
x 150.
If the system does not have sufficient disk space consider the following options:

*  Add more hardware to increase the available disk space.

*  Reduce the retention period of one or more monitors to lower the overall disk space
requirements. Of the three data forms Detail data will consume the most disk space per day
of retention.
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Table size — Based on your monitor configuration how large will database tables get? Each
monitor has a series of dedicated performance tables that store the Detail, Hourly and Daily
performance metrics. The number of tables depends on the retention policy associated with
the monitor.

A single table stores the monitor’s detail data for a 24 hour period. Detail data are individual
performance metrics collected and/or calculated during each poll. After that initial 24 hours,
OpenManage Network Manager creates a new table to store the next 24 hours’ of detail data
and so on.

Because of the resulting table size, the number of performance metrics generated by a single
monitor in a 24 hour period impacts performance. Best practice is to configure each monitor
to produce less than 10 million rows per day. When monitors exceed that number noticeable
delays result when retrieving performance data. To determine the number of metrics retained
by monitors per day please refer to <# of metrics retained per day> calculation from the
previous section.

/\  CAUTION:

These numbers depend entirely upon the system hardware, available memory and processor speed.
If a monitor does exceed the target maximum rows per day consider the following options singly or
in combination to change that:
*  Reduce the number of retained attributes per poll.
*  Reduce the polling frequency.
* Reduce the number of monitor targets per monitor. Notice that you can still have the same
number of targets if you split the targets among multiple monitors.

Finally, tune your database for the expected load. Refer to the OpenManage Network Manager
Installation Guide for MySOL sizing recommendations.

Dashboard Performance Limits

Creating dashboards makes performance demands on your system. If you make too many, or
monitor too many attributes within your dashboards, system response times can suffer.
Performance can also suffer because you have too many dashboard portlets on a single page.

To work around these limitations, add another page (see Portal Overview on page 122 for details),
then move some dashboard portlets from the over-populated page to the new one. You can also
split monitored attributes between different dashboards.

Monitoring from a Cloud Server

The following outlines hardware sizing for performance monitoring from a cloud server:

RAM Max Targets Heap Memory Settings Recommended CPU Cores
(5 minute poll and Disk Space
intervals)

16 GB RAM 10000 4 GB Synergy Web Server heap, 6 |4+ core, 100 GB+ disk

GB Application Server heap, 2GB  space
Database buffer

32 GB RAM 25000 6 GB Synergy Web Server heap, 12 4+ core, 200 GB+ disk
GB Application Server heap, 8§ GB  space
Database buffer
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RAM Max Targets Heap Memory Settings Recommended CPU Cores
(5 minute poll and Disk Space
intervals)
64 GB RAM 50000 8 GB Synergy Web Server heap, 16 8+ core, 400 GB+ disk
GB Application Server heap, 24 GB  space
Database buffer
128 GB RAM 50000 12 GB Synergy Web Server heap, 24 |16+ core, 400 GB+ disk
(recommended) GB Application Server heap, 48 GB  space

Database buffer

Note:

* The VPN tunnel is assumed to be available to cloud services.

* The suggested target numbers are for latency under 50ms. You may have to scale down numbers of
targets when latency is greater than 50ms.

monitorTargetDown Event Interval

By default, OpenManage Network Manager only creates the monitorTargetDown event every 30
minutes, even if the polling interval is shorter. This behavior is configurable. There are properties
through which you can either tell the system to always create these so-called availability events
every time it finds the target unreachable.
You can also change the time threshold for which it will create another monitorTargetDown event
if you want to have these created more or less often then once every 30 minutes in circumstances
where a polling target remains unreachable for an extended period of time.
To configure this interval, modify (or better, override) the following properties (from . . . /
owar eapps/ performance/ i b/ pm properties)

#Moni tor al arm settings

#

#pm nmoni tor . Al waysReemni t Al ar n¥t rue

#pm noni tor . Al ar nReem t Ti meout =15
Notice that these are commented out by default, so monitorTargetDown appears by 30 minute
intervals, and the default for Al waysReemi t Al ar mis f al se. Restart application server for edits
to take effect. In a cluster, all edits must be consistent.
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Configuration Management

This section provides tasks and information related to perform configuration management tasks,
such as managing your file servers and files. If you already have a good understanding of the
portlets and editors, go directly to the tasks you want to perform.

Configuration Management Portlets and Editors — 446
Understanding FTP/TFTP Servers — 471

Backing Up Configurations — 473

Restoring Configurations — 474

Deploying Firmware — 476

Restoring a Configuration to Many Devices — 477
Creating/Comparing Promoted Configuration Templates — 478
Troubleshooting Backup, Restore or Deploy Issues — 479
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This section describes the following configuration management portlets and editors:

* Configuration Alarms

*  Configuration Management Schedule
*  Configuration Files

¢ Image Repository

e File Servers

Configuration Alarms

Use the Configuration Alarms portlet to view alarms generated by a configuration action, such as
backup, restore, or deploy and filter out those alarms not related to configuration actions. You can
expand or change to event history to show all events.

This portlet is intended for users who are interested in managing the configuration of their
discovered devices.

Access this portlet by selecting the Configuration Management page. This portlet has both a
summary view and an expanded view. Each view displays different columns and have the same pop-
up menu options available.

Summary
View

Expanded View

See Alarms in Topologies on page 251 to understand how alarms appear in the topology portlet.

Columns

Other than the general navigation and configuration options, the Configuration Alarms portlets
(summary and expanded views) include the following columns. The columns displayed by default
are noted.
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You can view the value for most of the hidden columns by clicking the Settings tool, selecting the
columns tab, clicking Show for the appropriate column, and then applying the change.

Column Description

Severity The alarm severity indicated by the color and text. The severity only has meaning
for alarms and security alarms. Informational alarms have a severity level of
Indeterminate. Closed alarms show without color.

This field displays on the summary and expanded views by default.

Assigned User (AU) | The user currently assigned to this alarm. You can filters your assigned alarms
using the Advanced filter option and selecting Assigned by User, contains, and
entering your user ID.

This field displays on the expanded view by default.
Acknowledged (A) An indicator whether the alarm is acknowledged (checkmark) or not (X).
Date Opened The date the alarm was created.

This field displays on the summary and expanded views by default.

Count The number of instances for this alarm. Multiples of the same alarm show as a
single row but this value increments as more instances occur.

This field displays on the expanded view by default.
Equipment The entity emitting the alarm.

This field displays on the summary view by default.
Device IP The equipment IP address where the alarm appeared.

This field displays on the summary and expanded views by default.
Message The message associated with the alarm.

This field displays on the summary and expanded views by default.
Event Name The event associated with the alarm.

This tield displays on the expanded view by default.

Widgets Additional information about the selected alarm, such as:
e Reference Tree shows the connection between the alarm and its resource.

* Alarm Details shows the severity, message, date opened, and so on.

* MIB Details shows notification OID and MIB text.

* Total Occurrences by Date shows a graph of the total occurrences by date.
The Widgets field is available only from the expanded view.

The remaining field descriptions are available for use but do not appear on the default Configuration
Alarms portlets.

Date Cleared The date and time the alarm was closed.

Update Date/Time | The time stamp for when the alarm was updated.

Date Assigned The date and time that the alarm was assigned.

Assigned By The user ID for the person that assigned this alert.

Ack Time The time that the alarm was acknowledged.

Alarm State The alarm’s open or closed state.

Cleared By The user ID for the person that cleared the alarm.

MIB Text The alarm’s MIB text.

Ack By The user ID for the person that acknowledged the alarm.

Correlated By The user ID for the person that cleared the alarm.

Correlated Time The date and time when the alarm correlation to a parent alarm (caused by or
blocked by).
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Column

Correlation State

Domain

Entity Name
Entity Type

Has Children
Highest Severity

Include child alarms

Location

Notification Type
OID

Original Severity
Parent Alarm

Region

Resource Propagation

Service Affecting

Service Propagation

Suppressed
Suppression Date

Suppressor

Pop-Up Menu

Description

The role the alarm plays in any correlation, such as top-level alarm, caused by
parent, blocked by parent.

The domain emitting the alarm.

The entity emitting this alarm.

The type of monitored entity.

An indicator that shows whether the alarm has children (checkmark) or not (X).
The highest severity assigned to the selected alarm.

An indicator that shows whether the alarm includes child alarms (checkmark) or
not (X).

The alarm’s location.

The identifier for the notification displayed as an alarm.

The original severity specified for the selected alarm.
The name of the parent alarm.

The alarm’s region.

The propagation for this alarm, if any.

Indicates whether the alarm is on equipment in a provisioned service (checkmark)
or not (X).

A service affecting alarm propagate to show as a component of service- and
customer-related alarms. Service-Affecting alarms are of indeterminate or greater
severity.

The alarm propagation if Service Affecting is true in the event definition.

This is similar to Resource Propagation, but controls only whether alarms affect
services associated with entities hierarchically related to the alarmed entity. For
example, if a port alarm is created and its event definition specifies that the
Service Propagation is Impacts Subcomponents, then the alarm propagates only
to the services associated with this port's interfaces. This does not affect the
services associated with the top-level device.

An indicator whether the alarm is suppressed (checkmark) or not (X).
The date and time of the alarm’s suppression, if applicable.

The alarm that suppresses the selected alarm.

The Configuration Alarms pop-up menu provides access to the following options. Right-click a row
to access these options.

Menu Option
Edit

Details (Click+ Shift)

Description
Opens the Edit Alarm window (see Alarm Editor on page 292) or the Editing
Event Definition window (see Event Definition Editor on page 334).

Opens a Details screen for the alarm itself, not the entity emitting it. (see
Connected Devices on page 191 for an example of this type of screen). This
contains information like the MIB text, any Event Processing Rules invoked, and a
Reference Tree for the alarm. It also lets you configure alarm correlation. See
Parent/Child Alarm Correlation: Alarm Details Panel on page 290.

Select Alarm Details or Equipment Details
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Menu Option
Topology

Acknowledge Alarm

Unacknowledge
Alarm

Assign User

Clear Alarm

Clear Group of
Alarms

Direct Access

Email Alarm

Show Performance

Aging Policy

Edit Custom
Attributes

View as PDF

Share with User

OMNM 6.5.2 User Guide

Configuration Management Portlets and Editors | Configuration Management

Description

Displays a topology map that includes the selected alarms. See Presentation
Capabilities for more about these maps.

Acknowledges the selected alarms. The current date and time appear in the Ack
Time field. The checkmark appears in the expanded portlet for acknowledged
alarms.

This option is available when the selected alarms are not acknowledged.

Unacknowledges previously acknowledged alarms, and clears the entries in the
Ack By and Ack Time fields. When an alarm is not acknowledged, the red icon
appears in the expanded portlet.

This option is available when the selected alarms are acknowledged.

Assigns selected alarms to one of the users displayed in the sub-menu by selecting
that user. An icon also appears in the expanded portlet indicating the alarm is
assigned to someone.

Removes the selected alarms from the default alarm view and marks them as a
candidates for the database archiving process (DAP). Clearing alarms is an
indication to the system that the alarms are resolved/addressed. If your system has
propagation policies enabled, clearing recalculates dependent alarms.

Removes a group of alarms from the default alarm view and marks them as
candidates for DAP.

This option is useful when you have many unimportant alarms that you want to
clear at the same time instead of individually. For example, perhaps you want to
clear all alarms that are informational and are more than a week old.

Before selecting this menu item, create a filter for the group of alarms that you
want to clear. When you select Clear Group of Alarms, a list of defined filters
appears. Select the appropriate filter and then click Execute. All open alarms that
meet the filter criteria are cleared.

Caution: The Clear Group of Alarms action is irreversible.

Open an SNMP Mib Browser to the alarmed device, a CLI Terminal (Telnet
window) to the alarmed device, or ICMP Ping the device alarmed. Only those
available appear in the subsequent menu.

Opens the Email Alarm window, where you specify a subject and e-mail address to
which you want to mail the alarm’s content, and then click Send Email. Click
Cancel to end this operation without sending e-mail.

SMTP setup is required to e-mail an alarm. See SMTP Configuration on page 54
for instructions about setting up e-mail from OpenManage Network Manager.

Shows performance data for the selected interfaces in the Performance Dashboard
window. Click the edit tool to modify the dashboard view properties, entities, or
attributes. See Dashboard Editor on page 429 for more about the editor and its
options.

This lets you select a policy that determines how long the selected alarms remain
in the database. See Implementing DAP on page 73 for information about
configuring such policies.

Opens the Custom Attribute Editor where you define field characteristics, such as
whether it is enabled, the label name, and the tooltip.

Creates an Acrobat PDF document containing the selected alarms’ content
displayed in the portlet.

Opens the Share with User window where you select the colleague you want to
share the selected alarms with and then type your message.

449



Configuration Management Portlets and Editors | Configuration Management

Configuration Management Schedule

Use the Configuration Management Schedule portlet to quickly locate schedules pertaining to
managed device configurations and to create and maintain schedules for the following action types:

* Config File Backup

* Config File Restore

* OS Image Deploy

The seeded Default Change Determination process backups a device if a configuration file change
is detected. This runs against all devices when turned on.

This portlet is intended for users who are interested in managing the configuration of their
discovered devices.

Access this portlet by selecting the Configuration Management page. This portlet has both a
summary view and an expanded view. Fach view displays different columns and could have the
same pop-up menu options available.

Summary
View

Expanded View

Columns

Other than the general navigation and configuration options, the Configuration Management