Dell Data Protection | Endpoint Security Suite
g X[ LA V1.7




ikas

Az sl gn

© 2017 Dell Inc. All rights reserved.Dell, EMC %! 7|E} & H & Dell Inc. £ XIS AL M4 EQYL|CH 7|Et 4B E 2t AQKO| HEY 5
AS LT

Dell Data Protection Encryption, Endpoint Security Suite, Endpoint Security Suite Enterprise % Dell Data Guardian A M EO]| At2 &l S
2 A8 Y ME Z Del™, Dell 21, Dell Precision ™, OptiPlex™, ControlVault™, Latitude™, XPS® % KACE™+£ Dell Inc. Cylance®
2! CylancePROTECTS| A E 0|1 Cylance 211+ O|=0{| A Cylance, Inc.2| S2 = A F QL|CH A H QI L|Ct McAfee® X McAfee 210
= 0|= U 7|E} Z7H0|M McAfee, Inc.2| A H = SE MEL|CE Intel®, Pentium®, Intel Core Inside Duo®, Itanium® S Xeon®<2
O|= 8¢ 7|Et = 7t0f| A Intel Corporation®| &5 & E 2 L|Ct. Adobe®, Acrobat®, X Flash®+ Adobe Systems Incorporated®| 55 & E
QAL|C} Authen Tec® S Eikon®2 Authen Tec| 55 & H 2/ L|Ct. AMD®= Advanced Micro Devices, Inc.2| 85 A& E QI L|C}
Microsoft®, Windows®, Windows Server®, Internet Explorer®, MS-DOS®, Windows Vista®, MSN®, ActiveX®, Active Directory®,
Access®, ActiveSync®, BitLocker®, BitLocker To Go®, Excel®, Hyper-V®, Silverlight®, Outlook®, PowerPoint®, OneDrive®, SQL
Server®, Visual C++®+= 0| = Sl/EE = J|Ef 2740 A Microsoft Corporation2| 4 E= S2 A H QI L|CH VMware®+= O|= E= 7|
E} 2 7Ll M VMware, Inc.2] S A8 = A QLICH Box®= Box2| S2 A I L|Ct. DropboxSM2 Dropbox, Inc.2| AH|A HA|
I L|C}. Google™, Android™, Google™ Chrome™, Gmail™, YouTube® X Google™ Play= O|= % 7|Et = 7+0| M Google Inc.2| &
=55 MEYULLCH Apple®, Aperture®, App StoreSM, Apple Remote Desktop™, Apple TV®, Boot Camp™, FileVault™, iCloud®SM,
iPad®, iPhone®, iPhoto®, iTunes Music Store®, Macintosh®, Safari® X Siri@= 0|= U/E= 7|EF Z7H0| A Apple, Inc.2| AH|A &
AL SE = S5 &EYLCHL GO ID®, RSA®, SecurlD®+ Dell EMCL| S5 A HE | L|C} EnCase™ X Guidance Software®=
Guidance Software2| & # £ 58 SHEYL|CH Entrust®= O] R 7|EF F7HO| M Entrust®, Inc.2| S5 o HE Y L|C} InstallShield®
=07 5 8 384, 83, L&, tigh X =0 A Flexera Software2| S5 A H LTt Micron® X RealSSD®+E O|= X 7|Ef
=710 A Micron Technology, Inc.2| €& & H Y L|L Mozila® Firefox®= B|= Sl/E&= 7|Ef =710l A Mozilla Foundation2| &5 & H#
LLCHioSe= Ol= o 7|EF £ =710 M Cisco Systems, Inc.2| & & E&= 55 4 HO|H, 2t0| A 0| AL & L|C}. Oracle® 3
Java®+ Oracle S/EE = Oracle A/ EALS| &5 4B YL|CE 7|EF O|E2 ST A FAS| 48 Y = JAELICH SAMSUNG™2 O] = EE
= 7|EF =710l M SAMSUNGS| & E 2 L|LCt. Seagate®+ O|= H/=E+= 7|Ef 7710l M Seagate Technology LLCS| S5 & HE R LILCT,
Travelstar®= 0= & 7|EF I 740 M HGST, Inc.2| 55 & E Y LITH UNIX®= The Open Group2| 5 & # Y LICE VALIDITY™= O
= 8! 7|E} = 710f| A{ Validity Sensors, Inc.2| 2 E L|C} VeriSign®dt 7| EF 23 AH &= O|= 8! 7|E} =710 A{ VeriSign, Inc.2t T A
AP EEE AtB|AL| M E £ S2 A EO|H, Symantec Corporation0] AHE &{7tHel 4 E E&= 52 AHEQLICEH KVM on IPEE Video
Products2| & &4 H Y L|C} Yahoo!®E Yahoo! Inc.2| S& 4BYULICL 2 MES 7zip T2 S Y& AESLICH AATEET
zip.orgOil A &OtE = AELICH 20 M A 0ll&= GNU LGPL 20 M A + unRAR A|2HO| & & &l L| Ch(www.7-zip.org/license.txt).

Endpoint Security Suite 5 A X| Ot A|
2017 - 04

7478 A1


HTTP://7-ZIP.ORG
HTTP://7-ZIP.ORG
HTTP://7-ZIP.ORG/LICENSE.TXT

D2 TH ettt ettt se s ne s ne s ne s ane A nE A nE SRR nE e RS nE A nE RS AR RE AR e AR nE AR A nE e R A nE e R AnE e R anE e R anEanen 6
AIZESET] THO ..ottt ettt 6

Of CELH AT A 6
DEll PrOSUPPOITOIl BEOl....ooooeoeeeee e 7

g2 R - PP 8
B e B RO B E ettt 8
EE BRI E - T Tl A et 8

BB B0 E - SEERI O] e 8

BE BEEOICE - QO KRl oo 9
ENCIYPLION B RO QB ettt e et 9
Encryption S EFO| A E s T QA et 10
Encryption B 2F0|RVE SEEQ O] ... 10
Encryption B EFOAE 2@ MK ... 10
EMS(External Media Shield) @ HIL........... oo 10

Threat ProteCtion B REO QB . o oottt en s 1
Threat Protection 2 EFOITE 2 Q MKl ...t 1

Threat Protection B EFOI QI E L E e N

SED B RIOI R E oo 12
OPAL S BEO EH ettt ettt ettt ettt ettt ee e e ettt ettt 13

SED BEFOIAHE T T1A QA oottt 13

SED BEFO A E SEE QO ...ttt 13

SED BEFOIAHE 2T KIE| ...ttt 14
Advanced Authentication B BFO|I AU E . . et 14
Advanced Authentication 220 E SEE RO ..ot 15
Advanced Authentication 2 E2F0I A E 2@ KKl .........oooioeeeeeeeeeeeeeeeeeeeee e 15
BitLocker Manager S 2EOI QI E .. ... oo 16
BitLocker Manager S 2F0|TE T TLA QA e 16
BitLocker Manager 220 E 2 F HIK......cooooeeececeeeeeceeeeeeeevee e 16

Rl B e 17
ENCIYPLON B RO QI et 17

SED B EEOI QI E oo 18
Lo Tel o gl Va1 ST RR 18

KR = s B 20
Encryption 2 EF0AHE BIRIAER| AT ..ottt 20
Threat Protection S 20| A E Bl KA E B AT et 23
SED B RE0 A E B K A B B AT oottt ettt ettt 24
Advanced Authentication 2 2F0[ A E BIRIAE ] AEH ... 25
BitLocker Manager 2 2F0| A E B K[AER| M e 26
4ESS OFAE] HX| TRIGZ AFB B0 HX|.....eeeeeee ettt ettt 27
ESSOFAE HAX| T2 S AFESIO CHIFE O 2 K| e 27




ESSOtAH AX| Z2 M-S AFESI0 HHZ S S SR 28
5ESS OtAE AX| TR AFSEO AX| M7 ...t s e e n e sa e 30
ESS OFAE AKX T2 IR HX] K7 ..o 30
BT HE] EIZH e 30

R IR PN R . E= N = ) o B N OO 31
EBFOIE Koo 32
ENCryption B EFOI R E A K| ..ottt 32

e = DN SO 32

Rreat ProteCtion CHENTS A K| ... ..ottt e ettt et en et et s e ee s e es et ee s e seneees 34
BRIZE R 34

SED Management 3 Advanced Authentication 2 2F0| 2T E A X ..o, 36
BRIZ Koo 36
BitLocker Manager B EFOI A E A K| ... oottt 37
TRIZ Koo 37

A I PN R R = =] 0 B b 5 38
Threat ProteCtion CHENTS Kl 77 ..ottt 39
FRZ AK] FTH o 39
Encryption B EF0IRNE A X] K7 ... 39
T M oo ettt ettt ettt ettt ettt ettt ettt et et et et et et et s et er e 39

RRE AK] FTH e 40

SED % Advanced Authentication 2 2FOCTE AKX| FZH ...t 41
T M oo ettt et et ettt ettt ettt ettt et ettt ettt et e et et e e et er e 41

PBA HIZEAIDE oo %Y

SED 22t0| 2 E U Advanced Authentication 220 HE AX| 7 ..o, 42
BitLocker Manager 2 EFOIAE K| K77 ... 42
FRE AK] FTH o 42

8 UMIHO R ABEE A[LERIR...cesecerecsrereseseesseresesess e ressesess e sesseseas e s ssessassssssssessasssssnssessesenssnsresses 43
Encryption 2 2t0| A E, Threat Protection 5! Advanced AUtNENtICATION. ..........c..oveveeeeeseeeeeeeeseere e 44
Encryption 2 2F0| A E B Threat PrOtECTION. .........c.eveeveeeeeeeeeeeeeeeeeeeeeseeeee e ssee e 45
SED 2 2t0| A E (Advanced Authentication Z£2H) ! External Media Shield............cocveveeeveeeeeeresreessseeeeone, 45
BitLocker Manager S External Media ShIEIA.............c.ovuvviiieeeieeeeeeeeeees e 46

9 23| 8 ¢3S, SED UEFI, BitLocker2| AP X JLA.....oceeeetret ettt see st 47
TPIM ZE 7L oottt ettt ettt ettt ettt ettt ettt ettt ettt ettt ettt 47
(O] i e B B s s N B OO 47
UEFI 28 ™ QIF0| THE|= SR HERT HZ BB e 47

BIZAAL Z A ROM HIZEE Tttt 47
BitLocker PBA LFE[M A2 RTE A A K| FH A e 48

10 st 50 2HSIE ol THQ HEEZ{OAM GPO ... se s sessses 49
MESS Or2E MX| T2 IHOM S} X TR FE ... e serenns 50
12 EE Server0]| CH 5| Z/d2}HEl Encryption S210|HE A X| H|HE 2Tt Key Server /... 51



MHIA TS - O QL ZIT AFERE ZE T oottt s et 51

Key Server Tt I - EE Server SAMOJ| CHBE AR RE ZRTh e 51
Ol A L T I ettt 52
AHIA TS - Key Server ATHIZS RHAIRE ettt ettt e e 52
R 22| 2L - Forensic AAMINISTIATOr 57 .. ... 53
13 Administrative Download Utility AFZ(CMGAQ).......cccceeeemrrerirarrarereresseressessessesssssssesseessssssssnssassessessessenes 54
Forensic 2 = 2 Administrative DOWNIOad ULIIEY AF ... ...ttt eeee e 54
2| ZEZ Administrative DOWNIOAd ULIIEY AF .. ..ot ee e eeee e eeeeseeeenees 54
I R 56
BE BRI E - BRI B Z 56
Encryption B 2EOI QI E BRIl GHZ ...ttt 56
Windows 10 Anniversary UpdateZ & TL2I| O] S, . ... 56
(M Ef AF2h) Encryption Removal Agent 2L IFQ M e, 56
SIS = R OO 57
EMSRE PCS AT BEE oo 57
WSSCAN AFE ..ottt 57
WWSPIODE AFE ..ottt 60
Encryption Removal Agent &FEH ZEOL et 61
SED B 2EO A E BRI BHZ .. ..ot 61
R MM B e T A A et 61
M| SHAS RISH PBA E L I A e 62
Dell CONLroIVAUIE EZFOTH ... 63
Dell ControlVault E2F0[H I EHRAO] REIOIE ... 63
U] Z T oottt ettt ettt ettt ettt ettt ettt ettt et ettt ettt 64
L1I_T A AZ BRI BHZ o 64
TPM % BitLooker ............................................................................................................................................................ 65
TPM B Bt LOCKEr 2 e ettt ettt ettt ee e 65



274

0| 2tLH A= Threat Protection, Encryption 2 2+0| A E, SED Management 20|21 E, Advanced Authentication 5! BitLocker Manager&
X5t F-d5H= 2ol CHol XhM|s] gLt

DEFMFEE O AE 2 AdminHelpi|Af &2 A 7] HHEf LT},

RN

O] QFLH A A}

-I-
Al EFSE2| Hof
2240/ = S BIS}7| 0| EE Server/VE Server® AK|SHIAL. OF2f LIS OHLIMOIA SHTH SIS OHLYAS R0t K| S o}
2 3 0| QA XIHS BEYAIL.

+  DDP Enterprise Server &X| & OF0] 20/ & F A
«  DDP Enterprise Server — Virtual Edition 2 A|ZF OHLYA] U &) OFLYA

HH0| pot= 2 HE A=Al el 20| AL = U= AdminHelpE S8 AMELICH 7= otH W LEZO
QLS LICH AdminHelpE B2 478 W =S} EE Server/VE Server0 A2l M O|8E = A EE 5= HO|X| =& =
Satoll|r},

=

ol £A0] 27 A S AT SXGHIAIR,
%1% AFBX0I7| 2etolIE S

0|0

SCfO|E H g 24 2 EEi 3PE-‘H|01 SZEQO L KMot Arg 21 X 7| S0l 2Rt S5 X AE2 HE

, o

ZQSICH OTP(L3| 2 OF*) SED UEFI 2 BitLockerOfl CHet A& M 8 EESHAA
=

o A2,
=2t0| 2 E0f Dell Digital Delivery(DDD) At #eH0| £0{&|= B2, ALE Tols Zdelot=s B Ql HEZ2{0M GPOE 248
S XRBIAAIQ.
= =]

ESS OtAH 2X| Z2 S ALESH0] SEI0|UEES 2X|g 32, thaS HEHAIR.

ESS OIAE MAX| T2 WS ARSI CHRE O 2 A X|

CC
ol

>+

ESS OrAE 2X| Z2 S AHESI0 BB &2 Soff 24
otel 2X Z2 7S ALESI0] 220U EE EX|5t= 8%, ot 7l 2X|

519 M| 23| A IS ESS OAE HX| T2 10|
A HHEA| 258H0F BHLICH ESS DA E A% T2 1240) A 519 S| Z2 1 C

= o =
= g=OhE, 07| 2 E[Z0hs Lt

- ZIES ALEDIO ot X ZRO S ZXSHUAIL.

- EEO[H ZX] - QT stEofof et HE S E2t0[H S HY O E 22 ESHUAIL.
« Encryption 20| E EX| - HFEHIIHEJI HEL O A=X| OfL|H HEI o] HHO| 22| =AUt 22 LHX]
SR A=X] O 20 2HABLO] 2ot M S HASt= 9 2240 o FEl= Encryption 2 Sefo[olE R AXE A4S, 0| X

= x| 01 0f
SEREERINES



o Threat Protection 22t0|HE X[ - 0| X| &S HESI L2 2| HM 7|8t Threat Protection 7| s &2 78 &l Threat
Protection 22t0|HEE A X|TL|LC}.
o HYO KpEF - ALBXIZL UM ASHALE AKX EX| Hoe MOtCt =2 XHS A7MSH0] HO| 2] A, AIO[Y0f, {X| =
D2 G Ve [ @4 O] E AL L
. SZI0|HE ot - HEQIALL QHU S S AFHQL 2[AA At0|2] S4MZ ZLHESHO QAR 42 XHE

S |C}
ShL|C},
o EEH- 220 EAMO[LE ZAM Al MAO|ES| O S50t EAME HA|SLICH & EHE 2 AFO|E 22| X7} Ot
Soo|L 2HI=0| w2l ZAO| E0f CHeE HMAE XtEHE 5= U= 7| s LT
+ SED Management % Advanced Authentication 22t0[1E A X[ - 0] X|& & X -83}0| SEDO|| Lot Y=ot AT EQOE A
X|gtLICt SEDZt XA 4= 2tE ME5t7|= SHA| 2ol S Y=ot 8 HHM S pe[e 3 E2 & LT SED ManagementE
AE5HH ZE P M7 02|10 Aot 7| AME HHY ZE0M 0|8 = 7| Z0| 24 = FEHANL L A

AFEIIRYHZ =2 S EYLUCL

Q
fot
In

b
rr
>0

Advanced Authentication 220|921 E-= SEDE PBA, SSO(Single Sign-On), X| 2 %
St oj2] oI WS pa|BtL|Ch ot | ALO|E Sl 88 Z2 -0 AMAE 5

S

a 22 ALEAAHA SHES HIR

dvanced Authentication 7| S & H|

QEI

K

+  BitLocker Manager 22t0| E HX| - BitLocker H{ Zo| £ 2tZ 235t
BitLocker Manager 2 20| EE HX|5t2{H 0] X| &S HESHHAIR.

D cE:
2295 BX T2 M2 oty o 2 MX|g 4= QUX| D O] SHLYMOA &= EX|0f ChEt B HEZ XS5t
x| &L

L9 H8E LA WY + U

S

2AE

o ZtE 22| M8l AlUZ 0] Bt 22 H2 AL gL = AlLE[2E "

Dell ProSupport

877-459-7304(L M H = 4310039) 2 St5tH AEZEZH 8F2 24A| 7 Dell Data Protection M2 0] CHeH M3} X[ &S 22 &= USLICL

7

SHAMAIL.

LB dell.com/supportO| A Dell Data Protection M &0f Lt 22tQ1 X/ E 7ha2r L Ch 22t X[ Ao& 20|, i+, 7|& A&,
FAQ % Z[Z20f LIEtLt= X & =atE Lot

SHIE 7|2 W70 M43 G2 E = UEE Tole I MH|A ZEE FHSHUA|2.

0|= Q2o M3} M3 &= Dell ProSupport = A F3t HS & &QISHMA| L.


http://www.dell.com/support/home/us/en/19/Products/software/endpoint_security_soln
http://www.dell.com/support/article/us/en/19/SLN302833

27 At

2E 20| E

ol 27 M2 2= SEH0|AEN HEFLICHL THE MM LIZE 27 Ard2 §F S20|HEN HE UL,

HIZE A0 = 1T 2 AL E [2tof BLICE O & S0, 27| HAEO M HAE 2HH 2 SH ST AL X0 CHol AlZHE BiZE ==
gisfjof gL Ct.

AX)/L2YO0|E/HA| HAHE =Hst= AFBA AP 22 E= =0 Ql 22| XHof of 5, 22| Xt # B2 Microsoft SMS &
Dell KACE S| B{Z =72 AFg3f0] QA2 SHeher & A& L|Ct el X} 0]9lo] ALR A A5 & WS 717 A2 0= X| gl
Xl &L

AX|/EX HAE AlZSH| 0| 523t HIO|HE 25 HASHI A,

X7t V= S0 = R (USB) E2I0| 2 MY s MAHE BRSO AFHE HAGSHA| OA|2.

ESS OtAEH Mx| =z 2210| Y E0f| DDD(Dell Digital Delivery) AL Hoho| 2ojE|l= 2 r HF2 S ZE 4430| EE
Server/VE Server?t S48 4= U=X| EQIStAA| 2, O3t O| R 2 E X E 4430| XtEHE 42 ATt £0f 7| 50| 2SSk &L
Ct St 4X| T2 S A SH0] AX|5t= 42 DDD& AM & X| & LICH

k=]

o XM EM KRR 7= HIOAFRO| CHSHAM = www.dell.com/supportE E7| MO 2 =k QISHA| 7| HEEFL|CH,

BE Za0|9lE - T4 T Q4

« Microsoft .Net Framework 4.5.2 O|&t0| ESS OtAE AX| Z2 O3 Sl 61| AX| =2 02 SO E0 2Rt Ch dX| =221
22 Microsoft .Net Framework 74 A& M X|SFX| &&L/CF

Delldl A Hi& = 2 & AEEHO|= MA| B2l Microsoft .Net Framework 4.5.2 0| 40| O| 2| MX| |0 UELIC} SHX| 2t Dell SFES
ofofl BX|SHX| 7Lt O T Dell SE=R0{0)| A 20|V EE YO 0|ESt= 4R0|=, S2I0|HEE AXI517| Hoj o™ H Q|

Microsoft .NetO| X[ |0 Q=X &lot & HH S QI 0| EB{OFEt *a*ﬂ/%:lﬂﬂol—oﬂ e 2HE YXg = A5 o X &
QU= Microsoft .Net2| ™ Z 2oI5t2 ™ MX| St 0K} Sh= AFEOIAM CHE X & 2 L2 Y A|L: http://msdn.microsoft.com/en-
us/library/hh925568(v=vs.110).aspx Microsoft .Net Framework 4.5.25 & X|5t2{H https://www.microsoft.com/en-us/download/
details.aspx?id=426432 2 O| S8t A| 2.
«  ControlVault& E2t0|H 3 HYYO|, X|2 TH=7| 8 A0LE FtE=(OF2f BX) ESS OFAE EA Z2 7 =519 4X| =203
Al IOl |0 UAX| & LT ':E|'0|H'| S EHo= [N ME 2 FX|BHOF SHH http://www.dell.com/supportOfl Al E
DES MENSIO CHR 2 ESHM AR, Q15 SHEQOf0f et Ao E2to|H S HY O E CHREESIMAIR.

» ControlVault

«  NEXT ‘dx{ Q4] X| 2 E20|H
+ HEXZ =7 495 E2t0[H
«  O2Micro AOFE 7}E E2}0|H

Dell 0| 2| 2| SLE0f0f EX|5= B oid HIE 2| B AFO|EO| A YH|O|EE E2to|H Sl HYOE L2 2RESHUA|IL.

—_ —

ControlVault E2F0|H A X| X| &2 Dell ControlVault E=2H0[H S HY 0] YH 0| E0f| MA|Z[0] U& LT

D= SCE0|AUE - 5t =4 o

- O3 20| X[-AEl= BFH L= 0f7F Lot LS LT


http://www.dell.com/support/my-support/us/en/19/product-support/product/dell-data-protection-encryption/manuals
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=42643
https://www.microsoft.com/en-us/download/details.aspx?id=42643
http://www.dell.com/support/home/us/en/19/Products/?app=drivers

st=glof

o HAOELO 27 A2 2 HA S| X2 MEF S SFAIF{OF gL CL

HE SCIO|YUE - 2o X[

«  Encryption Threat Protection, S BitLocker Manager 22+0| Y E+&= MUI(CH= 0] AF2 X} QIE{ | 0| A)2F S 2HE| CHS A0 E X[
L|Ct,

Faly PAE|

. EN-9Q0 . JA-YEO

. ES- A0 « KO- 3%H=0f

. FR-IZZAQ + PT-BR- ZE2EZI0{, Ha}H

« IT-O|Et2|0FO] « PT-PT-EZE2RZ0, ZEFZ(O|H|2|0}
- DE-=¥9

+ SED % Advanced Authentication 22t0| 2 E= MUI(CHR O AL At QIE{IH| 0| 2)Qf B 2tE| 0 CHg Q101 E X[ AL Tt UEFI 2 E2f
Preboot Authentication= 2{A|0t0], = 0(#H|) EE= S=0{(ZHM) 2 X[ 3| X| &L Tt

Qo x| &

. EN-9of + KO-3BtZof

.« FR-ZZA0 + ZH-CN - &3 0{(ZHA)

« |T-O|EtzZ|0}0f e ZH-TW - Z0{(HA|)/CHE

. DE-EY . PT-BR-Z2EFZ0{ EHz}H

. ES-Amol « PT-PT- ZE2FZ0{, Z2FZ(O[H|2]|O})
o JA-YE0 «  RU- 2{A|0}0f

Encryption 2C2I0|HE

B7t HESAO| HZE0f A0{OF 2datet &= AL

]
o
R

o fot M
O > ¥
dtl

o

=

= H¥E = S AFBAIZE §lE A7 HRE

of Uzt U A s 50| YME|X| AELCH

= f%% MM 2| Al o

- oY
ox H

room 10 [> |ot
mo
0%
fot
ot
Ot
2
12
e
mjo
0%
el
mot
>
0
|o
|o
Hu
m
>
(@]
<
=l
=
o}
il
I
k=)
re
|m
rir
k=)
ofi
I
om
-1

Ot
e
-

X
X Encryption 2
O Encryption 22t
0| X| 0l Encryption =£}0|
A2,

O 0x O rXoe Bt m
>

udit 2EE
St= I

i
—
£g HXe}

K| @BtLICt Audit ZEE AMESIH BE| At EFAF SCCM & FAFSEMS ALES
sl 7| Y o|O|X|o] YEZ M Encryption E2t0|HE S B ZE &= QI&LICH 7|
2Ol CH8H A = http://www.dell.com/support/article/us/en/19/SLN30

o
r=

N
(@)
()]
o]
mjn
ot -
pg]
ol

rir

+  Encryption 22+0| Y E = McAfee, Symantec = 20|91 E, Kaspersky, MalwareBytest| & A HIAEE HM o0 S3t 7h58L|Ct. O]
2ot Hio| A WAl SEXE ot ot ZEE M Q|7 HSE|EE Hio|2fA WAl A7 Qo5 7k EUX[E LR T = AUEY
Ct. EE3t Encryption 220 Y1 E & Microsoft Enhanced Mitigation Experience Toolkitd]] S&A| HIAEE AR & L|CH

1 e E 2 http://www.dell.com/support/Article/us/en/19/
o

01 7]0f LI 2 &[X] B2 HIO[H A WA SZRE ZX0| A AHESH
HEOAMA|Q.

SLN298707S & Z= &AL} Dell ProSupport0f ¢1E2sH0 =28


http://www.dell.com/support/article/us/en/19/SLN304039
http://www.dell.com/support/Article/us/en/19/SLN298707
http://www.dell.com/support/Article/us/en/19/SLN298707

o TPM GPK 7| Q10 At EL|C} [akA Encryption 2EI0|HE S H3lsts A2, SEI0|HE HFEH A 2 HHE HXI}
7| ™of BIOSOIA TPME AFKISHAA| 2.

« Encryption 22I0|HE7I AKX = MEfOAM = & 2F MA F2 0| =7t K|/ [ X| &&LICH Encryption 2EI0|HEE HX| K
AUz siSstn, M 2F MA 2 P22 0| = F, Encryption S20|AEE CHA| A XIE.“—I ct.
FHMo 2 2 NA MAEX= XY K| AELICEL 2 HAE MUK sl 2 e ZFESE Wstn, AFHE X£7|3}3}

1, 2Y HHE SXle 7 ool @8 E =57 X0 wat 2= 5E Ho|H E St

Encryption S2I0|HE Hy 144 24

« ESSORAE AX| Z 20| A Microsoft Visual C++ 2012 YOI E 45 HXIZLCH(EFE O 0|0 EX|=[0f AX| G2 B2). 3t
fl 2X 2228 S AH8E = Encryption 220|AEE EX[SH7| Hoj| O] 7+ 45 AX|SOF gLC}

u.l* __I.I.A-I Q_J\
o Visual C++ 2012 YOOI E 4 0| 42| ZHH{ I 7+s 7| K| (x86 S x64)

Encryption 220| 2 E 5l=¢| 0]
o LCh& 80| X[ A &= StEQ 01 7F Liet /&Lt

LHE StER) ol (= AL
« TPM12 E£20

Encryption 22I0|HE 29F M| A|
« O 820 X| &= 23 HH b Liet LS LT

Windows 23 X[ H|(32 X 64H| E)

¢ Windows 7 SPO-SP1: Enterprise, Professional, Ultimate

«  Windows Embedded Standard 7, 88 T2 S 2ty HIES Z3HSIEY 0 LSoh= X /|E X &S
e Windows 8: Enterprise, Pro

«  Windows 81 &L O| E 0-1: Enterprise Edition, Pro Edition

«  Windows Embedded 81 Industry Enterprise (5= 0] &S 5t= X[ X| &4-3)

¢ Windows 10: Education, Enterprise, Pro

+  VMware Workstation 5.5 O] &

@ |cE:

UEFI 2. E & Windows 7, Windows Embedded Standard 7 S5 Windows Embedded 81 Industry Enterprise®| Al X| & |
X| gt&LCt

EMS(External Media Shield) <& H|X|

« CH8 HO= EMSZ E2&|& O|C[Ofof Tigh AMATF X[l = 2F MA 7F XM S| Lok S L T



| cE:
EMSE 2 AESIHH Q& O|C|0{0f 2 55MB2| AtE 7tsot 37t Lo etat It & X|Cf 37| I
S 27to] Qlofop et

O cE:

Windows XP= EMS ExplorerS At&% [ 0F X| & &l L|C}.

EMSZ E %= 0|C|0{(32 I 64H| E)0fl Tt Y M| AT} X| 2l E|= Windows 2 G HIH|

sl g dt= of

¢ Windows 7 SPO-SP1: Enterprise, Professional, Ultimate, Home Premium
*  Windows 8: Enterprise, Pro, Consumer

+  Windows 8.1 21| O| E 0-1: Enterprise Edition, Pro Edition

¢ Windows 10: Education, Enterprise, Pro

EMSZ B &= O|C|0fof CHSH HM| A7t X[ 2| = Mac 2F HIH|(64HIE 7'

«  Mac OS X Yosemite 10.10.5
e Mac OS X El Capitan 10.11.6
¢ macOS Sierra 10.12.0

Threat Protection 22}0| ¢ E

« HAFHO|M Encryption S22t0|HE 7} AME|X| %O H Threat Protection S2t0|HEE HX|& 5= QG LICH MK S Al =si= Af

ST

«  Threat ProtectionS A 24X

™Moz

o 11—

- 2X X7t SYSIX| BEF o2
20|19 of, Yot S8 25
ZotE[X] S

+ Internet ExplorerOi| A Tt &l X} Et 7| 50| X| 2 & L Cf.

e HFE7F HEAZ0| HZ /0] A0{OF BHL|Ct.

=2

Threat Protection 22}0|HE 294 H|X|
o C2 HO XLl 2F M A7t Lot &Lt

Windows 2 H|H|(32 % 64H| E)

|5
{™ Threat Protection 22t0|1EE MX|57| MO CHE WG Q| QHE|HFO|2{ A, QHE|HY| O], CHE|
He AX| XA OH'AIQ === _+_£E1—J|0101| Windows Defender & Endpoint Security Suite=

e Windows 7 SPO-SP1: Enterprise, Professional, Ultimate
¢ Windows 8: Enterprise, Pro

¢ Windows 8.1 Update 0-1: Enterprise Edition, Pro Edition
¢ Windows 10: Education, Enterprise, Pro

Threat Protection 2C}0|HE Z E

« Threat Protection 2 20| 1 E 7} |4l Threat Protection P HI0|EE 41T = U= E t2{H S20|UET ZE 443 U 802 AHE
SH0] CHY ot CH A Mot S41E 5= QLO{OF BFL|C}, OfH 3t O] °§_5 O|{ot LETJ} XtTHE| M HEO|2{ A HHA M H G| O] E(DAT
O E CIREES = 97| 20| AFREHO XA B 7|52 AMEE 5= §l&LICH 220|ME AR HIF CH3aF 22 URLO| 4

M2 5= A0jOF gL Tt



A8 S8 ZR1 MEZE HEEHS CH & e gl
HOREE EF
HRO|2{A HHAL A HTTP TCP 443/80(EHA|  vs.mcafeeasap.com OfZHIRE
Ho|E ZE)
HpO|2{A HHAL Al SSL TCP 443 vs.mcafeeasap.com Of2ZHIRE
Zl/MY YO olE
AT HEX| QIR HTTP TCP 443 vs.mcafeeasap.com OIRHI2E
AT EER| A B HTTP TCP 80 vs.mcafeeasap.com Of2HR2E IiZ |Y:
2EZ|Y O of
E X-SU3X-SU3-7d 2
20|58
X-SU3-T+’d 2 A -Type
X-SU3-ALEN
AMEB|E MH|A SSL TCP 443 tunnel.web trustedsource.org Ot HIRE
AME|E MH|A O SSL TCP 443 gtifeedback. trustedsource.or OFHF2E
= 9
22| 22| X} HTTP TCP 80 A XtO| EE Server/VE et
Server
HTTPS 443
URL AZ|Z §0] HTTP TCP 80 list.smartfilter.com OlZHIRE
E{H|0] & RIH|O|
E
URL M Z|E &3 SsL TCP 443 tunnelweb.trustedsource.org O H2E
SCI0|AHE
SED =C0|RE
+ SED ManagementE d&3X 22 AX|5l2{H AFH7I FM HEXI 0| AZE0f A0{0f STt
« IPv6E XA LX| RELICH
. FHMZ Mo AW THE Ot 20| AFHE SESHD CHA| AR FH|E SH AR
o AtH| =3t E2HO|E 7L FHAE HFHO|= HCA 7IEE AF8 S 4= Q& LICH HCAS| Z2H| X 'd S YX|5t= H 22 0| 5L
Cf. Dell2 AtN| =3t E2H0|E7F A X|£[0] HCA EE”PXI XI%WPE ZFH= TOiSHR| 5L O] X[ HEX| s FEd2 0=
ozl g Lot
. USBIOjMCR X HE HEE O XIH| U535} E2H0| 27t BAE AR Active Directory M Q1 L2 2 7 0/8F [l BFEA] & B
Z0| H| 23| 0] 9 =X| QIS A| 2. Preboot Authennoatlonol 0| Active Directory &M S X|ISHX| %& I—| Cf.
« PBAZI 2d3tEl 20 15 WH S HEOK| 2 A2 HYYLICL 21T WY S Hetsfjor g 42

-
@
>
]
nfe
0x
ot
Ot
[
ro
o[
0
IE
mjo

B Eot = PBAS CHA| 2dtetLot.

RAID % SED EM AF SED &2[0 M RAIDZ} X| °JEIXI A& LICE SEDS| RAID=0On EXl& &7l SEDO| A AR E 2=
e w2 T “'E101|A1 RAID 23 HIO|HE 9111 M2{H RAIDOIM HSEE CIAT| HAMATE 5= QL0{OF &}
M O| HIO|HE 27| Yo AtEA7t 228 Wh7HA| Z7|ChHE 4= giChH= A LTt O] 22X sl Z5t2{ ™ BIOSO| A
SATA Zt&2 RAID=0n0| M AHCI 2 HZTHLICH 2F MK 0 AHCI HEE2{ E2t0|E7F AFE A X2/ 0] JUX| $2
B2 RAID=0OnO| M AHCI 2 M Ehgh [f Th2tM SHHO| FA|E LICE,




+ SED Management+ Server Encryptiont 274 A& 420 X| &l &|X| gt& L Ct.

OPAL E2}0|H

o X[ E|= OPAL 28 SEDO|M = hitp://www.dell.com/supportOf] Q&= Y H[O| E &l Intel Rapid Storage Technology E2t0|H 7t 2
SHLICE,
=1 I. I ol A _—I_|_ Al A
SED E2|0|9HE EHL 1 @A
« ESS OrAE AX| =2 3 0f| A Microsoft Visual C++2010 SP1 Y Microsoft Visual C++ 2012 Y H|0| E 45 M X|EtL|CHHEFEEO| O
O] HX|E[0f UX| %2 Z2). 6l AX| =282 AMHEF [ & SED Management EX|0f| &AM O] 14 245 HXA HX|s|o} &t
L|Ct.

A=A

+  Visual C++ 2010 SP1 O| & Z{HH I 7+ T 7| K| (x86 X x64)
«  Visual C++ 2012 Y L|O| E 4 O] &] MH{E 7hs TH7|X|(x86 X x64)

SED 22}0| E 5} =4 0f

OPAL £ % SED

« SED Management2}t 874 X| @ £|+= Opal 28 SEDQ| £[4 FE2 CHZ KB 2 A (http://www.dell.com/support/article/us/en/19/
SLN296720)8 IS A|R.

UEFI7} X| ¥ E|= Dell AFE &

« CZ2 UEFIZ} K| 25| = Dell 7 H 222 LIEHH ERLCH

Dell ZFE 22 - UEFI X| &

Latitude 5280
Latitude 5480
Latitude 5580
Latitude 7370
Latitude E5270
Latitude E5470
Latitude E5570
Latitude E7240
Latitude E7250
Latitude E7260
Latitude E7265
Latitude E7270
Latitude E7275
Latitude E7280
Latitude E7350
Latitude E7440
Latitude E7450
Latitude E7460
Latitude E7470
Latitude E7480
Latitude 12 Rugged Extreme

Precision M3510
Precision M4800
Precision M5510
Precision M5520
Precision M6800
Precision M7510
Precision M7520
Precision M7710
Precision M7720
Precision T3420
Precision T3620
Precision T7810

Optiplex 3040 Micro, Mini e Venue Pro (2 &
Tower, Small Form Factor 5175/5179)

Optiplex 3046 «  Venue Pro 11 (2& 7139)
OptiPlex 3050 All-In-One

OptiPlex 3050 Tower, Small
Form Factor, Micro

Optiplex 5040 Mini Tower,
Small Form Factor

OptiPlex 5050 Tower, Small
Form Factor, Micro

OptiPlex 7020

Optiplex 7040 Micro, Mini
Tower, Small Form Factor

OptiPlex 7050 Tower, Small
Form Factor, Micro

Optiplex 3240 All-In-One
OptiPlex 5250 All-In-One
Optiplex 7440 All-In-One
OptiPlex 7450 All-In-One
OptiPlex 9020 Micro


http://www.dell.com/support/drivers/us/en/19/DriverDetails/Product/latitude-e6440-laptop?driverId=1KX2H&osCode=W764&fileId=3356216042&languageCode=en&categoryId=SA
http://www.dell.com/support/article/us/en/19/SLN296720
http://www.dell.com/support/article/us/en/19/SLN296720

Dell ZFE| 2 - UEFI X| &

¢ Latitude 12 Rugged
Tablet(2 & 7202)

¢ Latitude 14 Rugged Extreme
¢ Latitude 14 Rugged

@ | xE:
QIZ &l Opal = £t SEDE ZHE Windows 8, Windows 81, Windows 102 4 83t= %H Ol M UEFI 2E 2 915 7|50| X|
SIEILICH O 50| Windows 7, Windows 8, Windows 8.1, Windows 102 &35t AREEHOME HAHA B2 REE XA
L|Cf,
2R 7|8
« OS2 ®0|= UEF 3 H| UEFI ZFEOIM AFY 28 015 0| X L|= IH 7| EE7F LIS 0 AE LT

=X 7|2 E X| 2 - UEFI
+ DE-CH- SLO{(2%2)

« DE-FR- ZZA0{(AQA)

= 7| R E X| 2l - H| UEFI
o AR - OFZHO{(2tEl EXI AHE)

e DE-CH-SY0{(A2A)

« DE-FR- ZYA0{(29[2)

SED EZ2I0|HE 294 H| K|
. OIS ®H0 XA 2 MH 7 Lt AELICE,

Windows 2% HIH|(32 % 64H| E)

«  Windows 7 SPO-SP1: Enterprise, Professional(UEFIE X 2/3F 2l HA| 8 ZE0|A X|21E)
® | eE;

2 HAl 8 2EE= Windows 70| A X| & & LICE UEFIE Windows 70| A X| IE| K| Gh& LICH.

(o=

e Windows 8: Enterprise, Pro,
*  Windows 8.1: Enterprise Edition, Pro Edition
¢ Windows 10: Education, Enterprise, Pro

Advanced Authentication 22}0|HE

« Advanced AuthenticationS % il Security Tools& AFE3H0] 2tz 2 St g 25 A4 SYHS ALESH0] O AFHO| AHEX}
Tt QEHSHA WM AT 5= }ELILCH Security Tools= Windows &=, , A0HE FFE S Z 8-S Windows 21210 Chst 915 X+
X X

L -} - -O
SOl 7|2 & X7t E LI Microsoft 2 & MK E AHE S0 S5 AHZ &=, PIN, X[ XHE S H2 Windows 2121 A| 214
Z|X| &L CL

H 80 M Microsoft Y MM 2 AFR38I0] AF2X}o| X2 %g% 22|52 ™ Security ToolsS A X|SFALE A X| H73SHX| Opd Al L.
M 5ts

« OTP(22|8& &) 7|52 AHE5IE{H TF’I\/I2 AX[St0, M58 0F 5, AR HS 7|-I|_|_ AO{OF BL|CE OTP= TPM 2.004| A
K| X| Q& L|LCt, TPI\/IOI 283E MAT :— e SLTEr E https://technet.microsoft.come &AL,


https://technet.microsoft.com/en-us/library/cc749022%28v=ws.10%29.aspx#BKMK_S2

+ SEDE Advanced AuthenticationO|Lt &t 23+E K|S 37| ?{8 TPMO| B 25HX| G5 LTt

Advanced Authentication 22}0|H E S} =9 0f

- oS #O= X-AE = 23 SHEOf7F RAS] 2 &0 ASLICEH

X2 % ADE F}E BET|

o HOI B E O] validity VFS495

« ControlVault 2210 2|

« UPEK TCS1FIPS 201 £2t 2|4 16.3.379
« Authentec Eikon % Eikon To Go USB 2|

HIFEA 7t

« XIHE Dol = E20| ERIE HHSA 7= 2/07| S 0| 8¢ HIEEA| 7=

—

AOIE FIE

. Actividentity 22}0|HEE A23}= PKCS #11 AOLE FHE

@ | xE:

Actividentity 22t0|HE= At 2 EE|0f UX| gton He 2 HX|soF gfLCt.
« CSP7IE
¢ CAC(Common Access Cards)
. Z2fA B/SIPRNet 7tE

o LCI22SIPRNet 7t=7 K| AE|£= Dell BEH 22 E 20{F = 2QLCH

Dell ZF{E| 2 - 22§ A B/SIPR Net 7}E X| &

¢ Latitude E6440 *  Precision M2800 e Latitude 14 Rugged Extreme
e Latitude E6540 » Precision M4800 e Latitude 12 Rugged Extreme
» Precision M6800 e Latitude 14 Rugged

Advanced Authentication 22}0|HE 294 H|H|

Windows 2 H|H|
o OS8O X|¥El= 29 HH 7k LIt LS LICH

Windows 2 HIH|(32 % 64H| E)

¢ Windows 7 SPO-SP1: Enterprise, Professional, Ultimate

¢ Windows 8: Enterprise, Pro

«  Windows 81 © | O] E 0-1: Enterprise Edition, Pro Edition
e Windows 10: Education, Enterprise, Pro

® | = E: UEFI 2 E= Windows 70l M X| 2 E|X| k& LCt,

SHHA FR

o
. L[S ZHY 2

B M
=

XM S2 Security Tools 23|18 65 7|52 K| AstL|Ct


http://portal.actividentity.com/

Android 2% M| H|

¢ 40 -4.04 Ice Cream Sandwich
e 41-4.231Jelly Bean

e 44 -444 KitKat

*« 50-511 Lollipop

i0S 2 HIH|

e i0OS7x
« i0S8x

Windows Phone 2<% H|H|

+« Windows Phone 8.1
*  Windows 10 Mobile

BitLocker Manager 22}0| 2 E

Sl =HH 0] BitLocker 7t HYZZ&|Of AKX B2 ™ Microsoft BitLocker 27 AtetE HESHA| 7| HEEFL|CE,
PBA IHE| M O] AEE| R} =X| = QIS A2, PBA IHE|M 0] A7 E| 7| MO BitLocker ManagerE A X|5t A2 BitLockerE A8 S &=
212 BitLocker Manager7t Z-&5tX| 24&L|C}. BitLocker PBA IHE[H HEHZ %IOF AT AKX LS ERSIAAIL.
7|25, 0RA HICIQ T+ QA5 AFHO| 2N AZAG|OF SHLICH KYM A K= BRETISIEY O E SHIEA AYESH= O
gl = A2 B Z KVM 29K E AR ZF—E K E Be|SHX| oY Al 2.
TPI\/I° 7{10 29318t Tt BitLocker Manager®| Al TPMS 2-R8HH X £ &l 8 EQ5A| fhELCH B, 2
42 BitLocker ManagerO| Al 223t 478 TEMAE AZFSHLICHAIA|ZEO] 2 RSHX| A2). 28 H2 TPM
3H0F otCh= A YL Lt

[©)

AU MHE QTIPS 2 S T2|F AREOf CHBY F|PSEE7+%

SIS SIXIO| M GPO 20F Sl A AE ot 7| o3}, B 2

L3}5]0f 21o0f Aol HIES £3 8% K|S HES &2 Bitlocker Manager S810[9{E = =01 AES FIPS S84 A &
D258 BRI Moroson?| S8 Z2 g S et =181 0]C|0f = 3= ols) AMOA FIPS KB H ZA 2SS Af
8otK =2 Hop| (f20] 22|15 O B =B Bitlooker =3t 2210/ AE0 Cfeh 712 MFO2 2N Adeixs Lk

http://blogs.technet.come XA A| 2.

BitLocker Manager S2I0|HE Hy F/d 24

ESS OfAE{ M Il = 2 1 40f| A Microsoft Visual C++2010 SP1 % Microsoft Visual C++ 2012 H|0| E 45 M X|gtL|CHZEFEHO| o]

O] X 2|0 UX| A2 ZBL). 8t BX| =2 IS ALEE = BitLocker Managers A X[3517| 0 o] 14 @4 & MX|s|of &
L|ct
HH=d

«  Visual C++ 2010 SP1 0| & THHH X 75 {7 | X[ (x86 S x64)
« Visual C++ 2012 Y L|O| E 4 0| 42| MH{ L 7t5 TH7| K| (x86 H x64)

BitLocker Manager 22I0|HE 2 N|H|

Che EO| K|Sl £ M7t Lot et

Windows 2% H|H|

«  Windows 7 SPO-SP1: Enterprise, Ultimate(32H| E Sl 64H| E)
«  Windows 8: Enterprise(64H| E)

«  Windows 8.1: Enterprise Edition, Pro Edition(64H| E)

e Windows 10: Education, Enterprise, Pro


http://technet.microsoft.com/en-us/library/ee449438%28WS.10%29.aspx#BKMK_HSRequirements
http://blogs.technet.com/b/secguide/archive/2014/04/07/why-we-re-not-recommending-fips-mode-anymore.aspx

Windows 2% ||

«  Windows Server 2008 R2: Standard Edition, Enterprise Edition(64H| E)
¢ Windows Server 2012
«  Windows Server 2012 R2: Standard Edition, Enterprise Edition(64H| E)
e Windows Server 2016

o OISO SNHN2 ETSEANE ERE BfLL X2, ADLE 7LE  H[HHA] 712, 222 B/SIPR Ul 7HE S UEFI 2/ E 0
21F Windows Q152 AtE35tE ADIE L= PBA(R E ™ 01F5)E AFE5l= ADLE 71E 8l U358 s FMo= 10| 2e
LICH O E= LEQ0 X 74 7 A0l S5 I AFE 7ttt 218 282 2 MAEE 2ojFLICL

ion = 2}0|
Encryption 22t0|HE
H| UEFI
PBA Windows 215
Y= Xz HEM 2 OTP SIPR7} &2 Xz AOHE 7} OTP SIPR 7}
OlE 7}E E E E

Windows 7 SPO- X X2 X2 X! X2

SP1

Windows 8 X X2 X2 X1 X2

Windows 81 & G X X2 X2 X! X2

0|E 04
Windows 10 X X2 X2 X! X2

1, OFAE| AX| T2 1% & Advanced Authentication TH7| XI(8H9] SX| T2 1HS AFBsHE Z9)9 817 Hxlots Z2 A8Y
+ gt
2

.support.dell.comO|M 15 E2IO|HE CHREES I} ALEE == AUELICH

UEFI
PBA - X| 2 E| = Dell ZFE{0A Windows 215
Sl X2 HEM A OTP SIPR7} =% X2 ADIE 7} OTP SIPR 7}
OlE 7}E E E E
Windows 7 SPO-
SP1
Windows 8 X X2 X2 X! X2
Windows 81 &4 X X2 X2 X1 X2
0|E 04
Windows 10 X X2 X2 X1 X2

1. OFAE AX| ZE I = Advanced Authentication IH7| X[ (5t HX| T2 IME AL SH= Z2)2 & HX|St= 42 AHEE
&= UG LICH
2

. support.dell.comOilA| 215 E2IO|EE CHREES I ALE Y 5= JUSLICH

—



SED 220|HE

H| UEFI
PBA Windows 215
A= X2 HEA 2 OTP SIPR7t 4= Xz £0tE 7t OTP SIPR 7}
OlE 7}E E E E
Windows 7 SPO- X2 X23 X X3 X3 X! X3
SP1
Windows 8 X2 x23 X X3 X3 X! X3
Windows 8.1 X2 X23 X X3 X3 X1 X3
Windows 10 X2 X23 X X3 X3 X! X3
1. OFAE MX| 2 18 &&= Advanced Authentication TH7 | X[ (819 MX| T2 A ES AFBSHE Z2)% S7H HX|steE B2 AIRE
= A& Er.
2. support.del.comOi| A 215 E2IO|EE CHR2 R E8 I ALEE = USLICH
3. K| 5= OPAL SEDO| A AHEE = A& LT
UEFI
PBA - X| 2 E| = Dell ZFE{0f|A Windows 2=
45 & HEM A OTP SIPR7I &% WS AOLE 7t OTP SIPR 7}
OlE 7}E E E E
Windows 7
Windows 8 X4 X X2 X2 X! X2
Windows 8.1 X4 X X2 X2 X! X2
Windows 10 X4 X X2 X2 X! X2
OfAE AKX T2 O3 = Advanced Authentication IH 7| X[ (S}2] HX| Z2 M S A8SHE Z2)2 & EX[5t= 42 A8
# A& Ef
2. support.del.comO| M Q15 E2IO|HE CHREES I} ALE S == AUELICH
4. X| 9I5| = UEFI ZEE 0| M X| & E|= OPAL SEDO|| AFRE 4= Q& LLCE.
BitLocker Manager
H| UEFI
PBA® Windows !5
45 & HEM A OTP SIPR7I &% WS AOLE 7} OTP SIPR 7}
OlE 7}E E E
Windows 7 X X2 X2 X1 X2
Windows 8 X X2 X2 X! X2



H| UEFI

PBAS Windows 25
4= NS HEAM A OTP SIPR7} &= WES AOLE 7} OTP SIPR 7}
OlE 7tE E = =
Windows 81 X X2 X2 X1 X2
Windows 10 X X2 X2 X! X2
Windows Server X X2

2008 R2(B4H| E)

1.OAE MR =22

2. supportdel.comO| M @15 EZIO|EHE IR EES U} AMB S == S LIC

5. BitLocker Preboot PIN2 Microsoft 7| 58 E8f 22|l L|Ct.

£ = Advanced Authentication T 7| X[ (59| HX| =21

U AESHE B2

et 2X|5Hs B2 AHEE

=

UEFI

PBAS - X| 2 £| = Dell Z ZE{0f| A Windows 215

o= X2 HEA A OTP SIPR7l o= X2 AOIE 7t OTP SIPR 7}

OlE 7IE =3 E E

Windows 7
Windows 8 X X2 X X X2
Windows 81 X x? x? X X2
Windows 10 X x? S X X2
Windows Server X x?

2008 R2(B4H| E)

1.OAH AKX =2

2. supportdel.comO| M @15 E2IO|EHE CHREES U} ALEE == JUELICH

O3 &&= Advanced Authentication I 7| X[ (SF9| EX| Z2 M At E 2

5. BitLocker Preboot PIN2 Microsoft 7| 5= ol 22| & L|C}.

ek e 2X|shs B2 AHEY



Y X|AEQ| MA

O MMM = X 2E2| 27 0| 7ot 27 §l0| 2Z S2t0|HE HFE 0| Ciol Dell ProSupportOl M S 218t 2 & HXAELS| &
Hofl sy XEAIS| Qe O 2K~ 22 AFo| = RZB0| B @ 2 #30) o2 AHo| L= Lot
O|2fet YRIAER| HE RHY2 A2A +HY = A0 Y2 AL 20 M= HESHX| FAHLE 2 HoHR| R+ ASLIT

Encryption 22}0|HE g X[AEZ| 27

Dell A{H{ 0] A Windows& Enterprise EditionOfl XtX| A HE QIS M E AHBSI= 42 SE0|HE HFHOA 2ABA ME f2d A

Ab= | AE 2 S X[} 0F 8L Ch(Windows® Enterprise Edition0fl Al A 2| @8 AAE= 7| 2X o2 H/Z 43/ EE10|9E

AFHAM ME| 328 HAE 2431547/ 0| Cha U S SFA|7{0F gL T},

o EnTrust £ Verisign 5 £E 915 7| 20|

o QASMO| TH AIZ| HOl2 SE0|UE

+  Windows& EEOM A2 R2d HALE
k=X

M3 Q15 M S EE Server/VE Server2 7t 2F0f g L|CH
FE 2| KeyStore0ll X% £|0{of etL|C},
&2f5te{™ 2 210|HE HEHOAM CHE YA AER| 29| 42 002 HASHA

Fal
(=}
=2
= S =

[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersiom\Winlogon\CMGShield]
"IgnoreCertErrors"=dword:00000000
0= ISN @RI AT A AT

1= 28 24
Windows Q151 8l ADLE L= 2 AL 3}2{ o 220|01E HEEO|M CHe BXIAE2| 32 MH|oF Eiict

[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1

Encryption Removal Agent 21 It S PHE2{H CH21F 20| 2= o= Cia AFEHOAM X AEE| =S TEMAL, (ME] A
gh Encryption Removal Agent 21 I} M H 2 XA,

[HKLM\Software\Credant\DecryptionAgent]
"LogVerbosity"=dword:2

0: 2Z3H| @&

1 MBI LHREX] s 2R 2

2: WA HIOJH = 3 =0| ¢t &= @7 2E(AY &)
H

JEHeR, *E*XI SOl A~ E2f0] OtO[Z 0 EA|EHLICE. X|2= 2X| 20| HFEOM 2= 2| =l= AHEAIO| Ciol A|AE E

—

20 oto| 25 7|2 B Lt YR AEE| 285 MESAIR. L3 YR AEL| 28 S EotAHL +=F LI

T oHg

[HKLM\Software\CREDANT\CMGShield]

&)



"HIDESYSTRAYICON"=dword:1
722z, X S0 c\windows\temp E|HE 2|2 2= HA| THAO| A5 22 MM ELICH (Al THLO| AN E[H 27| =s}
7t MESHA LY AN A Y2 27| Y25t 20| - E|7| Hof 2L

SHA|2F =X 0| M \temp CIME{2] LiOf| Tt 7 =5 FX|SHOF Ot= EtAF 88 Z2 RS ALESt
S OF gL C.

rr

N
o
2
rr
o
i
rot
1z
=
jn
oL
Rl

YA THYL AN S AFESHA| BFo 2B Chaih 20| YA AER] AF S USAHLE oA L.
[HKLM\SOFTWARE\CREDANT\CMGShield]
"Delete TempFiles"=REG_DWORD:0
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[HKLM\Software\Microsoft\Windows NT\CurrentVersion\WinlogomM\CMGShield]

"SnoozeBeforeSweep"=DWORD:1
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[HKLMA\SOFTWARE\Credant\CMGShield\Notify]

"PingProxy"=DWORD value:1
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[HKLMASOFTWARE\Microsoft\Windows NT\CurrentVersiom\Winlogon\CMGShield]

"OnlySendinvChanges"=REG_DWORD:1
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"OnlySendinvChanges"=REG_DWORD:0
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[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersiom\Winlogon\CMGShield]

"Refreshinventory"=REG_DWORD:1
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[HKLM\SOFTWARE\Credant\CMGShield\ManagedUsers\]

"UnmanagedUserDetected"=DWORD value:1
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[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CMGShield]
"AutoReactivation"=dword:00000001
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[HKEY_LOCAL _MACHINEASOFTWARE\Credant\CMGShield]
"EnableSDUserKeyUsage"=dword:00000000
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[HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\CmgShieldFFE]

"EnableNGMetadata" = dword:1
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[HKLM\Software\Del\Dell Data Protection\ThreatProtection]

"ArchiveEvents"=dword:1


http://www.dell.com/support/article/us/en/19/SLN304916/what-is-sduser-in-dell-data-protection-encryption?lang=EN

Moz 29| XtNgt BA| =F0| Z1z AFELCL OB 20| XAtNS BA| +=FS ST 2 X 2EE| 7|
2SS
[HKLM\Software\Del\Dell Data Protection]

"LogVerbosity"=dword:10
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"DDPTPHideToasters"=dword:1
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[HKLM\Software\Del\Dell Data Protection]
"DDPTPEventSeverityFilter"=dword:3
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[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]

"CommeErrorSleepSecs"=dword:300
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[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]

"DisableSSLCertTrust"=DWORD:0
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[HKLM\SOFTWAREN\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1
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[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1
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[HKLM\SYSTEM\CurrentControlSet\services\DellMgmtAgent\Parameters]
"PBAIsActivated"=DWORD (32-bit):1
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[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]

"CommeErrorSleepSecs"=DWORD Value:300
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[HKLM\SYSTEM\CurrentControlSet\services\DellMgmtAgent]

"ServerHost"=REG_SZ:<newname>.<organization>.com
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[HKLM\SYSTEM\CurrentControlSet\services\DellMgmtAgent]

ServerPort=REG_SZ:8888

- Z R0 mat Security Server URL2 2 EX| #|X|0|A HEE = ASLICE O k2 84 20| YT WotCt S2H0|AUE
B oA Et=gtLICh 22t0[HE HAFHUAM CtZ X2 EL *% HPoH AL,

[HKLM\SYSTEM\CurrentControlSet\services\DelMgmtAgent]

"ServerUrl"=REG_SZ:https://<newname>.<organization>.com:8888/agent
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[HKLM\SOFTWARE\DELL\Dell Data Protection]

SmartCardServiceCheck=REG_DWORD:0

0=24d3l
1=H2dgst
Windows 2153t et7H A0tE =S AE5t2{H S2t0|AE HRE M THF X2 EL| gt 2o of LTt

[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1
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[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]
"MSSmartcardSupport"=dword:1
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[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]

"DisableSSLCertTrust"=DWORD:0
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SUPPRESSREBOOT  MX|7| 22 =l & X5 M EE 2 SHX| XESLICH XtE5 ZEO|A AFEE 5= JASLICE

A H EE Server/VE Server®| URLZ X|&gfL|C},
InstallPath HX ZEE XFYLICL XS ZEOM AR S == S LI
7Is s 2E2 dXg = Uese 74 @A 8 XggL )

DE-TP = Threat Protection % Encryption
DE = Drive Encryption(Encryption 22}0|HE)
BLM = BitLocker Manager

SED = AHH| &S5} E210| 2 22| (EMAgent/Manager, PBA/GPE E.20|H)

BLM_ONLY=1 HHZE0|M FEATURES=BLMZ AI238}0] SED Management 221912 X 2|8t [ AF28lOF EhL|C},

HAEO| o

HYE 07K M i/ AEXE FESLCH

O] oo M= ESS OFAE HX| T2 M-S ALESH0] HEFE ZEOM ZE 714 @48 AX|gL EP(Xf% AX|, 7|2 /K2l C:
\Program Files\Dell\Dell Data Protection\0fl A X|, X|’d &£l EE Server/VE ServerE AMESL= & T4d).

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com\""

O] M= BE ZEOA ESS OtAH MX| T2 A E AFHESH] Threat Protection X Encryption 2F 8 X| gt L|CHALS M X|, 7|2
| X[ 2 C:\Program Files\Dell\Dell Data Protection\0il A X|, X| &l EE Server/VE ServerE AF&SIESE 74).

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP\""

O] M= BE ZEOAM ESS OtAH MX| T2 A S AFE S]] Threat Protection, Encryption 3 SED ManagementS A X| gL
ChRts AX|, XfEE oF gt 7|2 2| X 2l C:\Program Files\Dell\Dell Data Protection\0fl & X|, X| § £l EE Server/VE Serverg A2}
T2 7Y)

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP, SED,
SUPPRESSREBOOT=1\""
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+ Encryption 220|AEQ| 7|5 ALE tcl,Ft,goﬂ el M= Den 28t &
Data Protectior\Encryption\Help0i| A= =2 20f AMASIAUA| 2,

+  External Media Shield®| 7| Afﬂ t”tnﬂoﬂ I:HsH)\‘I EMS £E222 &XSIHIA| L. <Install dir>:\Program Files\Del\Dell Data
Protectlon\Encryptlon\EMS01| UNe =20 0_+||A1|¢o})\l)\|9

+ Advanced Authentication S Threat Protection2| 7| & AHE 2 0]l LS A= Endpoint Security Suite £ 2/ 2 BESIHAIL,
<Install dir>:\Program Files\Dell\Dell Data Protection\Endpoint Security Suite\Threat Protection\HelpOfl Al =2 2¢0j| 2 M| A SFA!
A2

EeojH 2X]

« Controlvault& =20[Hf 81 HYYOf, X| 2 E=7| 8l A0tE FtE= ESS OFAH EX Z2 3 E= 619 €A 2203 A4 ot
of =0 YUK L& LICH S2to|b] U B ofs %Al AE|Z S X|SHOF SHH http://www.dell.com/supportOf| A AEE S M
o

oo L2 2Eot AR, 215 StEYOfof 2t HE S E2t0[H X HY O & L2 2 E35MAIR.

»  ControlVault

o NEXT ‘dx{ el4l X|2 E20|H
- FEXZ 57| 495 EEHO|H
+  O2Micro 20HE F+E EZ}0[H

Dell 0| 2|2| SLE|0{0f EX[SH= B2 3l HIE 2| @ ALO|EO|A YHO|EE E2t0|H & HY O E 22 ESHYAR.

Encryption 22}0|HE X

« ZEHO|M EnTrust S= Verisign st Z2 £E 215 7| 20| Mot ASME ALE0t= B2 Encryption 2CI0|21E 27 AfefE 4
ESYAIR. °|XA‘| 29 AALE AL85t2{H S20|HE AREOIM XA ER| - HPsoF gLt
o MX| = ARBXI7} A|AE Eg| 0|0 M Dell Data Protection OF0| 22 OtA Q2% thx2 Z 8ot M A0 E &0l MEis|
of X2 AN|O|ESHOF ZL|CE.
+ Encryption 2E0|HE HX| T2 WO| @|X|= CtSZat 25U
« Dell FTP A - PP Endpoint-Security-Suite-1.x.x.xxx.zip| A EX| #HS S 2 Cf-Z £SS OPAE X Z2 TR0 M 512 ZX|
T2 S X=THLCH 23 S0 C\extracted\Encryptlonoﬂ A B oY 2 AESLCH

I:I=| 1= Al I
a5 AKX
o LIS HO AX| A AIRY 4= A= 0471 Hap HETL L QS L T

RS

SERVERHOSTNAME=<ServerName> (A28 32 Dell M H 2| FQDN)

POLICYPROXYHOSTNAME=<RGKName> (7|2 M2 T Z A|2| FQDN)

MANAGEDDOMAIN=<MyDomain> (& X|0f AF&%H 0| Q1)


http://www.dell.com/support/home/us/en/19/Products/?app=drivers

o7 4

DEVICESERVERURL=<DeviceServerName/SecurityServerName> (24210l A& &l URL, & AH 0|, ZE A xapiZ| ZHE)
GKPORT=<NewGKPort> (H O] E7|I ZE)

MACHINEID=<MachineName> (Z#H 0| £)

RECOVERYID=<RecoverylD> (£ ID)

REBOOT=ReallySuppress (NullO| H Xt& X £ &l 318, ReallySuppresst= XM & H| 23}

HIDEOVERLAYICONS=1 (0= 2H{gj|0| Ot0|Z 23}, 12 2H{gj|0| Of0|Z H| 23}

HIDESYSTRAYICON=1 (02 A|AE Of0| 2 243}, 12 A|AH 00| 2 H|Zd 3t

YYZOIM AR 4 U 7|2 mel AKX HA| SM B2 59 K| ZRIUS AL S0 MA| 2 HESMAIL,
. THS HO FAsfet BAUE 71 24 07 BTt AMS] MEOf AZLICH
o7 w4

SLOTTEDACTIVATON=1 (02 X|HEl /0| 2% &l 2 M3E Hgdatet 12 X[ HEl /0| 2= 2d3tE 2dzteh

SLOTINTERVAL=30,300 (x,x E7|H2 Sl 243}t 0, 7| K HRY Z42 022l 5toto|H & B gf2 A9H0| 1 EHej= =
OU

CALREPEAT=300 (SLOTINTERVALOHM M3 ADE 0]40[0f0F B SLOTINTERVALS HIE S E &3t A|ZE 17| Mo 2=
ot Z2t0|AETL T 7|5tz AlZH( X))

HIE2 of
« Ct2 ofoilM= 7|2 oj7H E'#E S20|HEE HX|LIChEncryption 22I0|HE, 3R E {Ust Y23} That 4XH BAIZ|X| &3,
THE BEAIZ HEAILZX| RS, AHS CHA| AI’“ 7|2 2|X| 2l C:\Program Files\Dell\Dell Data Protection0fl & x| =!).

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ /qgn"

MSI EH:

msiexec.exe /i "Dell Data Protection Encryption.msi" /gqn REBOOT="ReallySuppress"
SERVERHOSTNAME="server.organization.com" POLICYPROXYHOSTNAME="rgk.organization.com"
MANAGEDDOMAIN="ORGANIZATION" DEVICESERVERURL="https://server.organization.com:8443/xapi/"

« Lt 00| M= Encryption 2210 E A -c'?%e 23t A= THE MKX|BLICHDDP A|AH EO] OF0| 2 &4, 22 0] Ot0| 2 &
4, Uizt 84X ZAISHK| YU, THE HEAIZ BAISHK] RS, CHA| A &SR] 22, 7|2 21X 2! C:\Program Files\Del\Dell Data
Protectlon.oﬂ X Eh.

DDPE_XXbit setup.exe /s /v"SERVERHOSTINAME=server.organization.com

POLICYPROXYHOSTNAME= rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ HIDESYSTRAYICON=1 HIDEOVERLAYICONS=1
REBOOT=ReallySuppress /qgn"

MSI E&:
msiexec.exe /i "Dell Data Protection Encryption.msi" /gn REBOOT="ReallySuppress"
SERVERHOSTNAME="server.organization.com" POLICYPROXYHOSTNAME="rgk.organization.com"

MANAGEDDOMAIN="ORGANIZATION" DEVICESERVERURL="https://server.organization.com:8443/xapi/"
HIDESYSTRAYICON="1" HIDEOVERLAYICONS="1"
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QEHE._l SEH0|AEQ| H L O|AFH0|Z ZAF\'E D71 = gt 7O SOFOF & &= ASLICE Off:

DDPE_XXbit setup.exe /v"CMG_DECRYPT=\"1\" CMGSILENTMODE=\"1\" DA_SERVER=
\"server.organization.com\" DA PORT=\"8050\" SVCPN=\"administrator@organization.com\"
DA RUNAS=\"domain\username\" DA RUNASPWD=\"password\" /qn"

hreat Protection Clients A1 X|

DN -

Threat Protection & Advanced Threat Prevention® SUst HEE{0f QIS 4 SL|CEH SSHA SH|7F LMsoE = A QA2
=gt AREO °”71| S X|SHA| DY A| 2. Advanced Threat Preventions & X|5t2{ M Endpoint Security Suite Enterprise Advanced
B oHpM = E|'—|—EEO|-O:| NS EPSINES

AR Z2JM2 X|HE =M ZE A O BLICH T+ RAE 2HE =AM E GX|SHX| @B AX|of JuistA &L ch dX|
ZR2MEOS =2 ™o

\Security Tools(Threat Protection2 A& 3t21™ Dell Client Security Framework 7+ 247t 2R 3tL|CH)

\Security TooIs\AuthenUcann(Seounty Tools & Authentication2 &H7H| A X| 8l OF Bt L|C}.)

Encryption 22}0| X E 0= Threat Protection 741 A7 ZQTHL|CH MX|Q| O£ E2{H HHZO| 0= &XSHMAIL.

Threat Protection Clients, @& = M X| 22 &=x,

SED % Advanced Authentication 2210|HE MX| T2 13 O| Q|X|= CS1 Z& L .

«  Dell FTP #|’8 - DDP-Endpoint-Security-Suite-1.x.xxxx.zipl A X #SS &2 Ch3 £SS OfAF 2K Z2 =0 A of2 E X
EE—;LE.':*.'% FE=TLCH &3 50 C:\extracted\Security Tools 3! C:\extracted\Security Tools\Authentication0f| A{ 3} & = o}
QS Kk L|C}
=2

Encryption 22t0|HE AX| T2 O| QK| &= C2t Z& L Lt

«  Dell FTP A - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip0l A X HSS &2 CHg £sS OFAE| A T2 IR0 A 5h| 24|
T2 S X=THL|CH 253 S0 C\extracted\Encryptlonoﬂ A 3H Ef%’% HEL|CH

Threat Protection 220|HE MX| T2 0| @{X|= Cr21 €& LCh

«  Dell FTP #|’8 - DDP- Endpomt Secunty Suite-1.x.x.xxx.zipO| Al X HES 2 ChS ESS OpAE X T2 0| A S5h EX|
ZETOHME FETLCH =ET 20| C:\extracted\Dell Threat Protectlon01| Molg omdE &s l—| Ct

FEE 2%

LS HE Ol = EnsMgmtSdkinstaller.exe It 2 0f AF&% 2= Q= Of7 W=7} LIt LS L|CE

Of 7 tH = Mo

LoadCert A& CIMEHZ| oM 2ASME 2ESL(C

L2 HOl= setupEP.exe Lt 20| AtET == Ql= O§7H BT} LIt JqE LT,

oj7H tH == MH
ADDLOCAL="tp,fwwc" Ch=
tp= 91 Attt
fw = S2t0[HE o}ty
we=8 ES
@ | =E: M 7tX| BE2 25 Mx|s)0f SL|C}.

override "hips" Host Intrusion Preventiong A X|SHX| @& LIt



Oj7H M= o~

INSTALLDIR 7|20| ot EX| 2{X|
nocontentupdate HA ZEMAE W= S0| dX| =2 180| 2HX DU S X522 YO 0| ESLHA|
A E X|HELICL Dell2 X E 2t25t 2 JZA| YHO|EE of| U AS HETLICH

nopreservesettings HYE NEYSHA| ASL

« [} HO|= DellThreatProtection.msi It 2 0| AF&& == Q= O§71 B~ Lot A& L T
oj 74 === ddY
Reboot=ReallySuppress =S| QS L T

ARP 0=E20 FI/HH &= S

-Z20Y FIHAY S U

« LCtZ BE0|= EnsMgmtSdkinstaller.exe It 2 0] AtES o= QL= O47H B~} LIt Q& LILCE,

Of 7 = ckd

ProtectProcesses ZZHE Z2M A0l ot O|F W fIX|E A LT
InstallSDK XY X0 SDKE &AL Ch

RemoveRightClick Z[Z AMHEXQ OtRA QEZF T S8 05 SH S MAHELIC
RemoveMcTray A28 EBO|E HAHTLICE

HEE2 o

\Dell Threat Protection\SDK
o IS YEE2ASM 7|2 07 H=E 2= CL

"Dell Threat Protection\SDK\EnsMgmtSdkInstaller.exe" -LoadCert >"C:\ProgramData\Dell\Dell Data
Protection\Installer Logs\McAfeeSDKInstallerBeforeEndPoint.log"

O xE:

212 0|E3t= Z2R0= 0] 2X| =23 S AU E + AS LI

Ct

dlo

REA.
= 4.

\Dell Threat Protection\EndPointSecurity

. OS2 0o 7| & Oj7) Bl=5 AF23}0] Threat Protection, Web Protection % Client Firewall & AX|&L|CHAtS ZE, Q& KT
Threat Protection, 2 20| A E Hiate 9l |l Xttt HX| SAE QY X xjYo|, ZHI= A 0| E ot &, M50 MEEX| %)

"Dell Threat Protection\EndPointSecurity\EPsetup.exe" ADDLOCAL="tp, fw,wc" /override"hips" /
nocontentupdate /nopreservesettings /gn

oHg B

\Dell Threat Protection\ThreatProtection\WinXXR
« OIS 0ol = 2|2 07} H==8 AL S0 S2to|HEE HAX|LCHA £ S ot
SHX| &=, MojE 203 S50 50| HAILX| %3).

of

bCHSH §AF BAISHR] S5, THE BAIZ BEA

i

"Dell Threat Protection\ThreatProtection\WinXXR\DellThreatProtection.msi" /qn
REBOOT=ReallySuppress ARPSYSTEMCOMPONENT=1

\Dell Threat Protection\SDK



CHE of|Of| A= Threat Protection SDKE M X| A gtL|Ct.

"Dell Threat Protection\SDK\EnsMgmtSdkInstaller.exe" -ProtectProcesses "C:\Program Files\Dell
\Dell Data Protection\Threat Protection\DellAVAgent.exe" -InstallSDK -RemoveRightClick -
RemoveMcTray >"C:\ProgramData\Dell\Dell Data Protection\Installer Logs
\McAfeeSDKInstallerAfterEndPoint.log"

SED Management X Advanced Authentication 2 2}0|
HE M|

v8.x2| Advanced Authentication0 = SED 220|HE 7} R BtL|C},
ZAO| A EnTrust £= = Verisign St 2 FE O1F 7| 20| NS ASME ALESHE Q2 SED 22[0|HE 27 Atet2 HES
*'A|9 SSL/TLS M| S &4 HALS Argsta{® E"Ef |G E HFEO|AM HXAER MHES HFOF BHL|CH

AL X7} Windows SIS ME AFR3}0] PBAC| 21918t T},
SED ! Advanced Authentication 22}0|C1E MX| TZ 20| QX|= Ceat Z+& L},

+ Dell FTP A’ - DDP- Endpomt Securlty Suite-1.x.x.xxx.zipO| Al X HES F2 ChS ESS OpAE X T2 0| A She EX|
Z2 s FETLICH =& 20| C:\extracted\Security Tools 3! C:\extracted\Security TooIs\AuthentlcatlonOHH S o ot
S HELICH
|:|=| x Al xl

ChE 2O EX Al AAEE & Q= 0171 Ha S22 7t Lot ASLC.

0f74 4=
CM_EDITION=1 <2} Z2|>

INSTALLDIR=<H X| Ci&f &>
SERVERHOST=<securityserver.organization.com>
SERVERPORT=8888
SECURITYSERVERHOST=<securityserver.organization.com>
SECURITYSERVERPORT=8443

O

ARPSYSTEMCOMPONENT=1 <H|O{Tt T2 12 2 20| 20| HA|ZX| %S>

HEZ M AFEE 2= U= 7|2 msi AYK| U BEA| SMO| ZE2L2 519 M| T2 IS AM2SI0] M2 RESAA L.
HHEo| o
\Security Tools

CHS oo M= A2 & 2| kl= SEDE HXIYLICHALS &X|, M2 ESHXA| &2, Mot Z2 13 =0 &5 HEA|Z[X| ¥,
7| & 2| X| 2l C:\Program Files\Dell\Dell Data Protection0i| A1 X| &!).

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 ARPSYSTEMCOMPONENT=1 /

norestart /gn"
£12 3g

\Security Tools\Authentication
CHS Ol Of M= Advanced Authenticatione & X| g L|CHAHE A K|, R EESHX| &4-3).



setup.exe /s /v"/norestart /gqn ARPSYSTEMCOMPONENT=1"

BitLocker Manager 20| E A X]|

Z 0| A EnTrust SE& Verisign &2t Z *% FE Q15 7| 0| ATt QB ME AHESH= 42 BitLocker Manager 22t0|HE @+
*f"*o 7450}*'/%2 SSL/TLS M| F2d HAAE AFESI2{ ™ S20|HE AFEHOM HXAEZ 4ES E%’*HOF S| Ct,
BtLocker Manager 22f0|HE &X| Z2 29| | X|= Ctaat Z& Lo}

+ Dell FTP #|’8 - DDP- Endpomt Securlty Suite-1.x.x.xxx.zipO| Al X HES &2 Ch3 ESS OpAE X T2 0| A S5he A X
ZETOHME FETLCEH =ET 20| C:\extracted\Security TooIsOHM off 2 ot 2 &S L|CE

BEE 24

ChE 2O EX Al AA8E & = 0171 Ha S22t Lot AFLIC

o7 w4

CM_EDITION=1 <@ & Z2[>

INSTALLDIR=<&X| CH&f B4
SERVERHOST=<securityserver.organization.com>
SERVERPORT=8888
SECURITYSERVERHOST=<securityserver.organization.com>
SECURITYSERVERPORT=8443

FEATURE=BLM <BitLocker Manager2t A X|>

FEATURE=BLM,SED <SED2} &t BitLocker Manager & X|>

ARPSYSTEMCOMPONENT=1 <H|O{Tt T2 12 2 20| 20| HA|ZX| %S>
HEZ M AFEE 2= U= 7|2 msi AYK| U BEA| SMO| ZE2L2 519 M| T2 IS AM2SI0] M| 2 RESAA L.

HHEO of

CHS 00jl A= BitLocker Managert A X|SHLICHAHS A%, L LSHR @42, MOiT T2 18 20| 82 BAIEX 4, 7|2

2| X| 2l C:\Program Files\Dell\Dell Data Protection0f| & X| &).

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888

SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM /norestart /qn"

Ct& Ofl off A= SED2t 2H7Hl BitLocker Manager& 2 XIS LICHALS 2X| A FEotX| @&, Mo 2203 S=0| &5 BAIZ[X|
g, 7|2 2|X| 2l C:A\Program Files\Dell\Dell Data Protectiond| A X| ).

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM, SED /
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