Dell Data Protection | Endpoint Security Suite
sFlA > ARN=ILAA R V17




1553 A1 - |

®| AE: RREEVWPICTILODEERRHZHBLTNET,
N—RUI7 DEEPT—HDEEROEIEEMERL. TOMBEZERT 312D EEHBLTVET,
A ZE: MRS, TP, FERECOREEBITHEMENSHIEERLTVET.

© 2017 Dell Inc. SEMREEEZEZEUE T, Dell. EMC. BLUZDMMDEIRE. Dell Inc. FZ[EFZOFEHOEIETT , TOMOERE. ENENDPT
BEOBETHIIBENHDET .

Dell Data Protection Encryption. Endpoint Security Suite. Endpoint Security Suite Enterprise. &&U Dell Data Guardian DA —hD R34
O MIEREN TV ZEEREIZES LUPEZ ( Del™, Dell @O\ Dell Precision™., OptiPlex™., ControlVault™. Latitude™, XPS®, HLUf
KACE™ Y&, Dell Inc. DFEF#ET Y, Cylance®. CylancePROTECT. H&U Cylance @O, KEHLUZDMDE(CHIFS Cylance, Inc. DEER
PHIZETY . McAfee® HEU McAfee DOT(E KEHLUZDMDECHFS McAfee, Inc. DFEHIZEFIIFEIRHIZ T, Intel ® . Pentium ® .
Intel Core Inside Duo®. Itanium®. HLU Xeon ® (FKREHLUEDMMDE(CHIFS Intel Corporation DEFREHE CF . Adobe®. Acrobat®.
& U Flash® (&, Adobe Systems Incorporated DEFXEAZ T » Authen Tec® H&LU Eikon® (&, Authen Tec DEIREIZETI . AMD® (3. 5F
HETE Micro Devices, Inc. DEEREITR T, Microsoft®. Windows®. $&U Windows Server®. Internet Explorer®. MS-DOS®.
Windows Vista®. MSN®. ActiveX®. Active Directory®. Access®. ActiveSync®. BitLocker®. BitLocker To Go®. Excel®. Hyper-V®,
Silverlight®. Outlook®. PowerPoint®. Skydrive®. SQL Serve®. LU Visual C++® (&, KEH LU / FlFZOMMDECHFS Microsoft
Corporation DEHZEZ(FBEIRHIZETT . VMware® (T, KEBLUVZOMOEICHIFS VMware, Inc. DESFRESIZEZIIFEIZ T, Box® (4.
Box DEFRFEIE T . DropboxSM (. Dropbox, Inc. DY —EANY—J T, Google™. Android™, Google™ Chrome™., Gmail™. YouTube®. &
LU Google™ Play (&, KEBLUZDMDEICHIFD Google Inc. DFEIRFIEEFREIROVNINNTT . Apple®. Aperture®. App StoreSM.
Apple Remote Desktop™. Apple TV®. Boot Camp™. FileVault™. iCloud®SM. iPad®. iPhone®. iPhoto®. iTunes Music Store®.
Macintosh®. Safari®. H&U Siri® (&, KEFLFZDMOEHZWNIEZDMASICHIFS Apple, Inc. DY —EZY—7. BIR. FIFEFREIRT
9, GO ID®. RSA®. H&LU SecurlD® (& Dell EMC DEFRFEIE T . EnCaseTM™ H LU Guidance Software® (&, Guidance Software D&
REFLFEREIRE CI . Entrust® (&, KEBLUVZOMOECHIFS Entrust®, Inc. DEFRERTY, InstallShield® (&, KE., FE., BRMFHE
. &B. BAR A&, BIURECHIS Flexera Software DEFREIRTY . Micron® S&LU RealSSD® (3. KEB LU ZDABOEICHTD
Micron Technology, Inc. DEEXEHIE T Mozila® Firefox® (&, KEBIUZOAMDECH1FS Mozila Foundation DEFREHIE T, 10S ® (&
EHOBEEFILRES LUZOMOIFEDET Cisco Systems, Inc. DESRFEIZTHD. A AUEAEINFT . Oracle® HLU Java® (T,
Oracle B&U / FFZOMEERHOEREIRTY , TOMOBZINE, ENTNOPIEEDOEIR THIIHENHIES . SAMSUNG™ (&, KEH
FUZDAMDECHFD SAMSUNG DFEFRTY . Seagate® (&, KEB LY / F(FZDOMDECHIFS Seagate Technology LLC DEFRFEIRT
9, Travelstar® (&, KEBLUZOMOEICHIFS HGST, Inc. DEIFREHIETI, UNIX® (&, The Open Group DEERFEIECI . VALIDITYTM™
(3. KEHBLUZOMBOECHFS Validity Sensors, Inc. DFEFIET T, VeriSign® HLUZDMMOBIEIZE (L, KEDLUZOMMDEICHITS
VeriSign, Inc. £e(3ZDOEER T H VI FESAADOEIEXEETREIE CHD. Symantec Corporation (T T2 AEE5ENTVET . KVYM on
IP® (4. Video Products DEFRFEIET Y, Yahoo!® (3. Yahoo! Inc. DBERENETI ORI, 7-Zip TOTSLD—EPEFERALTVES ., COY
—2J—R(&, 7-zip.org (CIBEEINTVET, FAEVAEEE. GNU LGPL 312X + unRAR HIBR ( 7-zip.org/license.txt ) DIFHRTI,

Endpoint Security Suite $¥#il1 > A M=)V A1 R
2017 - 04

Rev. AO1


HTTP://7-ZIP.ORG
HTTP://7-ZIP.ORG/LICENSE.TXT

P 402 ] T 6
BB R BT DHUIIC ot 6
CDTARDIEFIE ... 6
Dell ProSupport ADEBREINETIIE ..ot 7

DR L 8
GIRTDTTAT I ettt ettt ettt ettt 8

GRTDITAT IR - BIREEIE oot 8
GRTDITAT IR = INm RIIIT ettt 8
GRTDTTAT IR - SEBHTR=D et 9
BNCIYPTON DTA T2 Bttt 9
ENCryption AT NDBIHRERAE ...t 10
ENCIYPtioN TTA T 2 NN RIIIT oo 10
Encryption DA T > RDARL =T AT AT oot 10
AMBFATATZ=IVR (EMS ) DARL =T AT DI ZAT Lo 11
TRFEAE PrOtECION T A T2/ Bttt n et s s s s n s een s enenaene s 1
Threat Protection 54 T MDARL =T AT AT L.t 1
Threat ProteCtion T4 T2/ TR Bttt 12
SED TTA T N ettt 12
OPAL RTAJN eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeteeeeeeeeeeesteeeteee ettt ettt sttt n ettt 13
SED AT U NDBIEREEAE ..o 13
SED TTA T U NN RIIIT oottt ettt 13
SED DTAT I NDARL =T AT D RAT Lo 14
Advanced AUTNENTICATON ZTA T2/ Dottt 15
Advanced AUthentiCation T4 T N A= RILT ..ot 15
Advanced Authentication 754 7> MDARL =T AT D AT L .o 16
BItLOCKEr MBNAGET TTA T2 Pttt 16
BitLocker Manager 754 7> ROBIEESEME ..ot 17
BitLocker Manager 754 7> RDARL =T AT D AT L oo 17
EREEA T S/3 e 17
B LT TAT U N e 17
SED TTAT N ettt ettt 18
BITLOCKET IMTBNAGET ...ttt et e e st R e st e b st e e b e b et e e e b e b e st ee e e e b e s et ee et e s et eeebereneen 19

R A T 5 = 21
ENCryption T4 T2 NDL D A RNUTETE ..ottt ettt 21
Threat Protection ZT4 7 RDL D ZRUEETE ..ottt 24
SED DTAT I RDL D RINTETE ..ottt 25
Advanced Authentication I 54T RDL D ZIRUEETE ..ottt 26
BitLocker Manager 754 7 RDL D ZARUERTE ..o 27




4ESS VAT —AVAN=FREBAUREADAR ). 28

ESS NAA—AVAR=FZAFRUTEIFEEELD A ARl 28
ESS NAA—=AVAN=FZ ERAUSCIN Y RIAUCEBA AR =)o, 29
5ESS VAA =AY ARN=FZIERUIZT DA D AR ettt st se s e st et e sa e sn st sn s s e 31
ESS NAA=ADAR=TDT UADARTI oottt 31
TR URTATTDT AT ZAR T ettt 31

R o 7.8 Sk 2 L0l (7 S 32
RIAINDA DRIVt 33
ENCIYPLON DTAT I NDA AR oottt 33
TR RTADTDA AR TI bbbt 33

Threat ProteCtion ZTA T RODA AR oottt 35
TN RTADTDA AR TI e 35

SED Management & Advanced Authentication 734 7> MDA AR =)l 37
ORI RTADTDA AR TI et 37
BitLocker Manager T4 7> MDA AR =)l .o 38
TR RTADTDA D AR TI ettt 38

T FADAR=TRBEBUIT VA D ARttt se s s se s s s e e s san s s s sanenns 40
Threat Protection DTA T RDT AT ZART)0 oottt 4
TONRURTATTDT IADZARTI ettt vy
Encryption DTAT DT AT ZARTI oottt 41
2R ettt ettt ettt ettt 41
ONIRTATTDT AT ZAR T et ettt 42

SED 754 7> M LU Advanced Authentication ZT4 7 NDT AT AR 43
R ettt ettt et 43

PBA DIET T ATIE oot 44

SED 7547 > M LU Advanced Authentication T4 T DT A AR =) oo, 44
BitLocker Manager I 7 NDT A AR =) oot 45
TORURTATTDT DA DZARTI ettt 45

S 1 Y b ST 46
Encryption 75472 . Threat Protection. & Advanced AUthentiCatioN.............co.oovvoeeeeeeeeeeeeeeeeeeeeeeesnon, 47
Encryption T4 7> NS ETE TRt ProtECTION. .........cveveeveeeeieeeeee e 48
SED 7547k ( Advanced Authentication 254 ) LU External Media Shield..........c..ocoeveeeeeeeeeereereeeren. 48
BitLocker Manager &&UF External Media ShiBld................vviiriicisiieceeiesiee s 49

9 9294 LA)XRAD— R, SED UEFI, $& U BitLocker DTeDDHBRIA Y AR=ILERTE.......cccvrerirreresrrseresesseene 50
TPM DFITHRAE ... 50
O] I B e R == 11D L= = a0 R 1 3 OO 50
UEFI REENFIEREERCHIFDRY N D= THEEEDEIIE oo 50

LA =ZAT230 ROM DIEFNIE ..o 50
BitLocker PBA JN—=T 433 58 TE G BIBAIA VAR IUEETE oo 51



10 RAC>> MO—5T®D GPO DFEFEICLBEBDBINE. ... 52

MESS NAA—=AIARN=FDEDFAIAR=TDHI.........cocieeireeceree e s e 53
12 EE Server [CHUTFPI71474EUIE Encryption 7547 NP4 A M= B8 D Key Server DERFE.... 54
H—EZINRIL - RALDTHIIRD I = DB 54
F—H——DETET71IL - EE Server DiBIEDTEDDI—H —DIBNM........ooooeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e 54

B TIVEETETTA oo 55
H—EZINRIL - F=H =N —EZDBBELED.......cooooovoceeeeeeee e 55
DE—REIBIDY =) - TAL Y SYIBEIBE DIBN. ...t 56

13 Administrative Download Utility ( CMGAd ) DER.........coeieieieeeecee e e s e s ms s e s s e s same s se e ssme s snns 57
TAL>SDYIE—RTO Administrative Download Utility O ..., 57
BIEET—RTO Administrative Download ULty O .......o.ooeeeeeeeeeeeeeeeeeeeeee ettt 58

I 0 T R O PSP STTN 59
GRTDITATIRDRTT IV DT AT oottt 59
ENCryption DA T RO RTINS ZmT A oottt 59
Windows 10 ANNIVersary 7Y T — IADTY T T L =Rttt eer et 59

( AF23> ) Encryption Removal Agent O TPAJVOVEBK...........oovvoeeeeeeeeeeeseceeeeeeveseeeeeee e 59

RESISI A= D) 25 TR 60

EMS & PCS DAHEEVERT. ..ottt 60
WSSCAN D ...ttt ettt 60
WSPIODE DAFF. ..ottt 63
Encryption Removal AGEnt AT —HAMTF IV ......ceeeerieereeeeeeeeieeseeeseesse s sess st ness s snens 64

SED ITATIRDITT IV ZmT A oo 65
FEAT I AT = RIS =D ..o 65
RS2 2—FTA T DIZDD PBA O TTATVOVEBK ... oo 66

DEll CONTIOIVAUIE RTA TN ...ttt ettt es et en e eeeeeenean 66

Dell ControlVault RIAINEEUTT—ADITDTYTT =Bt 66

UE R T T2 ettt ettt 68
FRYRT—FEIED T T I D TmT AT oot 68

TPM BT BItLOCKE ..ottt ettt et et eee et e s et e e eee et et et e eeee e erneo 68
TPM BEU BItLoCKer DI T =T R ..ottt ettt 68

L LR : 2 3= S 99



$U

[FUsIC

AE T3, Threat Protection. BES{LI3147> . SED EIRJ547> M Advanced Authentication. H&U BitLocker Manager D4 > ~—)L#

MIEFTECOWTEFLGERBALET .

IARTORIS—IEFERETDERBAIE. AdminHelp (CHDET,

{ExZRInd $ailc

1

2

D347 > NeBE NI BHiIC. EE Server/VE Server 24 2 AR=JILUE T, IRITRI L3I, IELWHA RZERL. EEEESN TLWBFIBICHE -1z,
ZDHARREDFET,

« [DDP Enterprise Server 41> ZAR=ILELURATL—23>HAR ]

« [DDP Enterprise Server - Virtual Edition JAYI2ZA—NiA RELUAZAR=)LAAR]

FHEORS—ZZTELTVWIHEHESRZLET . 2 DY—IHS AdminHelp 28BULEY . BIEOARKCHDET . AdminHelp (RS —D5%
EHLUZEE., EE Server/VE Server TOATS A #IBERET 3O II DL D& TSNR—IAILT T,
AREDIEHFIDEZINTHA TS,
IDRI-Y—(HFATO N BALET,

CDHA FDEERE

COHAA RERDNER TERL T,

DA T NOREZEAE, AE1-IN\-ROIVBLEYINIITIER. FIIRSBIA, HLUHEETHEICRIFFRBLSANOZEECDOVTIE,
[/t 12 BBRU TR,

WEBIEUT, 19294 LA T— R, SED UEFI. H&U BitLocker OIzsDERTA VA M—ILERTE 12 SBULTIEE .

Dell 7=4)1 Delivery ( DDD ) ZFERUTERZEZHEE. [EI8EBINCT 220D R~ -5 ETO GPO D% TE 1#SRBUTKE
(AN

ESS NAT—AVAM=S%ERALTISFA 7> MeA VA=V BI5EE IRESIRU TS L,
s ESSNRI-AJAN-FZfERUEE DA M=)

I3 NEBIEHUR— MEIREE... DLINHZEIUYILET .
o ESSNRI—ADAN=FZERULIVI RSAUCLZI A=)
FAVAM=SZERLTIFAT I NeA S AM=IT BIBE . FAYAN-SOFEITOIHET7A V% ESS NAH—1 VAR5l T 20BN
DFY, [ESS VAI—AVAR=INEDFA VAR50t 1ZBRRU T, ZZIIRDFT,
o INIVRFAZTFAVAR=FZAZARILET,

o RIANOAVAR=)L - BBEDN\=RITIP(CEDINT, BUIBRIANETF— LD 7D 0-RUET,

o BESAEIIATIIDAV AR - TVEI-IHRY NI —DICHHGEL TWTE, RYRD—INSEIRIL TOTE, RL TV TE, &8N
TWTH, TF2YTRIS—%BAISIR—R> NTd Encryption IF1 7> MeA > AR=ILFB(C(F. INBOFNEZERLEYS .



« Threat Protection 7547 > DA > A=)l - Threat Protection 754 7> NeA > A=) 3 3(CE. CNSOFNEZFERLET . DI
AT N IROAR)S—~R—ZD Threat Protection H4EE TR INTVET,

o IITIER - I-Y—0OTHEREE, FREVDTEMHEREFC, U/ILRA, ZINAD17, EBRTOT S A, BIMMOBRZBEEHT
AFvOUTHRNE S,

. 0%47) RNI7ATIA—I - AE1-9E FYRNT—IB LA A—-Fy b EDOVY - ZEDBIEREZFLET . SEDUVBERIERTL
9,

o UTTIG - AVTAOTOIT SIS IIHLIRRIIC, U1T U4 MOLZEFHIERTRL. LIR—MET . DT IILAICED, A b
BIEEIZEIMMEEITIVICEDIVWTIITUA MOTIER%2TOYvI T 2ENTEEY,

« SED BIEBLU Advanced BT TA 72 bDA A =)L - SNBOFNEZ{ERLT SED 2 EIR I 3HDIES{EYINIT T ZA VAN

—)LUET, SED (HRBEOIES(EEHEI TVEI N, ZOBSIEELURIS -2 BB I B30Ty NIA—ADBDER A Sed BIET

(. IRTORIZ—, AN —2, $ SED BIEAERT B, INTORIS—, AN -3, BLUBES/LE—0EEF. BE—0I>Y-)L

DSERTE, IRPORERTILADIBECIIE 1—IMMREINRVNE VDRI ZEERHUET .

Advanced Authentication 754 7> M. SED D PBA. > BA>A>( SSO ) F8HX/N\XT—RAEDT - - BB Z(ZUH
EIRERORI T EEZEIBLET , SBIC, DITHA MSEIUT TV —2a(I 7RI 3180 Advanced Authentication #EAE% 1R
#HUFD,

« BitLocker Manager 754 7> b1 > A=)l - BitLocker BBIDTF1VT1%ESH. FIEIX M EMEBLUEIRTILIIERETEN
TW3. BitLocker Manager 73147~ MeA YA M=)l 3 3IBEICCNBOFIEZERLET .,

@ x%:
FEAEDIFAT M UAN=SEMEBRERTA AN TEEITH, COHA RTEAVARIUDWTERRL TWER
/\JO

o REMHBIFUAOZIVTNOWTE, [—EHICEAENSSTUA 1ZSBUTIZEW,

Dell ProSupport AOSEIVWEDhE

Dell Data Protection E&AEFD 24 B 365 HIFIEEFYR— b ( 877-459-7304, PIHR 431003 ) ([CESEEMITIEEW,

&5(Z. dell.com/support T Dell Data Protection BEADA> 51> HR— M IFIBWERITET , A>3 HR—NTlE R34 X227, 79
VT RRAHY—, J{BHBTER (FAQ ) BLUBRDMEEEDIROTVET,

BURYR—- MEHECTRCHEOBETZIHICE. SBFEDREIBEROT —EXT - ReZRETZEL.

KESNOEFEFS(CDOWVTIL, Dell ProSupport OEREGEESZFIVIL TR,


http://www.dell.com/support/home/us/en/19/Products/software/endpoint_security_soln
http://www.dell.com/support/article/us/en/19/SLN302833

=24

IATDIFAT7> b

ROBHFINTOIFA T NOBRAINE T, MOTI2 3> TEITSNZEHE BEDIS17> MIBERAINET.

BARE, T RANTFIFARHOBRENDDFT . NI PEAFZA A OERENLFANRIEY, I- Y- ORBEZANZENE
I ENBICPRESNZEDTEHDER A

A2ZAR=). PYTT—R, PoAD AN 2RITITEI-H-THI>O M. O-hILEEE RV EIBE ] - - THINELSHDET . ch
(&, Microsoft SMS #Jz(d Dell KACE REDBAY— LTI T—RFICEINY TRTENTEET , BASNIAERZIS DIEEEE I Y -4
Hih—hENFEEA.

AIAN=WERETASAN=NERRIAT BRI, EERT—Y2INT\WwI7vIUET,
A>ZR=)LHE, AMTF (USB ) RSATDBAPLEDNLES S, IOE1—FICEEEMNZBNTIEE,

ESS YRH—1 2 AN=54517> M Dell Digital Delivery ( DDD ) ZfEHL TEEZE3IHE(E. 7UNI> RR—b 443 A EE Server/VE
Server HIBETEBLICLTZE, BASHEREIIAR— D 443 B (AIBSHOIEHET ) JOWISNTWRIBECIIEEELE B Ao FAVAN—T%1E
BAUTA>ARIL9 3154, DDD (MERZNEEA.

W3 www.dell.com/support T BEeFTOXE B LUTIZHILT RINAHU - TERRRCHEERL TIEE L,

IRTDIFAT b - piisAF

ESS YRA—AVAN—=3954T > beFA DA M=5954 7> MC(d. Microsoft .Net Framework 4.5.2 LIBEHNMHETY, 1> A M—3(.
Microsoft .Net Framework I>R—%> MeA > A R=)LUER Ao

FIOTIBHSHEAETENBIARTOIIE 1—4I(T(F. Microsoft .Net Framework 4.5.2 LIBEDOFTEN -3V hHEBRIA VAR ILENTWET, 2
f2U. Dell \=RIIT7 E(CAYZAR=)LLTORL, F(EIBELD Dell )\—RI17_ET Security Tools 27y L —RLTVRIBER, 1V AN-
W7 PYTTL— ROKEEBBST=8. Security Tools &4 YA M=JVIBHIIC, 1> A R—ILENTULS Microsoft .Net D/N—3>%HERL, /N—
S ETYIT—RFBEICLTLZEW, 1A R=)LENTLS Microsoft .Net DN =32 #ZAREE I B(C(E. AV AR=)LROIDE1-HT
http://msdn.microsoft.com/en-us/library/hh925568(v=vs.110).aspx [CEC &SN TLDFNEZZFEITUE T . Microsoft .Net Framework 4.5.2
A VANV FBICE, https://www.microsoft.com/en-us/download/details.aspx?id=42643 (CEHE T,

ControlVault, I8 —45—. BLUVAY—M1—R ( TS ) ORSANETF—ADIT (&, ESS XRI—A Y AN—FPOFA VA M-SDRITRIEE
TPLIUCFEENTVE R Ao RIANETF— ATV EEFTOIREECLTHRENBDFET . CNBIE, http://www.dell.com/support HM5, $
FEOOIE1-FETINEERLTIIOO—- RTEEY, FR5E/\— RII7(CEDWT, BB RSANET7— A1 T7%F9>0—- RUET,

» ControlVault

« NEXT Biometrics Fingerprint RS1/(

+ Validity Fingerprint Reader 495 R54/{

o O2Micro AN—Kh—RR5A/0

FILHADIN=RITPICA S ZAR=ILLTWBRIBEF. ORI —DI1THA MBT7Y ST — NERHD RS )\ET7— A1 7%459>0-RUT
<FEEWL, ControlVault RSA/XDA > X h—=)LFNE(Z. [Dell ControlVault RSAN\B LU T7— AT 7O7YvT T —MICEREHEINTVET,

IRTDISAT7 b - N=FIT7

RORIC, HR— R ENTWBIE 21—\ = RITPICDOVWTEELCRUET

|


http://www.dell.com/support/my-support/us/en/19/product-support/product/dell-data-protection-encryption/manuals
http://msdn.microsoft.com/en-us/library/hh925568%28v=vs.110%29.aspx
https://www.microsoft.com/en-us/download/details.aspx?id=42643
http://www.dell.com/support/home/us/en/19/Products/?app=drivers

N—=koz>?

o R/NBRON-RIITEHG, ARV T4 S 2T AORNEHETGILL TWSRENGDDET

FRTDISA7> b - EFEYKR-b

+ Encryption. Threat Prevention. . $&U BitLocker Manager 754 7>~ #8EEB1-Y—1(>4J1—-X (MUl ) ([HELTHED. ROEFE
EHR-MET,

S@EYR—b

+ EN-3GE « JA-HBHAREE

o ES-ARAEE + KO-®BEEE

e FR-J3VAZE « PT-BR-MILNAILEE (T320)

o IT-A9UTEE o PT-PT-RIVNIILEE (MRILREIL (ARUT )

DE - K5

o SED $&U Advanced Authentication DJ54 7> M, #EEIEEBE1 - 1> —TJ1( X ( MUl ([CFIELTHD, IROSEEHR—NUTVE
9, 03758, BAFREEE, FEIEAEEREEETE. UEFI E— RELUEEEIRTIEREEFHR— MENTOEE A,

SER-+

+ EN-3TE + KO -FREEE

+ FR-J32ZGE + ZH-CN - HEEE ( fixF)

o IT-A49U7E8 o ZHTW - HEEE (BHF)

+ DE- RAViE « PT-BR-MILNIILEE (TF2))

« ES-ZRA1:E o PT-PT - RILMHILEE (RILRAIL (ARUT))
. JA-BAEE « RU-DO37:E

Encryption 7547 > b

o DFATINIDE1-FE TIT4TE TR Ry NI —HERNIBET T,

o BRYOEE(LICHH BB RS B2, Windows T4 RDIU—>Ty T D45 - REETL T, —BI7(VELUROMOARBERT -4
ZHIBRLE T,

o BRAOBSIERA—THhCR)-TE-REATCLT, HEIRFLTORVIDE1-IHR-FIREE(CRZ0%BFEE T, - TIREEOTIE 21—
ATREESEEITONERA (1ES{EEITONEERA )

«  Encryption 7547 NE. 17T - MEEEYR- N TVERA. CNUE E3—HOARL T 2I S AT ADI AT LITAIHEEE{bE
N, 20EMEZIBIFRHEENNHBIHTT .

+  Encryption 754 7> NIEEBRE—-REYR— NI 2LIICRDFEUR . BEBE— REBIBENY — RI(—710 SCCM F(FFBLUIEESEI54
7OV -23 % FERUTTERL BELBUAA-D0—EEL T, BBEIS1 7> NMEMT 2L ZTIREICLET . BEMAIA-S(C
Encryption 7547 > N4 > ZAR=ILZFIBICDVTIE. hitp://www.dell.com/support/article/us/en/19/SLN304039 ZZ&8RL TIZE 0L\,

+ Encryption 754 7> M. McAfee. Symantec 754 7> b, Kaspersky. LU MalwareBytes Z AU TTFANEH T, CNBOT7F A
ZT0)AHBL TR POFIANARFv OB SUIESECHI B ERME IR I DI, )\— RI-FT 12T ENBRIMERESN TVEY,
Encryption 754 7> Md. Microsoft Enhanced Mitigation Experience Toolkit THTANEHTY,


http://www.dell.com/support/article/us/en/19/SLN304039

DA NMIRWTSFIAIZTONA DR TEEREEN TVBIB A, http://www.dell.com/support/Article/us/en/19/SLN298707 #8893
. Contact Dell ProSupport ([CBRIVEHELIZEL,

o TPM (& GPK ZFENT B FRENE T, LIcho T, Encryption 754 7> MRITUTWRIBE(L. 7547 NI E1—-5CEHUWARL —
FAIATLEASAN=)LFBHIC, BIOS T TPM 2HUT7 T AR%ENHDET .

o ASTUARTOARL =TI RFLADTYIH L —RIE. Encryption 547> MIASZAR=ILENTOWBRIBETIFBR—MENTVER A
Encryption 734 7> N7 oA YA M= ELESIEL. FILWARL T4 F S RFACTYT L — RUIE#. Encryption 454 7> NeBEA
SAR=ILUTLIZEN,

SBIC, ARL—=FTAII I AT ADBA VA= ILEYR— NN TVERB Ao ARV —FTA I I RTF LEBA VAN TB(CF -y hIoE1—4
)\ TUTHBZOIIE 1-9%TAT U ARV —FTA IS AT LA VANV, BEXIUIEBIEFIEIC > THESbanizT —45%m
BULTIZEL,

Encryption 23547 > bODaIRSE+

«  Microsoft Visual C++ 2012 BI04 3 A 4 N AVE1—FICERA VAN ILENTUWRWMES(L, ESS YAF—A1 VA= TNRA >V AN=ILL
F9, FAYAM—S5%ERTBIHE (. Encryption V547> NeA > AN—ILIBHIC, COIVR—F2 N A VAN T BRHENHDET .

iR
o Visual C++ 2012 EFFSOJ 3 A 4 LIEBMBEMAIEE)\Wwo—2 ( x86 HLU x64 )

Encryption 7347 MN\—RD17

o ROFRE BR-FENTVS/\-RIT7DFHTY

AT OMHAHN-RUIT
. TPM12 &2 20

Encryption 7547 MDARL=FT14 DS ATA
o RORE. WEARL—FT42I VAT LADFEVWVERATY,

Windows ARL—F1 YIS AT A (32 EvbhE 64 Evh)

e Windows 7 SPO-SP1 : Enterprise. Professional. Ultimate

o 7HIr—33>Hi#RT> I —NCO Windows Embedded Standard 7 ( /\—ROIT7EESALEHR—MENTVERA )
¢« Windows 8 : Enterprise. Pro

e Windows 8.1 Update 0-1 : Enterprise Edition. Pro Edition

«  Windows Embedded 81 Industry Enterprise ( /\—RII7IES{LFHR—,NTOEEA )

¢ Windows 10 : Education. Enterprise. Pro

«  VMWare Workstation 5.5 LAB%

® | x&:
UEFI E—R(F. Windows 7. Windows Embedded Standard 7. #/z(& Windows Embedded 81 Industry Enterprise Tl&H7R
—RENTLE A,


http://www.dell.com/support/Article/us/en/19/SLN298707

MIFATAT7S=ILR (EMS ) DARL—=FT1 YIS AT A

o ROFRIC, EMS (L& TRESINTVBATATICTIER T BIBEICHR— FNBARL -T2 I3 AT LD ZRUET

O x=:
EMS Z/RZANTBIC(E FMEBAT 17 LD 55MB OEEBFE(CNMA T, AT (7 LIS ROBAI7AINCEUVWEEEFEN WY
BT,

O %
Windows XP (. EMS Explorer Z{ER I35 ESICOHFTR— M ENTVET,

EMS TRESNEATATICFIERATBIBEICHR— M3 Windows ARL—F1YIS AT A (32 EvbhE 64 Evh )

e Windows 7 SPO-SP1 : Enterprise. Professional. Ultimate. Home Premium
¢ Windows 8 : Enterprise. Pro. Consumer

e Windows 8.1 Update O-1 : Enterprise Edition. Pro Edition

¢ Windows 10 : Education. Enterprise. Pro

EMS TRESNEATAPICFIEATBBEICHR—MENS Mac ARV —F12ISAT A (64 Eyhh—3I)

¢ Mac OS X Yosemite 10.10.5
¢ Mac OS X El Capitan 10.11.6
*  macOS Sierra 10.12.0

Threat Protection 73147 > b

« Threat Protection 754 7> M. J>E1—4T Encryption 754 7> MhHEHENBVREETA VARV BEETEEE A 12 AMILLE
SELTHBEMUET,

« Threat Protection ZIEL<A YA M=)V B(C(E, IVE 19Dy ND—H(TIBREIN TV EBNHDE T,

o ADAN-IOKEEBES T8, Threat Protection 754 7> NeA Y A=V B, ZOMMDRIA—-DTOFIAINA, FOFINIIT . TOF R
NA9LT . BILUTFATIA=INT IVT—23>2% T o4 > A=)V TIEE W, 31T 3Y T NITT7IC, Windows Defender LU Endpoint
Security Suite [FEFNFBA.

o UIJIREMEENTR— NENBD(T Internet Explorer DHTY .

Threat Protection 7547 MDARL —FA YIS AT A

o ROKREG WIEARL =TT SRT AOFLVERATY .

Windows ARL—F1 YIS AT A (32 EvbhE 64 Evh)

e Windows 7 SPO-SP1 : Enterprise. Professional. Ultimate
¢ Windows 8 : Enterprise. Pro

* Windows 8.1 Update O-1 : Enterprise Edition. Pro Edition
¢ Windows 10 : Education. Enterprise. Pro



Threat Protection 735147 > Mk— b

 Threat Protection 754 7> NTERHTD Threat Protection 7vJ7 — MERICRESNZLIICTBICE. V517> MR FEDFERY —/(—¢&
BIETEDLD. R— b 443 HLU 80 #{ERTIEECI ZUELHDFT , IR— MMASHOIEBETIOVIENTWRIEE. 7TOFIMILABLTY
J7—N(DAT J74) ) 299> 0—-RTERLVD T, IE1-FCBFDRENEMEINRVNTENBDE Y RITRIEBD, V547> I 21—
AN URL (CPIERATERERMERL TEE,

{£H PIVF-> MSYAR R—-MES 5% [ AE
IyJoba —-pkJob
W al
TYFOANATYT HTTP TCP 443/ TA—=)l  vs.mcafeeasap.com TINIR
7=k 1\ws 80
TOFIAIWAISS SSL TCP 443 vs.mcafeeasap.com T7INIR
>/ BRTYIT—
[
TOFANLIOSY HTTP TCP 443 vs.mcafeeasap.com T7IRNIR
TFANLIN=IL - HTTP TCP 80 vs.mcafeeasap.com TONOIUR  Kowha47
BLUAN =327
7vIT—h X-SU3X-SU3-

Component-Name

X-SU3-Component-
Type X-SU3-Status

LE1F7—3a - sSsL TCP 443 tunnel.web.trustedsource.org PN R
EX
I{EJ?—DHDﬁ— SSL TCP 443 gtifeedback trustedsource.or 7R IR
EZT1—F)\wo g
Quarantine HTTP TCP 80 HEELVD EE Server/VE MF5[E
Manager Server

HTTPS 443
URLLE17—33 HTTP TCP 80 list.smartfilter.com TINIR
ST —IN=Z7YT
T—h
URLLE17—33 SSL TCP 443 tunnel.web.trustedsource.org 79N> R
w7y T

SED 934 7> b

«  SED BIEAIELYAN-ILTRICE, IV 1-9CEHRRY N —IEHRNIBETY,

o IPvB ([FHR— PN TOLER A,

o RUS—%mEAL. RS —OEMZRIATERIREEICAIRS, I 1—9%3 vy M IO U TEIRREN I DR XTI,

. BeBRS{ERSATMEHEINTVSIE1-5Tld HCA h—REERTEERA. HCA OJOES 3= I % ihF2IEERMENFIELE S 7L

Tl HCA E>1-)l&2YR— he B3RS RS/ TRV E 1-Y0OIRFE 21T TV ER AL COFEMEABR (T, 7I9—<—4ry MERK
ERNFET,

o BEE{bOMHREBZIVEI-FICBEEEILRSATMEHEINTVSIHBE. Active Directory A733>01—H—(&REIOOJ AV EHI/ZD
—ROZEENREHERN RO TWBIERTERLET . iICBIFIERELIE. CD Active Directory A>3 & HR— MU TVER A,



o FILTIE. PBA B TPIT4 TN TR 552 EE LRV EEHSEIDL TVET , BIDSREESEICUINE X 2N BN HDIB AL, ROWVT
NHOREEITIENDDET

« PBANSIARTOI-Y—ZHIBRLET.
EY
PBAZIFTITATIEL. BB/ EEZE B, PBA ZBEY)T1I1ELET,

O|==:

RAID & SED OMEICLD. SED B T(E RAID (FHR— ~eNFR A SED @ RAID=0n (C(E. RAID Tld. T4RICTIEAL
T. SED POYMREEDZHICRI B TERV LTI RAID BET — 4% 5HEEIZ2MENHD, 1-H—H0J A>T 2FT
FHUTCOT -2 HIBEN TERVELVSRIENDNFE T . COMBEZAERTBIC(E. BIOS T SATA DEIE%Z RAID=0n
M5 AHCIHZEBULE Y . ARL—F42F AT AIC AHCI > bO-FRSA)HT LA A R=ILENTOWRWMEE(E. RAID=0n
NS AHCI [CEIDB R BEECARL T4 TS AT LD TN =T -2ICRDET

« SED ZI2(Z, Server Encryption TlIHR—banFA.

OPAL RSAN\

o HR—FENTULS OPAL #HLOD SED (Z(d. http:/www.dell.com/support [C#% 7vTIT— ~ENJz Intel Rapid Storage Technology R34 /UhY
WETY,

SED 935147~ bORIESHF

«  Microsoft Visual C++2010 SP1 & T Microsoft Visual C++ 2012 BSOS A A BNAVE1—HCEFEA DA M=ILENTVRWNES, ESS ¥
A=A AN=SHNBOTOI S AV AN-IUET . FAYAM—S5%ERT BB (L. SED EfE%A VAL BT, NSO R—
FONEAD AT RREBNHDET

HIfRSAF

+  Visual C++ 2010 SP1 LB B EIEE/\wi—= ( x86 HLU x64 )
o Visual C++ 2012 BFH OIS A 4 LIBEBEMAIEE/\Wor—2 (x86 HLU x64 )

SED 9314 7>M\—-ROI7

OPAL ¥#/i&® SED

o SED BIE THR—MENTLVS Opal #H#L SED OEFFOUZMIDWTIE, KB 585 http://www.dell.com/support/article/us/en/19/
SLN296720 1 &L TZE W,

UEFI IC&DHR—MENTWS Dell IV E1—5EFIN
o JROFRIF. UEFI THR—RENTWS De 1 1 IVE1—-5ETILOZMZSRALTOET,

Dell AYE1—9FF ) - UEFI HiR— b

o Latitude 5280 « Precision M3510 +  Optiplex 3040 X470, =% « Venue Pro 1 ( EFIL

. Latitude 5480 « Precision M4800 I= AR-NTA-LI7IT—  B175/5179)

«  Latitude 5580 «  Precision M5510 ggggz ?ggg Ao Venue Pro 11 (€51 7139)
« Latitude 7370 e Precision M5520

+  OptiPlex 3050 97—, AE&—
+ Latitude E5270 +  Precision M6800 )1,%}—9277/79?9749;5


http://www.dell.com/support/drivers/us/en/19/DriverDetails/Product/latitude-e6440-laptop?driverId=1KX2H&osCode=W764&fileId=3356216042&languageCode=en&categoryId=SA
http://www.dell.com/support/article/us/en/19/SLN296720
http://www.dell.com/support/article/us/en/19/SLN296720

Dell AYE1—%9EF IV - UEFI Hik— b

Latitude E5470
Latitude EB5570
Latitude E7240
Latitude E7250
Latitude E7260
Latitude E7265
Latitude E7270
Latitude E7275
Latitude E7280
Latitude E7350
Latitude E7440
Latitude E7450
Latitude E7460
Latitude E7470
Latitude E7480
Latitude 12 Rugged Extreme

Latitude 12 Rugged 57 Lw bk
(EFIL7202)

Latitude 14 Rugged Extreme
Latitude 14 Rugged

Precision M7510
Precision M7520
Precision M7710
Precision M7720
Precision T3420
Precision T3620
Precision T7810

Optiplex 5040 2= —. X
T-IWITA—=LT7I5—
OptiPlex 5050 47—, AE—
WIA=LT7949. 3440

OptiPlex 7020

Optiplex 7040 Micro. Mini
Tower. Small Form Factor

OptiPlex 7050 79—, AE—
WIA=LTrI48, %4490

Optiplex 3240 All-In-One
OptiPlex 5250 All-In-One
Optiplex 7440 All-In-One
OptiPlex 7450 All-In-One
OptiPlex 9020 Micro

SRELHERE(L. BAZAR Opal Compliant SED Z##E& L. Windows 8. Windows 8.1, 8&U Windows 10 #3179 %1>E1—-4(CHW
T. UEFI E=RTHYR—b&NFT, LH>—T—ME—R(E Windows 7. Windows 8. Windows 8.1, LU Windows 10 #54T7LTW3

® | x&:
ZOMOIIE 1-ITHR—RENTVET,
EEF—R—R

ROFRIC, UEFI LU UEFI IEFIEOIIE 1— S TREBIRIEREE(CEDYR— bEN TVBEEST—R— R RUET,

B+ —KR— RDYR— b - UEFI

DE-CH - RAYEE (R1R)

DE-FR - J52A5E (AM1R)

ElFR+F—R— RDOYR— b - UEFI IEXIG

AR - 73ETEE ( STUNFEER )

DE-CH - RA{WEE (XR1R)

DE-FR - I52A5E (A1R)

SED 954 7Y MDARL—FAI IV AT

ROKRE, SWIEARL =TT S 27 ADOFEUVERBATY

Windows ARL—FA IS AT A (32 EvbhE 64 Evh )

Windows 7 SPO-SP1: Enterprise. Professional ( LAY —E#8E— RTEHBR—MNTOEIH UEFI TITHR—FENTLERA )



Windows ARL—F1 YIS ATA (32 EvhE 64 Evh)

@ | »&:
Legacy 7 —~E—R(d Windows 7 THR—F&ENTWET, Windows 7 Tld UEFI [FHR—MENTOEHE A

e Windows 8 : Enterprise. Pro
e Windows 81 : Enterprise Edition. Pro Edition
e Windows 10 : Education. Enterprise. Pro

Advanced Authentication 7314 7>k

« Advanced Authentication 29 335E&. 1—H—I(F. Security Tools TEIERLUERIN TV ISR SR ERZERALT. 0K
1-ANDTIER%EF17{6LE T, Security Tools (. Windows JNZAT—R, $8#. A¥—M1—RRE, Windows B >4 > DRI EI&IE
HROTFAIUIR—IV(CIRDFT . Microsoft ARV —T 42 ST ©ZERUTERREN TVBEHR/ (AT — R, PIN, BIUHEREIEIEIR.
Windows B4 >4 > TEERENEE A

1-H-E&IBIROBEIRICS | EH5E Microsoft ARL -T2 ST L EFERT 3(CE. Security Tools Authentication %4 > A R—=JLUIRNTK
JZ&W AV ARNIWUIB AT AV A= ILLTIZZ L,

o TIIALLINRAT—R (OTP ) #&EEC(E. TPM HFTEL. BXEEN. FIEENTULRRENHDET . OTP (& TPM 2.0 THR—hr&NTLFEE
o TPM OFFEIEZD)T L. 5&XTET BIC(E, https://technet.microsoft.com ZZBBU TLIEELN,

+ SED (& SELFEIFLIESIEZIRHTILDIC TPM ZREELEFE A,

Advanced Authentication 2517 MN\—RD17

o ROKIT, YR—MENBFREL/\— RITT(COVWTEELEGRUET

BBLVAY—Mh—RY-4—

o tF17E— RO Validity VFS495

e ControlVault Swipe Reader

¢ UPEK TCS1FIPS 201 Secure Reader 1.6.3.379

+ Authentec Eikon 8&U Eikon To Go USB Reader

FEIEARBEY H— R

«  IBESNL Dell J—NIyICABIENIHEAREL ) — R -5 %A I 2IEE/E H— R

AN—=Mh—R
o Actividentity 547> NefERU PKCS #11 AX—Kh—R
@ | %

Actividentity 754 7> M3ZERIICO— RENTLRLES. BIEA VANV ITINRELHDET,
.« CSPAH-R
o HEFITIAA-R (CAC)
e J3ZB/SIPR Zwkh—R
. ROFKE. SIPR RXYM—RTHR—INTWS De 1 1 IVE1—-9EFTIOFEMERBALTVET,

Dell 3YE1—-9%E7) - 52X B/SIPR Net H—R¥R—bp
e Latitude E6440 » Precision M2800 » Latitude 14 Rugged Extreme



https://technet.microsoft.com/en-us/library/cc749022%28v=ws.10%29.aspx#BKMK_S2
http://portal.actividentity.com/

Dell AYE1—9EF) - Y5 B/SIPR Net h— kHKR—k

e Latitude E6540 » Precision M4800 e Latitude 12 Rugged Extreme
*  Precision M6800 e Latitude 14 Rugged

Advanced Authentication 7547 MDARV—FA YIS AT

Windows ARV —F4 IS AFA

RORT(F WISARL =TS 2T W FEUGRIAIN TVETS

Windows ARL—F4Y IS AT A (32 EvbhE 64 Evh)

e Windows 7 SPO-SP1: Enterprise. Professional. Ultimate
e Windows 8: Enterprise. Pro

*  Windows 8.1 Update 0-1: Enterprise Edition. Pro Edition
¢ Windows 10: Education. Enterprise. Pro

@ | AE: Windows 7 Tl UEFI E— RidH— FENTUER Ao

ENAWTINARAARL—FTA YD IRATA
IROENAIARL —F4>29 2 ZTF L. Security Tools 9244 LINAD— REEREXTIHTT

Android AXL—F1 YIS AT A

¢ 4.0~4.04 Ice Cream Sandwich
e 41~431 Jelly Bean

e 44 ~444 KitKat

« 50~511Lollipop

i0S ARV—F1YI AT
« 08 7x
« i0S8x

Windows Phone AXL—F1> IS AF A
¢ Windows Phone 8.1
*  Windows 10 Mobile

BitLocker Manager 75147 > b

BitLocker WEEHEVDIRIEICEA TN TUORVSE (. [Microsoft BitLocker DE(F 1ZHEERL TZE L,

PBA \=F433 WS TICGRTESN TWBEZHESRLE T . PBA N—7133>%5%TE 9 AiIC BitLocker Manager h'f > X h=)LEaNTL\315
A&, BitLocker 2B TERL 8, BitLocker Manager (FBIELEE A [BitLocker PBA J\—F423 %% E T 21 VA N—)LiER 1%
ZHRLTIZEL,

F-R—R YDA BLPETADDR-F> ME D1 (BB ITIHENDDET  EIIHEEROEIRIC KVM ZMYF(EERLRNTK
FZ&We KVM ZAF(E, N=RITTFZIEUGRBIT 200 1 —IDHEER IRE I 2B ENNHIRH T,

TPM ZACLTERICUET . BitLocker Manager (& TPM OFTBIEZEVSLEI N, BESIOWEEHDFR A 2L, TPM OFFEIEN
ITICFFIETRHEEE. BBELy Ny BN FIESNFT . BIREEITINEEIHDERA. CCTORAT N TPM HTFIE I&2NEats
NBZBENDDEVNIRTY

FIPS - RN GPO tH1UT(REI AT LS : BESE. )\ 1, BRI FIPS MIGO7 I ITUX L%ER I TEMCRHE.
BitLocker Manager 754 7> N&. 2TEU AES FIPS MERFELIE7 IV IV LEERTB0 T, BRENUZOTNARZEEBLFET . IR7E
Microsoft Tld. 77— a>Eifelk, @8, BLUXTATIESEICHBIIZZEOBBEDRHIC FIPS AREEEH 7TV L=FERLRV\C L%


http://technet.microsoft.com/en-us/library/ee449438%28WS.10%29.aspx#BKMK_HSRequirements

HRAAR—(CENDTVDIENS . HHLTEZDE—R% BitLocker BESALIS17 > MDTIAIN MU TERE T DE2ALFULTVERA : http:/
blogs.technet.com,

BitLocker Manager 735417 > bDaIRSE{+

«  Microsoft Visual C++2010 SP1 8 & T Microsoft Visual C++ 2012 BSOS A 4 K AE1—-ATEFREAOZARM-ILENTORWES. ESS Y
A=A AN=SHNBOTOI S L%V AM=IUETS . FAYAP—-FZERTBIHES (. BitLocker Manager 1 > AM—JLI2R1IC. Th
BOIVR—Z2 M A YA M=V 2NEBLNHDET,

AR

«  Visual C++ 2010 SP1 LABEMEMIEE)/ (wr—2 (x86 HLU x64 )
o Visual C++ 2012 B0V L 4 LIBEEBEMAIEE/ (Wr—> (x86 HLU x64 )

BitLocker Manager 7517 NDARLV—=FTA IS AT A
o ROERTE FEARL—FT42I S AT ANFEUGERBATNTVE D,

Windows ARL—F1 YIS AF A

+  Windows 7 SPO-SP1: Enterprise. Ultimate ( 32 Ewh& 64 Ewh )

«  Windows 8: Enterprise (64 Evi)

«  Windows 8.1: Enterprise Edition. Pro Edition ( 64 Ewi )

¢ Windows 10: Education. Enterprise . Pro

«  Windows Server 2008 R2: Standard Edition . Enterprise Edition (64 Ewhk )
e Windows Server 2012

+  Windows Server 2012 R2: Standard Edition. Enterprise Edition ( 64 Ewk )
« Windows Server 2016

=xy= °3,9

At nIEj- 7 4= 4

. ROBIATSIANEED) \— RITTHRETT - 1550, 27— Mi— K T29 M 2h— K 252 B/SIPR Ry h— K 8&U UEF IF
A COF . ROAT AL ROBEFBETT - Windows ZEFAERIT 57— M- . BB A ER T 527— M— K. &

U 9294 LNAT =R IFOFRTIE, )\= ROIPEABRROBHNBILEN TWSLEIMEATERRAATS AV ZARL —F 12 IS AT LBIIC
RUTWET,

gs{EO3147> b

JE UEFI

PBA Windows 53:E
KAD—R 8§ %Eﬁﬂﬂz OTP ISJPR h— KZX9—-R B8 le— kh OTP iIPR h—-

Windows 7 SPO- X X2 X2 X1 X2
SP1
Windows 8 X X2 X2 X! X2


http://blogs.technet.com/b/secguide/archive/2014/04/07/why-we-re-not-recommending-fips-mode-anymore.aspx
http://blogs.technet.com/b/secguide/archive/2014/04/07/why-we-re-not-recommending-fips-mode-anymore.aspx

JE UEFI

PBA Windows 3
KAD—R gk 1EAIRIZ  OTP SIPRh— J(AD—R 5# AY¥—hkh OTP SIPR h—
F
Windows 81 E%f X X2 X2 X! X2
JO0934L0 ~ 1
Windows 10 X X2 X2 X! X2

1. YAI—=AVARN=FTAOAN=INTBI5E., FEFAOAN-3%FEAITBEE(CIE Advanced Authentication /W —STA XML 2155

(CfEFARIBE,

2. SREE RS54 /\% support.dell.com 549> 0— RUTES(EATIEE,

UEFI
PBA - Hik— h&h3 Dell IVE1—9ICHDET, Windows E2:E
KRAD—k 5k ERIZ  OTP SIPRh— NAD-—K 5% A¥—bh OTP SIPR h—
K
Windows 7 SPO-
SP1
Windows 8 X X2 X2 X1 X2
Windows 81 BBt X X2 X2 X! X2
093460 ~ 1
Windows 10 X X2 X2 X! X2

1. RRA—AVAN=STAOAN-I T BIBE. FIEEFAVAN-3%FERTBELE(C(E Advanced Authentication /W —STA VAN -ILT3I5E

(CfERITTEE.

2. SREE RS54 /\% support.dell.com N54>0— RUTEEE(EATTEE,

SED 93147~

JE UEFI

PBA Windows 2z

KAD—-K & EmMEIZ OTP SIPRh— J{ZAD—R 88 AY¥—bh OTP SIPR h—

Y—Mh- [ —-R R

Windows 7 SPO- X2 X23 X X3 X3 X! X3
SP1
Windows 8 X2 X23 X X3 X3 X! X3
Windows 8.1 X2 X23 X X3 X3 X! X3
Windows 10 X2 X23 X X3 X3 X! X3



JE UEFI

PBA Windows 3
KAD—R gk JEALRIZ  OTP SIPR h— )NAD-—-R 5 A¥—bh OTP SIPR h—
E— M- R —-R R

1. RRA—AVARN=FTAOAN-I T BIBE. FIEEFAVAN-S%FERTBELE(CE Advanced Authentication /W —STA VAN -ILT3I5E
(CfEFAATBE.

2. SREE RS54 /\% support.dell.com 54> 00— RUTzEE(EATTEE,
3. YiR—h&Nn3 OPAL SED TfERATIEE,

UEFI
PBA - Hik— &3 Dell IVE1—9ICHBDET S Windows 52
AV Lyl =154 EMAIZ  OTP SIPRBH— NAD—R 18#K AN—bA OTP SIPR 51—
N—Mh- R -R R
K
Windows 7
Windows 8 X4 X X2 X2 X! X2
Windows 81 X4 X X2 X2 X! X2
Windows 10 X4 X X2 X2 X! X2

1. YRA—AVARN=STAOAN-I T BIHE. FIZ[EFAVAN-3%FERTBELE(C(E Advanced Authentication /W —STA AN -ILT 355
(C{EFAEIRE,

2. FREE RS54 /\% support.dell.com N54D>0—RUTeEE(ERARTEE.
4. HiR—’a&R UEFI 22145 EOYR— M5 OPAL SED T{ERT]EE.

BitLocker Manager

JE UEFI

PBAS Windows Z25iE

JKZAT—-R 188 EfAZ  OTP SIPR h— J{AD—-R $E# AN¥—hh OTP SIPR h—
Windows 7 X X2 X2 X1 X2
Windows 8 X X2 X2 X X2
Windows 8.1 X X2 X2 X1 X2
Windows 10 X X2 X2 X1 X2
Windows Server X X2
2008 R2 ( 64 Ew
)

1. YAI=AVARN=FTAOAN=INTBI5E. FEFAOAN-3%FEAIBEE(CE Advanced Authentication /(W —STA A M-IV 2155
(CfEFARTBE.



JE UEFI

PBAS Windows F25E
KAD—R g EMRR  OTP SIPRh— J(AD—R 5# AN—-bH OTP SIPR h—
N—Mh— [ —-R R
K
2. SREE RS54 /\% support.dell.com 54> 00— RUTzES(EATTEE .
5. BitLocker Preboot PIN (d. Microsoft #gE(C &> TEIEENZET,
UEFI
PBAS - Hii— b&N3 Dell IVE1-5ICHDFET, Windows 525
AV Ll =154 EMAIZ  OTP SIPRH— NAD—R 18 AN—bH OTP SIPR 51—
N—Mh— R —-R R
K
Windows 7
Windows 8 X X2 X2 X! X2
Windows 8.1 X X2 X2 X! X2
Windows 10 X X2 X2 X1 X2
Windows Server X X2

2008 R2 ( 64 Ev
b))

1. YAI—AVAN=FTLY A= I BIHE. FLFFAAM=3%EAIBLE(CIF Advanced Authentication /\WT—STA VANV 256

(CfERITTEE.

2. SREE RS54 /\% support.dell.com N54D> 00— RUTzEE(EATTEE.

5. BitLocker Preboot PIN (&. Microsoft #gE(C &> TEIREINZET,



LS ANJERTE

o COIATE. LZZANFEORBICEHRRL O-DL IF5A4F > b I2E1-5TO Dell ProSupport AL S ZANEEE I AN TICOWTEELSGER
BBLET . LZZANERTED 2 DORBTEEL TLBIHEE. TNTNOHFTIUTIANENE T

« INSOLZZANZEFEBEDOHNMTINETHD, IRNTORTISTEL TVBIDIF TR HEELRWMEEEHDFT .

Encryption 25147 > ML A MJERTE

« Dell Server for Enterprise Edition for Windows TH 2 B&EEAEMERSNTWRIEE. I51 7> NI E 1— 5 TiEERSEFEIRET 2 ERD
OFFICUTHMENHDFT ( Enterprise Edition for Windows TISSFBAREEIT IAI NTERSITY )% 7351472 NI E1—49—TIEBIRETE
ZEMCTIIHEEF ROBHZHIL TWIBENDIFT,

o JL—IMEEBABERS ( EnTrust X2 Verisign B¢ ) [CEDTERASNIZEEBAZE N EE Server/VE Server (L1 R— k&N TV,
o EFRREOZEMERBFI—>HI547> NI E 1—4D Microsoft F—Z MPIA&HREN TS,
« EE for Windows TISFBMREEE BT BT, V5T NIDE1-I ETROLSANI> NOER 0 (CEELFT,

[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\CMGShield]
"IlgnoreCertErrors"=dword:00000000
0 = SEFAE IS HREUIHEICKIITS

1= I5-%EHRID
+  Windows 5REEHCAN—M—REERAIZ(CE, 75172 NIV E1-ITROLSANBZRTE T DHENGHDET .

[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1

«  Encryption Removal Agent 04 77/ IVZVER I B(C(S. EEEILDI—S v eiRZIoE1- L TROLSANIY MEERRUET . [( A>3
> ) Encryption Removal Agent D04 J74 JLOVER &S BBUL TR,

[HKLM\Software\Credant\DecryptionAgent]
"LogVerbosity"=dword:2

0 : OJ%EH;RLRV

1: Y—ERZFRITTERRBIS—20Y(C5LiRTD

2 TERT-HESLEHIFBIS— %0V (RIS (H#EELAL)
3 INTOESILRY1—LETPAIVICEET 3 1EHREZDY (LSRRI D

5 : 7\ EHRe0)(C5RERI B

o ADARWARETIAIRT, SZAFLANATAIINERFENET . ROLSANEEEERERAL T RIIOAVAM=IVEIC, IVE1-5 EOIAN
TOEEMROI-Y—-(CHUT, SATLMNATADZIFRRICLET . ROLIICLZANEEZERRFFZEELET

[HKLM\Software\CREDANT\CMGShield]



"HIDESYSTRAYICON"=dword:1

FTIA KT, c:\windows\temp T4 L7 NRADIARTO—BFI7A)UIE. 12NV HRCBEICHIBRENET . —BFI7(LOHIBR(E. =D
EE{bEER{bL. RYDIESEXA—TRICITHNET .

22U #EREICBWT \temp ALY NROT7 1B OMEFE BRI Y — RIN—F1O7 TV 33> ERALTVSIHEE. COHIBRERS
LEFB2RENHDET

—B 71V OBIBREERN(CTBICE. ROLSCLZANEREREREFEELET,
[HKLMASOFTWARENCREDANT\CMGShield]
"DeleteTempFiles"=REG_DWORD:0

—BE 7V ZHIBRLRV\E . RA)DIESAEREIMERLET .

Encryption 7317 N, 8B[E 5 23 &RV —7yT7 - NEERBORS JO>TMRRLET . COTOYTNMIRIGURVE ROEE
MEFEDET . RIEDELETOOTNE > MIDETOILZN-HERREN, I-Y-DIRIGT DN RASBENERIN(CRDBERDYT
AT/ BESNEEITIFTRRINTVET.

I1-Y-JOT OB ZEL., BSLZRIBFBELE I 243U T I-F-PITOVTMNCRIEULRWMSEOIFSICALIRZ BT 2L
WTEET . INZITICE LZANERDOL ZAMEBIGRELFY .

[HKLM\Software\Microsoft\Windows NT\CurrentVersiom\Winlogon®\CMGShield]
"SnoozeBeforeSweep"=DWORD:1

0 LIS DMBEICTBE. TIAMDBVENZAI-XICEEINET . 1-F - DRI RVEE, BES{LALIR(IERTE PIRE R ELE LIS F TIE
HESNFY . REOEENFRITINICRSL . BES(EAENFImENEd.

ERATRBEEER A IROLIGTELEY ( RABERR (G, 1-J-h' 5 HEFRENZELETOC TN 1 EERIGULRWMEEZIELE
ER)

(RS —FFHEEDFAMLOE x FRUS—TvIT—NEEDRS ) + (59 x [RUS—TvIF—NEIEOFALIE - 1)
IROLSZNEEERERUT, s8HIBIRRYS —BEOIZ8IC Encryption 254 7> MC EE Server/VE Server AOIR—UI#ITHEET . IR
DEICL S AN TEZVERRFIEEELET,

[HKLMA\SOFTWARE\Credant\CMGShield\Notify]

"PingProxy"=DWORD value:1

BIENEDZE. LPZANERTE B ERISGERRICBDET,

ROLSZANESERSERALT, BEbaniz4 >R N% EE Server/VE Server (OXEF 2N, R A>A> N)% EE Server/VE Server [C
RIETED. POHTATESNIZIARTOI- Y —DFTTRRA >R N% EE Server/VE Server (X9 2D DLINH%E, Encryption 7517~
NIEFRILET

o EE{LENTA 2> N)% EE Server/VE Server [OXE 92155 :
ROEICL AN EZERFIZFZEELET,
[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersiom\Winlogon\CMGShield]
"OnlySendinvChanges"=REG_DWORD:1

I NMFELRWMES. RBIEENA > MM EE Server/VE Server [GX(SENET,
o STEERAIAN%E EE Server/VE Server (OX{ET 355 :

ROESCLZANEREZAFRRET(FZEEELET

[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon"\CMGShield]



"OnlySendinvChanges"=REG_DWORD:0

I NNMFEEUVRVES. BB baniz1 > N EE Server/VE Server [OXE&N%Y,
o BERBAININETHFTATILENTEIRTOI-T—OXETIHS

[HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersiom\Winlogon\CMGShield]

"Refreshinventory"=REG_DWORD:1

DI NI, AIBENZEICICL AN SHIBRENE T . B ERRIBHRID T HUREFEINZDT, 1A NMO7yIO- RHiThna
FICOVE 1IN BREN T BIHBETE. Encryption 734 7> M, REIZA AR MOy TO— RO B IIUES(CHFRETOERZZ (T A
nx9,

ZOI> M. OnlySendinvChanges LA MMBEICBZFHHDET,

AOYRTIF74T4E(d. KIMAREA D EE Server/VE Server DO—REBZRICT BT VAT N7 IT14TbE—EQEBICOEN TS
BLICTRHBETY . 771 SRR EICERR D TERLIC, 7I7471bIF. I TUXLATERSNEEMZOYMCEDVWTGESESNE
a_o

VPN ZBUIE7 )71 M ER I Y- DIFE(E. VPN J54 7> MRy N -5 1 9 2R 2 R TE 2RI RO 7 )71 71t %
ESEBLI1, U547 MOROY NP IT 1 LR ENBE(CRBIENBDET .

O|==:
AOYR7I574TIEDFETE (L. Dell ProSupport DHHR—MROWEATZEE AL BEFADY MEENNEYIRIBE S, 2805172 MY
[EBF(C EE Server/VE Server (LU T7I74 T LA DEVHFERZIBE FZR/NTA - AOBIENFE T 2 alHEEN BN F
9,

INBOLSZANI> NOEFNEZNCRBIC(E IO 1-9%BIEE I IUNENDIET .

o [HKLM\Software\Microsoft\Windows NT\CurrentVersiom\Winlogom"\CMGShield\SlottedActivation]
A0Y 7 I71 T OBEIMEEI(SENE
3 =0 (TIAIN)

Bz =1
¢ [HKLM\Software\Microsoft\Windows NT\CurrentVersiom\Winlogon"\CMGShield\ActivationSlot\CalRepeat]

7974 T{EZ0y MEFRDMEDRENZFLEAIORAR . COREZMERL T, 77740y MARMEDREN ST EAIOEART 2 A — /-
SARUEY, 7 RO TO7 TR —23> A0y MI(F 25200 MZEATEET . T4 METE(F 86400 B THI, CNFEBHIENR
ENBLERUET .

o [HKLM\Software\Microsoft\Windows NT\CurrentVersiom\Winlogom"\CMGShield\ActivationSlot\SlotIntervals]

IRTOTITAN—IAVEEBIZ0Y MTONSEDREDEUAROBIFE ( ACTIVATION_SLOT_CALREPEAT ) 1 EORBIFREITHEFaI S
NF9, CORTE} 0.<CalRepeat> ETBMBENHDFET ., 0 MDA TYMIFENDIEREEHE I ENHDET , T IAI MDERTE(SL
0,86400 T, 7 B REDIENRUZESTE T B(C(E. 0,25200 #{ERLFEY . CALREPEAT (F. 1—HY—h'091>9 3L 7H74T{LenFd.

o [HKLM\Software\Microsoft\Windows NT\CurrentVersiom\\WinlogomM\CMGShield\ActivationSlot\MissThreshold]

ZOT7I74TIENAOYMESNTWR 1Y —HREIDT (>3 BEEC, AE1-IDTHT74TELLDET BRIICEKNODN I AT EEIEDH DT
F4MEZ0Y b ZORMBEDRITRICTITA T RBUIIBE. 951472 M3, 20V FH74 T {bitiT72BRLET . Ry hI—J0D
FEEDRDOICTIT1TIEHKREIUISE . MISSTHRESHOLD DfEZIBIBL TR T, Ry NI—I0OBIEHGIFIC 774 TEhsHiTeNn
F9., 775747 RA0Y MNFRFISET ZRICI—T—H' 05 7O NS A, REIOOF A VEHIFHLLAOY MIEIDH TENET .

« [HKCU/Software/CREDANT/ActivationSlot] ( 1—H—-CtD7—4 )

TIT4T%ITI B HDRERABEE S TNUE. 20V R7IT4TENMERCBO IR EUH T - PRy R - (0T A>T BEE(IC
JESNE T PITATEAOY NS, PIT1 T EEITT LB EENE T,



+  [HKCU/Software/CREDANT/SlotAttemptCount] ( 1—H-Z¢D5T—4)
BFRIAOYMOEL, 7771 T ENRATENIE MR ERUIZEEDRBIF R (FRDNTEER AT O CO#N

ACTIVATION_SLOT_MISSTHRESHOLD (SE&ESNABISET BE. AE 151 Ry NT—IAOIEGIFCENIS 77410 % 1 BT
LETS

o JFATURIEI-H L TEBWNFHOI-T-#IRETD(E V54T NIV E1-F LTROLVSZANEZZELET .
[HKLM\SOFTWARE\Credant\CMGShield\ManagedUsers\]
"UnmanagedUserDetected"=DWORD value:1
Z0 computer=1 TIEEIEMRINOI-T-Z2RHBULFT

ZM computer=0 TIFEEMRIMOI-T-2EHUEEA
o I-Y—PIEFIT4TESNBEVIFRT R CHBNTHAL Y NEEIB 7074 BMCT BT, V547> NI E1—-FTROL S A NIE
ZERTEITIMENDDET,

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CMGShield]
"AutoReactivation"=dword:00000001
0=Disabled (default)

1=Enabled

« System Data Encryption ( SDE ) (. SDE B&ES4LIL—ILORIS —BICEDIWTEMSNE T . SDE BES{LEZ RIS —hhNEIRENTWSE,
EMOT (LI NBTIAL MTREENF T SEMICDVTIE, AdminHelp TISDE BES{bIL—IL 121 &ZRUTEE W BESIEIS1T> MY TH
T471 SDE MU —2EORIS — 7y T — MeAMBL TWBEE, IRTEDI - -TOT7/IT 4L I NI, SDE +— ( T/NARAF— ) TIRK,
FTIA) KT SDUser F£— ( 1—H—F— ) THES{LENFT, SDUser ¥—(d. SDE TS/ baNTLWRWI-HF-FT4LIMNICOE-enfz (%
BENEEOTIRIHDERA ) BESLI7AILEREIAICHEREINET .

SDUser F—#8ap{bL T, INS501-Y—71L I NOBESALIC SDE F—2EAT3(C(E IE1-ATROLZZANIY NEERULET .
[HKEY_LOCAL _MACHINE\SOF TWARE\Credant\CMGShield]

"EnableSDUserKeyUsage"=dword:00000000

ZOLSARNF-MEFELRV., F2d 0 IMIRESNTVSIHE . INSO1-Y—-F /LI NOBESAEICIE SDUser F—MMERZNEY,

SDUser MFEMAICDWTIE. www.dell.com/support/article/us/en/19/SLN304916 #ZBBL T,

o HBF-(CIDBBSILENET—9HDV\ETAIIROZEO T I OIESIE. E51t. FRIFARRIIOVWTIIE1—4 LD Microsoft 7y ST
—NCEETIMRENFETRIBE(CE. L ANIY M) EnableNGMetadata Z5%EULE T,

RODIZAER(C EnableNGMetadata LA NI NZERTFELET .
[HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\CmgShieldFFE]
"EnableNGMetadata" = dword:1

0=Disabled (default)

1=Enabled
+  Dell ProSupport [GEAEL TIERZRODET. IERXA > T I71 TILREZ BN TEE T,

Threat Protection 72547 ML S A MJESTE

o 347> EE Server/VE Server [JZR{E93 Threat Protection AR M, #5472 "IV E1—HICEENTT -1 TENEB . L Z(E
EE Server/VE Server 7JEZZAMERTERVESICE. I3/ 7RIV E1—ITARINET -4 T3S IROLSANF—%%EUET,


http://www.dell.com/support/article/us/en/19/SLN304916/what-is-sduser-in-dell-data-protection-encryption?lang=EN

[HKLM\Software\Del\Dell Data Protection\ThreatProtection]

"ArchiveEvents"=dword:1

0=FE). 1=B%

OJ DFFHBE (L. TIAIN P TRESSGRENTVET DT OFMEZT /W (BREI B OROLZZANIF—ZRELET .
[HKLM\Software\Del\Dell Data Protection]

"LogVerbosity"=dword:10

10=7 )\ ¥HE

7\I/“J MMREENZEE(C, V547> IVE1-FTRy TPy T BRI RRUET . BAINRRESNBVELSCTBI(C(F COLSANIF—% 1(C
FHELET

[HKLM\Software\Del\Dell Data Protection]
"DDPTPHideToasters"=dword:1
0 =% (TIAID \ 1 =B% (BIHZIFRT )
RIEEZEELANIOBIZFRRI B ROLZANF—Z=ZELET,
[HKLM\Software\Del\Dell Data Protection]
"DDPTPEventSeverityFilter"=dword:3
= BIR (FRTOANIMERR W 1= EE. 2 =X(F—. 3= AZv— (TIADM XSr— L EE DHERR ) 4- BE

"DDPTPHideToasters" i 1 (CERTESN TULBIHBE. "DDPTPEventSeverityFilter" O:%E(FEHEINET,

SED 931472 MOV I A M5

SED 754 7> beMIBIS(C EE Server/VE Server Z{ERTERVBEDBRITRHEIREZETE I 3. ROLSANNEZBIILET,
[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]
"CommeErrorSleepSecs"=dword:300

COME(L. SED 7547 > MeDB{EIC EE Server/VE Server Z{FERATERMSEI(C, SED 7514 7> M EE Server/VE Server D3Rzt H
BIeHICIFHET BFLENTT . T IAINIT 300 (5493 ) T,

BECEZIBAEN SED B ASD EE Server/VE Server TEHEINTWRIEE. 457> NIDE1—4T SSL/TLS {SBIREI#ERIDF
FICUTHMENHDFY ( SED BT SSL/TLS EFEAREEET A NTEINTY % V347> NIDE1—4T SSL/TLS (EFEMRI2EM
[CIBIBEE. ROBHEmRUTOIRELNHDET .

o JL—MEEBAHERS ( EnTrust X2 Verisign B¢ ) [CEDTEBRASNIZEEBAZ N EE Server/VE Server (L1 Y R— &N TV,
o IRAEOTERMEFEFI—>NISA 7> I E1—4D Microsoft F—ZRPICA&HRIEN TS,
o SED BIET SSL/TLS EFEMREEABMCTBICE, V547> NIE1—9 ETROLSZANIY NDfE% O (CEELETD,

[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]
"DisableSSLCertTrust"=DWORD:0
0=8%

1= %D



Windows FREEHCANY—M— REEATRCE V517> NIVE1I-FTROLSANMNEZ R TE T 2RENHDET
[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1

FENRTFRSE CAN — M— R 3(CE ROLSANNEZI ATV IVE1-FISHELET . Fe, VE-MEIRIDY )L TR ER
2 =AY — M- RICHTEL, BEZIIYMET,

[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1
PBA D 7O7 4 T {EENTLBHEINEHIRT S BIC(E, ROMBENRTESN TVBEZFERLET

[HKLM\SYSTEM\CurrentControlSet\services\DellMgmtAgent\Parameters]
"PBAlsActivated"=DWORD (32-bit):1

1 0OB(F PBA 79741 ENTWBRTERRUET . 0 DIEIF PBA B 7974 T{LENTORWIEZRUET .

SED 7354 7> heDIBIS(C EE Server/VE Server ZERTERVES(C SED U547 M EE Server/VE Server EDiEfia it 2 EIR% %
EIBICE I514T7 I 1 TROEESZTELET .

[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]
"CommeErrorSleepSecs"=DWORD Value:300

COfE(E. SED 754 7> MDIBISIC EE Server/VE Server ZFRATERMEEI(C, SED U354 7> M EE Server/VE Server ED¥ER xR H
BT AT TT . TIAN ML 3007 (5453 ) T,

WEIZISU T, Security Server IRA MDA VA M—IVIBFRINSEE I RTENTEE T, RAMBIR(E. RUS—DR=U>THTHNBICTY
AT RNIVE1-FIRFHBNET . 5T NI E1-9 ETROLSANMERZEEL TS,

[HKLM\SYSTEM\CurrentControlSet\services\DellMgmtAgent]

"ServerHost"=REG_SZ:<newname>.<organization>.com

WEITGU T, Security Server DIk—MATOA YA M=ILFENSEEZINZZENHDET . COEE. RUS—DR-U>ITHMTHNBIUNCIF1
PR EI-HCHRIHIENET V317> NIV E1-F ETROL S A NIBEZZEEL T,

[HKLM\SYSTEM\CurrentControlSet\services\DellMgmtAgent]

ServerPort=REG_SZ7:8888

WE(ICISU T, Security Server @ URL B 7t > AR—IUBFINSZE B SN ENHDFET . COE(L. RUS—DR—U>THTHhN 31N
A7 RNIE1-HIHRHFEBNET . 51T MNIVE1-9 L TROLSZANNERZEL TS0,

[HKLM\SYSTEM\CurrentControlSet\services\DellMgmtAgent]

"ServerUrl"=REG_SZ:https://<newname>.<organization>.com:8888/agent

Advanced Authentication 75147 > ML S A NJESTE

A — M= RBIUINA AANIWIT A ZCEHEIBNTVWS Y —E 2% Advanced Authentication 754 7> b ( Security Tools ) (C[ B & J#T
B SICEB SR RVB A, U—ERRBIEEE#EINCLE T, Ffe. COMEEREINE T DL, TSN TVRVWMEBY -EXCEET S
sEpilfENET,

M|ENbIBE. Security Tools (FIRDY —EXDIEENZERITURRDE T,

e SCardSvr - I 1—INERHFELBAY— M— RADT7 I A EBLFET, COY—EXNMELEENZE. IVE1—FFATV— M— RasEHER
BENTERRDFT, COY—EZNEMLENBE. COY—ER(CHER(KTFT Y —EXORMIBN KRG BL3CRDET,



e SCPolicySve - A¥— M1— RERDAUBS(C I —H—DF RO M T2 09I T B3L5V AT LR TEI BN TEET,
«  WhioSrvc - Windows ZEAREREIY —ER (&, 517> NPTV =33 U EAREREE/N\— RO 708> TIVICEE IR BTERL,
ERERETT —HDEVS. LEER. 181E. BIMRIF I IHLEERIRIHLF T, COY—ER(F4FHE SVCHOST JOTXATHRAMNNE T,

LZZNF—HZIELRL, F(HEN O (CEREENTVIBE . COMEEET I NTEMMEENF T,
[HKLM\SOFTWARE\DELL\Dell Data Protection]
SmartCardServiceCheck=REG_DWORD:0
0=8%
1=
+  Windows 5RSEICAN—MI—REERATZ(CE. V51472 NI E1-FITROLIZANNBZETES DHENGDDET
[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]

"MSSmartcardSupport"=dword:1
+  SED BRI CANY— MI—ReEATB(C(E, SED ZHBEL TWBI51 7> MNIDE1-ATROLSANMEZ R TELETS .

[HKLM\SOFTWARE\DigitalPersona\Policies\Default\SmartCards]
"MSSmartcardSupport"=dword:1

VE-NEIEIDY - TREAEAERIS — 2 AV~ M- RIGREL, BEZIZVET,

BitLocker Manager 7514 7> MDUL S A PMJES

. BECEZIAEN BitLocker Manager [EIlFD EE Server/VE Server TERINTWRIEEI(R. J54 7> NI E1—4T SSL/TLS S58%
SEEESNOEEICUTHWMEN®HDE T ( BitLocker Manager Tl SSL/TLS {S5BIREE(IT IAI NTERITY )\ V517> IDE1-4T
SSL/TLS {EfEREE 2 BMCT RIS ROBHZHBILTLWRRENHDFET,

o JL—INEEBABERS ( EnTrust X2 Verisign 3¢ ) [CEOTEBRSNIZEEBAZE N EE Server/VE Server (L1 2 iR—h&NTWV3,
o SEBAZEOTERIMEFATI— IS4 7> RIVE1—-5D Microsoft F—ARPICAEINESN TS,
+ BitLocker Manager T SSL/TLS S8R 2 BMCT BICE, VFA47>RIVEI-F ETROLSZANIY N)OfiE%E 0 (CEELFT .

[HKLM\System\CurrentControlSet\Services\DellMgmtAgent\Parameters]
"DisableSSLCertTrust"=DWORD:0
0=8%

= 3



ESS VAI—A 2 AM=32{ERULIEAAM=)

INRIA DR FBLUPNGA=FEIAXFL N FEXBILET .

FIAWNANOR— MAERLTA VARV T B(C(d. ESS YRF—1>VARN=ZDRDDICFAVAN-F%FERLET

ESS Y25 —1>A~—=30%771 U4, C:\ProgramData\Del\Dell Data Protection\Installer. ([C&DE T,

TIVT =23 BT 2HR— MM ERESE(C(E. ROIZ2TIVENNT I 2SIB I 2L3C - —-(LIBRUET,

« Encryption 754 7> MOZHEEEDEERR S EICDWTIZ. FDell Encrypt Helpd ( Dell Encrypt AL ) ZSBBULTIEEW, OANVACTIE.
<Install dir>:\Program Files\Dell\Dell Data Protection\Encryption\Help 1577 L%

«  External Media Shield D& HEBEDFEREFTECDWVTIE. FEMS Helpd ( EMS ALY ) #SBBLTZEW, CONILTZ(E, <Install dir>:
\Program Files\Dell\Dell Data Protection\Encryptionr\EMS "5 7JtALF Y,

« Advanced Authentication $& U Threat Protection DHEEEDEERE /5 EICDWTIE. Endpoint Security Suite NV TESEUTIEEL A
JVIIZIE. <Install dir>:\Program Files\Del\Dell Data Protection\Endpoint Security Suite\Threat Protection\Help H"57/t AL TLfE&
(AN

d-Y—F AR HTRTURE, 2T LKA T Dell Data Protection 7A41>%&HE7UvIL, RUS—PYITF— MDFIVY HEIRL T
RIS -7y TF—NTIRBHAHDET

ESS VAA—AVAM—3ld. RBDORA— b2k ZA> A=) UET ., ESS NAA—AVARM—S&FERLTA Y AMILT BT, 2 DDOFFENHD
F9., ROVWITNHEEIRLET .

o ESSNAA—AAM=FZAERAUFEER DA > AN

Fle(d AEMEHR— MRE... OLTNHEIIVILET .

s ESSNRI—-AYVAN=F=ERUINY RSA LI VA M=)

ESS VA=A A M-S {ERUVIEMERIDN A=)

g N NN

ESS XRI—AVAR—=S(LRDIZFRICHDET

o BEWVD Dell FTP 7HDY M5 - 1> X =)L/ RIL%Z DDP-Endpoint-Security-Suite-1.x.x.xxx.zip DFNMSRDI3ET,
CNBOFNEICHEN, ESS YRYT—1 VA R—S%{FERUT Endpoint Security Suite 25BN TI Y AM—IWLET , COFFETIH, IE1-4
CUCRBAL—MA Y AN=IUET,

Dell 1> AR=ILATATHS5 2R DIFES . TNz0-HILIPE1-HIE-LET,

AOAN—F%ILENT BTG ZITIVIIILETS . CNUICEEEID DD BIZENBDET .

FITT HATOIT RN ZIIWILET

SO A% T dr . TOEMHCRRUTIRA 2000,

Enterprise Server & J1—JLRIC, =5y h1—H—%EI2 I3 EE Server/VE Server DFERIEEHRA NS ( server.organization.com 3¢ )

2 ANLET,

Device Server URL J1—JLR(C. 754 7> NMBIS9 3 Device Server ( Security Server ) ® URL ZAULET,

M. TA—YMZ https://server.organization.com:8443/xapi/ (REDATYS 15 ) TY.

RN 20 ILET,

RN ZUvHU T, T I MO T3 C:\Program Files\Del\Dell Data Protection\. ([CCOEGEZA VA M=ILUET . MDIZFRICA > A
— VI BLRRENFAE T B RIEEEN S Tz8. Dell recommends installing in the default location only.

ADAR=IV T BN MEBIRUET



Security Framework (&, BB TF1UT1IL— LT, RSN PBA LR/ (AT — RREDEZIBIRE L\ OIIEE DL At %
EIBYI3EERBEEIS1 7> NTCHB Security Tools 4 VAR—ILUET,

Advanced Authentication (&, BERFREECHEBRIFAIVES —ERZAZANILLET,

Encryption (&, AYE1—9h Ry ND—H(TIEHEENTVD, Ry RI—H(TIBHEINTORL, ki, FRGEEENTHEDINTHHINDST,
31T —2EEI B R—F> RN Tdrd Encryption 517> N> ZAM=ILUET,

Threat Protection (&. Threat Protection 754 7> NeA > AR=)LUET . ChF. TAIVA ZIAI1T7 . BLERRTOI S %2 AFv> I3
HOINIITHIUTOF AN ARE, RYNT—IHBLUA -2y b EICHIFZTIE1—FE)Y - AR D@BIEREER T BI5A T N I7— LAY
I7. BBNCAYFAOERBHR(CIITYA MZEHMEiER R, FEVITHA MOTIER%ETOvI T 200 I1T I I TY,

BitLocker Manager (&. BitLocker BES{LRUS —D—cHIRERZEBU CAEIA M BB LUK I B E(CLD T, BitLocker EAD
41T 1ZBIE T B LIICERETE NI BitLocker Manager 754 7> NMeA > AR=ILUE T,

Advanced Threat Protection (&. Advanced Threat Prevention 7514 7> M4 > AR=)LUE T, Chid. I TV LARRIES LT3
ZERAUT, BB LURBOY A\ -IE %A, 25U T, IR MREOEITOEEL LTS, REROTOFIINATRT
CR

(D| AE: Threat Protection & Advanced Threat Prevention FEIUIYE1—Y(CHETEFR A 1VAM=5ICEST, WA D
AVR—2> MR B ER (CEZIEEN F T, Advanced Threat Prevention Z1 YA M=)V 9315, FIRICOWVTIE
[Endpoint Security Suite Enterprise Advanced Installation GuideJ( Endpoint Security Suite Enterprise 5l 1 > A =L 1
1R ) #99>0-RUTLEE W,

BIRNSTE TUIS RN 2T WWILET,
8  AVAM=N EIVYIUTA VARV ERIBUET o A VA R—IUCEERDHHNDFET

9 RV SICIVEI-YZBIREILEFT HEIRL. BT Z2IUYILET,
AVAR=INE T UEUI,

ESS VA=A AM=SZERUVEIVY RSA 2L BA
SAM=)
o INVRFAIADZAP=ITR BHICAYFRIEET DRENHDET . ZOMD/ISA-FE, /v AAYFITESNBS I EUIEELET

AYF
o« ROFIE ESS VRI—AVAM—FTTHEHTERZIYFICOVWTERBALTVET,

AYF E1L ]
-y -gm2 ESS NAA—AVAR—SDOFFHMETY . y AMYFE -gm2 Ry FIE—HE(ERITIHENDDET .
INSORAYFEERICAERLBOTIZZ,
/s HAL Y MYZ =)L
/z DDPSuite.exe D .msi (CEEZELET .
KSA-45

o ROFEIE, ESS YRI—AVAN—STHERATERZ/TA-HDVTEHBALTVET, ESS YRI—1VAM=3(L, B2 DIVR—%> MRV TS
CEFTEFRAN, EOTR—RIMNA VA= T RN EIBES DIV R HFFBENTEET,



KSA-45 B2

SUPPRESSREBOOT AAN=IVDFTE TRICEEMICITON 2B g ZH1EUE T, SILENT E—RTERTEEY,

SERVER EE Server/VE Server ® URL Z}8EELE Y.
InstallPath AOAR=IDINZAZIETELE T, SILENT E— RTERTEET,
FEATURES SILENT E=RTAYAR=ILTEZI MR- MiEELE T

DE-TP = Threat Protection & Encryption
DE = Drive Encryption ( Encryption 75147 )
BLM = BitLocker Manager

SED = HEES{ERI/JEIE ( EMAgent/Manager. PBA/GPE R31/V)

BLM_ONLY=1 SED Management D344 > %9+ Blz8h(C FEATURES=BLM 2% > R34 IER I BEFICIE. cha{ER
FRIMNENDDET,
IRV RS> DF)

INVRFAVNGA—ATRAN FUINXFZXFILET .

COBITIE, R NT ESS YRI—A A M—F%{EAL T C:\Program Files\Dell\Dell Data Protection\ D7 J#)L MDBFRICIARTOIR

2 NEBAL O MIOAR=ILU. BNAMETELUE EE Server/VE Server ZEHI3LIGERELEFT .

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com\""

COPIT(L, ZEER— T ESS YRF—1 > A M—F%{FEALT C:\Program Files\Dell\Dell Data Protectior\ DT J#)L FDIBFR(C Threat

Protection & Encryption @81 L > MU A R=)LU. ENHMEELTE EE Server/VE Server ZEAI3LIIERTELET .

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP\""

COBITIE, FEHER—NT ESS YRI—A > AN—3%{EAL T, BIEERLT. C:\Program Files\Dell\Dell Data Protection\ D7 J#)L hDi5
FRT(C Threat Protection. Encryption. &U SED Management 25 (L > MM > X h=JLU. ENHMETELTZ EE Server/VE Server Z{EAT2

FOITGEELET.

"DDPSuite.exe" -y -gm2 /S /z"\"SERVER=server.organization.com, FEATURES=DE-TP, SED,
SUPPRESSREBOOT=1\""



ESS VAY—A2AM=FZIERUVET A2 A M=

o BIOVIR=FS MBI CT A AR T, ESS NAI— AV AR=30T7 A AN WATIRENHDES . 153172 NE PUAVAB
—VOEMEMHILT DD EDIAF TP 1> AT DRENGHDET,

o FADAM-IEEUSI B [ESS VAH— AV AR=IDEDFA VA M—50HIH |([CEEB;EN TVWSFIRICREVFT .

o AYAP=IERUN=232D ESS NAT—AVAR=F ( DEDISATUN ) ZP A ZAR=)UEAER T BLICL TS,

o KETRE FAVAR=30O7A VA= EOFRMBFIENECNIMMDEZSIRUET . AETIE REOFIETHS ESS VAI—1VR
N30TV A= DHEHBLET .

o DFATINEUATOIRFF T A AR=ILUET .

Threat Protection 724 7> D7 A2 A=),

Encryption 7547 bDT7 AV AN=)b,

SED $&U Advanced Authentication 2547 MOV >4 > A=)l
BitLocker Manager 7247 ~D7 A > A=)l

o O T o

RIANNYT ST A VA= T IHERFHDEE A
o [ESSNZI—AVAS=3DT7 A VA= ITEHFT .

ESS NAI—AJAMN=SDTIAYAM=

B2 DIFA T NIRRT oAV AM=IUIES, ESS NAT =AY AN=3Z 7 AV ANV TBIENTEET,

ANIRSAITDT A2 A M=)
o ROBITIE ESS VRI—AZAM=FZYAL I NIT oAV ZAM=ILET,

"DDPSuite.exe" -y -gm2 /S /x
BTURBI K 1-5%2BREUET .



FAIAN=52ERBLEAAM=)

BIFAT7 N ERICA VA=)V B((E, [ESS NAT—A Y AR=FNEDFA VA R=S0H ICHD LI, FFIRDIC ESS YAT—(12 AN
— IS FEITAIREI7 I 2B T2 ENHDET,

COEITAVCEREINTVRIN ROFIE, IV Rz C:\extracted NMSEITIBIENFHRICHEOTVET .

IR DAY FBLPINGA=HFIAXFL N FEXBIVET .

IV RIAOTEAREDFFERNF% 1D, FEFERESOEIF. IR —TSNE | BRI THEDLICU TRV,

;1}\1‘}?0))'[(/ [/Jé;—ﬁ’éﬁﬁﬁ U ZOUTN A=)V Ny F I VR T30 Bl cHIBTE3 M0y 133z &AL T 517> Mo
SAN- o

IR RSAOOFITE. BEENFAINTVET, 2L, RIENCIBESTIHNENHDET , BBEELE. 11— INBlREIEN3FT
MaTEREA.

04774l - Windows (F. C:\Users\<UserName>\AppData\Local\Temp. (L3 %temp% (C. O (2L 1-S—RAOBEBEOFA VAN
SAOAN=NOT I7 A\ EVERRLET o

A2 AN=SOFEITECBN OO TPV EEMTIEILUERE . FAVAN=304 TP/ IUIFILEVD T, %700 TP/ IUZIIIHEICE
FiEfHI TEZ L Ci\<any directory>\<any log file name>.log Z{EAIBECL T OY TP IIVOVERRIAZRED .msi AN REERI BT
LNV TEZET,

FRTOFAZAM=3F, $FTEOHROVRD, VYRS TOA VAL TRIVEARIG msi RAYFERRATI V% ERLFT, T/IIC

ZAYFEIBTE T DMBNHDET , /v ZAYFIEHEBTHD. SIBHNUETY ., ZOMDISA—FE, /v ZAYFITEISIFTIEELET .

RRATIa(F, BROBEREITIERHIC /v ZAMYFICESNEBIBORREIBEIZIENTEFT . BUIVIRIAUIC /g /gn D
WAZERURVWTEEW, [ IBLUT-1ET /gb IDEICHIMERL TIZEW,

AYF =13
N setup.exe D .msi (CEFEELET . 1TV b T —>FTF A NS IR CTHDHE
NpbET,
/s AL ME-R
/X VIADAN=IE-R
/a BB OZAM )L (.msi AKOIRTOITFAILHIE—SNEY )
®| x&:

/v Z(ESE, Microsoft DT IAI MDA TS A HERATEE S, AT DUZNCDWTIE, https://msdn.microsoft.com/en-us/
library/windows/desktop/aa367988(v=vs.85).aspx ZEBEL T,

AT7>3> Rk

/q ETRRIATOTRU, QIRTT TR(CEENTHIILE

/qb Fro RIATEOEIRRIA( 70 BREEOTOS TR
/qb- Fro I RIATEOEIRTIA 70 | AR5 TRICEEN THILE)
/qpb! Fro I RIDRBUOEBIRRAS (70 BEEESIOTOYThRR



AT¥a> =13

/qbl- Fro NIORUOEBIRRAI(TOY ., SLIBSE TRICE THLH)
/an I1-Y—(>H71-ZARU
/norestart B o

o FIUT—2aYICET YR MIRBERES(CE. IRORFIXS NAWTI7A)N 2 ESBIBLIC I - - CHBRUET
« Encryption 754 7> MOZHEEEDEERRTSEICDWTIZ. FDell Encrypt Helpd ( Dell Encrypt AL ) ZSBBULTIEEW, ZONVACIE.
<Install dir>:\Program Files\Dell\Dell Data Protection\Encryption\Help H">7JAL% T

«  External Media Shield DZHEBEDFEREFTECDWVTIE. FEMS Helpd ( EMS ALY ) #SBBLTZEW, CONILTIZ(E, <Install dirs>:
\Program Files\Del\Dell Data Protection\Encryptionr\EMS "5 7JZALF Y,

« Advanced Authentication $& U Threat Protection DHEEEDERE 5 EICDWTIE. Endpoint Security Suite NV TESEUTIEEL A
V(. <Install dir>:\Program Files\Del\Dell Data Protection\Endpoint Security Suite\Threat Protection\Help h"57/t AL TLfE&
(AN

N A\ \
RSANDAAM=I
«  ControlVault IO RFANBLUTF—LATTT ., $BIU—5—. BLPRAY—M1—RiE, ESS VATV AM=F0OFA > AN-SDOEITAIEET 7
AWCEFENFE A RIMNET7—LADI 7 IEFROIRRRICU THRENHDE T . INBIE. hitp://www.dell.com/support HM5, BEVDT>
E1—-4ETIIaRIRLTH I O-RTEEY, SB5E/\— RUTT(CEDVWT, BYIRRSA /(e T7— AU T72459>0—-RUET .
« ControlVault
«  NEXT Biometrics Fingerprint RZ/(
+ Validity Fingerprint Reader 495 R54/{
+  0O2Micro A¥—M1—RRFA/C

FIBION=RITP (A ZAR=IWL TVBIBEF ZONA—DIIT YA MBS 7Y T— NEHDRSANETF— LD 7%5D>0-RUTKE
(AN

Encryption 23147 MDA A M=)b

+  EnTrust £Jz(& Verisign BED)L— MRS (C S TERZENIEEAZE 2B THEAL TW3ESE(E. [Encryption 754 7> bOEM |2 RIE
LEFT, sEBAZIREEZEINCT (L. V51T RIE1-ITLSANEREEEE I I2NENHDET,
o A-Y—E AVANINTET U 2T LMAT Dell Data Protection 74 1>%&GIUvIL, RUS—=FPYIF— MDFIVY %ERLT.
R —%T7vIF— N 2HRENHDET,
+ Encryption 2547 M YAR=S(ERDBERICHDET
o BHELD Dell FTP 7A7> ~h¥S - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T4 A=) RIVEBDIFTHS, ESS YAT—1( VA M-
INBFAVA=TZIMHELET . M. C:\extracted\Encryption TI7(ILZRDI1FY,

AN RSAITDAYAR=)
. ROEC, AVAN- I TRATES/ S IORMERLET

NRSA=4
SERVERHOSTNAME=<ServerName> ( B771J{LE® Dell Y—/{® FQDN )

POLICYPROXYHOSTNAME=<RGKName> ( TV MRUS—J0OF> 0 FQDN )


http://www.dell.com/support/home/us/en/19/Products/?app=drivers

NRSA=4
MANAGEDDOMAIN=<MyDomain> ( T\ AL U TERITIRAL> )

DEVICESERVERURL=<DeviceServerName/SecurityServerName> ( 7974 J1LICERT3 URL, @E(IHY—/{&. R—b. xapi =D )
GKPORT=<NewGKPort> ( 4'—h+—/{—K—k)

MACHINEID=<MachineName> ( A>EF1—%% )

RECOVERYID=<RecoverylD> ( Uh/XU D)

REBOOT=ReallySuppress ( Null (B EIFBEENXTIEL. ReallySuppress (FBILENEINL )

HIDEOVERLAYICONS=1 ( O (FA—=/N=LA 71422283 1 EA-N-LA 712> %831t )

HIDESYSTRAYICON=1 ( O (& systray 7A1>%B3HE. 1 (& systray 741> =1L )
IV RSO TERTIEEREARNR msi ZMYFBLURRATZAUNOWTE [ FAUAN-FZ@ERALIZA VAN )L IZSBBUTIRE,

o RORIC, PITATCICEHET 22OMDA TSIV NSA- A0 MERUES

KSA=4
SLOTTEDACTIVATON=1 ( O (LBHEETZ(ERT S 21— SN 7 I74 T ENE. 1 (BELEXIRT D 1-)eni 7 )74t 2B51Mt )

SLOTINTERVAL=30,300 ( x,x DFRC(CLDTIT1TI2ATS 1)V, CZT RYDEEFZATS1-)IO TR, 2 FEROEEFITS1-IL0 L
PRTEHD. BEALEFD )

CALREPEAT=300 ( SLOTINTERVAL Ti&EINz LR ETHAINENHDET , BSILI517> MY SLOTINTERVAL (CBEDWTFHIF
1 TLDRATEITOIE TS T 2080 )

JXY RSO
o ROFBIT(E. Encryption 754 7>~ Encrypt for Sharing. 44704 R0L. TOJLZN-R0L. BEBILE). TI4) MIBFT C:\Program
Files\Del\Dell Data Protection (C > X ~=)LEWST IAIMDINSA—=HITHSA T NeA VA R=ILLET,

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ /qn"

MSI OYR

msiexec.exe /i "Dell Data Protection Encryption.msi" /gn REBOOT="ReallySuppress"
SERVERHOSTNAME="server.organization.com" POLICYPROXYHOSTNAME="rgk.organization.com"
MANAGEDDOMAIN="ORGANIZATION" DEVICESERVERURL="https://server.organization.com:8443/xapi/"

o ROFBITIE. Encryption 454 7> LU Encrypt for Sharing. DDP S XF AR ATAIYDIERR. A-N—LATAI2DIERR. F4 705
RU. FOYLZI-12U., BIEERU. T T4 MDIEFT C:\Program Files\Dell\Dell Data Protection. [C{ > ZN—=)LEWVSERTETIF1 7> MeA
SANILWLET,

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ HIDESYSTRAYICON=1 HIDEOVERLAYICONS=1
REBOOT=ReallySuppress /gn"

MSI YR :
msiexec.exe /i "Dell Data Protection Encryption.msi" /gn REBOOT="ReallySuppress"
SERVERHOSTNAME="server.organization.com" POLICYPROXYHOSTNAME="rgk.organization.com"

MANAGEDDOMAIN="ORGANIZATION" DEVICESERVERURL="https://server.organization.com:8443/xapi/"
HIDESYSTRAYICON="1" HIDEOVERLAYICONS="1"



O AE:
—EZBOHEWISATYRTIE NSA—SBEORTECIRT—TXFE (\") PAERIBELNHDET, 4

DDPE_XXbit setup.exe /v"CMG_DECRYPT=\"1\" CMGSILENTMODE=\"1\" DA_SERVER=
\"server.organization.com\" DA_PORT=\"8050\" SVCPN=\"administrator@organization.com\"
DA RUNAS=\"domain\username\" DA RUNASPWD=\"password\" /qn"

Threat Protection 25147 MDA A M=)

« Threat Protection $&U Advanced Threat Prevention (&« BUIYE1—AICHETEF . HIREORIENRETZOT. CNSOMmS
OAVR—2> MERIUIE 1-5(CA > X R=ILULRWTLEE W, Advanced Threat Prevention Z4 A M=)l 3 335&. FIBICDOWTIE
FEndpoint Security Suite Enterprise Advanced Installation GuideJ( Endpoint Security Suite Enterprise 3E#ll4 > AN—ILHA R ) 29> 00—
RUTLIZ&L,

o ASZAMIUIFEDIEE TEITIIMENDDET . IVR—1> MBUIBIBE T ZAR-ILUBVE, A2 ARUCKBILES . /2 ZAR-5
ZRONEETRITUTZE L,

\Security Tools ( Threat Protection ([, Dell Client Security Framework I>R—%> MAETTY ),

\Security Tools\Authentication ( Security Tools & Authentication (34 VA RN—ILTDNBLNHDET )

Threat Protection @ IYR—R>Y Ml BESEIS17MWMETT . AV AM=ILOFITONTIE, I RS> OB (CEHET .
[ONYRIADTDA A=)V IDEEEICHEST. Threat Protection 7517 N > AM=)LUET,

DN -

e SED $&U Advanced Authentication 754 7> M > ZAM—3(3ROIBFRICHDET .

o BEEVD Dell FTP 7HD > M5 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T4 A R=JLI\> RILZ R DIFTHS ESS YAF—1( VA B
—INSFAVAN=SZIMEUET, . C:\extracted\Security Tools LU C:\extracted\Security Tools\Authentication TJ7
1I=RBDFIET,

»  Encryption 73472 "M YA M=S(ERDIBFR(CHDET .

o BEEVD Dell FTP 7H> M5 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T YAR=JLIY RIVEBRDIFTHMS, ESS YAF—1 VA B
—INBEFAVAN=SZIMHUET . . C:\extracted\Encryption TI7)lZRDI7£T,

+ Threat Protection 7547 M YZAR=35l& ROBFATRDIFBZENTEET,

o BEVD Dell FTP 7HD> M5 - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip TA YA R=JLI\> RILER DIFTHS, ESS YZAF—A VA
—INBFAVAN=TZIMHLET, 1%, C:\extracted\Dell Threat Protection TJ71/ILZRDIF% Y,

AN RSFAITDAIAR=)
+ ROZ(E. EnsMgmtSdkinstaller.exe 774 JLICER TER/(SA—FIOVWTOFHHATY .

NRSA=4H SHEA
LoadCert IBEDT(LINICGERREZ0—-RUEY,

« ROE(L. setupEP.exe J71IUMERTEZ/INSA=HOVTOFMTY .

NRSA=4H Bl
ADDLOCAL="tp,fwwc" AVAN=ITBRES1-ILDIETE :

tp=Threat Protection
tw=034 7> NI7AT7 A=)

we=217707933>



KSA-45

B1L ]

override "hips"
INSTALLDIR

nocontentupdate

nopreservesettings

@ | AE: 3 IFRTDETI-NEA VAN TIBENHDET .

RAM DML =23 BhIERERER A Y AR—ILLER A

FTIAINASDA > A D= IVIEFR

AVAR=3IC, A VAN TOERO—EBEL TEENNICTS T Y TP DTYIT — MeATHIRN
FERLET . 1 VAT TRICTERRDE YT T — MORT D 1- I 1T HEIDLE
3_0

HEZRIFUER A

RDOFR(L. DellThreatProtection.msi 71 )L IEHTER/\IA-HCDVTOFEMTI,

K3A-45

A

Reboot=ReallySuppress

ARP

BEEIHIUET.
0=073LMBENN / BIBRICI> NRL
1=0T5LDEN / BIBRICI> R

RO EnsMgmtSdkinstaller.exe 771 JUICfEATES/ISA—FOVWTOFMTY,

KSA=4 B
ProtectProcesses 1REIZTOCAOITINZEBFEIBELET.
InstallSDK IBEUIBFRIC SDK ZA A M=)LUET .

RemoveRightClick

RemoveMcTray

IR DHI

\Dell Threat Protection\SDK

IVRI-Y-OBIWIXZ1-ATS3>ZHIBRUET

SATLANAZHIBRLET .

RO RIA (G FERET IAIN M SA-5%0-RUET.

"Dell Threat Protection\SDK\EnsMgmtSdkInstaller.exe" -LoadCert >"C:\ProgramData\Dell\Dell Data
Protection\Installer Logs\McAfeeSDKInstallerBeforeEndPoint.log"

®| »&:

7YITIL—RIBIEEE COIVAM=32RFYTIBENTEFT

IROIRAF

\Dell Threat Protection\EndPointSecurity

IROBIT(E, AL > ME—R, Threat Protection, 754 7> RNI7AT7IA—). HLUI1TTOFI23> DAV A =)L, KA O NL—23>Bh1E
HBEDA—)N—FA R, DT 2oYTPYTT— ML, EETERRFLRL, VST IAIMDICSA—HT Threat Protection, 17 F07933>., H&
WISATURIPATIA=NEASAN=IUET,

"Dell Threat Protection\EndPointSecurity\EPsetup.exe" ADDLOCAL="tp, fw,wc" /override"hips" /
nocontentupdate /nopreservesettings /gn

IRDIRAE

\Dell Threat Protection\ThreatProtection\WinXXR



ROBITIE BRREOINE, 9470920, J0JL =20 3> bO=-ILCRILTOTSAUZANMIIY MRU, EVSTIAIL RDINSA—HFTHS
A7 N4 AN=IUET,

"Dell Threat Protection\ThreatProtection\WinXXR\DellThreatProtection.msi" /qgn
REBOOT=ReallySuppress ARPSYSTEMCOMPONENT=1

\Dell Threat Protection\SDK
IROBIT(L. Threat Protection SDK 24 > AR—)LUE T,

"Dell Threat Protection\SDK\EnsMgmtSdkInstaller.exe" -ProtectProcesses "C:\Program Files\Dell
\Dell Data Protection\Threat Protection\DellAVAgent.exe" -InstallSDK -RemoveRightClick -
RemoveMcTray >"C:\ProgramData\Dell\Dell Data Protection\Installer Logs
\McAfeeSDKInstallerAfterEndPoint.log"

SED Management & Advanced Authentication 751 7
MDA AM=I

SED 754 7> ME. v8.x M Advanced Authentication [CIHETY,

EnTrust £/2(& Verisign RED)L— MERARERE (C L TB R EINIEEAS 2B THERLTLRIBEIE, [SED 7517 hEH 12RELE
9, SSL/TLS SR 2 EXNCT BT, V547 IVE1—ITLI AN EREE I INENHDET .

I1—-H—(&. Windows E#&IE#HZEALT PBA [COJ12ULET,
SED H&LU Advanced Authentication 754 7> MM YA N=SXRDIZFRICHDET
o BFHELD Dell FTP 717> MY - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T4 A=)V RIVZRDIFTHS, ESS YAT—1 A M-

IHEFA VA M—FEIMHLFET . M. C:\extracted\Security Tools H&U C:\extracted\Security Tools\Authentication TJ7{
WzBDOlFFd,

ANIRFAITODAAM=)

RDIR(C, AVZAP=TEATED/NGA-IDF M ERLET

KSA-45
CM_EDITION=1 <remote management>

INSTALLDIR=<change the installation destination>
SERVERHOST=<securityserver.organization.com>
SERVERPORT=8888
SECURITYSERVERHOST=<securityserver.organization.com>
SECURITYSERVERPORT=8443

ARPSYSTEMCOMPONENT=1 < [ > ;O—=JL/SRILTOT 54 1 YUANMII> MU

IR RSA D TEATIREREARNR msi AMYFBLUVRRATSIUNDOWVWTR [FAVAM-FHERUA VA=) 12SBU TR,
ANV RSL20H)
\Security Tools

ROBITIE, HALY MM PAR=IL, BRERERL. 1> M=/ TOT5 A VANIIY NIRU. 774 MD#EBFET C:\Program Files\Dell\Dell
Data Protection (C1 > AR—=)LEVWIFRTE T, JE—MNEEEENS SED ZA 2 AM-ILUET,



EMAgent XXbit setup.exe /s /v"CM _EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 ARPSYSTEMCOMPONENT=1 /
norestart /gn"

IROARAE :
\Security Tools\Authentication

o ROBITIE BALYMIZAN=)L, BEFHRU. EVVDSEETE T Advanced Authentication 24> A M—=ILLET,

setup.exe /s /v"/norestart /gn ARPSYSTEMCOMPONENT=1"

BitLocker Manager 25147 MDA A=)

«  EnTrust £Jz(& Verisign BED)L— MEBAMESC Lo TBREINIEIAEZEMTHERAL TVWRIBAI. [BitLocker Manager 754 7> MDE
] ZRBEUET . SSL/TLS SR ZBCTBICE. V517> IDE1-ITLSANREEZEE I 2HENHDET .,

+ BtLocker Manager 7547 > M YA M=3l&. ROBFRICHDET

o BFELD Dell FTP 7A7> MY - DDP-Endpoint-Security-Suite-1.x.x.xxx.zip T4 A=)/ RIVZRDIFTHS, ESS YAF—1( VA M-
INBFAVA=TZIMHELET . M. C:\extracted\Security Tools TI7/ILZRDIF£,

AN RSAITDA AR
o RORICAZVAR-ITEATES/NSGA-IDFMERLET .

NSA=4
CM_EDITION=1 <remote management>

INSTALLDIR=<change the installation destination>
SERVERHOST=<securityserver.organization.com>
SERVERPORT=8888
SECURITYSERVERHOST=<securityserver.organization.com>
SECURITYSERVERPORT=8443

FEATURE=BLM <install BitLocker Manager only>
FEATURE=BLM,SED «<install BitLocker Manager with SED>

ARPSYSTEMCOMPONENT=1 < [ > M= TOYS A ] YRNMIIY MUANS

IR D TERRIEEREARMNR msi ZMYFBLURRATS AN DOWVWTUL. [ FA VA% ERUA VA=)V 1ZBBULTIZEW,
ANV RS >DH!

o ROPITE HALYMORANIL BESHRL. 2> b—IL/CRILTOT S L VANIIY NIURW, T4 MDIBFRT C:\Program Files\Dell
\Dell Data Protection (C41 > X R—=JLEWSFRTE T, BitLocker Manager D& > AR—=LUE T,

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM /norestart /qn"

o ROBITE ALY MR BREEAU. 2> M—IL/CRILTOT S A UANIIY MUV, T T4 MDIBFET C:\Program Files\Dell
\Dell Data Protection (C1 > A R—=JLEWSERTE T, BitLocker Manager & SED & —#&(CA > AR—=ILUET,



EMAgent XXbit setup.exe /s /v"CM _EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM, SED /
norestart /gn"



7

FAOAMN-FZERUVET A2 AN

BISATINABRNCT A VAR FBICE, [ESS VAT =AY AR=TNEDFA A R—504E ICHDEDIC, FIIRHIC ESS YAI—1>
AN=SNSFERITRIREIP I 2 T2 ENHDET . HBLE BEAZAM—ILZEITUT msi ZHBLET

ToADZR=IUC(E AV ARN=IBEERICIN =232 DI 51T > NefER T 5L(CLTEEL,

NI RFADORYFBLIVIGA—AIAXF LN F2XBIUET,

IV RSAOTIE ZEBREDIFRFER 1D, FRFERESDET. IXT—TENEEIBERFTHDLICLTIEEN, AV RIAVINSA—HT
FAXFLNLFEXBILET

INBDAZAN=FEERL. ZDVT M DXy F 7 VR T Bh. B THIATE M0y 135t ERUT. 9517 M7
ADAN=IUET,

04774l - Windows (054 > Ul 1-H—HRIC. BBEOFAVAN-37>4 A R=IL0% T74 L% C:\Users\<UserName>\AppData\Local
\Temp. (L&D %temp% (CERKLET

A2 AN=SORITEE(CRI OO TP IV EEBINT B ECURIBE ., FAYAM=309T71)UIFIULRVTENS, 20045 T71)UCIFIEB D&
T3 LU TES, /1 C:\<any directory>\<any log file name>.log Z{EFRIBLICEO T, OJ TPV OVERRITAZEED .msi DYV R
EERITBIENTEET, TOONTI7AINC L -5 / NRAT—ROEEEREN3ed. TV TRINIRIA DT oAV ARV T /Ixv]( EEflOE>
) RERATBLEHENDLER A

IRTDOFAVAN-3(F FEZEHHROVRD, AV RIAOTOT A VAN TRUEARNAR msi AAvFERRATI A% ERUES . Z(
YFIRAIIEE T DNENDDFT . /v A1YF A THD. SIENBETY, TOMD/NTA=FE. /v AV FISEENZ5IEUIBELE
ER

RRATI (T BRIOBWEEEITSEBIEHIC /v ZMYFICESNBSIBOKREICIBET 2N TEET, BUIVIRIAOT. /& /on
WmAEFERURBVTIZEN, [ 1 IBIUT- I /gb IDEICOIHFERL TIZEL,

AMIYF =13
N setup.exe D .msi ((EF&BELET. 17V I T —>FF A NS AR THRONE
N&HDET,
/s AL E-R
/X TVoAVAMIE-R
/a BBV (.msi ADIARTOT7A A IE-2NET )
®| »%:

/v E(ESE, Microsoft DT IAI MDATS A HERTEE S . AT DUANIDWTIE. https://msdn.microsoft.com/en-us/
library/windows/desktop/aa367988(v=vs.85).aspx ZEIBL TEEL,

A>3y =1

/q EATIRRA70IRB0. IR5E TRICEEN THIEE)

/ab Fro RIAFTEOEBIRRIA(70Y . BREBOTOYTRRR
/qb- Fro RIATEOEIRRAIA1 7O | AR5 T RICEEN THIEE)
/qo! Fro RICRBUOEBIRRA (70 BEEEIOTOY TR



AT¥a> =13
/qb!- Fro NIORUOEBIRRAI(TOY ., SLIBSE TRICE THLH)

/an 1-H—A(>24J1-2RBL

Threat Protection 7251472 MDA A M=)
ANIRGAITOTIIAAM=

ESS YAA—A >V AR=Sh5H U4 (3. C:\extracted\Dell Threat Protection\ThreatProtection\WinXXR\DellThreatProtection.msi T
Threat Protection 7547 M>AN—5ZRB D33 ENTEET,

3> M-IV T TOT S LOEBINEHIER [CBBIL. ROIR—R N OIEETT AV AN-IUET,
*  McAfee Endpoint Security Firewall

*  McAfee Endpoint Security Threat Prevention

e McAfee Endpoint Security Web Control

*  McAfee Agent

IRDIBIE -

IROBITIE, Threat Protection 9317 M7 >4 A M=ILLET

MSIEXEC.EXE /x "DellThreatProtection.msi"

Encryption 2547 MDDV A A=)

1ESLICH N BI5REZITHES BTcsd. Windows TARIIU—> Py T ETLT. —RI7LDPZOMOARERT —HZHIBRLET
BIRETHNIE, BBLERMICEITU TS,

Z\IU—D"’E— REATICUT, SEBIRIEL TORWIDE - RY-TIREE(CRZOZBHEET . RU-TIREOIVE1-ITRIESLRFITOHNEE
Ov N7/ W HRE THEE(LIMR IS B a] Rz S/ \BRICHIZ BT28D(C, INTOTOCABLUTTVT -2 %3 vy MV LET .
7oA ZZAR=INTE TUT, ESENNETRICADRS, SATORY NI —JHEHEHEINCLET . T5LRTNIE BS{EZ2BERMICT L
VRS —DESEN 215 E N %0ET .

WIS =TYyTT - OFITRE, TSI 2HOBIFOFIRICARENET .

Windows Shield (. Shield 7>4 > M—JLAMBORIIAEFIC EE Server/VE Server 7Y 7 — KU T, AT -9 % REINTVEBA ((EE
UF T, 122U, #5147 MY EE Server/VE Server (CHEfit CERVMBE(E, IBRICMMNS T, RT—HRETPYTT—heNFRA. COLIB5
Al VE-MEEID Y- T IVRNRAY M FEITHIBR S 2NBNDDE T, BN I TS5/ T7ORABNTIOT-IJ0-%2EHI 355
(&, VE—MNEIBO>Y—)LE(E Compliance Reporter T IRESNTOWEEA NN FRIEBDISGERTESNTVWBEATER T LN HERSINE
a_o

JotA

oA YA M= VB RIS BHEIIC. [( A7>3> ) Encryption Removal Agent OO J74 ILOVERL 12 S BBLTIEEW, 2009 71Ut 7
AVAR=IRES{CIRIEO NS TN 1—T4 T RITIBRER T . 7oA A= IVRR(C D7 L OESEEITIDEDN R VB S (L.
Encryption Removal Agent 09 J74 )V Z{ER I 2 EIFHDFE Ao

Encryption Removal Agent DY —/\—h5DF—DHI>0— R AT %2 ERTZIHEE. 7oA AR=ILEIIC Key Server ( $&U EE
Server ) ZERTEITIMNENGHDET, FIBICDWTIE, [EE Server (CXULTT774T46ENIz Encryption 754 7> b7 A VA R—=)ILDIzsHD
Key Server MERTE 12 ESBRLTIZEL\, VE Server (& Key Server ZERULRVDT, 7oA VAN T395147> M VE Server (CFLT7Y
TSN 354, BRIOTISIUNIAETT,



« Encryption Removal Agent - J7 1 IbSF—%&A YR— b AT 3> %{ERT 3B 4. Encryption Removal Agent ZECEI I BHIIC Dell
Administrative Utility ( CMGAd ) Z{ERIINEBLHNET, COI1—FT1UF1(d, BESILF+—/C RILOBEICERENFT, FIECOWTE
[ Administrative Download Utility ( CMGAd ) OB 1ZESBRL TEEW. CO1—T1UF41(E. Dell 1> AR=)LATAPICHDET

o TPUASAM-INTE T Ul D2 1—-9%BIEEEIT 3Ri1(C. WSScan Z2F4TU T, INTOT —INMMESILENTVSIL#MERLEFT . FIEIC

DWTIE, TWSScan OfER 12&88U TEEL,

+ [Encryption Removal Agent 27 —42DF 1y 1 TERRBICATOTIZE W, Encryption Removal Agent Service H&EH —E X/ (RIUCTETEL

TLWBIEE. T-HESILEFSETRTY .

ANIRIFAITDTPIAAM=N

o ESSNYAA—AAN=Fh5HMH U, Encryption 547> M > A R—3(F C:\extracted\Encryptior\DDPE_XXbit_setup.exe TRDI13

ZENTEFT,
o RORIC, PUASAP=ITERATED/NGA-IDFMERLET

KSA-5

iR

CMG_DECRYPT

CMGSILENTMODE

WADIT)NT4
DA_SERVER
DA_PORT

SVCPN

DA_RUNAS

DA_RUNASPWD

FORENSIC_ADMIN

FORENSIC_ADMIN_PWD
A723>070NK741

SVCLOGONUN

Encryption Removal Agent D4 > X ~—)L51 T&EIRI 300
K71

3 - LSARecovery /N> RV {5

2 - BFICAY> O RUITAL > Sv)+—ITUT IV % (EF
1- Dell ¥=)Uh5+—%5D>0-R

0 - Encryption Removal Agent Z4 > A ~=JLU7RL
BAL N7 A ZAM=IOTONT 1

1-894L >k

0-3IFYALUh

FI>I—-33>ty3a>%#RARNS S EE Server @ FQHN.
EE Server LOERRMR—K ( 774V N 8050 )

EE Server T Key Server Y—EZH\O0JA> &N TW% UPN e 1
_ij‘_%o

F-JyFUIIZAMMTONDZ I FTFANTO SAM HERZROI—
H—%&., 2OI1—Y—(F. EE Server @ Key Server UAMIFTELTW
2NENHDET,

runas 1—H—-0/{XJ-R,

PIADAN=WERFF—DIAL > DI ERICERTES Dell =)0
EOIALISDYIEBET NI N,

TAL> VI EBBRET NI MDIZT—R,

JNSX—=4EUT Encryption Removal Agent Y —EZ0J 4> 93128
0 UPN e 1—-H -4,



KSA-5 BR

SVCLOGONPWD dA-Y—LTOIAYTZRHDIRT—R,

o ROBITE, B4AL>MZ Encryption 254 7> N7 >4 > A R—=)LU. EE Server MBS {EF—%45T>0-RUET .

DDPE XXbit setup.exe /s /x /v"CMG_DECRYPT=1 CMGSILENTMODE=1 DA SERVER=server.organization.com
DA PORT=8050 SVCPN=administrator@organization.com DA RUNAS=domain\username
DA RUNASPWD=password /gn"

MSI YR :

msiexec.exe /s /x "Dell Data Protection Encryption.msi" /gqn REBOOT="ReallySuppress"
CMG_DECRYPT="1" CMGSILENTMODE="1" DA SERVER="server.organization.com" DA PORT="8050"
SVCPN="administrator@domain.com" DA RUNAS="domain\username" DA RUNASPWD="password" /qn

BTURSIVE1—45%2BieaiLET .
o ROBITE. Encryption V54T N 7oAV AN=)LU, TALOSYIBEIBETHI> MefERUTIES{EF—%50>0-RUET.

DDPE XXbit setup.exe /s /x /V"CMG_DECRYPT=1 CMGSILENTMODE=1
FORENSIC ADMIN=forensicadmin@organization.com FORENSIC ADMIN PWD=tempchangeit /gn"

MSI YR :

msiexec.exe /s /x "Dell Data Protection Encryption.msi" /gn CMG DECRYPT=1 CMGSILENTMODE=1
FORENSIC_ADMIN=forensicadmin@organization.com FORENSIC_ADMIN_ PWD=tempchangeit
REBOOT=REALLYSUPPRESS

BTURSIVE1—45%2BieaiLET .
O E=:
FILTIE, IYRS4A 2T Administrator /N2 T — REFERIIIHE. ROTIS %2 HERBLET

1 YE-PEEIDY-ILT YAV R IASAM-IEITROIAL DS IEBETHI> MeERULE T .
2 EOT7HICNAIC THhUY hEABICEBO—RR/ (XD - REFELE T,
3 BALIRTUAZAR-INTE TURS. BIEEEOUAMS—RIRT D> MRIBRT 2. ZDNRT—REZELET.

O| *E:
—EBDHWVIFA T RTIE NIA-HMBEORIEICIRT—TXF (\") MAERIGENHDFT, 4l

DDPE_XXbit setup.exe /x /v"CMG_DECRYPT=\"1\" CMGSILENTMODE=\"1\" DA SERVER=
\"server.organization.com\" DA PORT=\"8050\" SVCPN=\"administrator@organization.com\"
DA RUNAS=\"domain\username\" DA RUNASPWD=\"password\" /qn"

SED 7514 7> bO & Advanced Authentication 754
PIONDTIAIAMN=)

«  PBA 3E7974T1bIC(. EE Server/VE Server ADRY NI —HEHZNNHETT,

JotA
o PBAZ&IEFHT4TILLET ., CNICLD, IDEI—INBITARTO PBA F—FHEIBREN. SED F—HOv/ERRENET .

o SEDUSATINETIAVAMIUET,
« Advanced Authentication 7547 &7 >4 AM=ILUET,



PBA DIEF7IF714J4t

1 UE—MEEIDY-IUIC Dell EIEZELTOTAILET,
2 ERAVT. RELEHE > IYRRIY M 20vILET,
3 EEYIRIRRA > OIESEZEIRLET.

4 FR> TR IFFRR FlE INT 2ERUETS,

5

IDEI-IDRZARERDNOTVBIEE EORAMEZE KA T4—ILRCAALES . T RD—RERTEET. COT1—ILR%ZE
ADFX(CTDE INTOIVEI-INRTENET , BT 2UvILET.

RARENDONSRVMSEE (R UAMZI0-IUTEEIZIVE1-5%2RUFET .

WBRINAICEDNT 180T E1-4. FEIDE1-IDUAMET RSN T,
6 ZHEIZAE1-H0 Bl 72 EEIRUET,
7 EEAZI-0 EFIUF RS- 2IUILET,
8  RUY—=hFIY ROvIFI xZ1-h5, BEBSIERIMD #BIRLED,
9 SED &M TU7%ERMU. SED BEEOEME RS> —HLU PBA DF V71T RIS —% True N5 False [(BELFT,
10 ®&REZIILET,
N ERAYT.PI33>>RUS—0IZY b 27UvI0UET,
12 ZEEOBEMAEIWILET,

RJS—h¥ EE Server/VE Server h'53E7F74 T ROINE 1-HCRMENZETEHEET .

PBA W'3E7H71T1baN Tz, SED LU Advanced Authentication 754 7> M7 >4 > A R—=ILUET,

SED 75147 b &V Advanced Authentication 75147 > b
PIAIAN=)
ARXYRSFAOTDTIAAN=)

o ESSNAA—ADAR=oh5H LIz (E. Cextracted\Security Tools\EMAgent_XXbit_setup.exe T SED 517> M >YAM—-5%R DI}
BIENTEET,

o ESSNAA—AAR=oh5iH Uz, Cextracted\Security Tools\Authentication\<x64/x86>\setup.exe T SED V517> MM A—
SEEDIBENTEET,

o JROBIE. SED 54T NeHAL RN A VA R=IUET
EMAgent XXbit setup.exe /x /s /v" /gn"
BTURBIVE1-9%3 vy ML TBIEELET .

IRDIRVE
o IRDMFIE. Advanced Authentication 73472 MeESAL KN4 VAN =ILLET .

setup.exe /x /s /v" /gn"

BT URBIVE1-9% vy MU U TEEEILET.



BitLocker Manager 25147 bDT7 A A=)

S, R=2N,7 S, LS _
ARXIRSAITDT A AMN=)
o ESSNYRA—AAN=TN5IMHUIEE(E. C:\extracted\Security Tools\EMAgent_XXbit_setup.exe T BitLocker 751 7> M YAN—3%
ROaenTtaEdxd,

o ROBIG. BitLocker Manager 754 7> Meb ALY R 7oA AM=ILLET,

EMAgent XXbit setup.exe /x /s /v" /qn"
BT US> E1- 9% BIEEEULET,



—RRIRSFUA

o BOFATINEBICAVAR=ILTBICE, [ESS NAA—A VA R=TNBDFA A R=20IMHE JCHDLIIC, FFIADIC ESS YAT—1AN
—SHSFEITARE I ZIME TR ENDDET,

« SED 347> M. v8.x T Advanced Authentication [CIAETHND. CDFeROBITINY RS> O—EBICR>TVET,

o INVRFAUDRMYFBLIVINGA-HIAXFL I FEXBIVET .

o ORI T ZEEBEDRAN TR 1D, FRIFEHEDMEL. IXT—TENSBIBRTHEDESICLTIZEL,

. L::;\lE(D;I(/ iél@\_—ﬁ’&ﬁﬁﬁb\ ZAOVT I D ZR=0 Ny F I71 VRS20 SR TRB TE3Mh0 Sy 135z ERL T 15147 Mo
SAR= .

o IXURIAMOOHFITIE. BREEIEEINTVET, L. BENICIBEIRET2NENDNFT, BBS{tE. IE1-IHBieEIcN 2% T
FtaTEFE A

«  0YJ774)L — Windows (&. C:\Users\<UserName>\AppData\Local\Temp. [C#3 %temp% (L. OJ (> UIe1-P—ROEEFA VA5
A>ZN=N0T I7A IV VERELET .

A2 AN=SOEITEFICR OO I/ IV EENTBEICUIEGRE . FAYAN=309T7/IUIFIILEVNZENS, 2005 TP/ IUCIFIEE DR
i fHF3E3(CLTESW, Ci\<any directory>\<any log file name>.log 2 I3 E(CLOT. OF TP IV DVERITAREED .msi IV R
ERT3ENTEET,

o IRTOFADAM=3E AFCEREHEHIRVIED, IV RSO TOA AN TRUVERNR msi Z(WFERRATIA2ERALET . Z1vF
BRVIIEEITZVENDDET ., /v AMYFIIBATHD. SIENNETY , ZOMD/TA—H(L, /v AA(YFICEENBBIEUISELE T,

FRRATZ AU BOIOBFERITERBDIC, /v AAYFICEENBBIBOKRECIEE I BN TEET RIUINRSA>T, /g & /an D
WAZERULBVTIZEW, [ IBLUT- 13T /b I0RICOMERLTIZZN,

A1YF =ik

N *exe D msi ((BEEET

/s YLLK

/i A2AM=LE-R

AT5ay =k

/q ETIRRIITOIRL. IR THICEB THES)

/qb Fro RIATEOEIRRI( 70 BREOTO> TR
/qb- Fro I RIATEOEIRRIA( 70 QBT TRICEE THIEE
/ab! Frol RIRUOEBIRRS( 70 BiesoT0> SR
/qbl- Fro RIDRBUOEBIRRA( 70 QUBT THCEEN THIES)
/gn 1-Y—A>HT1-2RL

o TIVT—23VICBTRYIR— MIMBREE(CE. IROXZ1TVIENL T I7A N2 SIRI BLIC - - (THERLET

« Encryption 754 7> MOZHEEEDEERR S EICDWTIZ. [Dell Encrypt Helpd ( Dell Encrypt AL ) ZSBBUL TSV, ZONVACIE.
<Install dir>:\Program Files\Dell\Dell Data Protection\Encryption\Help 15771 AL%T.

« External Media Shield DZHEBEDER T ECDVTIL. FTEMS Helpd ( EMS AL ) S BRUTEEW ZONLTC(F. <Install dir>:
\Program Files\Del\Dell Data Protection\Encryptiol\EMS "5 77t ALFY.



«  Advanced Authentication #& U Threat Protection MBEEEDEEFE5EICDWTIZ. Endpoint Security Suite NV T EESBULTIEE L A
JVFIZIE. <Install dir>:\Program Files\Del\Dell Data Protection\Endpoint Security Suite\Threat Protection\Help h"577t AL TLfE&
(AN

Encryption 254 7> N, Threat Protection. 8&U
Advanced Authentication

o ROBITIE BALY MR-V, BEEIRU. > MI—)LRILTOT 5L YZANIIS NRU. TI4)VMDIBPRT C:\Program Files\Dell\Dell
Data Protection (1> AR—=)LEWVSERTET, YE—MEIEENS SED 21V AM—ILUFT,

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 ARPSYSTEMCOMPONENT=1 /
norestart /gn"

IROIRE

o ROBITIE. BALY M=), BIEEEIRU. T I NMBFTD C:\Program Files\Del\Dell Data Protectiom\Authentication (C1 > X ~—JL
FBEVSERE T Advanced Authentication 24> A M—=)LUET
setup.exe /s /v"/norestart /gn ARPSYSTEMCOMPONENT=1"

o ROFBITE. Encryption 754 7> b Encrypt for Sharing. 44704 720U. TOJLZN—RU. Bi2EIRL. T4 MDIBFF C:\Program
Files\Dell\Dell Data Protection (C{ > X ~—JLEWST TAIL MDINSA—HT Encryption D517 NeA > ZAM=ILUET

DDPE XXbit setup.exe /s /v"SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ /norestart /gn"

« \Threat Protection\SDK
RO R SEBAZET TAI MG A—5%20-RUET,

EnsMgmtSdkInstaller.exe -LoadCert >"C:\ProgramData\Dell\Dell Data Protection\Installer Logs
\McAfeeSDKInstallerBeforeEndPoint.log"

®| x%:
YT —RIBIBEE. CDIVAN—F2ZAFY ST ZENTEET,

IRDIRE -

\Threat Protection\EndPointSecurity
o ROBITE. BAL>YME—R, Threat Protection. 754 7> NI7AT7IA—Ib, D1 TOFH33>DA>ZA M=), KA D NL—23>Bh LIRS
OA=IN=FA R, A>T IVT7YTT— MU, BRERRFLR EWDTTAI MDISSA—HT Threat Protection &4 > AR—ILUET

setupEP.exe /qn ADDLOCAL="tp, fw,wc" /override"hips" /nocontentupdate /nopreservesettings /gn
IROBAE

\Threat Protection\ThreatProtection\WinXXR

o ROBITE, BEREOINE, 470580, TOFTLRN—R2U. 2> b= TOTSLVANMIIY NBU, EWSTIAILMDINSA—STHS
AT NAYZAN=LET

"DellThreatProtection.msi" /gn REBOOT=ReallySuppress ARPSYSTEMCOMPONENT=1
\Threat Protection\SDK

o JROFBITIE, Threat Protection SDK 24> XA R—=)LUE T,

EnsMgmtSdkInstaller.exe —-ProtectProcesses "C:\Program Files\Dell\Dell Data Protection\Threat
Protection\DellAVAgent.exe" -InstallSDK -RemoveRightClick -RemoveMcTray >"C:\ProgramData\Dell
\Dell Data Protection\Installer Logs\McAfeeSDKInstallerAfterEndPoint.log"



Encryption 254 7> b5 & U Threat Protection

ROBITE. FEELIZFRIC. TPM FOEFEFHVINITT 29 ( TSS )\ LU Microsoft Ry NI1YIZADRSA Nz A R=)LL, I> b0
=R TOTSLVZANIFIY MEER E S BRENFEITLERA.

INBORSAIN(F Encryption 751472 MeA Y A=V FBBRICA A M= T BRENHDFT .

setup.exe /S /z"\"InstallPath=<c:\location>, ARPSYSTEMCOMPONENT=1, SUPPRESSREBOOT=1\""
IRDIBLE -

ROBITIE. Encryption 754 7>~ Encrypt for Sharing. 4704120, JOJLZN-R0. BiEERL. T4 MDIBPT C:\Program
Files\Dell\Dell Data Protection [C{ > X ~=)LEWST IAI RDINSA—=HT Encryption 7517 NeA > ZAM=ILUET,

DDPE XXbit setup.exe /s /v"SERVERHOSTINAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com MANAGEDDOMAIN=ORGANIZATION DEVICESERVERURL=https://
server.organization.com:8443/xapi/ /norestart /gn"

IROIRAE

ROBITE. AL > ME—R. Threat Protection. 547> 8NI7A7I94=)b. D17 TOF03a> 04> A M=)V KA > NL—S3>Bh1E#ER
OA=N=F4 R, D>FYT7vTT— MU FEZFRFLRL. EWSTIARDINTA—HT Threat Protection 754 7> e > A M=ILLE
a-o

setupEP.exe /gqn ADDLOCAL="tp, fw,wc" /override"hips" /nocontentupdate /nopreservesettings
IROARAE -

ROBITIE. BEESIOINS, F170JR0. TOTLRIN-RU. IBEDHBPT C:\Program Files\Dell\Dell Data Protection (C1>ZA =)L, I
MOV TOI S LVZANCIY NIRU, EWSTIAILRDISSA—ST Threat Protection 517> MeA YA R=ILLET

MSIEXEC.EXE /I "DellThreatProtection.msi" /gn REBOOT=ReallySuppress INSTALLDIR="C:\Program
Files\Dell\Dell Data Protection\" ARPSYSTEMCOMPONENT=1 "

IROIRVE -

IRDBITIE T IANMDINSA—AT Threat Protection 75147 NeAVARN=ILLET

EnsMgmtSDKInstaller.exe -LoadCert -ProtectProcesses "C:\Program Files\Dell\Dell Data
Protection\Threat Protection\DellAVAgent.exe" -InstallSDK -RemoveRightClick -RemoveMcTray >
"C:\ProgramData\Dell\Dell Data Protection\Installer Logs\SDKInstaller.log"

SED 547> b ( Advanced Authentication 224 )
& U External Media Shield

ROBITIE. ALY MM OAR=)b BEEENRU. I -SRI TOI 5L YZNIIY MRU. TI4IL MIZFER C:\Program Files\Del\Dell
Data Protection (CA > A R—=ILEVSERTE T, VE—NEIEENS SED Z1 VAR ILUET,

EMAgent XXbit setup.exe /s /v"CM EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 ARPSYSTEMCOMPONENT=1 /
norestart /gn"

IROIRVE -
IROBITE HALY M OAR=)L BEEENIRU. T4 NBFID C:\Program Files\Del\Dell Data Protection\Authentication (Cf > =)L
FBEVIERTE T Advanced Authentication Z4 > A =JLLET .

setup.exe /s /v"/norestart /gn ARPSYSTEMCOMPONENT=1"

IRODIRIE

ROBITIE, AL MM UAR=)L, BREEENRU. T I4) MBFID C:\Program Files\Del\Dell Data Protection (C1 > A R=)L 3L VIETE
T, EMS OH&1A > AN-)ILUET,



DDPE XXbit setup.exe /s /v"EME=1 SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com DEVICESERVERURL=https://server.organization.com:8443/
xapi/ MANAGEDDOMAIN=ORGANIZATION /norestart /gn"

BitLocker Manager $ &0 External Media Shield

o ROBITIE ALY MR-V, BREEIRU. I M—)LRILTOT 5L YZANIIS NRU. TI4)V MDIBPRT C:\Program Files\Del\Dell
Data Protection (C1 > A R—=JLEWSERTE T, BitLocker Manager 21 > AR=ILLE T,

EMAgent XXbit setup.exe /s /v"CM _EDITION=1 SERVERHOST=server.organization.com SERVERPORT=8888
SECURITYSERVERHOST=server.organization.com SECURITYSERVERPORT=8443 FEATURE=BLM /norestart /gn"

IROBAE
o ROBITE AL MMOZN=IL, BEEIRU. 7I4I NEFTD C:\Program Files\Del\Dell Data Protection (C1 > A M=)l I BEVIERTE
T, EMS OH&A >V AM=ILUET,

DDPE XXbit setup.exe /s /v"EME=1 SERVERHOSTNAME=server.organization.com
POLICYPROXYHOSTNAME=rgk.organization.com DEVICESERVERURL=https://server.organization.com:8443/
xapi/ MANAGEDDOMAIN=ORGANIZATION /norestart /gn"



294 AINADT— R, SED UEFI. &0 BitLocker
DlzHDERIA VA MNIETE

TPM D#IHA{E

O-HIEEBEIIN—TFEEEOIN—TOA NN -THINHELHDET
IE 1A EEREOHS BIOS LU TPM HHEFHINTVBIRENHDET,

DUAALIRT—R (OTP) Z{EAI3HE COIRINBETT.

http://technet.microsoft.com/en-us/library/cc753140.aspx (CEC SN IEHERICARED TR E W,

UEFI OAYE1—YRODOERIA1 Y AMN=IVEHE
UEFI EEEIRSEDRICH T3y NI —oiBEn B 3L

UEFI J7— AU 7801 1Y CRRENFIEREIZIEE (TATO(C(E, PBA (R NI —HEGHNRETT , TIAINTIE. UEFI Jy— AT 758
OIVE1-A(F ARL—T12I AT LD 00— RENZFTRY NI —JiEH IR, TNl PBA E— RO TERITENET,

ROFNEE. UEFI 01 E1—50 PBA th(CRy NI —JiEH 2B MCLET, sREFIAL UEFI IDE1—5ETIUCL-TERZDT. XD
FEE—HISBEEE A
1 UEFI J7—ADI7:%E#BIBLET .

2 BEFRIC (D251 AEBEXZ1- DR IOLSB Xy - IHBEOA LICRRENDET, F2 F-ZRUHRITET
JOYTMIFRENTS, BIOS BIEE/)(XT—RFEAHLET.

®| A%

BE. FLLWIDE1-ADI5E(F BIOS NAT— RHGEESN TRV ATDKRDEINBILEHDEE A,
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ENERY NI —IRSATICTZENTEET,
-ta IRTORFATZZAFVILET
-tf BEERFATZAFvUET (TIAIE )
-tr ULA=NTIWRSATZZF v LET
-tc CDROM/DVDROM %Z++>UET
-s HAL > MEE
-0 HHT7AIVI
-a EATPAIVATIILET . TIAN NOBMEEE A I71 IV IDIETES
-f LiR—hERIEETF (LR—b BIE. XtD)
-r BIREIERDUIC WSScan 2E1TUET . COE—REERATIIBE. —HOI7MIBRRENRN
EBHET,
-u HNIPIVSEESEIr (I 2 E80HFT .
ZORYF(SNEFRCBURT T, [ulZmAIC, [alz 2 BEIC (FFERE ) [-1FEvIZ2RECITS
WHENHDET,
-u- HHTPAIUSERBSE IV ZEDHET .
-ua FEESEITAINBIRELFIN, INTOI-T RIS —%EAL T should 1 71—V R FRRUEY
-ua- %f ESAEIPIVIEIZIRELEI N, IARTOI-Y—RUS —%{ERAL T should 1 71—l RERRUE
-uv RS —RFCERUIFEIES LT/ LIR—MUEFT (1s=No / Should=Y )



AIYF =03
-uav IRTOI-Y-RIS—%2FEALT, RV —EHIEBR LIRS I7( )L &L R— NUE D (Is=No /
Should=Y ),
-d XUID{FERHDEXYIDFELTHERT X FZIBELET,
-q XUID{FEH DT, SIAFTEHOREDHDEZIBELET,
-e XUISET7AIUC, IERIES{ LI -V R EHET,
-X XIS TALINIZBRINUE T EEEDBRIMEFRIESNE T,
-y TALINIRORY—-TBERT ( SURBBENT ) CORAYFHIBIET DL AT NECRDEI N, CPU DS
EhE LI BRIEEEN BDET
WSScan £

ES{6I71IUCBET S WSScan DIFRIC(E. ROIBHRISENTVET,

eyl il

[2015-07-28 07:52:33] SysData.7vdIxrsb._SDENCR_: "c:\temp\Dell - test.log" is still AES256 encrypted

thh

=k

BEEDYA LRI T

FES{LDIER

KCID

UcCID

I714)

T7IVIUZ s

TP AFr>EnicBHE.

IV OBESALCERUIES{LOTESE,

SysData : SDE BES{b+—.

User : 1-H-IES{t+—.

Common : HiEESIE+—.

WSScan Tld. Encrypt for Sharing THES{bENZI7)LEEREENFEA.
F-I12E1-% 1D

FEEDBITE. [7vdixrsb

VST ENTWBRY NI =T RSATEZIF D UIHB A, KCID (FRFrILR— MR RSN E A

1-Y-1D,
FEEDFITE. [_SDENCR_]
UCID (F. Z0O>E1—-9DIRTOI-Y—-THBINET,

E=EI71ILDIZ,
LEERDHITIE. Ter\temp\Dell - test.log

I71 ) OBES/LICEERUIBS/E7ILIUZ s
LEERDHITIE. Tis still AES256 encrypted |
Rijndael 128

Rijndael 256



thh =k

AES 128

AES 256

3DES

WSProbe DfER

Probing Utility (&, EMS RS —%BRE. IARTON—3>D Encryption 75147 NCERT2HDBDTY , ROBMIT Probing Utility 258
LEY,

EE LN E1-9%RFv> 93, FelERF VDRI S 1—- IV ERTE T Blcth. Probing Utility (&, T—IAFT—23>DAFvABTTER
S—(CRVET,

WREQI-Y-7Vr—23 5 - FBS{LUR M — IS I EI (BT B8,

HERRUZ NTTOC R ZBINEITHIBRYS 21z,

Dell ProSupport MNSDIERICREI TS TN 1—F1>0 T 3128,

F-AES{EADT7IO-F

Windows T/\1 X ETT —4%BESLIBLIITNIS 2 IBELILIGES. ROT7ITO-FOWSTNHEERTEET.

BAO7I0-F(F. I34T7> MDOFTIA MOEWERZ T ANDEWSIEDTY , FBIES(LIANASF(EI - —BBSLIANIRD T AN %
IBTEIZN. [Y1RF1X M OBESAE. Outlook Personal JAILADEESAL. —BET7(ILOBESAL. —BFA>9—Ry RN I7/ILDIBESE, Ff
(& Windows R—ZT71 L DIES LRI RISGEETELSBE . WROI7A UL, FERRESNZEE, T ( BRI - -DWERRUIEE
T ) BIENRI-Y-HI0IADUEECESLENE T, I51T7> ML TAIDZFIHEEENZD. I51T7> MTNBORIS - (3393
BEEZEUREEXIC, INBORIS—T, FETNSOR)S —(CBHEL TIEESNLIANSIBIF U T, BIREEOHBESL / E5EH
BODEIHEARET,

Fle, O AVBECD—I AT —33 % AFv > % True [CERTETRTEDTEFY, DT AT —IRT—330% AT 0 True DIBE. 54T
N, I-H-p0TA> 5L, WIEES{LENTOSIANSELIBICEES{ SN TUEIANSIROI7( IV OBES{L AiE%2 1 - —RUS—LtE
BRUT. WEBREEZITVET,

ESLRMAZTEIL TSIV TSRS — B CRBRTCVERRSNIZ D7V 2 G SE T 20 SRR AFv (L& T/ TA-I VAN
FEINBVEICT R COI-FTAUT1%EALT. IE1-92ZAFr> TN BOAFVOOATS1- IV EREI DN TEET,

RIS

fER9% Windows T/NA AZIESIL T DM ENHDFT .
E#ET 31 -Y-N0IA>TIRENHDFS .

Probing Utility O

WSProbe.exe (12 ARN=ILATAT7ICHDET

374

wsprobe [path]

wsprobe [-h]

wsprobe [-f path]

wsprobe [-u n] [-x process names] [-1 process names]

NKSA-5



KSA-%5

B8

path

AT23>T. FIREEOHBIESAL / BSECONTRAF Y2 T 57 ) A Z EDRED/REZIEELET . )
ZEBELRWMESE. CO1-T1UT 13, BBSLARYS —(CBIEURIRTOITANIEZAF v UET

I RSAONIINTERRUET
TrouDell ProSupport S O3ERICIES TSI 1—F4>JUET .

175 —-33>57 -SSR M — I (CEIF@BCLET . COUXMNE, IRIEDT—
- (SHUTHESIEBENNEIRSNTVSISSITENTY  FEICIB(C(F 0 %2, BEBHICIBICE1
ZIEELET . I-Y—([COTEMRIREORIS — G, REIODT AV REIETENET .

HERUZANCTOTZ2ZEIUET . COURNEDOIVE1-IBLUA A N-5TOCRGE, CDINFA—
AFETz(E HKLM\Software\CREDANT\CMGShield\EUWPrivilegedList Z/FRL TIBINT 2SO0 R &

(& P —2307 -9 EUA N TIRESN TV AICERINE T, IOV TIOTRE% XY

F9. UAMC 1 DFZFEHOEBNESENTVRIHERF. ZE5I AR TUAMBEHEY,

PARTICHEBRUZ MOBMENZT O R 22 HIBRLEYS (/\—-RI-MEEnzJOtR&HIBRTEEE
A )} IRTIOERELZXEINET UM 1 DFERIFEBOZANEFNTVZIHERF. ZE5IAF
TURMEIAET .

Encryption Removal Agent A7—SADF IV

Encryption Removal Agent (&, JRDESIC, H—ERINRIL ( ZF—b > T IV2%ZIBTEELTELT ... > services.msc > OK ) @ 5EBR TUTICZDA
FT—AZERRUET ., U—ERADRT—HR%ZT7YTT— N3, Y—EXETEHNICEFHUET ( Y—EX%/)\( 31 "R > BIUYY > BFF )

«  SED DIEF VT4 T{LEFFHEHR — Encryption I3 7> NMIFZA D ZARN=ILESN TV, FIEKESNTLSH. £FZOMATY,
Encryption 75472 "7 24 A RN=ILEN 2 ETESILIFIAENE R A

o AR =T - B—EREHIARAS = T4 THED. BBSLENI7/ VBB LUNA MIEETELTWE Y FIBIZ1 - TR—ERIETEN

F9,

o EBS{ERM-T - B-ERRBTPIEIESELTED. OvIENI7A IV OES L ZERUL TV B EIEEEEHDEYS

- BEBICIESEE (—8F) -ESEX-ThTTL. —EO (IARTTEAL ) OvIEnzIr/ LR EIOBREEFICIES{LENEd.
- BRBISIESIE - E5{ER1—TNT T U IRNTOOVIEINII7A VR EIDBREE)ICIES{LENET,

o FRTDIFANRESETEFHATUE - ESIEX-THTTLELD, —BBOTrP I ZESETEFHATURZ CORT A RD

WINMHREUCEZRIRLET .

o OWIRNIET7AIINKRETE R, FEOVIEEROBRIFCIS-IREURD. OVISNEI7AIVOESEERT T 1- )L TERN oMk,
o TPVOESAERCAR N IS-HRELR.

o RUS—(CEDTPAIEESLTERM R,

o JPUDEEBERRELTI—IFIFENTUS,

o EBER—-THRICIS-MIRELR,.

o WINOHBZETE. LogVerbosity=2 ( FzlFZNE L ) BEREENTONEL OJ TP IVMERSNETS ( OTHERESNTVRIHEE ) b

IN1—-F4IIEITIC(E. O OFAEE 2 (CREL T, Encryption Removal Agent Service ZFB2EIL. 185121 —T&238HI89(C
BEITLET, FIECOWTIE. [(AT23>) Encryption Removal Agent D04 I74 ILOVER S BBU TS,

o T -ESZA-TPETUEUZ Y—EX ET7T71)b. RN BLERSANETI7A G IATREOBLRE THIBRENB3L3(CX

T21-)ENTVES,



SED 9547 MDNSTNS1—FT42Y
MERF A 1— RRUS— D&

o ZORYI—(F. RYNI—IPHEIMERTERVGEIC, IOE1—FIC0T A>T BRbERENET ., DFD. EE Server/VE Server & AD D
EBBCETITATERRDEY , A7 ERT— R RUS — (3, #EFTHBRISECUMEBLAWVWTEEW, TILFZo0J 41> Ea #2010
F A FEAT7IERD- RIS —%FERLTE. I-J—&. R, BLUPNRT—ReERTZEEO0T (>R ERICEFIUTLARIL
[CIFRDFE A
ZRMUOERVOTA O AETHIRITR IVRI-Y -7 R D- REERLTTI71J1beN 384, cod E1—4T1-H-hHr
DF471bENTZEEER(IE EE Server/VE Server [C(3FDEE A, UIehHT. IV RI-HY—HIRT— RELUILINITERIDOA SICERERUT
H. EE Server/VE Server 3L AR A— ReERK IR FTEEE Ao

o FERPIERD-REERTEZOE. 7I71T6ER 1 BRD T, I>RI-H-H0J/> U, FIER7/ 20— RS BEFI T8 (R
g:&(iﬁ;bi’e‘/uo A7 72 Z]— ROA NI TUTONIZRA > DT 1 D vy aen., FIE7 23— RA T —ILREBFRTREN
Bho

o HIEAT7OLAT-RE ORI T BRET RRSNET

o 1Y PBA RTTI71TILENIZTEN R,
o H3ATINIRYNI—HFTz(E EE Server/VE Server ADIETNH R,

M7t 21— RofEA

JE-NEIEIDY -7 I AT—-R RS —DEZEELET.

RS —2REFLTIZYRUET,

O-AIaDE1—-9%EEILET .

7oA - REEMNFRSNS., 778X - R A HUET,

BaXH 27UvILET,

EREXEEARRENGES. OK 29Uy LET .

ZOAE1-ANI—H—-BEA&IEIRT Windows ([COJ1UET . COBEIZIBRIE. RXA>D—ETHILENHDET .
OJ4>U1EB, taFT4a>Y—IVERE, PBA I-Y—HW1EBECERSN TWBTEZIERLET .

0 N O o N W N -

—FBLEOXZ1—0 09 290990, SIBHIEHECSE TUTWRZERR S Xtz — [ <domain\username> @ PBA 1—HY—hEman L
e 1#3RUET,

9  IE1-9EIpYNIISLTEREELED,
10 OJ4VEET. LI Windows [COJ4 >3 3BXERUEI - —%&. RX(>. BLPNRT-READLFET,

PBA 1—H—O/ERBFD1—H-ZERE—HUTVBRENHDET . UIzHH T, domain/username EVSTEERZERUIEG S,
domain/username EVSHEER C1—H—&%Z2 A NI 2HELNHDFET,

1 ( Credant Manager O ) &R / BIZEXy—S(EELET .

B&XE 27UyIUEY,
12 SENBHEEA RRENZS, 091> 200w ILET .

ZNT Windows H2EhEN., S@EERDICIE1—9%ERTEEY.



NSNS 1=T42I DD PBA O T741 IVDYER
o KDL, PBA BIRED NS TV 1—F1>2J(C PBA DU J7A DB ERBIZENHDET .

o RYRI-IEGENSHBCOENST | Ry NI - I A I HFRRENB N, O T7AIUC(R, FIREZERRY 18D DHCP BN EkSE
ncngEs,

« DDP EE Server/VE Server & 711> hRmSNAW, 09 T71)VIC(E. EE Server/VE Server EDIEHORIRERZHIT DDICIEII DB
IRHEEEFHINTVETD,

o IEULLERIBIREZ A DU THIREEICKRENT . CORIEEDZIRIC(E. DDP EE Server/VE Server OJEHBEN 209 7 HMEII5F
9,
PBA (L#i>— PBA) i£E8ESDOY DFvITFv

1 USB R34 USB RSATDIL— NI TIAINSZVERKL. \CredantSED £5p2LET
2 actions.txt ELIZEIOT7AILEVERKL. \CredantSED JALAIANITARIILET .
actions.txt (C. JROITZBIMUET .

get environment
4 TN FREFEVLCHUES,
AVEI-IOBIFNATDEE(C(E USB RSATEARALBUVTLIZEV Sy MIDARBEDRC USB RSA TN TIHREASNTLSIBE(.
USB RS/ JZERDIILET
5 IYE1-9%AVICL. PBA [COJAULET . COFIETOTNUNEENDLS(C, USB RSATZ2IE1—HHHALET .
USB RS/ JZIEALL. 5~ 10 BEFEL THSZO RS/ IJZEDINET,

credpbaenv.tgz J71 IV MEBROJ TP/ VNS ENS \CredantSED JALFCAERENET .
PBA ( UEFI PBA ) {2800 DFv T Fv

1 USB R31TDJL—BLAIIC PBAErT.log LWSERIDT7A IV EERRLET
2 IE1-F0OTFEZANBHEIC. USB RI/JHIBEALET.
3 DN ERREZBERESIE T USB RSAJZEDINET,

PBAErrlog I7A VB PYT T —R&N, UZINAA AICEESAENET.

Dell ControlVault R5A/\

Dell ControlVault RSANB LV T7—ADIFPDFPYIT—b

T35 T Dell AE1—4 (A AR=)LENTLVS Dell ControlVault RSANB LU T7— A7V, ROFIEONER(CUIEN > TPY ST —
N2 ENBDET .

34T bDA > ZR=ILOERIC, Dell ControlVault ® RSN\ ETFYT T — NI BIeHICA VA N-S%E T T BEEET I Ayt —IHRRSN
IE5E. COXt—JRERLTITA T MDA VAN &H1TUET , Dell ControlVault RS\ ( BLUTF—ALTILT ) (FTF4TRDA>R
NILDR T URREICTYT T — NS BTENTEET,

BHMORSANDOSYV>O0-R

1 Support.del.com ((EBILET,
2 BEVOIVEI-FETIEEIRUVET.
3 RIANBLTIUYO-FK #BIRLET,



4
5
6
7
8

A=y I 1—H—D ARV =FA YIS AT A EEIRUET,
t*1UF1 h7OVERERUED,

Dell ControlVault R5(/{&459>0—-RUTRFLET.

Dell ControlVault J7—ADI7%459>0—-RUTRIFELET.
WEICHUT, A—yhIVE 1AL RSANETF— L1 7%IE-LET

Dell ControlVault RSAIXDL>A M=)l

RSAIDA A= TP IV ESI> 00— RUIETANA CREEILET .
Dell ControlVault RS54 /\&2ATILUvHLTHE SRR RORITaRE 7 ERTUET,

.

RSANZFECADAN=IUET . AXEDVERRIFCHITS RS1/XDT7A)L4(E ControlVault_Setup_2MYJC_A37_ZPE exe
(“3_0

AT 20U THBLET.

Ok Z7UwIUT. RS4/\T74 )% C:\Del\Drivers\<New Folder> ©7 J#)L hDIBFRICARRLE Y.
FW 290w IU THUW I AN DIERRZEFR]LET .

EERCARRVELEVO Xy - HFRIRENZS Ok 27)vILEY .

. TN EEN TV IANINTRRENE S . RRESNBVBEE TP Vet U IA Y TBEILET . COIBE. TALYE
JW22F TY,

CVHCI64.MSI Z5TILOUvIUTRIA A A N—5%RITUET, [COHIDBE(F CVHCIBA.MSI TY ( 32 EvbnI>E1—-45H
CVHCI )»

LOTZEHE T RN Z2I)ILEY,

RN Z9UvHU T RS54 /)\% C:\Program Files\Broadcom Corporation\Broadcom USH Host Components\. D7 J#)L hDIZFR(CA > A ~—
IWUFEY,

KT ATV =BERUTIRA 29 WWILETS .
AAN=N 20 WIUTRIANDA S A=)V 2 BIaLE T
BEIEUT AVAM=5009 T7A I 2RR S BF VIRV IAERLET , #8T 270U T - R TUET,

RS4NDA >R M=)V DIRFE

ARV —F4 IS RT LS LN\ — RIT T ORI Lo TIE, TINA ZAYHR—+(C Dell ControlVault 7/\1 R ( BLUVZOMDTINAR ) hiERRE
n¥x9,

Dell ControlVault 77—A9I7 DA VA=)

N o o NN

© 0

TP—LIIT DA VA= I7A Va2 0- RUEIANA ICFEBILE D,

Dell ControlVault 77—ADI7%Z5TIIVyIUTE SRR OEITRIRE TP 2 EITUET .

AT 27U TCHIALET .

Ok ZJUw LT, RS4/)\T74 L% C\Del\Drivers\<New Folder> 07 JA)L hDIZFRICEZERLET .

FW 27Uy THRUWI A DVER ZSFRI LE T

EBCERRUELEVOI Xy Z—DhFRoREniz5 Ok 27UvIULEY,

M. J7MNEFENTOVDIANAINERTRENE T, RRSNBWEE(E, I7V B U IANI B ELE T T7—ADIT TA %
S INVE I

ushupgrade.exe =5 7L ILTI7—ADITA> AN FEITUET,

AF—=NE2IWILTIP—LDI7DT7Y T — REBIRLET .



el

J7—L9I7DIRN—-23ohs7v T — R BI85, BIEE/(XD— R A DT 3LIRDSNZTENHDET . Broadcom
&)\ZAD—RELTAAL, COFL(T7OTHRRENH ST Enter 29UvIUET,

VKON DRT AR E-IHFRRENET,
10 BBieE 27w L TI7— L1707y T I —ReE TUEY.

Dell ControlVault RSANBLUT7—LDIFOTYIT— 5T T UEUE,

UEFI JYE1—4
ZYND=IIEEDO NS TN 1-F12D

o UEFI J7—ADI7EE01E 1— S TRERIERIIZIEE(CITIICE, PBA E— RTRYNT—IBEHHNETT, T IA) NTIE UEFI J7—AD
IPBHOIE1-5CE ARV —FA2I ST LD O— RENBFTHRY NI —JIEFHRC TNid PBA E—ROETRITEINES, UEFI IVE
1—HROEFIA VAN IVERTE (BERSN TWR I E1—5FIENRRIIL. BENICSERESNDE. I 1—-Ih Ry NI —D(3Ekt 9 2L, i)
BIERELEE(CRY ND— IR 71 IV HRRENE D,

5 &

o ARREU CRRENATEREER CRY MO =B 71 IVDRRENBVBE R Ry hI—I7 =TI AN TIVE 1—-HITIEFHL TWS L= ERL T
T2V FEGEL TORDOIED, RONTVRE, IDE1-5%BiEEEL T PBA E—R2ERLET.

TPM $ & T BitLocker

TPM $ &0 BitLocker DIF5—1—R

T/ E B

TPM_E_ERROR_MASK Zhnid, TPM N\=ROI7I5—% win I5—(CEITBz6DIS—Y R
JTY,

0x80280000

TPM_E_AUTHFAIL SREE(CRBRLE LTz,

0x80280001

TPM_E_BADINDEX PCR. DIR, F3MBDOL 29D > T I AN ELLHDFEE Ao

0x80280002

TPM_E_BAD_PARAMETER 1 DEIERONGA-INEIEE>TVET,

0x80280003

TPM_E_AUDITFAILURE BAEFIELGGE T URD. ZORIEOEEENRIUELR.

0x80280004



E / E

B2l

TPM_E_CLEAR_DISABLED

0x80280005

TPM_E_DEACTIVATED

0x80280006

TPM_E_DISABLED

0x80280007

TPM_E_DISABLED_CMD

0x80280008

TPM_E_FAIL

0x80280009

TPM_E_BAD_ORDINAL

0x8028000A

TPM_E_INSTALL_DISABLED

0x8028000B

TPM_E_INVALID_KEYHANDLE

0x8028000C

TPM_E_KEYNOTFOUND

0x8028000D

TPM_E_INAPPROPRIATE_ENC

0x8028000E

TPM_E_MIGRATEFAIL

0x8028000F

TPM_E_INVALID_PCR_INFO

0x80280010

TPM_E_NOSPACE

0x80280011

TPM_E_NOSRK

0x80280012

TPM_E_NOTSEALED_BLOB

0x80280013

DUTENISTNRTESN INTOVITFIRVETYIRNR T 72X

BCRDFUE.

TPM #7957474ELET

TPM ZBRIICLET,

A=y RIS RIMERCBOTVE T

BRENRBILEL,

FENARBBFF—BLTLEEATUR.

FABEZAV ANV IHEENMEBNTY

F—)\URIVERIRTEE R Ao

F—)\CRIDERRF—ZRUTVET .

RFANSNBVESIEAF-YTY,

BATAEGRICKBULEL.

PCR |B¥RZfEFR TEFHATUI.

F-Z0-RIIREIBOFEA.

AN =2 )—bE— (SRK) yMHDEE A

BES{taniz BLOB HMEXNTH DN 2D TPM TIIMERRSNFEATL
7—:0



E / E

B2l

TPM_E_OWNER_SET

0x80280014

TPM_E_RESOURCES

0x80280015

TPM_E_SHORTRANDOM

0x80280016

TPM_E_SIZE

0x80280017

TPM_E_WRONGPCRVAL

0x80280018

TPM_E_BAD_PARAM_SIZE

0x80280019

TPM_E_SHA_THREAD

0x8028001A

TPM_E_SHA_ERROR

0x8028001B

TPM_E_FAILEDSELFTEST

0x8028001C

TPM_E_AUTH2FAIL

0x8028001D

TPM_E_BADTAG

0x8028001E

TPM_E_IOERROR

0x8028001F

TPM_E_ENCRYPT_ERROR

0x80280020

TPM_E_DECRYPT_ERROR

0x80280021

TPM_E_INVALID_AUTHHANDLE

0x80280022

TPM [C[EI TICFRBEDVET,

TPM (Z(E YT R RSN 72327 DIz DOAREE)Y — AHA

ELTVWEY,

AL FHNMETEELLR,

TPM (C(E. $#IFZ2RITIBIHOBTENHDER A

ZHI{TE PCR ENRTED PCRBIC—ELTLEE A,

IV RICXF IS paramSize BIEDENELLBHDFE Ao

BEF D SHA-1 ALY RESDER A

BEFD SHA-1 ALYRTIS—HI TICRELTWRODT, 5TEZHATT

EFEA.

TPM N\=RII7F/NA AN, ZOAREBEILITANPCEEZRELEL
Jeo BIREAFERIBIC(E, IO 1—9%BREL TH TSV, BIEN
FERUBVBE. TPM \—ROI7EE(EVHT —R— ROZIEDN B
BIENHHET,

2 F—HEETD 2 BEEHOF - OFREENKBULFLUI,

IR RISEEENTATENELLBDEFER Ao

TPM ADIBEROELEFC 10 IT5-HRELEU.

ESLTOACRIENFEELELR,

ESETOEANT TUERATUR.

EMR)\DRIVMERZNZELU.



E / E

B2l

TPM_E_NO_ENDORSEMENT

0x80280023

TPM_E_INVALID_KEYUSAGE

0x80280024

TPM_E_WRONG_ENTITYTYPE

0x80280025

TPM_E_INVALID_POSTINIT

0x80280026

TPM_E_INAPPROPRIATE_SIG

0x80280027

TPM_E_BAD_KEY_PROPERTY

0x80280028

TPM_E_BAD_MIGRATION

0x80280029

TPM_E_BAD_SCHEME

0x8028002A

TPM_E_BAD_DATASIZE

0x8028002B

TPM_E_BAD_MODE

0x8028002C

TPM_E_BAD_PRESENCE

0x8028002D

TPM_E_BAD_VERSION

0x8028002E

TPM_E_NO_WRAP_TRANSPORT

0x8028002F

TPM_E_AUDITFAIL_UNSUCCESSFUL

0x80280030

TPM_E_AUDITFAIL_SUCCESSFUL

0x80280031

TPM (Z(E, REEF— ( EK ) MM ORAR=ILENTLER A

F-OFEREEEFFAIENTOEE A,

RESNLIYTATAI1TFEF RN TVER A

aY> RiFE. TPM OFIEEB LUZDOED TPM 24— N7y (CREEL TR
BorlEFTR{EEINFELUR.

FE&T 53, BN DER 1ERZEHSNEE A

TPM_KEY_PARM (ZH132F—-TTNT1(E. O TPM (L& THR—k
EnFtA.

COF-DBATITONFTAFELBDFE Ao
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