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Notes, cautions, and warnings

®| NOTE: A NOTE indicates important information that helps you make better use of your product.

A CAUTION indicates either potential damage to hardware or loss of data and tells you how to avoid
the problem.

A| WARNING: A WARNING indicates a potential for property damage, personal injury, or death.
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About this Guide

This guide provides information about the Dell Networking Operating System (OS) command line interface (CLI).

This guide also includes information about the protocols and features found in the Dell OS and on the Dell Networking systems
supported by the Dell OS.

References

For more information about your system, refer to the following documents:

e Dell Networking OS Configuration Guide
e Release Notes for the FN MXL System
Topics:

*«  Objectives

* Audience

¢ Conventions

. Information Icons

Objectives

This book is intended as a reference guide for the Dell OS CLI commands, with detailed syntax statements, along with usage
information and sample output.

This guide contains an Appendix with a list of the request for comment (RFCs) and management information base files (MIBs)
supported.

@ NOTE: For more information about when to use the CLI commands, refer to the Dell Networking OS Configuration Guide
for your system.

Audience

This book is intended for system administrators who are responsible for configuring or maintaining networks. This guide assumes
that you are knowledgeable in Layer 2 and Layer 3 networking technologies.

Conventions

This book uses the following conventions to describe command syntax.

Keyword Keywords are in Courier font and must be entered in the CLI as listed.

parameter Parameters are in italics and require a number or word to be entered in the CLI.

{X} Keywords and parameters within braces must be entered in the CLI.

[X] Keywords and parameters within brackets are optional.

x|y Keywords and parameters separated by a bar require you to choose one option.

x|y Keywords and parameters separated by a double bar allows you to choose any or all of the options.
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Information lcons

This book uses the following information symbols:
®| NOTE: The Note icon signals important operational information.

The Caution icon signals information about situations that could result in equipment damage or loss
of data.

®| NOTE: The Warning icon signals information about hardware handling that could result in injury.
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CLI Basics

This chapter describes the command line interface (CLI) structure and command modes. The Dell operating software commands
are in a text-based interface that allows you to use the launch commands, change command modes, and configure interfaces
and protocols.

Topics:

¢ Accessing the Command Line

e Multiple Configuration Users

*  Navigating the CLI

*  Obtaining Help

. Using the Keyword no Command
*  Filtering show Commands

¢ Command Modes

Accessing the Command Line

When the system boots successfully, you are positioned on the command line in EXEC mode and not prompted to log in. You
can access the commands through a serial console port or a Telnet session. When you Telnet into the switch, you are prompted
to enter a login name and password.

Example
telnet 172.31.1.53

Trying 172.31.1.53...
Connected to 172.31.1.53.
Escape character is '"~]'.
Login: username

Password: Dell>

After you log in to the switch, the prompt provides you with the current command-level information. For example:

Prompt CLI Command Mode
Dell> EXEC
Dell# EXEC Privilege

Dell (conf) # CONFIGURATION

@l NOTE: For a list of all the command mode prompts, refer to the Command Modes section.

Multiple Configuration Users

When a user enters CONFIGURATION mode and another user is already in CONFIGURATION mode, the Dell Networking
Operating System (OS) generates an alert warning message similar to the following:

Dell#conf

% Warning: The following users are currently configuring the system:
User "" on line console0

User "admin" on line vtyO ( 123.12.1.123 )

User "admin" on line vtyl ( 123.12.1.123 )

User "Irene" on line vty3 ( 123.12.1.321 )
Dell#conf
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When another user enters CONFIGURATION mode, the Dell Networking OS sends a message similar to the following:

o)

% Warning: User "admin" on line vty2 "172.16.1.210" is in configuration

In this case, the user is “admin” on vty2.

Navigating the CLI

The Dell Networking Operating System (OS) displays a command line interface (CLI) prompt comprised of the host name and

CLI mode.

e Host name is the initial part of the prompt and is “Dell” by default. You can change the host name with the hostname
command.

e CLI mode is the second part of the prompt and reflects the current CLI mode. For a list of the Dell Networking OS command
modes, refer to the command mode list in the Accessing the Command Line section.

The CLI prompt changes as you move up and down the levels of the command structure. Starting with CONFIGURATION mode,
the command prompt adds modifiers to further identify the mode. For more information about command modes, refer to the
Command Modes section.

Table 1. CLI Command

Prompt CLI Command Mode
Dell> EXEC

Dell# EXEC Privilege
Dell(conf)# CONFIGURATION
Dell(conf-if-te-0/0)# INTERFACE

(
Dell(conf-if-vI-1)#
Dell(conf-if-ma-0/0)#
(

Dell(conf-if-range)#

Dell(conf-line-console)# LINE

Dell(conf-line-vty)#

Dell(conf-mon-sess)# MONITOR SESSION

Obtaining Help

As soon as you are in a command mode there are several ways to access help.

To obtain a list of Type a 2 at the prompt or after a keyword. There must always be a space before the 2.
keywords at any
command mode:

To obtain a list Type help at the prompt.
of keywords with

a brief functional

description:

To obtain a list of Type a keyword and then type a space and a 2.
available options:

To obtain a list of Type a partial keyword and then type a 2.
partial keywords

using a partial

keyword:
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Example

The following is an example of typing ip 2 at the prompt:

Dell (conf) #ip ?

igmp Internet Group Management Protocol
route Establish static routes

telnet Specify telnet options

When entering commands, you can take advantage of the following timesaving features:

e The commands are not case-sensitive.

e You can enter partial (truncated) command keywords. For example, you can enter int gig int interface for the
interface gigabitethernet interface command.

To complete keywords in commands, use the TAB key.

To display the last enabled command, use the up Arrow key.

Use either the Backspace key or Delete key to erase the previous character.

To navigate left or right in the Dell Networking OS command line, use the left and right Arrow keys.

The shortcut key combinations at the Dell Networking OS command line are as follows:

Key
Combination

CNTL-A
CNTL-B
CNTL-D
CNTL-E
CNTL-F
CNTL-I

CNTL-K
CNTL-L
CNTL-N

CNTL-P
CNTL-R
CNTL-U
CNTL-W
CNTL-X
CNTL-2
Esc B
Esc F
Esc D

Action

Moves the cursor to the beginning of the command line.

Moves the cursor back one character.

Deletes the character at the cursor.

Moves the cursor to the end of the line.

Moves the cursor forward one character.

Completes a keyword.

Deletes all the characters from the cursor to the end of the command line.
Re-enters the previous command.

Returns to the more recent commands in the history buffer after recalling commands with Ctrl-P or the
up Arrow key.

Recalls commands, beginning with the last command.
Re-enters the previous command.

Deletes the line.

Deletes the previous word.

Deletes the line.

Ends continuous scrolling of the command outputs.
Moves the cursor back one word.

Moves the cursor forward one word.

Deletes all the characters from the cursor to the end of the word.

Using the Keyword no Command

To disable, delete or return to default values, use the no form of the commands.

For most commands, if you type the keyword no in front of the command, you disable that command or delete it from the
running configuration. In this guide, the no form of the command is described in the Syntax portion of the command description.

For example:

Syntax

no {boot | default | enable | ftp-server | hardware | hostname | ip | line
| logging | monitor | service | io-aggregator broadcast storm-control |
snmp-server | username}
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Defaults None

Command Modes CONFIGURATION

Command . P
History Version Description
9.9(0.0) Introduced on the FN MXL
8.3.17.0 Supported on the M 1/0 Aggregator.

Filtering show Commands

To find specific information, display certain information only or begin the command output at the first instance of a regular
expression or phrase, you can filter the display output of a show command.

When you execute a show command, and then enter a pipe ( | ), one of the following parameters, and a regular expression, the

resulting output either excludes or includes those parameters.

@ NOTE: The Dell Networking Operating System (OS) accepts a space before or after the pipe, no space before or after
the pipe, or any combination. For example: Dell#command | grep gigabit |except regular-expression |

find regular-expression.

except displays only the text that does not match the pattern (or regular expression)
find searches for the first occurrence of a pattern

grep displays text that matches a pattern.

no-more does not paginate the display output

save copies the output to a file for future use

The grep command option has an ignore-case sub-option that makes the search case-insensitive. For example, the commands:

Displaying All Output

To display the output all at once (not one screen at a time), use the no-more option after the pipe. This operation is similar to
the terminal length screen-length command except that the no-more option affects the output of just the specified
command. For example: Dell#show running-config|no-more.

Filtering the Command Output Multiple Times

You can filter a single command output multiple times. To filter a command output multiple times, place the save option as the
last filter. For example: Dell# command | grep regular-expression | except regular-—-expression | grep
other-regular-expression | find regular-expression | no-more | save.

Command Modes

To navigate and launch various CLI modes, use specific commands. Navigation to these modes is described in the following
sections.

EXEC Mode

When you initially log in to the switch, by default, you are logged in to EXEC mode. This mode allows you to view settings and
enter EXEC Privilege mode, which is used to configure the device.

When you are in EXEC mode, the > prompt is displayed following the host name prompt, which is “Dell” by default. You can
change the host name prompt using the hostname command.
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®| NOTE: Each mode prompt is preceded by the host name.

EXEC Privilege Mode

The enable command accesses EXEC Privilege mode. If an administrator has configured an “Enable” password, you are
prompted to enter it.
EXEC Privilege mode allows you to access all the commands accessible in EXEC mode, plus other commands, such as to clear

address resolution protocol (ARP) entries and IP addresses. In addition, you can access CONFIGURATION mode to configure
interfaces, routes and protocols on the switch. While you are logged in to EXEC Privilege mode, the # prompt displays.

CONFIGURATION Mode

In EXEC Privilege mode, use the configure command to enter CONFIGURATION mode and configure routing protocols and
access interfaces.

To enter CONFIGURATION mode:

1. Verify that you are logged in to EXEC Privilege mode.

2. Enter the configure command. The prompt changes to include (conf).

From this mode, you can enter INTERFACE mode by using the interface command.

INTERFACE Mode

Use INTERFACE mode to configure interfaces or IP services on those interfaces. An interface can be physical (for example, a
Gigabit Ethernet port) or virtual (for example, the Null interface).
To enter INTERFACE mode:

1. Verify that you are logged in to CONFIGURATION mode.
2. Enter the interface command and then enter an interface type and interface number that is available on the switch.

The prompt changes to include the designated interface and slot/port number. For example:

Prompt Interface Type

Dell (conf- INTERFACE mode

if) #

Dell (conf-if- Ten-Gigabit Ethernet interface then slot/port information
te-0/0)#

Dell (conf-if- Forty-Gigabit Ethernet interface then slot/port information
fo-0/0) #

Dell (conf-if- Loopback interface number

lo-0)#

Dell (conf-if- Null Interface then zero

nu-0) #

Dell (conf-if- Port-channel interface number

po-0) #

Dell (conf-if- VLAN Interface then VLAN number (range 1-4094)
v1l-0)#

Dell (conf-if- Management Ethernet interface then slot/port information
ma-0/0) #

Dell (conf-if- Designated interface range (used for bulk configuration).
range) #
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IP ACCESS LIST Mode

To enter IP ACCESS LIST mode and configure either standard or extended access control lists (ACLs), use the ip access-
list standardor ip access-list extended command.

To enter IP ACCESS LIST mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Usethe ip access-1list standardor ip access-list extended command. Include a name for the ACL. The
prompt changes to include (conf-std-nacl) or (conf-ext-nacl).

You can return to CONFIGURATION mode by using the exit command.

LINE Mode

To configure the console or virtual terminal parameters, use LINE mode.

To enter LINE mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the 1ine command. Include the keywords console or vty and their line number available on the switch. The prompt
changes toinclude (config-line-console)or (config-line-vty).

You can exit this mode by using the exit command.

MAC ACCESS LIST Mode

To enter MAC ACCESS LIST mode and configure either standard or extended access control lists (ACLs), use the mac
access-list standard ormac access-list extended command.

To enter MAC ACCESS LIST mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Usethe mac access-list standardormac access-list extended command. Include a name for the ACL. The
prompt changes to include (conf-std-macl) or (conf-ext-macl).

You can return to CONFIGURATION mode by using the exit command.

MULTIPLE SPANNING TREE Mode

To enable and configure the multiple spanning tree protocol (MSTP), use MULTIPLE SPANNING TREE mode , as described in
Multiple Spanning Tree Protocol (MSTP).

To enter MULTIPLE SPANNING TREE mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol spanning-tree mstp command.

You can return to CONFIGURATION mode by using the exit command.

Per-VLAN SPANNING TREE (PVST+) Plus Mode

To enable and configure the Per-VLAN Spanning Tree (PVST+) protocol, use PVST+ mode. For more information, refer to
Per-VLAN Spanning Tree Plus (PVST+).

®| NOTE: The protocol name is PVST+, but the plus sign is dropped at the CLI prompt.

To enter PVST+ mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol spanning-tree pvst command. The prompt changes to include (conf-pvst).
You can return to CONFIGURATION mode by using the exit command.
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PREFIX-LIST Mode

To configure a prefix list, use PREFIX-LIST mode.

To enter PREFIX-LIST mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the ip prefix-1ist command. Include a name for the prefix list. The prompt changes to include (conf-
nprefixl).

You can return to CONFIGURATION mode by using the exit command.

PROTOCOL GVRP Mode

To enable and configure GARP VLAN Registration Protocol (GVRP), use PROTOCOL GVRP mode. For more information, refer
to GARP VLAN Registration (GVRP).

To enter PROTOCOL GVRP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol gvrp command. The prompt changes to include (config-gvrp).
You can return to CONFIGURATION mode by using the exit command.

RAPID SPANNING TREE (RSTP) Mode

To enable and configure RSTP, use RSTP mode. For more information, refer to Rapid Spanning Tree Protocol (RSTP).

To enter RSTP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol spanning-tree rstp command. The prompt changes to include (conf-rstp)
You can return to CONFIGURATION mode by using the exit command.

ROUTE-MAP Mode

To configure a route map, use ROUTE-MAP mode.

To enter ROUTE-MAP mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Use the route-map map-name [permit | deny] [sequence-number] command. The prompt changes to include
(config-route-map).

You can return to CONFIGURATION mode by using the exit command.

ROUTER OSPF Mode

To configure OSPF, use ROUTER OSPF mode. For more information, refer to Open Shortest Path First (OSPF).

To enter ROUTER OSPF mode:
1. Verify that you are logged in to CONFIGURATION mode.
2. Enter the router ospf {process-id} command. The prompt changes to include (conf-router ospf-id).

You can switch to INTERFACE mode by using the interface command or you can switch to ROUTER RIP mode by using the
router rip command.

ROUTER RIP Mode

To enable and configure Router Information Protocol (RIP), use ROUTER RIP mode. For more information, refer to Routing
Information Protocol (RIP).

To enter ROUTER RIP mode:
1. Verify that you are logged in to CONFIGURATION mode.
2. Enter the router rip command. The prompt changes to include (conf-router rip).
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You can return to CONFIGURATION mode by using the exit command.

SPANNING TREE Mode

To enable and configure the Spanning Tree protocol, use SPANNING TREE mode. For more information, refer to Spanning Tree
Protocol (STP).

To enter SPANNING TREE mode:

1. Verify that you are logged in to CONFIGURATION mode.

2. Enter the protocol spanning-tree stp-id command. The prompt changes to include (conf-stp).

You can return to CONFIGURATION mode by using the exit command.
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File Management

This chapter contains command line interface (CLI) commands needed to manage the configuration files as well as other file
management commands.

The commands in this chapter are supported by the Dell Networking Operating System (OS).

Topics:

boot system

cd

copy

copy running-config startup-config
delete

format flash

HTTP Copy via CLI
logging coredump
logging coredump server
pwd

rename

restore factory-defaults
show boot system
show file

show file-systems

show os-version

show running-config
show startup-config
show version

upgrade boot

upgrade system

verify

boot system

Tell the system where to access the Dell Networking OS image used to boot the system.

Syntax boot system {gateway ip-address | stack-unit {stack-unit-number | all}}

{default | primary | secondary} {{system: {A: | B: | bmp-boot}} | tftp: }}}

To return to the default boot sequence, use the no boot system command.

Parameters

gateway Enter the IP address of the default next-hop gateway for the management subnet.
ip-address Enter an IP address in dotted decimal format.

stack-unit Enter the stack-unit number for the master switch.

stack-unit- Enter the stack-unit number. The range is from O to 5.

number

all Enter the keywordal1l to apply the configuration for all stack units.

default Enter the keyword default to use the primary Dell Networking OS image.
primary Enter the keyword primary to use the primary Dell Networking OS image.
secondary Enter the keyword secondary to use the primary Dell Networking OS image.

File Management 51



Defaults
Command Modes

Command
History

Usage
Information

cd

tftp: Enter the keyword TFTP: to retrieve the image from a TFTP server. tftp://hostip/

filepath.
A:| B: Enter A: or B: to boot one of the system partitions.
bmp-boot Enter the keyword bmp-boot to boot the system, when you are not sure about

the partition that contains image from DHCP offer.
®| NOTE: In normal-reload, this keyword is not enabled.

Not configured.

CONFIGURATION

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
Networking OS Command Line Reference Guide.

The following is a list of the Dell Networking OS version history for this command.

Version Description

9.9(0.0) Introduced on the FN IOM.

9.7(0.0) Introduced the support for bmp-boot on the MXL switch.
8.3.19.0 Introduced on the S4820T.

8.3.17.0 Introduced on the MXL switch.

8.3.11.1 Introduced on the Z9000.

8.3.7.0 Introduced on the S4810.

To display these changes in the show bootvar command output, save the running configuration to the
startup configuration (using the copy command) and reload system.

The keyword bmp-boot is used only when the device boots up from BMP. In case of industrial standard
upgraded device, the Dell networking OS stores the image partition upgraded from the DHCP offer in
bmp-boot variable.

Change to a different working directory.

Syntax

Parameters

cd directory

directory (OPTONAL) Enter the following:
e flash: (internal Flash) or any sub-directory
e usbflash: (external Flash) or any sub-directory

Command Modes EXEC Privilege

Command
History

copy

Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.0 Introduced on the MXL 10/40GbE Switch 10 Module.

Copy one file to another location. The Dell Networking Operating System (OS) supports IPv4 addressing for FTP, TFTP, and
SCP (in the hostip field).

Syntax

copy source-file-url destination-file-url
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Parameters

Enter the following location keywords and information:

file-url To copy a file Enter the keyword flash:// then the filename.
from the internal
FLASH
To copy Enter the keywords running-config.

the running
configuration

To copy Enter the keywords startup-config.
the startup
configuration

Command Modes EXEC Privilege

Command
History

Usage
Information

Example

To copy a file Enter the keyword slot0:// then the filename.
on the external
FLASH

Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

The Dell Networking OS supports a maximum of 100 files at the root directory level, on both the internal
and external Flash.

The usbflash commands are supported. For a list of approved USB vendors, refer to the Dell
Networking OS Release Notes.

When copying a file to a remote location (for example, using Secure Copy [SCP]), enter only the
keywords and Dell Networking OS prompts you need for the rest of the information. For example, when
using SCP, you can enter copy running-config scp: where running-config is the source and
the target is specified in the ensuing prompts. The Dell Networking OS prompts you to enter any required
information, as needed for the named destination—remote destination, destination filename, user ID,
password, and so forth.

@ NOTE: Dell Networking OS imposes a length limit on the password you create for performing the
secure copy operation. Your password can be no longer than 32 characters.

When you use the copy running-config startup-config command to copy the running
configuration (the startup configuration file amended by any configuration changes made since the
system was started) to the startup configuration file, the Dell Networking OS creates a backup file on the
internal flash of the startup configuration.

The Dell Networking OS supports copying the running-configuration to a TFTP server or to an FTP
server. For example:
® copy running-config tftp:

e copy running-config ftp:

@ NOTE: Dell Networking OS imposes a length limit on the password you create for accessing the FTP
server. Your password can be no longer than 32 characters.

Dell#copy running-config scp:

Address or name of remote host []: 10.10.10.1

Port number of the server [22]: 99

Destination file name [startup-config]: old running
User name to login remote host: sburgess

Password to login remote host:

Password to login remote host? dilling

In this copy scp: flash: example, specifying SCP in the first position indicates that the target is to
be specified in the ensuing prompts. Entering f1ash: in the second position indicates that the target
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is the internal Flash. The source is on a secure server running SSH, so you are prompted for the user
datagram protocol (UDP) port of the SSH server on the remote host.

Example

Dell#copy scp:

flash:

Address or name of remote host []: 10.11.199.134
Port number of the server [22]: 99

Source file name []: test.cfg

User name to login remote host: admin

Password to login remote host:

Destination file name [test.cfg]: testl.cfg

Related cd — changes the working directory.

Commands

copy running-config startup-config

Copy running configuration to the startup configuration.

Syntax copy running-config startup-config {duplicate}

Command Modes EXEC Privilege

Command . o
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage This command is useful for quickly making a changed configuration on one chassis available on external
Information flash in order to move it to another chassis.

delete

Delete a file from the flash. After deletion, files cannot be restored.

Syntax delete flash:

Parameters flash-url

no-confirm

Command Modes EXEC Privilege

Command

History Version
9.9(0.0)
8.3.16.1

Example
Dell#dir

([flash://]filepath) usbflash ([usbflash://]filepath)

Enter the following location and keywords:

e For afile or directory on the internal Flash, enter £1ash:// then the filename
or directory name.

e For afile or directory on an external USB drive, enter usbflash:// then the
filename or directory name.

(OPTIONAL) Enter the keywords no-confirm to specify that the Dell Networking
OS does not require user input for each file prior to deletion.

Description
Introduced on the FN IOM.
Introduced on the MXL 10/40GbE Switch IO Module.

Directory of flash:

1 drwx 4096
2 drwx 2048
3 drwx 4096
4 drwx 4096
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Jan 01 1980 00:00:00 +00:00

Mar 06 2010 00:36:21 +00:00 ..

Feb 25 2010 23:32:50 +00:00 TRACE LOG_DIR
Feb 25 2010 23:32:50 +00:00 CORE DUMP DIR



Related
Commands

5 d--- 4096 Feb 25 2010 23:32:50 +00:00 ADMIN DIR

6 -rwx 720969768 Mar 05 2010 03:25:40 +00:00 6gb

7 -rwx 4260 Mar 03 2010 22:04:50 +00:00 prem-23-5-12

8 -rwx 31969685 Mar 05 2010 17:56:26 +00:00
DellS-XL-8-3-16-148.bin

9 -rwx 3951 Mar 06 2010 00:36:18 +00:00 startup-config

flash: 2143281152 bytes total (1389801472 bytes free)
Dell#

cd — Changes the working directory.

format flash

Erase all existing files and reformat the filesystem in the internal flash memory. After the filesystem is formatted, files cannot be

restored.

Syntax
Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

format {flash: | usbflash:}
flash memory

EXEC Privilege

Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

You must include the colon (:) when entering this command.
This command deletes all files, including the startup configuration file. So, after
executing this command, consider saving the running config as the startup config (use the
write memory command or copy run start command).

copy — copies the current configuration to either the startup-configuration file or the terminal.
show file — displays the contents of a text file in the local filesystem.

show file-systems — displays information about the file systems on the system.

HTTP Copy via CLI

Copy one file to another location. Dell Networking OS supports IPv4 and IPv6 addressing for FTP, TFTP, and SCP (in the hostip

field).

Syntax

Parameters

Defaults

copy http://10.16.206.77/sample file flash://sample filecopy flash://
sample file http://10.16.206.77/sample file

You can copy from the server to the switch and vice-versa.

copy http: Address or name of remote host []: 10.16.206.77
flash:

Port number of the server [80]:

Source file name []: sample_file

User name to login remote host: x

Password to login remote host:

Destination file name [sample_file]:

None.
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Command Modes EXEC Privilege

Command . i
History Version Description

9.8(0.0P5) Introduced on the S4048-ON.

9.8(0.0P2) Introduced on the S3048-ON.

9.3(0.1) Introduced on the S6000, Z9000, S4810, and S4820T.
Example

copy http://admin:adminl23@10.16.206.77/sample file flash://sample file

logging coredump

Enable coredump.
Syntax logging coredump stack-unit all

Command Modes CONFIGURATION

Command . .-
History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Usage The kernel coredump can be large and may take five to 30 minutes to upload.

Information ) . o
The Dell Networking OS does not overwrite application coredumps so you should delete them as

necessary to conserve space on the flash; if the flash is out of memory, the coredump is aborted.

If the FTP server is not reachable, the application coredump is aborted. The Dell Networking OS
completes the coredump process and waits until the upload is complete before rebooting the system.

Related logging coredump server — designates a server to upload kernel coredumps.
Commands

logging coredump server

Designate a server to upload core dumps.

Syntax logging coredump server {ipv4-address} username name password [type]
password
Parameters {ipv4-address} Enter the server IPv4 address (A.B.C.D).
name Enter a username to access the target server.
type Enter the password type:

e Enter 0 to enter an unencrypted password.
e Enter 7 to enter a password that has already been encrypted using a Type 7
hashing algorithm.

password Enter a password to access the target server.

Defaults Crash kernel files are uploaded to flash by default.
Command Modes CONFIGURATION

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
8.4.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
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Usage Because flash space may be limited, using this command ensures your entire crash kernel files are
Information uploaded successfully and completely. Only a single coredump server can be configured. Configuration of
a new coredump server over-writes any previously configured server.
@ NOTE: You must disable 1ogging coredump before you designate a new server destination for

your core dumps.

Related logging coredump — disables the kernel coredump
Commands

pwd

Display the current working directory.

Syntax pwd
Command Modes EXEC Privilege

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Example

Dell#pwd

flash:

Dell#
Related cd — changes the directory.
Commands

rename

Rename a file in the local file system.
Syntax rename url url

Parameters url Enter the following keywords and a filename:

e For afile on the internal Flash, enter £f1ash:// then the filename.
e F[or a file on an external USB drive, enter usbflash:// then the filename.

Command Modes EXEC Privilege

Command . ..
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

restore factory-defaults

Restore factory defaults.

Syntax restore factory-defaults stack-unit {0-5 | all} {clear-all | bootvar |
nvram}

Parameters factory-defaults Return the system to its factory default mode.
0-5 Enter the stack member unit identifier to restore only the mentioned stack-unit.
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bootvar

clear-all

nvram

Command Modes EXEC Privilege

Command

History

Usage

Information

58

Version
9.9(0.0)
9.5(0.1)
9.0.2.0
9.0.0.0
8.3.19.0
8.3.12.0
8.3.16.0

Enter the keyword al1l to restore all units in the stack.
Enter the keyword bootvar to reset boot line.

Enter the keywords clear-all to reset the NVRAM, boot environment variables,
and the system startup configuration.

Enter the keyword nvram to reset the NvVRAM only.

Description

Introduced on the FN IOM.

Added bootvar as a new parameters.

Introduced on the S6000.

Introduced on the Z9000.

Introduced on the S4820T.

Introduced on the S4810.

Introduced on the MXL 10/40GbE Switch IO Module.

Restoring factory defaults deletes the existing startup configuration and all persistent settings (stacking,

fan-out, and so forth).

When restoring all units in a stack, all the units in the stack are placed into stand-alone mode.

When restoring a single unit in a stack, that unit placed in stand-alone mode. No other units in the stack
are affected.

When restoring units in stand-alone mode, the units remain in stand-alone mode after the restoration.
After the restore is complete, the units power cycle immediately.

There is no undo for this command.

Following are the factory-default environment variables:

baudrate

primary_boot

secondary_boot

default_boot
ipaddr
gatewayip
netmask
macaddr
mgmtautoneg
mgmtspeed100

mgmtfullduplex

Each boot path variable (primary_boot, secondary_boot, and default_boot) is further split into the
following three independent variables:

primary_server, primary_file, and primary_type

secondary_server, secondary_file, and secondary_type

default_server, default_file, and default_type
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Example (all
stack units)

Example (single
stack)

Example (NVRAM
all stack units)

Example
(NVvRAM, single
unit)

NOTE: For information on the default values that these variables take, refer to the Restoring Factory

Default Environment Variables section in the Dell Networking OS Configuration guide.

Dell#restore factory-defaults stack-unit all clear-all

R R R b b A b I b I b b S b S 2 b S b b b b A b b b b S b I b b A b S 2 b S b S b b b S b b b S b b A b S b b b

* Warning - Restoring factory defaults will delete the existing *

* startup-config and all persistent settings (stacking, fanout, etc.)*
* All the units in the stack will be split into standalone units. *

* After restoration the unit(s) will be powercycled immediately. *

* Proceed with caution ! *

R IR SR IR R R b b b b b b b b 2 S 2 2 S S S 2 S S S S R b b b R b b b b b b b 2 b 2 2 S S S 2 2 S S 2 SE IE b 2 Ik b b 2 3

Proceed with factory settings? Confirm [yes/no]:yes

-- Restore status --

Unit Nvram Config
0 Success Success
1 Success Success
2 Success Success
3 Not present
4 Not present

al

Not present
Power-cycling the unit(s).
Dell#

Dell#restore factory-defaults stack-unit 0 clear-all

R R R I b b A b I b I b b S b S 2 h S b b b b A b b b b A b I b b S b I 2 b S b S 2 b b S b b b S S b S b S b b b

* Warning - Restoring factory defaults will delete the existing *

* startup-config and all persistent settings (stacking, fanout, etc.)*
* After restoration the unit(s) will be powercycled immediately. *

* Proceed with caution ! *

LR I I I I I S S I I I S R I I I R R I b b b b I I b I I 2 I I 2 S I I I S I b R R b b R R b b b b b b 2 b I 2

Proceed with factory settings? Confirm [yes/no]:yes

== Restore status ==

Unit Nvram Config

0 Success Success
Power-cycling the unit(s).
Dell#

Dell#restore factory-defaults stack-unit all nvram

R IR SR b R R I b b b b b 2 2 b 2 b S 2 2 S S S SR S S S S IR b b b R b b b b b b b 2 b 2 2 S S S 2 2 S S S SE I S 2h b b b 2 3

* Warning - Restoring factory defaults will delete the existing *

* persistent settings (stacking, fanout, etc.) *

* All the units in the stack will be split into standalone units. *
* After restoration the unit(s) will be powercycled immediately. *
* Proceed with caution ! *

R R R b b b 2 b I b b S b S 2 b S b b b A b b b b S b I b b b S 2 b b b S b b b S b b A b S S b A b S b b b
Proceed with factory settings? Confirm [yes/no]:yes

-- Restore status --

Unit Nvram Config

0 Success

1 Success

2 Success

3 Not present

4 Not present

Not present
Power-cycling the unit(s).
Dell#

[€)]

Dell#restore factory-defaults stack-unit Ilnvram

R IR SR IR R R b b b b b b b b 2 S S 2 2 S S S S S S S S R b b b R b b b b b b b b b 2 2 S 2 S 2 2 S S S SE SE b 2h b b b 2

* Warning - Restoring factory defaults will delete the existing *
* persistent settings (stacking, fanout, etc.) *

* After restoration the unit(s) will be powercycled immediately. *
* Proceed with caution ! *
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KAk kA hhk A Ak hkh kA Ak hkh kA hkhkhkh Ak hk Ak Ak hkdkhkhkhhk Ak hkhhkhkdAhkhhkhkrkhkhkhkhkkkhkkhkxkxkk*kx*

Proceed with factory settings? Confirm [yes/no]:yes
-— Restore status --

Unit Nvram Config

1 Success
Power-cycling the unit(s).
Dell#

show boot system

Displays information about boot images currently configured on the system.

Syntax show boot system stack-unit {0-5 | all}
Parameters 0-5 Enter this information to display the boot image information of only the entered
stack-unit.
all Enter the keyword all to display the boot image information of all the stack-units
in the stack.
Defaults none

Command Modes e EXEC
e EXEC Privilege

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Example

Dell#show boot system stack-unit all
Current system image information in the system:

Stack-unit is not present.

0
Stack-unit 1 is not present.
Stack-unit 2 is not present.
Stack-unit 3 is not present.
Stack-unit 4 is not present.
Stack-unit 5 DOWNLOAD BOOT 9-1-0-675 9-1-0-684

show file

Display contents of a text file in the local filesystem.

Syntax show file url
Parameters .
url Enter one of the following:
e F[or a file on the internal Flash, enter £1ash:// then the filename.
e For afile on the external Flash, enter usbflash:// then the filename.
Command Modes EXEC Privilege

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
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Example i .
Dell#show file flash://startup-config

! Version E8-3-16-29

! Last configuration change at Thu Apr 26 19:19:02 2012 by default

! Startup-config last updated at Thu Apr 26 19:19:04 2012 by default

|
boot system stack-unit 0 primary system: A:
boot system stack-unit 0 secondary tftp://10.11.200.241/dt-m1000e-5-c2
boot system gateway 10.11.209.254

|

redundancy auto-synchronize full
redundancy disable-auto-reboot stack-unit
|

redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit
redundancy disable-auto-reboot stack-unit

redundancy disable-auto-reboot stack-unit
!

G W NP O

service timestamps log datetime
logging coredump stack-unit all
|

hostname FTOS

--More--

Related format flash — Erases all the existing files and reformats the filesystem in the internal flash memory.
Commands . . . i i
show file-systems — displays information about the file systems on the system.

show file-systems

Display information about the file systems on the system.

Syntax show file-systems

Command Modes EXEC Privilege

Command v . D ioti
History ersion escription
9.9(0.0) Introduced on the FN IOM.
8.3.16.0 Introduced on the MXL 10/40GbE Switch 10 Module.
Example
Dell#show file-systems
Size (b) Free (b) Feature Type Flags Prefixes
2143281152 2000936960 FAT32 USERFLASH rw flash:
15848660992 831594496 FAT32 USBFLASH rw usbflash:
= = = network rw ftp:
= = = network rw tftp:
= = = network rw scp:
Dell#
Command Fields . . as
Field Description
size(b) Lists the size (in bytes) of the storage location. If the location is remote, no size is
listed.
Free(b) Lists the available size (in bytes) of the storage location. If the location is remote,
no size is listed.
Feature Displays the formatted DOS version of the device.
Type Displays the type of storage. If the location is remote, the word network is listed.
Flags Displays the access available to the storage location. The following letters indicate

the level of access:
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Field Description

e r =read access
e W = write access

Prefixes Displays the name of the storage location.

Related format flash — Erases all the existing files and reformats the filesystem in the internal flash memory.
Commands . o .
show file — Displays the contents of a text file in the local filesystem.

show startup-config — Displays the current SFM status.

show os-version

Display the release and software image version information of the image file specified.

Syntax show os-version [file-url]

Parameters file-url (OPTIONAL) Enter the following location keywords and information:

e For a file on the internal Flash, enter £1ash:// then the filename.

e For a file onan FTP server, enter ftp://user:password@hostip/
filepath

For a file on a TFTP server, enter tftp://hostip/filepath.
For a file on the external Flash, enter usbflash://filepath then the

filename.

Defaults none
Command Modes EXEC Privilege
Command . . .
History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage ®| NOTE: A filepath that contains a dot ( . ) is not supported.
Information
Example

Dell#show os-version

RELEASE IMAGE INFORMATION

Platform Version Size ReleaseTime
IOM-Series: XL 9-1-0-848 31962011 Mar 20 2012 09:26:46

TARGET IMAGE INFORMATION

Type Version Target checksum
runtime 9-1-0-848 Control Processor passed

BOOT IMAGE INFORMATION

Type Version Target checksum
boot flash 4.0.1.0bt Control Processor passed

BOOTSEL IMAGE INFORMATION

Type Version Target checksum
boot selector 4.0.0.0bt Control Processor passed

CPLD IMAGE INFORMATION
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Stack-unit 5
Dell#

IOM SYSTEM CPLD 5

show running-config

Display the current configuration and display changes from the default values.

Syntax

Parameters

entity

show running-config [entity]

[configured] [status]

(OPTIONAL) To display that entity’s current (non-default) configuration, enter one
of the following keywords:

@ NOTE: If you did not configure anything that entity, nothing displays and the
prompt returns.

aaa

acl

arp

boot
class-map
fefd

ftp

fvrp

host

hardware-
monitor

igmp
interface
line
load-balance
logging

mac

mac-address-
table

management-
route

mroute
ntp
ospf
pim

policy-map-
input

policy-map-
output

prefix-list
privilege

radius

for the current AAA configuration

for the current ACL configuration

for the current static ARP configuration
for the current boot configuration

for the current class-map configuration
for the current FEFD configuration

for the current FTP configuration

for the current FVRP configuration

for the current host configuration

for hardware-monitor action-on-error settings

for the current IGMP configuration

for the current interface configuration

for the current line configuration

for the current port-channel load-balance configuration
for the current logging configuration

for the current MAC ACL configuration

for the current MAC configuration

for the current Management port forwarding configuration

for the current Mroutes configuration
for the current NTP configuration

for the current OSPF configuration
for the current PIM configuration

for the current input policy map configuration

for the current output policy map configuration

for the current prefix-list configuration
for the current privilege configuration

for the current RADIUS configuration
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resolve for the current DNS configuration

rip for the current RIP configuration
route-map for the current route map configuration
snmp for the current SNMP configuration

spanning-tree for the current spanning tree configuration

static for the current static route configuration
status for the file status information

tacacs+ for the current TACACS+ configuration
tftp for the current TFTP configuration
users for the current users configuration

wred-profile for the current wred-profile configuration

configured (OPTIONAL) Enter the keyword configuration to display line card interfaces
with non-default configurations only.

status (OPTIONAL) Enter the keyword status to display the checksum for the running
configuration and the start-up configuration.

Command Modes EXEC Privilege

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Example
Dell#show running-config
Current Configuration
! Version E8-3-16-29
! Last configuration change at Thu Apr 26 19:19:21 2012 by admin
! Startup-config last updated at Thu Apr 26 19:19:04 2012 by default
|
boot system stack-unit 0 primary system: A:
boot system stack-unit 0 secondary tftp://10.11.200.241/dt-m1000e-5-c2
boot system gateway 10.11.209.254
|
redundancy auto-synchronize full
redundancy disable-auto-reboot stack-unit
|
redundancy disable-auto-reboot stack-unit 0
redundancy disable-auto-reboot stack-unit 1
redundancy disable-auto-reboot stack-unit 2
redundancy disable-auto-reboot stack-unit 5
| ==Mere==
service timestamps log datetime
logging coredump stack-unit all
|
hostname FTOS
!
Example : .
Dell#show running-config status
running-config bytes 4306, checksum 0x4D55EE70
startup-config bytes 4344, checksum 0x6472C5E
Dell#
Usage The status option allows you to display the size and checksum of the running configuration and the
Information startup configuration.
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show startup-config

Display the startup configuration.

Syntax show startup-config

Command Modes EXEC Privilege

Command Vv . D ioti
History ersion escription
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Example
Dell#show startup-config
! Version E8-3-16-29
! Last configuration change at Thu Apr 26 19:19:02 2012 by default
! Startup-config last updated at Thu Apr 26 19:19:04 2012 by default
|
boot system stack-unit 0 primary system: A:
boot system stack-unit 0 secondary tftp://10.11.200.241/
dt-m1000e-5-c2
boot system gateway 10.11.209.254
|
redundancy auto-synchronize full
redundancy disable-auto-reboot stack-unit
|
redundancy disable-auto-reboot stack-unit 0
redundancy disable-auto-reboot stack-unit 1
redundancy disable-auto-reboot stack-unit 2
redundancy disable-auto-reboot stack-unit 3
--More--
Related show running-config — displays the current (running) configuration.
Commands
Display the current Dell Networking OS version information on the system.
Syntax show version
Command Modes EXEC Privilege
Command . .-
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Example

Dell#show version

Dell Real Time Operating System Software

Dell Operating System Version: 2.0

Dell Application Software Version: 1-0(0-82)

Copyright (c) 1999-2015 by Dell Inc. All Rights Reserved.

Build Time: Fri Jul 3 18:26:15 2015

Build Path: /sites/maa/work/swstorage0l 1/sgopi/sgopi webuill/SW/SRC
Dell Networking OS uptime is 4 hour(s), 24 minute(s)

System image file is "stompserverlal"
System Type: PE-FN-410S-I0OM

Control Processor: MIPS RMI XLP with 2 Gbytes (2147483648 bytes) of
memory, cores(s) 1.
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Command Fields

128M bytes of boot flash memory.

1 12-port GE/TE (FN)
12 Ten GigabitEthernet/IEEE 802.3 interface (s)

Dell#

Lines
Beginning
With

Dell Force10
Network...

Dell Force10
Operating...

Dell Force10
Application...

Copyright (c)...

Build Time...
Build Path...

Dell Force10
uptime is...

System image...

Chassis Type:

Control
Processor:...

128K bytes...
134 Port

upgrade boot

Description

Name of the operating system
OS version number
Software version

Copyright information
Software build’s date stamp
Location of the software build files loaded on the system

Amount of time the system has been up

Image file name

Chassis type (for example, E1200, E600, E600i, E300, C300, C150, S25, S50, Sb5,
S60, S4810)

Control processor information and amount of memory on processor

Amount and type of memory on system

Hardware configuration of the system, including the number and type of physical
interfaces available

Upgrade the bootflash image or bootselector image.

Syntax

Parameters

upgrade boot
all} {booted

bootflash-image

bootselector-
image

0-5
all

booted

ftp:
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{all | bootflash-image | bootselector-image} stack-unit {0-5 |

flash: |ftp: | tftp: | usbflash:} (A: | B:}

Enter the keyword all to change both the bootflash and bootselecter images.
Enter the keywords bootflash-image to change the bootflash image.

Enter the keywords bootselector-image to change the bootselector image.

Enter the keyword 0-5 to upgrade all stack-units.
Enter the keyword a1l to upgrade all the member stack-units.

Enter the keyword booted to upgrade from the current image in the MXL
10/40GbE Switch.

After entering the keyword ftp:, you can either follow it with the location of
the source file in this form: //userid:password@hostip/filepath or press
Enter to launch a prompt sequence.



tftp: After entering the keyword tftp:, you can either follow it with the location of the
source file in this form: //hostlocation/filepath or press Enter to launch a
prompt sequence.

flash: After entering the keyword flash:, you can either follow it with the location
of the source file in this form: //filepath or press Enter to launch a prompt
sequence.

usbflash: After entering the keyword usbflash:, you can either follow it with the location
of the source file in this form: //filepath or press Enter to launch a prompt
sequence.

A: Enter this keyword to upgrade the bootflash partition A.

B: Enter this keyword to upgrade the bootflash partition B.

Defaults none

Command Modes EXEC Privilege

Command Vv . D ioti
History ersion escription
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage You must reload the Dell Networking OS after executing this command.
Information
Example
Dell#upgrade boot ?
all Upgrade both boot flash image and selector image
bootflash-image Upgrade boot flash image
bootselector-image Upgrade boot selector image
Dell#

upgrade system

Upgrade the bootflash image or system image.

Syntax upgrade system {flash: | ftp: | scp: | tftp: | usbflash: | stack-unit {0-5
| all} {A: | B:}

Parameters 0-5 Enter the keyword 0-5 to upgrade only the mentioned stack-unit.
all Enter the keyword al1 to upgrade all the member units of the stack.
ftp After entering the keyword ftp you can either follow it with the location of

the source file in this form:/ /userid:password@hostip/filepath, or press
Enter to launch a prompt sequence.

scp After entering the keyword scp you can either follow it with the location of
the source file in this form:/ /userid:password@hostip/filepath, or press
Enter to launch a prompt sequence.

tftp After entering the keyword tftp you can either follow it with the location of the
source file in this form://filepath, or press Enter to launch a prompt sequence.

flash After entering the keyword flash you can either follow it with the location of the
source file in this form://filepath, or press Enter to launch a prompt sequence.

usbflash After entering the keyword usbflash you can either follow it with the location
of the source file in this form://filepath, or press Enter to launch a prompt
sequence.

A: Enter this keyword to upgrade the bootflash partition A.
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B: Enter this keyword to upgrade the bootflash partition B.

Defaults none

Command Modes EXEC Privilege

Command Vv . D inti
History ersion escription
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage Reset the card using the power-cycle option after restoring the FPGA command.
Information
Example
Dell#upgrade system ?
flash: Copy from flash file system (flash://filepath)
ftp: Copy from remote file system, IPv4 or IPv6, (ftp:/
/userid:password@hostip/filepath)
scp: Copy from remote file system, IPv4 or IPv6, (scp:/

/userid:password@hostip/filepath)
stack-unit Sync image to the stack-unit

tftp: Copy from remote file system, IPv4 or IPv6, (tftp:/
/hostip/filepath)

usbflash: Copy from usbflash file system (usbflash://
filepath)

Dell#

verify

Validate the software image on the flash drive after the image has been transferred to the system, but before the image has
been installed.

Syntax verify { md5 | sha256 }[ flash:// ] img-file [hash-value]
Parameters md5 Enter the md5 keyword to use the MD5 message-digest algorithm.
sha256 Enter the sha256 keyword to use the SHA256 Secure Hash Algorithm
flash:// (Optional). Enter the flash:// keyword. The default is to use the flash drive. You
can just enter the image file name.
img-file Enter the name the Dell EMC Networking software image file to validate.
hash-value (Optional). Enter the relevant hash published on i-Support.
Defaults flash drive

Command Modes EXEC mode

Command Version 9.5.(0.0)
History . L

Version Description

9.10(0.0) Introduced on the S6100-ON.

9.8(1.0) Introduced on the Z9100-ON.

9.8(0.0) Introduced on the S3048-ON and S4048-0ON.

9.5(0.0) Introduced on the Z9000, S6000, S4820T, S4810, and MXL.
Usage You can enter this command in the following ways:

Information
e verify md5 flash://img-file

e verify md5 flash://img-file <hash-value>
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o verify sha256 flash://img-file
e verify sha256 flash://img-file <hash-value>
Example Without Entering the Hash Value for Verification using SHA256

DellEMC# verify sha256 flash://FTOS-SE-9.5.0.0.bin
SHA256 hash for FTOS-SE-9.5.0.0.bin:
e6328c06faf814e6899ceead219afbf9360e986d692988023b749e6b2093e933

Entering the Hash Value for Verification using SHA256

DellEMC# verify sha256 flash://FTOS-SE-9.5.0.0.bin
e6328c06faf814e6899ceead219afbf9360e986d692988023b749e6b2093e933
SHA256 hash VERIFIED for FTOS-SE-9.5.0.0.bin

File Management 69



Control and Monitoring

The Dell Networking OS supports the following control and monitoring commands.
Topics:

e asset-tag

*« asf-mode

e banner exec

*  banner login

e banner motd

e clear alarms

. clear command history
e clear line

e configure

¢ debug cpu-traffic-stats
* debug ftpserver

. disable
. do
. enable

*  enable optic-info-update interval
e enable secure

* end

*  exec-banner

*  exec-timeout

. exit

. feature unigue-name

» ftp-server enable

e ftp-server topdir

. ftp-server username

e hostname

* ip ftp password

. ip ftp source-interface

. ip ftp username

e ip telnet server enable

* ip telnet source-interface
* ip tftp source-interface
« line

¢ login concurrent-session
e login statistics

* motd-banner

*  ping
. reload
. send

e service timestamps

* show alarms

. show command-history
* show cpu-traffic-stats
e show debugging

¢ show environment

. show inventory

*  show login statistics
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. show memory

¢ show processes cpu

* show processes ipc flow-control
e show processes memory
e show reset-reason

* show software ifm

¢ show system

* show tech-support

e telnet

e terminal xml

e traceroute

* undebug all

e virtual-ip

. write

asset-tag

Assign and store a unique asset-tag to the stack member.

Syntax asset-tag stack-unit unit id Asset-tag ID

To remove the asset tag, use no stack-unit unit-id Asset-tag ID command.

Parameters stack-unit unit-id Enter the keywordsstack-unit then the unit-id to assign a tag to the specific
member. The range is from O to 5.

Asset-tag ID Enter a unique asset-tag ID to assign to the stack member. This option accepts a
maximum of 10 characters, including all special characters except double quotes. To
include a space in the asset-tag, enter a space within double quotes.

Defaults No asset-tag is assigned.

Command Modes EXEC Privilege

Command . N
History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.
Related show system — Displays the current status of all stack members or a specific member.
Commands

asf-mode

Enable alternate store and forward (ASF) mode and forward packets as soon as a threshold is reached.

Syntax asf-mode stack-unit {unit-id | all} queue size

To return to standard Store and Forward mode, use the no asf-mode stack unit command.

Parameters unit-id Enter the stack member unit identifier of the stack member to reset. The range is
fromOtob5orall.
queue size Enter the queue size of the stack member. The range is from O to 5.
Defaults Not configured

Command Modes CONFIGURATION
Supported Modes Full-Switch
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Command

History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage You must save the configuration and reload the system to implement ASF. When you enter the command,
Information the system sends a message stating that the new mode is enabled when the system reloads.

banner exec

Configure a message that is displayed when your enter EXEC mode.

Syntax banner exec ¢ line c¢
Parameters c Enter the keywords banner exec, then enter a character delineator, represented
here by the letter c. Press ENTER.

line Enter a text string for your banner message ending the message with your
delineator. In the following example, the delineator is a percent character (%); the
banner message is “testing, testing”.
Defaults No banner is displayed.
Command Modes CONFIGURATION
Supported Modes Full-Switch

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage Optionally, use the banner exec command to create a text string that displays when you accesses
Information EXEC mode. The exec-banner command toggles that display.
Example

Dell (conf) #banner exec *?

LINE c banner-text (max length 255) ¢, where 'c' is a delimiting
character

Dell (conf) #banner exec %

Enter TEXT message. End with the character '$%'.

This is the banner$%

Dell (conf) #end

Dell#exit

4d21h5m: $STKUNITO-M P:CP $SEC-5-LOGOUT: Exec session 1s terminated for
user on

line console

This is the banner
Dell ForcelO conO now available
Press RETURN to get started.

This is the banner

Related banner login — sets a banner for login connections to the system.
Commands
banner motd — sets a Message of the Day banner.
exec-banner — Enables the display of a text string when you enter EXEC mode.

line — enables and configures the console and virtual terminal lines to the system.

72 Control and Monitoring



banner login

Set a banner to display when logging on to the system.

Syntax

Parameters

Defaults

banner login {acknowledgement | keyboard-interactive | c¢ Iine c}

Enter no banner login to delete the banner text. Enter no banner login keyboard-
interactive to automatically go to the banner message prompt (does not require a carriage return).

keyboard- Enter the keyword keyboard-interactive to require a carriage return (CR) to
interactive get the message banner prompt.

acknowledgemen Enter the acknowledgement keyword to require a positive acknowledgement
t from the user while logging in to the system.

c Enter a delineator character to specify the limits of the text banner. The delineator
is a percent character (%).

line Enter a text string for your text banner message ending the message with your
delineator. The delineator is a percent character (%). Range: maximum of 50 lines,
up to 255 characters per line

No banner is configured and the CR is required when creating a banner.

Command Modes CONFIGURATION

Supported Modes Full-Switch

Command
History

Usage
Information

Example

Related
Commands

Version Description

9.10(0.0) Introduced the acknowledgement keyword.
9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

A login banner message displays only in EXEC Privilege mode after entering the enable command then
the password. These banners do not display to users in EXEC mode.

Dell (conf) #banner login ?

acknowledgement Require positive acknowledgment after login
prompt

keyboard-interactive Press enter key to get prompt

LINE c banner-text (max length 255) ¢, where 'c' is a

delimiting character
Dell (conf) #no banner login °?

acknowledgement Disable positive acknowledgment required after
login prompt
keyboard-interactive Prompt will be displayed by default

If you configure the acknowledgement keyword, the system requires a positive acknowledgement from
the user while logging in to the system.

S telnet 10.11.178.16

Trying 10.11.178.16...

Connected to 10.11.178.16.

Escape character is '~]'.

THIS IS A LOGIN BANNER. PRESS ‘'Y’ TO ACKNOWLEDGE. ACKNOWLEDGE?

ly/nl: y
Login: admin
Password:

banner motd — sets a Message of the Day banner.

exec-banner — enables the display of a text string when you enter EXEC mode.
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banner motd

Set a message of the day (MOTD) banner.

Syntax banner motd ¢ Iine c

Parameters c Enter a delineator character to specify the limits of the text banner. The delineator
is a percent character (%).

line Enter a text string for your message of the day banner message ending the
message with your delineator. The delineator is a percent character (%).

Defaults No banner is configured.

Command Modes CONFIGURATION

Supported Modes Full-Switch

Command . ..
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage A MOTD banner message displays only in EXEC Privilege mode after entering the enable command then
Information the password. These banners do not display to users in EXEC (non-privilege) mode.
Related banner exec — enables the display of a text string when you enter EXEC mode.
Commands

banner login — sets a banner to display after successful login to the system.

clear alarms

Clear alarms on the system.

Syntax clear alarms

Command Modes EXEC Privilege

Command . —
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage This command clears alarms that are no longer active. If an alarm situation is still active, it is seen in the
Information system output.

clear command history

Clear the command history log.

Syntax clear command history
Command Modes EXEC Privilege

Command

History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Related show command-history — displays a buffered log of all the commands all users enter along with a time
Commands stamp.
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clear line

Reset a terminal line.

Syntax clear line {line-number | console 0 | vty number}
Parameters line-number Enter a number for one of the 12 terminal lines on the system. The range is from O
to 1.
console O Enter the keywords console 0 to reset the console port.
vty number Enter the keyword vty then a number to clear a terminal line. The range is from O
to 9.

Command Modes EXEC Privilege
Supported Modes Full-Switch

Command . ..
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

configure

Enter CONFIGURATION mode from EXEC Privilege mode.

Syntax configure [terminal]
Parameters terminal (OPTIONAL) Enter the keyword terminal to specify that you are configuring
from the terminal.

Command Modes EXEC Privilege

Command ] L
History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Example

Dell#configure

Dell (conf) #

debug cpu-traffic-stats

Enable the collection of computer processor unit (CPU) traffic statistics.
Syntax debug cpu-traffic-stats

Defaults Disabled

Command Modes EXEC Privilege

Command . I
History Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage This command enables (and disables) the collection of CPU traffic statistics from the time this command
Information is executed (not from system boot). However, excessive traffic a CPU receives automatically triggers

(turn on) the collection of CPU traffic statics.
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The following message is an indication that collection of CPU traffic is automatically turned on. To view
the traffic statistics, use the show cpu-traffic-stats command.

If the CPU receives excessive traffic, traffic is rate controlled.

@ NOTE: You must enable this command before the show cpu-traffic-stats command displays
traffic statistics. Dell Networking OS recommends disabling debugging (no debug cpu-traffic-
stats) after troubleshooting is complete.

Related show cpu-traffic-stats — displays the cpu traffic statistics.
Commands

debug ftpserver

View transactions during an FTP session when a user is logged into the FTP server.
Syntax debug ftpserver

Command Modes EXEC Privilege

Supported Modes Full-Switch

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

disable

Return to EXEC mode.

Syntax disable [level]

Parameters level (OPTIONAL) Enter a number for a privilege level of the Dell OS. The range is from
0 to 15. The default is 1.

Defaults 1

Command Modes EXEC Privilege

Command

History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

do

Allows the execution of most EXEC-level commands from all CONFIGURATION levels without returning to the EXEC level.

Syntax do command
Parameters command Enter an EXEC-level command.
Defaults none
Command Modes e CONFIGURATION
e INTERFACE

Supported Modes All Modes
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Command
History

Usage
Information

Example

enable

Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

The following commands are not supported by the do command:
® cnable

e disable
® exit
[ ]

config

Dell (conf-if-te-3/1)#do clear counters

Clear counters on all interfaces [confirm]

Dell (conf-if-te-3/1)#

Dell (conf-if-te-3/1)#do clear logging

Clear logging buffer [confirm]

Dell (conf-if-te-3/1)#

Dell (conf-if-te-3/1) #do reload

System configuration has been modified. Save? [yes/nol: n
Proceed with reload [confirm yes/no]: n

Dell (conf-if-te-3/1)#

Enter EXEC Privilege mode or any other privilege level configured. After entering this command, you may need to enter a

password.

Syntax

Parameters

Defaults

enable [levell]

level (OPTIONAL) Enter a number for a privilege level of the Dell Networking OS. The
range is from O to 15. The default is 15.

15

Command Modes EXEC

Command
History

Usage
Information

Related
Commands

Version Description

9.9(0.0) Introduced on the FN IOM.

9.5(0.0) Introduced the support for roles on the MXL 10/40GbE Switch.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

Users entering EXEC Privilege mode or any other configured privilege level can access configuration

commands. To protect against unauthorized access, use the enable password command to configure

a password for the enable command at a specific privilege level. If no privilege level is specified, the

default is privilege level 15.

@ NOTE: If you are authorized for the EXEC privilege mode by your role, you do not need to enter an
enable password.

enable password — configures a password for the enable command and to access a privilege level.

enable optic-info-update interval

Enable polling intervals of optical information updates for simple network management protocol (SNMP).

Syntax

enable optic-info-update interval seconds
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To disable optical power information updates, use the no enable optic-info-update interval

command.
Parameters interval seconds Enter the keyword interval then the polling interval in seconds. The range is
from 120 to 6000 seconds. The default is 300 seconds (5 minutes).
Defaults Disabled

Command Modes CONFIGURATION
Supported Modes Full-Switch

Command . . as
History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Replaces the enable xfp-power-updates command.
Usage To enable polling and to configure the polling frequency, use this command.

Information

enable secure

Creates configurable Full-Switch mode where Chassis Management Controller (CMC) access to FN IOM is bypassed for the
elements critical to the security certifications.

Syntax enable secure
To disable the secure mode, use no enable secure command.
Parameters None

Supported Modes Full-Switch

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
9.7(0.0) Introduced on the MXL.

end

Return to EXEC Privilege mode from other command modes (for example, CONFIGURATION or ROUTER OSPF modes).

Syntax end

CONFIGURATION
SPANNING TREE
MULTIPLE SPANNING TREE
LINE

INTERFACE

VRRP

ACCESS-LIST

PREFIX-LIST

ROUTER OSPF

ROUTER RIP

Command Modes

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

78 Control and Monitoring



Related exit — returns to the lower command mode.
Commands

exec-banner

Enable the display of a text string when the user enters EXEC mode.

Syntax exec-banner

Defaults Enabled on all lines (if configured, the banner appears).
Command Modes LINE

Supported Modes Full-Switch

Command . ..
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Usage Optionally, use the banner exec command to create a text string that is displayed when you access
Information EXEC mode. This command toggles that display.
Related banner exec — configures a banner to display when entering EXEC mode.
Commands

line — enables and configures console and virtual terminal lines to the system.

exec-timeout

Set a time interval that the system waits for input on a line before disconnecting the session.

Syntax exec—-timeout minutes [seconds]

To return to default settings, use the no exec-timeout command.

Parameters

minutes Enter the number of minutes of inactivity on the system before disconnecting the
current session. The range is from 0 to 35791. The default is 10 minutes for the
console line and 30 minutes for the VTY line.
seconds (OPTIONAL) Enter the number of seconds. The range is from 0 to 2147483. The
default is 0 seconds.
Defaults 10 minutes for console line; 30 minutes for VTY lines; 0 seconds

Command Modes LINE
Supported Modes Full-Switch

Command . ..
History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Usage To remove the time interval, use the exec-timeout 0 0 command.
Information
Example

Dell con0 is now available
Press RETURN to get started.
Dell>
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exit

Return to the lower command mode.

Syntax

Command Modes

Command
History

Related
Commands

exit

e EXEC Privilege
e CONFIGURATION

e LINE

e INTERFACE

e PROTOCOL GVRP

e SPANNING TREE

e MULTIPLE SPANNING TREE
e MAC ACCESS LIST

o ACCESS-LIST

e PREFIX-LIST

e ROUTER OSPF

e ROUTER RIP

Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

end — returns to EXEC Privilege mode.

feature unique-name

Set a unique host name for the system.

Syntax
Defaults
Command Modes

Supported Modes

Command
History

Usage
Information

Related
Commands

feature unique-name
None
CONFIGURATION

e Standalone

e VLT

e Stacking

e PMUX

e STOMP Full Switch

Version Description
9.10(0.0) Introduced on the M I/0 Aggregator, the FN IOM and MXL.

If you use the feature unique-name command, the system generates a host name using the
platform type and system serial number. It overwrites any existing host name configured on the system
using the hostname command. The feature unique-name command is also added to the running
configuration.

If you disable the feature using the no feature unigque-name command, the system reverts to the
default host name of Dell.

If you use the hostname or the no hostname command after enabling the feature unique-name
command, the system displays an error message stating that the feature unique-name is already
enabled and provides an option to disable it.

hostname
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ftp-server enable

Enable FTP server functions on the system.

Syntax
Defaults
Command Modes

Command
History

Example

Related
Commands

ftp-server enable
Disabled
CONFIGURATION

Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

morpheus% ftp 10.31.1.111
Connected to 10.31.1.111.
220 FTOS (1.0) FTP server ready
Name (10.31.1.111:dch): dch
331 Password required
Password:
230 User logged in
ftp> pwd
257 Current directory is "flash:"
ftp> dir
200 Port set okay
150 Opening ASCII mode data connection
size date time name
512 Jul-20-2004 18:15:00 tgtimg
512 Jul-20-2004 18:15:00 diagnostic
512 Jul-20-2004 18:15:00 other
512 Jul-20-2004 18:15:00 tgt
226 Transfer complete
329 bytes received in 0.018 seconds (17.95 Kbytes/s)
ftp>

ftp-server topdir — sets the directory to be used for incoming FTP connections.

ftp-server username — sets a username and password for incoming FTP connections.

ftp-server topdir

Specify the top-level directory to be accessed when an incoming FTP connection request is made.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Related
Commands

ftp-server topdir directory
directory Enter the directory path.
The internal flash is the default directory.

CONFIGURATION

Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

After you enable FTP server functions with the ftp-server enable command, Dell Networking OS
recommends specifying a top-level directory path. Without a top-level directory path specified, the Dell
Networking OS directs users to the flash directory when logging in to the FTP server.

ftp-server enable — enables FTP server functions on the switch.

ftp-server username — sets a username and password for incoming FTP connections to the switch.
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ftp-server username

Create a user name and associated password for incoming FTP server sessions.

Syntax ftp-server username username password [encryption-type] password
Parameters username Enter a text string up to 40 characters long as the user name.
password Enter the keyword password then a string up to 40 characters long as the
password password. Without specifying an encryption type, the password is unencrypted.

encryption-type (OPTIONAL) After the keyword password, enter one of the following numbers:
® 0 (zero) for an unecrypted (clear text) password
e 7 (seven) for a hidden text password

Defaults Not enabled.
Command Modes CONFIGURATION

Command

History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

hostname

Set the host name of the system.

Syntax hostname name
Parameters name Enter a text string, up to 32 characters long.
Defaults Dell

Command Modes CONFIGURATION

Command . ..
History Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Usage The hostname is used in the prompt. You cannot specify spaces in the hostname. Starting with Dell
Information Networking OS version 9.3(0.0), the default hostname is modified as Dell instead of FTOS on all of the

supported platforms.

ip ftp password

Specify a password for outgoing FTP connections.

Syntax ip ftp password [encryption-type] password

Parameters encryption-type (OPTIONAL) Enter one of the following numbers:
e 0 (zero) for an unecrypted (clear text) password
e 7 (seven) for a hidden text password

password Enter a string up to 40 characters as the password.

Defaults Not configured.
Command Modes CONFIGURATION
Supported Modes Full-Switch
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Command

History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage The password is listed in the configuration file; you can view the password by entering the show
Information running-config ftp command in EXEC mode.

Use the ip ftp password command when you use the ftp: parameter in the copy command.
Related copy — copy files.
Commands

ftp-server username — sets the user name for the FTP sessions.

ip ftp source-interface

Specify an interface’s IP address as the source IP address for FTP connections.

Syntax ip ftp source-interface interface

Parameters interface Enter the following keywords and slot/port or number information:

e For Loopback interfaces, enter the keyword 1oopback then a number from
zero (0) to 16383.

e For a Port Channel interface, enter the keywords port—-channel then a
number. The range is from 1 to 128.

e F[or a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

e For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

Defaults The IP address on the system that is closest to the Telnet address is used in the outgoing packets.
Command Modes CONFIGURATION
Supported Modes Full-Switch

Command . .-
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Related copy — copies files from and to the switch.
Commands

ip ftp username

Assign a user name for outgoing FTP connection requests.

Syntax ip ftp username username
Parameter ‘

arameters username Enter a text string as the user name up to 40 characters long.
Defaults No user name is configured.

Command Modes CONFIGURATION
Supported Modes Full-Switch

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.
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Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage Configure a password with the ip ftp password command.
Information
Related ip ftp password — sets the password for FTP connections.

Commands

ip telnet server enable

Enable the Telnet server on the switch.
Syntax ip telnet server enable

To disable the Telnet server, use the no ip telnet server enable command.

Defaults Enabled
Command Modes CONFIGURATION

Command . i
History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Related ip ssh server — enables the secure shell (SSH) server on the system.
Commands

Iip telnet source-interface

Set an interface’s IP address as the source address in outgoing packets for Telnet sessions.
Syntax ip telnet source-interface interface

Parameters interface Enter the following keywords and slot/port or number information:

e For Loopback interfaces, enter the keyword 1oopback then a number from
zero (0) to 16383.

e For a Port Channel, enter the keywords port-channel then a number. The
range is from 1 to 128.

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

e For VLAN interface, enter the keyword v1an then a number from 1 to 4094.

Defaults The IP address on the system that is closest to the Telnet address is used in the outgoing packets.

Command Modes CONFIGURATION

Command . I
History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Related telnet — telnets to another device.
Commands

ip tftp source-interface

Assign an interface’s IP address in outgoing packets for TFTP traffic.

Syntax ip tftp source-interface interface
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Parameters interface Enter the following keywords and slot/port or number information:

e For Loopback interfaces, enter the keyword 1oopback then a number from
zero (0) to 16383.

e For a Port Channel, enter the keywords port-channel then a number. The
range is from 1 to 128.

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

e For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the
slot/port information.
e For VLAN interface, enter the keyword v1an then a number from 1 to 4094.
Defaults The IP address on the system that is closest to the Telnet address is used in the outgoing packets.
Command Modes CONFIGURATION
Supported Modes Full-Switch

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

line

Enable and configure console and virtual terminal lines to the system. This command accesses LINE mode, where you can set
the access conditions for the designated line.

Syntax line {console 0 | vty number [end-number]}
Parameters console 0 Enter the keyword console 0 to configure the console port. The console option
is <0-0>.
vty number Enter the keyword vty then a number from O to 9 to configure a virtual terminal

line for Telnet sessions. The system supports 10 Telnet sessions.
end-number (OPTIONAL) Enter a number from 1 to 9 as the last virtual terminal line to
configure. You can configure multiple lines at one time.
Defaults Not configured

Command Modes CONFIGURATION

Command . —
History Version Description
8.3.17.0 Supported on the M 1/0 Aggregator.
Usage You cannot delete a terminal connection.
Information
Related show memory — view current memory usage on the M 1/0 Aggregator.
Commands

login concurrent-session

Configures the limit of concurrent sessions for each user on console and virtual terminal lines.

Syntax login concurrent-session {limit number-of-sessions | clear—line enable}

no login concurrent session {limit number-of-sessions | clear—line enable}
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Parameters

Defaults
Command Modes
Supported Modes

Command
History

Usage
Information

Example

limit _number-of- Sets the number of concurrent sessions that any user can have on console and
sessions virtual terminal lines. The range is from 1to 12 (10 VTY lines, one console, and one
AUX line).

clear-line enable  £naples you to clear your existing sessions.

Not configured. You can use all the available sessions.

CONFIGURATION

Full-Switch

Version Description

9.9(0.0) Introduced on the FN IOM.

9.8(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

You must have either the System Administrator or Security Administrator privileges to configure login
concurrent-session limit or to enable clear-line.

Use the login concurrent-session limit number-of-sessions command to limit the
number of concurrent sessions that any user can have on console, aux, and virtual terminal lines.

If the login concurrent-session clear-line enable command is configured, you are
provided with an option to clear any of your existing sessions after a successful login authentication.
When you reach the maximum concurrent session limit, you can still login by clearing any of your existing
sessions.

The following example shows how to limit the number of concurrent sessions that any user can have to
four:

Dell (conf)#login concurrent-session limit 4
Dell (conf) #

The following example shows how to use the 1ogin concurrent-session clear-line enable
command.

Dell (conf) #login concurrent-session clear-line enable
Dell (conf) #

When you try to login, the following message appears with all your existing concurrent sessions, providing
an option to close any one of the existing sessions:

S telnet 10.11.178.14
Trying 10.11.178.14...
Connected to 10.11.178.14.
Escape character is '~]'.
Login: admin

Password:

Current sessions for user admin:
Line Location

2 vty O 10.14.1.97

3 vty 1 10.14.1.97

Clear existing session? [line number/Enter to cancel]:

When you try to create more than the permitted number of sessions, the following message appears,
prompting you to close one of your existing sessions. You must close any of your existing sessions to login
to the system .

S telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '~]'.

Login: admin

Password:

Maximum concurrent sessions for the user reached.
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Current sessions for user admin:

Line Location

2 vty O 10.14.1.97
3 vty 1 10.14.1.97
4 vty 2 10.14.1.97
5 vty 3 10.14.1.97

Clear existing session? [line number/Enter to cancel]:

Related login statistics — Enable and configure user login statistics on console and virtual terminal lines.
Commands . o . ) o ) )
show login statistics — Displays login statistics of users who have used the console or virtual terminal

lines to log in to the system.

login statistics

Enable and configure user login statistics on console and virtual terminal lines.

Syntax login statistics {enable | time-period days}
no login statistics {enable | time-period days}

Parameters bl ) o ] . o
enable Enables user login statistics. By default, the system displays the login statistics for

the last 30 days.

time-period days Sets the number of days for which the system stores the user login statistics. The
range is from 1 to 30.

Defaults Not configured
Command Modes CONFIGURATION
Supported Modes Full-Switch

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.
9.8(0.0) Introduced on the MXL 10/40GbE Switch IO Module.

Usage ) Only the system and security administrators can configure login activity tracking and view the login
Information activity details of other users.

If you enable user login statistics, the system displays the last successful login details of the current user
and the details of any failed login attempts by others.

If you use the login statistics time-period days command to set a custom time period, the
system only reports the login statistics during that interval.

NOTE: Login statistics is not applicable for login sessions that do not use user names for
authentication. For example, the system does not report login activity for a telnet session that
prompts only a password field.

Example When you login to the system, it displays a message similar to the following:

S telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '~]'.

Login: admin

Password:

Last successful login: Mon Feb 16 04:36:11 2015 Line vty0O ( 10.14.1.97 ).
There were 2 unsuccessful login attempt(s) since the last successful
login.

There were 3 unsuccessful login attempt(s) for user admin in last 30
day (s) .
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The preceding message shows that the user had previously logged in to the system using the VTY line
from 10.14.1.97. It also displays the number of unsuccessful login attempts since the last login and the
number of unsuccessful login attempts in the last 30 days.

S telnet 10.11.178.14

Trying 10.11.178.14...

Connected to 10.11.178.14.

Escape character is '~]'.

Login: admin

Password:

Last successful login: Wed Feb 5 14:05:28 IST 2015 on console

There were 2 unsuccessful login attempt(s) since the last successful
login.

There were 3 unsuccessful login attempt(s) for user admin in last 12
day (s) .

The preceding message shows that the user had previously logged in to the system using the console
line. It also displays the number of unsuccessful login attempts since the last login and the number of
unsuccessful login attempts during a custom time period.

Related login concurrent-session — Configures the limit of concurrent sessions for each user on console and
Commands virtual terminal lines.

show login statistics — Displays login statistics of users who have used the console or virtual terminal
lines to log in to the system.

motd-banner

Enable a message of the day (MOTD) banner to appear when you log in to the system.

Syntax motd-banner
Defaults Enabled on all lines.
Command Modes LINE

Supported Modes Full-Switch

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

ping

Test connectivity between the system and another device by sending echo requests and waiting for replies.

Syntax ping [host | ip-address | ipvé-address] [count {number | continuous}]
[datagram-size] [timeout] [source (ip src-ipv4-address) | interface] [tos]
[df-bit (yln)] [validate-reply(yln)] [outgoing-interface] [pattern pattern]
[sweep-min-size] [sweep-max-size] [sweep-interval] [ointerface (ip src-
ipv4-address) | interface]

Parameters host (OPTIONAL) Enter the host name of the devices to which you are testing

connectivity.

ip-address (OPTIONAL) Enter the IPv4 address of the device to which you are testing
connectivity. The address must be in the dotted decimal format.

count Enter the number of echo packets to be sent. The default is 5.
e number: from 1to 2147483647
e continuous: transmit echo request continuously
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Defaults

Command Modes

Command
History

Usage
Information

Example (IPv4)

datagram size Enter the ICMP datagram size. The range is from 36 to 15360 bytes. The default is

100.

timeout Enter the interval to wait for an echo reply before timing out. The range is from O
to 3600 seconds. The default is 2 seconds.

source Enter the IPv4 or IPv6 source ip address or the source interface. For IPv6
addresses, you may enter global addresses only. Enter the IP address in A.B.C.D
format.

e For a Port Channel interface, enter the keywords port-channel then a
number: The range is from 1 to 128.

e [or a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

e For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

tos (IPv4 only) Enter the type of service required. The range is from O to 255. The
default is 0.
df-bit (IPv4 only) Enter Y or N for the “don't fragment” bit in IPv4 header.

e N: Do not set the “don't fragment” bit.
e YV: Do set “don't fragment” bit
Default is No.

validate-reply (IPv4 only) Enter Y or N for reply validation.
e N: Do not validate reply data.
e V: Do validate reply data.
Default is No.
pattern pattern  (IPv4 only) Enter the IPv4 data pattern. Range: O-FFFF. Default: OxABCD.

sweep-min-size  Enter the minimum size of datagram in sweep range. The range is from 52 to 15359
bytes.

sweep-max-size Enter the maximum size of datagram in sweep range. The range is from 53 to
15359 bytes.

sweep-interval Enter the incremental value for sweep size. The range is from 1 to 15308 seconds.

ointerface (IPv4 only) Enter the outgoing interface for multicast packets. Enter the IP address
in A.B.C.D format.
e For a Port Channel, enter the keywords port-channel then a number. The
range is from 1 to 128.

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

e For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

See parameters above.

e EXEC
e EXEC Privilege

Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

When you enter the ping command without specifying an IP address (Extended Ping), you are prompted
for a target IP address, a repeat count, a datagram size (up to 1500 bytes), a timeout (in seconds),

and for Extended Commands. For information on the ICMP message codes that return from a ping
command, refer to Internet Control Message Protocol (ICMP) Message Types.

Dell#ping 172.31.1.255
Type Ctrl-C to abort.

Sending 5, 100-byte ICMP Echos to 172.31.1.255, timeout is 2 seconds:
Reply to request 1 from 172.31.1.208 0 ms
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172.31.1
172.31.1

.216 0 ms
.205 16 ms

from
from

Reply to
Reply to

request 1
request 1

172.31.1.209 0 ms
172.31.1.66 0 ms
172.31.1.87 0 ms

from
from
from

Reply to
Reply to
Reply to
Dell#

request 5
request 5
request 5

Example (IPv6)
Dell#ping 100::1

Type Ctrl-C to abort.

Sending 5, 100-byte ICMP Echos to 100::1, timeout is 2 seconds:

Success rate is 100.0 percent
Dell#

(5/5), round-trip min/avg/max = 0/0/0 (ms)

reload

Reboot the Dell Networking OS.

Syntax reload

Command Modes EXEC Privilege

Command Vv . D ioti
History ersion escription

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage If there is a change in the configuration, the Dell Networking OS prompts you to save the new
Information configuration. Or you can save your running configuration with the copy running-config command.
Related redundancy disable-auto-reboot — Resets any designated stack member except the management unit.
Commands

send

Send messages to one or all terminal line users.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

90

send [*] | [line ] | [console] | [vty]

* Enter the asterisk character * to send a message to all tty lines.

line Send a message to a specific line. The range is from O to 11.

console Enter the keyword console to send a message to the primary terminal line.
vty Enter the keyword vty to send a message to the virtual terminal.

none

EXEC

Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

Messages can contain an unlimited number of lines; however, each line is limited to 255 characters. To
move to the next line, use <CR>. To send the message use CTR-Z; to abort a message, use CTR-C.
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service timestamps

To debug and log messages, add time stamps. This command adds either the uptime or the current time and date.

Syntax service timestamps [debug | log] [datetime [localtime] [msec] [show-
timezone] [utc] | uptime]
Parameters debug (OPTIONAL) Enter the keyword debug to add timestamps to debug messages.
log (OPTIONAL) Enter the keyword 1og to add timestamps to log messages with
severity from O to 6.
datetime (OPTIONAL) Enter the keyword datetime to have the current time and date
added to the message.
localtime (OPTIONAL) Enter the keyword 1ocaltime to include the localtime in the
timestamp.
msec (OPTIONAL) Enter the keyword msec to include milliseconds in the timestamp.
show-timezone (OPTIONAL) Enter the keyword show-timezone to include the time zone
information in the timestamp.
utc (OPTIONAL) Enter the keyword utc to include the UTC time format (ignoring local
time zone) in the timestamp.
uptime (OPTIONAL) Enter the keyword uptime to have the timestamp based on time
elapsed since system reboot.
Defaults Not configured.

Command Modes

Command

CONFIGURATION

History Version Description

9.14(1.5) Added support for UTC time format.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage If you do not specify parameters and enter service timestamps, it appears as service
Information timestamps debug uptime in the running-configuration.

To view the current options set for the service timestamps command, use the show running-
config command.

From 9.14.1.5 release, the default timestamp display format for the logs is set to local time (service
timestamps log datetime localtime)instead of service timestamps log datetime.

show alarms

View alarms.

show alarms

EXEC
EXEC Privilege

Syntax

Command Modes e

Command ] L
History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Example

Dell# show alarms

-- Minor Alarms --

Alarm Type Duration
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show command-history

No minor alarms

-- Major Alarms --
Alarm Type

No major alarms

Dell#

Display a buffered log of all commands all users enter along with a time stamp.

Syntax
Defaults

Command Modes

Command
History

Usage
Information

Example
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show command-history

none

o EXEC
EXEC Privilege

Version

8.3.16.1

Description

Introduced on the MXL 10/40GbE Switch 1O Module.

One trace log message is generated for each command. No password information is saved to this file.

Example 1: Default configuration service timestamps log datetime or service
timestamps log datetime localtime

DellEMC#show clock
15:42:42.804 IST Fri May 17 2019

DellEMC (conf) #service timestamps log datetimeO

DellEMC# show command-history
[May 17 15:38:55]:

from console

[May

[May

default

[May
[May
[May
[May

Example 2:

17

17

17
17
17
17

15:41:40]: CMD-(CLI):

CMD- (CLI) :

- Repeated 1 time.

15:41:45]: CMD-
from console

15:41:47]: CMD-
15:41:50]: CMD-
15:42:42]: CMD-
15:42:52]: CMD-

(CLI) :

(CLI) :
(CLI) :
(CLTI) :
(CLT) :

[service timestamps log datetime]by default
[write memorylby default from console
[interface tengigabitethernet 0/1]by

shutdown]by default from console

no shutdown]by default from console
show clock]by default from console
write memorylby default from console

[
[
[
[

service timestamps log datetime utc

DellEMC#show clock
15:47:05.661 IST Fri May 17 2019

DellEMC (conf) #service timestamps log datetime utc

DellEMC# show command-history

[May 17
default
[May 17
[May 17
[May 17
default
[May 17
[May 17
[May 17

10:16:53]: CMD- (CLI)

from console

10:17:05]: CMD-(CLTI) :
10:17:20]: CMD-(CLI) :

10:17:30]: CMD-(CLI)

from console

10:17:32]: CMD-(CLI) :
10:17:34]: CMD-(CLI) :
10:17:40]1: CMD-(CLI) :

:[service timestamps log datetime utclby

[show clock]by default from console
[show running-configlby default from console

:[interface tengigabitethernet 0/2]by

[shutdown]by default from console
[no shutdown]by default from console
[write memorylby default from console



Example 3: service timestamps log uptime

DellEMC#show clock
15:51:47.534 IST Fri May 17 2019

DellEMC (conf) #service timestamps log uptime

DellEMC# show command-history

[1d0h24m] : CMD-(CLI) : [service timestamps log uptime]lby default from
console

[1d0h24m] : CMD-(CLI) :[interface tengigabitethernet 0/1]by default from
console

[1d0h24m] : CMD- (CLI

( shutdown]by default from console
1d0h24m] : CMD- (CLI

(

(

no shutdown]by default from console
end]by default from console

[
[1d0h25m] : CMD- (CLI
[ write memorylby default from console

)
)
)8
1d0h25m] : CMD- (CLTI) :

Example 4: no service timestamps log

DellEMC#show clock
15:55:12.246 IST Fri May 17 2019

DellEMC (conf) #no service timestamps log

DellEMC# show command-history

[May 17 15:53:44]: CMD-(CLI):[show logging]by default from console
[May 17 15:53:53]: CMD-(CLI) :[show command-historylby default from
console

[May 17 15:54:54]: CMD-(CLI):[end]by default from console

[May 17 15:55:00]: CMD-(CLI):[show logging]by default from console
[May 17 15:55:12]: CMD-(CLI) :[show clock]by default from console
[ ( [
[ ( [

May 17 15:55:22]: CMD-(CLI) :[show running-config]by default from console
May 17 15:55:27]: CMD-(CLI) :[show command-historylby default from
console
Related clear command history — clears the command history log.
Commands
View the CPU traffic statistics.
Syntax show cpu-traffic-stats [port number | all]
Parameters port number (OPTIONAL) Enter the port number to display traffic statistics on that port only.
The range is from 1 to 1568.
all (OPTIONAL) Enter the keyword al1 to display traffic statistics on all the
interfaces receiving traffic, sorted based on the traffic.
Defaults all

Command Modes EXEC

Command . . L.
History Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Usage Traffic statistics are sorted on a per-interface basis; the interface receiving the most traffic is displayed
Information first. All CPU and port information is displayed unless a specific port or CPU is specified. Traffic

information is displayed for router ports only; not for management interfaces. The traffic statistics are
collected only after the debug cpu-traffic-stats command is executed; not from the system
bootup.
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@ NOTE: After debugging is complete, use the no debug cpu-traffic-stats command to shut
off traffic statistics collection.

Example
Dell#show cpu-traffic-stats
Processor : CP
Received 100% traffic on TenGigabitEthernet 1/4 Total packets:100
LLC:0, SNAP:0, IP:100, ARP:0, other:0
Unicast:100, Multicast:0, Broadcast:0
Dell#
Related debug cpu-traffic-stats — enables CPU traffic statistics for debugging.
Commands

show debugging

View a list of all enabled debugging processes.

Syntax show debugging
Command Modes EXEC Privilege

Command

History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch 1O Module.

Example
Dell#show debug

Generic IP: (Access List: test)
IP packet debugging is on for (Access List: test)
TenGigabitEthernet 0/3
ICMP packet debugging is on for
TenGigabitEthernet 0/3
OSPF:1
OSPF packet debugging is on
DHCP:
DHCP debugging is on
Dell#

show environment

View system component status (for example, temperature or voltage).

Syntax show environment [all | stack-unit unit-id]

Parameters all Enter the keyword al1 to view all components.

stack-unit unit-id Enter the keyword stack-unit then the unit-id to display information on a
specific stack member. The range is from O to 5.

thermal sensor Enter the keywords thermal-sensor to view all components.

Command Modes e EXEC
EXEC Privildge

Command . —
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
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Usage
Information

Example (all)

Example (stack-
unit)

Example
(thermal-sensor)

Dell#show environment all

-- Unit Environment Status --
Unit Status Temp Voltage

* Management Unit
-— Thermal Sensor Readings (deg C) --

Unit Sensor(0 Sensorl Sensor2 Sensor3 Sensorid
Sensor7 Sensor8 Sensor9

57 53 56
Dell#

Dell#show environment stack-unit 0

-- Unit Environment Status --
Unit Status Temp Voltage

* Management Unit

Dell#show environment thermal-sensor

-—- Thermal Sensor Readings (deg C) --
Unit Sensor0 Sensorl Sensor2 Sensor3 Sensori4
Sensor7 Sensor8 Sensor9

57 53 56

* Management Unit
Dell#

show inventory

The following example shows the output of the show environment fan command as it appears prior
to the Dell Networking OS version 7.8.1.0.

Sensor5 Sensor6

Sensor5 Sensor6

Display the switch type, components (including media), and Dell Networking OS version including hardware identification
numbers and configured protocols.

Syntax

Parameters

Defaults
Command Modes

Command
History

Usage
Information

Example

show inventory [media slot]

Dell#show inventory
System Type : PE-FN-2210S-I0M

media s/ot (OPTIONAL) Enter the keyword media then the stack ID of the stack member you want to di
none

EXEC

Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

If there are no fiber ports in the unit, just the header under show inventory media displays. If there are fiber p
"Media not present or accessible".
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System Mode 1.0
Software Version 1-0(0-4127)
Unit Type Serial Number Part Number Rev Piece Part ID
* 0 PowerEdge-FN-2210S-IOM TW000000000028 OHWGX7X01 X01 TW-O0HWGX7-00000-0¢
* - Management Unit
Software Protocol Configured
DCBX
iSCSI
LLDP
SNMP
Dell#
Example (media)
Dell#show inventory media
Slot Port Type Media Serial Number F10Qualifie
0 9 UNKNOWN UNKNOWN AHJOBT9 Yes
0 10 UNKNOWN UNKNOWN AL30LCJ Yes
0 11 Media not present or accessible
0 12 Media not present or accessible
Dell#
Related show interfaces — displays a specific interface configuration.

Commands . . ) . . .
show interfaces transceiver — displays the physical status and operational status of an installed transceiver. The ou

show login statistics

Displays login statistics of users who have used the console or virtual terminal lines to log in to the system.

Syntax show login statistics [all | [[successful-attempts | unsuccessful-attempts]
[user login-id] [time-period days]] | user login-id]

Parameters Il ) . ) . .
a (Optional)Displays the login statistics of all users in the last 30 days or the custom

defined time period.

time-period days (Optional)Displays the number of failed login attempts by the current user in the
specified period.

successful- (Optional)Displays the number of successful login attempts by the current user in
attempts the last 30 days or the custom defined time period

unsuccessful- (Optional)Displays the number of failed login attempts by the current user in the

attempts last 30 days or the custom defined time period.

user /ogin-id (Optional)Displays the login statistics of a specific user in the last 30 days or the

custom defined time period. When you use it with the unsuccessful-attempts
keyword, the system displays the number of failed login attempts by a specific user
in the last 30 days or the custom defined time period

Defaults None

Command Modes CONFIGURATION

Supported Modes Full-Switch
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Command
History

Usage
Information

Example

Version Description

9.10(0.0) Introduced the successful-attempts keyword.
9.9(0.0) Introduced on the FN IOM.

9.8(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

To view the successful and failed login details of the current user in the last 30 days or the custom
defined period, use the show login statistics command.

To view the successful and failed login details of all users in the last 30 days or the custom defined period,
use the show login statistics all command. You can use this command only if you have system
or security administrator rights.

To view the successful and failed login details of a specific user in the last 30 days or the custom defined
time period, use the show login statistics user user-idcommand. If you have system or
security administrator rights, you can view the login statistics of other users. If you do not have system or
security administrator rights, you can view your login statistics but not the login statistics of others.

NOTE: By default, these commands display the details for the last 30 days. If you set a custom-
defined time period for login statistics using the 1ogin statistics time-period days
command, these commands display details only for that period.

The following is sample output of the show login statistics command.

Dell#show login statistics

User: admin

Last login time: 12:52:01 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): O

Successful login attempt(s) in last 30 day(s): 1

The following is sample output of the show login statistics all command.

Dell#show login statistics all

User: admin

Last login time: 08:54:28 UTC Wed Mar 23 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 4

User: adminl

Last login time: 12:49:19 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2

User: admin?2

Last login time: 12:49:27 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2
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Related
Commands

User: admin3

Last login time: 13:18:42 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2

The following is sample output of the show login statistics user user-idcommand

Dell# show login statistics user admin

User: admin

Last login time: 12:52:01 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt(s) since the last successful login: 0
Unsuccessful login attempt(s) in last 30 day(s): O

Successful login attempt(s) in last 30 day(s): 1

The following is sample output of the show login statistics unsuccessful-attempts
command.

Dell#show login statistics unsuccessful-attempts
There were 3 unsuccessful login attempt(s) for user admin in last 30
day (s) .

The following is sample output of the show login statistics unsuccessful-attempts
time-period days command.

Dell# show login statistics unsuccessful-attempts time-period 15
There were 0 unsuccessful login attempt(s) for user admin in last 15
day (s) .

The following is sample output of the show login statistics unsuccessful-attempts user
login-id command.

Dell# show login statistics unsuccessful-attempts user admin
There were 3 unsuccessful login attempt(s) for user admin in last 12
day (s) .

The following is sample output of the show login statistics successful-attempts
command.

Dell#show login statistics successful-attempts
There were 4 successful login attempt(s) for user admin in last 30
day (s) .

login statistics — Enable and configure user login statistics on console and virtual terminal lines.

login concurrent-session — Configures the limit of concurrent sessions for each user on console and
virtual terminal lines.

show memory

View current memory usage on the MXL switch.

Syntax

Parameters

Command Modes

show memory [stack-unit 0-5]

stack-unit 0-5 (OPTIONAL) Enter the keywords stack-unit then the stack unit ID of the stack
member to display memory information on the designated stack member.

e EXEC
e EXEC Privilege
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Command

History Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage The output for show memory displays the memory usage of LP part (sysdlp) of the system. The sysdlp
Information is an aggregate task that handles all the tasks running on the CPU.
Example

Dell#show memory stack-unit 0
Statistics On Unit 0 Processor

Total (b) Used (b) Free (b) Lowest (b) Largest (b)
268435456 4010354 264425102 264375410 264425102

show processes cpu

Display CPU usage information based on processes running.

Syntax show processes cpu [management-unit 1-99 [details] | stack-unit 0-5 |
summary | ipc | memory [stack-unit 0-5]]
Parameters management-unit (OPTIONAL) Display processes running in the control processor. The 1-99 variable
7-99 [details] sets the number of tasks to display in order of the highest CPU usage in the
past five (b) seconds. Add the keyword details to display all running processes
(except sysdIp). Refer to Example (management-unit).

stack-unit 0-5 (OPTIONAL) Enter the keyword stack-unit then the stack member ID. The
range is from O to b.

As an option of the show processes cpu command, this option displays CPU
usage for the designated stack member. Or, as an option of memory, this option
limits the output of memory statistics to the designated stack member. Refer to
Example (stack-unit).

summary (OPTIONAL) Enter the keyword summary to view the CPU utilization of processes
related to line card processing.

ipc (OPTIONAL) Enter the keyword ipc to display interprocess communication
statistics.
memory (OPTIONAL) Enter the keyword memory to display memory statistics. Refer to

Example (memory).

Command Modes e EXEC
e EXEC Privilege

Command . .

History Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

Example

(summary) Dell#show processes cpu summary
CPU utilization 5Sec 1Min 5Min
UnitO0 0% 0% 0%
CPU utilization 5Sec 1Min 5Min
Unitl* 1% 0% 0%
Unit2 0% 0% 0%
Unit3 0% 0% 0%

* Mgmt Unit
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Example .
Dell#show proc cpu management-unit 5

S .
or

5Min

4.

(management- o - : IS i
unit) CPU utilization for five seconds: 6%/0%; one mlngte:
PID Runtime (ms) Invoked uSecs 5Sec 1Min
Process
0x00000000 4650 465 10000 4.43% 4.43%
system
0x00000112 56372590 5637259 10000 1.58% 1.78%
sysdlp
0x00000107 9630080 963008 10000 0.79% 0.28%
sysd
0x00000172 1435540 143554 10000 0.00% 0.10%
igmp
0x000001fc 1366570 136657 10000 0.00% 0.08%
frrp
Dell#

Example (stack- .
Dell#show process cpu stack-unit 0

unit) CPU utilization for five seconds: 4%/0%; one minute
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Mi
Process
0x763a7000 96806080 9680608 10000 3.00% 3.25% 2.
KP
0x760d5000 26384050 2638405 10000 1.00% 0.50% O.
frrpagt
0x762da000 491370 49137 10000 0.00% 0.00% O.
F10StkMgr
0x762£9000 665580 66558 10000 0.00% 0.00% O.
lcMgr
0x7631d000 37580 3758 10000 0.00% 0.00% O.
dla
0x76348000 452110 45211 10000 0.00% 0.00% O.
sysAdmTsk
0x76367000 1751990 175199 10000 0.00% 0.00% O.
timerMgr
0x76385000 14460 1446 10000 0.00% 0.00% O.
PM
0x7629d000 347970 34797 10000 0.00% 0.00% O.
diagagt
0x763c7000 O 0 0 0.00% 0.00% O.
evagt
0x763eb000 90800 9080 10000 0.00% 0.00% O.
ipc
0x77ee9000 5 0 5 1 0000 0.00% 0.00% O.
tme
0x77eec000 O 0 0 0.00% 0.00% O.
ttracelpFlow
0x77eee000 20 2 10000 0.00% 0.00% O.
linkscan user threa
0x77f£f6000 O 0 0 0.00% 0.00% O.
isrTask
0x7811a000 O 0 0 0.00% 0.00% O.
tDDB
0x7811c000 22980 2298 10000 0.00% 0.00% O.
GC
0x7811e000 O 0 0 0.00% 0.00% O.
bshell reaper threa
0x78365000 10 1 10000 0.00% 0.00% O.
tSysLog
0x78367000 1106980 110698 10000 0.00% 0.00% O.
tTimerTask
0x78369000 13131160 1313116 10000 0.00% 0.08% O.
tExcTask
0x7836b000 30 3 10000 0.00% 0.00% O.
tLogTask
0x785bb000 147650 14765 10000 0.00% 0.00% O.
tUsrRoot
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Example
(memory)

Example (stack-
unit)

Related
Commands

Dell#show processes memory

Memory Statistics Of Stack Unit O

Total: 2147483648,

CurrentFree:
1769066496

MaxUsed: 378417152,

(bytes)

CurrentUsed:

378417152,

TaskName TotalAllocated TotalFreed MaxHeld CurrentHolding
0 208896

fl0appioserv
ospf
fl0appioserv
fcoecntrl
dhclient
fl0appioserv
ndpm
fl0appioserv
vVIrrp
fl0appioserv
frrp
fl0appioserv
xstp
fl0appioserv
pim
fl0appioserv
igmp
fl0appioserv
mrtm
fl0appioserv
12mgr
fl0appioserv
12pm
fl0appioserv
arpm

Dell#

Dell#show process memory stack-unit 0

Total: 2147483648, MaxUsed: 378433536,

CurrentFree:

1769050112

TaskName

fl0appioserv
ospf
fl0appioserv
fcoecntrl
dhclient
fl0appioserv
ndpm
fl0appioserv
vVIrrp
fl0appioserv
frrp
fl0appioserv
xstp
fl0appioserv
pim
fl0appioserv

Dell#

225280
573440
225280
262144
548864
225280
618496
225280
335872
225280
180224
225280
2740224
225280
1007616
225280
401408
225280
5496832
225280
1036288
225280
172032
225280
192512

225280
573440
225280
262144
548864
225280
618496
225280
335872
225280
180224
225280
2740224
225280
1007616
225280

0

[cNololNolololololololololoNoNoloNoNoNoNoNoNoNe N}

[cNololNolololololololololoNoNoNoNoNoNoNoNoNoNe N}

CurrentUsed:

0 0

cNeoloNoNoloNololololololoNeNe)
ecNeoloNoNololololololololoNeNe)

8716288
208896
7917568
1310720
208896
7512064
208896
8048640
208896
7512064
208896
9801728
208896
7757824
208896
7639040
208896
11124736
208896
16134144
208896
7483392
208896
7057408

378433536,

TotalAllocated TotalFreed MaxHeld CurrentHolding

208896
8716288
208896
7917568
1310720
208896
7512064
208896
8048640
208896
7512064
208896
9801728
208896
7757824
208896

show hardware layer2 acl — displays Layer 2 ACL data for the selected stack member and stack member

port-pipe.

show hardware layerd — displays Layer 3 ACL or QoS data for the selected stack member and stack

member port-pipe.

show hardware stack-unit — displays the data plane or management plane input and output statistics of
the designated component of the designated stack member.

show hardware system-flow — displays Layer 3 ACL or QoS data for the selected stack member and

stack member port-pipe.
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show interfaces stack-unit — displays information on all interfaces on a specific stack member.

show processes memory — displays CPU usage information based on processes running.

show processes ipc flow-control

Display the single window protocol queue (SWPQ) statistics.

show processes ipc flow-control [cp]

Syntax
Parameters

cp
Defaults none

Command Modes e EXEC

EXEC Privilege

Command

History Version
8.3.16.1

Usage .

Information Field
Source QID /Tx
Process

Destination
QID/Rx Process

Cur Len

High Mark

#of to / Timeout
#of Retr /Retries

#msg Sent/Msg
Sent/

#msg Ackd/Ack
Revd

Retr /Available
Retra

Total/ Max Retra

Important Points:

e The SWP provides flow control-based reliable communication between the sending and receiving

software tasks.

(OPTIONAL) Enter the keyword cp to view the control processor’'s SWPQ
statistics.

Description
Introduced on the MXL 10/40GbE Switch IO Module.

Description

Source Service ldentifier
Destination Service Identifier

Current number of messages enqueued

Highest number of packets in the queue at any time
Timeout count

Number of retransmissions

Number of messages sent
Number of messages acknowledged
Number of retries left

Number of retries allowed

e A sending task enqueues messages into the SWP queue3 for a receiving task and waits for an
acknowledgement.

e |f no response is received within a defined period of time, the SWP timeout mechanism resubmits the

message at the head of the FIFO queue.
e After retrying a defined number of times, the SWP-2-NOMORETIMEOUT timeout message is

generated.

e In the example, a retry (Retries) value of zero indicates that the SWP mechanism reached the
maximum number of retransmissions without an acknowledgement.

Example
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Dell#show processes ipc flow-control

Q Statistics on CP Processor
TxProcess RxProcess Cur High Time Retr Msg Ac k Aval Max
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Len Mark Out ies Sent Rcvd Retra Retra

ACLO RTMO 0 0 0 0 0 0 10 10
ACLO DIFFSERVO 0 0 0 0 0 0 10 10
ACLO IGMPO 0 0 0 0 0 0 10 10
ACLO PIMO 0 0 0 0 0 0 10 10
ARPMGRO MRTMO 0 0 0 0 0 0 100 100
LACPO IFMGRO 0 0 0 0 0 0 25 25
RTMO OTMO 0 0 0 0 0 0 60 60
RTMO OTMO 0 0 0 0 0 0 60 60

Dell#

show processes memory

Display memory usage information based on the running processes.

Syntax

Parameters

Command Modes

Command
History

Usage
Information

show processes memory {management-unit |

management-unit Enter the keyword management-unit for CPU memory usage of the stack

stack unit 0-5

summary

e EXEC
e EXEC Privilege

Version
8.3.16.1

show
processes
memory
output Field

Total:
MaxUsed:
CurrentUsed:
CurrentFree:
SharedUsed:
SharedFree:
PID

Process
ResSize

Size

Allocs

Frees

Max

Current

stack unit {0-5 | all |

management unit.

summary}}

Enter the keyword stack unit then a stack unit ID of the member unit for which

to display memory usage on the forwarding processor.

Enter the keyword al1l for detailed memory usage on all stack members.

Enter the keyword summary for a brief summary of memory availability and usage

on all stack members.

Description
Introduced on the MXL 10/40GbE Switch IO Module.

Description

Total system memory available

Total maximum memory used ever (history indicated with time stamp)
Total memory currently in use

Total system memory available

Total used shared memory

Total free shared memory

Process ID

Process Name

Actual resident size of the process in memory
Process test, stack, and data size

Total dynamic memory allocated

Total dynamic memory freed

Maximum dynamic memory allocated

Current dynamic memory in use
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The output for the show process memory command displays the memory usage statistics running on
CP part (sysd) of the system. The sysd is an aggregate task that handles all the tasks running on the MXL
10/40GbE Switch 10 Module’s CP.

The output of the show memory command and this command differ based on which the Dell OS
processes are counted.
e Inthe show memory output, the memory size is equal to the size of the application processes.

e In the output of this command, the memory size is equal to the size of the application processes plus
the size of the system processes.

Example
Dell#show processes memory stack-unit 0
Total:2147483648, MaxUsed:378433536, CurrentUsed:378433536,
CurrentFree:1769050112
TaskName TotalAllocated TotalFreed MaxHeld CurrentHolding
fl0appioserv 225280 0 0 208896
ospf 573440 0 0 8716288
fl0appioserv 225280 0 0 208896
fcoecntrl 262144 0 0 7917568
dhclient 548864 0 0 1310720
fl0appioserv 225280 0 0 208896
ndpm 618496 0 0 7512064
fl0appioserv 225280 0 0 208896
vrrp 335872
Example
(management- Dell#show processes memory management-unit
unit) Total:2147483648, MaxUsed:378470400 [05/23/2012 09:49:39]

CurrentUsed:378470400, CurrentFree:1769013248
SharedUsed:18533952, SharedFree:2437592

PID Process ResSize Size Allocs Frees Max Current
472 ospf 8716288 573440 94952 0 94952 94952
529 fcoecntrl 7917568 262144 916736 844764 187920 71972
225 dhclient 1310720 548864 O 0 0 0

360 ndpm 7512064 618496 4848 0 4848 4848
160 vrrp 8048640 335872 83700 0 83700 83700
508 frrp 7512064 180224 1445898 1341684 137342 104214
186 xstp 9801728 2740224 54986 16564 38422 38422
374 pim 7757824 1007616 111860 O 111860 111860
--More--

show reset-reason

Display the reason for the last system reboot.

Syntax show reset-reason [stack-unit {stack-unit-number | all}]

Parameters stack-unit unit- (OPTIONAL) Enter the keyword stack-unit and the stack unit number to view the
number reason for the last system reboot for that stack unit.
all (OPTIONAL) Enter the keyword stack-unit and the keyword all to view the

reason for the last system reboot of all stack units in the stack.

Command Modes e EXEC
EXEC Privilege

C?mmand This guide is platform-specific. For command information about other platforms, see the relevant Dell EMC
History Networking OS Command Line Reference Guide.

Version Description

9.14(0.0) Introduced on the S5048F-ON.
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Version Description

9.13(0.0) Introduced on the S3048-0N, S3100 series, S4048-0N, S4048T-0ON, S5000,
S6000, S6000-0ON, S6010-0ON, S6100-0N, Z9100-0ON, C9010, MXL, M-IOA, and
FN-IOM.
Usage . You can use the show reset-reason without the stack-unit option to view the reason for the last
Information system reboot of the local system.

Example — User-
initiated reboot
with the reload
command

DellEMC#show reset-reason
Cause : Reset by User through CLI command
Reset Time: 11/05/2017-08:36

Example —
System reboot
due to

the upgrade
command

DellEMC# show reset-reason
Cause: Reboot by Software upgrade Module.
Reset Time: 8/9/2017 1:39 PM.

Example —
System reboot
for unknown
reasons

DellEMC# show reset-reason
Cause: N/A
Reload Time: N/A

Example — The example shows the reason for the last reboot as N/A for warm reset.
System reboot

due to power loss pcll1EMC#show reset-reason

or pressing the Cause : N/A
power button off Reset Time : N/A.
and on.

Example —

DellEMC#show reset-reason
Cause: N/A.
Reset Time: N/A

System reboot
due to watchdog

timeout
Example — The example shows the reason for the last reboot as N/A for thermal shutdown.
System reboot
due to thermal DellEMC# show reset-reason
shutdown Cause: N/A
Reload Time: N/A
Example — The example shows the reason for the last reboot as N/A for BIOS boot fail.

System reboot
due to BIOS boot DellEMC#show reset-reason

fail Cause: NA
Reset Time: N/A.

Example — If the reason for the last system reboot is not available, the system displays the reason as N/A.
Unknown reason

DellEMC# show reload-reason
Cause: N/A
Time: N/A

Example — Reset
reason of a single
stack unit

DellEMC# show reset-reason stack-unit 1
Cause : Reset by User through CLI command
Reset Time: 11/05/2017-08:36

Example — Reset
reason of all
stack units Last Reset Reason:

DellEMC#show reset-reason stack-unit all

Type Cause Time
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stack-unit 1 Reboot by Software 11/05/2017-09:04
stack-unit 2 Reboot by Software 11/05/2017-09:04
stack-unit 3 Cold Reset N/A
stack-unit 4 N/A N/A
stack-unit 5 N/A N/A
stack-unit 6 N/A N/A

show software ifm

Display interface management (IFM) data.

Syntax show software ifm {clients [summary] | ifagt number | ifcb interface |
stack-unit unit-ID | trace-flags}
Parameters clients Enter the keyword clients to display IFM client information.
summary (OPTIONAL) Enter the keyword summary to display brief information about IFM
clients.
ifagt number Enter the keyword i fagt then the number of an interface agent to display
software pipe and IPC statistics.
ifcb interface Enter the keyword i fcb then one of the following interface IDs then the slot/port
information to display interface control block information for that interface:
e For a Port Channel interface, enter the keywords port-channel then a
number. The range is from 1 to 128.
e For a10G Ethernet interface, enter the keyword TenGigabitEthernet
stack-unit unit-  Enter the keywords stack-unit then the stack member number to display IFM
D information for that unit. The range is from O to 5.
trace-flags Enter the keyword trace-flags to display IFM information for internal trace
flags.
Defaults none
Command Modes e EXEC
EXEC Privilege
Supported Modes Full-Switch
Command . N
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Example

DELL#show software ifm clients summary

ClntType Inst svcMask subSvcMask tlvSvcMask tlvSubSvc swp
IPM 0 0x00000000 0x00000000 0x90ff71£f3 0xb98784al 22
RTM 0 0x00000000 0x00000000 0x800010ff 0x0064c798 56
RIP 0 0x00000dfe 0x00000000 0x00000000 0x00000000 O

ISTS 0 0x00000002 0x00000000 0x00000000 0x00000000 O

VRRP 0 0x00000000 0x00000000 0x803330f3 0x0013c480 38
L2PM 0 0x00000000 0x00000000 0x87ff79ff 0xdb80c800 64
ACL 0 0x00000000 0x00000000 0x867£50c3 0x0103c018 81
OSPF 0 0x00000dfa 0x00100338 0x00000000 0x00000000 O

PIM 0 0x000e00£f3 0x0000c000 0x00000000 0x00000000 O

IGMP 0 0x000e027f 0x00000000 0x00000000 0x00000000 O

SNMP 0 0x00000000 0x00000000 0x8000c2cO 0x00000002 21
EVITERM O 0x00000000 0x00000000 0x800002cO0 0x0003c000 20
MRTM 0 0x00000000 0x00000000 0x81f7103f 0xc0600000 30
DSM 0 0x00000000 0x00000000 0x80771033 0x00000000 58
Mirror 0 0x00000000 0x00000000 0x80770003 0x00000000 25
LACP 0 0x00000000 0x00000000 0x8000383f 0x01000000 33
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SFL CP 0
DHCP 0
V6RAD 0

Unidentified ClientO
Unidentified ClientO
LLDP

--More--

show system

0x00000000 0x00000000 0x807739ff 0x00000000 24
0x00000000 0x00000000 0x807040£f3 0x18001000 35
0x00000433 0x0000c000 0x00000000 0x00000000 O

0x006e0002 0x00000000 0x00000000 0x00000000 O
0x6066003f 0x00000000 0x6066003f 0x00000000 95
0 0x007£2433 0x0408c000 0x007£2433 0x0408c000 60

Display the current status of all stack members or a specific member.

Syntax

Parameters

Command Modes

Command
History

Example (brief)

Example (stack-
unit)

show system [brief |

brief

stack-unit unit-id]

(OPTIONAL) Enter the keyword brief to view an abbreviated list of system information.

stack-unit unit-id (OPTIONAL) Enter the keyword stack-unit then the stack member ID for information on tt
stack member. The range is O to 5.

e EXEC
e EXEC Privilege

Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1

Dell#show system brief

Stack MAC
Reload-Type

-- Stack Info --

Introduced on the MXL 10/40GbE Switch IO Module.

f8:b1:56:3f:d7:de
normal-reload [Next boot

normal-reload]

1-0(0-4127)

Unit UnitType Status ReqTyp CurTyp
0 Management online PE-FN-2210S-IOM PE-FN-2210S-I0M
1 Member not present
2 Member not present
3 Member not present
4 Member not present
5 Member not present
Dell#

Dell#show system stack-unit 0

-- Unit 0 --
Unit Type
Status

Next Boot
Required Type
Current Type
Master priority
Hardware Rev
Num Ports

Up Time

Dell Networking OS Version
Jumbo Capable
POE Capable
FIPS Mode

Boot Flash

Boot Selector
Memory Size
Temperature

Management Unit

online

online

PE-FN-2210S-IOM - 12-port GE/TE (FN)
PE-FN-2210S-IOM - 12-port GE/TE (FN)
0

X01

12

20 hr, 2 min
1-0(0-4127)

yes

no

disabled

A: 4.1.1.1 [booted] B: 4.1.1.1
4.1.0.1
2147483648 bytes
58C
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Voltage
Switch Power
Product Name

ok
GOOD

Dell PowerEdge FN 2210S IOM

Mfg By DELL

Mfg Date 2014-05-26
Serial Number TWO00000000028
Part Number OHWGX7X01

Piece Part ID

TW-0HWGX7-00000-000-0028

PPID Revision X01
Service Tag N/A

Expr Svc Code N/A
Chassis Svce Tag testl23
Fabric Id Al

Asset tag

PSOC FW Rev 0xd

ICT Test Date 4-5-26
ICT Test Info 0x0

Max Power Req 20224
Fabric Type 0x3
Fabric Maj Ver 0x1
Fabric Min Ver 0x2

SW Manageability 0x4

HW Manageability 0xd

Max Boot Time 3 minutes
Link Tuning unsupported
Auto Reboot enabled

Burned In MAC

£f8:b1:56:3f:d7:de

No Of MACs 3
Dell#
Related asset-tag — Assigns and stores a unique asset-tag to the stack member.

Commands
show version — Displays the Dell Networking OS version.

show processes memory — Displays memory usage based on running processes.
show system stack-ports — Displays information about the stack ports on all switches in the stack.

show hardware stack-unit — Displays the data plane and management plane input and output statistics of a particul
stack member.

stack-unit priority — Configures the ability of the switch to become the management unit of a stack.

show tech-support

Display a collection of data from other show commands, necessary for Dell Networking OS technical support to perform
troubleshooting on MXL switches.

Syntax show tech-support [stack-unit unit-id | page]
Parameters stack-unit (OPTIONAL) Enter the keyword stack-unit to view CPU memory usage for the
stack member designated by unit-id. The range is O to 7.

page (OPTIONAL) Enter the keyword page to view 24 lines of text at a time. Press the
SPACE BAR to view the next 24 lines. Press ENTER to view the next line of text.

When using the pipe command ( | ), enter one of these keywords to filter command
output. For details about filtering commands, refer to CLI Basics.

save Enter the keyword save to save the command output. flash: Save to local flash
drive (flash://filename [max 20 chars] )

Command Modes EXEC Privilege
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Command
History

Usage
Information

Example (show
tech-support
options)

Version Description

9.14(0.0) Updated to display the show revision and show os-version command
outputs.

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

Without the page or stack—-unit option, the command output is continuous. Use Ctrl-z to interrupt the
command output.

The save option works with other filtering commands. This allows you to save specific information of

a show command. The save entry must always be the last option. For example: Dell#show tech-
support |grep regular-expression |except regular-expression | find regular-
expression | save flash://result

This display output is an accumulation of the same information that is displayed when you execute one of
the following show commands:

show cam

show clock

show environment
show file

show interfaces
show inventory

show ip protocols

show processes cpu
show processes memory
show redundancy

show running-conf

°
°

°

°

°

°

°

® show ip route summary
°

°

°

.

® show version

.

show os-version

® show revision

Dell#show tech-support ?

page Page through output

stack-unit Unit Number

| Pipe through a command

<cr>

Dell#show tech-support stack-unit 1 ?

page Page through output

| Pipe through a command

<cr>

Dell#show tech-support stack-unit 1 | ?

except Show only text that does not match a pattern
find Search for the first occurrence of a pattern
grep Show only text that matches a pattern
no-more Don't paginate output

save Save output to a file

Dell#show tech-support stack-unit 1 | save ?
flash: Save to local file system (flash://filename (max 20 chars) )

Dell#show tech-support stack-unit 1 | save flash://LauraSave
Start saving show command report .......
Dell#

Dell#dir
Directory of flash:

Directory of flash:
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drwx 4096 Jan 01 1980 01:00:00 +01:00

drwx 2048 May 16 2012 10:49:01 +01:00 ..

drwx 4096 Jan 24 2012 19:38:32 +01:00 TRACE_LOG DIR

drwx 4096 Jan 24 2012 19:38:32 +01:00 CORE DUMP DIR

4096 Jan 24 2012 19:38:34 +01:00 ADMIN DIR
-rwx 10303 Mar 15 2012 18:37:20 +01:00 startup-config.bak
—rwx 7366 Apr 20 2012 10:57:02 +01:00 startup-config
—-rwx 4 Feb 19 2012 07:05:02 +01:00 dhcpBindConflict
-rwx 12829 Feb 18 2012 02:24:14 +01:00 startup-config.backup

10 drwx 4096 Mar 08 2012 22:58:54 +01:00 WJ_running-config

11 -rwx 7689 Feb 21 2012 04:45:40 +01:00 stbkup

OO Jo U d WN -
(o}
I
I
|

flash: 2143281152 bytes total (2131476480 bytes free)

Dell#

Example (show

tech-support) Dell#show tech-support

——————————————————————————————————— show version
Dell Real Time Operating System Software
Dell Operating System Version: 2.0
Dell Application Software Version: 9.14(0.0)
Copyright (c) 1999-2018 by Dell Inc. All Rights Reserved.
Build Time: Sun Jul 1 12:03:38 2018
Build Path: /work/swbuildOl 1/build01/E9-14-0/SW/SRC
Dell Networking OS uptime is 3 day(s), 22 hour(s), 42 minute (s)

System image file is "system://A"

System Type: MXL-10/40GDbE
Control Processor: MIPS RMI XLP with 2 Gbytes (2147483648 bytes) of
memory, core(s) 1.

256M bytes of boot flash memory.

1 34-port GE/TE/FG (XL)
40 Ten GigabitEthernet/IEEE 802.3 interface (s)
2 Forty GigabitEthernet/IEEE 802.3 interface (s)

——————————————————————————————————— show os version

Platform Version Size ReleaseTime
IOM-Series: XL 9.14(0.0) 48247080 Jul 1 2018 12:08:54

TARGET IMAGE INFORMATION

Type Version Target checksum
runtime 9.14(0.0) Control Processor passed

BOOT IMAGE INFORMATION

Type Version Target checksum
boot flash 4.0.1.3 Control Processor passed

BOOTSEL IMAGE INFORMATION

Type Version Target checksum
boot selector 4.0.0.2 Control Processor passed

CPLD IMAGE INFORMATION

Card CPLD Name Version
Stack-unit 0 IOM SYSTEM CPLD 6

——————————————————————————————————— show revision
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-- Stack unit 0 --
IOM SYSTEM CPLD 3 6

———————————————————————————————————— show clock

22:41:49.960 UTC Thu Jul 5 2018
<output truncated for brevity>
Example (show

tech-support
stack-unit)

Dell#show tech-support stack-unit O
Required Type : -

== Unig B ==

Unit Type : Member Unit
Status : not present
Required Type : -

—————————————————— show environment -—--—-—------———--"-"——"———-

-— Unit Environment Status --
Unit Status Temp Voltage

* 1 online 41C ok
* Management Unit

-—- Thermal Sensor Readings (deg C) --
Unit Sensor0 Sensorl

————————————————————— ghew 1P CrALEle —=—ssccsscsos=oosoos
IP statistics:
Rcvd: 894390 total, 415557 local destination
0 format errors, 0 checksum errors, 0 bad hop count
0 unknown protocol, 0 not a gateway
15 security failures, 0 bad options
Frags: 0 reassembled, 0 timeouts, 0 too big
0 fragmented, 0 couldn't fragment
Bcast: 402 received, 0 sent; Mcast: 37 received, 0 sent
Sent: 468133 generated, 0 forwarded
42 encapsulation failed, 0 no route

ICMP statistics:
Rcvd: 0 format errors, 0 checksum errors, 0 redirects, 2 unreachable
0 echo, 0 echo reply, 0 mask requests, 0 mask replies, 0 quench
0 parameter, 0 timestamp, 0 info request, 0 other
Sent: 0 redirects, 0 unreachable, 0 echo, 0 echo reply
0 mask requests, 0 mask replies, 0 quench, 0 timestamp
0 info reply, 0 time exceeded, 0 parameter problem

UDP statistics:
Rcvd: 396516 total, 0 checksum errors, 0 no port
0 short packets, 0 bad length, 28746 no port broadcasts, 0 socket
full
Sent: 16460 total, 28746 forwarded broadcasts

TCP statistics:
Rcvd: 4618 total, 0 checksum errors, 0 no port
Sent: 5023 total

ARP statistics:
Rcvd: 43988 requests, 24518 replies, 10 wrong interface
Sent: 42 requests, 6 replies (0 proxy)

Related show version — Displays the Dell Networking OS version.
Commands
show system — Displays the current switch status.

show environment — Displays the system component status.

Control and Monitoring

m



show processes memory — Displays memory usage based on running processes.

telnet

Connect through Telnet to a server. The Telnet client and server in the Dell Networking Operating System (OS) support IPv4
connections. You can establish a Telnet session directly to the router or a connection can be initiated from the router.

Syntax telnet {host | ip-address} [/source-interface]
Parameters host Enter the name of a server.
ip-address Enter the IPv4 address in dotted decimal format of the server.

source-interface (OPTIONAL) Enter the keywords /source-interface then the interface
information to include the source interface. Enter the following keywords and slot/
port or number information:

e For a Loopback interface, enter the keyword 1oopback then a number from
zero (0) to 16383.
For the Null interface, enter the keyword null then O.

For a Port Channel interface, enter the keywords port-channel then a
number. The range is from 1 to 128.

e For a 10-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

e For a VLAN interface, enter the keyword v1an then a number from 1to 4094.

Defaults Not configured.

Command Modes e EXEC
e EXEC Privilege

Command

History Version Description

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

terminal xml

Enable XML mode in Telnet and SSH client sessions.
Syntax terminal xml
To exit XML mode, use the terminal no xml command.

Defaults Disabled

Command Modes e EXEC
e EXEC Privilege

Command Vv . D inti
History ersion escription
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Usage This command enables the XML input mode where you can either cut and paste XML requests or enter
Information the XML requests line-by-line. For more information about using the XML feature, refer to the XML

chapter in the Dell Networking OS Configuration Guide.
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traceroute

View a packet’s path to a specific device.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Example (IPv4)

Related
Commands

traceroute {host | ip-address}

host Enter the name of device.

ip-address Enter the IP address of the device in dotted decimal format.

Timeout = b seconds
Probe count = 3

30 hops max

40 byte packet size
UDP port = 33434

EXEC
EXEC Privilege

Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.

When you enter the traceroute command without specifying an IP address (Extended Traceroute),
you are prompted for a target and source IP address, timeout (in seconds) (default is §), a probe count

(default is 3), minimum TTL (default is 1), maximum TTL (default is 30), and port number (default is
33434). To keep the default setting for those parameters, press the ENTER key.

Dell#traceroute www.forcelOnetworks.com

Translating "www.forcelOnetworks.com"...domain server (10.11.0.1) [OK]
Type Ctrl-C to abort.

Tracing the route to www.forcelOnetworks.com (10.11.84.18),
30 hops max, 40 byte packets

TTL Hostname Probel Probe?2 Probe3

1 10.11.199.190 001.000 ms 001.000 ms 002.000 ms

2 gwegress-sjc-02.forcelOnetworks.com (10.11.30.126) 005.000 ms
001.000 ms 001.000 ms

3 fw-sjc-01.forcelOnetworks.com (10.11.127.254) 000.000 ms 000.000 ms
000.000 ms

4 www.forcelOnetworks.com (10.11.84.18) 000.000 ms 000.000 ms 000.000
ms

Dell#

ping — tests the connectivity to a device.

undebug all

Disable all debug operations on the system.

Syntax
Defaults
Command Modes

Command
History

undebug all
none

EXEC Privilege

Version Description
8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
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virtual-ip

Configure a virtual IP address for the active management interface. You can configure virtual addresses both for IPv4

virtual-ip {ipv4-address}

independently.

Syntax

Parameters jpvd-address
Defaults none

Command Modes CONFIGURATION

Supported Modes Full-Switch

Comma
History

Usage

Information

nd .
Version

9.9(0.0)
8.3.16.1

Enter the IP address of the active management interface in a dotted decimal
format (A.B.C.D.).

Description
Introduced on the FN IOM.
Introduced on the MXL 10/40GbE Switch 10 Module.

Each time you issue this command, it replaces the previously configured address of the same family. The

no virtual-ip command takes an address/prefix-length argument, so that the desired address only

is removed. If you enter the no virtual-ip command without any specified address, the IPv4 virtual
addresses are removed.

Example

Dell#virtual-ip 10.11.197.99/16

write

Copy the current configuration to either the startup-configuration file or the terminal.

Syntax write {memory
Parameters
memory
terminal

Command Modes EXEC Privilege

Command

History

Usage

Information

14

Version
8.3.16.1

terminal}

Enter the keyword memory to copy the current running configuration to the
startup configuration file. This command is similar to the copy running-config
startup-config command.

Enter the keyword terminal to copy the current running configuration to the
terminal. This command is similar to the show running-config command.

Description
Introduced on the MXL 10/40GbE Switch IO Module.

The write memory command saves the running-configuration to the file labeled startup-configuration.

When using a LOCAL CONFIG FILE other than the startup-config not named “startup-configuration,”

the running-config is not saved to that file; use the copy command to save any running-configuration
changes to that local file.
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802.1X

An authentication server must authenticate a client connected to an 802.1X switch port. Until the authentication, only
extensible authentication protocol over LAN (EAPOL) traffic is allowed through the port to which a client is connected. After
authentication is successful, normal traffic passes through the port.

The Dell Networking operating software supports remote authentication dial-in service (RADIUS) and active directory
environments using 802.1X Port Authentication.

Important Points to Remember

The system limits network access for certain users by using virtual local area network (VLAN) assignments. 802.1X with VLAN
assignment has these characteristics when configured on the switch and the RADIUS server.

e If no VLAN is supplied by the RADIUS server or if you disable 802.1X authorization, the port configures in its access VLAN
after successful authentication.

e |f you enable 802.1X authorization but the VLAN information from the RADIUS server is not valid, the port returns to the
Unauthorized state and remains in the configured access VLAN. This safeguard prevents ports from appearing unexpectedly
in an inappropriate VLAN due to a configuration error. Configuration errors create an entry in Syslog.

e If you enable 802.1X authorization and all information from the RADIUS server is valid, the port is placed in the specified
VLAN after authentication.

If you enable port security on an 802.1X port with VLAN assignment, the port is placed in the RADIUS server assigned VLAN.
If you disable 802.1X on the port, it returns to the configured access VLAN.

When the port is in the Force Authorized, Force Unauthorized, or Shutdown state, it is placed in the configured access
VLAN.

e |f an 802.1X port is authenticated and put in the RADIUS server assigned VLAN, any change to the port access VLAN
configuration does not take effect.

e The 802.1X with VLAN assignment feature is not supported on trunk ports, dynamic ports, or with dynamic-access port
assignment through a VLAN membership.

Topics:

¢ debug dotix

e dotlx auth-fail-vlan

e dotlx auth-server

. dotlx auth-type mab-only
¢ dotlx authentication (Configuration)
* dotilx authentication (Interface)
e dotlx critical-vlan

*  dotix profile

e dotlx static-mab

e dotlx guest-vian

e dotlx host-mode

. dot1x mac-auth-bypass

* dotlx max-eap-req

¢ dotlx max-supplicants

e dotix port-control

e dotlx quiet-period

¢ dotlx reauthentication

e dotlx reauth-max

¢ dotlx server-timeout

e dotlx supplicant-timeout
e dotlx tx-period

*  mac
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* show dot1x cos-mapping interface
¢ show dotlx interface
*  show dot1x profile

debug dot1x

Display 802.1X debugging information.

Syntax

Parameters

Defaults
Command Modes
Supported Modes

Command
History

debug dotlx [all | auth-pae-fsm | backend-fsm | eapol-pdu] [interface
interface]

all Enable all 802.1X debug messages.

auth-pae-fsm Enable authentication PAE FSM debug messages.
backend-fsm Enable backend FSM debug messages.

eapol-pdu Enable the EAPOL frame trace and related debug messages.
interface Restricts the debugging information to an interface.
interface

Disabled

EXEC Privilege

Full-Switch

Version Description

9.9(0.0) Introduced on the FN IOM.

9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dot1x auth-fail-vian

Configure an authentication failure VLAN for users and devices that fail 802.1X authentication.

Syntax

Parameters

Defaults
Command Modes
Supported Modes

Command
History

Usage
Information
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dotlx auth-fail-vlan vlan-id [max-attempts number]

To delete the authentication failure VLAN, use the no dotlx auth-fail-vlan vlan-id [max-
attempts number] command.

vian-id Enter the VLAN Identifier. The range is from 1 to 4094.

max-attempts (OPTIONAL) Enter the keywords max-attempts followed number of attempts
number desired before authentication fails. The range is from 1 to 5. The default is 3.
3 attempts

CONFIGURATION (conf-if-interface-slot/port)
Full-Switch

Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

If the host responds to 802.1X with an incorrect login/password, the login fails. The switch attempts to
authenticate again until the maximum attempts configured is reached. If the authentication fails after all
allowed attempts, the interface moves to the authentication failed VLAN.



Related
Commands

After the authentication VLAN is assigned, the port-state must be toggled to restart authentication.
Authentication occurs at the next reauthentication interval (dot1lx reauthentication).

dotlx port-control — Enables port control on an interface.

e dotlx guest-vlan — Configures a guest VLAN for limited access users or for devices that are not
802.1X capable.
e show dotlx interface — Displays the 802.1X configuration of an interface.

dotlx auth-server

Configure the authentication server to RADIUS.

Syntax

Defaults
Command Modes
Supported Modes

Command
History

dotlx auth-server radius

none

CONFIGURATION

Full-Switch

Version Description

9.9(0.0) Introduced on the FN IOM.

9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dot1x auth-type mab-only

To authenticate a device with MAC authentication bypass (MAB), only use the host MAC address.

Syntax

Defaults
Command Modes
Supported Modes

Command
History

Usage
Information

Related
Commands

dotlx auth-type mab-only

Disabled

INTERFACE

Full-Switch

Version Description

9.9(0.0) Introduced on the FN IOM.

9.2(0.0) Introduced on the MXL 10/40GbE Switch IO Module.

The prerequisites for enabling MAB-only authentication on a port are:

e Enable 802.1X authentication globally on the switch and on the port (the dot1lx authentication
command).

e Enable MAC authentication bypass on the port (the dotlx mac-auth-bypass command).

In MAB-only authentication mode, a port authenticates using the host MAC address even though
802.1xauthentication is enabled. If the MAB-only authentication fails, the host is placed in the guest
VLAN (if configured).

To disable MAB-only authentication on a port, enter the no dotlx auth-type mab-only command.

dot1x mac-auth-bypass — Enables MAC authentication bypass.
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dot1x authentication (Configuration)

Enable dot1x globally. Enable dot1x both globally and at the interface level.
Syntax dotlx authentication

To disable dot1x on a globally, use the no dotlx authentication command.

Defaults Disabled
Command Modes CONFIGURATION
Supported Modes Full-Switch

Command . —
History Version Description

9.9(0.0) Introduced on the FN IOM.

9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.
Related dot1x authentication (Interface) — Enables dot1x on an interface.
Commands

dot1x authentication (Interface)

Enable dot1x on an interface. Enable dot1x both globally and at the interface level.
Syntax dotlx authentication

To disable dot1x on an interface, use the no dotlx authentication command.

Defaults Disabled
Command Modes INTERFACE
Supported Modes Full-Switch

Command . .-
History Version Description

9.9(0.0) Introduced on the FN IOM.

9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.
Related dotlx authentication (Configuration) — Enable dot1x globally.
Commands

dot1x critical-vlan

Configure critical-VLAN for users or devices when authentication server is not reachable.

Syntax [no] dotlx critical-vlan vlan-id
Parameters vian-id Enter the VLAN identifier. The VLAN-ID range is from 1 to 4094.
Defaults Not Configured.

Command Modes |NTERFACE
INTERFACE (BATCH MODE)

Cc.ammand This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
History EMC Networking OS Command Line Reference Guide.
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Usage
Information

Example

Version Description
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,
S6000, S6000-0ON, S6100-0N, the Configuration Terminal Batch mode on C9010,
Z9100-0N, and Z9500.

9.9(0.0) Introduced on the C9000 Series.
The dotlx critical-vlan command configures critical VLAN for the interface. If the authentication

server is not reachable or not responding, the authenticator places the port or the supplicant in critical
VLAN within the first attempt.

Use this command in Interface Batch mode to configure critical VLAN for users in a dual-homing setup.

DellEMC (conf) #show dotlx interface twentyFiveGigE 1/41

802.1x information on Tf 1/41:

Dotlx Status: Enable

Port Control: AUTO

Port Auth Status: AUTHORIZED (CRITICAL-VLAN)
Re-Authentication: Enable
Untagged VLAN id: 400

Guest VLAN: Enable
Guest VLAN id: 400
Auth-Fail VLAN: Enable
Auth-Fail VLAN id: 400
Auth-Fail Max-Attempts: 3

Critical VLAN: Enable
Critical VLAN id: 400
Mac-Auth-Bypass: Disable
Mac-Auth-Bypass Only: Disable

Tx Period: 30 seconds
Quiet Period: 60 seconds
ReAuth Max: 2
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 60 seconds
Max-EAP-Req: 2

Host Mode: SINGLE HOST
Auth PAE State: Authenticated
Backend State: Idle

dotix profile

Configure a dot1x profile to define a list of trusted supplicant MAC addresses.

Syntax

Parameters

Defaults

Command Modes

Error Strings

Command
History

[no] dotlx profile profile-name
profile-name Enter a dotlx profile-name. The profile name length is limited to 32 characters.

None

CONFIGURATION
CONFIGURATION TERMINAL BATCH

NONE

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.
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Usage
Information

Related
Commands

Version Description
9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,
S6000, S6000-0ON, S6100-0N, the Configuration Terminal Batch mode on C9010,
Z9100-0N, and Z9500.

9.9(0.0) Introduced on the C9010.

The dotlx profile command configures a dotix profile to define a list of trusted supplicant MAC
addresses. Maximum number of dot1x profiles is limited to 10. This command launches dot1x profile mode
for entering profile related commands such as the mac command. The dotlx static-mab command
assigns the dot1x profile to an interface.

Use this command in Configuration Terminal Batch mode to configure the dot1x profile in a dual-homing
setup.

e dotlx static-mab
e mac

dot1x static-mab

Enable static MAC authorization bypass (MAB) and configure static MAB profile to an interface.

Syntax

Parameters

Defaults

Command Modes

Command
History

Usage
Information

Example

120 802.1X

[no] dotlx static-mab profile profile-name

profile profile- Enter the keyword profile and the profile-name to configure the static MAB
name profile name. The profile name length is limited to 32 characters.

Disabled.

INTERFACE

INTERFACE (BATCH MODE)

This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
EMC Networking OS Command Line Reference Guide.

Version Description
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,

S6000, S6000-0ON, S6100-0ON, the Configuration Terminal Batch mode on C9010,
Z9100-0ON, and Z9500.

9.9(0.0) Introduced on the C9010.

The dotlx static-mab command enables static MAB (mac auth bypass) and configures the
associated profile on a dot1x interface. Static MAB bypasses the authentication server for the supplicant
MAC addresses configured in the associated profile.

Before you enable static MAB, you must do the following:

e Enable MAC authentication bypass on the port by configuring the dot1lx mac-auth-bypass
command.

e Ensure that no configured profile exists at the time of configuring the static-mab command.

e Use this command in Interface Batch Mode to enable static MAB in a dual-homing setup.

DellEMC (conf) #do show dotlx interface twentyFiveGigE 1/41

802.1x information on Tf 1/41:

Dotlx Status: Enable



Port Control: AUTO

Port Auth Status: AUTHORIZED (STATIC-MAB)
Re-Authentication: Enable
Untagged VLAN id: 400

Guest VLAN: Enable
Guest VLAN id: 400
Auth-Fail VLAN: Enable
Auth-Fail VLAN id: 400
Auth-Fail Max-Attempts: 3

Critical VLAN: Enable
Critical VLAN id: 400
Mac-Auth-Bypass: Disable
Mac-Auth-Bypass Only: Disable
Static-MAB: Enable
Static-MAB Profile: Sample

Tx Period: 30 seconds
Quiet Period: 60 seconds
ReAuth Max: 2
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 60 seconds
Max-EAP-Req: 2

Host Mode: SINGLE_HOST
Auth PAE State: Authenticated
Backend State: Idle

dot1x guest-vilan

Configure a guest VLAN for limited access users or for devices that are not 802.1X capable.

Syntax dotlx guest-vlan vlan-id

To disable the guest VLAN, use the no dotlx guest-vlan vlan-idcommand.

Parameters vlan-id Enter the VLAN Identifier. The range is from 1 to 4094.

Defaults Not configured.
Command Modes CONFIGURATION (conf-if-interface-slot/port)
Supported Modes Full-Switch

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

Usage . 1X authentication is enabled when an interface is connected to the switch. If the host fails to respond
Information within a designated amount of time, the authenticator places the port in the guest VLAN.

If a device does not respond within 30 seconds, it is assumed that the device is not 802.1X capable.
Therefore, a guest VLAN is allocated to the interface and authentication, for the device, occurs at the
next reauthentication interval (dot1x reauthentication).

If the host fails authentication for the designated number of times, the authenticator places the port in
authentication failed VLAN (dot1x auth-fail-vlan).

NOTE: You can create the Layer 3 portion of a guest VLAN and authentication fail VLANs regardless
if the VLAN is assigned to an interface or not. After an interface is assigned a guest VLAN (which
has an IP address), routing through the guest VLAN is the same as any other traffic. However, the
interface may join/leave a VLAN dynamically.

Related e dotlx auth-fail-vlan — Configures an authentication failure VLAN.
Commands e dotlx reauthentication — Enables periodic re-authentication of the client.

dot1x reauth-max — Configure the maximum number of times to re-authenticate a port before it
becomes unauthorized.
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dot1x host-mode

Enable single-host or multi-host authentication.

Syntax dotlx host-mode {single-host | multi-host | multi-auth}
Parameters single-host Enable single-host authentication.

multi-host Enable multi-host authentication.

multi-auth Enable multi-supplicant authentication.
Defaults single-host

Command Modes INTERFACE
Supported Modes Full-Switch

Command . —
History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch IO Module.
Usage e Single-host mode authenticates only one host per authenticator port and drops all other traffic on the
Information port.

e Multi-host mode authenticates the first host to respond to an Identity Request and then permits all
other traffic on the port.

e Multi-supplicant mode authenticates every device attempting to connect to the network on the
authenticator port.

dot1x mac-auth-bypass

Enable MAC authentication bypass. If 802.1X times out because the host did not respond to the Identity Request frame, the
system attempts to authenticate the host based on its MAC address.

Syntax dotlx mac-auth-bypass
To disable MAC authentication bypass on a port, use the no dotlx mac-auth-bypass command.
Defaults Disabled
Command Modes INTERFACE
Supported Modes Full-Switch

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dot1x max-eap-req

Configure the maximum number of times an extensive authentication protocol (EAP) request is transmitted before the session
times out.

Syntax dotlx max-eap-req number

To return to the default, use the no dotlx max-eap-reqg command.

Parameters number Enter the number of times an EAP request is transmitted before a session time-out.

The range is from 1 to 10. The default is 2.
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Defaults

Command Modes

2

INTERFACE

Supported Modes Full-Switch

Command
History

Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dot1x max-supplicants

Restrict the number of supplicants that can be authenticated and permitted to access the network through the port. This
configuration is only takes effect in Multi-Auth mode.

Syntax

Parameters

Defaults

Command Modes

dotlx max-supplicants number

number Enter the number of supplicants that can be authenticated on a single port in
Multi-Auth mode. The range is from 1 to 128. The default is 128.

128 hosts can be authenticated on a single authenticator port.

INTERFACE

Supported Modes Full-Switch

Command
History

Related
Commands

Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dot1x host-mode — Enables single-host or multi-host authentication.

dotix port-control

Enable port control on an interface.

Syntax

Parameters

Defaults

dotlx port-control {force-authorized | auto | force-unauthorized}

force-authorized Enter the keywords force-authorized to forcibly authorize a port.
auto Enter the keyword auto to authorize a port based on the 802.1X operation result.
force- Enter the keywords force-unauthorized to forcibly deauthorize a port.

unauthorized

none

Command Modes Auto

Supported Modes Full-Switch

Command
History

Usage
Information

Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

The authenticator completes authentication only when port-control is set to auto.
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dot1x quiet-period

Set the number of seconds that the authenticator remains quiet after a failed authentication with a client.

Syntax dotlx quiet-period seconds

To disable quiet time, use the no dotlx gquiet-time command.

Parameters seconds Enter the number of seconds. The range is from 1to 65535. The default is 60.

Defaults 60 seconds
Command Modes INTERFACE
Supported Modes Full-Switch

Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dotlx reauthentication

Enable periodic reauthentication of the client.

Syntax dotlx reauthentication [interval seconds]

To disable periodic reauthentication, use the no dotlx reauthentication command.

Parameters interval seconds (Optional) Enter the keyword interval then the interval time, in seconds, after
which reauthentication is initiated. The range is from 1 to 31536000 (one year). The
default is 3600 (1 hour).

Defaults 3600 seconds (1 hour)

Command Modes INTERFACE

Supported Modes Full-Switch

Command . i s
History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dotlix reauth-max

Configure the maximum number of times a port can reauthenticate before the port becomes unauthorized.
Syntax dotlx reauth-max number

To return to the default, use the no dotlx reauth-max command.

Parameters number Enter the permitted number of reauthentications. The range is from 1to 10. The

default is 2.

Defaults 2
Command Modes INTERFACE
Supported Modes Full-Switch
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Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dotlix server-timeout

Configure the amount of time after which exchanges with the server time-out.

Syntax dotlx server-timeout seconds

To return to the default, use the no dotlx server-timeout command.

Parameters seconds Enter a time-out value in seconds. The range is from 1 to 300, where 300 is

implementation dependant. The default is 30.

Defaults 30 seconds
Command Modes INTERFACE
Supported Modes Full-Switch

Command . .
History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.
Usage . When you configure the dot1lx server-timeout value, take into account the communication medium
Information used to communicate with an authentication server and the number of RADIUS servers configured.

Ideally, the dot1lx server-timeout value (in seconds) is based on the configured RADIUS-server
timeout and retransmit values and calculated according to the following formula: dotlx server-—
timeout seconds > (radius-server retransmit seconds + 1) * radius-server timeout seconds.

Where the default values are as follows: dot1x server-timeout (30 seconds), radius-server
retransmit (3 seconds), and radius-server timeout (5 seconds).

For example:

Dell (conf) #radius-server host 10.11.197.105 timeout 6
Dell (conf) #radius-server host 10.11.197.105 retransmit 4
Dell (conf) #interface tengigabitethernet 2/1

Dell (conf-if-te-2/1) #dotlx server-timeout 40

doti1x supplicant-timeout

Configure the amount of time after which exchanges with the supplicant time-out.
Syntax dotlx supplicant-timeout seconds

To return to the default, use the no dotlx supplicant-timeout command.

Parameters seconds Enter a time-out value in seconds. The range is from 1 to 300, where 300 is

implementation dependant. The default is 30.

Defaults 30 seconds
Command Modes INTERFACE
Supported Modes Full-Switch
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Command

History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

dotix tx-period

Configure the intervals at which EAPOL PDUs the Authenticator PAE transmits.

Syntax dotlx tx-period seconds

To return to the default, use the no dotlx tx-period command.

Parameters seconds Enter the interval time, in seconds, that EAPOL PDUs are transmitted. The range is

from 1to 65535. The default is 30.

Defaults 30 seconds
Command Modes INTERFACE
Supported Modes Full-Switch

Command . i s
History Version Description
9.9(0.0) Introduced on the FN IOM.
9.2(0.0) Introduced on the MXL 10/40GbE Switch 10 Module.

mac

Configure a list of supplicant MAC addresses for dotlx profile represented with a profile-name.

Syntax [no] mac {mac-addressl mac-addressZ2.. mac-addressb6}
Parameters mac-address1 Enter the keyword mac and type the 48— bit MAC addresses using the H.H.H
mac-address?2... format. A maximum of 6 MAC addresses are allowed.

mac-address6

Defaults None

Command Modes pOT1X PROFILE CONFIG (conf-dotx-profile)
CONFIGURATION TERMINAL BATCH

CPmmand This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
History EMC Networking OS Command Line Reference Guide.

Version Description

9.10(0.0) Introduced on the S3148.

9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000,

S6000, S6000-0ON, S6100-0ON, the Configuration Terminal Batch mode on C9010,
Z9100-0ON, and Z9500.

9.9(0.0) Introduced on the C9010.

Usage ] The mac command configures a list of supplicant MAC addresses for a dot1x profile represented with a
Information profile-name. You can configure up to 6 MAC addresses in a single mac command. The maximum number
of MAC addresses that you can configure in a single profile is limited to 100.
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Example

Use this command in Configuration Terminal Batch mode to configure a list of supplicant MAC addresses
for dot1x profile in a dual-homing setup.

DellEMC (conf) #dotlx profile mySupplicants
DellEMC (conf-dotlx-profile) #mac 00:50:56:AA:01:10 00:50:56:AA:01:11

DellEMC (conf-dotlx-profile) #show config
dotlx profile mySupplicants

mac 00:50:56:a2a:01:10

mac 00:50:56:aa:01:11

DellEMC (conf-dotlx-profile) #

DellEMC (conf-dotlx-profile) #fexit

show dotlix cos-mapping interface

Display the CoS priority-mapping table the RADIUS server provides and applies to authenticated supplicants on an 802.1X-

enabled system.

Syntax

Parameters

Defaults

Command Modes

Supported Modes

Command
History

Usage
Information

Example

show dotlx cos-mapping interface interface [mac-address mac-address]

interface Enter one of the following keywords and slot/port or number information:

e [or a Ten-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

mac-address (Optional) MAC address of an 802.1X-authenticated supplicant.

none

e EXEC
e EXEC privilege

Full-Switch

Version
9.9(0.0)
9.2(0.0)

Description

Introduced on the FN IOM.

Introduced on the MXL 10/40GbE Switch 10 Module.

To display CoS mapping information only for the specified supplicant, enter a supplicant’s MAC address
using the mac-address option.

You can display the CoS mapping information applied to traffic from authenticated supplicants on 802.1X-
enabled ports that are in Single-Hot, Multi-Host, and Multi-Supplicant authentication modes.
Dell#show dotlx cos-mapping interface tengigabitethernet 0/1

802.1p CoS re-map table on Te 0/1:

Dotlp Remapped Dotlp
0 7

1 6

2 5

3 4

4 3

5 2

6 1

7 0

Dell#

Dell#show dotlx cos-mapping interface tengigabitethernet 0/1 mac-address
00:00:00:00:00:10
Supplicant Mac: 0 0 0 0 0 10 Lookup for Mac:

802.1X
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802.1p CoS re-map table on Te 0/1:

802.1p CoS re-map table for Supplicant: 00:00:00:00:00:10

Dotlp Remapped Dotlp

O Jouod wdNBEP O
ORFRNWDd U oI

ell#

show dotl1x interface

Display the 802.1X configuration of an interface.

Syntax

Parameters

Defaults

Command Modes

Supported Modes

Command
History

Usage
Information

Example
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show dotlx interface interface [mac-address mac-address]

interface

Enter one of the following keywords and slot/port or number information:

e For a Ten-Gigabit Ethernet interface, enter the keyword
TenGigabitEthernet then the slot/port information.

mac-address

none

e EXEC
e EXEC privilege

Full-Switch

Version
9.9(0.0)
9.2(0.0)

Description

(Optional) MAC address of a supplicant.

Introduced on the FN IOM.
Introduced on the MXL 10/40GbE Switch IO Module.

If you enable 802.1X multi-supplicant authentication on a port, additional 802.1X configuration details
(Port Authentication status, Untagged VLAN ID, Authentication PAE state, and Backend state) are

displayed for each supplicant, as shown in the following example.

Dell#show dotlx interface tengigabitethernet 0/1

802.1x information on Te 0/1:

Dotlx Status:

Port Control:

Port Auth Status:
Re-Authentication:
Untagged VLAN id:
Guest VLAN:

Guest VLAN id:
Auth-Fail VLAN:
Auth-Fail VLAN id:

Auth-Fail Max-Attempts:

Mac-Auth-Bypass:
Mac-Auth-Bypass Only:
Tx Period:

Quiet Period:

ReAuth Max:
Supplicant Timeout:
Server Timeout:

Enable
AUTO
AUTHORIZED (MAC-AUTH-BYPASS)
Disable
400

Enable

100
Disable
NONE

NONE
Enable
Enable

3 seconds
60 seconds
2

30 seconds
30 seconds



Re-Auth Interval: 3600 seconds

Max-EAP-Req: 2

Host Mode: SINGLE HOST
Auth PAE State: Authenticated
Backend State: Idle

Dell#

Dell#show dotlx interface tengigabitethernet 0/1 mac-address
00:00:00:00:00:10
Supplicant Mac: 0 0 0 0 0 10 Lookup for Mac:

802.1x information on Te 0/1:

Dotlx Status: Enable
Port Control: AUTO
Re-Authentication: Disable
Guest VLAN: Enable
Guest VLAN id: 100
Auth-Fail VLAN: Disable
Auth-Fail VLAN id: NONE
Auth-Fail Max-Attempts: NONE
Mac-Auth-Bypass: Enable
Mac-Auth-Bypass Only: Enable

Tx Period: 3 seconds
Quiet Period: 60 seconds
ReAuth Max: 2
Supplicant Timeout: 30 seconds
Server Timeout: 30 seconds
Re-Auth Interval: 3600 seconds
Max-EAP-Req: 2

Host Mode: MULTI AUTH
Max-Supplicants: 128

Port status and State info for Supplicant: 00:00:00:00:00:10

Port Auth Status: AUTHORIZED (MAC-AUTH-BYPASS)
Untagged VLAN id: 400

Auth PAE State: Authenticated

Backend State: Idle

Dell#

show dot1x profile

Display all the dot1x profiles or the details of a specific profile configured in the system.

Syntax show dotlx profile profile-name
Parameters profile-name Specify a static dot1x profile-name. The maximum character limit for a profile name
is 32 characters.

Defaults None

Command Modes EXEC

CPmmand This guide is platform-specific. For command information about other platforms, refer to the relevant Dell
History EMC Networking OS Command Line Reference Guide.
Version Description
9.10(0.0) Introduced on the S3148.
9.10(0.0) Introduced on the S3100 series, S4048-0N, S4048-0N, S4810, S4820T, S5000
S6000, S6000-0N, S6100-0N, C9010, Z9100-0ON, and Z9500.
9.9(0.0) Introduced on the C9010.
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Example
DellEMC#show dotlx profile

802.1x profile information
Dotlx Profile mySupplicants
Profile MACs
00:50:56:2a:01:10 00:50:56:aa:01:11
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Access Control Lists (ACL)

Access control lists (ACLs) are supported by the Dell Networking Operating System (OS).

The Dell Networking OS supports the following types of ACL, IP prefix list, and route maps:
Commands Common to all ACL Types

Common IP ACL Commands

Standard IP ACL Commands

Extended IP ACL Commands

Common MAC Access List Commands

Standard MAC ACL Commands

Extended MAC ACL Commands

IP Prefix List Commands

Route Map Commands

@ NOTE: For ACL commands that use the Trace function, refer to the Secure DHCP Commands section in the Security
chapter.

Topics:

. Commands Common to all ACL Types
e description

* remark

e resequence access-list

e resequence prefix-list ipv4

*  show config

e Common IP ACL Commands

*  access-cClass

e clear counters ip access-group

* ipaccess-group

¢« show ip access-lists

* show ip accounting access-list

e Standard IP ACL Commands

e deny (for Standard IP ACLs)

* ip access-list standard

e permit (for Standard IP ACLs)

*  seq

e Extended IP ACL Commands

* deny (for Extended IP ACLs)

. deny icmp

. deny tcp

e denyudp

* ip access-list extended

e permit (for Extended IP ACLs)

e permiticmp

e permit tcp

e permit udp

*  seq

¢ Common MAC Access List Commands
*  clear counters mac access-group
*  mac access-group

*  show mac access-lists

* show mac accounting access-list
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Standard MAC ACL Commands
deny

mac access-list standard
permit

seq

Extended MAC ACL Commands
deny

mac access-list extended
permit

seq

IP Prefix List Commands

clear ip prefix-list

deny

ip prefix-list

permit

seq

show config

show ip prefix-list detail

show ip prefix-list summary
Route Map Commands
continue

description

match interface

match ip address

match ip next-hop

match ip route-source

match metric

match route-type

match tag

route-map

set automatic-tag

set metric

set metric-type

set tag

show config

show route-map

deny (for Standard IP ACLs)
deny (for Extended IP ACLs)
seq

deny tcp

deny udp

deny arp (for Extended MAC ACLs)
deny icmp

deny ether-type (for Extended MAC ACLs)
deny

deny

permit (for Standard IP ACLs)
permit arp

permit ether-type (for Extended MAC ACLs)
permit icmp

permit udp

permit (for Extended IP ACLs)
permit

seq

permit tcp

seq arp
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e  seq ether-type

*  seq

e seq

e permit udp

*  permit tcp

. permit icmp

*  permit

e deny udp (for IPv6 ACLs)
e deny tcp (for IPv6 ACLs)
« deny icmp (for Extended IPv6 ACLs)
e deny (for IPv6 ACLs)

Commands Common to all ACL Types

The following commands are available within each ACL mode and do not have mode-specific options. Some commands in
this chapter may use similar names, but require different options to support the different ACL types (for example, the deny
command).

description

Configure a short text string describing the ACL.

Syntax description text

Parameters text Enter a text string up to 80 characters long.

Defaults Not enabled.

CONFIGURATION-IP ACCESS-LIST-STANDARD
CONFIGURATION-IP ACCESS-LIST-EXTENDED
CONFIGURATION-MAC ACCESS LIST-STANDARD
CONFIGURATION-MAC ACCESS LIST-EXTENDED

Command Modes

Supported Modes Full-Switch

Command . —
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
remark
Enter a description for an ACL entry.
Syntax remark [remark-number] [description]
Parameters

remark-number  Enter the remark number. The range is from 0 to 4294967290.
@ NOTE: You can use the same sequence number for the remark and an ACL
rule.

description Enter a description of up to 80 characters.

Defaults Not configured.

Command Modes e CONFIGURATION-IP ACCESS-LIST-STANDARD
o CONFIGURATION-IP ACCESS-LIST-EXTENDED
e CONFIGURATION-MAC ACCESS LIST-STANDARD
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e CONFIGURATION-MAC ACCESS LIST-EXTENDED

Supported Modes Full-Switch

Command
History

Usage
Information

Example

Related
Commands

Version Description

9.14.0.0 Made the remark number as an optional value.
9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.

The remark command is available in each ACL mode. You can configure up to 4294967290 remarks in a
given ACL.

The following example shows the use of the remark command twice within CONFIGURATION-
STANDARD-ACCESS-LIST mode. The same sequence number was used for the remark and for an
associated ACL rule. The remark precedes the rule in the running-config because it is assumed that
the remark is for the rule with the same sequence number, or the group of rules that follow the remark.

You can include a remark with or without a remark number. If you do not enter a remark number, the
remark inherits the sequence number of the last ACL rule. If there is no ACL rule when you enter a
remark, the remark takes sequence number 5. If you configure two remarks with the same sequence
number and different strings, the second one replaces the first string. You cannot configure two or more
remarks with the same string and different sequence numbers.

To remove a remark, use the no remark command with or without the sequence number. If there is a
matching string, the system deletes the remark.

DellEMC (config-std-nacl)# remark 10 Deny rest of the traffic
DellEMC (config-std-nacl)# remark 5 Permit traffic from XYZ Inc.
DellEMC (config-std-nacl) # show config

|

ip access-list standard test

remark 5 Permit traffic from XYZ Inc.

seq 5 permit 1.1.1.0/24

remark 10 Deny rest of the traffic

seq 10 deny any

DellEMC (config-std-nacl) #

The following example shows adding a remark without a sequence number:

DELLEMC (config-ext-nacl) #permit ip any any
DELLEMC (config-ext-nacl) #remark permit any ip
DELLEMC (config-ext-nacl) #show c

!

ip access-list extended testac

seq 5 permit ip any any

remark 5 permit any ip

The following example shows that the system displays an error message when the same remark string is
used with different remark numbers.

DELLEMC
DELLEMC
DELLEMC
DELLEMC

config-ext-nacl)
config-ext-nacl)
config-ext-nacl)
config-ext-nacl)

fseq 100 permit ip any any
#remark 10 permit any ip
#remark permit any ip

#% Error : Remark string already exists

resequence access-list — Re-assigns sequence numbers to entries of an existing access-list.
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resequence access-list

Re-assign sequence numbers to entries of an existing access-list.

Syntax resequence access-list {ipv4 | mac} {access-list-name StartingSegNum Step-

to-Increment}

Parameters .
ipv4 | mac

access-list-name

StartingSeqNum

Step-to-
Increment
Defaults none

Command Modes e EXEC
EXEC Privilege

Supported Modes Full-Switch

Command . . as
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage ) When you have exhausted all the sequence numbers, this feature permits re-assigning a new sequence
Information number to entries of an existing access-list.
Related resequence prefix-list ipv4 — resequences a prefix list.
Commands

Enter the keyword ipv4 or mac to identify the access list type to resequence.

Enter the name of a configured IP access list.

Enter the starting sequence number to resequence. The range is from O to
4294967290.

Enter the step to increment the sequence number. The range is from 1 to
4294967290.

resequence prefix-list ipv4

Re-assign sequence numbers to entries of an existing prefix list.

Syntax resequence prefix-list ipv4 {prefix-list-name StartingSeqgNum Step-to-

increment}

Parameters ..
prefix-list-name
StartingSeqNum
Step-to-
Increment
Defaults none

Command Modes e EXEC
EXEC Privilege

Supported Modes Full-Switch

Command . ..
History Version Description
9.9(0.0) Introduced on the FN IOM.
8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage ] When you have exhausted all the sequence numbers, this feature permits re-assigning a new sequence
Information number to entries of an existing prefix list.

Enter the name of the configured prefix list, up to 140 characters long.

Enter the starting sequence number to resequence. The range is from O to 65535.

Enter the step to increment the sequence number. The range is from 1 to 65535.
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Related seq — Assigns a sequence number to a deny or permit filter in an IP access list while creating the filter.
Commands

show config

Display the current ACL configuration.

Syntax show config

CONFIGURATION-IP ACCESS-LIST-STANDARD
CONFIGURATION-IP ACCESS-LIST-EXTENDED
CONFIGURATION-MAC ACCESS LIST-STANDARD
CONFIGURATION-MAC ACCESS LIST-EXTENDED

Command Modes

Supported Modes Full-Switch

Command . ..
History Version Description

9.9(0.0) Introduced on the FN IOM.

8.3.16.1 Introduced on the MXL 10/40GbE Switch IO Module.
Example

Dell (config-std-nacl) #show conf
|

ip access-1list standard test

remark 5 Permit traffic from XYZ Inc.
seq 5 permit 1.1.1.0/24 count

remark 10 Deny traffic from ABC

seq 10 deny 2.1.1.0/24 count

Dell (config-std-nacl) #

Common IP ACL Commands

The following commands are available within both IP ACL modes (Standard and Extended) and do not have mode-specific
options. When an ACL is created without a rule and then is applied to an interface, ACL behavior reflects an implicit permit.

The switch supports both Ingress and Egress IP ACLs.

®| NOTE: Also refer to the Commands Common to all ACL Types section.

Apply a standard ACL to a terminal line.
Syntax access-class access-list-name [ipv4d | 1pve6]
Parameters access-list-name Enter the name of a configured Standard ACL, up to 140 characters.
ipv4 Enter the keyword ipv4 to configure an IPv4 access class.
ipv6 Enter the keyword ipv6 to configure an IPv6 access class.
Defaults Not configured.

Command Modes LINE
Supported Modes Full-Switch

Command

History Version Description

9.9(0.0) Introduced on the FN IOM.
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Version Description

9.8(0.0) Added the ipv4 and ipv6 parameters to the command.

8.3.16.1 Introduced on the MXL 10/40GbE Switch 10 Module.
Usage When you use the access-class access-1ist-name command without specifying the ipv4 or
Information ipv6 attribute, both IPv4 as well as IPv6 rules that are defined in that ACL are applied to the terminal.

This is a generic way of configuring access restrictions.

To be able to filter access exclusively using either IPv4 or IPv6 rules, you must use either the ipv4

or ipvé6 attribute along with the access-class access-1ist-name command. Depending on the
attribute that you specify (ipv4 or ipv6), the ACL processes either IPv4 or IPv6 rules, but not both.
Using this configuration, you can set up two different types of access classes with each class processing
either IPv4 or IPv6 rules separately.

However, if you already have configured generic IP ACL on a terminal line, then you cannot further apply
IPv4 or IPv6 specific filtering on top of this configuration. Because, both IPv4 and IPv6 access classes are
already configured on this terminal line. Before applying either IPv4 or IPv6 filtering, you must first undo
the generic configuration using the no access-class access-1ist-name command.

Similarly, if you have configured either IPv4 or IPv6 specific filtering on a terminal line, you cannot apply
generic IP ACLs on top of this configuration. Before applying the generic ACL confi