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About this Guide

This guide describes the protocols and features the Dell EMC Networking Operating System (OS) supports and provides
configuration instructions and examples for implementing them. For complete information about all the CLI commands, see the
Dell EMC Command Line Reference Guide for your system.

The S4048-0ON platform is available with Dell EMC Networking OS version 9.7.(0.1) and beyond.S4048-0ON stacking is
supported with Dell EMC Networking OS version 9.7(0.1) and beyond.

Though this guide contains information about protocols, it is not intended to be a complete reference. This guide is a

reference for configuring protocols on Dell EMC Networking systems. For complete information about protocols, see the

related documentation, including Internet Engineering Task Force (IETF) requests for comments (RFCs). The instructions in this
guide cite relevant RFCs. The Standards Compliance chapter contains a complete list of the supported RFCs and management
information base files (MIBs).

Topics:
¢ Audience

. Conventions
. Related Documents

Audience

This document is intended for system administrators who are responsible for configuring and maintaining networks and assumes
knowledge in Layer 2 (L2) and Layer 3 (L3) networking technologies.

Conventions

This guide uses the following conventions to describe command syntax.

Keyword Keywords are in Courier (a monospaced font) and must be entered in the CLI as listed.
parameter Parameters are in italics and require a number or word to be entered in the CLI.

{X} Keywords and parameters within braces must be entered in the CLI.

[X] Keywords and parameters within brackets are optional.

x|y Keywords and parameters separated by a bar require you to choose one option.

xlly Keywords and parameters separated by a double bar allows you to choose any or all of the options.

Related Documents

For more information about the Dell EMC Networking switches, see the following documents:
e Dell EMC Networking OS Command Line Reference Guide

e Dell EMC Networking OS Installation Guide

e Dell EMC Networking OS Quick Start Guide

e Dell EMC Networking OS Release Notes
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Configuration Fundamentals

The Dell EMC Networking Operating System (OS) command line interface (CLI) is a text-based interface you can use to
configure interfaces and protocols.

The CLlI is largely the same for each platform except for some commands and command outputs. The CLI is structured in modes
for security and management purposes. Different sets of commands are available in each mode, and you can limit user access to
modes using privilege levels.

In the Dell EMC Networking OS, after you enter a command, the command is added to the running configuration file. You can
view the current configuration for the whole system or for a particular CLI mode. To save the current configuration, copy the
running configuration to another location.

@ NOTE: Due to differences in hardware architecture and continued system development, features may occasionally differ
between the platforms. Differences are noted in each CLI description and related documentation.

Topics:

e Accessing the Command Line

*  CLI Modes

¢ The do Command

¢ Undoing Commands

¢ Obtaining Help

e Entering and Editing Commands

. Command History

¢ Filtering show Command Outputs

¢ Multiple Users in Configuration Mode

Accessing the Command Line

Access the CLI through a serial console port or a Telnet session.

When the system successfully boots, enter the command line in EXEC mode.

@ NOTE: You must have a password configured on a virtual terminal line before you can Telnet into the system. Therefore,
you must use a console connection when connecting to the system for the first time.

telnet 172.31.1.53

Trying 172.31.1.53...
Connected to 172.31.1.53.
Escape character is '~]'.
Login: username

Password:

DellEMC>

CLI Modes

Different sets of commands are available in each mode.

A command found in one mode cannot be executed from another mode (except for EXEC mode commands with a preceding do
command (refer to the do Command section).

You can set user access rights to commands and command modes using privilege levels.

For more information about privilege levels and security options, refer to the Privilege Levels Overview section in the Security
chapter.
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The Dell EMC Networking OS CLlI is divided into three major mode levels:

e EXEC mode is the default mode and has a privilege level of 1, which is the most restricted level. Only a limited selection of
commands is available, notably the show commands, which allow you to view system information.

e EXEC Privilege mode has commands to view configurations, clear counters, manage configuration files, run diagnostics, and
enable or disable debug operations. The privilege level is 15, which is unrestricted. You can configure a password for this
mode; refer to the Configure the Enable Password section in the Getting Started chapter.

e CONFIGURATION mode allows you to configure security features, time settings, set logging and SNMP functions, configure
static ARP and MAC addresses, and set line cards on the system.

Beneath CONFIGURATION mode are submodes that apply to interfaces, protocols, and features. The following example shows

the submode command structure. Two sub-CONFIGURATION modes are important when configuring the chassis for the first

time:

e INTERFACE submode is the mode in which you configure Layer 2 and Layer 3 protocols and IP services specific to an
interface. An interface can be physical (Management interface, 1 Gigabit Ethernet, 10 Gigabit Ethernet, 25 Gigabit Ethernet,
40 Gigabit Ethernet, 50 Gigabit Ethernet, or 100 Gigabit Ethernet) or logical (Loopback, Null, port channel, or virtual local
area network [VLAN]).

e LINE submode is the mode in which you to configure the console and virtual terminal lines.

@ NOTE: At any time, entering a question mark (?) displays the available command options. For example, when you are in
CONFIGURATION mode, entering the question mark first lists all available commands, including the possible submodes.

The CLI modes are:

EXEC
EXEC Privilege
CONFIGURATION
AS-PATH ACL
CONTROL-PLANE
CLASS-MAP
DCB POLICY
DHCP
DHCP POOL
ECMP-GROUP
EXTENDED COMMUNITY
FRRP
INTERFACE
GROUP
GIGABIT ETHERNET
10 GIGABIT ETHERNET
40 GIGABIT ETHERNET
INTERFACE RANGE
LOOPBACK
MANAGEMENT ETHERNET
NULL
PORT-CHANNEL
TUNNEL
VLAN
VRRP
IP
IPvV6
IP COMMUNITY-LIST
IP ACCESS-LIST
STANDARD ACCESS-LIST
EXTENDED ACCESS-LIST
MAC ACCESS-LIST
LINE
AUXILLIARY
CONSOLE
VIRTUAL TERMINAL
LLDP
LLDP MANAGEMENT INTERFACE
MONITOR SESSION
MULTIPLE SPANNING TREE
OPENFLOW INSTANCE
PVST
PORT-CHANNEL FAILOVER-GROUP
PREFIX-LIST
PRIORITY-GROUP
PROTOCOL GVRP
QO0S POLICY
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RSTP
ROUTE-MAP
ROUTER BGP

BGP ADDRESS-FAMILY

ROUTER ISIS

ISIS ADDRESS-FAMILY

ROUTER OSPF
ROUTER OSPFV3
ROUTER RIP
SPANNING TREE
SUPPORTASSIST
TRACE-LIST
VLT DOMAIN
VRRP

UPLINK STATE GROUP

uBoot

Navigating CLI Modes

The Dell EMC Networking OS prompt changes to indicate the CLI mode.

The following table lists the CLI mode, its prompt, and information about how to access and exit the CLI mode. Move linearly
through the command modes, except for the end command which takes you directly to EXEC Privilege mode and the exit
command which moves you up one command mode level.
@ NOTE: Sub-CONFIGURATION modes all have the letters conf in the prompt with more modifiers to identify the mode and

slot/port[/subport] information.

Table 1. Dell EMC Networking OS Command Modes

CLI Command Mode Prompt Access Command

EXEC DellEMC> Access the router through the console
or terminal line.

EXEC Privilege DellEMCH# e From EXEC mode, enter the enable

command.

e From any other mode, use the end
command.

CONFIGURATION

DellEMC (conf) #

e From EXEC privilege mode, enter the
configure command.

e From every mode except EXEC and
EXEC Privilege, enter the exit
command.

(D|NOTE: Access all of the following
modes from CONFIGURATION
mode.

AS-PATH ACL

DellEMC (config-as-path) #

ip as-path access-list

10 Gigabit Ethernet Interface

DellEMC (conf-if-te-1/1)#

interface (INTERFACE modes)

40 Gigabit Ethernet Interface

DellEMC (conf-if-fo-1/52)#

interface (INTERFACE modes)

Interface Group

DellEMC (conf-if-group) #

interface (INTERFACE modes)

Interface Range

DellEMC (conf-if-range) #

interface (INTERFACE modes)

Loopback Interface

DellEMC (conf-if-10-0) #

interface (INTERFACE modes)

Management Ethernet Interface

DellEMC (conf-if-ma-1/1) #

interface (INTERFACE modes)

Null Interface

DellEMC (conf-if-nu-0) #

interface (INTERFACE modes)

Port-channel Interface

DellEMC (conf-if-po-1) #

interface (INTERFACE modes)
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Table 1. Dell EMC Networking OS Command Modes (continued)

CLI Command Mode

Prompt

Access Command

Tunnel Interface

DellEMC (conf-if-tu-1)#

interface (INTERFACE modes)

VLAN Interface

DellEMC (conf-if-v1-1)#

interface (INTERFACE modes)

STANDARD ACCESS-LIST

DellEMC (config-std-nacl) #

ip access-list standard (IP
ACCESS-LIST Modes)

EXTENDED ACCESS-LIST

DellEMC (config-ext-nacl) #

ip access-list extended (IP
ACCESS-LIST Modes)

IP COMMUNITY-LIST

DellEMC (config-community-
list) #

ip community-list

AUXILIARY

DellEMC (config-line-aux) #

1ine (LINE Modes)

CONSOLE

DellEMC (config-line-console) #

1ine (LINE Modes)

VIRTUAL TERMINAL

DellEMC (config-line-vty) #

line (LINE Modes)

STANDARD ACCESS-LIST

DellEMC (config-std-macl) #

mac access-list standard (MAC
ACCESS-LIST Modes)

EXTENDED ACCESS-LIST

DellEMC (config-ext-macl) #

mac access-list extended (MAC
ACCESS-LIST Modes)

MULTIPLE SPANNING TREE

DellEMC (config-mstp) #

protocol spanning-tree mstp

Per-VLAN SPANNING TREE Plus

DellEMC (config-pvst) #

protocol spanning-tree pvst

PREFIX-LIST DellEMC (conf-nprefixl) # ip prefix-list

RAPID SPANNING TREE DellEMC (config-rstp) # protocol spanning-tree rstp
REDIRECT DellEMC (conf-redirect-list) # ip redirect-list

ROUTE-MAP DellEMC (config-route-map) # route-map

ROUTER BGP DellEMC (conf-router bgp) # router bgp

BGP ADDRESS-FAMILY

DellEMC (conf-router bgp af)#
(for IPv4)

DellEMC (conf-
routerZ bgpvé_af) # (for IPvE)

address-family {ipv4
multicast | ipv6 unicast}
(ROUTER BGP Mode)

ROUTER ISIS

DellEMC (conf-router isis)#

router isis

ISIS ADDRESS-FAMILY

DellEMC (conf-router isis-
af ipve)#

address-family ipv6 unicast
(ROUTER ISIS Mode)

ROUTER OSPF

DellEMC (conf-router ospf)#

router ospf

ROUTER OSPFV3

DellEMC (conf-
ipvérouter ospf)#

ipv6 router ospf

ROUTER RIP DellEMC (conf-router rip)# router rip

SPANNING TREE DellEMC (config-span) # protocol spanning-tree 0
TRACE-LIST DellEMC (conf-trace-acl) # ip trace-list

CLASS-MAP DellEMC (config-class-map) # class-map

CONTROL-PLANE

DellEMC (conf-control-cpuqgos) #

control-plane-cpugos

DHCP

DellEMC (config-dhcp) #

ip dhcp server

DHCP POOL

DellEMC (config-dhcp-pool-
name) #

pool (DHCP Mode)
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Table 1. Dell EMC Networking OS Command Modes (continued)

CLI Command Mode

Prompt

Access Command

ECMP DellEMC (conf-ecmp-group-ecmp- | ecmp-group
group-1id) #
EIS DellEMC (conf-mgmt-eis) # management egress-interface-
selection
FRRP DellEMC (conf-frrp-ring-id) # protocol frrp
LLDP DellEMC (conf-11dp) # protocol 11dp (CONFIGURATION or

or DellEMC (conf-if—interface-
11dp) #

INTERFACE Modes)

LLDP MANAGEMENT INTERFACE

DellEMC (conf-1ldp-mgmtIf) #

management-interface (LLDP
Mode)

LINE

DellEMC (config-line-console)
or DellEMC (config-line-vty)

line consoleorline vty

MONITOR SESSION

DellEMC (conf-mon-sess-—
sessionID) #

monitor session

OPENFLOW INSTANCE

DellEMC (conf-of-instance-of-
id) #

openflow of-instance

PORT-CHANNEL FAILOVER-GROUP

DellEMC (conf-po-failover-
grp) #

port-channel failover-group

PRIORITY GROUP

DellEMC (conf-pg) #

priority-group

PROTOCOL GVRP

DellEMC (config-gvrp) #

protocol gvrp

QOS POLICY

DellEMC (conf-gos-policy-out-
ets) #

gos-policy-output

SUPPORTASSIST

DellEMC (support-assist) #

support-assist

VLT DOMAIN DellEMC (conf-vlt-domain) # vlt domain

VRRP DellEMC (conf-if-interface- vrrp-group
type-slot/port-vrid-vrrp-
group-1id) #

u-Boot Dell=> Press any key when the following

line appears on the console during a
system boot: Hit any key to stop
autoboot:

UPLINK STATE GROUP

DellEMC (conf-uplink-state-
group-groupID) #

uplink-state-group

The following example shows how to change the command mode from CONFIGURATION mode to PROTOCOL SPANNING

TREE.

Example of Changing Command Modes

DellEMC (conf) #protocol spanning-tree 0

DellEMC (config-span) #
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The do Command

You can enter an EXEC mode command from any CONFIGURATION mode (CONFIGURATION, INTERFACE, SPANNING TREE,
and so on.) without having to return to EXEC mode by preceding the EXEC mode command with the do command.

The following example shows the output of the d

DellEMC (conf) #do show system brief

Stack MAC
Reload-Type

34:17

Stack Info --

Unit UnitType Status ReqTyp CurTyp Version Ports
1 Management online S4048-0ON S4048-0ON 1-0(0-3932) 72
2 Member not present
3 Member not present
4 Member not present
5 Member not present
6 Member not present
-- Power Supplies --
Unit Bay Status Type FanStatus FanSpeed (rpm)
1 1 up AC absent 0
1 2 absent absent 0
== Fan Status ==
Unit Bay TrayStatus FanO Speed Fanl Speed
1 1 up up 0 up 0
1 2 up up 0 up 0
1 3 up up 0 up 0

o command.

:eb:f2:c2:c4

normal-reload [Next boot

normal-reload]

Speed in RPM

Undoing Commands

When you enter a command, the command line is added to the running configuration file (running-config).

To disable a command and remove it from the running-config, enter the no command, then the original command. For example,
to delete an IP address configured on an interface, use the no ip address ip-address command.

®| NOTE: Use the help or ? command as described in Obtaining Help.
Example of Viewing Disabled Commands

DellEMC (conf) #interface tengigabitethernet 2/17
DellEMC (conf-if-te-2/17)#ip address 192.168.10.1/24
DellEMC (conf-if-te-2/17) #show config
|
interface TenGigabitEthernet 2/17
ip address 192.168.10.1/24
no shutdown
DellEMC (conf-if-te-2/17)#no ip address
DellEMC (conf-if-te-2/17) #show config
I
interface TenGigabitEthernet 2/17
no ip address
no shutdown

Layer 2 protocols are disabled by default. To enable Layer 2 protocols, use the no disable command. For example, in
PROTOCOL SPANNING TREE mode, enter no disable to enable Spanning Tree.
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Obtaining Help

Obtain a list of keywords and a brief functional description of those keywords at any CLI mode using the 2 or help command:

e To list the keywords available in the current mode, enter 2 at the prompt or after a keyword.

e Enter 2 after a command prompt to list all of the available keywords. The output of this command is the same as the help
command.

DellEMC#?

bmp BMP commands

cd Change current directory
clear Reset functions

clock Manage the system clock

e Enter 2 after a partial keyword lists all of the keywords that begin with the specified letters.

DellEMC (conf) #cl?
class-map

clock

DellEMC (conf) #cl

e FEnter [space]? after a keyword lists all of the keywords that can follow the specified keyword.

DellEMC (conf) #clock ?

summer-time Configure summer (daylight savings) time
timezone Configure time zone

DellEMC (conf) #clock

Entering and Editing Commands

Notes for entering commands.

The CLI is not case-sensitive.

You can enter partial CLI keywords.

o Enter the minimum number of letters to uniquely identify a command. For example, you cannot enter c1 as a partial
keyword because both the clock and class-map commands begin with the letters “cl.” You can enter clo, however,
as a partial keyword because only one command begins with those three letters.

The TAB key auto-completes keywords in commands. Enter the minimum number of letters to uniquely identify a command.

The UP and DOWN arrow keys display previously entered commands (refer to Command History).

The BACKSPACE and DELETE keys erase the previous letter.

Key combinations are available to move quickly across the command line. The following table describes these short-cut key
combinations.

Short-Cut Key Action
Combination

CNTL-A Moves the cursor to the beginning of the command line.

CNTL-B Moves the cursor back one character.

CNTL-D Deletes character at cursor.

CNTL-E Moves the cursor to the end of the line.

CNTL-F Moves the cursor forward one character.

CNTL-I Completes a keyword.

CNTL-K Deletes all characters from the cursor to the end of the command line.

CNTL-L Re-enters the previous command.

CNTL-N Return to more recent commands in the history buffer after recalling commands with CTRL-P or the UP
arrow key.

CNTL-P Recalls commands, beginning with the last command.
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Short-Cut Key Action
Combination

CNTL-R Re-enters the previous command.

CNTL-U Deletes the line.

CNTL-W Deletes the previous word.

CNTL-X Deletes the line.

CNTL-2 Ends continuous scrolling of command outputs.

Esc B Moves the cursor back one word.

Esc F Moves the cursor forward one word.

Esc D Deletes all characters from the cursor to the end of the word.

Command History

The Dell EMC Networking OS maintains a history of previously-entered commands for each mode. For example:
e When you are in EXEC mode, the UP and DOWN arrow keys display the previously-entered EXEC mode commands.

e \When you are in CONFIGURATION mode, the UP or DOWN arrows keys recall the previously-entered CONFIGURATION
mode commands.

Filtering show Command Outputs

Filter the output of a show command to display specific information by adding | [except | find | grep | no-more |
save] specified text after the command.

The variable specified text is the text for which you are filtering and it IS case sensitive unless you use the ignore-case
sub-option.

Starting with Dell EMC Networking OS version 7.8.1.0, the grep command accepts an ignore-case sub-option that forces

the search to case-insensitive. For example, the commands:

e show run | grep Ethernet returns a search result with instances containing a capitalized “Ethernet,” such as
interface TenGigabitEthernet

e show run | grep ethernet does notreturn that search result because it only searches for instances containing a
non-capitalized “ethernet.”

e show run | grep Ethernet ignore-case returns instances containing both “Ethernet” and “ethernet.”

The grep command displays only the lines containing specified text. The following example shows this command used in
combination with the show system brief command.

Example of the grep Keyword

DellEMC (conf) #do show system brief | grep 0
0 not present

@ NOTE: Dell EMC Networking OS accepts a space or no space before and after the pipe. To filter a phrase with spaces,
underscores, or ranges, enclose the phrase with double quotation marks.

The except keyword displays text that does not match the specified text. The following example shows this command used in
combination with the show system brief command.

Example of the except Keyword

DellEMC#show system brief | except 1

Stack MAC : 4c:76:25:e5:49:40
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Reload-Type : normal-reload [Next boot : normal-reload]

The £ind keyword displays the output of the show command beginning from the first occurrence of specified text. The
following example shows this command used in combination with the show system brief command.

Example of the £ind Keyword
The display command displays additional configuration information.

The no-more command displays the output all at once rather than one screen at a time. This is similar to the terminal
length command except that the no-more option affects the output of the specified command only.

The save command copies the output to a file for future reference.

@ NOTE: You can filter a single command output multiple times. The save option must be the last option entered. For
example: DellEMC# command | grep regular-expression | except regular-expression | grep

other-regular-expression | find regular-expression | save.

Multiple Users in Configuration Mode

Dell EMC Networking OS notifies all users when there are multiple users logged in to CONFIGURATION mode.

A warning message indicates the username, type of connection (console or VTY), and in the case of a VTY connection, the IP
address of the terminal on which the connection was established. For example:

e On the system that telnets into the switch, this message appears:

o)

% Warning: The following users are currently configuring the system:
User "<username>" on line console0

e On the system that is connected over the console, this message appears:
% Warning: User "<username>" on line vty0O "10.11.130.2" is in configuration mode

If either of these messages appears, Dell EMC Networking recommends coordinating with the users listed in the message so
that you do not unintentionally overwrite each other’s configuration changes.
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Getting Started

This chapter describes how you start configuring your system.

When you power up the chassis, the system performs a power-on self test (POST) and system then loads the Dell EMC
Networking Operating System. Boot messages scroll up the terminal window during this process. No user interaction is required
if the boot process proceeds without interruption.

When the boot process completes, the system status LEDs remain online (green) and the console monitor displays the EXEC
mode prompt.

For details about using the command line interface (CLI), refer to the Accessing the Command Line section in the Configuration
Fundamentals chapter.

Topics:

e Console Access

¢ Accessing the CLI Interface and Running Scripts Using SSH
«  Default Configuration

¢« Configuring a Host Name

*  Accessing the System Remotely

*  Configuring the Enable Password

»  Configuration File Management

e Managing the File System

¢ Enabling Software Features on Devices Using a Command Option
¢ View Command History

e Upgrading Dell EMC Networking OS

*  Verify Software Images Before Installation

e Using HTTP for File Transfers

Console Access

The device has one RJ-45/RS-232 console port, an out-of-band (OOB) Ethernet port, and a micro USB-B console port.

Serial Console

The RJ-45/RS-232 console port is labeled on the upper right-hand side, as you face the PSU side of the chassis.

Figure 1. RJ-45 Console Port

1. RJ-45 management Ethernet port.
2. RS-232 console port.
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Accessing the Console Port

To access the console port, follow these steps:

For the console port pinout, refer to Accessing the RJ-45 Console Port with a DB-9 Adapter.

1. Install an RJ-45 copper cable into the console port. Use a rollover (crossover) cable to connect the console port to a
terminal server.

2. Connect the other end of the cable to the DTE terminal server.

3. Terminal settings on the console port cannot be changed in the software and are set as follows:
e 115200 baud rate

No parity

8 data bits

1 stop bit

No flow control

Pin Assignments

You can connect to the console using a RJ-45 to RJ-45 rollover cable and a RJ-45 to DB-9 female DTE adapter to a terminal
server (for example, a PC).

The pin assignments between the console and a DTE terminal server are as follows:

Table 2. Pin Assignments Between the Console and a DTE Terminal Server

Console Port RJ-45 to RJ-45 RJ-45 to RJ-45 RJ-45 to DB-9 Terminal Server
Rollover Cable Rollover Cable Adapter Device
Signal RJ-45 Pinout RJ-45 Pinout DB-9 Pin Signal
RTS 1 8 8 CTS
NC 2 7 6 DSR
TxD 3 6 2 RxD
GND 4 5 5 GND
GND 5 4 5 GND
RxD 6 3 3 TxD
NC 7 2 4 DTR
CTS 8 1 7 RTS

Accessing the CLI Interface and Running Scripts
Using SSH

In addition to the capability to access a device using a console connection or a Telnet session, you can also use SSH for
secure, protected communication with the device. You can open an SSH session and run commands or script files. This method
of connectivity is supported with S4810, S4048-0N, S3048-0N, S4820T, and Z9000 switches and provides a reliable, safe
communication mechanism.

Entering CLI commands Using an SSH Connection

You can run CLI commands by entering any one of the following syntax to connect to a switch using the preconfigured user
credentials using SSH:

ssh username@hostname <CLI Command>
or

echo <CLI Command> | ssh admin@hostname
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The SSH server transmits the terminal commands to the CLI shell and the results are displayed on the screen non-interactively.

Executing Local CLI Scripts Using an SSH Connection

You can execute CLI commands by entering a CLI script in one of the following ways:
ssh username@hostname <CLIscript.file>

or

cat < CLIscript.file > | ssh admin@hostname

The script is run and the actions contained in the script are performed.

Following are the points to remember, when you are trying to establish an SSH session to the device to run commands or script
files:

e There is an upper limit of 10 concurrent sessions in SSH. Therefore, you might expect a failure in executing SSH-related
scripts.

e To avoid denial of service (DoS) attacks, a rate-limit of 10 concurrent sessions per minute in SSH is devised. Therefore, you
might experience a failure in executing SSH-related scripts when multiple short SSH commands are executed.

e |f you issue an interactive command in the SSH session, the behavior may not really be interactive.

e |n some cases, when you use an SSH session, when certain show commands such as show tech-support produce large
volumes of output, sometimes few characters from the output display are truncated and not displayed. This may cause one
of the commands to fail for syntax error. In such cases, if you add few newline characters before the failed command, the
output displays completely.

Execution of commands on CLI over SSH does not notice the errors that have occurred while executing the command. As a
result, you cannot identify, whether a command has failed to be processed. The console output though is redirected back over
SSH.

Default Configuration

Although a version of Dell EMC Networking OS is pre-loaded onto the system, the system is not configured when you power up
the system first time (except for the default hostname, which is De11EMC). You must configure the system using the CLI.

Configuring a Host Name

The host name appears in the prompt. The default host name is De11EMC.

e Host names must start with a letter and end with a letter or digit.
e Characters within the string can be letters, digits, and hyphens.

To create a host name, use the hostname name command in Configuration mode.

DellEMC (conf) #hostname R1
Rl (conf) #

Accessing the System Remotely

You can configure the system to access it remotely by Telnet or secure shell (SSH).

e The platform has a dedicated management port and a management routing table that is separate from the IP routing table.

e You can manage all Dell EMC Networking products in-band via the front-end data ports through interfaces assigned an IP
address as well.
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Accessing the System Remotely

Configuring the system for remote access is a three-step process, as described in the following topics:

1. Configure an IP address for the management port. Configure the Management Port IP Address
2. Configure a management route with a default gateway. Configure a Management Route
3. Configure a username and password. Configure a Username and Password

Configure the Management Port IP Address

To access the system remotely, assign IP addresses to the management ports.
1. Enter INTERFACE mode for the Management port.

CONFIGURATION mode

interface ManagementEthernet slot/port
2. Assign an IP address to the interface.

INTERFACE mode

ip address ip-address/mask
e ip-address: an address in dotted-decimal format (A.B.C.D).
e mask: a subnet mask in /prefix-length format (/ xx).

3. Enable the interface.
INTERFACE mode

no shutdown

Configure a Management Route

Define a path from the system to the network from which you are accessing the system remotely. Management routes are

separate from IP routes and are only used to manage the system through the management port.

To configure a management route, use the following command.
e Configure a management route to the network from which you are accessing the system.

CONFIGURATION mode

management route ip-address/mask gateway

o ip-address: the network address in dotted-decimal format (A.B.C.D).

o mask: a subnet mask in /prefix-length format (/ xx).

o gateway: the next hop for network traffic originating from the management port.

Configuring a Username and Password

To access the system remotely, configure a system username and password.

To configure a system username and password, use the following command.
e Configure a username and password to access the system remotely.
CONFIGURATION mode

username name [access-class access-list-name] [nopassword | {password
password} [encryption-type] password [dynamic-salt]] [privilege level]

o name: Enter a text string upto 63 characters long.

0 access-class access-list-name: Enter the name of a configured IP ACL.
o nopassword: Allows you to configure an user without the password.
o password: Allows you to configure an user with a password.

o secret: Specify a secret string for an user.

secret | sha256-

[role role-name]
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o sha256-password: Uses sha256-based encryption method for password.

o encryption-type: Enter the encryption type for securing an user password. There are four encryption types.
= 0 — input the password in clear text.

= 5 — input the password that is already encrypted using MD5 encryption method.

= 7 — input the password that is already encrypted using DES encryption method.

= 8 — input the password that is already encrypted using sha256—-based encryption method.
o password: Enter the password string for the user.

o dynamic-salt: Generates an additional random input to password encryption process whenever the password is
configured.
o privilege Ievel: Assign a privilege levels to the user. The range is from 0 to 15.

o role role-name: Assign a role name for the user.

Dell EMC Networking OS encrypts type 5 secret and type 7 password based on dynamic-salt option such that the
encrypted password is different when an user is configured with the same password.

@ NOTE:

dynamic-salt option is shown only with secret and password options.

In dynamic-salt configuration, the length of type 5 secret and type 7 password is 32 and 16 characters more compared
to the secret and password length without dynamic-salt configuration. An error message appears if the username
command reaches the maximum length, which is 256 characters.

The dynamic-salt support for the user configuration is added in REST API. For more information on REST support, see
Dell EMC Networking Open Automation guide.

Configuring the Enable Password

Access EXEC Privilege mode using the enable command. EXEC Privilege mode is unrestricted by default. Configure a
password as a basic security measure.

There are three types of enable passwords:

e cnable password is stored in the running/startup configuration using a DES encryption method.

e cnable secret is stored in the running/startup configuration using MD5 encryption method.

e cnable sha256-password is stored in the running/startup configuration using sha256-based encryption method
(PBKDF2).

Dell EMC Networking recommends using the enable sha256-password password.
To configure an enable password, use the following command.

e Create a password to access EXEC Privilege mode.
CONFIGURATION mode
enable [password | secret | sha256-password] [level level] [encryption-typel password
o lIevel:is the privilege level, is 15 by default, and is not required.

o encryption-type: specifies how you input the password, is O by default, and is not required.

= (is to input the password in clear text.

= 5is to input a password that is already encrypted using MD5 encryption method. Obtain the encrypted password
from the configuration file of another device.

= 7 s toinput a password that is already encrypted using DES encryption method. Obtain the encrypted password from
the configuration file of another device.

= 8is to input a password that is already encrypted using sha256-based encryption method. Obtain the encrypted
password from the configuration file of another device.
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Configuration File Management

Files can be stored on and accessed from various storage media. Rename, delete, and copy files on the system from EXEC

Privilege mode.

Copy Files to and from the System

The command syntax for copying files is similar to UNIX. The copy command uses the format copy source-file-url

destination-file-url.

®

NOTE: For a detailed description of the copy command, refer to the Dell EMC Networking OS Command Reference.

e To copy a local file to a remote system, combine the file-origin syntax for a local file location with the file-destination syntax

for a remote file location.

e To copy a remote file to Dell EMC Networking system, combine the file-origin syntax for a remote file location with the
file-destination syntax for a local file location.

Table 3. Forming a copy Command

Location

source-file-url Syntax

destination-file-url Syntax

For a remote file location:

FTP server

copy ftp://
username:password@{hostip |
hostname}/filepath/filename

ftp://
username:password@{hostip |
hostname}/ filepath/filename

For a remote file location:

TFTP server

copy tftp://{hostip |
hostname}/filepath/ filename

tftp://({hostip | hostname}/

filepath/filename

For a remote file location:

SCP server

copy scp://{hostip |
hostname}/filepath/ filename

scp://{hostip | hostname}/
filepath/filename

Important Points to Remember

e You may not copy a file from one remote system to another.
e You may not copy a file from one location to the same location.
e When copying to a server, you can only use a hostname if a domain name server (DNS) server is configured.

Example of Copying a File to an FTP Server

DellEMCH#copy flash://Dell-EF-8.2.1.0.bin ftp://myusername:mypassword@10.10.10.10/

/Dell/Dell-EF-8.2.1.0

| L L L L O O I |

27952672 bytes successfully copied

Example of Importing a File to the Local System

corel#$//copy ftp://myusername:mypassword@10.10.10.10//Dell/

Dell-EF-8.2.1.0.bin flash://
Destination file name

[Dell-EF-8.2.1.0.bin.bin]:

| L L L I I |

26292881 bytes successfully copied

Mounting an NFS File System

This feature enables you to quickly access data on an NFS mounted file system. You can perform file operations on an NFS
mounted file system using supported file commands.

This feature allows an NFS mounted device to be recognized as a file system. This file system is visible on the device and you
can execute all file commands that are available on conventional file systems such as a Flash file system.
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Before executing any CLI command to perform file operations, you must first mount the NFS file system to a mount-point on
the device. Since multiple mount-points exist on a device, it is mandatory to specify the mount-point to which you want to load
the system. The /£10/mnt/nfs directory is the root of all mount-points.

To mount an NFS file system, perform the following steps:

Table 4. Mounting an NFS File System

File Operation Syntax

To mount an NFS file system: mount nfs rhost:path mount-
point username password

The foreign file system remains mounted as long as the device is up and does not reboot. You can run the file system commands
without having to mount or un-mount the file system each time you run a command. When you save the configuration using the
write command, the mount command is saved to the startup configuration. As a result, each time the device re-boots, the
NFES file system is mounted during start up.

Table 5. Forming a copy Command

Location source-file-url Syntax destination-file-ur/ Syntax

For a remote file location: copy nfsmount://{<mount- tftp://{hostip | hostname}/

NFS File System point>}/filepath/filename} filepath/filename
username:password

Important Points to Remember

e You cannot copy a file from one remote system to another.
e You cannot copy a file from one location to the same location.
e When copying to a server, you can only use a hostname if a domain name server (DNS) server is configured.

Example of Copying a File to current File System

DellEMC#copy tftp://10.16.127.35/dv-maa-test nfsmount://

Destination file name [dv-maa-test]:
N R N NN R

44250499 bytes successfully copied

DellEMC#
DellEMC#copy ftp://10.16.127.35 nfsmount:
Source file name []: test.c

User name to login remote host: username
Example of Logging in to Copy from NFS Mount

DellEMC#copy nfsmount:///test flash:

Destination file name [test]: test2

|

5592 bytes successfully copied

DellEMC#

DellEMC#copy nfsmount:///test.txt ftp://10.16.127.35
Destination file name [test.txt]:

User name to login remote host: username

Password to login remote host:
|

Example of Copying to NFS Mount

DellEMC#copy flash://test.txt nfsmount:///

Destination file name [test.txt]:

|

15 bytes successfully copied

DellEMC#copy flash://test/capture.txt.pcap nfsmount:///

Destination file name [test.txt]:

|

15 bytes successfully copied

DellEMC#copy flash://test/capture.txt.pcap nfsmount:///username/snoop.pcap
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|
24 bytes successfully copied

DellEMC#

DellEMC#copy tftp://10.16.127.35/username/dv-maa-test ?

flash: Copy to local file system ([flash://]filepath)
nfsmount: Copy to nfs mount file system (nfsmount:///filepath)
running-config remote host:

Destination file name [test.c]:
|

225 bytes successfully copied
DellEMC#

Save the Running-Configuration

The running-configuration contains the current system configuration. Dell EMC Networking recommends coping your running-
configuration to the startup-configuration.

The commands in this section follow the same format as those commands in the Copy Files to and from the System section
but use the filenames startup-configuration and running-configuration. These commands assume that current directory is the
internal flash, which is the system default.

e Save the running-configuration to the startup-configuration on the internal flash of the primary RPM.

EXEC Privilege mode

copy running-config startup-config
e Save the running-configuration to an FTP server.

EXEC Privilege mode

copy running-config ftp:// username:password@{hostip | hostname}/filepath/ filename
e Save the running-configuration to a TFTP server.

EXEC Privilege mode

copy running-config tftp://{hostip | hostname}/ filepath/filename
e Save the running-configuration to an SCP server.

EXEC Privilege mode

copy running-config scp://{hostip | hostname}/ filepath/filename

®| NOTE: When copying to a server, a host name can only be used if a DNS server is configured.

@ NOTE: When you load the startup configuration or a configuration file from a network server such as TFTP to the
running configuration, the configuration is added to the running configuration. This does not replace the existing running
configuration. Commands in the configuration file has precedence over commands in the running configuration.

Configure the Overload Bit for a Startup Scenario

For information about setting the router overload bit for a specific period of time after a switch reload is implemented, see the
Intermediate System to Intermediate System (IS-1S) section in the Dell Command Line Reference Guide for your system.

Viewing Files

You can only view file information and content on local file systems.
To view a list of files or the contents of a file, use the following commands.
e View a list of files on the internal flash.
EXEC Privilege mode
dir flash:
e View the running-configuration.
EXEC Privilege mode
show running-config

e View the startup-configuration.
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EXEC Privilege mode

show startup-config

The output of the dir command also shows the read/write privileges, size (in bytes), and date of modification for each file.

DellEMC#dir
Directory of flash:

1 drw- 32768 Jan 01 1980 00:00:00

2 drwx 512 Jul 23 2007 00:38:44 ..

3 drw- 8192 Mar 30 1919 10:31:04 TRACE LOG DIR

4 drw- 8192 Mar 30 1919 10:31:04 CRASH LOG DIR

5 drw- 8192 Mar 30 1919 10:31:04 NVTRACE LOG DIR

6 drw- 8192 Mar 30 1919 10:31:04 CORE DUMP_ DIR

7 el=== 8192 Mar 30 1919 10:31:04 ADMIN DIR

8 -rw- 33059550 Jul 11 2007 17:49:46 FTOS-EF-7.4.2.0.bin
9 -rw- 27674906 Jul 06 2007 00:20:24 FTOS-EF-4.7.4.302.bin
10 -rw— 27674906 Jul 06 2007 19:54:52 boot-image-FILE

11 drw- 8192 Jan 01 1980 00:18:28 diag

12 -rw- 7276 Jul 20 2007 01:52:40 startup-config.bak
13 -rw- 7341 Jul 20 2007 15:34:46 startup-config

14 -rw- 27674906 Jul 06 2007 19:52:22 boot-image
15 -rw- 27674906 Jul 06 2007 02:23:22 boot-flash
--More--

View Configuration Files

Configuration files have three commented lines at the beginning of the file, as shown in the following example, to help you
track the last time any user made a change to the file, which user made the changes, and when the file was last saved to the
startup-configuration.

In the running-configuration file, if there is a difference between the timestamp on the “Last configuration change” and
“Startup-config last updated,” you have made changes that have not been saved and are preserved after a system reboot.

Example of the show running-config Command
DellEMC#show running-config
Current Configuration
! Version 9.4 (0.0)

! Last configuration change at Tue Mar 11 21:33:56 2014 by admin

! Startup-config last updated at Tue Mar 11 12:11:00 2014 by default
|

<output truncated for brevity>

Compressing Configuration Files

You can optimize and reduce the sizes of the configuration files.

You can compress the running configuration by grouping all the VLANs and the physical interfaces with the same property.
Support to store the operating configuration to the startup config in the compressed mode and to perform an image downgrade
without any configuration loss are provided.

You can create groups of VLANs using the interface group command. This command will create nonexistent VLANs
specified in a range. On successful command execution, the CLI switches to the interface group context. The configuration
commands inside the group context will be the similar to that of the existing range command.

Two existing exec mode CLls are enhanced to display and store the running configuration in the compressed mode.
show running-config compressed and write memory compressed

The compressed configuration will group all the similar looking configuration thereby reducing the size of the configuration. For
this release, the compression will be done only for interface related configuration (VLAN & physical interfaces)

The following table describes how the standard and the compressed configuration differ:
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Table 6. Standard and Compressed Configurations

Uncompressed

Compressed

DellEMC# show running-config
<snip>

!
interface TenGigabitEthernet 1/1
no ip address

switchport

shutdown

!
interface TenGigabitEthernet 1/2
no ip address

shutdown

!
interface TenGigabitEthernet 1/3
no ip address

shutdown

!
interface TenGigabitEthernet 1/4
no ip address

shutdown

!
interface TenGigabitEthernet 1/10
no ip address

shutdown

!
interface TenGigabitEthernet 1/34
ip address 2.1.1.1/16

shutdown

!
interface Vlan 2
no ip address
no shutdown

!
interface Vlan 3
tagged te 1/1
no ip address
shutdown

!
interface Vlan 4
tagged te 1/1
no ip address

shutdown

DellEMC# show running-config compressed
<snip>

!
interface TenGigabitEthernet 1/1
no ip address

switchport

shutdown

!

Interface group TenGigabitEthernet 1/2 — 4,
TenGigabitEthernet 1/10

no ip address
shutdown

!
interface TenGigabitEthernet 1/34
ip address 2.1.1.1/16

shutdown

!
interface group Vlan 2, Vlan 100
no ip address

no shutdown

!
interface group Vlan 3 — 5
tagged te 171

no ip address

shutdown

|
interface Vlan 1000
ip address 1.1.1.1/16
no shutdown

!
<snip>

Compressed config size — 27 lines.
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Table 6. Standard and Compressed Configurations (continued)

Uncompressed Compressed

|
interface Vlan 5
tagged te 1/1
no ip address
shutdown

!
interface Vlan 100
no ip address

no shutdown

!
interface Vlan 1000
ip address 1.1.1.1/16
no shutdown

Uncompressed config size — 52 lines

write memory compressed

The write memory compressed CLI will write the operating configuration to the startup-config file in the compressed mode. In
stacking scenario, it will also take care of syncing it to all the standby and member units.

The following is the sample output:

DellEMC#write memory compressed
|

Jul 30 08:50:26: $STKUNITO-M:CP SFILEMGR-5-FILESAVED: Copied running-config to startup-
config in flash by default

copy compressed-config

Copy one file, after optimizing and reducing the size of the configuration file, to another location. Dell EMC Networking OS
supports IPv4 and IPv6 addressing for FTP, TFTP, and SCP (in the hostip field).

Managing the File System

The Dell EMC Networking system can use the internal Flash, external Flash, or remote devices to store files.
The system stores files on the internal Flash by default but can be configured to store files elsewhere.

To view file system information, use the following command.
e View information about each file system.

EXEC Privilege mode

show file-systems

The output of the show file-systems command in the following example shows the total capacity, amount of free memory,
file structure, media type, read/write privileges for each storage device in use.

DellEMC#show file-systems

Size (b) Free (b) Feature Type Flags Prefixes
520962048 213778432 dosFs2.0 USERFLASH rw flash:
127772672 21936128 dosFs2.0 USERFLASH rw slotO:

- = - network rw ftp:
- = - network rw tftp:
= = - network rw Scp:
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You can change the default file system so that file management commands apply to a particular device or memory.

To change the default directory, use the following command.
e (Change the default directory.

EXEC Privilege mode

cd directory

Enabling Software Features on Devices Using a
Command Option

The capability to activate software applications or components on a device using a command is supported on this platform.

Starting with Release 9.4(0.0), you can enable or disable specific software features or applications that need to run on a

device by using a command attribute in the CLI interface. This enables effective, streamlined management and administration of
applications and utilities that run on a device. You can employ this capability to perform an on-demand activation, or turn-off a
software component or protocol. A feature configuration file generated for each image contains feature names, and denotes if
this enabling or disabling method is available. You can enable or disable the VRF application globally across the system by using
this capability.

Activate the VRF application on a device by using the feature vrf command in CONFIGURATION mode.
®| NOTE: The no feature vrf command is not supported on any of the platforms.
To enable the VRF feature and cause all VRF-related commands to be available or viewable in the CLI interface, use the

following command. You must enable the VRF feature before you can configure its related attributes.

DellEMC (conf) # feature vrf

Based on if the VRF feature is identified as supported in the Feature Configuration file, configuration command feature
vrf becomes available for usage. This command is stored in the running-configuration and precedes all other VRF-related
configurations.

To display the state of Dell EMC Networking OS features:
DellEMC# show feature
Example of show feature output

For a particular target where VRF is enabled, the show output is similar to the following:

Feature State

View Command History

The command-history trace feature captures all commands entered by all users of the system with a time stamp and writes
these messages to a dedicated trace log buffer.

The system generates a trace message for each executed command. No password information is saved to the file.
To view the command-history trace, use the show command-history command.

Example of the show command-history Command

DellEMC#show command-history

[12/5 10:57:8]: CMD- (CLI):service password-encryption

[12/5 10:57:12]: CMD-(CLI):hostname ForcelO

[12/5 10:57:12]: CMD-(CLI):ip telnet server enable

[12/5 10:57:12]: CMD-(CLI):1line console 0

[12/5 10:57:12]: CMD-(CLI):1line vty 0 9

[12/5 10:57:13]: CMD-(CLI):boot system rpm0O primary flash://FTOS-CB-1.1.1.2E2.bin
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Upgrading Dell EMC Networking OS

To upgrade Dell EMC Networking Operating System (OS), refer to the Release Notes for the version you want to load on the
system.

You can download the release notes of your platform at https://www.forcelOnetworks.com. Use your login ID to log in to the
website.

Verify Software Images Before Installation

To validate the software image on the flash drive, you can use the MD5 message-digest algorithm or SHA256 Secure Hash
Algorithm, after the image is transferred to the system but before the image is installed. The validation calculates a hash value
of the downloaded image file on system’s flash drive, and, optionally, compares it to a Dell EMC Networking published hash for
that file.

The MD5 or SHA256 hash provides a method of validating that you have downloaded the original software. Calculating the
hash on the local image file and comparing the result to the hash published for that file on iSupport provides a high level

of confidence that the local copy is exactly the same as the published software image. This validation procedure, and the
verify {md5 | sha256} command to support it, prevents the installation of corrupted or modified images.

The verify {md5 | sha256} command calculates and displays the hash of any file on the specified local flash drive. You
can compare the displayed hash against the appropriate hash published on iSupport. Optionally, you can include the published
hash in the verify {md5 | sha256} command, which displays whether it matches the calculated hash of the indicated file.

To validate a software image:

1. Download Dell EMC Networking OS software image file from the iSupport page to the local (FTP or TFTP) server. The
published hash for that file displays next to the software image file on the iSupport page.

2. Go on to the Dell EMC Networking system and copy the software image to the flash drive, using the copy command.

3. Runthe verify {md5 | sha256} [ flash://limg-file [hash-value] command. For example, verify
sha256 flash://FTOS-SE-9.5.0.0.bin

4. Compare the generated hash value to the expected hash value published on the iSupport page.

To validate the software image on the flash drive after the image is transferred to the system, but before you install the image,
use the verify {md5 | sha256} [ flash://limg-file [hash-value] command in EXEC mode.

e md5: MD5 message-digest algorithm

e sha256: SHA256 Secure Hash Algorithm

e flash: (Optional) Specifies the flash drive. The default uses the flash drive. You can enter the image file name.
e hash-value: (Optional). Specify the relevant hash published on iSupport.

e img-file: Enter the name of the Dell EMC Networking software image file to validate

Examples: Without Entering the Hash Value for Verification
MD5

DellEMC# verify md5 flash:file-name

SHA256
DellEMC# verify sha256 flash://file-name

Examples: Entering the Hash Value for Verification

MD5

DellEMC# verify md5 flash://file-name 275ceb73a4£3118eld6bcf7d75753459
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SHA256

DellEMC# verify sha256 flash://file-name
€6328c06faf814e6899ceead219afbf9360e986d692988023b749e6b2093e933

Using HTTP for File Transfers

Stating with Release 9.3(0.1), you can use HTTP to copy files or configuration details to a remote server. To transfer files to an
external server, use the copy source-file-url http://host[:port]/file-path command.

Enter the following source-file-url keywords and information:
e To copy a file from the internal FLASH, enter flash:// followed by the filename.

e To copy the running configuration, enter the keyword running-config.

e To copy the startup configuration, enter the keyword startup-config.

e To copy a file on the USB device, enter usbflash:// followed by the filename.

In the Dell EMC Networking OS release 9.8(0.0), HTTP services support the VRF-aware functionality. If you want the HTTP
server to use a VRF table that is attached to an interface, configure that HTTP server to use a specific routing table. You can

use the ip http vrf command to inform the HTTP server to use a specific routing table. After you configure this setting, the
VREF table is used to look up the destination address.

®| NOTE: To enable HTTP to be VRF-aware, as a prerequisite you must first define the VRF.

You can specify either the management VRF or a nondefault VRF to configure the VRF awareness setting.

When you specify the management VRF, the copy operation that is used to transfer files to and from an HTTP server utilizes
the VRF table corresponding to the Management VRF to look up the destination. When you specify a nondefault VRF, the VRF
table corresponding to that nondefault VRF is used to look up the HTTP server.

However, these changes are backward-compatible and do not affect existing behavior; meaning, you can still use the ip http
source- interface command to communicate with a particular interface even if no VRF is configured on that interface

®| NOTE: If the HTTP service is not VRF-aware, then it uses the global routing table to perform the look-up.

To enable an HTTP client to look up the VRF table corresponding to either management VRF or any nondefault VRF, use the ip
http vrf command in CONFIGURATION mode.

e Configure an HTTP client with a VRF that is used to connect to the HTTP server.
CONFIGURATION MODE
DellEMC (conf) #ip http vrf {management | <vrf-name>}

Getting Started 55



Management

This chapter describes the different protocols or services used to manage the Dell EMC Networking system.
Topics:

*  Configuring Privilege Levels

*  Configuring Logging

*  Track Login Activity

*  Limit Concurrent Login Sessions

¢ Enabling Secured CLI Mode

* Log Messages in the Internal Buffer

« Disabling System Logging

¢ Sending System Messages to a Syslog Server
¢ Changing System Logging Settings

» Display the Logging Buffer and the Logging Configuration
e Configuring a UNIX Logging Facility Level

¢ Synchronizing Log Messages

*  Enabling Timestamp on Syslog Messages

*  File Transfer Services

*  Terminal Lines

*  Setting Timeout for EXEC Privilege Mode

* Using Telnet to get to Another Network Device
*  Lock CONFIGURATION Mode

. LPC Bus Quality Degradation

¢ Restoring the Factory Default Settings

. Viewing the Reason for Last System Reboot

Configuring Privilege Levels

Privilege levels restrict access to commands based on user or terminal line.
There are 16 privilege levels, of which three are pre-defined. The default privilege level is 1.
Level Description

Level O Access to the system begins at EXEC mode, and EXEC mode commands are limited to enable,
disable, and exit.

Level 1 Access to the system begins at EXEC mode, and all commands are available.

Level 15 Access to the system begins at EXEC Privilege mode, and all commands are available.

For information about how access and authorization is controlled based on a user’s role, see Role-Based Access Control.

Creating a Custom Privilege Level

Custom privilege levels start with the default EXEC mode command set. You can then customize privilege levels 2-14 by:
e restricting access to an EXEC mode command

e moving commands from EXEC Privilege to EXEC mode

e restricting access

A user can access all commands at his privilege level and below.
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Removing a Command from EXEC Mode

To remove a command from the list of available commands in EXEC mode for a specific privilege level, use the privilege
exec command from CONFIGURATION mode.

In the command, specify a level greater than the level given to a user or terminal line, then the first keyword of each command
you wish to restrict.

Moving a Command from EXEC Privilege Mode to EXEC Mode

To move a command from EXEC Privilege to EXEC mode for a privilege level, use the privilege exec command from
CONFIGURATION mode.

In the command, specify the privilege level of the user or terminal line and specify all keywords in the command to which you
want to allow access.

Allowing Access to CONFIGURATION Mode Commands

To allow access to CONFIGURATION mode, use the privilege exec level level configure command from
CONFIGURATION mode.

A user that enters CONFIGURATION mode remains at his privilege level and has access to only two commands, end and

exit. You must individually specify each CONFIGURATION mode command you want to allow access to using the privilege
configure level Ilevel command. Inthe command, specify the privilege level of the user or terminal line and specify all
the keywords in the command to which you want to allow access.

Allowing Access to Different Modes

This section describes how to allow access to the INTERFACE, LINE, ROUTE-MAP, and ROUTER modes.

Similar to allowing access to CONFIGURATION mode, to allow access to INTERFACE, LINE, ROUTE-MAP, and ROUTER modes,
you must first allow access to the command that enters you into the mode. For example, to allow a user to enter INTERFACE
mode, use the privilege configure level level interface tengigabitethernet command.

Next, individually identify the INTERFACE, LINE, ROUTE-MAP or ROUTER commands to which you want to allow access using
the privilege {interface | line | route-map | router} level Ievel command.Inthe command, specify
the privilege level of the user or terminal line and specify all the keywords in the command to which you want to allow access.

To remove, move or allow access, use the following commands.
The configuration in the following example creates privilege level 3. This level:

e removes the resequence command from EXEC mode by requiring a minimum of privilege level 4

e moves the capture bgp-pdu max-buffer-size command from EXEC Privilege to EXEC mode by requiring a minimum
privilege level 3, which is the configured level for VTY O

e allows access to CONFIGURATION mode with the banner command
allows access to INTERFACE tengigabitethernet and LINE modes are allowed with no commands
Remove a command from the list of available commands in EXEC mode.

CONFIGURATION mode
privilege exec level level {command ||...|| command}
e Move a command from EXEC Privilege to EXEC mode.
CONFIGURATION mode
privilege exec level level {command ||...|| command}
e Allow access to CONFIGURATION mode.
CONFIGURATION mode
privilege exec level level configure
e Allow access to INTERFACE, LINE, ROUTE-MAP, and/or ROUTER mode. Specify all the keywords in the command.
CONFIGURATION mode
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privilege configure level level {interface |

line | route-map | router}

command-keyword}

{command-keyword

e Allow access to a CONFIGURATION, INTERFACE, LINE, ROUTE-MAP, and/or ROUTER mode command.
CONFIGURATION mode

privilege

command}

{configure |interface | line | route-map | router}

DellEMC (conf) #do show run priv

|
privilege
privilege
privilege
privilege
privilege
privilege
privilege

level
level
level

exec
exec
exec

capture

configure

resequence

exec level capture bgp-pdu

exec level 3 capture bgp-pdu max-buffer-size
configure level 3 line

configure level 3 interface

Wb W w

DellEMC (conf) #do telnet 10.11.80.201
[telnet output omitted]

DellEMC#show priv

Current privilege level is 3.

DellEMC#?
capture
configure
disable
enable
exit

ip
monitor
mtrace
ping

quit

show

Capture packet

Configuring from terminal

Turn off privileged commands
Turn on privileged commands
Exit from the EXEC

Global IP subcommands
Monitoring feature

Trace reverse multicast path from destination to source
Send echo messages

Exit from the EXEC

Show running system information

[output omitted]
DellEMC#config

[output omitted]

DellEMC (conf) #do show priwv
Current privilege level is 3.
DellEMC (conf) #?

end

exit
interface
line
linecard

Exit from
Exit from

configuration mode
configuration mode
Select an interface to configure
Configure a terminal line

Set line card type

DellEMC (conf) #interface ?

fastethernet Fast Ethernet interface
gigabitethernet Gigabit Ethernet interface
loopback Loopback interface

managementethernet

null

port-channel

Management Ethernet interface
Null interface
Port-channel interface

range Configure interface range
sonet SONET interface
tengigabitethernet TenGigabit Ethernet interface
vlan VLAN interface

DellEMC (conf) #interface tengigabitethernet 1/1
DellEMC (conf-if-te-1/1)#?

end
exit

Exit from configuration mode
Exit from interface configuration mode

DellEMC (conf-if-te-1/1) #exit
DellEMC (conf) #line ?

aux
console
vty

Auxiliary line
Primary terminal line
Virtual terminal

DellEMC (conf) #line vty O
DellEMC (config-line-vty) #?

exit

Exit from line configuration mode

DellEMC (config-line-vty) #
DellEMC (conf) #interface group ?

gigabitethernet GigabitEthernet interface IEEE 802.3z
tengigabitethernet TenGigabit Ethernet interface
vlan VLAN keyword
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DellEMC (conf)# interface group vlan 1 - 2 , tengigabitethernet 1/1

DellEMC (conf-if-group-vl-1-2,te-1/1)# no shutdown
DellEMC (conf-if-group-vl-1-2,te-1/1)# end

Applying a Privilege Level to a Username

To set the user privilege level, use the following command.

e Configure a privilege level for a user.
CONFIGURATION mode

username username privilege level

Applying a Privilege Level to a Terminal Line

To set a privilege level for a terminal line, use the following command.

e Configure a privilege level for a user.
CONFIGURATION mode

username username privilege level

@ NOTE: When you assign a privilege level between 2 and 15, access to the system begins at EXEC mode, but the prompt is

hostname#, rather than hostname>.

Configuring Logging

The Dell EMC Networking OS tracks changes in the system using event and error messages.

By default, Dell EMC Networking OS logs these messages on:
e the internal buffer

e console and terminal lines

e any configured syslog servers

To disable logging, use the following commands.

e Disable all logging except on the console.
CONFIGURATION mode
no logging on

e Disable logging to the logging buffer.
CONFIGURATION mode
no logging buffer

e Disable logging to terminal lines.
CONFIGURATION mode
no logging monitor

e Disable console logging.
CONFIGURATION mode

no logging console

Audit and Security Logs

This section describes how to configure, display, and clear audit and security logs.

The following is the configuration task list for audit and security logs:
e Enabling Audit and Security Logs

e Displaying Audit and Security Logs
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e Clearing Audit Logs

Enabling Audit and Security Logs

You enable audit and security logs to monitor configuration changes or determine if these changes affect the operation of the
system in the network. You log audit and security events to a system log server, using the logging extended command in
CONFIGURATION mode.

This command is available with or without RBAC enabled. For information about RBAC, see Role-Based Access Control.
Audit Logs

The audit log contains configuration events and information. The types of information in this log consist of the following:
e User logins to the switch.

e System events for network issues or system issues.

e Users making configuration changes. The switch logs who made the configuration changes and the date and time of the
change. However, each specific change on the configuration is not logged. Only that the configuration was modified is
logged with the user ID, date, and time of the change.

e Uncontrolled shutdown.

Security Logs

The security log contains security events and information. RBAC restricts access to audit and security logs based on the CLI
sessions’ user roles. The types of information in this log consist of the following:

e Establishment of secure traffic flows, such as SSH.
e Violations on secure flows or certificate issues.
e Adding and deleting of users.

e User access and configuration changes to the security and crypto parameters (not the key information but the crypto
configuration)

Important Points to Remember

When you enabled RBAC and extended logging:

e Only the system administrator user role can execute this command.

e The system administrator and system security administrator user roles can view security events and system events.
e The system administrator user roles can view audit, security, and system events.

e Only the system administrator and security administrator user roles can view security logs.

e The network administrator and network operator user roles can view system events.
®| NOTE: If extended logging is disabled, you can only view system events, regardless of RBAC user role.
Example of Enabling Audit and Security Logs

DellEMC (conf) #logging extended

Displaying Audit and Security Logs

To display audit logs, use the show logging auditlog command in Exec mode. To view these logs, you must first enable
the logging extended command. Only the RBAC system administrator user role can view the audit logs. Only the RBAC security
administrator and system administrator user role can view the security logs. If extended logging is disabled, you can only view
system events, regardless of RBAC user role. To view security logs, use the show logging command.

For information about the logging extended command, see Enabling Audit and Security Logs
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Example of the show logging auditlog Command

DellEMC#show logging auditlog

May 12 12:20:25: DellEMC#: %$CLI-6-logging extended by admin from vty0 (10.14.1.98)
May 12 12:20:42: DellEMC#: %CLI-6-configure terminal by admin from vty0O (10.14.1.98)
May 12 12:20:42: DellEMC#: $CLI-6-service timestamps log datetime by admin from vtyO
(10.14.1.98)

For information about the logging extended command, see Enabling Audit and Security Logs

Example of the show logging Command for Security

DellEMC#show logging
Jun 10 04:23:40: %STKUNITO-M:CP %SEC-5-LOGIN_SUCCESS: ILogin successful for user admin
on line vtyO ( 10.14.1.91 )

Clearing Audit Logs

To clear audit logs, use the clear logging auditlog command in Exec mode. When RBAC is enabled, only the system
administrator user role can issue this command.

Example of the clear logging auditlog Command

DellEMC# clear logging auditlog

Configuring Logging Format

To display syslog messages in a RFC 3164 or RFC 5424 format, use the logging version {0 | 1} command in
CONFIGURATION mode. By default, the system log version is set to 0.

The following describes the two log messages formats:

e 0 - Displays syslog messages format as described in RFC 3164, The BSD syslog Protocol

e 1 - Displays syslog message format as described in RFC 5424, The SYSLOG Protocol
Example of Configuring the Logging Message Format

DellEMC (conf) #logging version ?
<0-1> Select syslog version (default = 0)
DellEMC (conf) #logging version 1

Display the Logging Buffer and the Logging Configuration

To display the current contents of the logging buffer and the logging settings for the system, use the show logging
command in EXEC privilege mode. When RBAC is enabled, the security logs are filtered based on the user roles. Only the
security administrator and system administrator can view the security logs.

Example of the show logging Command

DellEMC#show logging
syslog logging: enabled
Console logging: level Debugging
Monitor logging: level Debugging
Buffer logging: level Debugging, 40 Messages Logged, Size (40960 bytes)
Trap logging: level Informational
$IRC-6-IRC _COMMUP: Link to peer RPM is up
$RAM-6-RAM TASK: RPM1 is transitioning to Primary RPM.
$RPM-2-MSG:CP1 %POLLMGR-2-MMC STATE: External flash disk missing in 'slotO:'
$CHMGR-5-CARDDETECTED: Line card 0 present
$CHMGR-5-CARDDETECTED: Line card 2 present
$CHMGR-5-CARDDETECTED: Line card 4 present
$CHMGR-5-CARDDETECTED: Line card 5 present
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%$CHMGR-5-CARDDETECTED: Line
$CHMGR-5-CARDDETECTED: Line
$CHMGR-5-CARDDETECTED: Line
$TSM-6-SFM_DISCOVERY: Found
$TSM-6-SFM DISCOVERY: Found
$TSM-6-SFM DISCOVERY: Found
$TSM-6-SFM DISCOVERY: Found
$TSM-6-SFM_DISCOVERY: Found
$TSM-6-SFM_ DISCOVERY: Found
$TSM-6-SFM DISCOVERY: Found
$TSM-6-SFM DISCOVERY: Found
$TSM-6-SFM_SWITCHFAB STATE:
$TSM-6-SFM_ DISCOVERY: Found
$TSM-6-SFM DISCOVERY: Found

card 8 present
card 10 present
card 12 present
SEFM
SFM
SEFM
SEFM
SEFM
SFM
SEFM
SEFM
Switch Fabric: UP
SFM 8

9 SFMs

o u b WP O

$CHMGR-5-CHECKIN: Checkin from line card 5 (type EX1YB, 1 ports)

$TSM-6-PORT_ CONFIG: Port link status for LC 5 => portpipe 0: OK portpipe 1: N/A
$CHMGR-5-LINECARDUP: Line card 5 is up

$CHMGR-5-CHECKIN: Checkin from line card 12 (type S12YCl2, 12 ports)

$TSM-6-PORT CONFIG: Port link status for LC 12 => portpipe 0: OK portpipe 1: N/A
$CHMGR-5-LINECARDUP: Line card 12 is up

$IFMGR-5-CSTATE UP: changed
$IFMGR-5-CSTATE DN: changed

interface Physical state to up: So 12/8
interface Physical state to down: So 12/8

To view any changes made, use the show running-config logging command in EXEC privilege mode.

Setting Up a Secure Connection to a Syslog Server

You can use reverse tunneling with the port forwarding to securely connect to a syslog server.

. EEEEEE) EEEEER EEEER RN 0

Dell Networking OS (10.16.131.141)

Dell Networking OS

é

Syslog Server (10.156.166.48)
Syslog
Subsystem T

‘
Writes log message ssh -R
to localhost : port 5140 5140:10.156.166.48:5141
admin@10.16.131.141 -nNf

Syslog Server
o 1

Figure 2. Setting Up a Secure Connection to a Syslog Server
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Pre-requisites
To configure a secure connection from the switch to the syslog server:

1. On the switch, enable the SSH server

DellEMC (conf) #ip ssh server enable

2. On the syslog server, create a reverse SSH tunnel from the syslog server to the Dell OS switch, using following syntax:
ssh -R <remote port>:<syslog server>:<syslog server listen port> user@remote host -nNf

In the following example the syslog server IP addressis 10.156.166.48 and the listening port is 5141. The switch IP
addressis 10.16.131.141 and the listening portis 5140

ssh -R 5140:10.156.166.48:5141 admin@10.16.131.141 -nNf

3. Configure logging to a local host. locahost is “127.0.0.1" or “::1".

If you do not, the system displays an error when you attempt to enable role-based only AAA authorization.

DellEMC (conf) # logging localhost tcp port
DellEMC (conf) #logging 127.0.0.1 tcp 5140

Sending System Messages to a Syslog Server

To send system messages to a specified syslog server, use the following command. The following syslog standards are
supported: RFC 5424 The SYSLOG Protocol, R.Gerhards and Adiscon GmbH, March 2009, obsoletes RFC 3164 and RFC 5426
Transmission of Syslog Messages over UDP.

e Specify the server to which you want to send system messages. You can configure up to eight syslog servers.
CONFIGURATION mode

logging {ip-address | ipvé-address | hostname} {{udp {port}} | {tcp {port}}}

You can export system logs to an external server that is connected through a different VRF.

Track Login Activity

Dell EMC Networking OS enables you to track the login activity of users and view the successful and unsuccessful login events.

When you log in using the console or VTY line, the system displays the last successful login details of the current user and

the number of unsuccessful login attempts since your last successful login to the system, and whether the current user’s
permissions have changed since the last login. The system stores the number of unsuccessful login attempts that have occurred
in the last 30 days by default. You can change the default value to any number of days from 1 to 30. By default, login activity
tracking is disabled. You can enable it using the login statistics enable command from the configuration mode.

Restrictions for Tracking Login Activity

These restrictions apply for tracking login activity:

e Only the system and security administrators can configure login activity tracking and view the login activity details of other
users.

e |ogin statistics is not applicable for login sessions that do not use user names for authentication. For example, the system
does not report login activity for a telnet session that prompts only a password.

Management 63



Configuring Login Activity Tracking

To enable and configure login activity tracking, follow these steps:
1. Enable login activity tracking.
CONFIGURATION mode
login statistics enable
After enabling login statistics, the system stores the login activity details for the last 30 days.
2. (Optional) Configure the number of days for which the system stores the user login statistics. The range is from 1 to 30.
CONFIGURATION mode

login statistics time-period days

The following example enables login activity tracking. The system stores the login activity details for the last 30 days.
DellEMC (config) #login statistics enable
The following example enables login activity tracking and configures the system to store the login activity details for 12 days.

DellEMC (config) #login statistics enable
DellEMC (config) #login statistics time-period 12

Display Login Statistics

To view the login statistics, use the show login statistics command.
Example of the show login statistics Command

The show login statistics command displays the successful and failed login details of the current user in the last 30
days or the custom defined time period.

DellEMC#show login statistics

User: admin

Last login time: 12:52:01 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): O

Successful login attempt(s) in last 30 day(s): 1

Example of the show login statistics all command

The show login statistics all command displays the successful and failed login details of all users in the last 30 days
or the custom defined time period.

DellEMC#show login statistics all

User: admin

Last login time: 08:54:28 UTC Wed Mar 23 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 4

User: adminl

Last login time: 12:49:19 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2
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User: admin2

Last login time: 12:49:27 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2

User: admin3

Last login time: 13:18:42 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.145 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): 3

Successful login attempt(s) in last 30 day(s): 2

Example of the show login statistics user user-id command

The show login statistics user user-idcommand displays the successful and failed login details of a specific user

in the last 30 days or the custom defined time period.

DellEMC# show login statistics user admin

User: admin

Last login time: 12:52:01 UTC Tue Mar 22 2016

Last login location: Line vtyO ( 10.16.127.143 )

Unsuccessful login attempt(s) since the last successful login: O
Unsuccessful login attempt(s) in last 30 day(s): O

Successful login attempt(s) in last 30 day(s): 1

The following is sample output of the show login statistics unsuccessful-attempts command.

DellEMC# show login statistics unsuccessful-attempts
There were 3 unsuccessful login attempt(s) for user admin in last 30 day(s).

The following is sample output of the show login statistics unsuccessful-attempts time-period days
command.

DellEMC# show login statistics unsuccessful-attempts time-period 15
There were 0 unsuccessful login attempt(s) for user admin in last 15 day(s).

The following is sample output of the show login statistics unsuccessful-attempts user login-id
command.

DellEMC# show login statistics unsuccessful-attempts user admin
There were 3 unsuccessful login attempt(s) for user admin in last 12 day(s).

The following is sample output of the show login statistics successful-attempts command

DellEMC#show login statistics successful-attempts
There were 4 successful login attempt(s) for user admin in last 30 day(s).

Limit Concurrent Login Sessions

Dell EMC Networking OS enables you to limit the number of concurrent login sessions of users on VTY, auxiliary, and console
lines. You can also clear any of your existing sessions when you reach the maximum permitted number of concurrent sessions.

By default, you can use all 10 VTY lines, one console line, and one auxiliary line. You can limit the number of available sessions

using the 1login concurrent-session limit command and so restrict users to that specific number of sessions. You can

optionally configure the system to provide an option to the users to clear any of their existing sessions.
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Restrictions for Limiting the Number of Concurrent Sessions

These restrictions apply for limiting the number of concurrent sessions:

e Only the system and security administrators can limit the number of concurrent sessions and enable the clear-line option.

e Users can clear their existing sessions only if the system is configured with the 1login concurrent-session clear-
line enable command.

Configuring Concurrent Session Limit

To configure concurrent session limit, follow this procedure:
e Limit the number of concurrent sessions for all users.

CONFIGURATION mode

login concurrent-session limit number-of-sessions

The following example limits the permitted number of concurrent login sessions to 4.

DellEMC (config) #login concurrent-session limit 4

Enabling the System to Clear Existing Sessions

To enable the system to clear existing login sessions, follow this procedure:
e Use the following command.
CONFIGURATION mode

login concurrent-session clear-line enable

The following example enables you to clear your existing login sessions.
DellEMC (config) #login concurrent-session clear-line enable

Example of Clearing Existing Sessions

When you try to log in, the following message appears with all your existing concurrent sessions, providing an option to close
any one of the existing sessions:

$ telnet 10.11.178.14
Trying 10.11.178.14...
Connected to 10.11.178.14.
Escape character is '~]'.
Login: admin

Password:

Current sessions for user admin:
Line Location

2 vty O 10.14.1.97

3 vty 1 10.14.1.97

Clear existing session? [line number/Enter to cancel]:

When you try to create more than the permitted number of sessions, the following message appears, prompting you to close
one of the existing sessions. If you close any of the existing sessions, you are allowed to login.

$ telnet 10.11.178.17
Trying 10.11.178.17...
Connected to 10.11.178.17.
Escape character is '~]"'.
Login: admin

Password:

Maximum concurrent sessions for the user reached.
Current sessions for user admin:

Line Location
2 vty O 10.14.1.97
3 vty 1 10.14.1.97
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4 vty 2 10.14.1.97
5 vty 3 10.14.1.97
Kill existing session? [line number/Enter to cancel]:

Enabling Secured CLI Mode

The secured CLI mode prevents the users from enhancing the permissions or promoting the privilege levels.
e Enter the following command to enable the secured CLI mode:
CONFIGURATION Mode

secure-cli enable

After entering the command, save the running-configuration. Once you save the running-configuration, the secured CLI mode is
enabled.

If you do not want to enter the secured mode, do not save the running-configuration. Once saved, to disable the secured CLI
mode, you need to manually edit the startup-configuration file and reboot the system.

Log Messages in the Internal Buffer

All error messages, except those beginning with $BOOTUP (Message), are log in the internal buffer.

For example, $BOOTUP:RPMO:CP $PORTPIPE-INIT-SUCCESS: Portpipe 0 enabled

Configuration Task List for System Log Management

There are two configuration tasks for system log management:
e Disable System Logging
e Send System Messages to a Syslog Server

Disabling System Logging

By default, logging is enabled and log messages are sent to the logging buffer, all terminal lines, the console, and the syslog
servers.

To disable system logging, use the following commands.

e Disable all logging except on the console.
CONFIGURATION mode
no logging on

e Disable logging to the logging buffer.
CONFIGURATION mode
no logging buffer

e Disable logging to terminal lines.
CONFIGURATION mode
no logging monitor

e Disable console logging.
CONFIGURATION mode

no logging console
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Sending System Messages to a Syslog Server

To send system messages to a specified syslog server, use the following command. The following syslog standards are
supported: RFC 5424 The SYSLOG Protocol, R.Gerhards and Adiscon GmbH, March 2009, obsoletes RFC 3164 and RFC 5426
Transmission of Syslog Messages over UDP.
e Specify the server to which you want to send system messages. You can configure up to eight syslog servers.
CONFIGURATION mode
logging {ip-address | ipvé6-address | hostname} {{udp {port}} | {tcp {port}}}

You can export system logs to an external server that is connected through a different VRF.

Configuring a UNIX System as a Syslog Server

To configure a UNIX System as a syslog server, use the following command.

e Configure a UNIX system as a syslog server by adding the following lines to /etc/syslog.conf on the UNIX system and
assigning write permissions to the file.
o Add line on a 4.1 BSD UNIX system. 1local7.debugging /var/log/ftos.log

o Addline ona 5.7 SunOS UNIX system. local7.debugging /var/adm/ftos.log

In the previous lines, 1ocal7 is the logging facility level and debugging is the severity level.

Changing System Logging Settings

You can change the default settings of the system logging by changing the severity level and the storage location.

The default is to log all messages up to debug level, that is, all system messages. By changing the severity level in the logging
commands, you control the number of system messages logged.

To specify the system logging settings, use the following commands.

e Specify the minimum severity level for logging to the logging buffer.
CONFIGURATION mode
logging buffered level

e Specify the minimum severity level for logging to the console.
CONFIGURATION mode
logging console level

e Specify the minimum severity level for logging to terminal lines.
CONFIGURATION mode
logging monitor level

e Specify the minimum severity level for logging to a syslog server.
CONFIGURATION mode
logging trap level

e Specify the minimum severity level for logging to the syslog history table.
CONFIGURATION mode
logging history level

e Specify the size of the logging buffer.
CONFIGURATION mode
logging buffered size
@ NOTE: When you decrease the buffer size, Dell EMC Networking OS deletes all messages stored in the buffer.

Increasing the buffer size does not affect messages in the buffer.

e Specify the number of messages that Dell EMC Networking OS saves to its logging history table.
CONFIGURATION mode
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logging history size size

To view the logging buffer and configuration, use the show logging command in EXEC privilege mode, as shown in the
example for Display the Logging Buffer and the Logging Configuration.

To view the logging configuration, use the show running-config logging command in privilege mode, as shown in the
example for Configure a UNIX Logging Facility Level.

Display the Logging Buffer and the Logging
Configuration

To display the current contents of the logging buffer and the logging settings for the system, use the show logging
command in EXEC privilege mode. When RBAC is enabled, the security logs are filtered based on the user roles. Only the
security administrator and system administrator can view the security logs.

Example of the show logging Command

DellEMC#show logging
syslog logging: enabled
Console logging: level Debugging
Monitor logging: level Debugging
Buffer logging: level Debugging, 40 Messages Logged, Size (40960 bytes)
Trap logging: level Informational
$IRC-6-IRC COMMUP: Link to peer RPM is up
$RAM-6-RAM TASK: RPM1 is transitioning to Primary RPM.
$RPM-2-MSG:CP1 %POLLMGR-2-MMC STATE: External flash disk missing in 'slotO:'
$CHMGR-5-CARDDETECTED: Line card 0 present
$CHMGR-5-CARDDETECTED: Line card 2 present
$CHMGR-5-CARDDETECTED: Line card 4 present
$CHMGR-5-CARDDETECTED: Line card 5 present
$CHMGR-5-CARDDETECTED: Line card 8 present
$CHMGR-5-CARDDETECTED: Line card 10 present
$CHMGR-5-CARDDETECTED: Line card 12 present
$TSM-6-SFM DISCOVERY: Found SFM
$TSM-6-SFM_DISCOVERY: Found SFM
$TSM-6-SFM DISCOVERY: Found SFM
%TSM—G—SFM_DISCOVERY: Found SFM
$TSM-6-SFM DISCOVERY: Found SFM
$TSM-6-SFM DISCOVERY: Found SFM
$TSM-6-SFM DISCOVERY: Found SFM
%TSM—G—SFM_DISCOVERY: Found SFM
$TSM-6-SFM_SWITCHFAB STATE: Switch Fabric: UP
$TSM-6-SFM_DISCOVERY: Found SFM 8
$TSM-6-SFM_ DISCOVERY: Found 9 SFMs
$CHMGR-5-CHECKIN: Checkin from line card 5 (type EX1YB, 1 ports)
$TSM-6-PORT CONFIG: Port link status for LC 5 => portpipe 0: OK portpipe 1: N/A
$CHMGR-5-LINECARDUP: Line card 5 is up
%$CHMGR-5-CHECKIN: Checkin from line card 12 (type S12YCl2, 12 ports)
$TSM-6-PORT CONFIG: Port link status for LC 12 => portpipe 0: OK portpipe 1: N/A
$CHMGR-5-LINECARDUP: Line card 12 is up
$IFMGR-5-CSTATE UP: changed interface Physical state to up: So 12/8
$IFMGR-5-CSTATE DN: changed interface Physical state to down: So 12/8

~N o0 WDN P O

To view any changes made, use the show running-config logging command in EXEC privilege mode.

Configuring a UNIX Logging Facility Level

You can save system log messages with a UNIX system logging facility.
To configure a UNIX logging facility level, use the following command.

e Specify one of the following parameters.
CONFIGURATION mode
logging facility [facility-type]

o auth (for authorization messages)
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cron (for system scheduler messages)
daemon (for system daemons)
kern (for kernel messages)
local0 (for local use)

locall (for local use)

local2 (for local use)

local3 (for local use)

local4 (for local use)

localb (for local use)

localé (for local use)

local7 (for local use)

1lpr (for line printer system messages)
mail (for mail system messages)
news (for USENET news messages)
sys9 (system use)

sys10 (system use)

sysl1 (system use)

sys12 (system use)

sys13 (system use)

sysl4 (system use)

syslog (for syslog messages)
user (for user programs)

uucp (UNIX to UNIX copy protocol)

o o o 0o o 0O o o oo o 0o o o o o o o o o o o o

To view nondefault settings, use the show running-config logging command in EXEC mode.

DellEMC#show running-config logging
|

logging buffered 524288 debugging
service timestamps log datetime msec

service timestamps debug datetime msec
|

logging trap debugging

logging facility user

logging source-interface Loopback 0
logging 10.10.10.4

DellEMC#

Synchronizing Log Messages

You can configure Dell EMC Networking OS to filter and consolidate the system messages for a specific line by synchronizing
the message output.

Only the messages with a severity at or below the set level appear. This feature works on the terminal and console connections
available on the system.

1. Enter LINE mode.
CONFIGURATION mode
line {console 0 | vty number [end-number] | aux 0}

Configure the following parameters for the virtual terminal lines:
e number: the range is from zero (0) to 8.
e end-number: the range is from 1to 8.

You can configure multiple virtual terminals at one time by entering a number and an end-number.

2. Configure a level and set the maximum number of messages to print.
LINE mode

logging synchronous [level severity-level | all] [limit]
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Configure the following optional parameters:
e level severity-level:therangeis from O to 7. The default is 2. Use the all keyword to include all messages.
e limit:therangeis from 20 to 300. The default is 20.

To view the logging synchronous configuration, use the show config command in LINE mode.

Enabling Timestamp on Syslog Messages

By default, syslog messages include a time/date stamp, taken from the datetime, stating when the error or message was
created.

To enable timestamp, use the following command.
e Add timestamp to syslog messages.
CONFIGURATION mode

service timestamps [log | debug] [datetime [localtime] [msec] [show-timezone] | uptime]

Specify the following optional parameters:
o localtime: You can add the keyword 1localtime toinclude the localtime, msec, and show-timezone. If you do
not add the keyword localtime, the timeis UTC.

o uptime: To view time since last boot.
o datetime: To view the current date and time from the system BIOS.

If you do not specify a parameter, Dell EMC Networking OS configures datetime by default.
To view the configuration, use the show running-config logging command in EXEC privilege mode.

To disable time stamping on syslog messages, use the no service timestamps [log | debug] command.

File Transfer Services

With Dell EMC Networking OS, you can configure the system to transfer files over the network using the file transfer protocol
(FTP).

One FTP application is copying the system image files over an interface on to the system; however, FTP is not supported on
virtual local area network (VLAN) interfaces.

If you want the FTP or TFTP server to use a VRF table that is attached to an interface, you must configure the FTP or TFTP
server to use a specific routing table. You can use the ip ftp vrf vrf-nameor ip tftp vrf vrf-name command to
inform the FTP or TFTP server to use a specific routing table. After you configure this setting, the VRF table is used to look

up the destination address. However, these changes are backward-compatible and do not affect existing behavior; meaning, you
can still use the source-interface command to communicate with a particular interface even if no VRF is configured on
that interface.

For more information about FTP, refer to RFC 959, File Transfer Protocol.

®| NOTE: To transmit large files, Dell EMC Networking recommends configuring the switch as an FTP server.

Configuration Task List for File Transfer Services

The configuration tasks for file transfer services are:
e F[Enable FTP Server (mandatory)

e Configure FTP Server Parameters (optional)

e Configure FTP Client Parameters (optional)

Enabling the FTP Server

To enable the system as an FTP server, use the following command.
To view FTP configuration, use the show running-config ftp command in EXEC privilege mode.

e Enable FTP on the system.
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CONFIGURATION mode
ftp-server enable
DellEMC#show running ftp
!
ftp-server enable

ftp-server username nairobi password 0 zanzibar
DellEMC#

Configuring FTP Server Parameters

After you enable the FTP server on the system, you can configure different parameters.

To specify the system logging settings, use the following commands.
e Specify the directory for users using FTP to reach the system.
CONFIGURATION mode
ftp-server topdir dir
The default is the internal flash directory.
e Specify a user name for all FTP users and configure either a plain text or encrypted password.
CONFIGURATION mode
ftp-server username username password [encryption-type] password
Configure the following optional and required parameters:
O username: enter a text string.

o encryption-type: enter 0 for plain text or 7 for encrypted text.

o password: enter a text string.

®| NOTE: You cannot use the change directory (cd) command until you have configured ftp-server topdir.

To view the FTP configuration, use the show running-config ftp command in EXEC privilege mode.

Configuring FTP Client Parameters

To configure FTP client parameters, use the following commands.

e Enter the following keywords and the interface information:
o For a 10-Gigabit Ethernet interface, enter the keyword TenGigabitEthernet then the slot/port/subport[/subport]
information.
For a 40-Gigabit Ethernet interface, enter the keyword fortyGigE then the slot/port information.
For a Loopback interface, enter the keyword 1oopback then a number from O to 16383.
For a port channel interface, enter the keywords port-channel then a number.
For a VLAN interface, enter the keyword v1an then a number from 1 to 4094.

CONFIGURATION mode

ip ftp source-interface interface

O O O O

e Configure a password.
CONFIGURATION mode
ip ftp password password
e Enter a username to use on the FTP client.
CONFIGURATION mode
ip ftp username name

To view the FTP configuration, use the show running-config ftp command in EXEC privilege mode, as shown in the
example for Enable FTP Server.
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Terminal Lines

You can access the system remotely and restrict access to the system by creating user profiles.

Terminal lines on the system provide different means of accessing the system. The console line (console) connects you through
the console port in the route processor modules (RPMs). The virtual terminal lines (VTYs) connect you through Telnet to the
system. The auxiliary line (aux) connects secondary devices such as modems.

Denying and Permitting Access to a Terminal Line

Dell EMC Networking recommends applying only standard access control lists (ACLs) to deny and permit access to VTY lines.

Layer 3 ACLs deny all traffic that is not explicitly permitted, but in the case of VTY lines, an ACL with no rules does not deny

traffic.
You cannot use the show ip accounting access-1list command to display the contents of an ACL that is applied
only to a VTY line.

When you use the access-class access-1ist-name command without specifying the ipv4 or ipvé attribute, both

IPv4 as well as IPv6 rules that are defined in that ACL are applied to the terminal. This method is a generic way of
configuring access restrictions.

To be able to filter access exclusively using either IPv4 or IPv6 rules, use either the ipv4 or ipvé6 attribute along with the
access-class access-1ist-name command. Depending on the attribute that you specify (ipv4 or ipvé6), the ACL

processes either IPv4 or IPv6 rules, but not both. Using this configuration, you can set up two different types of access
classes with each class processing either IPv4 or IPv6 rules separately.

To apply an IP ACL to a line, Use the following command.

Apply an ACL to a VTY line.
LINE mode
access-class access-list-name [ipv4 | 1pv6]

@ NOTE: If you already have configured generic IP ACL on a terminal line, then you cannot further apply IPv4 or IPv6
specific filtering on top of this configuration. Similarly, if you have configured either IPv4 or IPv6 specific filtering on a

terminal line, you cannot apply generic IP ACL on top of this configuration. Before applying any of these configurations,
you must first undo the existing configuration using the no access-class access-list-name [ipv4 | 1ipv6]

command.

To view the configuration, use the show config command in LINE mode.

DellEMC (config-std-nacl) #show config
|
ip access-list standard myvtyacl

seq 5 permit host 10.11.0.1
DellEMC (config-std-nacl) #line vty O
DellEMC (config-line-vty) #show config
line vty 0

access-class myvtyacl

DellEMC (conf-ipvé6-acl) #do show run acl
|

ip access-list extended testdeny

seq 10 deny ip 30.1.1.0/24 any

seq 15 permit ip any any

|

ip access-list extended testpermit
seq 15 permit ip any any
|

ipv6 access-list testvédeny
seq 10 deny ipv6 3001::/64 any
seq 15 permit ipv6 any any

|

DellEMC (conf) #

DellEMC (conf) #line vty 0 O

DellEMC (config-line-vty) #access-class testvédeny ipvb6
DellEMC (config-line-vty) #faccess-class testvpermit ipvié
DellEMC (config-line-vty) #show c
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line vty O
exec-timeout 0 O
access-class testpermit ipv4

access-class testvbdeny ipv6
|

Con