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Product Overview

Intel Active Management Technology (Intel AMT) allows companies to manage their networked computers easily.

e Discover computing assets on a network, regardless of whether the computer is turned On or Off — Intel AMT uses
information stored in the non-volatile system memory to access the computer. The computer can be accessed even
while it is powered Off (also called out-of-band or OOB access).

¢ Remotely repair systems after operating system failures — In the event of a software or an operating system failure,
Intel AMT can be used to access the computer remotely for repair purposes. IT administrators can also detect system
problems easily with the assistance of Intel AMT's OOB event logging and alerting.

e Protect networks from incoming threats while keeping software and virus protection up-to-date across the network.

Software Support

Several Independent Software Vendors (ISVs) are building software packages to work with Intel AMT features. Hence, this
provides IT administrators many options to remotely manage networked computer assets within a company.

Features and Benefits

Intel AMT

Features Benefits

Allows remote management of platforms regardless of system power or operating

Out-of-band (OOB) access system state.

Remote troubleshooting and

Significantly reduces onsite visits, increasing the efficiency of IT technical staff.
recovery

Proactive alerting Decreases downtime and minimizes repair times.

New Features of Intel vPro Technology

Intel AMT 7.0

e Host Based Provisioning : Easy deployment of AMT capable units by the customers.
e Communication Proxy Support : Allow AMT communication to an external network (for example: IT outsourced to
offsite party)

MEFW Rollback

Enable downgrading of MEFW on vPro systems to enable customers to more easily lock on BIOS revisions.

AT-p 3.0

o WWAN (3G) Support for AT-p (Ericsson wireless on NB only)
e AT-p suspend / resume commands for temporary disablement
e AT-p authentication on S3 resume (optional)

Add support for Desktop Workstations

Other New Features (related to MEFW)

Support for LAN ARP



ME answers LAN ARP request (IPV4) & Neighbor Discovery packets (IPV6) by not waking and instead notifying the console
system in Sx.

e New Win7 LAN requirement
e Only for 5MB SKU and in Power Policy 2

Deep S4/S5

This is automatically disabled when AMT is provisioned in PP2.

Identify Protection Technology (I1PT)

Enable One Time Password based secure login and web transactions via ME-based authentication.

Client System Requirements

The client system referred to in this document is based on the Intel 6 Series Chipset Family/Intel PCH platform, and is
managed by Intel Management Engine. The following firmware and software requirements are required for the installation and
setup before the Intel Management Engine can be configured and run on the client system.

e An SPI flash device programmed with Intel AMT 7.0 flash image integrating BIOS, Intel Management Engine and GbE
component images.

e BIOS set up with Intel AMT enabled, can access MEBx setup from F12 menu.

e To enable all the Intel Management Engine features within Microsoft Operating System, the device drivers (Intel
MEI/SOL/LMS) must be installed and configured on the client system.

* Information on this page provided by Intel.

m NOTE: The Intel Management Engine BIOS Extension (MEBX) is an optional ROM module provided to Dell™ from Intel
that is included in the Dell BIOS. The MEBx has been customized for Dell computers.


http://www.intel.com/technology/platform-technology/intel-amt/index.htm

Out of Box Experience

The following materials are available with an Intel Active Management Technology (Intel AMT) computer:

e Factory installation

o Intel AMT 7.0 is shipped in the factory-default state from Dell factories.
e Setup and Quick Reference Guide

o Intel AMT overview
e Backup media

o Firmware and critical drivers are available on the Resource CD.

See the Administrator Guide for detailed information about Intel AMT available on support.dell.com\manuals.


http://support.dell.com/manuals

Operational Modes

In Intel AMT 5.0 and earlier versions, there were two operational modes — SMB and Enterprise. In Intel AMT 6.0 and AMT 7.0,
their functionality has been integrated to provide the same functionality previously available in Enterprise mode.

The new configuration options are:

e Manual Setup and Configuration (available for SMB customers)
e Automatic Setup
e Configuration

) Intel AMT 5.0 and under Default Intel AMT 6.0 7 7.0 (default
Setting ti
Enterprise Mode SMB Mode options)
TLS mode Enabled Disabled Disabled, (I:an be_ enabled at a
ater time
Web Ul Disabled Enabled Enabled
IDER/SO.L/KVM . Enabled if feature enabled in Enabled, can be disabled at a
Redirection network Disabled .
. Intel® MEBX later time
interface enabled
Legacy Redirection Mode .
(Controls FW listening for . Enabled if feature enabled in Dlsablgd (Need to set to_
; . . . Disabled Enabled in order to work with
incoming redirection Intel® MEBX
: Legacy SMB consoles)
connections)

NOTE: Customers may purchase TLS permanently disabled from the factory due to restrictions on encryption
technology in their country of delivery, therefore customers cannot re-enable TLS.

ﬁ NOTE: KVM is supported only with integrated graphics CPU and system should be in integrated graphics mode.

Manual configuration can be performed using the following six steps:

Flash image with system BIOS and FW.

Enter the Intel MEBX via <F12> menu and enter default password admin and then change password.
Enter Intel ME General Settings menu.

Select Activate Network Access.

Select Y in the confirmation message.

Exit the Intel MEBx.

cuhrLNE

NOTE: You can also accomplish the activation through external means or through Operating System using Intel
Activator tool.



Setup and Configuration Overview

The following is a list of important terms related to the Intel AMT setup and configuration.

e Setup and configuration — The process that populates the Intel AMT-managed computer with usernames,
passwords, and network parameters that enable the computer to be administered remotely.

¢ Configuration service — A third-party application that completes the Intel AMT provisioning.

e Intel AMT WebUI — A Web browser-based interface for limited remote computer management.

You must set up and configure Intel AMT in a computer before using it. Intel AMT setup readies the computer for Intel AMT
mode and enables network connectivity. This setup is generally performed only once in the lifetime of a computer. When Intel
AMT is enabled, it can be discovered by management software over a network.

Once Intel AMT is set up in Enterprise mode, it is ready to initiate configuration of its own capabilities. When all required
network elements are available, simply connect the computer to a power source and the network, and Intel AMT automatically
initiates its own configuration. The configuration service (a third-party application) completes the process for you. Intel AMT is
then ready for remote management. This configuration typically takes only a few seconds. When Intel AMT is set up and
configured, you can reconfigure the technology as needed for your business environment.

Once Intel AMT is set up in SMB mode, the computer does not have to initiate any configuration across the network. It is set
up manually and is ready to use with the Intel AMT Web GUI.

Intel AMT Setup and Configuration States

The act of setting up and configuring Intel AMT is also known as provisioning. An Intel AMT capable computer can be in one
of three setup and configuration states:

¢ Factory-default state
e Setup state
e Provisioned state

The Factory-Default State is a fully unconfigured state in which security credentials are not yet established and Intel AMT
capabilities are not yet available to management applications. In the factory-default state, Intel AMT has the factory-defined
settings.

The Setup State is a partially configured state in which Intel AMT has been set up with initial networking and transport layer
security (TLS) information: an initial administrator password, the provisioning passphrase (PPS), and the provisioning
identifier (PID). When Intel AMT has been set up, Intel AMT is ready to receive enterprise configuration settings from a
configuration service.

The Provisioned State is a fully configured state in which the Intel Management Engine (ME) has been configured with
power options, and Intel AMT has been configured with its security settings, certificates, and the settings that activate the
Intel AMT capabilities. When Intel AMT has been configured, the capabilities are ready to interact with management
applications.

Provisioning Methods

TLS-PKI

TLS-PKI is also known as "Remote Configuration”. The SCS uses TLS-PKI (Public Key Infrastructure) certificates to securely
connect to an Intel AMT enabled computer. The certificates can be generated a few ways:

e The SCS can connect using one of the default certificates pre-programmed on the computer, as detailed in the MEBx
interface section of this document.

e The SCS can create a custom certificate, which can be deployed on the AMT computer by means of a desk-side visit
with a specially formatted USB thumb drive as detailed in the Configuration Service section of this document.

e The SCS could use a custom certificate which was pre-programmed at the Dell factory through the Custom Factory
Integration (CFIl) process.

TLS-PSK

TLS-PSK is also known as "One-Touch Configuration”. The SCS uses PSK's (Pre-Shared Key's) to establish a secure
connection with the AMT computer. These 52-character keys can be created by the SCS, and then deployed on the AMT



computer with a desk-side visit in one of two ways:

e The key can be manually typed into the MEBX.
e The SCS can create a list of custom keys, and put them onto a specially formatted USB thumb drive. Then each AMT

computer retrieves a custom key from the specially formatted USB thumb drive during BIOS boot as detailed in the
Configuration Service section of this document.



MEBX Settings Overview

The Intel Management Engine BIOS Extension (MEBXx) provides platform-level configuration options for you to configure the
behavior of Management Engine (ME) platform. Options include enabling and disabling individual features and setting power
configurations.

This section provides details about MEBx configuration options and constraints if any.

Access MEBx Configuration User Interface

The MEBXx configuration user interface can be accessed on a computer through the following steps:
1. Turn on (or restart) your computer.
2. When the DELL™ logo appears, press <F12> immediately and select MEBX.

NOTE: If you wait too long and the operating system logo appears, continue to wait until you see the Microsoft
Windows desktop. Then shut down your computer and try again.

3. Type the ME password. Press <Enter>. The default password is ‘admin’ and it can be altered by the user.

The MEBx screen appears as shown below.

Intel(R) Management Engine BIOS Extension v7?.H.H.8847/Intel(R) HE v7.8.8.1117
Copyright(C) ZBA3-H9 Intel Corporatiom. All Rights Reserved.
[MAIN MENUI

Intel(R) ME General Settings
Intel(R) AMT Configquration
Exit

Intel(R) ME Password

[ESC1=Exit LENTER1=Submit

The main menu presents three function selections:
¢ Intel ME General Settings

¢ Intel AMT Configuration
o EXxit

NOTE: Intel MEBx will display only detected options. If one or more of these options does not appear, verify that the
system supports the relevant missing feature.

Changing the Intel ME Password

The default password is admin and is the same on all newly deployed platforms. You must change the default password before
changing any feature configuration options.



When an IT administrator first enters the Intel MEBx configuration menu with the default password, he or she must change
the default password before any feature can be used.

The new password must include the following elements:

Eight characters, no more than 32

One uppercase letter

One lowercase letter

A number

A special (Non-alphanumeric) character, such as !, $, or ; excluding the : " and , characters.)

ﬂ NOTE: The underscore ( _ ) and spacebar are valid password characters but do NOT add to the password complexity.

NOTE: The password can be reset to the default setting (admin) by shutting down the system, removing AC and DC
power and performing a RTC reset.

* Information on this page provided by Intel.


http://www.intel.com/technology/platform-technology/intel-amt/index.htm

ME General Settings

To reach the Intel Management Engine (ME) Platform Configuration page, follow these steps:

1. Under the Management Engine BIOS Extension (MEBx) main menu, select Intel ME General Settings. Press <Enter>.
2. The following message appears: "Acquiring General Settings configuration”.

The Intel MEBX main menu changes to the Intel ME Platform Configuration page.
This page allows the IT administrator to configure the specific functionality of the Intel ME, such as password, power options,
and so on. The following are quick links to the various sections.

e Change Intel ME Password
e Set PRTC

e Power Control
o Intel ME ON in Host Slee
o ldle Time Out
o Previous Menu

e Previous Menu

Intel ME Platform Configuration

Intel(R) Management Engine BIODS Extension +7.8.8.8853/Intel(R) HE v7.1.2.1841
Copyright(C) 2883-89 Intel Corporation. All Rights Reserved.
[ 1

hange Intel(R) HE Password

Set PRTC
Power Control
Previous Menu

[ESCI=Exit [ti]1=Select [ENTER]=Access
NOTE: The option of "Intel ME State Control" appearing in previous versions of MEBx has been removed in order to
avoid end users accidentally disable Intel ME. The option can now be offered by system BIOS.

Change Intel ME Password

1. At the Intel ME New Password prompt, type your new password. (The password policies and restrictions are available

here.
2. At the Verify Password prompt, re-type your new password. Your password is nhow changed.



Intel(R) Hanagement Engine BIOS Extension v7?.H.H.HH43-Intel(R) HE v7.8.8.1892
Copyright(C) £BH3-H9 Intel Corporatiom. All Rights Reserved.
[ ]

hange Intel(R) HE Password

Set PRTIC
Power Control
Previous Menu

Intel(R) ME Hew Password

[ESCI1=Exit [ENTERI=Submit

Set PRTC

Under the Intel ME Platform Configuration menu select Set PRC and press <Enter>.

Intel(R) Management Engine BIDS Extension v7.8.8.8843-Intel(R) ME v»7.8.8. 18932
Copuright(C) £883-89 Intel Corporation. All Rights Reserved.
[ 1

Change Intel(R) HME Password

set PRIC

Power Control
Previous Menu

Enter PRIC in GHT(UIC) format(YYYY:MH:DD:HH:HH:53)

[ESCI1=Exit [ENTER]1=Submit

Valid date range: 1/1/2004 to 1/4/2021. Setting the PRTC value is used for virtually maintaining PRTC during the power-off

(G3) state.
Type PRTC in GMT (UTC) format (YYYY:MM:DD:HH:MM:SS) and press <Enter>.




Power Control

Under the Intel ME Platform Configuration menu select Power Control and press <Enter>.
The Intel Power Control page appears.

Intel (R) Management Engine BIDS Extension v7.8.8.8843-/Intel(R) ME v»7.8.8. 1852
Copyright(C) ZBB3-A9 Intel Corporation. All Rights Reserved.
[ 1

Intel(R) ME OM in Host Sleep States

Idle Tineout
Previous Menu

[ESCI1=Exit [t+]1=5elect [ENTER1=Access

To comply with ENERGY STAR* and EUP LOT6 requirements, the Intel ME can be turned off in various sleep states. The Intel
ME Power Control menu configures the Intel ME platform power related policies.

Intel ME ON in Host Sleep States

Under the Intel ME Power Control menu select Intel ME ON in Host Sleep States and press <Enter>.
Move the Up/Down arrow key to select the desired power policy and press <Enter=>.



Intel(R) Hanagement Engine BIDS Extenzion v7.H.H.HH43-Intel(R) HE v»7.H.8. 1892
Copyright(C) Z2BA3-B9 Intel Corporation. All Rights Reserved.
[ ]

Intel(R) ME OM in Host Sleep States

Idle Tineout
Previous Menu

[ESC1=Exit [td]1=5elect [ENTER]1=Access

[ 1 Mobile: ON in S8
[#] Mobile: ON in 38, HE Hake in 33, 34-5 (AC only)

The end user administrator can select the desired power package to use depending on the system usage.

With Intel ME WolL, after the time-out timer expires, the Intel ME remains in the M-off state until a command is sent to the
ME. After this command has been sent, the Intel ME will transition to an MO or M3 state and will respond to the next
command that is sent. A ping to the Intel ME will also cause the Intel ME to go into an MO or M3 state.

The Intel ME takes a short time to transition from the M-off state to the MO or M3 state. During this time, Intel AMT will not
respond to any Intel ME commands. When the Intel ME has reached the MO or M3 state, the system will respond to Intel ME
commands.

The following table illustrates the details of the power packages.

Power Package 1 2
SO ON ON
S3 OFF ON/ ME WoL
S4/S5 OFF ON/ ME WoL

Select the desired Power Policy and press <Enter>.

NOTE: Changing a system into the provisioning state will automatically switch to Power Package 2. This can later be
changed through WebUI, the management console, or MEBX.

Idle Time Out

Under the Intel ME Power Control menu select Idle Time Out and press <Enter=>.



Intel(R) Hanagement Engine BIOS Extension v7.H.8.88437Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-89 Intel Corporationmn. All Rights Reserved.
[ 1

Intel(R) HE ON in Host Sleep States
Idle Timeout
Previous Menu

Timeout Value (1-65535)

[ESC1=Exit [ENTER]1=Submit

This setting is used to set time out value as to define the Intel ME idle timeout in M3 state. The value should be entered in
minutes. The value indicates the amount of time that the Intel ME is allowed remain idle in M3 before transitioning to the M-
off state.

m NOTE: If the Intel ME is in MO, it will NOT transition to M-off.

Previous Menu

Under the Intel ME Platform Configuration menu select Previous Menu and press <Enter>.
The Intel ME Platform Configuration page appears.

Previous Menu

Under the Intel ME Platform Configuration menu select Previous Menu and press <Enter>.
The Main Menu appears.

* Information on this page provided by Intel.


http://www.intel.com/technology/platform-technology/intel-amt/index.htm

AMT Configuration

After you configure the Intel Management Engine (ME) feature, you must reboot before configuring the Intel AMT for a clean
system boot. The following image shows the Intel AMT configuration menu after a user selects the Intel AMT
Configuration option from the Management Engine B10OS Extension (MEBXx) main menu. This feature allows you to
configure an Intel AMT capable computer to support the Intel AMT management features.

NOTE: You need to have a basic understanding of networking and computer technology terms, such as TCP/IP, DHCP,
VLAN, IDE, DNS, subnet mask, default gateway, and domain name. Explaining these terms is beyond the scope of this
document.

To navigate to the Intel AMT Configuration page, perform the following steps:

1. Under the Management Engine BIOS Extension (MEBx) main menu, select Intel AMT Configuration. Press
<Enter>. The Intel AMT Configuration screen appears.

The quick links displayed on the Intel AMT Configuration screen are:

¢ Manageability Feature Selection
e SOL/IDER/KVM

o Username and Password
SOL
IDER
Legacy Redirection Mode
KVM
o Previous Menu
¢ User Consent
o User Opt-in
o Opt-in Configurable from remote IT
o Previous Menu

e Password Policy

o Network Setup
o Network Name Settings

= Host Name
Domain Name

Shared / Dedicated FQDN
Dynamic DNS Update

Periodic Update Interval
TTL

= Previous Menu

o TCP/IP Settings

= Wired LAN IPv4 Configuration
» DHCP Mode

IPv4 Address

Subnet Mask Address
Default Gateway Address
Preferred DNS Address
Alternate DNS Address
Previous Menu

= Wired LAN IPv6 Configuration
IPv6 Feature Selection

IPv6 Interface ID Type

IPv6 Address

IPv6 Default Router
Preferred DNS IPv6 Address
Alternate DNS IPv6 Address
= Previous Menu

= Wireless LAN IPv6 Configuration
= |Pv6 Feature Selection

= IPVv6 Interface ID Type
= Previous Menu
= Previous Menu
o Previous Menu
¢ Activate Network Access
e Unconfigure Network Access
¢ Remote Setup And Configuration
o Current Provisioning Mode

o Provisioning Record

O 0O O o



o RCFG
= Start Configuration
= Previous Menu
o Provisioning Server IPv4/1Pv6
o Provisioning Server FQDN
o TLS PSK
= Set PID and PPS
= Delete PID and PPS
= Previous Menu
o TLS PKI
= Remote Configuration
= PKI DNS Suffix
= Manage Hashes
= Adding Customized Hash
= Deleting a Hash
= Changing the Active State

= Viewing a Certificate Hash
= Previous Menu

o Previous Menu
e Previous Menu

Manageability Feature Selection

1. Under the Intel AMT Configuration menu select Manageability Feature Selection and press <Enter>.

2. A message is displayed:
[Caution] Disabling reset network settings including network ACLs to factory default. System resets on
MEBXx exit. Continue: (Y/N).
Press Y to change setting or N to cancel.

Intel(R) Management Engine BIDS Extension v7.8.8.8843-Intel(R) ME v»7.8.8. 1832
Copuright(C) £B883-89 Intel Corporation. All Rights Reserved.
[ 1
SOL-IDER~KUN
User Consent
Password Policy
Hetwork Setup
Unconfigure Metwork Access
Remote Setup And Configuration
Previous HMenu

[ESCI1=Exit [t4+1=Select [ENTER]1=-Access

[ 1 Disabled

[#]1 Enahled

When the Manageability Feature Selection is enabled, the Intel ME manageability feature menu appears. If it is disabled, ME
manageability feature will not be displayed.

SOL/IDER/KVM

Under the Intel AMT Configuration page (with Intel AMT enabled) select SOL/IDER/KVM and press <Enter=.
The Intel AMT Configuration page changes to the SOL/IDER page.



Username and Password

Under the SOL/IDER page select Username and Password and press <Enter>.

Intel(R) Management Engine BIDS Extension v7.B.8.H843-Intel(R) ME v7.8.8. 1892
Copyright(C) ZBB3-A9 Intel Corporation. All Rights Reserved.
[ 1
S0L
IDER
Legacy Redirection Mode
KUH
Previous Menu

[ESCI1=Exit [t+]1=5Select [ENTER]1=Access

[ 1 Disabled

[=]1 Enabled

This option provides the user authentication for SOL/IDER session. If Kerberos* is used, this option should be set to
DISABLED. The user authentication is handled through Kerberos. If Kerberos is not used, the IT administrator has the choice
to enable or disable user authentication on SOL/IDER session.

Option Description
Enabled Username and Password is enabled
Disabled Username and Password is disabled.
SOL

Under the SOL/IDER page select SOL and press <Enter>.



Intel(R) Hanagement Engine BIOS Extension v?.H.8.8843-/Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-89 Intel Corporation. All Rights Reserved.
[ 1
Uzername and Password
IDER
Legacy Redirection Mode
KUH
Previous HMenu

[ESCI1=Exit [T4+1=5Select [ENTER1=Access

[ 1 Disabled

[#]1 Enabled

SOL allows the console input/output of an Intel AMT managed client to be redirected to a management server console (if the
client system supports SOL). If the system does not support SOL, this value cannot enable it.

Option Description
Enabled SOL is enabled
Disabled SOL is disabled.

ﬁ NOTE: Disabling SOL does not remove this feature but prevents it from being used.

IDER

Under the SOL/IDER page select IDER and press <Enter>.



Intel(R) Hanagement Engine BIOS Extension v?.H.8.8843-7Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-8H9 Intel Corporation. All Rights Reserved.
[ 1
Uzername and Password
SOL

Legacy Redirection Mode
KUH
Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

[L 1 Disabled

[#]1 Enabled

IDER allows an Intel AMT managed client to be booted by a management console from a remote disk image. If the client
system does not support IDER, this value cannot enable it.

Option Description
Enabled IDER is enabled
Disabled IDER is disabled.

ﬁ NOTE: Disabling IDER does not remove this feature but prevents it from being used.

Legacy Redirection Mode

Under the SOL/IDER page select Legacy Redirection Mode and press <Enter>.



Intel(R) Hanagement Engine BIOS Extension v?.H.8.8843-/Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-8B9 Intel Corporatiomn. All Rights Reserved.

[ 1

Uzername and Password

SOL

IDER

KUH

Previous HMenu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

Legacy Redirection Mode controls how the redirection works. If set to disabled, the console needs to open the redirection
ports before each session. This is meant for Enterprise consoles and new SMB consoles that support opening the redirection
ports. The old SMB consoles (before Intel AMT 6.0) which do not support opening the redirection ports function need to
manually turn on the redirection port through this Intel MEBx option.

When selecting the mode, the following message appears.

Intel(R) Management Engine BIDS Extension v7.8.8.8843-Intel(R) ME »7.8.8. 1892
Copuright(C) ZBB3-A9 Intel Corporation. All Rights Reserved.

[ 1

Username and Password

S0L

IDER

Legacy Redirection Mode

KUH

Previous Henu

[ESCI1=Exit [t+]1=Select [ENTER]1=Access

Redirection Mode must be enabled when using
a legacy SMB Redirection Console

Description
Legacy redirection Mode is disabled.(Default)




Enabled consoles before Intel AMT 6.0 require this mode enabled for redirection sessions.

The port is left open at all times when redirection is enabled in the Intel MEBx. SMB V

KVM

Under the SOL/IDER page select KVM and press <Enter>.

Intel(R) Management Engine BIOS Extension v7.H.H.8843-Intel(R) HE »7.8.8. 1892
Copyright (C) ZBB3-A9 Intel Corporation. All Rights Reserved.
[ 1
Username and Password
S0L
IDER
Legacy Redirection Mode

Previous Menu

[ESCI1=Exit [T41=5elect [ENTER]1=Access

[ 1 Disabled

[#]1 Enabled

Option Description

Disabled KVM feature is disabled

Enabled KVM feature is enabled

Previous Menu

Under the SOL/IDER page select Previous Menu and press <Enter=>.
The SOL/IDER page changes to the Intel AMT Configuration page.

User Consent

Under the Intel AMT Configuration page select User Consent and press <Enter>.
The User Consent Configuration screen appears.

Sets whether local user consent is required before remote computer can establish a KVM Remote Control session to the local
computer. Also sets whether the remote computer user can configure the KVM Opt-In Policy.

User Opt-in

Under the User Consent Configuration page select User Opt-in and press <Enter=>.



Intel(R) Hanagement Engine BIDS Extenzion v7.8.8.8843-/Intel(R) HE +»7.8.8.1892
Copuright(C) 2883-89 Intel Corporation. All Rights Reserved.
[ ]
Opt-in Configurable from Remote IT
Previous Menu

[ESC1=Exit [T4+]1=3elect [ENTER]1=Access

[=]1 KUM
[ 1All

The following options can be selected:

Option Description
None Local User Consent is not required for a remote computer to establish KVM Remote
Control session.
KVM Local User Consent is required for a remote computer to establish KVM Remote
Control session.
All Local User Consent is required for SOL, IDER and KVM

NOTE: When using Host Based Provisioning, Client mode will override this setting and behave as if the "ALL" option has
been selected. For more details on Host Based Provisioning and Client Mode, see the Activator++ User guide and the
UCT (User Consent Tool) user guide in the SDK kit.

Opt-in Configurable from remote IT

Under the IKVM Configuration page select Opt-in Configurable from remote IT and press <Enter>.

This setting determines whether a remote computer's user can configure the Opt-In Policy when establishing a KVM Remote
Control session to this computer.



Intel(R) Hanagement Engine BIOS Extension v?.H.8.8843-7Intel(R) HE v?.HB.H. 1892
Copyright(C) £2883-8B9 Intel Corporation. All Rights Reserved.
[ 1
Uszer Opt-in

Jpt—in Configurable from Remote IT

Previous Menu

[ESCI1=Exit [T+1=5elect [ENTER1=-Access

[ 1 Dizable Remote Control of KUM Opt-In Policy

[#]1 Enable Remote Control of KUM Opt-In Policy

Option Description
Disable Remote Control of Disables the remote user's ability to select User OPT-IN Policy. In this case only
KVM Opt-in Policy the local user can control the opt-in policy.

Enable Remote Control of

KVM Opt-in Policy Enables remote user’'s ability to select User OPT-IN Policy.

Previous Menu

Under the User Consent Configuration page select Previous Menu and press <Enter>.
The Intel AMT Configuration page appears.

Password Policy

Under the Intel AMT Configuration page select Password Policy and press <Enter=>.

This option determines when the user is allowed to change the Intel MEBx password through the network.
e There are two passwords for the firmware.
e The Intel MEBx password is the password that is entered when a user is physically at the system.

¢ The network password is the password that is entered when accessing an Intel ME enabled system through the
network.

NOTE: By default they are both the same until the network password is changed via the network. Once changed over
the network, the network password will always be kept separate from the local Intel MEBx password.

This option determines when the user is allowed to change the Intel MEBx password through the network.

ﬁ NOTE: The Intel MEBx password can be changed via the Intel MEBx user interface.
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The options are:

[ 1
Manageability Feature Selection
SOL~-IDER-EKUH
Uzer Consent
Hetwork Setup
Unconfigure Network Access
Remote Setup And Configuration
Previous Menu
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[#] DNefault Password Only

[ 1 During Setup And Configuration
[ 1 Anytime

Option Description
Default . .
Password The Intel MEBx password can be changed through the network interface if the default password has
only not been changed.

During Setup
and
Configuration

The Intel MEBx password can be changed through the network interface during the setup and
configuration process but at no other time. Once the setup and configuration process is complete, the
Intel MEBx password cannot be changed via the network interface.

Anytime

The Intel MEBx password can be changed through the network interface at any time.

Network Setup

Under the Intel ME Platform Configuration menu select Network Setup and press <Enter>.
The Intel ME Network Setup page appears

Network Name Settings

Under the Intel ME Network Name Settings select Intel ME Network Name Settings and press <Enter=>.
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1. Host Name

Under the Intel ME Network Name Settings select Host Name and press <Enter>.
A host name can be assigned to the Intel AMT machine. This will be the hostname of the Intel AMT enabled system.
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Domain Mame
Shared~Dedicated FODHN
Dynamic DMS Update
Previous Menu

Computer Host MHame
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2. Domain Name




Under the Intel ME Network Name Settings select Domain Name and press <Enter>.
A domain name can be assigned to the Intel AMT machine.
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[
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Dynamic DHS Update
Previous Menu

Computer Domain name
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3. Shared/Dedicated FQDN

Under the Intel ME Network Name Settings select Shared/Dedicated FQDN and press <Enter>.
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Dynamic DHS Update
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[ 1 Dedicated

[#]1 Shared

This setting determines whether the Intel ME Fully Qualified Domain Name (FQDN) (HostName.DomainName) is shared with
the host and identical to the operating system machine name or dedicated to the Intel ME.




Option Description

Dedicated The FQDN domain name is dedicated to ME

Shared The FQDN domain name is shared with the Host

4. Dynamic DNS Update

Under the Intel ME Network Name Settings select Dynamic DNS Update and press <Enter=>.
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[=]1 Disabled

[ 1 Enabled

If Dynamic DNS Update is enabled then the firmware will actively try to register its IP addresses and FQDN in DNS using the
Dynamic DNS Update protocol. If DDNS Update is disabled then the firmware will not make an attempt to update DNS using
DHCP option 81 or Dynamic DNS update. If the DDNS Update state (Enabled or Disabled) is not configured by the user, then
the firmware will assume its old implementation where the firmware used DHCP option 81 for DNS registration but did not
directly update DNS using the DDNS update protocol. For selecting "Enabled" for Dynamic DNS Update, it is required that the
Host Name and Domain Name are set.

Option Description
Enabled The Dynamic DNS Update Client in FW is enabled.
Disabled The Dynamic DNS Update Client in FW is disabled.

5. Periodic Update Interval

Under the Intel ME Network Name Settings select Periodic Update Interval and press <Enter=>.
Type the desired internal and press <Enter=>.
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Previous Menu
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ﬂ NOTE: Periodic Update Interval option is only available when Dynamic DNS Update is enabled.

Defines the interval at which the firmware DDNS Update client will send periodic updates. It should be set according to
corporate DNS scavenging policy. Units are minutes. A value of O disables periodic update. The value set should be equal or
greater than 20 minutes. The default value for this property is 24 hours - 1440 minutes.

6. TTL

Under the Intel ME Network Name Settings select TTL and press <Enter>.
Type the desired time ( in seconds) and press <Enter>.
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ﬂ NOTE: The TTL option is only available when Dynamic DNS Update is enabled.

This setting allows configuring the TTL time in seconds. This number should be greater than zero. If set to zero firmware uses
its internal default value which is 15 min or 1/3 of lease time for DHCP.

7. Previous Menu

Under the Intel ME Network Name Settings select Previous Menu and press <Enter>.
The Intel ME Network Name Settings menu changes to the Intel Network Setup page.

TCP/IP Settings

Under the Network Setup menu select TCP/IP Settings and press <Enter>.
The Intel Network Setup page appears.

The Intel Network Setup menu changes to the TCP/IP Settings page.

NOTE: The Intel MEBx has menus for Wireless IPv6, but no menu for wireless IPv4. When the Intel MEBx starts it will
check for the wireless interface to make the decision to display the wireless IPv6 menu or not.

Wired LAN IPv4 Configuration

Under the TCP/IP Settings select Wired LAN 1Pv4 Configuration and press <Enter>.
The Wired LAN IPv4 Configuration page appears.
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Previous Menu
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1. DHCP Mode

Under Wired LAN IPv4 Configuration select DHCP Mode and press <Enter=>.
The Wired LAN IPv4 Configuration page appears.

Option Description
If DHCP mode is disabled, the following static TCP/IP settings are required for Intel
Disabled AMT. If a system is in static mode the system may require a second IP address. This
IP address, often called the Intel ME IP address may be different from the host IP
address.
Enabled If DHCP Mode is enabled, TCP/IP settings will be configured by a DHCP server.

DHCP mode enabled.
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JHCP Mode

Previous Menu
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[#]1 Enabled

DHCP mode disabled.
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2. IPv4 Address

Select IPv4 Address and press <Enter=>.
Type the IPv4 Address in the address column and press <Enter>.
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Alternate DNS Address

Previous Henu

IP address (e.q. 123.123.123.18H)

[ESC1=Exit [ENTER]1=Subnit
3. Subnet Mask Address

Select Subnet Mask Address and press <Enter>.
Type the Subnet Mask Address in the address column and press <Enter>.
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Previous Henu

Subnet mask (e.g. 255.255.255.8)
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4. Default Gateway Address




Select Default Gateway Address and press <Enter>.
Type the Default Gateway Address in the address column and press <Enter>.
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Alternate DN3S Address

Previous Menu
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5. Preferred DNS Address

Select Preferred DNS Address and press <Enter>.
Type the Preferred DNS Address in the address column and press <Enter>.
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Previous Menu
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6. Alternate DNS Address

Select Alternate DNS Address and press <Enter>.
Type the Alternate DNS Address in the address column and press <Enter>.
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7. Previous Menu

Under the Wired LAN IPv4 Configuration select Previous Menu and press <Enter>.
The TCP/IP Settings menu appears.

Wired LAN IPv6 Configuration

Under the TCP/IP Settings select Wired LAN 1Pv6 Configuration and press <Enter>.
The Wired LAN IPv6 Configuration page appears.

The Intel ME IPv6 addresses are dedicated and not shared with the host operating system. To enable Dynamic DNS
registration for IPv6 addresses it is required to configure a dedicated FQDN.
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NOTE: The Intel ME network stack supports a multi-homed IPv6 interface. Each network interface can be configured
with the following IPv6 addresses:

One link local auto-configured address
Three auto-configured global addresses
One DHCPv6 configured address

One statically configured IPv6 address

PoNPE

1. IPv6 Feature Selection

Under the Wired LAN IPv6 Configuration select IPv6 Feature Selection and press <Enter>.

DISABLED, select 'Disabled’ and press <Enter>. IPv6 Feature Selection disabled.
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[ 1 Enabled

ENABLED, select 'Enabled' and press <Enter>.
IPv6 Feature Selection enabled as more configuration allowed.
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IPUVE Interface ID Type

IPVE Address

IPVUG Default Router

Preferred DNS IPUG Address
Alternate DNS IPUGE Address
Previous Menu

[ESC1=Exit [t4+1=Select [ENTER]1=-Access

[#] Enabled

2. IPv6 Interface ID Type

Under the Wired LAN IPv6 Configuration select IPv6 Interface ID Type and press <Enter>.
The auto-configured IPv6 address consists of two parts, the IPv6 Prefix set by the IPv6 router is the first and the interface ID

is following part (64 bits each).

Option Description




Random ID

The IPv6 Interface ID is automatically generated using a random number as described in RFC
3041. This is the default option.

Intel ID

The IPv6 Interface ID is automatically generated using the MAC address.

Manual 1D

The IPv6 Interface ID is configured manually. Selecting this type requires that the Manual
Interface ID is set with a valid value.
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IPUG Feature Selection

IPUG Address

IPUG Default Router

Preferred DNS IPUG Address

Alternate DNS IPUG Address

Previous Henn
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[=]1 Random ID

[ 1 Intel ID
[ 1 Hanual ID

To select Manual ID

grONE

Select "Manual ID".
Press <Enter>. A new option of IPV6 Interface ID will be displayed below IPV6 Interface ID Type.

Select 'IPV6 Interface ID'.
Press <Enter>.
<Enter> preferred Manual ID.
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Preferred IINS IPUG Address
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Previous Menu

Interface II

LESC1=Exit LENTER]1=Submit

3. IPv6 Address

Under the Wired LAN IPv6 Configuration select IPv6 Address and press <Enter>.
Type the IPv6 Address and press <Enter>.
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[ 1

IPVUGE Feature Selection

IPUGE Interface ID Type

IPVUE Default Router

Preferred DNS IPVUE Address

Alternate DNS IPVE Address

Previous Menu

IPVE address (e.g. £881:db8::1428:57ab or any other valid IPVU6 address)
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4. 1Pv6 Default Router

Under the Wired LAN IPv6 Configuration select 1Pv6 Default Router and press <Enter>.




Type the IPv6 Default Router and press <Enter>.
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IPUG Interface ID Type
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IPUG Default Router

Preferred DNS IPUG Address
Alternate DNS IPUGE Address
Previous Menu
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5. Preferred DNS IPv6 Address

Under the Wired LAN IPv6 Configuration select Preferred DNS IPv6 Address and press <Enter>.

Type the Preferred DNS IPv6 Address and press <Enter>.
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IPUG Interface ID Type

IPUG Address
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Preferred DNS IPUG Address

Alternate DNS IPUG Address
Previous Menu

IPUG address (e.g. ZBA1:db8::1428:57ab or any other walid IPUG addressz)
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6. Alternate DNS IPv6 Address

Under the Wired LAN IPv6 Configuration select Alternate DNS I1Pv6 Address and press <Enter>.
Type the Alternate DNS IPv6 Address and press <Enter>.
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IPUG Interface ID Type

IPUG Address

IPUG Default Router

Preferred DHS IPUG Address

Alternate DNS IPUG Address

Previous Menu

IPUE address (e.g. ZBA1:db8::1428:57ab or any other walid IPUG addressz)
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7. Previous Menu

Under the Wired LAN IPv6 Configuration select Previous Menu and press <Enter=>.
The TCP/IP Settings menu appears.

Wireless LAN IPv6 Configuration

Under the TCP/IP Settings select Wireless LAN IPv6 Configuration and press <Enter>.
The Wireless LAN IPv6 Configuration page appears.
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1. IPv6 Feature Selection

Under the Wireless LAN IPv6 Configuration select IPv6 Feature Selection and press <Enter=>.
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[ 1 Disabled

[#] Enabled

2. IPv6 Interface ID Type

Under the Wired LAN IPv6 Configuration select IPv6 Interface ID Type and press <Enter>.
The auto-configured IPv6 address consists of two parts:

e IPVv6 Prefix (set by the IPv6 router)
¢ Interface ID (64 bits each)

Option Description

Random ID The IPv6 Interface ID is automatically generated using a random number as described in RFC
3041. This is the default option.

Intel 1D The IPv6 Interface ID is automatically generated using the MAC address.

The IPv6 Interface ID is configured manually. Selecting this type requires that the Manual
Manual ID - - .
Interface ID is set with a valid value.
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IPUG Interface ID Type
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[ 1 Intel ID
[ 1 Manual ID

To select Manual ID:

. Select Manual ID.
. Press <Enter>. A new option of IPV6 Interface ID will be displayed below IPV6 Interface ID Type.

. Select IPV6 Interface ID.
. Press <Enter=>.
. Type the preferred Manual ID.
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3. Previous Menu




Under the Wireless LAN IPv6 Configuration select Previous Menu and press <Enter>.
The TCP/IP Settings menu appears.

Previous Menu

Under the TCP/IP Setting menu select Previous Menu and press <Enter>.
The Intel ME Network Setup menu appears.

Previous Menu

Under the Intel ME Network Setup menu select Previous Menu and press <Enter>.
The AMT Configuration menu appears.

Activate Network Access

Under the Intel AMT Configuration page select Activate Network Access and press <Enter>.
Press "Y' to activate or press "N' to cancel.

Activate Network Access causes the Intel ME to transition to the POST provisioning state if all required settings are
configured. Without Activating Network Access, ME will not be able to connect to the network.
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[CAUTION]
Activates the current network settings
and opens the Intel(R) HME network interface
Continue: (¥-H)

m NOTE: Power policy will change to PP2 after activating if the default power policy is set to PP1.

Unconfigure Network Access

Under the Intel ME Platform Configuration menu select Unconfigure Network Access and press <Enter=>.

ﬂ NOTE: This will cause Intel ME to transition to the PRE provisioning state.



Select Y to unconfigure.

Intel(R) Management Engine BIOS Extension v7.8.8.8843-Intel(R) HE »7.8.8. 1892
Copuright (C) Z2BB3-89 Intel Corporation. All Rights Reserved.

[ 1

Manageability Feature Selection

SOL-IDER~-EKUH >

User Consent >

Password Policy

Hetwork Setup >

Unconfigure Metwork Access

Remote Setup And Configuration W

Previous Henu
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[CAUTION]
Resets network settings including network ACLs

to factory defaults.
Continue:(¥-H)

Select Full Unprovisioning and press <Enter=>.
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ull Unprovision

Partial Unprovision

Description

The IPv6 Interface ID is automatically generated using a random number as
described in RFC 3041. This is the default.

Full Unprovision Full unprovision will unprovision AMT and remove all the PID/PPS




information or any new certificate information populated.

The IPv6 Interface ID is automatically generated using the MAC address.
Partial Unprovision |Partial Unprovisoin will unprovision AMT but will retain PID/PPD information
entered or any new certification information entered.

Unprovisioning in progress.
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Full Unprovision
Partial Unprovision

Un-Configuration in progress..

Remote Setup and Configuration

Under the Intel AMT Configuration select Remote Setup and Configuration and press <Enter>.
The Intel Automated Setup and Configuration page appears.
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Current Provisioning Mode

Under the Automated Setup and Configuration select Current Provisioning Mode and press <Enter>.
Current Provisioning Mode — Displays the current provisioning TLS Mode: None, PKI, or PSK.
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Provizioning Mode: PKI

Provisioning Record




Under the Automated Setup and Configuration select Provisioning Record and press <Enter>.
Provisioning Record — Displays the system's provision PSK/PKI record data. If the data has not been entered, the Intel
MEBXx displays a message stating "Provision Record not present".
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Provision Record is not present

If the data is entered, the Provision record will display as below:

Option Description
TLS
provisioning Displays the current configuration mode of the system: None, PSK or PKI.
mode

Provisioning IP |The IP address of the setup and configuration server.

Date of

. Displays the date and time of the provisioning in the format MM/DD/YYYY at HH:MM.
Provision

Indicates whether the "PKI DNS Suffix" was configured in Intel MEBx before remote
configuration took place or not. A value of O indicates that the DNS Suffix was not
configured and the firmware will rely on DHCP option 15 and compare this suffix to the
FQDN in the Configuration Server's client certificate. A value of 1 indicates that the DNS
DNS Suffix was configured and the firmware matched it against the DNS Suffix in the
Configuration Server's client certificate. Host Initiated —Indicates whether the setup and
configuration process was initiated by the host: 'No' indicates that the setup and
configuration process was NOT host-initiated, 'Yes' indicates the setup and configuration
process was host-initiated (PKI only).

Hash Data Displays the 40-character certificate hash data (PKI only).

Hash Algorithm |Describes the hash type. Currently only SHAL is supported. (PKI only).

Displays 'Yes' if the Hash algorithm is the default algorithm selected. Displays 'No' if the

Isbefault hash algorithm is NOT the default algorithm used (PKI only).

FQDN FQDN of the provisioning server mentioned in the certificate (PKI only).

Serial Number |The 32-character string that indicates the Certificate Authority serial numbers.

Time Validity

Pass Indicates whether the certificate passed the time validity check.

RCFG



Under the Intel Automated Remote Setup and Configuration menu select RCFG and press <Enter>.
The Intel Remote Configuration page appears.
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Start Configuration

Under the Intel Remote Configuration menu select Start Configuration and press <Enter>.
If Remote Configuration is not activated, Remote configuration cannot occur.
To activate (enable) remote configuration, select Y.
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[CAUTION]
This will activate Remote Configuration.
Continue: (Y¥-H)




Previous Menu

Under the Intel Remote Configuration menu select Previous Menu and press <Enter>.
The Intel Automated Setup and Configuration page appears.

Provisioning Server IPv4/1Pv6

Under the Intel Automated Setup and Configuration menu select Provisioning Server 1Pv4/1Pv6 and press <Enter>.
1. Type provisioning server address and press <Enter>.
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Provisioning server address
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2. Type provisioning server port number and press <Enter>.
The port number (0 — 65535) of the Intel AMT provisioning server. The default port number is 9971.
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Provisioning Server FQDN

Under the Intel Automated Remote Setup and Configuration menu select Provisioning Server FQDN and press <Enter>.
Type the FQDN of the provisioning server and press <Enter=>.
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FQDN of the provisioning server mentioned in the certificate (PKI only). This is also the FQDN of the server that AMT
sends hello packets to for both PSK and PKI.




TLS PSK

Under the Intel Automated Setup and Configuration menu select TLS PSK and press <Enter>.
The Intel TLS PSK Configuration page appears.

This submenu contains the settings for TLS PSK configuration settings
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Set PID and PPS

Under the Intel TLS PSK Configuration menu select Set PID and PPS and press <Enter>.
Type the PID and press <Enter>.
Type the PPS and press <Enter=>.
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Setting the PID/PPS will cause a partial unprovision if the setup and configuration is "In-process"”. The PID and PPS should be
entered in the dash format. (for example: PID: 1234-ABCD ; PPS: 1234-ABCD-1234-ABCD-1234-ABCD-1234-ABCD).

NOTE: A PPS value of '0000-0000-0000-0000-0000-0000-0000-0000" will not change the setup configuration state. If
this value is used, the setup and configuration state will remain 'Not-started'.

If an invalid entry is attempted, an error message will be displayed:

Intel(R) Management Engine BIOS Extension v7.H.H.8843-/Intel(R) HE »7.1.8. 7881
Copyright (C) ZBB3-H9 Intel Corporation. All Rights Reserved.

[ 1

Set PID and PP3 ==

Delete PID and PP3 ==

Previous Menu

LERROR]

Invalid PID Entered - Try Again
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Delete PID and PPS




Under the Intel TLS PSK Configuration menu select Delete PID and PPS and press <Enter>.
This option deletes the current PID and PPS stored in Intel ME. If the PID and PPS were not entered previously, the Intel
MEBx will return an error message.

To delete the PID and PPS entries, select Y, else N.
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Previous Menu

Under the Intel TLS PSK Configuration menu select Previous Menu and press <Enter>.
The Intel Automated Setup and Configuration page appears.

TLS PKI

Under the Intel Automated Setup and Configuration menu select TLS PKI and press <Enter>.
The Intel Remote Configuration page appears.

Remote Configuration

Under the Intel Remote Configuration menu select Remote Configuration and press <Enter=>.
Enabling/Disabling Remote configuration will cause a partial un-provision, if the setup and configuration server is "In-
process™.

Option Description
Disabled Remote configuration is disabled. Only 'Remote Configuration' and 'Previous Menu' items are
visible. To disable, select this option and press <Enter>.
Enabled Remote configuration is enabled, this will show additional fields. To enable, select this option

and press .
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PKI DNS Suffix

Under the Intel Remote Configuration menu select PK1 DNS Suffix and press <Enter>.
Type the PKI DNS Suffix and press <Enter>. Key Value will be maintained in the EPS.
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Manage Hashes




Under the Intel Remote Configuration menu select Manage Hashes and press <Enter=>.
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Selecting this option will enumerate the hashes in the system and display the Hash Name and the active and default state. If
the system does not contain any hashes yet, Intel MEBx will display the following screen.
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were no hashes detected in the system.

Do you want to add a hash? (Y-N)

= — may cause Intel(R) AMT partial unprovision

Answering 'Yes' will begin the process of adding customized hash. The Manage Certificate Hash screen provides keyboard
controls for managing the hashes on the system. The following keys are valid when in the Manage Certificate Hash menu.

Escape Exits from the menu.
Insert Adds a customized certificate hash to the system.

Delete Deletes the currently selected certificate hash from the system.

Changes the active state of the currently selected certificate hash.

<Enter> Displays the details of the currently selected certificate hash.

Adding Customized Hash




When the Insert key is pressed in the Manage Certificate Hash screen, the following screen is displayed.
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To add a customized certificate hash: Type the hash name (up to 32 characters). When you press <Enter>, you are
prompted to select the algorithm of hash being used for PKI provisioning. Type Y if SHA1 is being used, otherwise enter N.
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The supported hash algorithms are:

1. SHA1
2. SHA2-256




3. SHA2-384

If SHA1 is not chosen, in the next screen you are prompted to select the option of supported SHA2 algorithm. Type Y if
SHA256 is being used, otherwise enter N.
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When SHA256 is not chosen, in the next screen, type Y to select SHA2-384.
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If N is entered, an error message will be shown to prompt the user to select one supported algorithm.
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After selecting desired Hash Algorithm, you are prompted to type the certificate hash value.
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Enter Certificate (e.g. ABCD-1Z234-ABCD-1Z234-ABCD-1Z34-ABCD-1234-ABCD-1234)
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The Certificate hash value is a hexadecimal number (for SHA-1 it is 20 bytes for SHA-2 it is 32 bytes). If the value is not
entered in the correct format, the message "Invalid Hash Certificate Entered - Try Again" is displayed. When you press
<Enter>, you are prompted to set the active state of the hash.
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Your response sets the active state of the customized hash as follows:
e Yes — The customized hash will be marked as active.
¢ No (Default) — The customized hash will add to the EPS but will not be active.

Deleting a Hash

When the Delete is pressed in the Manage Certificate Hash screen, the following screen is displayed.
h NOTE: A certificate hash that is set to Default cannot be deleted.
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This option allows deleting of the selected certificate hash.

e Yes — Intel MEBx sends the firmware a message to delete the selected hash.
e No — Intel MEBx does not delete the selected hash, and returns to Remote Configuration.

Changing the Active State

When the + is pressed in the Manage Certificate Hashes screen, the following screen is displayed as seen in the following
screen.
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Answering Y toggles the active state of the currently selected certificate hash. Setting a hash as active indicates that the hash
is available for use during PSK provisioning.

Viewing a Certificate Hash

When <Enter> is pressed in the Manage Certificate Hash screen, the following screen is displayed.
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The details of the selected certificate hash are displayed to the user and include the following:

¢ Hash Name
¢ Certificate Hash Data
¢ Active and Default States

Previous Menu

Under the Intel Remote Configuration menu select Previous Menu and press <Enter=>.
The Intel Automated Setup and Configuration page appears.

Previous Menu

Under the Intel Automated Setup and Configuration menu select Previous Menu and press <Enter=>.
The Intel AMT Configuration menu appears.

Previous Menu

Under the Intel AMT Configuration menu select Previous Menu and press <Enter>.
The Main Menu appears.

* Information on this page provided by Intel.


http://www.intel.com/technology/platform-technology/intel-amt/index.htm

Intel Fast Call for Help

Intel Fast Call for help is available for VPro SKUs. An Intel Fast Call for help connection allows the end user to request
assistance if the VPro system is outside the corporate network.

NOTE: It is recommended that to press <F12> and select Fast Call for Help. It will only be available when the IT
administrator has configured the system to support it.

Requirements

Before an Intel Fast Call connection can be established from the Operating System the VPro system must have:

1. Environment detection enabled
2. Remote Connection policy
3. Management Presence Server (MPS)

Putting it all Together

To get the Intel Fast Call for help, system needs to be in provisioned stated. If the system supports Full VPro Intel Fast Call
for help will be available for use. If the system only supports Intel Standard Manageability Intel Fast call for help is not

enabled.

1. Before an Intel Fast Call for help can be started, environment detection must be enabled. This allows Intel AMT to
determine if the system is within the corporate network. This is configured through an ISV app.

2. A remote connection policy must be created before an Intel Fast call for help can be initiated. The policy for the BIOS
initiated call does not need to be configured, but another policy must exist before initiating a help call from the BIOS.
The BIOS must support the hot key that initiates the Intel Fast call for help.

3. A management presence server must exist to answer the Intel fast calls for help. The management presence server

resides in the DMZ zone.

When all of these conditions are satisfied the system is able to initiate an Intel Fast Call for help.

Initiating Intel Fast Call for Help

Once the feature has been fully configured, there are three methods for initiating an Intel Fast Call for help session. These
include:

e At the Dell splash screen press <CtriI><h>.
o At the Dell splash screen press <F12> for the One Time Boot Menu.
o Select the last option titled Intel Fast Call for Help.
e From Windows:
1. Launch the Intel AMT privacy icon/application Intel Management Security Status.
2. Switch to the Intel AMT tab.
3. In the Remote Connectivity box, click Connect.



ME General Settings

The table below lists the default settings for the Intel Management Engine BIOS Extension (MEBXx) on general settings page.

Password

Password | admin

Change Intel ME Password

Change Intel ME Password | blank

SET PRTC

Set PRTC blank

Power Control

Power Control

Mobile: ON is SO

Intel ME ON in Host Sleep | ;1 iie ON is SO, ME Wake in S3, S4-5 (AC only) *

Idle Time Out 1

*Default setting
**May cause Intel AMT partial unprovision

1 Intel ME Platform State Control is only changed for Management Engine (ME) troubleshooting.
2 Un-provision setting only seen if the box is provisioned.



AMT Configuration

The table below lists the default settings for the Intel Management Engine BIOS Extension (MEBx) on AMT configuration page.

Manageability/Feature Selection

SOL/IDER
Disabled
Username and Password Enabled *
Disabled
SOL Enabled *
Disabled
IDER Enabled *
. . Disabled
Legacy Redirection Mode Enabled *
Disabled
KVM Enabled *
User Consent
None
User Opt-in KVM *
All
. . Disable Remote Control of KVM Opt-In Policy
Opt-in Configurable from remote IT Enable Remote Control of KVM Opt-In Policy *

% NOTE: In order for KVM to work, the requirement must be an Intel i3/i5/i7/Celeron/Pentium CPU.

Password Policy

Default Password Only *
Password Policy | During Setup and Configuration
Anytime

Network Setup

Network Name Settings

Host Name blank
Domain Name blank
. Dedicated
Shared / Dedicated FQDN Shared *
. Disabled *
Dynamic DNS Update Enabled

TCP/IP Settings

Wired LAN 1Pv4 Configuration

Disabled
DHCP Mode Enabled *
Below configuration page will only available if enabled selected




IPv4 Address 0.0.0.0
Subnet Mask Address 0.0.0.0
Default Gateway Address 0.0.0.0
Preferred DNS Address 0.0.0.0
Alternate DNS Address 0.0.0.0

Wired LAN IPv6 Configuration

IPv6 Feature Selection

Disabled *
Enabled
Below configuration page will only available if enabled selected

Random ID *

IPv6 Interface ID Type Intel ID
Manual 1D
IPv6 Address blank
IPv6 Default Router blank
Preferred DNS IPv6 Address blank
Alternate DNS IPv6 Address blank

Activate Network Access | Y/ N

Unconfigure Network Access | Y / N

Remote Setup and Configuration

Current Provisioning Mode

Provisioning Record

RCFG
Start Configuration Y/N
Provisioning Server IPv4/1Pv6 | blank
Provisioning Server FQDN blank
TLS PSK
Set PID and PPS blank
Delete PID and PPS Y/N
TLS PKI
Remote Configuration Eriit)blleedd*
PKI DNS Suffix blank

Manage Hashes

*Default setting

**May cause Intel AMT partial unprovision

1 Intel ME Platform State Control is only changed for Management Engine (ME) troubleshooting.
2 n Enterprise mode, DHCP automatically loads the domain name.

3 Un-provision setting only seen if the box is provisioned.




Methods Overview

As discussed in the Setup and Configuration Overview section, the computer has to be configured before the Intel AMT
capabilities are ready to interact with management application. There are three methods to complete the provisioning process
(from least complex to most complex):

e Configuration service — A configuration service allows you to complete the provisioning process from a GUI console
on their server with only one touch on each of the Intel AMT capable computers. The PPS and PID fields are completed
using a file created by the configuration service saved to a USB mass storage device.

¢ MEBX interface — The IT administrator manually configures the Management Engine BIOS Extension (MEBXx) settings
on each Intel AMT ready computer. The PPS and PID fields are completed by typing the 32 character and 8 character
alpha-numeric keys created by the configuration service into the MEBx interface.

e TLS-PKI— Commonly referred to as Remote Configuration (RCFG) or Zero Touch Configuration (ZTC). This process
utilizes a certificate associated with the ProvisionServer. The associated certificate hash must be listed within the Intel
Management Engine BIOS Extension (MEBX).

*TLS-PKI refer as Transport Layer Security - Public Key Infrastructure*

Details on using these various methods are available in the next section.



Using a USB Device

This section discusses Intel AMT setup and configuration using a USB storage device. You can set up and locally configure
password, provisioning ID (PID), and provisioning passphrase (PPS) information with a USB drive key. This is also called USB
provisioning. USB provisioning allows you to manually set up and configure computers without the problems associated with
manually typing in entries.

NOTE: USB provisioning only works if the MEBx password is set to the factory default of adm n. If the password has
been changed, reset it to the factory default by clearing the CMOS.

The following is a typical USB drive key setup and configuration procedure. For a detailed walk-through using Altiris Dell
Client Manager (DCM), refer to the USB device procedure page.

1.
2.
3.

11.

Insert a USB drive key into the computer with a management console.
Request the local setup and configuration records from a setup and configuration server (SCS) through the console.
The SCS does the following:
1. Generates the appropriate passwords, PID, and PPS sets.
2. Stores this information in its database.
3. Returns the information to the management console.
The management console writes the password, PID, and PPS sets to a setup.bin file in the USB drive key.
Take the USB drive key to the staging area where new Intel AMT capable computers are located. Perform the following:
1. Unpack and connect the computers, if necessary.
2. Insert the USB drive key into a computer.
3. Turn on that computer.
The computer BIOS detects the USB drive key.
o If found, the BIOS looks for a setup.bin file at the beginning of the drive key. Go to step 7.
o If no USB drive key or setup.bin file is found, then restart the computer. Ignore the remaining steps.

. The computer BIOS displays a message that automatic setup and configuration will occur.

1. The first available record in the setup.bin file is read into memory. The process accomplishes the following:
= Validates the file header record.
= Locates the next available record.
= If the procedure is successful, the current record is invalidated so it cannot be used again.
2. The process places the memory address into the MEBx parameter block.
3. The process calls MEBx.
MEBXx processes the record.
MEBXx writes a completion message to the display.
Turn off the computer. The computer is now in the setup state and is ready to be distributed to users in an Enterprise
mode environment.
Repeat step 5 if you have more than one computer.

Refer to the management console supplier for more information on USB drive key setup and configuration.

USB Drive Key Requirements

The USB drive key must meet the following requirements to be able to set up and configure Intel AMT:

It must be greater than 16 MB.

It must be formatted with the FAT16 or FAT32 file system.

The sector size must be 1 KB.

The USB drive key is not bootable.

The USB drive key AMT provisioning and not for any other purpose.

The USB key must not contain any other files whether hidden, deleted, or otherwise.

The setup.bin file must be the first file landed on the USB drive key (for Legacy BIOS or Wembley)
The setup.bin file must be in the top directory (for UEFI BIOS or RAM)



USB Device Procedure

Dell Client Management (DCM) application is the default console package provided. This section provides the procedure to set
up and configure Intel AMT with the DCM package. As mentioned earlier in the document, several other packages are
available through third-party vendors.

The computer must be configured and seen by the DNS server before you begin this process. A USB storage device is also
required and must conform to the requirements listed on Using a USB Device page.

NOTE: The nature of management software is that it is not always dynamic or real time. You may have to repeat an
action multiple times to cause a result.

1. Format a USB device with the FAT16 file system and no volume label and then set it aside.
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2. Open the Altiris Dell Client Manager application by double-clicking the desktop icon or through the Start menu.

k-

3. Select AMT Quick Start from the left navigation menu to open the Altiris Console.
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HARDWARE
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Welcome

Welcome 1o Dell Client Manager Standard, This hardware management Solution 188 you manage your Dell
Procision workstations, Opliflex deskiops and Latilude nobebooks froam a rem cle managemen console
anagement cap abiifies for cedtain oldar madeds as well as Dell Inspiron notebooks and Dimension
dasiiops are Bmited 1o discovery only. Sea the Product Guide for a complels list of suppoarted modals.

Dall Client Manager Standard incledes 2 90 day license. If the license is allewed to expira, inventory funclions
will cease funclioning. To obtain a free, wnlimited Boanse you must register vour product Gnoe you have
pltained your wnlimited Beans you will need 1o install it Click hire 1o install 3 licénss

Getting Started

Quck Start Tasks. If you've abready installed the Alfiris management framework - Altins Hobification Sarver
plus management agents on Me systems you wish o manage - you are ready 1o enable hardware
management on your qualified Dell clien? systerns Dy following the Bnks in the Enable Hardwars
Management section al B top of Bhe guick start tagk menu, on the et

Clicking arny ok on the quick Stam Lask meny opens M Larget Lask, policy, o néport in this window, Click the
Vigw Rapodt biion an any of the five hardware management task pages 1o leam Me status of the task
Please nofe hal, depending upon your Nodfication Servar configuralion seftings and ather factors, these
rapodts may take some time to begin retwming data the first ime you enable the policy or task that is being
rapostad on

First Time Setup. I youve just instaBed Allins MoSicalion Seroer Tor the firgt Seme, thare 308 & Tiw thangs pou
naed o do first bafore you can padanm Dell Client Manager tasks. Links to thess tasks are found under the
(Gefmng Started section of tha quick siart task manuw. Also, depending upon your enviranment and
management preferences. you may want to consider adjusting some Noffication Server configuralion
options o betier Suit your naeds.

Laan mofre...

Done

T T T T i wntmmee

4. Click the <+> to expand the Intel AMT Getting Started section.

[Riore. =
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Click the <+> to expand the Section 1. Provisioning section.
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Click the <+=> to expand the Basic Provisioning (without TLS) section.



7 Altiris Console 6.5 - Windows Intermet Explorer =50 x|

m = [Z3 kg stiisbeo brvpro JocaliAk s ConsokeDet st sspe CorsoleGuid ¥ aBb67-250b-4Zad-81B6-Fei Hude T TeMewdidm ] #7 || %  [Lrve seurch 2 -

5F A Z)akiis Conscle 6.5 I | T - E) - - epage - i Took -
2y altiris console ' - Y |
Heme View HManage Tools Reports Configure  Help >
= B Out of Band Managament l i A :E}
& B3 aAlert Saandard Formad Gettrg Staried
# O] Colechors
® [ Cerfiguraton ! ) tion [Modified B
= ':"f"r“?-"“"" Gaitng Started Sechion 1. Provisioning TRVPROWdministrator 61472007 11714 PM
. B -Secta. 1, Fravmring Saction 2. Intak® AMT Tasks  Folder TRVPROWAdminisiralor 671472007 1:17:13 P
B ] Base Prenesoniog (without TLS)
M ] Ersble Secuity (TLS)
# (] Section 2. Irtel & AMT Tashs
# 1 Reports
B O Tasks

LI

Favorites by
= [& My Favorites |

Altiris Console Home Bowsi Lto2of2
. Fager 1 ofl Raws car sege: I.:.Il -l

Dona T T O ieintemet AT

Select Step 1. Configure DNS.

. The notification server with an out-of-band management solution installed must be registered in DNS as
"ProvisionServer."
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Click Test on the DNS Configuration screen to verify that DNS has the ProvisionServer entry and that it resolves to
the correct Intel Setup and Configuration Server (SCS).
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DNS Configuration

Intel® AMT device setup and configurabion requires the presance of a Domam Name System

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
fmm to the comect Intel) SCS Server.

Resolved "ProvisionServer” 1P

Resslved Intel@® SCS 1P:

Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requests and responses issued by the host 05, Tha Intel® AMT device then uses the IP
providad by the DHCP to the host OS5 a8 its awn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

il
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The IP address for the ProvisionServer and Intel SCS are now visible.

L
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
+ The computer nunning Intel® SCS Server must be registered in the DNS
+ A configured, operational Intel® AMT device must ba registered within DS

Intels SC5

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domasn, the DNS will altemate between the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel® SCS Server.

Tﬂ#—:l
Resolved "ProvisionServer” 1P: 192.168.20.10
Regolved Intel@® SCS1P: 192.168.20.10
Intels AMT Devices
Ensure that the DNS is configured with the Fully Qualified Domain Names (FQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT device is not a secure DNS client and it relies on the host 0S5
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP
requests and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
provided by the DHCP to the host OS5 as its own.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

11. Select Step 2. Discovery Capabilities.

Intel® AMT device setup and configuration requires the presance of 3 Doman Name System

il
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DNS Configuration

[DNS) Sarvar, The DNS must have information for two antities:
= The computer running Intel® SCS5 Server must be registered in the DNS
+ A configured, operational Intal® AMT device must be registered within DS

Intels SCS

The Motification Server with Out of Band Management Solution installed (with 1.e. Intel®
SCS Servar is running on this computer) must ba regstared in the DNS as “ProvisionServer”,
This miest be dong in each DNS Domain, Whan it sends its "Hella™ message, the Intel® AMT
device first uses the domaim name received from the DHCP server, I there is more than one
SCS in the domain, the DNS will altemnate bebween the servers. If there are mulbple SCS
instances or the server platform has a different name, then CNAME records nesd to be
added to:the DNS. '

Click an the Test button balow te venfy that DNS has the "ProvislonServer” entry and that it
resolves to the comect Intel) SCS Server.

L‘*j

Resolved "ProvisionServer” IP: 192.168.20.10

Resolved Inteld SCS 1P: 192,168.20.10

Inteks AMT Devices

Ensure that the DNS is configured with the Fully Qualified Domain Names (FOQDN) of
the Intel@ AMT-enabled machines that are being configured.

Intel® AMT devices must be configured to have the same FQDN as the host O5. This stems
from the fact the Intel® AMT dewvice s not a secure DNS client and it relkes on the host 05
to mantaan the DNS record. For this reason, the Intal® AMT device snoops the DHCP

requasts and responsas issued by the host 05, Tha Intel® AMT dewice then uses the [P
providad by the DHCP to the host OS5 a8 its awn.

When the host 05 is down, the Intal® AMT device requests DNS registration of its
conhgured FODN from the OHCP {opbon B1). This works only if the DNS and DHCP are

Intel® AMT device setup and configurabion requires the presance of a Domam Name System

il
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12. Verify that the setting is Enabled. If Disabled, select the check box next to Disabled and click Apply.
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Select Step 3. View Intel AMT Capable Computers.
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14. Any Intel AMT capable computers on the network are visible in this list.
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15. Select Step 4. Create Profile.
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Click the plus symbol to add a new profile.
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On the General tab the administrator can modify the profile name and description along with the password. The
administrator sets a standard password for easy maintenance in the future. Select the manual radio button and type a
new password.
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Prafile descnpbon:

Default profile = |
=

Kerberos

Max clock tolerance: |5 minubes

Administrator Credentials
User nama: [Eonamn
Intel® AMT 2.0 password:
 Random craation
" Manual:

Paseword |Ilil.l.ll"lill‘illli

|llllil.llilll.ll LA L)

Intel® AMT 1.0 password:

|llll'll'll"ll!l--l'lil

T WOrg: |'i-"-"'l'.i'.".l

QK I Cancel

ikt akrisho_trvpre Joc s Albris OOESC[EdtProfilDly, sspx P actionmadd

|

The Network tab provides the option to enable ping responses, VLAN, WebUI, Serial over LAN, and IDE Redirection. If
you are configuring Intel AMT manually, all these settings are also available in the MEBXx.

2 Altiris Console -- Webpage Dialog

2 | hithpefaltietsbore. brvpeo, local kit OOESC IEd ProfileDig, aspaction=add

Configure Intel® AMT Setup & Configuration Service Profile

[ General | Metwork | TLS [ ACL [ Power Policy |

L4l

Oy altiris

Genaral

[ Enable ping responss
WVLAN

™ Use vLAN

Enabled Interfaces
™ web Ul
¥ Serial ovar LAN
W IDE redirection

oK I Cancel

kgl akrishos_trpro b sl Altris IOOBSCEdt ProfieDly, sspi T actionmadd

68 Inkernet

e

The TLS (Transport Layer Security) tab provides the ability to enable TLS. If enabled, several other pieces of
information are required including the certificate authority (CA) server name, CA common name, CA type, and

certificate template.
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[ hetpfiakiisbor.trvpro kcalAkitsO0BSCEMProfeDlg. aspactionmadd =
Configure Intel® AMT Setup & Configuration Service Profile O altiris'
mns
I Usa TLS
Configure the Profile Certificates
I
I
[Enterprise I7]
I
QK I Cancel I
ikt akrisho_trvpre Joc s Albris OOESC[EdtProfilDly, sspx P actionmadd €8 Trkernet =5

20. The ACL (access control list) tab is used to review users already associated with this profile and to add new users and
define their access privileges.

8 altiris Console -- Webpage Dialog L x|
& . hitpsiakiisbor brvpeo, beali ks O0BSCIE Gk Frofiedlg, aspicractionmadd =

Configure Intel® AMT Setup & Configuration Service Profile O altiris

General | Metwork | TLS | AL | Power Policy |

View and Configure the Profile AC

[ s | e

Ok I Cancel I
btk akirishoo trvpro. b alliltines POOBSC JEditPrafilaDilg, sy T actionmsdd _ﬂ Irkernet &

21. The Power Policy tab has configuration options to select the sleep states for Intel AMT as well as an Idle Timeout
setting. It is recommended that Idle timeout is always set to O for optimal performance.

NOTE: The setting for the Power Policy tab can potentially impact a computer's ability to remain E-Star 4.0
compliant.
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£ | it akirisbo. brvpe, ko alfARits (OOESCTERProfileDig, aspaactinne=add

Configure Intel® AMT Setup & Configuration Service Profile

| General | Metwork | TLS [ ACL [ Power Policy |

Fa et
<) altiris

Configure the Profile Power Policy

Inkel® AMT 5 ON in the following hiost sleep stabes:
|intel® AMT is atways ON (S0-55) =]

Idle Bmacut:
|'3| minutes

O

Cancel

itk skrishis trvpeo loc sl Altinis OOBSCEdit Profilally, sspFactionmadd

et

22. Select Step 5. Generate Security Keys.
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Home View Hanage Tools Reports Configure Help >

. I P e
.:t- :: At Standard Forsat Gettrg Starbed Manage Profiles
@ ] Colechors
® 01 Configraton
E B Intel® AMT Gatong Started
B [ Section 1. Provisianing
& ] Bese Pronesioning (vithout TLS)
@ Sten 1. Configure B
& Step I Descover Copsbilves
B Sten 3. view Intel T AMT Cagabie Comouters
4T Step 4, Creats Frofis
@] S 5. Generabe Sacuity Keye
] Step B Configure Automabc Profie dsagnments
@] Step 7. Monitor Frovsionng Process
] 5wep B, Monitor Frofle Assigrments
# ) Erwbis Sasity (TLS)
M ) Secton 2. Iriel @ AMT Tasks
# [ Reports
B O Tesks

il‘:'r'..'fl|ll||:| |F"r1|1|||: Marme |IZI|:'-r||:-':i .H‘lr'.:l:npr.lun

3 detault_3 i} Dedaull profile

Favorites by = i

s cwEl 1ol ol

2 (& My Favontes Fager 1 ofl Rows par page: [40 =]
B Altris Congole Home

o T T o Gnteme AT

Select the icon with the arrow pointing out to Export Security Keys to USB Key.
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AN CE e = Manage Security Keys
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® 01 Configraton
E B Intel® AMT Gatong Started
2 O Saction 1. Provisioning
& ] Bese Pronesioning (vithout TLS)
W Sie0 1L Configure DS
& Siep 2 Descover Copsbilies
3 step 3. vaew TnbelT AMT Capabie Comoubers
4T Swp 4, Creste Profe
@) 5imo 5. Ganarsbe Sacurity Keye
@] Step B Configure Automatic Profie dsagnments
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24. Select the Generate keys before export radio button.
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B | hichpe ) Fadeirisbaoe  brvpeno, bocal AR s CHOESC T SanurityME B St ingsF age. aspo T selacbad=aopmcport

Export Secu Keys to USB Key <! altiris

Export keys
& faf

£ Oply selected

™ Generate keys before export:
Generale Securly Keyn

reumizer of security, keys-to generate: j&

Factory Default Intel® Management Engmne Password

[nteli@ ME Password Ia.:lmlr.

Hew Intelm M anagement I]l:]ilil.‘. Password
THIE- Bacerord fs eltreralopded frorm EA kev or-tosed nmenuaife irte the Merocement

irtel(F ME Passwiond: peliza

Export Result
To redla and dowmloasd USE Lay e, Fest pamfegure satengs and dick Geanarats lila. ang than

thizk Corwmloas USE kay Fe: Placs deanlosded le ba the U

Avadable: Mo data exported yet Generate | Cloge J

ke ] akirishose_trvpe boe sl brisOCBSC Sec rity MEB: SeblingsPage asped gl Inkbernet =z

25. Type the number of keys to generate (depends on the number of computers that need to be provisioned). The default
is 50.

 [Generate keys before export:

Generate Security Keys
Wurmber of security keys to generate: |50

Factory Default Inteki Management Engine Password
Intel® ME Password: |adr-1|n

New Intel® Management Engine Password
This & i eith gloated from WSS key or woed in manually nte the Maragemant

Enging

Intel@ ME Password: [oeli1za

0 BT

e, Nt comihgure aeto

Plice domlasaded MSe i the LSE S

Avadable: Mo data exported yet

bt flakrisho. brvpro docall At OOBSC ek MEBxSebtingsPags, 2spx” ighl Inkermnet | =

26. The Intel ME default password is admin. Configure the new Intel ME password for the environment.



 Generate keys before export:

Generate Security Keys
Mumber of security keys to generate: |50

Factory Default Inteki Management Engine Password
Intel® ME Password: Ia-:lrur-

HNew Intel® Management Engine Password

% either uploaded fFom B8 kay o woed in-manually Mo the Manogemant

N BT

IntelF ME Password: [pelt1zar

Export Result
To rawia & B hwy Mla. Pt comfbgurd astbngs sod dick Genarets Nl and tha
ezl Dovbnlsas LSE e, PEce domilasded S ta hie LSE- Sarugs Dedos
Avadable: Mo data exported yet Generate | Close |
hitp: flakrishoo trvpro. o sllidfbre /O0BSC{SacurkyMERx SettmgsPage. sspy ighl Internat | &

27. Click Generate. Once the keys have been created, a link appears to the left of the Generate button.

Oy selected

= \Generate keys before export:

Generate Security Keys
Humber of secunty keys to generate: |50

Factory Delault Intel® Management Engine Password
Intel® ME Password: |admin

Hew Intel® Management Engine Password
This pessward iy sither upfoaded from USE key or tvped in manually inte the Mansgsmant

Engine BIOE Extanason soraen

Intel® ME Password: [Nz

To craais and 4 ilomd USE bay Mla, Fea# camifsgure et 5 and dick Genaraie lile, and than
thizk Corwnload USE Lay e, Placs desnlosded e b the S8 Starags Davioe

Avadable: Mo data exported yet [ Generate | Close i
it fskirishoretrvpro bocallAltnis OBSC fSecLribyMERxSettingsPage. &spoct gl Inbemet |

28. Insert the previously formatted USB device into a USB connector on the ProvisioningServer.



29. Click the Download USB key file link to download setup.bin file to the USB device. The USB device is recognized by
default; save the file to the USB device.

NOTE: If additional keys are needed in the future, the USB device must be reformatted before saving the
setup.bin file to it.

i~ Generate keys before export:

Generate Security Keys
Humber of security keys to generate: |50

Factory Default Intel® Management Engine Password
Intel® ME Password; Jadmin

Hew Intel® Management Engine Password

Thizs pesswacd is sither upfoaded from UEE key or typed in manual

aily invbo tha Manmgemant
Engine BIOE ENbangson reen
Intel® ME Password: [peti1zar
Export Result
To ceste pnd downlead USE ey fle, fat confhigure getisngs and click Genemts file, and then
dlick Download USE key file. Place downloaded file to the USE Stormge Deviee
Avadable: e e Generate |  cClose |
s sktrisbon.trvpro.Joc s Altins OOBSC SecLrikyMEB  SattingsPags. &5pi g Intemet i

a. Click Save on the File Download dialog box.

F=Downoad £l

Do pou want to save thiz [@Be. o find & progam online to open
it?

[ Hams: sstup,bin
@ Tupe: Unbncwen File Typs, 25,566

From: altirisbo. brvpea.local

Bt | swe [T ]

S \wihder fhes From the Inberred can be urelul, zome fls: can potertialy
@ b yown comgriter. 1F you do not s the sowece, do not find a
progiam bo open this {ie or save this e Whet's the figk?

b. Verify that the Save in: location is directed to the USB device. Click Save.



30.

Save s 1
= O @

Savmin | < Removeble Disk [E:)

=] Cancel

Savesstwpe |k Document

5

c. Click Close in the Download complete dialog box.
(Download complete R s £
—L’f;"; Dovrloed Complete
sabup, bin froe akirisbo v Jocsl
Dcwenloaded: 25.5¢E n | gec

Drovenkoad ba: Exjsetup.bin
Tearwfer raba: 25, SKESac

Gpen | Gpenfoiter |[Toie |

The setup.bin file is now visible in the drive explorer window.
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32.

33.

L =101 %

File Edt Yew Favorfes Jook el i

] - 25 search Folders | (G-
Agdrass [~ £ El=
M= sae | Type | Diate Pacedified | tpribustes |
File and Folder Tasks ¥ Sl setup.bin H6 KB BN Fle EET2007 LIn12AM A
Other Places =
Details &®

Removahle Disk (E:)
Removsbls Disk

Fila Sysbesm: FAT

Close the Export Security Keys to USB Key and drive explorer windows to return to the Altiris Console.

Insert the USB device and turn on the computer. The USB device is recognized immediately and you are prompted to
Continue with Auto Provisioning (Y/'N

Press <Y=>.

Intel(R) Management Engine BIOS Extension
Copyright (C) 28B3-B7Y Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y¥/N)

Press any key to continue with system boot. ..



Intel(R) Hanagement Engine BIOS Extension
Copyright(C) ZBB3-BY Intel Corporation. A1l Rights Reserved.
Found USB Key for provisioning Intel(R) AMT

Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

Intel(R) Management Engine BIOS Extension

Copyright(C) Z883-87 Intel Corporation. A1l Rights Reserved.

Found USB Key for provisioning Intel(R) AMT
Continue with Auto Provisioning (Y/N)

Intel(R) AMT Provisioning complete
Press any key to continue with system boot...

ME-BIDS Sync - Successful

34. Once complete, turn off the computer and move back to the management server.

35. Select Step 6. Configure Automatic Profile Assignments.
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4T Swp 4, Creste Profe
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Verify that the setting is enabled. In the Intel AMT 2.0+ dropdown, select the profile created previously. Configure the

other settings for the environment.
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= 3 outof Band Management
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B [ Configuration
2 B Inted® AMT Gating Sterted
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#) Sep 7. Monitor Frovisoning Process
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B [ Eranie Security (TLS)
# (] Secton 2. Intel® AMT Tasks
# 1 Aeporss
B O Tasks

Resource Synchronization

| Enable (currently enabled)

™ Intad® AMT 1.0 to profile: [default_3 =)
FF Intsl@ AMT 2.0+ to profile: | default_3 ¥]

synchronize Inteld SCS and Motification Server resotrces
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™ Remove duplicate Intei® AMT resources from Notification Server database

Last synchronization statistics
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Last Synchromzed: 6/27/2007 2:10:11 AM
Total Devices: a

Assigned resources: o

Craated resources: i}

Clzaned resources: o

[ Run now |

* S
= [ My Favontes
§ Alis Conscle Home

T e

37. Select Step 7. Monitor Provisioning Process.

[Fioe= 2
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G 4 #jakiis Console 6.5
<1 altiris’ console:

. Home View HManage
dulis
= B3 Dut of Band Management
® B et Standard Forsat Gatbrg Staried
@ ] Colecbors:
& 3 Configuraton
2 B Intel® AMT Gattng Started
2 O Saction 1. Provisioning
& ] Bese Pronesioning (vithout TLS)
#] 50 1L Configure DS
& Siep 2 Descover Copsbilves
0} 5:eo 3. veew Intel @ AMT Caoable Computers
4T 5tea 4, Craate Profle
G S0 5. Generste Secunity KEys
2] Step 8. Configure Automatic Profie Assignments
@) Si=p 7. Monitor Provisoning Process
] 5w B, Monitor Frofle Assigrments
& [ Erwdis Sty (TLS)
B () Secton 2. Intel® AMT Tasks
& [ Aeports
B O Tesks

Favorites et

e
B Altris Conscle Home

Resource Synchronization

|| ¥ Enable (curently enabled) |

Hew protie azsignmenis wil be created svtomatically. for all systerns that are 1n unprovisioned state and have
Fully Qualified Domain Kame (FQDN) found in the Notificstion Server database based on the system LAUJID.

I Intel® AMT 1.0 to profila: [default_3 =]
W Intel@ AMT 2.0+ to profile: Idcl'aultj -'l

Synchronize Intel® SCS and Notification Server resources
™ Remove duplicate Intel® AMT resources from Notification Sarver database

W Enable Schedula: |Dady b
At 2:10 AM avery 1 days, starting Saturday, Januany 01, 2005

| Last synchronization statistics

Currant status: Inactive

Last Synchronized: &/27/2007 2:10:11 AM
Total Devices: o

Asszigned resources: i}

Created resources: 1]

Cleaned resources: 1]

| RUM now |

oy | [caneel |

pone

[T 1 @ et [Ritee =2

The computers for which the keys were applied are updated in the system list. At first the status is Unprovisioned,

then the system status changes to In provisioning, and finally it changes to Provisioned at the end of the process.
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39. Select Step 8. Monitor Profile Assignments.
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The computers for which profiles were assigned appear in the list. Each computer is identified by the FQDN, UUID,
and Profile Name columns.
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Once the computers are provisioned, they are visible under the Collections folder in All configured Intel AMT
computers.
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System Deployment

Once you are ready to deploy a computer to a user, plug the computer into a power source and connect it to the network.
Use the integrated Intel 82566DM Network Interface Card (NIC). Intel Active Management Technology (Intel AMT) does not
work with any other NIC solution.

When the computer is turned on, the computer immediately looks for a Setup and Configuration Server (SCS). If the
computer finds this server, the Intel AMT capable computer sends a Hello message to the server.

ﬂ NOTE: User must first activate network access either via MEBx or using Intel Activator.

DHCP and DNS must be available for the setup and configuration server search to automatically succeed. If DHCP and DNS
are not available, then the setup and configuration servers (SCS) IP address must be manually entered into the Intel AMT
capable computer's MEBx.

The Hello message contains the following information:

¢ Provisioning ID (PID)
e Universally Unique Identifier (UUID)

e |IP address

¢ ROM and firmware (FW) version numbers

The Hello message is transparent to the end user.

1. In the AMT 7, in the OS, select IMSS.
2. Under the Advanced tab, select Extended System Details.
3. Click Intel ME Information.

If Provisioning Mode states "In Provisioning", the hello packets are being sent to provision server in the network. The SCS
uses the information in the Hello message to initiate a Transport Layer Security (TLS) connection to the Intel AMT capable
computer using a TLS Pre-Shared key (PSK) cipher suite if TLS is supported.

The SCS uses the PID to look up the provisioning passphrase (PPS) in the provisioning server database and uses the PPS and
PID to generate a TLS Pre-Master Secret. TLS is optional. For secure and encrypted transactions, use TLS if the infrastructure
is available. If you do not use TLS, then HTTP Digest is used for mutual authentication. HTTP Digest is not as secure as TLS.

The SCS logs into the Intel AMT computer with the username and password and provisions the following required data items:

New PPS and PID (for future setup and configuration)
TLS certificates

Private keys

Current date and time

HTTP Digest credentials

HTTP Negotiate credentials

The computer goes from the setup state to the provisioned state, and then Intel AMT is fully operational. Once in the
provisioned state, the computer can be remotely managed.



Operating System Drivers

Within the operating system, AMT Unified driver must be installed to remove unknown devices in the Device Manager. Unlike
previous version 3, 4 or 5 (which used to have two separate HECI and LMS/SOL drivers from customer re-install stand-
point), they are both now in a common package called AMT Unified Driver. When the unified driver package is installed, it
will take care of both PCI devices in the Device Manager.

AMT Unified Driver

The Intel AMT Serial-Over-LAN (SOL) / Local Manageability Service (LMS) driver is available on support.dell.com and on the
ResourceCD under Chipset Drivers. The driver is labeled Intel AMT SOL/LMS. Install the driver by double-clicking on the
installer.

Once you install the SOL/LMS driver, the PCI Serial Port entry becomes the Intel Active Management Technology - SOL
(COM3) entry.

The Intel AMT Host Embedded Controller Interface (HECI) driver is available on support.dell.com and on the ResourceCD
under Chipset Drivers. The driver is labeled Intel AMT HECI. Install the driver by double-clicking on the installer.

Once you install the HECI drivers, the PCI Simple Communications Controller entry becomes the Intel Management
Engine Interface entry.


http://support.dell.com/

Intel AMT Web GUI

The Intel AMT WebUI is a Web browser-based interface for limited remote computer management. The WebUI is often used
as a test to determine if Intel AMT setup and configuration was performed properly on a computer. A successful remote
connection between a remote computer and the host computer running the WebUI indicates proper Intel AMT setup and
configuration on the remote computer.

The Intel AMT WebUI is accessible from any Web browser, such as the Internet Explorer or Netscape.
Limited remote computer management includes:

Hardware inventory

Event logging

Remote computer reset
Changing of network settings
Addition of new users

ﬁ NOTE: Information on using the WebUI interface is available on the Intel AMT website

Perform the following steps to connect to the Intel AMT WebUI on a computer that has been configured and set up.

1. Turn on an Intel AMT capable computer that has completed Intel AMT setup and configuration.
2. Launch a Web browser from a separate computer, such as a management computer on the same subnet as the Intel
AMT computer.
3. Connect to the IP address specified in the MEBx and port of the Intel AMT capable computer. (example:
http://i p_address: 16992 or http://192. 168. 2. 1: 16992)
o By default, the port is 16992.

NOTE: Use port 16993 and https:// to connect to the Intel AMT WebUI on a computer that has been
configured and set up in the Enterprise mode.

o If DHCP is used, then use the fully qualified domain name (FQDN) for the ME. The FQDN is the combination of
the host name and domain. (example: http://host _name: 16992 or http://systeml: 16992)
4. The management computer makes a TCP connection to the Intel AMT capable computer and accesses the top level
Intel AMT-embedded Web page within the Management Engine of the Intel AMT capable computer.
5. Type the username and password. The default username is adnmi n and the password is what was set during Intel AMT
setup in the MEBXx.
6. Review the computer information and make any necessary changes.

m NOTE: You can change the MEBx password for the remote computer in the WebUI. Changing the password in the
WebUI or a remote console results in two passwords. The new password, known as the remote MEBx password,
only works remotely with the WebUI or remote console. The local MEBx password used to locally access the
MEBXx is not changed. You have to remember both the local and remote MEBx passwords to access the computer
MEBXx locally and remotely. When the MEBx password is initially set in Intel AMT setup, the password serves as
both the local and remote password. If the remote password is changed, then the passwords are out of sync.

7. Select Exit.


http://www.intel.com/technology/vpro/index.htm

AMT Redirection Overview

Intel AMT makes it possible to redirect serial and IDE communications from a managed client to a management console
regardless of the boot and power state of the managed client. The client need only have the Intel AMT capability, a
connection to a power source, and a network connection. Intel AMT supports Serial Over LAN (SOL, text/keyboard redirection)
and IDE Redirection (IDER, CD-ROM redirection) over TCP/IP.

Serial Over LAN Overview

Serial Over LAN (SOL) is the ability to emulate serial port communication over a standard network connection. SOL can be
used for most management applications where a local serial port connection is normally required.

When an active SOL session is established between an Intel AMT-enabled client and a management console using the Intel
AMT redirection library, the client's serial traffic is redirected through Intel AMT over the LAN connection and made available
to the management console. Similarly, the management console may send serial data over the LAN connection that appears
to have come through the client's serial port.

IDE Redirection Overview

IDE Redirection (IDER) is capable of emulating an IDE CD drive or a legacy floppy or LS-120 drive over a standard network
connection. IDER enables a management machine to attach one of its local drives to a managed client over the network.
Once an IDER session is established, the managed client can use the remote device as if it were directly attached to one of
its own IDE channels. This can be useful for remotely booting an otherwise unresponsive computer. IDER does not support
the DVD format.

For example, IDER is used to boot a client with a corrupt operating system. First, a valid boot disk is loaded into the
management console disk drive. This drive is then passed as an argument when the management console opens the IDER
TCP session. Intel AMT registers the device as a virtual IDE device on the client, regardless of its power or boot state. Both
SOL and IDER may be used together since the client BIOS may need to be configured to boot from the virtual IDE device.



Intel Management and Security Status Application

Intel Management and Security Status (IMSS) is an application that displays information about a platform’s Intel Active
Management Technology (Intel AMT) and Intel Standard Manageability services.

The IMSS icon indicates whether Intel AMT and Intel Standard Manageability are running on the platform. The icon is located
in the notification area. By default, the notification icon is displayed every time Windows™> starts.

The Intel Management and Security Status application has a separate version per every Intel AMT generation (4.x, 5.X, 6.x).
This is to describe the Intel Management and Security Status application for Intel AMT generation 6.x.

EY Intel@ Management and Security Status
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% NOTE: When the user logs on to Windows the Intel Management and Security Status application may start
automatically. The icon will be loaded to the notification area only if Intel AMT or Intel Standard Manageability is
enabled on the platform. If the Intel Management and Security Status application is started manually (via the Start
menu), the icon is loaded even if none of these technologies are enabled, as long as all the drivers have been installed.

% NOTE: The information displayed in the Intel Management and Security Status is not shown in real time. The data is
refreshed at different intervals.

* Information on this page provided by Intel.


http://www.intel.com/technology/platform-technology/intel-amt/index.htm

Troubleshooting

This page describes a few basic troubleshooting steps to follow if problems are experienced with the Intel AMT configuration.
Check DSN for more troubleshooting options.

Return to Default

Return to Default is also known as un-provisioning. An Intel AMT setup and configured computer can be un-provisioned using
the Unconfigure Network Access option on the ME General Settings screen.

Follow the step below to un-provision a computer:
1. Select Un-Provision and then select Full Un-provision.

This option returns all Intel AMT configuration settings to factory defaults and does not reset ME configuration settings or
passwords. An un-provisioning message displays after about one minute. After the un-provisioning completes, control is
passed back to ME General Settings screen.

1. Select Return to previous menu.
2. Select Exit and then press <y>. The computer restarts.

Firmware Flash

Flash the firmware to upgrade to newer versions of Intel AMT. The automatic flash feature can be disabled by selecting
Disabled under the Secure Firmware Update setting in the MEBx interface. If this setting is disabled, a firmware error
message appears when flashing the BIOS.

Serial-Over-LAN (SOL) 7/ IDE Redirection (IDE-R)

If you cannot use IDE-R and SOL, perform these steps:

At the initial boot screen, press <Ctrl><p> to enter the MEBXx screens.

A prompt for the password appears. Type the new Intel ME password.

Select Unconfigure Network Access. Press <Enter>.

Select Y. Press <Enter>.

Select Full Unprovision. Press <Enter>.

Reconfigure the settings under the AMT Configuration menu option shown here.

corLNE



