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Chapter 1: Introduction

Emulex® OneCommand® Manager for VMware vCenter 6.7 and Later is a management utility for Emulex host bus adapters
(HBAs) that provides status monitoring and online maintenance capability for Emulex adapters in VMware vCenter 6.7
environments.

Emulex OneCommand Manager for VMware vCenter 6.7 and Later performs the following functions:

Discovers adapters on ESXi servers registered to a VMware vCenter 6.7 system.
Displays adapter attributes.

Displays adapter port attributes.

Displays adapter port statistics.

Displays ESXi host information.

Upgrades adapter firmware.

Resets ports.

Generates and captures diagnostic dumps.

Modifies diagnostic dump settings.

NOTE: OneCommand Manager for VMware vCenter 6.7 and Later does not have full management capability. For full
management capability, use the e1xvcpcemd CLI (plug-in server path: C: \Program Files\Emulex\OCM for
VMware), or the esxc1i utility.

1.1 Compatibility

OneCommand Manager for VMware vCenter 6.7 and Later:
m  Requires the HTML5 vCenter client.
= Supports the following Windows operating systems:

— Windows 10

Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
Windows Server 2019

For supported versions of operating systems, platforms, and adapters, go to www.broadcom.com.

Broadcom
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1.2 Abbreviations

CA certificate authority

CIM Common Interface Model

CLI command line interface

CRC cyclic redundancy check

CSR certificate signing request

DNS domain name system or domain name server
FC Fibre Channel

GUI graphical user interface

HBA host bus adapter

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

110 input/output

IP Internet Protocol

JEDEC ID Joint Electron Device Engineering Council identification code
KB Kilobyte (1024 bytes)

LIP Loop Initialization Primitive

NOS network operating system

(0N operating system

Rx receive

SLI® Service Level Interface

SSL Secure Sockets Layer

Tx transmit

URL Uniform Resource Locator

vCSA VMware for vCenter Server Appliance

WWN World Wide Name

Broadcom OCM-VM-HTML-UG124-100
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Chapter 2: Installing, Enabling, and Upgrading
OneCommand Manager for VMware vCenter 6.7 and Later

OneCommand Manager for VMware vCenter 6.7 and Later provides real-time management as a plug-in through VMware
vCenter.

NOTE: System performance is directly influenced by the speed and efficiency of the underlying network infrastructure.

2.1 Hardware Requirements
= Physical or virtual (x86 or x86_64) servers with a minimum RAM of 2 GB and 250 GB of disk space.

2.2 Software Requirements
m  Operating system — Windows 10, Windows Server 2012, Windows Server 2012 R2, Windows Server 2016, and
Windows Server 2019.

NOTE: On the system where OneCommand Manager for VMware vCenter 6.7 and Later is installed, make sure that the
port numbers configured during the installation are open and dedicated to the OneCommand Manager for VMware
vCenter 6.7 Server only. No other service should be listening on this port.

m  Emulex CIM Provider Package version 12.x.
s ESXi host (containing the FC HBA cards to be managed) version 12.x.

NOTE: Version 12.x packages are not compatible with the 11.1 or earlier versions of Emulex software.
m Driver and firmware requirements.
Go to www.broadcom.com for the latest compatible driver and firmware versions.

2.3 Installing OneCommand Manager for VMware vCenter 6.7 and Later

The Emulex CIM Provider must be installed on your ESXi host before installing OneCommand Manager for VMware vCenter
6.7 and Later. For more information on installing the CIM Provider, refer to the CIM Provider Package Installation Guide
available on www.broadcom.com.

To install OneCommand Manager for VMware vCenter 6.7 and Later in Windows, perform these steps:

1. Go to www.broadcom.com to download the ELXOCM-VMware-vCenter—-<version>-Setup.exe installation file to
your system.

2. Navigate to the system directory to which you downloaded the file.

3. Double-click ELXOCM-VMware-vCenter-<version>-Setup.exe.

The OneCommand Manager for VMware vCenter window appears.

4. Click Next. The Installation options window with the default installation folder appears (Figure 1).

Broadcom OCM-VM-HTML-UG124-100
7


http://www.broadcom.com
http://www.broadcom.com
http://www.broadcom.com

Emulex OneCommand Manager for VMware vCenter 6.7 and Later User Guide

Figure 1: Installation options Window

#% Emulex OneCommand Manager for ¥Mware vCenter

Installation options

These options determine how the application will be inztalled.

----- ] OCM For YMware venter ;
Installs Ernulex OneCommand Manager For
YMware wCenter and its dependent
components.
Feature size: OFKE
Inskall size: 227,544 KB
Remaye size: 0KE
Disk space: 42,062,125 KB

Installation Folder:

I Ci\Program Files\Emulex Browse, .. |

Tatma® InstalMate

= Back, Cancel |

5. Ensure that OCM for VMware vCenter is selected.

6. Program files install by defaultto C: \Program Files\Emulex. To change this location, click Browse and navigate to
where you want the program files to reside.

7. Click Install. The Operation in progress dialog appears. When the process is complete, the OCM for VMware vCenter
configuration window appears (Figure 2).

Figure 2: OCM for VMware vCenter configuration Window
#= Emulex OneCommand Manager for ¥Mware vCenter

0CM for ¥YMware vCenter configuration

[ OCM Far Yiware vCenter server details

Hostname (Fully Qualified): i OCMPluginServerame, FQ.ON|

HTTP port nurmber: I a0

HTTPS port numbe: 445

Make:
1. The hostname should be reachable from all vour ESY servers.

2. Emulex recommends that vou accept the default ports so that vou do not have to
reconfigure the Firewalls on all of vour ES¥ servers to accept alternate ports.

Mext = I Cancel |

Default port numbers for OneCommand Manager for VMware vCenter 6.7 Server are displayed.

Broadcom OCM-VM-HTML-UG124-100
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NOTE: The Windows firewall setting must allow incoming connections on the HTTP and HTTPS ports that you configure
here.

If the port numbers are already in use, a popup appears next to the port number (Figure 3).

Figure 3: OCM for VMware vCenter configuration Window with Port in use Popup

#* Emulex OneCommand Manager for ¥Mware vCenter

0OCM for ¥Mware wCenter configuration

[ OCH For YMware vCenter server details

Haostrame (Fully Qualified): | WrongHostMame Hostname not pingable

HTTP port number; 380 Pork in use

HTTPS port number: ! a0s9 Port in use

Mate:

1. The hostname should be reachable from all vour ESX servers.

2. Emulex recommends that you accept the default ports so that ywou do not have to
reconfigure the Firewalls on all of vour ESE servers to accept alkernats ports.

fext = I Cancel |

8. Click Next. The Operation in progress dialog appears. When the installation process is complete, a message prompts
you to launch the registration utility.

9. Click Yes. A registration dialog appears in a new browser window (Figure 4).

Figure 4: registration Dialog

’» OneCommand " for

VMware

‘\W MANRAGEIR vcenter

vCenter Server Name | |
vCenter Server HTTPS Port 443 |

Username | |

Password | |

| Register || Unregister|

2>€C EMULEX

10. Enter the following details of the vCenter Server:
— vCenter Server Name — The IP address of the vCenter Server.
— vCenter Server HTTPS Port — The HTTPS port number of the vCenter Server.

NOTE: The vCenter Server HTTPS port is 443 by default. You can change this value if you have configured a different
HTTPS port while installing the vCenter.

Broadcom OCM-VM-HTML-UG124-100
9



Emulex OneCommand Manager for VMware vCenter 6.7 and Later User Guide

— Username — The user name with required privileges.
— Password — The user password.

11. Click Register to register OneCommand Manager for VMware vCenter 6.7 and Later with a new vCenter Server.

NOTE:

e You can unregister an existing OneCommand Manager for VMware vCenter 6.7 and Later by clicking
Unregister.

e If you change the host name of the machine that hosts the vCenter Server, you must re-install the vCenter
Server and re-register.

12. When the operation is successful, a message is displayed. Click OK.
13. Close the browser window. The Installation completed window appears.

14. Click Finish. The OneCommand Manager for VMware vCenter 6.7 and Later Registration icon is created on the
desktop. You do not need to reboot the system.

2.3.1 Verifying the Installation of the OneCommand Manager for VMware vCenter
6.7 and Later

To verify the OneCommand Manager for VMware vCenter 6.7 and Later installation, perform these steps:
1. Launch a Web browser and enter the |P address of the vCSA.

2. Select vCenter client HTMLS5.
3. Enter the credentials for the vCSA. The vCenter client window displays all hosts managed by the vCSA (Figure 5).

Broadcom OCM-VM-HTML-UG124-100
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Figure 5: VMware vCenter Client Window

4. From the vCenter client window Menu, select Administration.

5. From the window’s left panel, select Client Plug-ins (Figure 6).

@~

(5] vSphere - Dev_Cluster - Summ: X ‘ +
A\ C o @ hitps://10.123.183.49/ui/#2extensionld=vsphere.core.cluster summary&objectid=urn:vmomi:ClusterComputeResource:domain-c8:2a04c96c-83
vm  vSphere Client Menu v
g 9 Dev_Cluster | actions v
v (5 dhcp-10-123-183-49.dhcp.b... summary Monitor Configure Permissions Hosts VMs Datastores Networks Updates
v [ Dev_DC
. (5w (Gt Total DrocessorsL 30
Total vMotion Migrations: O
[[@ 10.123.183.28 (Not r...
[[@ 10.123.190.69
@ 10.123.183.28: Host connection and power state
@® 10.123.190.69: Expired host license
Related Objects ~ Cluster Consumers
Datacenter [ pev_DC
Custom Attributes
Anribute
Tags ~
Assigned Tag Category Description
~
<
Recent Tasks Alarms

- @

Administra

CPU Free: 5328 GH

Used: 1.8 GHz Capacity: 55.08 GH
Memory Free: 60.63 G
Used: 3.06 GB Capacity: 6369 G
Storage Free: 18T
Used: 3.66 GB Capacity: 18T
Acknowledge Reset To Green

Acknowledge Reset To Green

Value

> v

NG e 10/ display
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Figure 6: vCenter Client Plug-In Window

{5 vSphere - Client Plug-Ins X | Welcome to VMware vSphere

x‘+

<« c @

vm vSphere Client

Administration
~ Access Control
Roles
Global Permissions
~ Licensing
Licenses
~ Solutions
vCenter Server Extensio..

~ Deployment

@ & https;//10.123.183.49/ui/#?extensionld =vsphere.core.administration.clientPluginView

Menu v

Client Plug-Ins

Name

&2 VMware vSAN H5 Client Plu
gin

£3 VMware Update Manager

Vendor

VMware, Inc.

VMware

Broadcom Inc. or its subsidi

Version
6.8.3.10000
6.8.3.0000
o]

2asss

Description

VMware vSAN H5 Client Plugin

VMware Update Manager HTML client

Emulex OneCommand Manager for VMwar

@ v

Plugin ID
com.vmware.vsphere.clienth
5vsan

com.vmware.vum.client

com.emulex.ocmplugin.ocmpl

Administrator@VSPHERE.LOCAL v

VMware

Certified

Yes

Yes

No

&2 com.emulex.ocmplugin.ocm
plugin

System Configuration

aries e vCenter ugin

Customer Experience Im...
~ Support

Upload File to Service R
~ Hybrid Cloud

Linked Domains
~ Certificates

Certificate Management
~ Single Sign On

Users and Groups

Configuration

Recent Tasks Alarms

State

v Ena

v Ena

v Ena

3i

>

A

2
=

=

el £ [m[

&g L«;‘ - BB G e

1242
10-04-2019

6. Inthe Plug-in Manager window, note the status of OneCommand Manager for VMware vCenter 6.7 and Later (Emulex
OneCommand). If the OneCommand Manager for VMware vCenter 6.7 and Later installation is complete, the status of

Emulex OneCommand is enabled by default.

2.4 Enabling ESXi Management

This section describes enabling OneCommand Manager for VMware vCenter 6.7 and Later.

NOTE: Refer tothe VMware vCenter guide on the VMware website for information on creating a user with required

privileges and changing access permissions for a user in the Active Directory.

2.4.1 Requirements

Only a user with these specific privileges can read and perform active management in OneCommand Manager for VMware

vCenter 6.7 and Later:

= Extension.Register extension to register OneCommand Manager for VMware vCenter 6.7 and Later using the

registration utility.

m Extension.Unregister extension to unregister OneCommand Manager for VMware vCenter 6.7 and Later using the

registration utility.

m Host.CIM.CIM Interaction to read and manage data through the OneCommand Manager for VMware vCenter 6.7 and

Later.

Broadcom
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All other users, including the root user, of the ESXi host cannot perform any actions including reading data. If a user without
the required privileges attempts to perform an action in OneCommand Manager for VMware vCenter 6.7 and Later, an error

message is displayed.

NOTE: To configure user roles and assign privileges, refer to the VMware vCenter Server Guide on the VMware website.

2.4.2 Lockdown Mode Feature

Refer to the vCenter guide on the VMware website for information on enabling and disabling lockdown mode.

If lockdown mode is enabled for an ESXi host, only a user with the required privileges can access the ESXi host and manage
adapters using OneCommand Manager for VMware vCenter 6.7 and Later. All other users, including the root user, do not

have access to the ESXi host.

2.4.3 Enabling or Disabling OneCommand Manager for VMware vCenter 6.7 and

Later

OneCommand Manager for VMware vCenter 6.7 and Later can be enabled or disabled from the Plug-In Management

section.

NOTE: You must have sufficient privileges to access the Plug-In Management section. Refer to the VMware

documentation for information on configuring users and privileges.

To enable OneCommand Manager for VMware vCenter 6.7 and Later, perform these steps:
1. From the vCenter client window Menu, select Administration.

2. From the window’s left panel, select Client Plug-ins (Figure 7).

Figure 7: vCenter Client Plug-Ins Window

(5] vSphere - Client Plug-Ins X | Welcome to VMware vSphere 54 ‘ + \;‘Ei
< c @ @ @ https://10.123.183.49/ui/#?extensionld=vsphere.core.administration.clientPluginView w In @ =
vm vSphere Client Menu v Q, search Administrator@VSPHERE.LOCAL v
Administration
~ Access Control Client Plug-Ins
Roles
Global Permissions
~ Licensing
Name 'Vendor Version Description Plugin ID VMware State
Licenses Certified
¥Soldtions £2 VMware VSAN H5 Client Plu  VMware, Inc. 68310000  VMware vSAN HS5 Client Plugin comyvmwarevsphereclienth  Yes + Ena
Client Plug-Ins gin 5vsan d
vCenter Server Extensio. &2 VMware Update Manager VMware 6.8.3.0000 VMware Update Manager HTML client com.vmware.vum.client Yes v Ena
- Deployment G d
System Configuration &2 com.emulex.ocmplugin.ocm  Broadcom Inc. or its subsidi  12.2.95.5 Emulex OneCommand Manager for VMwar  com.emulex.ocmplugin.ocmpl  No v Ena
plugin aries e vCenter ugin d
Customer Experience Im...
~ Support
Upload File to Service R
~ Hybrid Cloud
Linked Domains
~ Certificates
Certificate Management
- Single Sign On
Users and Groups
Configuration
3i
< i >
Recent Tasks Alarms A
— L ol - ) c X = U = 12:42
o | = \y‘e‘ 9 f“"lH-Hil iﬁiHL‘)}‘ H P ih NG 5 rg
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3. Select the Emulex OneCommand Manager for VMware vCenter radio button.

4. Select Enable or Disable.

2.5 Registering and Unregistering OneCommand Manager for VMware
vCenter 6.7 and Later

OneCommand Manager for VMware vCenter 6.7 and Later can be registered with more than one vCenter Server.

To register or unregister OneCommand Manager for VMware vCenter 6.7 and Later with a new vCenter Server, perform
these steps:

1. Double-click the OCM for VMware vCenter Registration icon on the desktop. This icon is created when OneCommand
Manager for VMware vCenter 6.7 and Later is successfully installed. The Register/Unregister dialog is displayed
(Figure 4).

2. Enter the following details of the vCenter Server:

— vCenter Server Name — The IP address of the vCenter Server.
— vCenter Server HTTPS Port — The HTTPS port number of the vCenter Server.

NOTE: The vCenter Server HTTPS portis 443 by default. Change this value if you configured a different HTTPS port when
you installed the vCenter Server.

— Username — The user name with required privileges.
— Password — The user password.

3. Do one of the following:
— Click Register to register OneCommand Manager for VMware vCenter 6.7 and Later with a new vCenter Server.
or
— Click Unregister to unregister an existing OneCommand Manager for VMware vCenter 6.7 and Later with a vCenter

Server.
NOTE:

e If you change the host name of the machine hosting the vCenter Server, you must reinstall the vCenter Server
and re-register.

e [fthe vCenter Server is already registered with another instance of OneCommand Manager for VMware server,
it is replaced with this server instance.

When the operation is successful, a message is displayed.

4. Click OK and close the window.

Broadcom OCM-VM-HTML-UG124-100
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2.6 Uninstalling OneCommand Manager for VMware vCenter 6.7
and Later
Before you uninstall OneCommand Manager for VMware vCenter 6.7 and Later, you must unregister it from the vCenter

Server. For more information, see Section 2.5, Registering and Unregistering OneCommand Manager for VMware vCenter
6.7 and Later.

CAUTION! When you uninstall OneCommand Manager for VMware vCenter 6.7 and Later, ensure that you do not delete
the default configuration and log files that are stored in the $TEMP%\Emulex\OCM for VMware directory. If
these files are deleted, all historical information of active management performed from the host is permanently
lost.

To uninstall OneCommand Manager for VMware vCenter 6.7 and Later in a Windows system, perform these steps:

1. Navigate to the system directory to which you downloaded the ELXOCM-VMware-vCenter-<version>-Setup.exe
file.

2. Double-click the EL.XOCM-VMware-vCenter-<version>-Setup.exe file. The OneCommand Manager for VMware
vCenter window prompts you to reinstall or uninstall the application. Select Uninstall the application completely and
click Next. A progress window is displayed. A window indicating the detection of OneCommand Manager for VMware
vCenter 6.7 and Later appears.

3. Click OK.
When uninstallation is complete, the Uninstallation Completed window is displayed.

4. Click Finish. You do not need to reboot the system.

NOTE: You can also uninstall the OneCommand Manager application from the Programs and Features window.

2.7 Upgrading or Reinstalling OneCommand Manager for VMware
vCenter 6.7 and Later

To upgrade or reinstall OneCommand Manager for VMware vCenter 6.7 and Later in a Windows system, perform these
steps:

1. Navigate to the system directory to which you downloaded the ELXOCM-VMware-vCenter—-<version>-Setup.exe
file.

2. Double-click ELXOCM-VMware-vCenter-<version>-Setup.exe.
The OneCommand Manager for VMware vCenter window prompts you to upgrade\reinstall or uninstall the application.

3. Select Upgrade\Re-install the application and click Next.
The Installation Options window with the previous installation folder location appears (Figure 1).

4. Ensure that OCM for VMware vCenter is selected.
5. To change the installation folder location, click Browse and navigate to where you want the program files to reside.

6. Click Install on the Installation Options window.

The operation in progress window appears. When the installation process is complete, the OneCommand Manager
for VMware vCenter configuration window appears (Figure 8).

Broadcom OCM-VM-HTML-UG124-100
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Figure 8: Reinstallation Configuration Dialog

#= Emulex OneCommand Manager for ¥Mware vCenter E

OCM for YMware vCenter configuration

[~ QICM Far YMware wCenter server details

Hastrame (Fully Gualified): I OCMPluginServerMame, o DN

HTTP port number: I a0
HTTPS port number: I 443]

Moke:

1. The hostname should be reachable from all vour ES% servers,

2. Emulex recommends that vou accept the default porks so that you do not have ta
reconfigure the firewalls on all of wour ESX servers to accept alkernate ports.

3. If wou make a change ko the port numbers or the hostname you will need ko
re-register OCM For YMware wCenker.

Mext = I Cancel |

If OneCommand Manager for VMware vCenter 6.7 and Later was installed earlier with port numbers other than the

defaults provided, those configured ports are shown. If the port numbers are already in use, a popup appears next to the
port number.

NOTE: The Windows firewall setting must allow incoming connections on the HTTP and HTTPS ports that you configure
here.

7. Follow the instructions and complete the installation with steps 8 to 13 of Section 2.3, Installing OneCommand Manager
for VMware vCenter 6.7 and Later.
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Chapter 3: Using OneCommand Manager for
VMware vCenter 6.7 and Later

OneCommand Manager for VMware vCenter 6.7 and Later is available at the host level.

3.1 Viewing the OneCommand Manager for VMware vCenter 6.7 and
Later

After you are logged on to the VMware vCenter Server, the OneCommand Manager for VMware vCenter 6.7 and Later is
under the Configure tab for a particular host that you select in the client.

To launch the OneCommand Manager for VMware vCenter 6.7 and Later, perform these steps:

1.

2
3.
4

Log on to the vCenter Server. The home page is displayed.
Navigate to an ESXi host in the Navigation pane.
From the Host level view, select the host that you want to display.

Go to the Configure tab to access the OneCommand Manager for VMware vCenter 6.7 and Later.

3.2 Window Elements of OneCommand Manager for VMware vCenter
6.7 and Later

The window for OneCommand Manager for VMware vCenter 6.7 and Later (Figure 9) contains four basic components:

Figure 9: Host View with Callouts

Menu v (O search in all environments C @ v Administrator@VSPHERE.LOCAL v @

B 10.123.183.30 BETIENS = Emulex Device Information Area ©ns Command.Tab Information Pane Help Menu

Summary Monitor Configure Permissions VMs Datastores Netwdqrks Updates

w Storage ‘(

3
-_‘,5-: OneComniand MANAGER V:12.2.955

Storage Adapters

Storage Devices
Host Cache Configur.] W R30:123.163:30

S ADAPTER INFORMATION FIRMWARE IAGNOSTIC DUMP
Protocol Endpoints &% LPe35002-M2 —

IO Filters <« 10:00:00:90:FA:94:88:FO

S - Model: LPe35002-M2
o = 10:00:00:90:FA:94:88:F1 S E—— ;
Virtual switches anitactures: mulex Corporation
VMkernel adapters s @ LPel2002-M8 Serial Number:  NP81100592
Physical adapters o 10:00:00:00:C9:CD:31:AE Device ID: 62464
TCP/IP configuration o 10:00:00:00:C9:CD:31:AF HW Version: 0000000d

w Virtual Machines

Broadcom

OCM-VM-HTML-UG124-100

17



Emulex OneCommand Manager for VMware vCenter 6.7 and Later User Guide

3.2.1 Emulex Device Management Area

The Emulex Device Management area is a discovery-tree with icons that represent discovered hosts, adapters, and ports.

3.2.2 OneCommand Tabs

In a host view, the OneCommand tabs display configuration, statistical, and status information for network elements.

3.2.3 Information Pane

The information pane displays information based upon the OneCommand tab that is selected.

3.2.4 Help Menu

m  Help - Click to load the complete indexed online help for OneCommand Manager for VMware vCenter 6.7 and Later.

You can search for information for all OneCommand Manager for VMware vCenter 6.7 and Later tabs and functions.
m  About — Click to display the version of OneCommand Manager for VMware vCenter 6.7 and Later.
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Chapter 4: Viewing Host, Adapter, and Port Information

This chapter explains how to view host, adapter, and port information and how to reset a port.

4.1 Viewing Host Information

To view host information for a single host, select a host in the console tree-view and select the Emulex OneCommand tab.
The selected host’s information appears (Figure 10).

Figure 10: Information for a Single Host

{5 vSphere - 10.123.183.30 - OneC X ‘ + \;‘E‘
< c @ @ @ https://10.123.183.49/ui/#?extensionld=com.emulex.ocmplugin.host manage&objectid=urn:vmomi:HostSystem:host-37:2a04c96c-8300-4aa5- bxd INn @ =
vm vSphere Client Menu v (O, search in all environments C ® v Administrator@VSPHERE.LOCAL v
5] ] E] <] 7 10.123.183.30 ACTIONS ¥ Emulex Device Information Area One Command 7ab Information Panel Help Menu
7 dhcp-10-123-183-49.dhcp.b... Summary Monitor Configure Permissions VMs Datastores Netwdqrks Updates
[ Dev_DC e
+ [ Dev_Cluster v Storage - O _
[ 1012318328 Storage Adapters —_(;- OneComniand MANAGER V:12.2.955
A 10.123.183.30 (Maint... Storage Devices § 101238330
f 10.123.190.69 (Main.. Host Cache Configur, ADAPTER INFORMATION @
Protocol Endpoints @5 LPe35002-M2
I/O Filters < 10:00:00:90:FA:94:88:FO
+ Networking = ! . Model: LPe35002-M2
- 10:00:00:90:FA:94:88:F1 .
Virtual switches Manufacturer: Emulex Corporation
Wilicrriol ndlapliess v E5 LPel2002-M8 Serial Number:  NP8TI00592
Physical adapters = 10:00:00:00:C9:CD:31:AE Device 044
TCP/IP configuration © 10:00:00:00:C9:CD:31:AF HW Version: 0000000d
v Virtual Machines
VM Startup/Shutdo.
Agent VM Settings
Default VM Compati
Swap File Location
v System
Licensing
Host Profile
Time Configuration
Authentication Servi..
Certificate v
Recent Tasks Alarms A
g [olel[€lL][-[d][m[)] - BEG e L0k,

The following host information fields are displayed:

m Host Name — The host identifier.

= Number of Adapters — The number of adapters installed in the host.

= Number of Fabrics — The number of fabrics to which the host is connected.

m Operating System — The operating system and version installed on the selected host.

= Lock Down Mode — Indicates whether lockdown mode is enabled or disabled.

= |P Address — The IP address of the host.

= Number of Ports — The number of discovered physical ports that can be managed by this host.

= Number of Target Ports — The number of targets discovered across the ports.

m  CIM Provider Version — The versions of the Emulex CIM Providers that are running on the ESXi host.
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4.2 Viewing Adapter and Port Information

This section describes the available adapter and port information, and the procedure for resetting a port.

4.2.1 Viewing Adapter Information

When you select an adapter from the Emulex Device Management tree-view, the Adapter Information tab displays general
attributes associated with the selected adapter.

To view information for an adapter, perform these steps:
1. Select a host in the console tree-view, and if applicable, select the Emulex OneCommand tab.

2. In the Emulex Device Management tree-view, select an adapter. The Adapter Information tab is displayed (Figure 11).

Figure 11: Adapter Information Tab

View: | Adapter Information Maintenance | Diagnostic Dump

Maodel: 7101654, Oracde Sun Storage 16Gb Fibre Channel LP Universal HEA, Emulex
Manufacturer: Emulex Corporation

Serial Murnber: Q3765432

HW Version: 0000000k

IPL File Mame: HLZRS52

Adapter Temperature: Hormal

The following Adapter Information tab fields are displayed:

m  Model — The complete model name of the adapter.

»  Manufacturer — The manufacturer of the adapter.

= Serial Number — The manufacturer's serial number for the selected adapter.

HW Version — This field displays the JEDEC ID.

IPL File Name — The name of the IPL file.

m  Adapter Temperature — This field displays the following adapter temperature information:

— Normal: The adapter’s temperature is within normal operational range.

— Exceeded operational range — Critical: The adapter’s temperature is beyond normal operational range. If the
temperature continues to increase, the adapter will shut down. You must determine the cause of the temperature
issue and fix it immediately. Check for system cooling issues. Common causes of system cooling issues include
clogged air filters, inoperative fans, and air conditioning issues that cause high ambient air temperatures.

— Exceeded operational range — Adapter stopped: The temperature has reached the critical limit, forcing the
adapter to shut down. You must determine the cause of the temperature issue and fix it before resuming operation.
Check for system cooling issues. Common causes of system cooling issues include clogged air filters, inoperative
fans, and air conditioning issues that cause high ambient air temperatures.

— Not Supported: The adapter temperature is not available.
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After the system overheating issue is resolved and the adapter has cooled down, reboot the system or, if the system supports
hot swapping, cycle the power of the adapter slot.

4.2.2 Viewing Port Details

When you select an port from the Emulex Device Management tree-view, the Port Details tab contains general attributes
associated with the selected port.

To view details for an port, perform these steps:
1. Select a host in the console tree-view, and if applicable, select the Emulex OneCommand tab.
2. In the Emulex Device Management tree-view, select the port whose information you want to view.

The Port Details tab is displayed (Figure 12).

Figure 12: Port Details Tab
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The following Port Details tab fields are displayed:

= Port Attributes area:

Port WWN — The port World Wide Name of the selected adapter.

Node WWN — The node World Wide Name of the selected adapter.

Fabric Name — The 64-bit worldwide unique identifier assigned to the fabric.

Boot Version — The version of boot code installed on the selected adapter port. If the boot code is disabled, the field
displays Disabled.
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— Port FCID — The FC ID of the selected adapter port.

— PCI Function — The PCI function number of the selected port.

— PCI Bus Number — The PCI bus number.

— Driver Version — The version of the driver installed for the adapter.

— Driver Name — The executable file image name for the driver as it appears in the Emulex driver download package.
— Firmware Version — The version of Emulex firmware currently active on the adapter port.

— Discovered Ports — The number of ports that were discovered.

— Port Type — The type of port that was discovered.

— OS Device Name — The platform-specific name by which the selected adapter is known to the operating system.

— Symbolic Node Name — The FC name used to register the driver with the name server.

— Supported Class of Service — A frame delivery scheme exhibiting a set of delivery characteristics and attributes.
There are three classes of service.

e Class 1- Provides a dedicated connection between a pair of ports with confirmed delivery or notification of non-
delivery.
e Class 2 — Provides a frame switched service with confirmed delivery or notification of non-delivery.
e Class 3 — Provides a frame switched service similar to Class 2, but without notification of frame delivery or non-
delivery.
m  Supported FC4 Types — A 256-bit (8-word) map of the FC-4 protocol types supported by the port containing the
selected adapter.

m Port Status area:

— Link Status — This field indicates the status of the link on the selected adapter port.
m Port Speed area:

— Port Speed — The current port speed of the selected adapter port.

4.2.3 Viewing Port Statistics

When you select a port from the discovery-tree, the Port Statistics tab displays cumulative totals for error events and
statistics on the port. Some statistics are cleared when the adapter is reset.

To view statistics for a port, perform these steps:
1. Select a host in the console tree-view, and if applicable, select the Emulex OneCommand tab.
2. In the Emulex Device Management tree-view, select the port whose statistics that you want to view.

3. Select the Statistics tab (Figure 13).
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Figure 13: Port Statistics Tab
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The following Port Statistics tab fields are displayed:

Tx Frames — The FC frames transmitted by this adapter port.

Tx Words — The FC words transmitted by this adapter port.

Tx KB Count — The FC kilobytes transmitted by this adapter port.

Tx Sequences — The FC sequences transmitted by this adapter port.

LIP Count — The number of LIP events that have occurred for the port. This field is supported only if the topology is
arbitrated loop.

Loop initialization consists of the following:

Temporarily suspending loop operations.

Determining whether loop capable ports are connected to the loop.

Assigning AL_PA IDs.

Providing notification of configuration changes and loop failures.

Placing loop ports in the monitoring state.

m  Error Frames — The number of frames received with CRC errors.

Link Failures — The number of times the link has failed. A link failure can cause a timeout.
Loss of Signal — The number of times the signal was lost.

Invalid Tx Words — The total number of invalid words transmitted by this adapter port.

Ex Count Orig — The number of FC exchanges originating on this port.

Active XRIs — The number of active exchange resource indicators.

Received P_BSY — The number of FC port-busy link response frames received.

Link Transitions — The number of times the SLI port sent a link attention condition.
Elastic Buff Overruns — The number of times the link interface has had its elastic buffer overrun.
= Rx Frames — The number of FC frames received by this adapter port.

Broadcom OCM-VM-HTML-UG124-100
23



Emulex OneCommand Manager for VMware vCenter 6.7 and Later User Guide

Rx Words — The number of FC words received by this adapter port.

Rx KB Count — The received kilobyte count by this adapter port.

Rx Sequences — The number of FC sequences received by this adapter port.

NOS Count — The number of NOS events that have occurred on the switched fabric (not supported for an arbitrated
loop).

Dumped Frames — The number of frames that were lost due to a lack of host buffers available.

Loss of Sync — The number of times loss of synchronization has occurred.

Prim Seq Prot Errs — The primitive sequence protocol error count. This counter is incremented whenever there is any

type of protocol error.

Invalid CRC’s — The number of frames received that contain CRC failures.

Ex Count Resp — The number of FC exchange responses made by this port.

Active RPIs — The number of remote port indicators.

Receive F_BSY — The number of FC port-busy link response frames received.
Primitive Seq Timeouts — The number of times a primitive sequence event timed out.

Arbitration Timeouts — The number of times the arbitration loop has timed out. Large counts could indicate a
malfunction somewhere in the loop or heavy usage of the loop.

4.3 Resetting a Port

CAUTION! Do not reset an adapter port while copying or writing files. This action could result in data loss or corruption.

NOTE: Do not perform any active management operations on the ESXi host when resetting a port.

To reset a port, perform these steps:

1.
2
3.
4. Click Reset. The following popup is displayed (Figure 14).

Select a host in the console tree-view. If applicable, select the Emulex OneCommand tab.
In the Emulex Device Management tree-view, select the port that you want to reset.

Select the Maintenance tab.

Figure 14: Port Reset Popup

Port Reset

Are you sure you want to reset this port?

Click Yes. The adapter port resets. The reset can require several seconds to complete. While the adapter port is
resetting, the message Working is displayed. When the reset is finished, the message Reset Port Completedis
displayed.
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Chapter 5: Updating Firmware

OneCommand Manager for VMware vCenter 6.7 and Later enables you to update firmware for a single adapter.

NOTE:

e If a secure version of firmware (version 11.0 or later) is installed on an LPe16000-series adapter and you want
to update to an earlier unsecured version of firmware, you must remove the secure firmware jumper block
before performing the update. Refer to the installation guide for the adapter for more information.

e Ifyou start a firmware update and log out from the console before the firmware update is completed, all pending
jobs fail.

5.1 Updating Adapter Firmware

NOTE: ForLPe1200-series adapters, you update firmware on an individual port and not on the entire adapter. For all other
adapters, you update firmware on the entire adapter.

To update firmware for a port, or an adapter, perform these steps:
1. Select a host in the console tree-view, and if applicable, select the Emulex OneCommand tab.

2. Inthe Emulex Device Management tree-view, select the port (LPe12000-series adapters only), or the adapter, for which
you want to update firmware.

3. Select the Maintenance tab for LPe12000-series adapter (Figure 15) or the Firmware tab for all other adapters
(Figure 16).

Figure 15: Maintenance Tab (LPe12000-Series Adapters Only)

j)
£ OneCommand MANAGER V:12.2.95.5
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Initial Load:
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Kernel Version: 1.12a0
Operational Name: SLI-3 Overlay
SLI-3 Name: 2.02a4
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UPDATE FIRMWARE RESET
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Figure 16: Firmware Tab (Non-LPe12000-Series Adapters)

2
-';(‘f- OneCommand MANAGER V:12.2.95.5
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Firmware
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&5 LPe12002-M8 Active Firmware Version: 12.41304
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Boot Code Versions

FC Universal: 12.418.0
FC X86 BIOS: 12.4.110.0
FC EFI: 12.4.118.0
FC FCODE: 12.4.73.0

UPDATE FIRMWARE

4. Click Update Firmware. The Firmware Download dialog is displayed (Figure 17).

Figure 17: Firmware Download Dialog

Firmware Download

Ensure the HTTRS/HTTP ports are open and there s enough disk space on esxi host and

OneCommand

Mo file selected.

5. Click Browse and navigate to the unzipped, extracted image file that you want to download.

6. On the browse window, select the file and click OK.
7. Click Start Update. Upon completion, the firmware download status is displayed on the dialog.
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Chapter 6: Diagnostic Dumps

This section describes creating and viewing diagnostic dumps for Emulex adapters.

NOTE: Do not perform any active management operations on the ESXi host when creating diagnostic dumps.

6.1 Creating Diagnostic Dumps

Diagnostic dump enables you to create and manage a diagnostic dump for a selected adapter. Dump files contain
information, such as firmware version and driver version, that is particularly useful when troubleshooting an adapter.

You can retrieve user initiated and driver initiated driver dump files, delete the dump files, or repeat the process on all resident
dump files. You can also retrieve or delete dump files from remote hosts.

To start a diagnostic dump, perform these steps:
1. Select a host in the console tree-view, and if applicable, select the Emulex OneCommand tab.
2. In the Emulex Device Management tree-view, select the adapter. (Select the port for LPe12000-series adapters.)

3. Select the Diagnostic Dump tab (Figure 18). Diagnostic dump information is displayed.

Figure 18: Diagnostic Dump Tab

OneCommand MANAGER V:12.2.95.5

§ 10.123.183.30
@ LPe35002-M2 ADAPTER INFORMATION | FIRMWARE
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; : Currently, up to 8 dump files per adapter may be retained on this
Dump File Directory host. You may change the number of retained dump files, but be
aware that the individual dump files can be as large as &

/vmfs/volumes/Datastore megabytes.Take this into account when selecting a retention count

Maximum 60 chars 3 UPDATE
MODIFY DUMP DIRECTORY

Generate Dump

DELETE EXISTING DUMP FILES START DUMP SHOW DUMP FILES

4. Enter a location in the Dump File Directory field in the Dump Details area to set the dump file directory. The Delete
Existing Dump Files, Start Dump, and Show Dump Files buttons are enabled.
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NOTE: If the location is not specified, a prefix of /vmfs/volumes is added to the location.
5. To specify up to 20 files to retain using the Dump Files Retention counter, enter the number of files and click Update.

6. Click Start Dump to initiate a diagnostic dump on the selected port.

Click Delete Existing Dump Files to remove existing dump files for the selected port. Click Show Dump Files to display
the retained dump files. Click Modify Dump Directory to change the dump directory location.

CAUTION! Disruption of service can occur if a diagnostic dump is run during 1/O activity.

6.2 Viewing Diagnostic Dump Files

You can view diagnostic dump file names using the OneCommand Manager for VMware vCenter 6.7 and Later. The dump
files are stored on the host’s data store, and the client can be used to download dump files by browsing the host data store.

To view the diagnostic dump, perform these steps:

1. On the Diagnostic Dump tab, click Show Dump Files. The Diagnostic Dump Files window opens showing the
diagnostic dump files currently on your system (Figure 19). These files are available in the dump directory configured
from the Diagnostic Dumps tab. You can extract these files using the client.

Figure 19: Diagnostic Dump Files Window

Show Dump

dhcp-10-123-183-30.dhcp.broadcom.net_NPEN00552_190408-113231.txt

dhep-10-123-183-30 dhep broadecom.net_NPE100552_190408-13231.bin

2. Extract the dump files by using the client to download the dump files by browsing the data store. Click the Datastores
tab in the client. The Datastores view is displayed (Figure 20).
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Figure 20: Datastores View of Client
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3. Double-click the datastore to view its files, select the dump file, and click Download (Figure 21).
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Figure 21: Datastore Browser
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The file is downloaded to the location that you select. You can view the dump file in any text editor.
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Chapter 7: Generating and Installing Secured Certificates

OCMNG is a Web application, based on a client-server model, that runs on the Apache Tomcat Web Server. Data is
exchanged between the client (browser) and the server (on a remote machine), which requires a secure user logon to
manage Emulex adapters on different and multiple hosts.

7.1 SSL Certificate

A Secure Sockets Layer (SSL) certificate establishes an encrypted connection between the Web server and the Web
browser on a remote machine. This connection allows private information to be transmitted without eavesdropping, data
tampering, or message forgery.

An SSL certificate provides security through encryption and authentication. Encryption is ensured by accessing the remote
server using the HTTPS protocol and an SSL certificate.

NOTE: If OneCommand Manager for VMware vCenter 6.7 and Later is running, the server must be configured to support
HTTPS protocol access and provide a self-signed certificate.

The OneCommand Manager for VMware vCenter 6.7 and Later server is authenticated to the browser by a public key in the
self-signed certificate.

7.1.1 Generating an SSL Certificate

To allow secured communication between the client and server, perform these steps:

1. Generate a self-signed certificate with a keystore file for each server providing the server's domain name and company
details. See Section 7.1.2, Generating a Self-Signed Certificate, for instructions. For more information, refer to the X.509
attributes list on the International Telecommunications Union website.

2. Use this certificate to create a request to the customer's trusted certificate authority (CA). The request certificate is
referred as a Certificate Signing Request (CSR). The CA issues a new SSL certificate. See Section 7.2.1, Generating a
CSR for a Server Using the Java Tool, for instructions.

3. Import the new SSL certificate to the application server, and install the SSL certificate on the client's browser. See
Section 7.2.4.1, Installing the Certificates to the Keystore of OneCommand Manager for VMware vCenter 6.7 and Later,
for instructions.

4. Configure the server to use the keystore file. See Section 7.2.4.2, Configuring a Web Server, for instructions.

5. Access the server's content through the browser using the HTTPS protocol.
The browsers understand the certificate, and the browsers allow access to and from the remote server.

Broadcom OCM-VM-HTML-UG124-100
31



Emulex OneCommand Manager for VMware vCenter 6.7 and Later User Guide

7.1.2 Generating a Self-Signed Certificate

A self-signed certificate is a certificate that is signed by itself (the server hosting OneCommand Manager for VMware
vCenter 6.7 and Later) rather than a trusted CA. This self-signed certificate includes a public or private key that is distributed
by the SSL to verify the identity of the server.

A self-signed certificate can also be used as an alternative to SSL certificates if the server is not running in a public domain.
If a self-signed certificate is used in place of an SSL, a warning is shown in the browser before accessing the server content.

For Java-based applications, a self-signed certificate can be generated using the tools provided by Java. This creates a
keystore file that must be installed on the Web server. This keystore includes a private key specific to the server used for
generating a CSR and authenticating the server.

Because the OneCommand Manager for VMware vCenter 6.7 and Later server is developed using Java, it leverages the
keystore tool provided by Java to generate the self-signed certificates at no cost.

NOTE: The self-signed certificate for the OneCommand Manager for VMware vCenter 6.7 and Later server is generated
and installed on its server as part of the OneCommand Manager for VMware server installation on a Windows
machine. This self-signed certificate is generated with Broadcom® organization details using the RSA algorithm
and a private key of size 2048 bits.

To generate a self-signed certificate, perform these steps:

1. In the OCM for VMware installation directory, go to ApacheTomcat\conf.
>>cd /d  "C:\Program Files\Emulex\OCM for VMware\ApacheTomcat\conf"

2. Run the following command:

>> . .\..\JRE\bin\keytool.exe —-genkey -alias <new-alias> -keyalg RSA -keystore emulex.vcplugin.jks
-keysize 2048

NOTE: You can change alias, keysize, and keystore name.

Example

Enter keystore password: (Enter "emulex" if using the same keystore name)
Re-enter new password:

What is your first and last name?

[Unknown]: pluginserver.ad.emulex.com (Give the complete domain name of the server [FQDN])
What is the name of your organizational unit?
[Unknown]: ocm
What is the name of your organization?
[Unknown]: elx
What is the name of your City or Locality?
[Unknown]: bg
What is the name of your State or Province?
[Unknown]: ka
What is the two-letter country code for this unit?
[Unknown]: in
Is CN=pluginserver.ad.emulex.com, OU=ocm, O=elx, L=bg, ST=ka, C=in correct?
[no]: vyes

Enter key password for <elxocm>:
(RETURN if same as keystore password)
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7.2 Generating a CSR

A Certificate Signing Request (CSR) is a block of encrypted text that is generated on the server on which the certificate is
used. A CSR contains information to be included in the SSL certificate, such as the organization name, common name
(domain name), locality, country, and other X.509 attributes. It also contains the public key that is included in the certificate.

The CA uses the CSR to create a new SSL certificate.

7.2.1 Generating a CSR for a Server Using the Java Tool

To generate a CSR for a server, use the Java tool available in the jre/bin folder. The syntax using the Java tool follows:
keytool -certreq -keyalg <algorithm> -alias <alias-name> -file <csr-name> -keystore <keystore-

name>

Example

keytool -certreq -keyalg RSA -alias selfsigned -file elxocmreg.csr -keystore emulex.vcplugin.jks

7.2.2 Generating and Validating a CSR

To generate a CSR, perform these steps:

1. Generate a self-signed certificate (see Section 7.1.2, Generating a Self-Signed Certificate, for instructions).

2. Generate a CSR using the following syntax:

>>..\..\JRE\bin\keytool -certreq -v -alias <new-alias> -file elxocmreqg.csr -keypass elxocm -

keystore emulex.vcplugin.jks

Enter the keystore password: (Enter "emulex" if using the default keystore name)

Certification request stored in file <elxocmreg.csr>

To validate a CSR for its completeness, perform these steps:

You can validate the generated CSR for its completeness before submitting (with the help of the CA). Copy the CSR content

from the following link for validation.
http://www.sslshopper.com/csr-decoder.html

NOTE: The CSR must begin and end with the following tags:

MIIC2TCCACECAQAWZDELMAKGAIUEBhMCaW4xCzAJBgNVBAgTAMthMOswCQYDVQQHEwWJ1ZzEMMAOG
AlUEChMDZWx4MOwwCgYDVQQLEWNvY20xHzAdBgNVBAMTFmJInc3NS5ZWOXxLmEFkImVtdWx1leC5jb20w
ggEiMAOGCSQGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCDhov1jXhfiNPM/5eBsX4280AI13YARNOp
R6Z7e0gs1r5Qh07kT58M6T8 fER+NpIN7WhOOF/ThsFsSO0gmfYwIQqttvtgldtxUGpvFe9lywbP+1
kY+w6GOyPTG2gnXgILtX5ArZbC2UBbz+J8WI3SjPHX1SY35EZWnyZZmIN8v1ivOe9e21£8vwRkn/ 4
fdfFrpoQa3H+GcAIJMRSBRTASHOMXQv6HaASZ0BbsABisFx4scqgSuM/HIKLP6GCcSHR61bzHEi0/NH
4qU/s6I2LC5DvGS1hIW3PPbmblrxBiEFpjPtWhfzPxPMKSU8uey+1EQUIPMSOFMTx0630YnMeiSX
X5mxAgMBAAGGMDAUBgkghkiGOw0OBCQ4x ITAfMBOGAIUADGQWBBSvPKLBF31Y03Jin9kI4ym94bJi
zJANBgkqhkiGOwOBAQSFAAOCAQEALS94wzEULDAMQOJITi6fiDTYXK2KFWIGMBf jxZ2IGex2zx1HL
mOS14BGSWk5dvSMwgDBC1414C79rUO1TUwwWs 9zFgMHynndQ2Z2e2vuINTWU1lnFyFb37/rEvbFufB
QVvFXgycaKRgUpWo2x5sekRJRAPxXI/VLWOFRLLrzcVykgZ/sg3QrO4ezl1KFc49putOvKpvIldy9
19BN2REUWr1mg5y3L8nx8mKX9dRmMP6CKzHBaVrvY+nVju+VE/1ikfTtQIDEXAIW2Q7A0bpcOaudnf
Nsaey+u27vGy77gAv7092xBHsDyOrD7C0Oy/83b1941gmVBVY4dt04960XkOHCAOtxA==

————— END NEW CERTIFICATE REQUEST----
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7.2.3 Getting an SSL Certificate

The CSR can be submitted to the trusted CA (as chosen by you). The CA validates the CSR and issues a new SSL
certificate.

7.2.4 Installing the SSL into the Web Server

When you receive the SSL certificate from the CA, you must install the SSL certificate on the server to accept the secure
connections.

NOTE: The CSR must be generated on the same machine that the server is running on. The SSL certificate must also be
installed on this same server.

7.2.4.1 Installing the Certificates to the Keystore of OneCommand Manager for VMware vCenter
6.7 and Later

The Root Certificate file, the Intermediate Certificate file, and the Primary Certificate file must all be installed in the keystore.

To install the certificates to the keystore of OneCommand Manager for VMware vCenter 6.7 and Later, perform these steps:

1. Download the SSL certificate file from the CA. Save the SSL certificate file to the same directory as the keystore (self-
signed certificate) that was created for the CSR.

NOTE: The certificate works only with the same keystore that was initially created for the CSR. The certificates must be
installed to your keystore in the correct order.

2. Install the Root Certificate file.

Every time you install a certificate to the keystore, you must enter the keystore password that you chose when you
generated it. Enter the following command to install the Root Certificate file:

keytool -import -trustcacerts -alias root -file RootCertFileName.crt -keystore keystore.key

If the following message is displayed, select Yes:

Certificate already exists in system-wide CA keystore under alias <...> Do you still want to add
it to your own keystore?

If successful, the following message is displayed:
Certificate was added to keystore.

3. Install the Intermediate Certificate file.

If the CA provided an Intermediate Certificate file, you must install it here using the following command:
keytool -import -trustcacerts -alias intermediate -file IntermediateCertFileName.crt -keystore
keystore.key

If successful, the following message is displayed:
Certificate was added to keystore.
4. |Install the Primary Certificate file.

Use following command to install the Primary Certificate file (for your domain name):
keytool -import -trustcacerts -alias tomcat -file PrimaryCertFileName.crt -keystore keystore.key

If successful, the following message is displayed:
Certificate reply was installed in keystore.

All the certificates are now installed to the keystore file. You must configure your server to use the keystore file.
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7.2.4.2 Configuring a Web Server

NOTE: These configuration changes are not required if the default keystore name and password are used. If they are

—_—

A @ DN

different, you must change the configuration as needed.
Copy the keystore file or SSC to a directory (preferably, the conf folder) of the Web server.
Open the file $ {CATALINA HOME}/conf/server.xml in a text editor.
Uncomment the SSL Connector Configuration.
Make sure that the keystorePass matches the password for the keystore and that the keystoreFile contains the path and

file name of the keystore.

Your connector should be displayed similar to the following:

<Connector className="org.apache.catalina.connector.http.HttpConnector" port="8443"
minProcessors="5" maxProcessors="75" enablelookups="true" acceptCount="10" debug="0"
scheme="https" secure="true">

<Factory className="org.apache.catalina.net.SSLServerSocketFactory" clientAuth="false"
protocol="TLS" keystoreFile="./conf/emulex.vcplugin.jks" keystorePass="emulex"/>

Save the changes to server.xml.

Restart the Web server.

If you launch the OneCommand Manager for VMware vCenter 6.7 and Later URL in the browser, the application should
start normally.

NOTE: Use the host name with the domain name that you used to generate the CSR.
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Chapter 8: Troubleshooting

This section includes information about certificate or insecure-content warnings that might be displayed on the console. This
section also describes unexpected circumstances and some proposed solutions.

8.1 Security

OneCommand Manager for VMware vCenter 6.7 and Later can be installed on different machines. As a result, certificate or
insecure-content warnings can occur. The two ways to remedy the issue are:

= Accepting the blocked content — temporary solution
= Installing a security certificate — permanent solution

The Microsoft Edge browser does not allow you to accept blocked content. See Section 8.1.3, Installing a Security Certificate
in Edge Browsers.

8.1.1 Accepting Blocked Content

Accepting blocked content is not a permanent solution, and you must repeat this procedure every time you use
OneCommand Manager for VMware vCenter 6.7 and Later. If you want a permanent solution, you must install the correct
security certificate. See Section 8.1.2, Installing a Security Certificate in Internet Explorer 11 or Later Browsers.

To accept blocked content in Internet Explorer 11 or later, Chrome, and Firefox browsers, perform these steps:

1. Load the plug-in URL in a separate tab or window.

The plug-in URL format is:
https://<plugin-server>:<https-port>/elxvcplugin
For example:
https://pluginserverhostFQDN:443/elxvcplugin

2. Confirm or accept the certificate popup (Figure 22).

3. Refresh the vCenter web client tab or window.

Figure 22: Blocked Content in the Firefox or Chrome Browser
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8.1.2 Installing a Security Certificate in Internet Explorer 11 or Later Browsers

A permanent solution to the security warnings is to install the correct security certificate.

To install a security certificate in Internet Explorer 11 or later browsers, perform these steps:

1. Open Internet Explorer in Administrative mode.

2. Load the plug-in URL, and accept the certificate warning.
The plug-in URL must have the following format:

https://<plugin-server>:<https-port>/elxvcplugin

The page loads with a certificate error.

3. Click Certificate Error. A list appears showing the untrusted certificate (Figure 23).

Figure 23: Untrusted Certificate
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4. Click View certificates in the Certificate Error list. The Certificate dialog is displayed (Figure 24).
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Figure 24: Certificate Dialog

Certificate

General |Details I Certification Path I

<l Certificate Information
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Learn more about certificates

Ok |

5. Click Install Certificate. The Certificate Import Wizard is displayed (Figure 25).

Figure 25: Certificate Import Wizard

Welcome to the Certificate Import
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This wizard helps you copy certificates, certificate trust
lists, and certificate revocation lists From your disk to a
certificate store,
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a confirmation of your identity and contains information
used to protect data or ko establish secure network
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certificates are kept,
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6. Follow the wizard instructions and install the certificate to the Trusted Root Certification Authorities location.
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8.1.3 Installing a Security Certificate in Edge Browsers

To install a security certificate in Edge browsers, perform these steps:

1. Enter the plug-in url in a new tab in the Edge browser. (This is the IP and port where you installed the plug-in exe.) For
example:
https://10.123.183.15:443/elxvcplugin

You should see a Certificate error message in the address bar.

Click Certificate Error and select View Certificate. The Certificate Information dialog appears.
Click Export to file and save the <filename>.crt to your system.

Open the Certificate Manager.

Navigate to Trusted Root Certification Authorities, and select Certificates > All tasks > Import.

o ok w0 N

Add the saved security certificate and relaunch Edge.
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8.2 Issues and Resolutions

Your system might operate in an unexpected manner in several circumstances. The following table explains some of these
circumstances and offers one or more solutions for each issue.

Table 1: Troubleshooting Issues and Resolutions

Issue

Resolution

The Emulex OneCommand tab is not visible in
the console.

From the menu, select Administration. Under client Plug-Ins, check the status of the
Emulex OneCommand Manager for VMware vCenter 6.7 and Later (Emulex
OneCommand). The status must be Enabled. If it is not enabled, enable it.

On the machine where OneCommand Manager for VMware vCenter 6.7 and Later is
installed, make sure that the port numbers configured during the installation are open
and dedicated to the plug-in server only. No other service should be listening on this
port.

When you select the Emulex OneCommand
tab in the console, the Emulex Device
Management tree-view does not display any
elements.

Ensure that you have the required privileges to view information in the console.

There is slow response from OneCommand
Manager for VMware vCenter 6.7 and Later.

Ensure that the following are on the same network:
m  ESXi servers managed by the OneCommand Manager VMware for vCenter Server

m  Systems hosting the OneCommand Manager for VMware vCenter 6.7 and Later
server

m  OneCommand Manager for VMware vCenter 6.7 and Later

Firmware update fails.

On the ESXi host, check the firewall settings and ensure that the HTTP/HTTPS ports
are open. Use the following command to disable the firewall:
esxcli network firewall unload

Firmware update fails with the error message
Error reading resource.

Check the following:

NOTE: Make sure that you can run the ping command on the host name, on which the
OneCommand Manager for VMware vCenter 6.7 and Later is installed, from the ESXi
host. If you cannot run the ping command on the host name, either reinstall providing
the reachable IP or host name (with domain) or add the host name to the DNS.

m  Check the memory space in the ESXi host and clean up the old logs.

When you make any changes to the ESXi host,
such as plugging cables, unplugging cables, or
storage references, OneCommand Manager for
VMware vCenter 6.7 and Later does not reflect
the change immediately.

Restart s fcb on the ESXi host using the command:
/etc/init.d/sfcbd-watchdog restart

When OneCommand Manager for VMware
vCenter 6.7 and Later loads within the console,
it displays a security warning.

See Section 8.1, Security.

Registration of a new host from a non-English
system results in a Host not Pingable error.

When adding the host, change the locale of the system to English. Once the host is
added, the locale can be changed.
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Appendix A: License Notices

A.1 VI Java SDK

Copyright (c) 2012 Steve Jin. All Rights Reserved.

Copyright (c) 2008 VMware, Inc. All Rights Reserved.

Copyright (c) 2009 Altor Networks. All Rights Reserved.

Copyright (c) 2009 NetApp. All Rights Reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

* Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

* Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following
disclaimer in the documentation and/or other materials provided with the distribution.

* Neither the name of VMware, Inc. nor the names of its contributors may be used to endorse or promote products
derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.

IN NO EVENT SHALL VMWARE, INC. OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS
INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

A.2 @webcomponents/custom-elements

BSD-3-Clause

# License

Everything in this repo is BSD style license unless otherwise specified.

Copyright (c) 2015 The Polymer Authors. All rights reserved.

Redistribution and use in source and binary forms, with or without

modification, are permitted provided that the following conditions are met:

* Redistributions of source code must retain the above copyright

notice, this list of conditions and the following disclaimer.

* Redistributions in binary form must reproduce the above

copyright notice, this list of conditions and the following disclaimer

in the documentation and/or other materials provided with the

distribution.

* Neither the name of Google Inc. nor the names of its

contributors may be used to endorse or promote products derived from

this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT

(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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