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SR AN E EBR DT/ Server Administrator IRE AP LTSImRS EIEN. REEMRE | R5REHPIEI-R Web Server
iilm_lﬁo

X.509 iEEEH

FEFH Web IEFPRBIRSTERFAINSDIFFFIIEEASHEEMABTEREN. ITHERSFLZE | BEEENEER X
509 UEH. EFERILE X.509 IEBESARKEIAEE (CA) AURIEPEIERE. SRMNAY CA 845 Verisign, Entrust §J Thawte,

@ |7+ ERTIEPER, YFAUEERPRER.
LM EIRREETE Server Administrator B X.509 IEH, BAHEIILE | 5£1E Web Server iEIT£ |, A58 X.509 iEH.

X.509 IE P ERH s ESL B
J9 T {RUFFE(ERR Server Administrator RINRAL S | ISMIRLATEIRN :

IE—BIEN S FrE%% T Server Administrator IR FEROZIAEE—IIENZ.

;%;’ruélocalhost" B A NIRRT localhost FYRFeEBR B BUAME—RIEAZ,

Remote Enablement &3k

Remote Enablement THREB RIS LA T RFANT S ¢

Microsoft Windows
¢ Microsoft Hyper-V
Hyper-V Server

2% Remote Enablement IHEE , IBERF LB TEIN :

o Windows IEEEIE (WinRM)
o NIHIEEE/BSIEH
o WIinRM HTTPS {ralfr28im
WinRM # Windows Management Instrumentation (WMI) IRS3E8181Y

L2234 WinRM

BOANBRT , 7 Windows Server 223 Windows ZPimiR{EZRSF0] WinRM 2.0, 1E Windows Server £, BRIAZZEE WinRM 11,

W EZERIEBMBEIESR

EEERAITESEERNERSESIETS (£ SelfSSL TEAR ) |, FREERSF EREEMBLE Remote Enablement THEE,



@ | #: B ERIMENHEBHES.

ERNEH A ERIED
EEAAEISERNES

1 EBIFAEEENERER.
2 ERANEEEZANEREE HTTP {Rifas.

BRIFNIEN RN B POED
EEH TSRS :

BT > BIT.

A\ mmc , AFRTHAE.

Bt > R/ Mg E R e T,

EERIES | REBRTR,

EERERATXIEEP , EERHENK, |, AERET—5.
ERAHH A, |, ARRETM.

BFxH , AEREHE.

EEFIEEO+S , EAEMNSAMERTRIES (FibHEHD .
BERELEMA | EEAEES > RIFHER.

BET—%.

ERSIENIERERE , FER GHEN) | AERERE.
BFEm.

ERINEN 9 Z2 R AOER 6& HTTPS nlrss

BITREER  RERIRFMCEREF LAISERLIGIRE HTTPS {Rifas.
@ | 3: BRIAB A HTTP (072834107 80 350

79 WIinRM #1 WMI BR55 &80 B B P
ERMHXT WinRM 1 WMI IRSHIBIENR , MR B INESA AR,

@ |+ EREAPFEN — 3F WinRM 1 WMI fR %88, L FEREERMNRER. - 3T Windows Server #{ER%E, SHAUANE
Administrator, 1#&¥8 558 Domain Admins F1 Domain Users AR R S HES.

@ | #: RAEA TREEEES.

© 00 N O o0 b NN

S s
N — O

WIinRM
9 WinRM IRSSESECE 1SN ¢

1 BEFE > BT
2 H#EAwinrm configsddl , REBEEHE.
WNSRE(ER WInRM 2.0 , BN winrm configsddl default,
3 BERmM , HAZIRPRIGENBRSAE (A1 ) .
DBIANAFEFESSIRF R ERE.



WMI
EH WMI IRSSEEELE RSN ¢

1 B> ET.
2 BN wnmimgmt.msc , ASEREGHRE.
55 7~ Windows Management Infrastructure (WMI) FRE.,
3 AREREAEERTH WMIEH (Kih) TR, ARRTEM.
EBBEER WMIEES (Kt BHEFES.

SfZE#R > DCIM > sysman,
BFE&e,
ERBERRERR.
7 BERMARSFRPRIMSERNBEFSA (A4 ) .
DRAAPEFIELISIR | AEREHRE.
BAFHRE.
10 X[ Windows Management Infrastructure (WMI) B&.,

73 WinRM B2 & Windows B AHE
9 WinRM BtE& Windows BHXIE :

FIFHEHIER.

a5 Windows BN 1E,

B FIsMETT R,

E4E Windows ITZEEEIRIE, MREAFZNZEHE , BRERMERFLIRFIN Windows ITIEETE,

73 WinRM Hit B F 38 K /),
) WinRM EEEEIE A/ :

@ |7*: #£ WinRM }§Z 2.0 £, B WinRM [RZ 2.0 Mk SRR LUEARO 443. BUAER T, WinRM Rz 2.0 £ 40 5986.
ERRARAEN, HEAUTHS:

winrm s winrm/config/Service @{EnableCompatibilityHttpsListener="true"}
1T IR,

A winrm g winrm/config,

18 MaxEnvelopeSizekb EI4AYE. NRIZE/\TF 4608 , WEEALL TS :

winrm s winrm/config @{MaxEnvelopeSizekb="4608"}
4 ¥ MaxTimeoutms FOEIRE N 3 4P :

winrm s winrm/config @{MaxTimeoutms ="180000"}

DNy -



. . = e I M
#£ Microsoft Windows #{E&R 4 L REKEIB RS
X1
B Dell EMC OpenManage Systems Management Tools and Documentation 3U&RT , &7 Microsoft Windows _+&r=—1NBansi7H
NAERF. EARAEFEERSEEERR L ENRREERMY.

NRBINETEFRAEEESD , iB5EA DVD BB RPHIBINETIEREL Dell EMC OpenManage Systems Management Tools and
Documentation ER44RY srvadmin\windows BRPHIZLEERERE. 15815 (Dell EMC OpenManage EZEEZI5EZ) | REXRISS
FRMERFEHFIZR,

@ | 5%: 1€ Dell EMC OpenManage Systems Management Tools and Documentation 3 {4\ {TEE R G B T A BT TR
RRE. NGSITREMENHINEE.
FRE -
Server Administrator HIEBEER
TERAMENRFIRE
s FEEBRFRG
HEEERRRM

Server Administrator B2 251

1SR LMERLLIT A ALZE Server Administrator :
o EHITERS (EICERBKEATWL ) %% Server Administrator Web Server , HEB— N FNR ST L% %= Server

Instrumentation,

TEIXFT5iES |, Server Administrator Web Server HI#T5R Web IRS525I08E , AILAERERBNETMEERS. ERXMITEY
LUR/ D TR 2 S ERY Server Administrator ¢,

o PFHEE—ZRF L% Server Administrator Web Server F[] Server Instrumentation,

TFRF T LEEFER Server Administrator FIEREIER , HESENSEISES ML ST IERRRIEE

=.4: BEFR

NES (LA, SXEIRSSES ) TESTEFENEENE | Server Administrator Web Server, SARNEESIER S L&%
HRFEMLE, Server Instrumentation,

£ Web FIFRE L EEEN SRR SR, Server Administrator Web Server ] Server Instrumentation,
ErSITRE L EEMNENLEIRE. Server Instrumentation F1#<{TH M.

?%‘:é\}/\E/indows Management Instrumentation FRE_EEIEFNMSNZ45T | Server Instrumentation ] WMI.

AEERENEEEINY AT L EENEN SRS, Server Instrumentation ] SNMP.

N RAEENENXNERS. Remote Enablement




IFFE Microsoft Windows HIzfTHIZSE , Remote Enablement
{SIF Server Instrumentation &I N, ARWRTETERS &
% Server Administrator Web Server,

BEEIEEIIEERZFANAMIITIEFEIORS | FEEMEF M | Storage Management,
BRI EEHERER.

EAELRLEE TR, SRAETRNERENFTEE | iDRAC #$1TIA,
= ERS T

@ | EREEERERELH, EARMERENTRETERSE L RLEHEMEEENYL (SNMP) RIEBEF.

ZEREFVE
LEIEFHINER

DVD Drive\srvadmin\windows\SystemsManagementx64\SysMgmtx64.msi

22 3E Server Administrator

ATRBEMA{E LA TN LRSS Server Administrator FIEtEEIRRFIR
{88F8 Dell EMC OpenManage Systems Management Tools and Documentation £t srvadmin\windows FRRZ2EEF2 R,
BT Windows RHFERF5 |22 msiexec.exe FRTTABTLESIE.

3£: SNMP fRE <7 Systems Management ZEMEFHHIEFIEHBE). Fik, EtbE=5REHHT SNMP 1k, MRE=
FREEL, NFEHNEHBERSE.

| W FITIRRS, ENETRENSMIRESHFER L% Server Administrator.

E: TER THFH Windows A%t &% Server Administrator B, MIRERAELFBERHE, NSBRHREHBHANE. XHHE
N AEFEITEANREORRAENES, REBEHEARYE Server Administrator .

A IREM MSI XA AP EFIRER RN ESR A F G LR % Server Administrator, URFFEMHBTRIHE

Server Administrator installation program could not install the HAPI driver., WM HIAETRR RS
PITREDE. BHRATMUERUTAEMIIRE Server Administrator:

BT setup . exe {4 |, B,

ERBPEGSRTN > UEERSHET , AR CU B TETRRERBS. BX CUEANESER | 550 CL
BHREEERFR

ZEREFSBRIRAOERER | EENERRFNINEREEE (PC) B RiEH RSO .
Systems Management Z4eFEFEH A REEIHF B E X REEIE , AJZREE Server Administrator FIEEEIRR AR,

HERHER

Server Administrator FUZREER
AEmSITRE

© © 0 0




-
AR L
MBHR R EFERF I8 Server Administrator ZZEF2ERF , FHARMB LRI , REREFELEUTEBRRFIRMEINGE |

e Server Administrator Web Server
e Server Instrumentation
FEEE
ITRE
WMI
SNMP
BMERREHTICR
DRAC @17 TR
+ Intel SNMP RIEEFER:
+  Broadcom SNMP (XIBfERF
«  Qlogic SNMP (XIRfERs

EELAIAEHRE] , AR EIZIRSFERE G IREEKRNIN I BB RBSEASTEESIER S L. 6180, BRIFEIEBERGIESTE
Remote Access Controller , ZNER B IETFED ARSI Server Administrator Remote Access Controller [REZEk{tiESR, (B2 |, &
AL E B E M REFIEFERSE DRAC ST T RIRAHER,

@ | ERWRERHNERF, BEERARER TETREER.

@ | #: RHEEREEXREERA 124t Remote Enablement I1gk.

® | 7£: Server Administrator REERHE RG LR EK—LENEM Visual C++ BITRHEEH .

@ | i#: AT B E X REATHEREBERME RN B B R aHE R,

@ | 3+ KM 32 iz OMSA F4BZ 64 {izkt, Server Administrator Web Server &£ T35 SAL & & %1% 5 H B — M BRUIASTHE S C:

\ProgramData\Dell\ServerAdministrator.
HRLERT , MIRLEEFONEISHANRE | WEEIERSAZFHZERN OMSA,

SAE , SHXERPRIRERSBEEIR L ERHR BN SEIFIEAN.

BINSNIZER , FEEIAIASUESR C:\ProgramData\Del\ServerAdministrator PSHAVEIETUSHMIER. MNRSANEKY |, BIER
B SIS EREIBOAE.

BEXRE

AT E AR T a5 B B X R REIILREE Server Administrator FIE{hETR RSN,

® | i ERUNEERGRSTURREHRRAENERY. TLUEERRBR.

® | E ERIREEER, SECRAVRES TETREER.

BHITEENZE

1 LAPER Administrator, 158 R5;/EF Domain Admins ] Domain Users A IS N B R BELRZ A EBIENRA.

2 XAFEFFHIN B H T SR,

3 ¥ Dell EMC OpenManage Systems Management Tools and Documentation RS ZIZR 80 DVD IRENEE R, RSB r~Bzs
173,

4 MNBEhsfTEE %R Server Administrator , ARG %%,



FRS 2T Server Administrator BRSPS HR | FFAEERRETRIEFMNE. RASERHIRXEN. EEER
HE. BRRATEERINEENRE (NRE) .

5 BHRIE. BK. EE5MEk Server Administrator 1%,
ZHLTRWID{ER Server Administrator ZE RS FE,

6 BET—H.

RARTREREITITIYL

7 PERESIFTIHURRISRK  ARRET—H.
RARTETRRELBIE.

8 EEBEX A AERETF—F.
AARTREEXRETIEE.

9 IEREERS LTEAATREIRE.

WMBREARSIFNRS LZ% Server Administrator , ZHRAZFFF(XE7 Server Administrator Web Server 11T,
BRI NS BRI ER. NEPINENZLSETRIE X, BABRT , IRARFHEEEFAINE NG
IREARSSTHAEY |, NRHESHHEEIER B BIRIZIEE.

BESTEEERRATRGNNABRER  BRET—$. BN , FREFLFINEEBLEEERFRHNBER  ARREH
xE.

10 BEREXRENHEETHOT—H , LUESZLRIMAEIRAIIRE,

O T A HIEIERERE, REFERFHNER. NRERETEOENMTUNERERY, RETEFLERE
R, NTERGETITENRE.
AT BB HH B R BUEETHEE.
1 AWERHE RBEFENEEEEL R —.
- HERAVHEER (FF)
« REHHBBN
S B & RERFXNEE,

12 BERERURREERIREIIRE.

MRS R/ RR % Server Administrator FF& , FHETRIRHIHREIZINSIIAE, LREERE  SERREAFERRINE
TE,EEF'@,@U\-F,E% iDRAC is an out-of-band management system that allows system
administrators to monitor and manage PowerEdge Servers and other network equipment, remotely.
iDRAC works regardless of Power status and operating system functionality. For more
information, visit http://pilot.search.dell.com/iDRAC.

13 EATHRSERIBH Server Administrator Z22€,

NRIRTEHS SRS , IENATENS ISR TIER | LERRAIEERGREGIRS LR -
- B, NEEHISRS.
- B, HREMISRS.

@ | F: INRAERETIEDIEET Remote Enablement, £ Windows Hff B EFIFIEREIRIEE A provider, WinTunnel, has
been registered in the Windows Management Instrumentation namespace ROOT\dcim\sysman to use
the LocalSystem account. This account is privileged and the provider may cause a security
violation if it does not correctly impersonate user requests.. B LU BRG LT E S H R Ak .

UEPSIEEE

TRRMENRTRE

PITEERGRHNEAETRE

RREERREFR NERNETRIIERM 7 BBV R FIETR B E L REIE.



TNETFLEFEERILES N RS L RRTZREE Server Administrator, BT IES SV EEBRFAREHIREE , ATLTEAE
TR, TNETFLRETARM T I8 , ERFILUERE. RIFMEEEXEAMETREIER.

FTNEFLERABERMRMRAHER (ISV) A K TEDKETRERS. WHEoATER  BUTREMNALIZER .

BN X BB EAETFREREE

BB RTE NMETLEETER Dell EMC Systems Management Tools and Documentation DVD {EAFT AMEF L3RG,
msiexec.exe /i <SysMgmtx64>.msi /qn #3<i(E) DVD LUSSHMAHFOIIY , HEMETER S ERRFREMER Server
Administrator I8, IXLTNEEISIRIE R FAEH I ERREITIER S L.

@ | F: EEXANEFRESTRE, WEFER Server Administrator I <${TRE (CLI) ThiE, EBLIHTHHBEESEOHFNBERIT
CLI %4 . MZ2%: Server Administrator FIEI—#E5I & B OMIT CLI ST =1ER.
BYDANFRHNEINE , SiBITIEIREIE N BIRERSMETE) DVD MYKRINIE , BTLAE DVD MG TFniE RS,

BREIIRENZEARIEHBIE NMETRZRREE

1 GSIRFELEE Server Administrator IR RFIEE Systems Management Tools and Documentation ERGRYIBRYER
SR LUBIY B E A EISEEA 1SO BYS S IR IR s 28 H H = RIS IS,
2 GIE—MEIEREENTIER AR ES TR 1| REFHAHEIRENESAIMIA, AN EMETIREIES AT msiexec.exe /

i Mapped Drive\<64-bit MSI path on the DVD>/gn ,
BLE ISV D RS RFHIITE R 2 PEREIRIA.
5/ ISV 4D R TEBZMA D REBIRRES.
I AHITLAEE NTE RS L% Server Administrator,
5 EFSISEMNTERFLUSH Server Administrator,

PEREA DVD LABERBTAETEZEREE

1 J&Systems Management Tools and Documentation DVD RUEE NS A ZE BRR L.

2 BEE ISV S RKMELIM DVD BYEHIT msiexec.exe /i DVD Drive\<64-bit MSI path on the DVD>/qn Ap<,
IHFRFHUTIAEE MTIRE R F_EZ4E Server Administrator,

3 EHSISENMTERFLUSH Server Administrator,

NEAEN T ANEFRERAE

ZORBENTNETLEREE , BHITLUTER |

1 ¥& srvadmin\windows\SystemsManagementx64 BRM DVD EHIZIRFEEINGNEE,
2 GUERER Windows REEFERFS |22 (msiexec.exe) HIITEEATAMIRHIA,

®| A NTEEXEAETRE, LIRS REHEIEAGSITAE CL ) SHBREERNTERE.
Tl msiexec.exe /i SysMgmtx64.msi ADDLOCAL= SA,IWS,BRCM /qn.

3 BRI A R SRR IR ENEE Y windows B R,
FEKpESE -
BENSE



PEBEEXTEAEFTRERGE
MNFHREENFAETREGME -
1 R ISV SRIES RV EEITHIENA,

2 ISV ORKEBEENTANETRERGED AEITERS. MMEBEHATES NTRERF LR Server Administrator LUK

FSERITNRE.

R BRI ATE R MEIE RS LZ2% Server Administrator LARASERITNRE.

3 EFSISENMNTRERFLUSH Server Administrator,

REREXHE

MTEERFH MSI L4 |, BITUATHRSITEAMETRSE |, RRfEEATXHIE

msiexec.exe /i <SysMgmtx64>.msi /1*v
"C:\openmanage\logs\SysMgmt.log"

ZMEFEEIEE
TNBTFLERHUTINEE

—HAENGHTIRE | BTEENTAETEE.
BEXSH , BTIEERL AR IN6E.

AR ERER , BTIREMARETIRERERIERE | MAFHRITERIZRE.

A% SITIRE

THEERTTET msiexec.exe MS| ZRFEFI—LOHEIRS., T

TR,

AN =
1T

FAY msiexec.exe [EEBATIENIRE , EMREEHTF—

® | 7¥: i§8I% support.microsoft.com LLFZA Y % Windows ZEFEF T ARNRBEH ST XL,

. 5: MSI| REEFHLSITRE

wE

%#R

/1 <Package|Product Code>

Wi SR ESREET .
/i SysMgmt64.msi — Z2ZE Server Administrator #R/4,

/i <SysMgmt or SysMgmtx64>.msi /qn A SHITEIZLE,
/x <Package|Product Code> ltlji?p‘%\ﬁﬂiﬁﬁﬁ':o

/i SysMgmt64.msi — EIZE Server Administrator #44, BXFGa
GUID , iE& ARG GUID BT R AETEZE

/alnlblr|f]

LA HIRERFRE (U) K5,
/q B /qn - 75 Ul HERATRRFNEAMETRE.

/b - BR Ul IEMATEMETRE | (ERRTRTRR.

/qr - 518 Ul, WWIXTIATAAETEE , ANER—MNETR
EHEAMRTIEE.

/qf - 558 Ul, WRIATREB ABETEE.

/flploleldlclalu |m|s|v]<Package| ProductCode>

LA HEEF i

Fn Ho
/fp — LRI D SRS B R4 R




wE #R

/fo - IHETRIERR D S ER % 7 | IR AR S AT B & 2 e
Afo

/fe — SRR/ D S EE A T HERI SR B A RIS B T
TR M.

/td - IEIETRIE TR S a2 2 7 AR AR AR S RS B & 27

[=]=p3

/fc — IIRTRAERR/ D ) iR E STt BB IL AR E
& m.

/fa - LLETGEBIEHLIRATE X

/fu - WRINES A L HEHIRFSE R,
/fm - EINE SATA U ERN RS E MR,
/fs - ERSBEATENERIRES .

/fv - IEINFIEFFIS T H EM AR BER. 5 —RR
SN FAFE T RER B R L BT SR 2ie T

INSTALLDIR=<path> SR RREENFEME. REREARIEERER
R, ZEFRRIERIT CLl ks SRICEFAEIE , BUES]
BEMFABARRERES.

/i SysMgmt64.msi INSTALLDIR=c:\OpenManage /qn — A c:
\OpenManage NLHE(IE | B ML MIEME.

CP_MESSAGE_FORMAT=<enhanced | traditional> L SBEREEREIRENERAHEEHER (BN ) BifEsH
HEER,

590 , iIBfT msiexec.exe /i SysMgmtx64.msi /qn SEBNMNTRERR TETRFEEGEEZSE Server Administrator IHEE, 1L
TR TRTFHBTEANETHA T

BHEXSH

REINSTALL 1 REMOVE BEX CLI S8t 7 — MR EFHTEE TR HLNET RN , BXdk. EiaimiEa a0
IEer s . BEEEN S EHLMERR— M TABETEERGE AR, SEnieaElEixHaTiee. fian , &gk
BRE—EISTENIRS 28 _E L& Server Administrator , {BAZ2%E Remote Access Controller 5% ; FIRNEIRER—HIRSSEE E&3E
Server Administrator , {BANZ%E Storage Management Service, AR LUEIRE—RYFERIIRS 28 FEIE— 1 el M INEE,

@ | #: AKX H REINSTALL §1 REMOVE CLI 88, EAEMNRSKNE.

HolfEan {7 LB S REINSTALL BEN S , HFEISEREEHMLTERMIRMINEEAIINEE D, fI80 : msiexec.exe /i
SysMgmtx64.msi REINSTALL=BRCM /gn

A SRURNET |, MAFKRTELN | BTRREENRE | FXEH %I Broadcom {LIHIERF.

ER] <17 LEE REMOVE BENX S , HEIEEHEHEAVIKAINEERIINEE D, Bl : msiexec.exe /i
SysMgmtx64.msi REMOVE=BRCM /qgn

SR ULNMEST , MIELRTER | IBTRAEENRE | FHXEE Broadcom IFFE.

B AIEFRBITIEI T IR msiexec.exe TR REa. BERLEFEIZINEE. HI40 : msiexec.exe /i SysMgmtx64.msi
REMOVE=BRCM /qn

IELIE TR ERFRMIIZR | FHEE Broadcom RIFFERF. WHITERAAETES | MIFLRTER.



TERIRML T BRI TAEAITRE D FIZK.
@ | i=: FFFRMKAINEGE ID RHKNE.

&. 6: EEAGRIHRAETIEE ID

Thek ID BiRA

ALL RS2

BRCM Broadcom MIZ&#EM-& (NIC) IR

QLG QLogic SNMP {22

INTEL Intel NIC (XIEFEF

IWS Server Administrator Web Server

OMSS Server Administrator Storage Management Service
RAC iDRAC 47 LR

iDRAC (IETFEE 111X PowerEdge IRSSEE )

£k DRAC #3172

iDRAC12G ( IEFTF S8 12 4 PowerEdge fR5528 )

ERAY DRAC 17T R

Sl

Server Instrumentation

RmtMgmt Remote Enablement
cu Server Instrumentation BYER<SATSRE
WMI Server Instrumentation B9 Windows EIEHE FRH
SNMP Server Instrumentation A& SR MR ETERINIED
OSLOG BERFATCR
SA LREE S|, CLI, WMI, SNMP, OSLOG
OMSM &SI, OMSS, CLI, WMI, SNMP, OSLOG
@ | iE: ZEERS R, HILSE Server Administrator Webserver i—MEIRRE - CLI, WMI, SNMP 5 OSLOG ¥%[F] Server

Instrumentation (S1) 2k Server Administrator Storage Management Service (OMSS).

@ | MREEARRTRE (EAETFRE) RET SIKOMSS, M IWS 71 WMI EBFIRE.

MSI iRE{HS

£ SysMgmt . log XHHICR T —FNAEFEMATHRE. TRERT msiexecexe Windows THAER5 [ ZIREIRI—LEHRAT.

#. 7: Windows R &R FIRE{LHE

BRI & 5EA
ERROR_SUCCESS 0 ERERTNTERL.
ERROR_INVALID PARAMETER 87 Hp— 25T,
ERROR INSTALL USEREXIT 1602 FRFEET &
ERROR_SUCCESS_REBOOT_REQUIRED 3010 mEEMOAREEARR. WEREMINZTEIRT.

©) | 3E: X msiexec.exe 1 InstMsi.exe Windows £ 22 IhEEIR E ML IR DAL, 1528 support.microsoft.com.




RERMETHRERE

Microsoft 8X{4ZBAZRF(MS) IR T —FINEE | ERARREBELTERMEREZITEIEBIINE. MSIBIT AR, FHREEEHAR
PITRIRMEIRERFRE— MR BRI —R. HERFEERECHRESRI S, iEMERIFIEMER. Windows 2lf
RHRFER SR EMRR S U SRIFTE XS | LMEEFENIRE | X2—MEIR. RII%REE . Windows SMBRFTEIGRI &1
X,

BRTEER MSI FRAERIES: |, FEFEERREBSERIRALERT , BH INI SIS N BRI S, R FESRIRRE MG
EERIMRERIRIBIRE.

MS| 3IEHRITRIRFYIRS , SRR RIS EIREFIFTAIRE. MREENXIRF. MSI TNERFEZRRERW , EiRmMATTA.

LESTHERBAERIR | SFURLRNENRARERRAEREEARIPRENTERIE, NREMIRLEAN R | MEFIZ
RIFEfEF.

@ | #: BRHEFREMDEHFERLESLEN—HS, BRNRERTHIEHA™EFHRETEER.
@ | EREEFERYARZRESTRERENRE . DEMALETEEER.

SR T HY ST

R FFHRAHY MS| EAMERFFIEFTL /AN FAZIMAFIRMANR MS| itE ., MREEXLEFENITE T MSI KU , SiEks#H
1TTEN , IBAMEFEFTRESEM. MSI BUEAEEN IR , SNIGEXINREEAIERE—IRRFF (GUID) , MR
AHEHEHEANERE RS, EXMUREREAT MS| BB TIEIER | 7BEF mst I3,

O) | E: GUID A 128 i, AT4R GUID MEEISIRIE GUID MlE—4. 7% GUID B—iRRIZMAER .

AR EERGI M

RGEBREIRRHTHR Server Administrator FIEETRRGHRIHRAL T FHRVER.
RERFLETHREHREERNF , FENERRLAN PC SRR RS TRERM.
RERFR AN AR OSSR ER AR BN EERAIIIEE.

O | i AREFREFTEARE.

FHER IR W

IER M HITRE =R Z —F %2 Server Administrator BIERETARAS. HI40 : {NSTHEM Server Administrator RS 7.0 R ESAR
AFEZ Server Administrator 7.3,

SRR BN EHhRANEY Server Administrator , EE4E Linux (b &EE, WNREE Linux MU LS55 |, S RENEIIEMRAH
Server Administrator FHZ2E R RANE Server Administrator,
BMET 6.3 BIMRAFE: , SEIEINER Server Administrator HEFTZEERITIRAH Server Administrator,

B ERRAREEERAR  BHENERAETRRHERTTERTNRREERY. (NFAHRAIERRBIAIEL (Flan , A
Red Hat Enterprise Linux 5 Update 7 Ft4%%l Red Hat Enterprise Linux 5 Update 8 ) BY , FHREISHEIRAERRIASREE AN
"E.

Q| i B RGEEEEBMREAALE. FENRERGEEREHNABAEE.

o WNRBELEET Server Administrator Web Server iRZ 7.3 , IEH{RESIRR St 2% Server Instrumentation Mg 7.3, {#F8 Server
Administrator Web Server iRZ 7.3 1518 B kAN Server Administrator BJ8ES BREEIR,



AR’

SFTMNETFHR , msiexec.exe /i SysMgmtx64.msi /qn @<ihA) DVD LUESREFAIINY , FEFMETER S EFRAT
BWER Server Administrator IEE. ERABETFHRBEREBREEERFIRE.
OpenManage 9.1 x 735 x86 Zl| x64 B R,

@ | MRARRELN, BHERENRE, RAEER.

1 ¥ Dell EMC OpenManage Systems Management Tools and Documentation BYSEEEZIZR R DVD IRENEEH., RAESERENE
1TE,

2 i%4% Server Administrator FET R4,
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Using The Dell Schema Extender

To use the Dell Schema Extender perform the following tasks:
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The Dell Schema Extender uses the SchemaExtenderOem.ini file. To ensure that the Dell Schema Extender utility
functions properly, do not modify the name or the contents of this file.

Click Next on the Welcome screen.

Read the warning and click Next.

Select Use Current Log In Credentials or enter a user name and password with schema administrator rights.

Click Next to run the Dell Schema Extender.

Click Finish.

To verify the schema extension, use the Active Directory Schema Snap-in in the Microsoft Management Console (MMC) to verify the

existence of the following classes and attributes. See the Microsoft documentation for more information on enabling and using the
Active Directory Schema Snap-in.

For more information on class definitions for DRAC, see

the Remote Access Controller 4 User” s Guide and Remote Access Controller
5 User’ s Guide. For more information on class definitions for

iDRAC, see the Integrated Remote Access Controller User's Guide.

Table 9. Class Definitions for Classes Added to the Active Directory Schema

Class Name Assigned Object Identification Number | Class Type
(OID)

dellAssociationObject 1.2.840113556.1.8000.1280.1.1.1.2 Structural Class

dellPrivileges 1.2.840.113556.1.8000.1280.1.11.4 Structural Class

dellProduct 1.2.840.113556.1.8000.1280.1.1.1.5 Structural Class

dellOmsa2AuxClass 1.2.840.113556.1.8000.1280.1.2.11 Auxiliary Class

dellOmsaApplication 1.2.840.113556.1.8000.1280.1.2.1.2 Structural Class

Table 10. dellAssociationObject Class

Elements Description
oD 1.2.840.113556.1.8000.1280.11.1.2
Description This class represents the Association Object. The Association Object provides the connection between

the users and the devices or products.

Class Type Structural Class
SuperClasses Group
Attributes dellProductMembers

dellPrivilegeMember

Table 11. dellPrivileges Class

Elements Description

oID 1.2.840.113556.1.8000.128011.1.4

Description This class is used as a container Class for the Privileges (Authorization Rights).
Class Type Structural Class




Elements Description
SuperClasses User
Attributes dellRACA4Privileges

dellRAC3Privileges

dellOmsaAuxClass

Table 12. dellProduct Class

Elements Description

oIb 1.2.840.113556.1.8000.1280.1.1.1.5

Description This is the main class from which all the products are derived.
Class Type Structural Class

SuperClasses Computer

Attributes dellAssociationMembers

Table 13. dellOmsa2AuxClass Class

Elements Description

o]v} 1.2.840.113556.1.8000.1280.1.2.11

Description This class is used to define the privileges (Authorization Rights) for Server Administrator.
Class Type Auxiliary Class

SuperClasses None

Attributes dellOmsalsReadOnlyUser

dellOmsalsReadWriteUser

dellOmsalsAdminUser

Table 14. dellOmsaApplication Class

Elements Description

oD 1.2.840.113556.1.8000.1280.1.2.1.2

Description This class represents the Server Administrator application. Server Administrator must be configured as
dellOmsaApplication in Active Directory. This configuration enables the Server Administrator application
to send LDAP queries to Active Directory.

Class Type Structural Class

SuperClasses dellProduct

Attributes dellAssociationMembers




Table 15. General Attributes Added to the Active Directory Schema

Attribute Name/Description Assigned OID/Syntax Object Identifier Single Valued
dellPrivilegeMember 1.2.840.113556.1.8000.1280.1.1.2.1 FALSE
List of dellPrivilege Objects that belong t
St O Aot TvIege LLIECts that BEIONG IO by e tinguished Name (LDAPTYPE_DN
this Attribute.
1.3.61.41.1466.1151211.12)
dellProductMembers 1.2.840.113556.1.8000.1280.1.1.2.2 FALSE

List of dellRacDevices Objects that belong o
to this role. This attribute is the forward Distinguished Name (LDAPTYPE_DN

link to the dellAssociationMembers 1.561411466.115121112)

backward link.

Link ID: 12070

dellAssociationMembers 1.2.840113556.1.8000.1280.1.1.2.14 FALSE

List of dellAssociationObjectMembers that | .~
belong to this Product. This attribute is the | Pistinguished Name (LDAPTYPE_DN

backward link to the dellProductMembers | 1-3614.11466.115.121.1.12)
Linked attribute.

Link ID: 12071

Table 16. Server Administrator-Specific Attributes Added to the Active Directory Schema

Attribute Name/Description Assigned OID/Syntax Object Identifier Single Valued

dellOMSAIsReadOnlyUser 1.2.840.113556.1.8000.1280.1.2.21 TRUE

TRUE if the User has Read-Only rights i

Sorver Adminietrater Y T Boolean (LDAPTYPE_BOOLEAN
1.3.6.1.411466.115.1211.7)

dellOMSAIsReadWriteUser 1.2.840.113556.1.8000.1280.1.2.2.2 TRUE

TRUE if the User has Read-Write rights in

Server Administrator Boolean (LDAPTYPE_BOOLEAN
1.3.6.1.4.11466.115.121.1.7)

dellOMSAIsAdminUser 1.2.840.113556.1.8000.1280.1.2.2.3 TRUE

TRUE if the User has Administrator right:

N Server At oIS Boolean (LDAPTYPE_BOOLEAN
1.3.61.4.11466.115.121.1.7)
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